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INTRODUCTION

For decades, federal law required men to register with the Selective Service when they turn 18 and to
keep their registrations current through the age of 25. Enforceable law helped encourage registration;
so did the agency’s efforts to make registration materials available in post offices, schools, and other

public places.

Recently, however, the Selective Service System has taken a more pro-active role in registration and
has deployed a range of technological resources that make registration easier and more efficient.
Automatic registration programs and data-sharing arrangements with other government agencies—
including state departments of motor vehicles, Education, and the Department of Labor’s Job Corps
Program— significantly help the Selective Service to register members of the target population and to
keep registrations current.

The Selective Service maintains records for about 16.5 million individuals in its target population--or
about 95 percent of the approximately 17 million males between 18 and 25 living in the United
States. It also reports that technological resources have significantly reduced the costs involved in
building and maintaining registration lists.

This report explains how technology helps the Selective Service and partner agencies register and
maintain current records on the majority of the agency’s target population—with little or no effort
on the part of registrants themselves.

We gathered the information in this report primarily from information the Selective Service reported
to Congress and from interviews with Selective Service officials. The Brennan Center makes no
claims about the quality of the Selective Service’s files—there has been no independent audit of the
Selective Service since 1982; however, available evidence suggests that the automatic registration
methods described in this report enhance the effectiveness and efficiency of Selective Service
registration.

The Selective Service’s technologically advanced registration system may provide a useful model for
those who would like to modernize our voter registration system. The Selective Service’s experience
shows that automatic voter registration is feasible. It also shows that the government agencies that
could help expand and improve our voter rolls already have the necessary infrastructure, technology,
and experience to do so.

It is not surprising that the Selective Service has deployed technology and other resources to identify
and automatically register young men for the draft; the government has an obvious, central interest in
its ability to mobilize an expanded military in time of crisis. The ability to participate in the electoral
process is surely just as central to democracy. It is disconcerting that the government has not availed
itself of the same technology and commitment to improve our voter registration system. The
government has shown it can effectively and automatically register eligible men for the draft. It
should now use the same tools to automatically register eligible citizens to vote.
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I. ABOUT THE SELECTIVE SERVICE

The Selective Service System (the ‘Selective Service’) is an independent federal agency with its own
leadership and budget, separate from the Department of Defense and its subsidiary branches of the
military. The agency’s mission is to oversee the execution of the Military Selective Service Act, a law
that requires virtually all citizen and noncitizen males in the United States to register with the
Selective Service when they turn 18 and to keep their information current with the agency until they
turn 26 so that the Selective Service can effectively administer conscription in the event of a military
draft." Historically, young men have fulfilled this obligation by filling out registration forms at post
offices, schools, and more recently, on the Internet.

Law requires all men between the ages of 18 and 25 to register for the Selective Service, except for
current patients of hospitals or mental institutions, the imprisoned, disabled men who cannot
reasonably leave their homes or move about independently, students at military academies, holders of
non-immigrant United States visas, and men who were born as biological females. Men who are not
required to register due to a temporary condition must register immediately if a change in
circumstances causing them to become eligible for registration, such as release from prison, occurs
when they are between the ages of 18 and 25. Though they would be exempt from conscription in
the event of a draft, conscientious objectors, members of the clergy, and men with disabilities that
would make them ineligible for military service must register.

The Selective Service facilitates registration through public outreach, a volunteer registrar program
with representatives in most high schools, and partnerships with government agencies. The aim of
these efforts is twofold: both to receive information on registration-age males for the purposes of
automatic registration, and to coordinate outreach to remind non-registrants of their responsibility
under the law.

With the advent of recent data sharing technology, the Selective Service no longer relies solely on
individuals to accomplish its mission of building a list of all registration-eligible men. For more than
a decade, the Selective Service has assumed the responsibility of actively registering men between the
ages of 18 and 25, using a combination of automatic registration and data collection techniques. The
Selective Service partners with other government agencies such as state departments of motor vehicles
and the Department of Education to automatically register the majority of its constituents and to
collect data on others so that it can reach out to them and remind them of their responsibility under
the law.

In fiscal year 2008, less than 30 percent of Selective Service registrations were applicant- initiated,
and the vast majority of those who registered did so online through the Selective Service website.?
The Selective Service and its government partner agencies initiated 72 percent of registrations,
automatically registering 62 percent of registrants during transactions with other government
agencies and sending reminder or compliance mailings to the remaining 10 percent, whose
information the Selective Service gathered through data sharing with many of the same agencies that
participate in automatic registration.’
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A. About the Database

The Selective Service’s data system is currently hosted on an IBM mainframe computer, though the
agency is currently upgrading its system and moving all data onto a more modern server.® The
Selective Service Data System includes several database files designed to track and process registrants,
former registrants, suspected non-registrants, and system personnel. The Selective Service maintains
these files at its headquarters in Arlington, Virginia, and at its Data Management Center in Great
Lakes, Illinois, where the agency stores files that would be used in the event of a military
mobilization.

The Selective Service maintains two files, both housed at the Data Management Center, that contain
information about registration-age men. The first, the Registrant Information Bank (the ‘registrant
file’), contains information on all men who registered after 1979, including currently active
registrants. Men are added to this list through their own independent registration or through
automatic registration. The second relevant list is the Suspected Violator Inventory System (the
‘suspected non-registrant file’), which contains information on all males between 18 and 25 whose
information the Selective Service has received through data sharing as described below and who do
not appear in the registrant file.

According to 2008 agency estimates, the Selective Service had over 15 million individuals in its
registrant file and an additional 1.5 million individuals in suspected non-registrant file.” Taken
together, these estimates cover over 95 percent of the population of males aged 18 to 25 in the
United States.® Given that a relatively small but nonzero number of males in this age group are not
required to register for the Selective Service,” the agency’s data coverage of its actual target population

may be higher.

The Selective Service collects and maintains only basic information about registrants and non-
registrants. Each entry in the registrant file contains a full name, date of birth, street address, city,
state, zip code, and social security number.® Each entry in the non-registrant file contains as much of
this information as is available about each suspected non-registrant.”
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II. BUILDING THE LIST

The Selective Service receives nearly three quarters of its information on registration-age men from
other government agencies. State departments of motor vehicles, the Department of Labor’s Job
Corps Program, the Department of Education’s federal student aid office, the Department of State,
the United States Citizenship and Immigration Services, the Department of Defense, and the Alaska

Permanent Fund all send information on registration-age men to the Selective Service. '’

Depending
on the Selective Service’s information sharing agreement with each agency, it either adds the
information it receives from other government agencies directly to its registrant file or it adds records

that do not match the registrant file to its list of suspected non-registrants.

The registrant file is built by individual registrants who send their information to the Selective Service
by mail, telephone, or Internet; and by automatic registration through data sharing with other
government agencies. Through this last registration method, government agencies forward
information on registration-age men to the Selective Service through a software program, an
electronic network, or on hard media like a CD-ROM. This data is either automatically integrated
into the Selective Service database as a part of the automatic registration transaction, or the Selective
Service receives registrant information in a data file and initiates an automated process to upload this
information to the registrant file. Approximately 62 percent of individuals added to the registrant file
in 2008 were added through automatic registration. !

In 2008, more than 60 percent of Selective Service-eligible men were automatically registered when
they interacted with other government agencies.'” With the exception of a few systems in which a
registrant must check a box on a government form to indicate that he wishes to register with the
Selective Service,” this type of registration requires no action on the part of the registrant.
Participating government agencies include language on applicable forms that indicates that
submitting a form implies consent to have one’s name forwarded to the Selective Service. These
agencies send information directly to the Selective Service for incorporation into the registrant file.

The Selective Service builds its non-registrant file through daza sharing with other government
agencies. As with automatic registration, agencies that have data sharing agreements with the Selective
Service transfer information on registration-age men to the Selective Service in an electronic format.
The difference between this kind of data sharing and that used in building the registrant file lies in
what happens once the Selective Service receives the information. Rather than automatically add
shared data to its active registrant file, the Selective Service compares the information it gathers from
these agencies to the registrant file. If an individual’s information matches a record already in the
registrant file, the Selective Service destroys the incoming information.'* If the incoming information
does not match any records in the registrant file, the Selective Service creates a new record in the
suspected non-registrant file."> Approximately 96 percent of records in the suspected non-registrant
file are the result of data sharing.'® The Selective Service uses information in this file to contact
individuals to remind them of their obligation to register; outreach to individuals on the list of
suspected non-registrants contributed to 10.5 percent of Selective Service registrations in 2008."
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A. How Agencies Share Information

The methods that government agencies use to share information with the Selective Service are almost
as diverse as the source agencies themselves. Whether the agencies use software, hard media, file
transfer protocols, or another method depends on the architecture of the source database,
institutional policies, and whether the agency is sharing the information for the purpose of automatic
registration or data sharing to identify non-registrants.

1. Automatic Registration Software

The most common form of automatic registration, comprising two thirds of automatic registrations
and 40 percent of total annual registrations,'® relates to driver licensing. Thirty-seven states and the
District of Columbia have automatic registration laws that require the department of motor vehicles
to automatically register all men between the ages of 18 and 25 who apply for a driver’s license,
learner’s permit, or non-driver’s ID." In a small number of states, men have the freedom to choose
whether or not they are automatically registered; their information will not be sent to the Selective
Service unless they check a box indicating their consent.”” Because all states now collect social
security numbers in addition to gender, date of birth, and address information from driver’s license
applicants,” state departments of motor vehicles are able to provide the Selective Service with
complete registration information during the course of regular licensing transactions.

All states with automatic registration laws use a software program developed by the American
Association of Motor Vehicle Administrators (AAMVA) called the Selective Service Registration
Application, which automatically sends data on eligible men from the state department of motor
vehicles to the Selective Service.”> The software sends information from the department of motor
vehicles” driver’s license database to a ‘translator’ software application installed on the department of
motor vehicles’ server called the Unified Network Interface, which edits driver’s licensing data to the
data elements used in Selective Service Registration and puts the information in the proper format for
transmission.?® The formatted information then travels to AAMVA’s central server, which, in turn,
sends the information to the Selective Service.** The Selective Service has Unified Network Interface
software installed on its own system, which translates the information into the proper format for
incorporation into its registrant file.”

AAMVA’s software operates continuously without the intervention of a human monitor or operator.
The software automatically registers individuals who are not in the Selective Service registrant file; if
an individual is already in the database, the system automatically updates his address information if it
has changed.26 After this automatic transaction, the AAMVA software returns either a confirmation
message or an error message to the department of motor vehicles.”” The software is a part of
AAMVA’s data sharing system and is provided at no extra cost to participating states.”®
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2. Data Transfer Through Leased Lines

The Department of Education, which has a direct datalink with the Selective Service database for the
purpose of verifying the registration status of applicants for federal financial aid, participates in both
automatic registration and data sharing. Everyone who submits a Free Application for Federal
Student Aid (FAFSA) is entered into the Department of Education’s Central Processing System,
which automatically sends information on all males between 18 and 25 to the Selective Service’s
registrant database.”

On the FAFSA, a field on the first page of the form says, “Most male students must register with
Selective Service to get federal aid. If you are male, age 18-25, and have NOT registered, select
‘Register me.”” The form includes a corresponding box where students may indicate their desire to be
registered.” Individuals who check this box are automatically incorporated into the Selective Service’s
registrant file. Information on individuals who do not check the ‘register me” box is compared to the
registrant database, and the Selective Service’s data system sends information about the applicant’s
registration status back to the Department of Education. When an individual is not found on the
Selective Service’s registrant database, the system automatically generates a new entry in the suspected
non-registrant file.”’

The Department of Education’s Central Processing System and the Selective Service exchange
information through leased lines, which are essentially private, dedicated long-distance telephone
lines through which users can transmit data to one another. The Selective Service database
automatically transmits information about the student’s registration status back to the Department of
Education.*

3. Secure File Transfer

The Selective Service receives information from Departments of motor vehicles in “almost every state
and territory” that does not have an automatic registration law.” For example, in Nebraska, state law
requires the Department of Motor Vehicles to provide the Selective Service with the name, address,
date of birth, and social security number of all males between the ages of 17 and 26 in the
department database.** Twice a year, the Department of Motor Vehicles sends all records on
registration-age men to the Selective Service electronically through a secure file transfer protocol.”
The Department of Motor Vehicles uploads all data files for men between the ages of 17 and 26 to a
secure server maintained by the Selective Service, and the Selective Service downloads the files from
the server and integrates them with its current database. The Selective Service bears the cost of this
transaction.” Unlike its practices with states that have automatic registration laws (described above),
the Selective Service matches the information it receives from states that send information through a
file transfer protocol against its registrant database and enters the non-matched records into its
suspected non-registrant file.

The Department of Defense also uses a secure, private connection to transmit information about all
active duty and reserve personnel to the Selective Service. Unlike data sharing between the Selective
Service and state Departments of motor vehicles that use file transfer protocols, the Selective Service
automatically registers men whose information it receives from the Department of Defense.
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Department of Defense guidelines require a certified private network between the Department and
any other agency with which it exchanges information, including the Selective Service.”” The
Department of Defense sends information from its U.S. Military Processing Command Integrated
Resource System to the Selective Service through a private Department of Defense network called the
Recruiting Services Network.”®

Finally, the Department of Labor’s Job Corps Program also uses a secure, electronic file transfer to
send data on all registration-age Job Corps participants to the Selective Service. Rather than
establishing a dedicated network, the Job Corps secures the data file itself through encryption and
password protection.”” The Selective Service automatically registers men whose information it
receives from the Department of Labor.*

4.  Data Exchange Using Hard Media

Once a month, the United States Citizenship and Immigration Services (USCIS) loads information
on all Selective Service-eligible applicants and petitioners for immigration benefits from the
Department of Homeland Security’s Computer Linked Application Information Management
System (CLAIMS) onto a CD-ROM, which it sends to the Selective Service.*! There is no direct
electronic communication between the two agencies’ data systems.* The Selective Service uses the
information on the CD-ROM to automatically register men from the USCIS files who have become
permanent residents of the United States or who have completed an application for an immigrant
visa to the United States.

Alaska’s automatic registration program also transmits information to the Selective Service on
physical media. Alaska uses its Permanent Fund Dividend program for automatic registration in lieu
of a driver’s license registration program.” Nearly all Alaskans are eligible for the Permanent Fund
Dividend, which is funded by royalties from mineral extraction in the state. The state exchanges
information with the Selective Service using data tapes,* which are cartridges or cassettes that can
store electronic information like a CD, but with a much higher capacity. Alaska sends the Selective
Service information on registration-age men who have applied for the Permanent Fund Dividend in
the past year on a semi-annual basis, and the Selective Service incorporates this information into its
registrant file.®

Some state departments of motor vehicles that do not participate in the automatic registration
program using AAMVA’s software use hard media instead of a file transfer protocol to share
information on registration-age men with the Selective Service. For example, the Selective Service
provides the state of New Jersey with data tapes like the ones Alaska uses to share its permanent fund
recipient files.*® New Jersey loads information on registration-age men onto the data tapes and
returns them to the Selective Service for comparison against the registrant file to identify non-
registrants.
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B. How the Selective Service Processes Information

Depending on whether the source agency engages in automatic registration or data sharing, the
Selective Service either incorporates the information it receives from other agencies into its registrant
file or matches the incoming information against the registrant file to identify potential non-
registrants. In the latter case, if incoming information matches a record in the registrant file, the
agency deletes or destroys the incoming record. If the incoming information does not match a record
in the registrant file, the Selective Service creates a new record in the suspected non-registrant file
using the incoming information. Even when the Selective Service automatically registers individuals
whose information it receives from a particular agency, it typically compares the incoming
information to the registrant file so as not to re-register individuals who are already registered.*®

Regardless of whether government agencies send data to the Selective Service for automatic
registration or whether they share data to identify non-registrants, most of the Selective Service’s
processes for incorporating information into its data system are automated.* For example, AAMVA’s
automatic registration software sends information on registration-age men who interact with
departments of motor vehicles in participating states directly to the Selective Service database and
sends a response to the department of motor vehicles database without staff at either agency inputting
any information or facilitating the transaction.”® Of course, some methods of data transfer, like hard
media, necessitate a small amount of human facilitation, but once an individual loads a disk or data
tape into the computer system and opens the file, the rest of the process can be automated. As the
Selective Service updates its computer system, it will combine several processes that currently require

human input into automated batch processes.”’
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ITI. MAINTAINING THE LIST

Once the Selective Service collects data on registration-age males, it must keep registrant information
current. Because the Selective Service is charged with administering a draft should the need arise, the
agency must maintain current contact information so that it can notify individuals if they are
conscripted. This is particularly necessary in light of the fact that 18-to-25 year-olds are among the
most mobile members of American society.’® Selective Service registrants who go to college are likely
to move two or three times, once from their parents’ home to school, again when they graduate
college, and likely once or twice in between as they move within university housing or into an off-
campus apartment.

As with initial registration, Selective Service-eligible men are required by law to update the Selective
Service when their address changes, but the agency does not rely on registrants alone to keep its
records up-to-date. The Selective Service receives information on registrants’ addresses from a
number of government agencies and updates registrant and non-registrant addresses using
mechanisms very similar to those used in incorporating new registrations into the registrant file. The
Selective Service claims a high deliverability rate on mailings sent to individuals in its registrant and
non-registrant files resulting from its address updating activities.”

The agency also takes a proactive approach to keep registrant information current. In addition to
providing change of information forms in all United States Post Office locations and allowing
registrants to change information through its website,”* the Selective Service takes responsibility for
facilitating registration through a variety of partnerships with other government agencies.

A. State Departments of Motor Vehicles

All states have laws requiring drivers to update their address information within a certain (usually
brief) period of time after moving. As such, state departments of motor vehicles are valuable sources
of address information as well as automatic registrations. In the thirty-five states that have automatic
Selective Service registration through AAMVA, AAMVA software automatically sends address
information to the Selective Service every time a registration-age male interacts with the department
of motor vehicles. If a man has already registered — through the department of motor vehicles or
another method — the system updates his information in the Selective Service database with the
address provided to the department of motor vehicles.” For more information on how this software
works, see page 5.

B. United States Postal Service

The Selective Service also relies heavily on the United States Postal Service’s National Change of
Address System. The National Change of Address file contains over 160 million records at any given
time.’® Individuals themselves provide the information contained within the database by filing a
notice with the postal service when they move; the postal service updates the database weekly to
reflect all new changes of address.”” The National Change of Address System keeps files of each move
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on record for three years and links records for individuals who move multiple times within this
period so that customers like the Selective Service may obtain the most recent address.”

Each entry in the National Change of Address System contains an individual’s name, old address (the
residence he or she is leaving), and new address (the address to which he or she is moving). The party
responsible for list updating matches the old address against the original file provided by the
customer. If an old address in the National Change of Address System matches a name and address in
the original file, the party responsible for updating replaces the address in the original file with the
newest address in the National Change of Address System.

Once a year, the Selective Service provides a data file of records that were not updated in the past
eighteen months to a private vendor licensed by the Postal Service. The vendor matches addresses as
described above, providing new addresses for any individuals who filed a notice of change of address
after their last date of contact with the Selective Service.” While the Selective Service only undergoes
this process for the records of men ages 19 and 20 years old because the agency considers these
individuals to be of “prime draft age,” % this process could easily be expanded to an entire universe of
records for voter registration purposes.

C. Internal Revenue Service

The Selective Service is authorized to share its suspected non-registrant file with the Internal Revenue
Service to obtain current addresses of these individuals in order to contact them about registration
compliance.®’ The Internal Revenue Service is likely to be a highly accurate source of address
information year-to-year, particularly for individuals entitled to a tax refund, but no information is
available as to whether the Selective Service exercises its authority under the law to use this
information.
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IV. PRIVACY AND SECURITY

While the Selective Service’s primary objective is to identify, register, and track the greatest possible
number of registration-age men, it also has an obligation to ensure the privacy of registrants to secure
the database and the information contained within it against unauthorized access or attacks. The
agency is bound by numerous federal laws governing privacy and data security, including the Privacy
Act of 1974, which states that agencies that manage systems of records with personal information
must collect only the information relevant to accomplish the agency’s legally-mandated purpose.®
The Federal Information Security Management Act of 2002, which sets standards for security

controls in government databases, also applies.’

The Selective Service must protect registrants’ privacy while fulfilling its obligation to confirm
information requested by institutions that require Selective Service registration as a prerequisite for
employment, financial aid, and other benefits. One of the best ways to protect privacy is to limit the
quantity of information collected and shared. The Selective Service only collects name, address, date
of birth, and social security information from individuals. One best practice for protecting registrant
privacy used by many government agencies that share information with the Selective Service is
transferring only the information necessary to match a record to the Selective Service Database or
create a new registration record. For example, the Nebraska Department of Motor Vehicles only
extracts the name, address, date of birth, and social security number records from its database when it
sends data to the Selective Service. The records it sends to the Selective Service do not include
information such as the driver’s license number, height and weight, or information about traffic

violations.%*

The Selective Service also restricts access to information about an individual’s registration status. To
use the agency’s online registration confirmation feature, one must supply a registrant’s last name,
date of birth, and social security number; only individuals or organizations to whom a registrant has
released his full social security number can query information about his Selective Service
registration.®> This search feature only allows individuals to look up a registrant’s Selective Service
number and date of registration, keeping all other information private.®

When the Selective Service provides registrant information to other government agencies, it obscures
non-necessary data. For example, when the Selective Service provides the registrant file to the
Department of Defense for recruiting purposes, the Department of Defense scrambles social security
numbers upon receipt.”” This form of encryption makes it difficult for a potential attacker to discern

an individual’s social security number or use it for malicious purposes.®®

Access to the Selective Service Database requires specific authorization by the System
Administrator.”” Passwords, firewalls, and intrusion detection systems protect all data managed by
the Selective Service.” The Selective Service also works with the U.S. Computer Emergency
Readiness Team (US-CERT) to mitigate security breeches. US-CERT is a special Department of
Homeland Security program that provides technical assistance to federal agencies and state and local
governments to protect information systems against cyber attacks. The program both helps agencies
incorporate best practices for security into their data systems and provides incident response teams to
help agencies address security breaches.”!
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The Selective Service also takes steps to preserve the physical security of its records, which it stores on
microfilm and in its computer system.”> Once Selective Service employees enter information from
paper records into the computer and transfer them to microfilm, they destroy the paper originals.”
The Selective Service manages all of its records out of its Data Management Center in Illinois, where
electronic files and one set of microfilm records are stored. The government stores an additional set of
microfilm records at a federal records center.”

V. COST

In fiscal year 2009, the federal government appropriated $317,000 to the Selective Service for the
purchase of hardware and software and ongoing expenses related to leased equipment, maintenance,
and data entry services.”” The Selective Service requested funding for fiscal year 2010 to upgrade to a
state-of-the-art, fully automated system, which it estimates will reduce the annual cost of operating its
data system to under $200,000 after an initial investment of about $2 million for the upgrade.”

The Selective Service cites increasing electronic and automatic registrations as a strategy for
enhancing the cost-effectiveness of its registration program.”” Between Internet and telephone
registration and the automatic data sharing methods discussed in this report, 84 percent of Selective
Service registrations in 2008 were electronic (either through Internet registration or the automatic
methods described above), increasing both savings and accuracy.” When Congress reduced the
Selective Service’s personnel authorization by 15 employees between 2006 and 2007, the agency

attributed its ability to fulfill its mission with a reduced staff to “investments in technology.””
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Military Recruiting Lists and the JAMRS Database

The Selective Service is not the only government agency that relies on data sharing to build a list
of potential military enlistees. The Defense Act requires the Department of Defense to conduct
“intensive recruiting campaigns” and engage in “an aggressive program of advertising and market
research targeted at prospective recruits for the armed forces and those who may influence
prospective recruits.”® The Department of Defense and its subsidiary branches of the armed
forces engage in a variety of recruiting activities to comply with this mandate.

The focal point of the military’s data gathering efforts is the Joint Advertising and Market
Research & Studies (JAMRS) database. Developed in 2003,%' the JAMRS database targets both
male and female high school students aged 16 and older, college students, and young people who
express interest in the military or who have taken the Armed Services Vocational Aptitude Battery
(ASVAB) test, a career aptitude test that high schools frequently administer to all students
regardless of military interest.®” The Department of Defense obtains the information contained in
the database from private information brokers, individuals, and government agencies, and
transmits the files to a private contractor that specializes in creating marketing lists. The
contractor compiles these files into a single non-duplicative list and returns this database to the
Department of Defense.®

The Department of Defense also collects recruiting information directly from high schools. This
information is not included in the JAMRS database; local military recruiters collect and
consolidate this information themselves.* The Defense Act requires local education agencies to
provide military recruiters with access to the names, addresses, and telephone numbers of students
aged 17 and older unless the student or her parent has requested in writing that the school not
release the student’s information.”® No Child Left Behind reaffirms and renews this
requirement.®® School officials must provide this information to military recruiters upon request,
and it is up to the head of the local recruiting command to provide this information to the
Interservice Recruitment Committee, a small military organization that compiles all directory
information and disseminates it to recruiters in all branches of the military.®” Some services also
maintain their own databases with this information.®

Opt-Out Protections

To protect individual privacy, federal law and regulations give students and parents the right to
“opt out” both from military recruiting lists and from the JAMRS database.® In the first
instance, schools never include directory information for students who opt out in the lists that
they provide to military, and in the second, students who opt out are placed in a “permanent
suppression file” so that they are not inadvertently added back into the database when new data is
collected.”

When individuals wish to be removed from the JAMRS database, they must submit a request
with basic information sufficient to match database entries. The party responsible for database
management uses the information provided in the opt out request to locate the individual in the
database and remove her record before placing this information in a suppression file.”! When new
information is added to the database, it is automatically cross-checked against the suppression file,
and the data system will not add any records that match suppressed records. While suppression
files can be permanent, as in the case of JAMRS, suppression files can also be structured such that

database administrators can remove or “un-suppress” entries.’”
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VI. LESSONS FOR VOTER REGISTRATION MODERNIZATION

The methods by which the Selective Service registers young men may be instructive to those
contemplating the modernization of our voter registration system. Just as the Selective Service
acknowledges the government’s role in helping its target population fulfill its registration obligations,
election officials acknowledge that through partnerships with other government agencies, there may
be a better way to help citizens register to vote.

The Help America Vote Act of 2002 (“HAVA”) provides the basic infrastructure on which to build a
comprehensive database of voting-eligible citizens. HAVA requires all states to institute statewide
voter registration databases that can share data with Departments of motor vehicles and the Social
Security Administration. These databases provide a basic infrastructure for a system of automatic
voter registration. The Selective Service model illustrates how states might take the next step to
affirmatively and automatically register voters by using information from existing government lists.

While the Selective Service model is not identical to that contemplated by proposals for a modernized
voter registration system, the size of the Selective Service’s target population of registration-age men
— approximately 17 million individuals — is comparable to the voting-eligible population in the
largest U.S. states. Only California’s 2008 voting-eligible population is larger.”

Each aspect of the Selective Service’s registration system detailed in this report has implications for a
modernized voter registration system.

A. Building the List

Using data transfer methods similar to those used by the Selective Service, election officials could
build a single, comprehensive list of voting-eligible citizens who would have to do nothing more than
show up at the polls on Election Day in order to cast a valid ballot.

The automatic registration program that the Selective Service undertakes in partnership with state
departments of motor vehicles and the American Association of Motor Vehicle Administrators
(AAMVA) shows particular promise in the context of voter registration. Under the auspices of the
National Voter Registration Act of 1993 (NVRA), which provides for simultaneous voter registration
when citizens apply for a driver’s license, state departments of motor vehicles already process voter
registration applications with the assistance of AAMVA. Not all states fully comply with the NVRA,
but the law provides that individuals need only sign an additional field affirming voting eligibility
and authorizing their registration in order to vote. AAMVA’s Help America Vote Verification
software already allows departments of motor vehicles to share information with the social security
administration and with state election officials in order to verify voter identity.

Other registration models also show promise. Information on all registration-age men who submit
the Free Application for Federal Student Aid (FAFSA) is electronically transferred to the Selective
Service registrant file through leased lines, a model that allows both automatic registration (for men
who elect to be registered on the application) and data sharing (for men who claim to already be
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registered). Other agencies, like the Department of Labor, send encrypted, password-protected files
containing registrant information to the Selective Service for incorporation into its registrant file. The
Selective Service model shows not only that it is possible for one government agency to transfer
information from one government agency to another, but also that states have a variety of methods
from which to choose in undertaking this task.

B. Maintaining the List

Just as the Selective Service must update registrant records in order to ensure its ability to contact
registrants in the event of a draft, election officials must keep voter information up to date to ensure
that voters are assigned to the proper voting precinct.

As the Selective Service model demonstrates, departments of motor vehicles can communicate
address updates to election officials — as they are required to do by the NVRA — through an
automated system that is integrated with the registration model and that requires no extra effort on
the part of citizens or administrators.

Suppression files like those used in the military’s JAMRS database may also prove useful in
maintaining voter registration lists. Some citizens may wish to “opt out” of the voter registration
system, and so-called suppression files are the best way to ensure that elections officials do not
inadvertently add those individuals back onto the list when they collect new information. States may
also choose to add individuals who are temporarily ineligible to vote to a special file of individuals
who should not be included in the registrant list to avoid inadvertent registration. Elections officials
could simply remove these individuals from the special file when they become eligible.

C. Privacy, Security, and Cost

Voter registration systems face many of the same privacy and security concerns as the Selective
Service. Like the Selective Service, election officials must maintain data systems that protect voter
privacy and withstand unauthorized access or other attacks, and like all government agencies,
elections authorities must fulfill their mission in a cost-effective manner. The Selective Service model
shows that increased investments in registration technology can help to achieve all of these goals.

CONCLUSION

The notion that a government agency with an interest in building a comprehensive list of a target
population might rely on other government agencies and modern data sharing technology to build
this list is far from revolutionary. If it is worth enacting such a system to ensure the robustness of our
nation’s defense, surely it is worth doing so to nurture the democratic process at the heart of our
nation’s character.
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