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Re: Right-to-Know Request Appeal of Brennan Center Request dated 02-22-12

To Whom It May Concern:

This is a formal appeal of the Philadelphia Police Department's (“PPD”) denial of Brennan
Center's February 22, 2012 Right to Know request (“Request”), under Pennsylvania's Right
to Know Law, 65 P.S. § 67.1101.

On February 22, 2012, the Brennan Center requested “a copy of the JTTF MOU between the
PPD and the FBI that is currently in force, as well as any copies of JTTF MOUSs that
previously were in force.”!

The documents sought by the Brennan Center are public records under the Right to Know
Law. First, the documents are records as defined by the Act because the records sought are
“information . . . that documents . . . activity of an agency and that is created, received or
retained . . . in connection with [the] activity of the agency.” 65 P.S. § 67.102. Second, the
documents sought are public records because they are held by a “local agency” as defined by
the Right to Know Law and are not exempt under section 708, exempt under Federal or State
law, nor protected by privilege. 65 P.S. § 67.102.

On April 5, 2012, the PPD responded by denying the Brennan Center's request, claiming a
number of exceptions for public records under 65 P.S. § 67.708(b).2 “The burden of proving
that a record . . . is exempt from public access shall be on the [PPD]” and the burden must be

' Right-to-Know Request from the Brennan Center for Justice to Lieutenant Michael Dwyer, Philadelphia
Police Dept. (Feb. 22, 2012) (attached as Appendix A).
2 Letter from Lieutenant Edward Egenlauf, Open Records Officer, to Michael Price, Counsel, Brennan Center

Liberty and-National Security Program (April 5, 2012) (attached as Appendix B) [hereinafter PPD Denial
Letter].
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met by “a preponderance of the evidence.” See 65 P.S. § 67.708(a)(1). The PPD has not met
this burden.

The PPD cites a series of exceptions for public records in denying for the Brennan Center's
request: 65 P.S. §§ 67.708(b)(1)(ii), (b)(2), (b)(3), and (b)(16). The Brennan Center hereby
appeals the denial of its Request on all of these grounds, The PPD merely recites the
statutory language without explanation, which is plainly insufficient under the Right To
Know Law. See Signature Info. Solutions, LLC v. Aston Twp., 995 A.2d 510, 513 (Pa.
Commw. 2010). By failing to provide any justification in support of the claimed exceptions,
the PDD has failed to meet its burden of persuasion.

Absent any articulable reason for withholding the requested documents under the cited
exceptions, the Brennan Center can do little more than speculate about the PPD’s substantive
concerns and therefore reserves the right to respond to them in the future. Nonetheless, the
Brennan Center points out that a model version of a JTTF MOU is freely available online.”
Furthermore a number of cities have released their JTTF MOUs, which all tend to be very
similar,* The Brennan Center acknowledges that the release of the JTTF MOU by other
cities does not dictate the outcome of this request,’ but even a brief review of the other
MOUs strongly suggests that the exceptions cited by the PPD are inapplicable.

The PPD asserts that the release of its JTTF MOU would be “reasonably likely to result in
substantial and demonstrable risk of physwal harm to or the personal security of an
individual.” 65 P.S. § 67.708(b)(1)(ii).° But given the content of other, presumably similar
JTTF MOUs, such a risk appears highly attenuated. The MOUs provide general
organizational information like the number of police officers assigned to the JTTF, the source
of funding, the applicable laws governing the agreement, the general laws governing
investigations and how to address conflicts between federal and state law, and the duration of
the agreement. It strains credibility to suggest that disclosing such information would present
a “substantial and demonstrable risk of physical harm” to an individual. On the contrary, the
cities of San Francisco and Portland have been engaged in healthy, public debates about the
proper role of local police officers working with federal JTTFs, resulting in no demonstrable
harm to individuals, infrastructure, or investigations.’

* Standard Memorandum of Under standing on Joint Terrorism Task Force between the Federal Bureau of
Investlgatlon and the “Participating Agency” (attached as Appendix C).

4 See, e.g., Standard Memorandum of Understanding on Joint Terrorism Task Force between the Federal Bureau
of Investigation and the City of Portland and the Portland Police Bureau (attached as Appendix D); Standard
Memorandum of Understanding on Joint Terrorism Task Force between the Federal Bureau of Investigation and
the San Francisco Police Department (attached as Appendix E); see also Standard Memorandum of
Understanding on Joint Terrorism Task Force between the Federal Bureau of Investigation and the Chicago
Police Department (on file with the Brennan Center); Standard Memorandum of Understanding on Joint
Terrorism Task Force between the Federal Bureau of Investigation and the Minneapolis Police Department (on
file with the Brennan Center).

5 .S’ee Woods v. Office of Open Records, 998 A.2d 665, 669 (Pa. Commw. 2010).

S PPD Denial Letter.

7 April Baer, Portland Back in Joint Terrorism Task Force with Some Reservations, OPB NEWS, Apr. 29, 2011
(“... the policy has been examined by city attorneys, council staff, civil rights groups, the Justice Department,
and the hundreds of Portlanders who attended several public meetings™), available at
http://news.opb.org/article/portland-back-joint-terrorism-task-force-some-reservations/; Brent Begin, SFPD
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In this light, disclosure of the requested documents is also not “reasonably likely to
jeopardize or threaten public safety or preparedness or public protection activity.” 65 P.S. §
67.708(b)(2).* And there is likewise no “reasonable likelihood of endangering the safety or
physical security of a building, public utility, resource, infrastructure, facility or information
storage system . ...” 65 P.S. § 67.708(b)(3). None of the available JTTF MOUs contain
address information or otherwise mention particular buildings or locations implicated by
exception (b)(3), and the PPD fails to even suggest how disclosure of its MOU might present
such a risk.

Lastly, there is no indication from the available JTTF MOUs or in the PPD’s denial that the
requested MOU relates to criminal investigations in a way that its disclosure would release
“information concerning investigative techniques and strategies that could undermine
effective criminal investigations concerning terrorism.” P.S. § 67.708(b)(16). Nothing in the
available MOUs concerns investigative techniques or strategies and the PPD does not
indicate how the legal architecture of its relationship with the JTTF would fall into this
category.

For the foregoing reasons, the Brennan Center respectfully requests that the Office of Open
Records reconsider the PPD's denial of the Request.

Should you have questions concerning this request, please contact Michael Price by
telephone at (646) 292-8335 or via e-mail at michael.price@nyu.edu. Thank you for your
attention, and I look forward to hearing from your office.

Very truly yours,

/

“Michael Price
Counsel, Liberty & National Security Program

eramie D. Scott
Brennan Center Clinic Student, Liberty & National Security Program

Attachments
Cc: Lieutenant Edward Egenlauf, Open Records Officer

Officers Working with FBI Given More Leeway to Gather Intelligence, SF EXAMINER, Apr. 6, 2011, available
at http://www .sfexaminer.com/local/2011/04/sfpd-officers-working-fbi-given-more-leeway-gather-
intelligence#ixzz111f4Y sps.

8 Nor have the requested documents been “designated classified by an appropriate Federal or State military
authority.” 65 P.S. § 67.708(b)(2).

® PPD Denial Letter.
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Right-to-Know Request from the Brennan Center for Justice to Lieutenant
Michael Dwyer, Philadelphia Police Department (Feb. 22, 2012)




pennsylvania

OFFICE OF OPEN RECORDS

STANDARD RIGHT-TO-KNOW REQUEST FORM

DATE REQUESTED: February 22, 2012

REQUEST SUBMITTED BY: U.S. MAIL
REQUEST SUBMITTED TO (Agency name & address):

Lieutenant Michael Dwyer
Philadelphia Police Department
750 Race Street, Room 203
Philadelphia, PA 19106

NAME OF REQUESTER: Brennan Center for Justice

STREET ADDRESS: 161 Avenue of the Americas, 12th Floor

CITY/STATE/COUNTY/ZIP (Required): New York, NY 10013

TELEPHONE (Optional): (646) 292-8335 EMAIL (optional): michael.price@nyu.edu

RECORDS REQUESTED: *Provide as much specific detail as possible so the agency can
identify the information. Please use additional sheets if necessary

This document is a formal request under the Pennsylvania's Right to Know Law, 65 P.S. § 67,101, ef seq.

It is a matter of public record that the Philadelphia Police Department ("PPD") cooperates with the Federal
Bureau of Investigation ("FBI") on terrorism investigations through a Joint Terrorism Task Force ("JTTF").
The terms of the cooperation between the PPD and the FBI are a matter of great public interest because
they potentially impact the civil rights of the people of Philadelphia and whether the PPD is exercising
appropriate oversight of officers assigned to the JTTF to ensure they respect Philadelphia's state and local
laws.

The terms of the cooperation are embodied in a Memorandum of Understanding ("MOU"), which is thus
far not in the public record. In contrast, several police departments around the country have released copies




of their MOUs with the FBI. Indeed, most recently, the terms of cooperation between the Portland Police
Department and the FBI were contained in a resolution of the city council.'

In order to better understand the nature of the relationship between the PPD and the FBI, the Brennan
Center requests a copy of the JTTF MOU between the PPD and the FBI that is currently in force, as well as
any copies of JTTF MOUs that previously were in force.

The Brennan Center appreciates the PPD's attention to this request, and expects that the PPD will send,
within five days of receipt, its legally mandated response. See 65 P.S. § 67.901. Should you have
questions concerning this request, please contact me by telephone at (646) 292-8335, by email at
michael.price@nyu.edu, or at the above address.

DO YOU WANT COPIES? YES
DO YOU WANT TO INSPECT THE RECORDS? NO
DO YOU WANT CERTIFIED COPIES OF RECORDS? NO

** PLEASE NOTE: RETAIN A COPY OF THIS REQUEST FOR YOUR FILES **
** IT IS A REQUIRED DOCUMENT IF YOU WOULD NEED TO FILE AN APPEAL **

FOR AGENCY USE ONLY

RIGHT TO KNOW OFFICER: DATE RECEIVED BY THE AGENCY: AGENCY FIVE
(5) BUSINESS DAY RESPONSE DUE:

**Public bodies may fill anonymous verbal or written requests. If the requestor wishes to pursue the relief and
remedies provided for in this Act, the request must be in writing. (Section 702.) Written requests need not include

an explanation why information is sought or the intended use of the information unless otherwise required by
law. (Section 703,)

"' Brad Schmidt, Portland City Hall Roundup: Documents Show How JTTF Agreement Morphed, The
Oregonian, May 26, 2011, gvailable at
http://www.portlandonline.com/leonard/index.cfin?a=350365&c=27435
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Denial Letter from Lieutenant Edward Egenlauf, Open Records Officer,
Philadelphia Police Department to Michael Price, Counsel, Brennan Center
Liberty and National Security Program (April 5, 2012)




POLICE DEPARTMENT
HEADQUARTERS, FRANKLIN SQUARE
PHILADELPHIA, PENNSYLVANIA 19106

CITY OF PHILADELPHIA

April 5,2012

Mr. Michael Price

Brennan Center for Justice

161 Avenue of the Americas, 12" Floor
New York, NY 10013

RE:  Pennsylvania Right-To-Know Act (RTKA) Request

Dear Mr. Price:

Your Pennsylvania Right-To-Know Act request dated 02-22-12 was received by this
“office on 02-29-12 for:

1. A copy of the Joint Terrorism Task Force (JTTF) Memorandum of Understanding
(MOU) between the Philadelphia Police Department (PPD) and the Federal Bureau of

Investigation (FBI) that is currently in force, as well ag any copies of I'I'TF MOU’s that
previously were in force,

On 03-07-12, correspondence was sent to you acknowledging receipt of your request and
also stated that the City asserted its right to (up to) an additional 30 days to:

a. to ascertain if the requested record does exist,
for legal review to determine whether the record(s) is a record(s) subject to access
under the Act,

¢. to determine if the request requires the redaction of a public record(s), and

d, for bona fide staffing limitations (in retrieving and reviewing the record(s)
requested).

After processing your request, the determination is as follows:

Your request is denied. Your request is specifically denied on the following
grounds as it expressly seeks record(s):
- the disclosure of which would “be reasonably likely to result in a substantial and
demonstrable risk of physical harm (o or the personal security of an individual.” 65 P.S.
§ 67.708(bY((1). :




MICHAEL PRICE | 04-05-12
PENNSYLVANIA RIGHT-TO-KNOW ACT REQUEST: 02-22-12 Page Two

- maintained “in connection with the military, homeland security, national defense, law

enforcement or other public safety activity that, if disclosed, would be reasonably likely
to jeopardize or threaten public safety or preparedness or public protection activity or a
record that is designated clagsified by an appropriate Federal or State military authority.”
65 P.S. § 67.708(b)(2). By way of further answer, homeland security is expressly defined
as “[glovernmental actions designed to prevent, detect, respond to and recover from acts
of terrorism, major disasters and other emergencies, whether natural or manmade. , . .
65 P.S. § 67.102 (emphasis added).

- the disclosure of which would create “a reasonable likelihood of endangering the safety or
physical security of a building, public utility, resource, infrastructure, facility or
information storage system . ...” 65 P.S. § 67.708(b)(3).

- relating to criminal investigations expressly exempt from disclosure. 63 P.S. §
67.708(b)(16). The record at issue discloses information concerning investigative
techniques and strategies that could undermine effective criminal investigations
concerning terrorism,

Should you wish to contest any part of this decision, other than the denial pursuant to 65
P.S. § 67.708(b)(106) regarding records relating to a criminal investigation, you may file an appeal
with the Office of Open records as provided for in 65 P.S. § 67.1101. You have 15 business days
from the mailing date of the City's response to challenge the response. Please direct any appeal to
the Office of Open Records, Commonwealth Keystone Building, 400 North Street, 4th Floor,
Harrisburg, PA 17120-0225, and copy the undersigned open records officer,

To appeal the denial pursuant to 65 P.S. § 67.708(b)(16) regarding records relating to a
criminal investigation, you may file an appeal with the Philadelphia District Attorney’s Office as
provided in 65 P.S. § 67.1101 and 65 P.S. § 503(d)(2). Please direct any appeal to DA Appeals
Officer, Attn: Todd Mosser, Three South Penn Square, Philadelphia PA 19107-3499, and copy
the undersigned open records officer, You have 15 business days from the mailing date of the
City*s response to challenge the response.

Please be advised that if no appeal is made, then this correspondence will close this
request with our office as permitted by law. Thank you for contacting the Philadelphia Police
Department’s Open Records Office.

FOR THE POLICE COMMISSIONER

Sin mcl}g
%ﬁ W( /6 %o
wrd

Llcutw 1t Ed Egenlauf
Open Records Officer
Philadelphia Police Department
750 Race Street, Room 203
Philadelphia, PA 19106

FAX: 215-686-1183

Email: police.research@phila.gov




Appendix C

Standard Memorandum of Understanding on Joint Terrorism Task Force
between the Federal Bureau of Investigation and the “Participating Agency”




— DRAFT —

FOR OFFICIAL USE ONLY

JOINT TERRORISM TASK FORCE

STANDARD MEMORANDUM OF UNDERSTANDING
BETWEEN
THE FEDERAL BUREAU OF INVESTIGATION

AND
(the “Participating Agency”)

PREAMBLE

The policy of the United States with regard to domestic and international terrorism is to deter,
-defeat, and respond vigorously to all terrorist attacks on our territory and against our citizens, or
facilities. Within the United States, the Department of Justice, acting through the Federal Bureau
of Investigation (FBI), is the lead agency domestically for the counterterrorism effort.

In order to ensure that there is a robust capability to deter, defeat, and respond vigorously to
terrorism in the U.S. or against any U.S. interest, the FBI recognizes the need for all federal,
state, local, and tribal agencies that are involved in fighting terrorism to coordinate and share
information and resources. To that end, the FBI believes that the creation of the FBI National
Joint Terrorism Task Force (NJTTF) and Joint Terrorism Task Forces (JTTFs) embodies the
objectives of the U.S. policy on counterterrorism as set forth in Presidential Directives.

FBI policy for the NJTTF and JTTFs is to provide a vehicle to facilitate sharing FBI information
with the intelligence and law enforcement communities to protect the United States against
threats to our national security, including international terrorism, and thereby improve the
effectiveness of law enforcement, consistent with the protection of classified or otherwise
sensitive intelligence and law enforcement information, including sources and methods. All
NJTTF and JTTF operational and investigative activity, including the collection, retention and
dissemination of personal information, will be conducted in a manner that protects and preserves
the constitutional rights and civil liberties of all persons in the United States.

This Memorandum of Understanding (MOU) shall serve to establish the parameters for the detail
of employees (Detailees or members) from the Participating Agency to the FBI-led JTTFs in
selected locations around the United States,

1
FOR OFFICIAL USE ONLY
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Neither it nor its contents may be released without authorization by FBI Headquarters.
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I PURPOSE

A. The purpose of this MOU is to outline the mission of the JTTF, and to formalize
the relationship between the FBI and the Participating Agency; in order to
maximize cooperation and to. create a cohesive unit capable of addressing the
most complex terrorism investigations.

B. The MOU specifically represents the agreement between the FBI and the
Participating Agency, which will govern the process by which employees of the
Participating Agency are detailed to work with the FBI as part of the JTTF.,

C. This MOU is not intended, and should not be construed, to create any right or
benefit, substantive or procedural, enforceable at law or otherwise by any third
party against the parties, their parent agencies, the U.S., or the officers,
employees, agents or other associated personnel thereof.

IL MISSION

The mission of the JTTF is to leverage the collective resources of the member agencies for the
prevention, preemption, deterrence and investigation of terrorist acts that affect United States
interests, and to disrupt and prevent terrorist acts and apprehend individuals who may commit or
plan to commit such acts. To further this mission, the JTTF shall serve as a means to facilitate
information sharing among JTTF members,

III, AUTHORITY

Pursuant to 28 U.S.C. § 533, 28 C.F.R. § 0.85, Executive Order 12333, as amended, National
Security Presidential Directive (NSPD) 46/ Homeland Security Presidential Directive (HSPD) 15
and Annex II thereto, the FBI is authorized to coordinate an intelligence, investigative, and -
operational response to terrorism. By virtue of that same authority, the FBI formed JTTFs
composed of other federal, state, local, and tribal law enforcement agencies acting in support of
the above listed statutory and regulatory provisions.

[Participating agencies may include applicable authority for entering into this MOU.]

IV. CONTROLLING DOCUMENTS

A. Since the JTTF operates under the authority of the Attorney General of the United
States, all JTTF participants must adhere to applicable Attorney General’s
Guidelines and directives, to include the following; as amended or supplemented:

2
FOR OFFICIAL USE ONLY
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1. Attorney General’s Guidelines for Domestic FBI Operations;

2. Attorney General’s Guidelines on Federal Bureau of Investigation
Undercover Operations;

3. Attorney General’s Guidelines Regarding Prompt Handling of Reports of
Possible Criminal Activity Involving Foreign Intelligence Sources;

4, Attorney General Memorandum dated March 6, 2002, titled “Intelligence
Sharing Procedures for Foreign Intelligence and Foreign
Counterintelligence Investigations Conducted by the FBI”;

5. Attorney General’s Guidelines Regarding the Use of Confidential

Informants;

6. Attorney General’s Guidelines on the Development and Operation of FBI
Criminal Informants and Cooperative Witnesses in Extraterritorial
Jurisdictions; :

7. Attorney General’s Guidelines Regarding Disclosure to the Director of

Central Intelligence and Homeland Security Officials of Foreign
Intelligence Acquired in the Course of a Criminal Investigation; and

8. Memorandum from the Deputy Attorney General and the FBI Director re:
Field Guidance on Intelligence Sharing Procedures for [Foreign
Intelligence] and [Foreign Counterintelligence] Investigations (December
24,2002).

B. All guidance on investigative matters handled by the JTTF will be issued by the
Attorney General and the FBL. The FBI will provide copies of the above-listed
guidelines and any other applicable policies for reference and review to all JTTF
members. Notwithstanding the above, this MOU does not alter or abrogate
existing directives or policies regarding the conduct of investigations or the use of
special investigative techniques or controlled informants. The FBI agrees to
conduct periodic briefings of the member agencies of the JTTF pursuant to all
legal requirements and FBI policies.

3
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V. STRUCTURE AND MANAGEMENT OF THE TASK FORCE

A, MEMBERS

1.

Each JTTF shall consist of a combined body of sworn and non-sworn
personnel from the FBI and each Participating Agency, This MOU shall
apply to Participating Agencies that join the JTTF subsequent to execution
of this agreement,

B. PROGRAM MANAGEMENT, DIRECTION, AND SUPERVISION

1.

In order to comply with Presidential Directives, the policy and program
management of the JTTFs is the responsibility of FBI Headquarters
(FBIHQ). The overall commander of each individual JTTF will be the
Special Agent in Charge (SAC) or Assistant Director in Charge (ADIC), if
assigned, of the FBI's local Field Division. The operational chain of
command beginning at the highest level, in each FBI Field Division will

. be as follows: ADIC if assigned, SAC, Assistant Special Agent in Charge |

(ASAC), and Supervisory Special Agent [JTTF Supervisor].:

Each FBI ADIC/SAC, through his or her chain-of-command, is
responsible for administrative and operational matters directly associated
with the Division’s JTTF(s). Operational activities will be supervised by
FBIJTTF Supervisors. Staffing issues are the responsibility of the FBI

chain of command.

All investigations opened and conducted by the JTTF must be conducted
in conformance with FBI policy, to include the above stated Controlling

. Documents. Each FBI ADIC/SAC, through his or her chain-of-command,

will ensure that all investigations are properly documented on FBI forms
in accordance with FBI rules and regulations. Any operational problems
will be resolved at the field office level. Any problems not resolved at the
field office level will be submitted to each agency’s headquarters for
resolution.

J{Each Participating Agency representative will Teport to. His or her
- -réspective agency for personnel ad

ative matters. Each Participating
Agency shall be responsible for the pay, overtime, leave, performance
appraisals; and other personnel matters relating to its employees detailed to
JTTFs. As discussed later herein at Paragraph X1, the FBI and the
Participating Agency may provide for overtime relmbursement by the FBI
by separate written agreement.

4
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5. Each JTTF member will be subject to the personnel rules, regulations,
laws, and policies applicable to employees of his or her respective agency
and also will adhere to the FBI’s ethical standards and will be subject to
the Supplemental Standards of Ethical Conduct for employees of the
Department of Justice. 'Where there is a conflict between the standards or
requirements of the Participating Agency and the FBI, the standard or
requirement that provides the greatest.organizational protection or benefit
will apply, unless the organizations jointly resolve the conflict otherwise.

6. JTTF members are subject to removal from the JTTF by the FBI for
violation of any provision of this MOU, the FBI’s ethical standards, the
Supplemental Standards of Ethical Conduct for employees of the
Department of Justice, or other applicable agreements, rules, and
regulations.

7.-  The FBImaintains oversight and review responsibility of the JTTFs. In
the event of an FBI inquiry into JTTF activities by an investigative or
adiministiative body; including but not limited to, the FBI’s Office of
Professional Responsibility or the FBI’s Inspection Division, each

Participating Agency representative to the JTTF. may be subject to
interview by the FBL ' .

C.. PHYSICAL LOCATION AND SUPPORT:

1. The FBI will provide office space for all JTTF members and support staff.
In addition, the FBI will provide all necessary secretarial, clerical, '
automation, and technical support for the JTTF in accordance with FBI
guidelines and procedures. The FBI will provide all furniture and office
equipment. Participating agencies may bring office equipment or furniture
into FBI space with the approval of the FBI JTTF Supervisor and in
compliance with FBI regulations.

2. The introduction of office equipment and furniture into FBI space by
Participating Agencies is discouraged, as any such material is subject to
examination for technical compromise, which may result-in its being
damaged or destroyed.

V1. . SECURITY PROGRAM

A.  CLEARANCES

1. State, local, and tribal members of the JTTFs, as well as appropriate
supervisory personnel responsible for these individuals, must apply for and

5 .
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receive a Top Secret/Sensitive Compartmented Information (TS/SCI)
Security Clearance granted by the FBL. JTTF members from other federal
agencies must obtain a Top Secret/SCI clearance from their agency and
have this information passed to the FBL. No one will have access to
sensitive or classified documents or materials or FBI space without a valid
security clearance and the necessary “need-to-know.” Pursuant to the
provisions of Section 1.2 of Executive Order 12968, Detailees are required .
to have signed a nondisclosure agreement approved by the FBI’s Security
Division. Pursuant to federal law, JTTF members are strictly forbidden
from disclosing any classified information to individuals who do not
possess the appropriate security clearance and the need to know.

2. All JTTF management personnel must ensure that each participating JTTF
officer or agent undertakes all necessary steps to obtain a TS/SCI
clearance. Conversion of FBI counterterrorism and JTTF spaces to
Sensitive Compartmented Information Facilities (SCIFs) is underway.
This will require that all JTTF task force officers enhance thelr clearances
to TS/SCI (SI, TK, Gamma, HCS-P).

3. Federal agency task force officers should contact their Security Officers
and request and obtain the following SCI Clearances: SI, TK, Gamma,
and HCS-P. If the parent agency refuses or is unable to provide the
‘appropriate clearances, the FBI will request the task force officer’s security
file. If provided, the FBI will adjudicate SCI clearances. This action may-
involve a prohibitively long process and should be avoided.

4, Each Participating Agency fully understands that its personnel detailed to

the JTTF are not permitted to discuss official JTTF business with
.supervisors who are not members of the JTTF unless the supervisor

possesses the appropriate security clearance and the dissemination or
discussion is specifically approved by the FBI ITTF Supervisor.
Participating Agency heads will be briefed regarding JTTF matters by the
SAC or ADIC, as appropriate, through established JTTF Executive Board
meetings.

5. In accordance with the Director of Central Intelligence Directive (DCID)
6/4, entitled Personnel Security Standards and Procedures Governing
Eligibility for Access to Sensitive Compartmeénted Information (SCI), the
FBI will implement protocols to ensure Special Agent (SA) and Task Force
Officers (TFO) assigned to Joint Terrorism Task Forces (JTTF) in the field
and the National Joint Terrorism Task Force (NJTTF) at FBI Headquarters
- Liberty Crossing 1, are in compliance with stated directive, In order to
comply with DCID 6/4, all JTTF personnel, including FBI and non-FBI

6
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JTTF members and contractors who perform functions requiring access to
FBI classified data networks and space, will be given counter-intelligence
focused polygraphs. The FBI will recognize polygraph examinations
conducted by outside federal agencies that meet the FBI’s PSPP
requirement. The FBI will make the final determination whether a
polygraph examination meets the PSPP requirements,

6. All JTTF members must agree to submit to counter-intelligence focused
polygraphs as part of the process for obtaining and retaining a Top Secret
Security Clearance.

B.. RESTRICTIONS ON ELECTRONIC EQUIPMENT

Personally owned Portable Electronic Devices (PEDs) including, but not limited to,
personal digital assistants, Blackberry devices, cellular telephones, and two-way pagers are
prohibited in FBI space unless properly approved. No personally owned electronic devices
are permitted to operate within SCIFs as outlined in DCI Directive 6/9 and existing Bureau
policy. All other non-FBI owned information technology and systems (such as computers,
printers, fax machines, copiers, PEDs, cameras, and media including diskettes, CDS,
tapes) require FBI approval prior to introduction, operation, connection, or removal from
FBI spaces to include SCIFs. Additionally, if approved by the FBI Security Officer, these
systems must operate in compliance with the FBI’s policies, guidelines, and procedures,

VIiI. DEPUTATION

Non-federal members of the JTTF who are subject to a background inquiry and are sworn law
enforcement officers will be federally deputized while detailed to the JTTF. The FBI will secure
the required authorization for their deputation, Deputation of these individuals will ensure that
they are able to assist fully in investigations in compliance with applicable federal statutes. On
occasion, investigations may be conducted outside of the JTTF’s assigned territory. Deputation
will allow non-federal members of the JTTF to exercise federal law enforcement authority
throughout the United States. '

Under the terms of this MOU, all Participating Agencies agree that non-sworn personnel detailed
to the JTTF will not : (1) participate in law enforcement activities, (2) carry a weapon; or
(3) participate in the execution of search/arrest warrants.

ViIl. STAFFING COMMITMENT

A. In view of the need for security clearances and continuity of investigators, all
personnel detailed to the JTTF should be expected to be detailed for a period of at
least two (2) years. This MOU imposes no maximum limit as to the time that any
individual may remain a member of the JTTF, All non-FBI members of the JTTF
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must adhere to the same rules and regulations as FBI employees with regard to
conduct and activities while in FBI space, while operating FBI vehicles, and while
conducting JTTF business. All Task Force members detailed from other federal
agencies are responsible for maintaining an appropriate case load, as dlrected by
JTTF management.

All investigators detailed to the JTTF will be designated either full-time or part-
time. The operational needs of the JTTF require that any assignments to special
details, or duties outside of the JTTF to full-time JTTF members be coordinated
with the FBIJTTF Supervisor. Though each JTTF member will report to his or her
respective Participating Agency for personnel matters, he or she will coordinate
leave with the JTTF’s FBI JTTF Supervisor.

During periods of heightened threats and emergencies, the JTTFs may be expected
to operate 24 hours per day, seven days per week, for extended periods of time.
To function properly, the JTTF depends upon the unique contributions of each
Participating Agency. Accordingly, during these periods, each Participating
Agency member w111 be expected to be avallable to support JTTF activities,

IX, RECORDS3 REPORTS AND INFORMATION SHARING

A,

* AlLJTTF materials and mvesugatlve.records, 1nclud1ng any Memorandum of

Understanding, originate with, belong to, and will be maintained by the FBL All
investigative reports will be prepared by JTTF personnel solely on FBI forms. All -
information generated by the FBI or the JTTF will be controlled solely by the FBI'
and may not be removed from FBI space without the approval of the JTTF
Supervisor. Dissemination, access or other use of JTTF records will be in
accordance with Federal law, Executive Orders, and Department of Justice and FBI
regulations and policy, including the dissemination and information sharing
provisions of the FBI Intelligence Policy Manual, As FBI records, they may be
disclosed only with FBI permission and only in conformance with the provisions of
federal laws and regulations, including the Freedom of Information Act, 5 U.S.C.
Section 552, and the Privacy Act of 1974, 5 U.S.C. Section 552a, as well as
applicable civil and criminal discovery privileges. This policy includes any
disclosure of FBI information, including JTTF materials and investigative records,
to employees and officials of a Participating Agency who are not members of a
JTTF, which must be approved by the JTTF supervisor. All electronic records and

. information, including, but not limited to, systems, databases and media, are also

regulated by FBI policy. JTTF members may request approval to disseminate FBI
1nformat10n from the JTTF Supervisor.

Each Participating Agency agrees to have its Detailees to the JTTF execute an

FD-868, or a-similar form approved by the FBI. This action obligates the Detailee,
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who is accepting a position of special trust in being granted access to classified and
otherwise sensitive information as part of the JTTF, to be bound by prepublication
review to protect against the unauthorized disclosure of such information.

C. The participation of other federal, state, local, and tribal partners on the JTTF is
critical to the long-term success of the endeavor. Articulating the level of effort for
these partnerships is a key measure of the JTTF’s performance. Accordingly, all
task force members will be required to record their workload in the Time
Utilization Recordkeeping (TURK) system used by the FBI.

X.  COORDINATION

A, The Participating Agency agrees to not knowingly act unilaterally on any matter
affecting the JTTF without first coordinating with the FBI. The parties agree that
matters designated to be handled by the JTTF shall not knowingly be subject to
non-JTTF or non-FBI intelligence, law enforcement, or operational efforts by the
Participating Agency. Intelligence, law enforcement, and operational actions will
be coordinated and cooperatively carried out within the JTTFs, '

B. JTTF criminal investigative procedures will conform to the requirementé for
federal prosecution. It is expected that the appropriate United States Attorney, in
consultation with the FBI and affected JTTF partners, will determine on a case-by-
case basis whether the prosecution of cases will-be at the federal or state level,
based upon which would better advance the interests of justice.

XI. FUNDING

This MOU is not an obligation or commitment of funds, nor a basis for transfer of funds, Even
where one party has agreed (or later does agree) to assume a particular financial responsibility,
written agreement must be obtained before incurring an expense expected to be assumed by
another party. All obligations of and expenditures by the parties are subject to.their respective
budgetary and fiscal processes and availability of funds pursuant to all laws, regulations, and
policies applicable thereto. The parties acknowledge. that there is no intimation, promise, or
guarantee that funds will be available in future years. The FBI and the Participating Agency may
enter into a separate agreement to reimburse the Participating Agency for approved overtime
expenses.

.9
FOR OFFICIAL USE ONLY
This document is the property of the FBI and is loaned to your agency.
Neither it nor its contents may be released without authorization by FBI Headquarters.




FOR OFFICIAL USE ONLY
XII. TRAVEL

All JTTF-related travel of non-FBI personnel requires the approval of the appropriate JTTF
Supervisor and Participating Agency authorization prior to travel. In order to avoid delay in
operational travel, the Participating Agency will provide general travel authority to all of its
participating employees for the duration of the employee’s membership in the JTTFs. For
domestic travel, each agency member will be responsible for appropriate notifications within his
or her own agency, as well as standard FBI travel approvals and notification. The FBI will obtain
FBIHQ authorization and country clearances for all JTTF members who are required to travel
outside the United States. As noted above, the appropriate security clearance must be obtained
prior to any international travel. The FBI will pay costs for travel of all members of the I'TTFs to
conduct investigations outside of the JTTF’s assigned territory.

XIII. VEHICLES AND EQUIPMENT

A. In furtherance of this MOU, employees of the Participating Agency may be
permitted to drive FBI owned or leased vehicles for surveillance, case management
and investigation in connection with any JTTF investigation. FBI vehicles must
only be used for official JTTF business and only in accordance with applicable FBI
rules and regulations.

B. [non-Federal entities only] Any civil liability arising from the use of an FBI
owned or leased vehicle by a Participating Agency task force member while
engaged in any conduct other than his or her official duties and assignments under
this MOU shall not be the responsibility of the FBI or the United States. To the
extent permitted by applicable law, the Participating Agency will hold harmless the
FBI and the United States for any claim for property damage or personal injury
arising from any use of an FBI owned or leased vehicle by a Participating Agency
JTTF member which is outside of the scope of his or her official duties and
assignments under this MOU.

C. For official inventory purposes, all JTTF equipment including badges, credentials
and other forms of JTTF identification subject to FBI property inventory
requirements will be produced by each JTTF member upon request. At the
completion of the member’s assignment on the JTTF, or upon withdrawal or
termination of the Participating Agency from the JTTF, all equipment will be
returned to the supplying agency.

XIV. FORFEITURE
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The FBI shall be responsible for the processing of assets seized for federal forfeiture in
conjunction with JTTF operations, as provided by these rules and regulations. Asset forfeitures
will be conducted in accordance with federal law and the rules and regulations set forth by the
U.S. Department of Justice and the FBI. Forfeitures. attributable to JTTF investigations may be
distributed among the Participating Agencies in JTTF-related operations at the discretion of the
FBL

XV. HUMAN SOURCES

A. . All human sources developed through the JTTF will be handled in accordance
with the Attorney General’s and the FBI’s guidelines, policies and procedures.

B. All human sources developed during the course of any JTTF investigation shall be
operated with all appropriate FBI suitability paperwork completed prior to use. All
source debriefings or written products of information obtained from any human
source will use FBI document format and handling procedures.

C. The FBI, as permitted by federal law, agrees to pay reasonable and necessary
human source expenses incurred by the JTTF. All expenses must be approved by
the FBI before they are incurred: No payments may be made to JTTF human
sources without prior FBI approval, ’

XVI. MEDICAL

A All Participating Agencies will ensure that detailed JTTF membets are medically
qualified according to their agencies' standards to perform law enforcement duties, functions and
responsibilities.

B. To enstire protection for purposes of the Federal Employees' Compensation Act
(FECA), JTTF members should be detailed to the FBI consistent with the provisions of the
Intergovernmental Personnel Act (IPA), 5 U.S.C. § 3374(d). This Act stipulates that “[a] State or
local government employee who is given an appointment in a Federal agency for the period of the
assignment or who is on detail to a Federal agency and who suffers disability or dies as a result of
personal injury sustained while in the performance of his duty during the assignment shall be
treated . . . as though he were an employee as defined by section 8101 of this title who has
sustained the injury in the performance of duty." Other provisions of federal law may extend
FECA benefits in more limited circumstances. The Department of Labor's Office of Workers'
Cormnpensation Programs is charged with making FECA coverage determinations and is available
to provide guidance concerning specific circumstances.
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XVIl. TRAINING

All ITTF members are required to attend FBI legal training in compliance with FBI regulations
and any other training deemed necessary by the FBI chain of command. The FBI is responsible
for the costs of such training, The Participating Agency will bear the costs of any training
required of its own employees detailed to the JTTE.

XVIII, DEADLY FORCE AND SHOOTING INCIDENT POLICIES

Members of the JTTF will follow their own agency’s policy concerning use of deadly force.
XIX, DEPARTMENT OF DEFENSE COMPONENTS

The Posse Comitatus Act, 18 U.S.C. § 1385, prohibits the Army and Air Force (Department of '
Defense regulations now restrict the activities of all branches or components of the Armed
Services under this Act) from being used as a posse comitatus or otherwise to execute the laws
entrusted to civilian law enforcement authorities, The restrictions of the Act do not apply to
civilian employees of the Department of Defense who are not acting under the direct command
and control of a military officer. Other statutory provisions specifically authorize certain indirect
and direct assistance and participation by the military in specified law enforcement functions and
activities. All Department of Defense components (except strictly civilian components not acting
under direct command and control of a military officer) who enter into this agreement, shall
comply with all Department of Defense regulations and statutory authorities (describing
restrictions, authorizations and conditions in support of law enforcement) including but not
limited to Department of Defense Directives 5525.5, and 3025.15, Chapter 18 of Title 10 of the
United States Code dealing with military support for civilian law enforcement agencies and any
other or subsequent rules, regulations, and laws that may address this topic or that may amend, or
modify any of the above provisions, This MOU shall not be construed to authorize any additional
or greater authority (than already described) for Department of Defense components to act in the
support of law enforcement activities,

XX. MEDIA

All media releases will be mutually agreed upon and jointly handled by the member Participating
Agencies of the appropriate JTTF. Press releases will conform to DOJ Guidelines regarding press
releases. No press release will be issued without prior FBI approval.
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XXI. LIABILITY

The Participating Agency acknowledges that financial and civil liability, if any and in accordance
with applicable law, for the acts and omissions of each employee detailed to the JTTF remains
vested with his or her employing agency. However, the Department of Justice (DOJ) may, in its
discretion, determine on a case-by-case basis that an individual should be afforded legal
representation, legal defense, or indemuification of a civil judgment, pursuant to federal law and
DOJ policy and regulations.

A. COMMON LAW TORT CLAIMS

1. Congress has provided that the exclusive remedy for the negligent or
wrongful act or omission of an employee of the U.S. Government, acting
within the scope of his or her employment, shall be an action against the
United States under the FTCA, 28 U.S.C. § 1346(b), and §§ 2671 - 2680.

2, Notwithstanding the provisions contained in Article XIII of this MOU, for
the limited purpose of defending civil claims arising out of JTTF activity, a
state, local, or tribal law enforcement officer who has been federally
deputized and who is acting within the course and scope of his or her
official duties and assignments pursuant to this MOU may be considered an
“employee” of the U.S. government, ‘as defined at 28 U.S.C. § 2671. See 5
U.S.C. § 3374(c)(2).

3. Under the Federal Employee Liability Reform and Tort Compensation Act
of 1998 (commonly known as the Westfall Act), 28 U.S.C. § 2679(b)(1), if
an employee of the United States is named as a defendant in a civil action,
the Attorney General or his or her designee may certify that the defendant
acted within the scope of his or her employment at the time of the incident
giving rise to the suit. 28 U.S.C. § 2679(d)(2). The United States can then
be substituted for the employee as the sole defendant with respect to any
tort claims alleged in the action. 28 U.S.C. § 2679(d)(2). If the United
States is substituted as defendant, the individual employee is thereby

~ protected from suit on any tort claim arising out of the incident.

4, If the Attorney General declines to certify that an employee was acting
within the scope of employment, “the employee may at any time before trial
petition the court to find and certify that the employee was acting within the
scope of his office or employment.” 28 U.S.C. § 2679(d)(3).
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Liability for any negligent or willful acts of JTTF members undertaken
outside the terms of this MOU will be the sole responsibility of the
respective employee and agency involved.

B. CONSTITUTIONAL CLAIMS

L.

Liability for violations of federal constitutional law may rest with the
individual federal agent or officer pursuant to Bivens v. Six Unknown
Names Agents of the Federal Bureau of Narcotics, 403 U.S. 388 (1971) or
pursuant to 42 U.S.C. § 1983 for state officers.

Federal, state, local, and tribal officers enjoy qualified immunity from suit
for constitutional torts, “insofar as their conduct does not violate clearly
established statutory or constitutional rights of which a reasonable person
would have known.” -Harlow v. Fitzgerald, 457 U.S. 800 (1982).

If a Participating Agency JTTF officer is named as a defendant in his or her
individual capacity in a civil action alleging constitutional damages as a
result of conduct taken within the course of the JTTF, the officer may
request representation by DOJ. 28 C.F.R. §§50.15, 50.16.

An employee may be provided representation “when the actions for which
representation is requested reasonably appears to have been performed
within the scope of the employee’s employment, and the Attorney General,
or his or her designee, determines that providing representation would
otherwise be in the interest of the United States.” 28 C.F.R. § 50.15(a).

A JTTF member’s written request for representation should be directed to
the Attorney General and provided to the Chief Division Counsel (CDC) of
the FBI division coordinating the JTTF. The CDC will forward the
representation request to the FBI’s Office of the General Counsel (OGC),
together with a letterhead memorandum concerning the factual basis of the
lawsuit. FBI’s OGC will then forward the request to the Civil Division of
DOJ, together with an agency recommendation concerning scope of
employment and DOJ representation. 28 C.F.R. § 50.15(a)(3).

If a JTTF member is found to be liable for a constitutional tort, he or she
may request indemnification from DOJ to satisfy an adverse judgement

14
FOR OFFICIAL USE ONLY

This document is the property of the FBI and is loaned to your agency.
Neither it nor its contents may be released without authorization by FBI Headquarters.




C.

FOR OFFICIAL USE ONLY

rendered against the employee in his or her individual capacity. 28 C.F.R.
§ 50.15(c)(4). The criteria for payment are substantially similar to those
used to determine whether a federal employee is entitled to DOJ
representation under 28 C.F.R.§ 50.15(a).

7. Determinations concerning legal representation and indemnification by the.
United States are discretionary and are made by DOJ on a case-by-case
‘basis. The FBI cannot guarantee that the United States will provide legal
' representation, legal defense, or indemnification to any federal or state
employee detailed to the JTTF, and nothing in this Article shall be deemed
to create any legal right on the part of any JTTF personnel.

EXPRESS RESERVATIONS

1. Nothing in this Article shall be deemed to create an employment
" relationship between the FBI or the United States and any Participating
Agency JTTF member other than for exclusive purposes of the FTCA, as
outlined herein. - .

2. The participating agencies do not waive any available defenses and/or
limitations on liability. No Participating Agency shall be considered to be
an agent of any other Participating Agency.

XXII. DURATION

A

The term of the MOU shall be an indefinite period. The MOU may be terminated
at will by any party, provided written notice is provided to the other parties of not
less than sixty (60) days. Upon termination of the MOU, all equipment will be

. returned to the supplying agency(ies). It is understood that the termination of this

agrecment by any one of the Participating Agencies will have no effect on the
agreement between the FBI and all other participating agencies.

Notwithstanding this provision, the provisions of Paragraph IX, entitled
RECORDS, REPORTS AND INFORMATION SHARING, and Paragraph XX,
entitled LIABILITY, will continue until all potential liabilities have lapsed.
Similarly, the inherent disclaimer limitation contained in the EXPRESS
RESERVATION provision will survive any termination.
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XXII. AMENDMENTS

This agreement in no manner affects any existing MOUs or agreements with the FBI or any other
agency. This agreement may be amended only by mutual written consent of the parties. The
modifications shall have no force and effect unless such modifications are reduced to writing and
signed by an authorized representative of the FBI and the Participating Agency.

SIGNATORIES:
Date:
Date:
Date:
Contracting Officer
Federal Bureau of Investigation
Washington, D.C.
16
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Appendix D

Standard Memorandum of Understanding on Joint Terrorism Task Force
between the Federal Bureau of Investigation and the City of Portland and the
Portland Police Bureau




JOINT TERRORISM TASK FORCE

STANDARD MEMORANDUM OF UNDERSTANDING
BETWEEN
THE FEDERAL BUREAU OF INVESTIGATION
AND

The City of Portland and the
Portland Police Bureau

PREAMBLE

The policy of the United States with regard to domestic and international terrorism is to deter, defeat,
and respond vigorously to all terrorist attacks on our territory and against our citizens, or facilities.
Within the United States, the Department of Justice, acting through the Federal Bureau of Investigation
(FBI), is the lead agency domestically for the counterterrorism effort.

It is the policy of the Portland Police Bureau (“PPB”) and the City of Portland, Oregon (“Portland”) to
effectively prevent and investigate acts of terrorism, protect civil rights and civil liberties under United
States and Oregon law, and promote Portland as an open and inclusive community.

In order to ensure that there is a robust capability to deter, defeat, and respond vigorously to terrorism in
the U.S. or against any U.S. interest, the FBI recognizes the need for all federal, state, local, and tribal
agencies that are involved in fighting terrorisim to coordinate and share information and resources.

To that end, the FBI believes that the creation of the FBI Joint Terrorism Task Forces (JTTFs) embodies
the objectives of the U.S. policy on counterterrorism as set forth in Presidential Directives.

FBI policy for the JTTFs is to provide a vehicle to work with law enforcement agencies to protect the
United States against threats to our national security, including international terrorism, and thereby-
improve the effectiveness of law enforcement, consistent with the protection of classified or otherwise
sensitive intelligence and law enforcement information, including sources and methods. JTTF
operational and investigative activity, including the collection, retention and dissemination of personal
information, will be conducted in a manner that protects and preserves the constitutional rlghts and civil
liberties of all persons in the United States.
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This Memorandum of Understanding (MOU) shall serve to establish the parameters for the
participation of employees from the PPB in the Portland JTTF.

I. PURPOSE

A. The purpose of this MOU is to outline the mission of the JTTF, and to define the
relationship between the FBI and Portland and the PPB in order to maximize
cooperation and to create an effective unit capable of addressing the most complex
terrorism investigations in a manner that protects and preserves the constitutional
rights and civil liberties of all persons in the United States.

B. The MOU specifically represents the agreement between the FBI, Portland and the PPB,

which will govern the process by which employees of the PPB participate in the work of

the FBI as part of the JTTF.

C. This MOU is not intended, and should not be construed, to create any right or benefit,
substantive or procedural, enforceable at law or otherwise by any third party against the
parties, their parent agencies, the U.S., or the officers, employees, agents or other
associated personnel thereof.

IL MISSION

The mission of the JTTF is to leverage the collective resources of the member agencies for the
prevention, preemption, deterrence and investigation of terrorist acts that affect United States interests,
and to disrupt and prevent terrorist acts and apprehend individuals who may commit or plan to commit
such acts. To further this mission, the JTTF shall serve as a means to facilitate information sharing
among JTTF members, To honor this mission, JTTF must conducts its operations in a manner that
protects and preserves the constitutional rights and civil liberties of all persons in the United States.

I11. AUTHORITY

Pursuant to 28 U.S.C. § 533, 28 C.F.R. § 0.85, Executive Order 12333, as amended, National Security
Presidential Directive (NSPD) 46/ Homeland Security Presidential Directive (HSPD) 15 and Annex II
thereto, the FBI is authorized to coordinate an intelligence, investigative, and operational

response to terrorism. By virtue of that same authority, the FBI formed JTTFs composed of other
federal, state, local, and tribal law enforcement agencies acting in support of the above listed statutory
and regulatory provisions.
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IV.  CONTROLLING DOCUMENTS

A. Since the JTTF operates under the authority of the Attorney General of the United
States, all JTTF participants must adhere to applicable Attorney General’s Guidelines
and directives, to include the following; as amended or supplemented:

1. Attorney General’s Guidelines for Domestic FBI Operations [dated...];

2. Attorney General’s Guidelines on Federal Bureau of Investigation Undercover
Operations [dated...];

3. Attorney General’s Guidelines Regarding Prompt Handling of Reports of
Possible Criminal Activity Involving Foreign Intelligence Sources [dated...];

4, Attorney General Memorandum dated March 6, 2002, titled “Intelligence
Sharing Procedures for Foreign Intelligence and Foreign Counterintelligence
Investigations Conducted by the FBI” [dated...];

5. Attorney General’s Guidelines Regarding the Use of Confidential Informants
[dated...];

6. Attorney General’s Guidelines on the Development and Operation of FBI
Criminal Informants and Cooperative Witnesses in Extraterritorial Jurisdictions
[dated...];

7. Attorney General’s Guidelines Regarding Disclosure to the Director of Central

Intelligence and Homeland Security Officials of Foreign Intelligence Acquired in
the Course of a Criminal Investigation [dated...]; and

8. Memorandum from the Deputy Attorney General and the FBI Director re:
Field Guidance on Intelligence Sharing Procedures for [Foreign Intelligence]
and [Foreign Counterintelligence] Investigations (December 24, 2002).

All guidance on investigative matters handled by the JTTF will be issued by the Attorney
General and the FBI. The FBI will provide copies of the above-listed guidelines and any
other applicable policies for reference and review to all JTTF members, and will
promptly notify the PPB of any updates or revisions to these documents. Nothing in this
MOU is intended to remove limits on investigative techniques set forth elsewhere. The
FBI agrees to conduct periodic briefings of the member agencies of the JTTF pursuant to
all legal requirements and FBI policies.
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V. STRUCTURE AND MANAGEMENT OF THE TASK FORCE

A, MEMBERS

1.

The Portland JTTF shall consist of a combined body of sworn and non-sworn
personnel from the FBI and other participating agencies, and as needed, sworn
personnel from the PPB,

B. PROGRAM MANAGEMENT, DIRECTION, AND SUPERVISION

1.

In order to comply with Presidential Directives, the policy and program
management of the JTTFs is the responsibility of FBI Headquarters (FBIHQ).
The overall commander of the Portland JTTF will be the Special Agent in
Charge (SAC) or Assistant Director in Charge (ADIC), if assigned, of the FBI’s
local Field Division. The operational chain of command beginning at the
highest level, in each FBI Field Division will be as follows: ADIC if assigned,
SAC, Assistant Special Agent in Charge (ASAC), and Supervisory Special
Agent [JTTF Supervisor].

Each FBI ADIC/SAC, through his or her chain-of-command, is responsible
for administrative and operational matters directly associated with the
Division’s JTTF. Operational activities will be supervised by FBI JTTF
Supervisors. Staffing issues are the responsibility of the FBI chain of
command. The JTTF supervisor will supervise the operational and day-to-day
work of any PPB participant working with the JTTF.

PPB officers will remain in the chain of command and under supervision of
PPB. Each PPB representative will report to his or her respective agency for
personnel administrative matters. The PPB shall be responsible for the pay,
overtime, leave, performance appraisals, and other

personnel matters relating to its employees participating with the JTTF. As
discussed later herein at Paragraph X1, the FBI and the PPB may provide for
overtime reimbursement by the FBI by separate written agreement.

All investigations opened and conducted by the JITTF must be conducted in
conformance with FBI policy, to include the above stated Controlling
Documents. Each FBI ADIC/SAC, through his or her chain-of-command,
will ensure that all investigations are properly documented on FBI forms in
accordance with FBI rules and regulations. Any operational problems will be
resolved at the field office level. Any problems not resolved at the field office
level will be submitted to PPB and FBI headquarters for resolution.
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C. OVERSIGHT

1.

Any participant or member of the JTTF must at all times adhere to the high
ethical standards and strict standards of conduct governing the work of the
JTTFs. Participants and members of the JTTF must at all times conduct
themselves in a manner that protects and preserves the constitutional rights and
civil liberties of all persons in the United States.

In order to ensure compliance with ethical and professional conduct
requirements, and to ensure protection of civil rights and civil liberties, the FBI
and Department of Justice will continue to conduct aggressive and thorough
oversight of the work of JTTFs, including regular case file reviews and
national security reviews.

PPB participants on the JTTF will rermain subject to the personnel rules,
regulations, laws, and policies applicable to employees of the PPB. PPB
participants in the JTTF shall at all times comply with the limitations imposed
by ORS 181.575 and 181.850. PPB participants shall promptly report any
violation of ORS 181.575 or 181.850 to the Chief of Police of the PPB.

PPB participants in the JTTF will be required to attend annual training, to be
conducted by the Attorney General of Oregon, to ensure familiarity and
compliance with applicable state law.

PPB participants must also adhere to the FBI’s ethical standards and will be
subject to the Supplemental Standards of Ethical Conduct for employees of the
Department of Justice. If there is at any point a conflict between the standards
or requirements of the FBI and PPB, PPB participants will abide by the
standard that most limits the scope of their authority.

JTTF members are subject to removal from the JTTF by the FBI or PPB for
violation of any provision of this MOU, the FBI’s ethical standards, the
Supplemental Standards of Ethical Conduct for employees of the Department
of Justice, or other applicable agreements, rules, and regulations.

The FBI maintains oversight and review responsibility of the JTTFs. In the
event of an FBI inquiry into JTTF activities by an investigative or
administrative body, including but not limited to, the FBI’s Office of
Professional Responsibility or the FBI’s Inspection Division, each PPB
participant may be subject to interview by the FBI.

PPB participants will be authorized to provide regular briefings to the Chief of
Police regarding their work with the JTTF. The Chief of Police and/or
Commissioner-in-Charge of the PPB may request a briefing on the activities of
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the JTTF and work of PPB participants at any time. Such briefings will be
undertaken consistent with the requirements for handling of classified
information.

PPB participants may seek legal advice from the Portland City Attorney to
ensure compliance with this MOU. Any such consulation will be undertaken
consistent with the requirements for handling of classified information. In the
event disclosure of classified information is necessary for the City Attorney to
provide appropriate advice, the Chief of Police of the PPB may request that the
City Attorney be authorized to receive such information pursuant to a non-
disclosure agreement.

D. PHYSICAL LOCATION AND SUPPORT:

1.

The FBI will provide office space and necessary secretarial, clerical,
automation, and technical support for the JTTF in accordance with FBI
guidelines and procedures. The FBI will provide all furniture and office
equipment. Participating agencies may bring office equipment or furniture into
FBI space with the approval of the FBI JTTF Supervisor and in compliance with
FBI regulations.

The introduction of office equipment and furniture into FBI space by
Participating Agencies is discouraged, as any such material is subject to
examination for technical compromise, which may result in its being damaged
or destroyed.

V1. SECURITY PROGRAM

A, CLEARANCES

1.

PPB participants must apply for and receive a Top Secret/Sensitive
Compartmented Information (T'S/SCI) Security Clearance granted by the EBI.
No one will have access to sensitive or classified documents or materials or
FBI space without a valid security clearance and the necessary “need-to-
know.” Pursuant to the provisions of Section 1.2 of Executive Order 12968,
PPB participants are required to have signed a nondisclosure agreement
approved by the FBI’s Security Division, Pursuant to federal law, JTTF
members are strictly forbidden from disclosing any classified information to
individuals who do not possess the appropriate security clearance and the need
to know.

Working DRAFT —2-25-11 at 3p.




2. The PPB fully understands that its personnel participating in the JTTF are not
permitted to discuss official JTTF business with supervisors who are not
members of the JTTF unless the supervisor possesses the appropriate security
clearance and the dissemination or discussion is specifically approved by the
FBI JTTF Supervisor, except as otherwise provided by this MOU (See V.C.9).

3. The Chief of the PPB will apply for a Top Secret/Sensitive Compartmented
Information (TS/SCI) Security Clearance. The Commissioner-in-Charge of
the PPB will apply for the level of security clearance the Commissioner
considers appropriate to ensure effective supervision of PPB participants.

4. In accordance with the Director of Central Intelligence Directive (DCID) 6/4,
entitled Personnel Security Standards and Procedures Governing Eligibility for
Access to Sensitive Compartmented Information (SCI), the FBI will implement
protocols to ensure Special Agent (SA) and Task Force Officers (TFO)
assigned to Joint Terrorism Task Forces (JTTF) in the field and the National
Joint Terrorism Task Force (NJTTF) at FBI Headquarters - Liberty Crossing 1,
are in compliance with stated directive. In order to comply with DCID 6/4, all
JTTEF personnel, including FBI and non-FBI JTTF members and contractors
who perform functions requiring access to FBI classified data networks and
space, will be given counter-intelligence focused polygraphs. The FBI will
recognize polygraph examinations conducted by outside federal agencies that
meet the FBI’s PSPP requirement. The FBI will make the final determination
whether a polygraph examination meets the PSPP requirements.

5. All JTTF members must agree to submit to counter-intelligence focused
polygraphs as part of the process for obtaining and retaining a Top Secret
Security Clearance.

B. RESTRICTIONS ON ELECTRONIC EQUIPMENT

Personally owned Portable Electronic Devices (PEDs) including, but not limited to, personal
digital assistants, Blackberry devices, cellular telephones, and two-way pagers are prohibited in
FBI space unless properly approved. No portable electronic devices are permitted to operate
within SCIFs as outlined in DCI Directive 6/9 and existing Bureau policy. All other non-FBI
owned information technology and systems (such as computers, printers, fax machines, copiers,
PEDs, cameras, and media including diskettes, CDS, tapes) require FBI approval

prior to introduction, operation, connection, or removal from FBI spaces to include SCIFs.
Additionally, if approved by the FBI Security Officer, these systems must operate in compliance
with the FBI’s policies, guidelines, and procedures.
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VII. DEPUTATION

PPB participants in the JTTF will be federally deputized. The FBI will secure the required authorization
for their deputation. Deputation of these individuals will ensure that they are able to assist fully in
investigations in compliance with applicable federal statutes. On occasion, investigations may be
conducted outside of the JTTE’s assigned territory. Deputation will allow non-federal members of the
JTTF to exercise federal law enforcement authority throughout the United States.

Under the terms of this MOU, the PPB agrees that non-sworn personnel participating in the JTTF will
not ; (1) participate in law enforcement activities, (2) carry a weapon; or (3) participate in the

execution of search/arrest warrants,

VIII. STAFFING COMMITMENT

A, The Chief of Police will determine the staffing commitment to be made by the PPB, in
consultation and with approval of the Commissioner-in-charge of PPB, and in
consultation with the SAC. This staffing commitment will include assignment of a
supervisor to the JTTF in order to ensure effective management and oversight of any
PPB participant. All non-FBI members of the JTTF must adhere to the same rules and
regulations as FBI employees with regard to conduct and activities while in FBI space,
while operating FBI vehicles, and while conducting JTTF business.

B. During periods of heightened threats and emergencies, the JTTFs may be expected to
operate 24 hours per day, seven days per week, for extended periods of time. To
function propetly, the JTTF depends upon the unique contributions of each Participating
Agency. Accordingly, during these periods, each PPB participant will be expected to be
available to support JTTF activities.
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IX. RECORDS, REPORTS AND INFORMATION SHARING

A. All JTTF materials and investigative records, originate with, belong to, and will be
maintained by the FBI. All investigative reports will be prepared by JTTF personnel
solely on FBI forms. All information generated by the FBI or the JTTF will be
controlled solely by the FBI and may not be removed from FBI space without the
approval of the JTTF Supervisor. Dissemination, access or other use of JTTF records
will be in accordance with Federal law, Executive Orders, and Department of Justice
and FBI regulations and policy, including the dissemination and information sharing
provisions of the FBI Intelligence Policy Manual. As FBI records, they may be .
disclosed only with FBI permission and only in conformance with the provisions of
federal laws and regulations, including the Freedom of Information Act, 5 U.S.C.
Section 552, and the Privacy Act of 1974, 5 U.S.C. Section 552a, as well as applicable
civil and criminal discovery privileges. This policy includes any disclosure of FBI
information, including JTTF materials and investigative records, to employees and
officials of a Participating Agency who are not members of a JTTF, which must be
approved by the JTTF supervisor. All electronic records and information, including,
but not limited to, systems, databases and media, are also regulated by FBI policy.
JTTF members may request approval to disseminate FBI information from the JTTF
Supervisor.

B. A copy of this Memorandum of Understanding will be presented to the City Council for

the review and adoption and will be considered a public record subject to disclosure
requirements under Oregon law.

C. The PPB agrees to have its participants in the JTTF execute an FD-868, or a similar
form approved by the FBI . This action obligates the participant, who is accepting a
position of special trust in being granted access to classified and otherwise sensitive

information as part of the JTTF, to be bound by prepublication review to protect against

the unauthorized disclosure of such information.

D. All JTTF members and participants will be required to record their workload in the
Time Utilization Recordkeeping (TURK) system used by the FBI,

E. In the event of a terrorist-related threat presenting a substantial risk of injuries or deaths

in the Portland metropolitan area, the SAC and Chief of Police of the PPB will brief the

Commissioner-in-Charge of the PPB on the nature of the threat so that the
Commissioner-in-Charge can fulfill his/her responsibilities to ensure appropriate

preparedness and response steps are undertaken. Any such briefing must be undertaken

consistent with rules limiting access to classified information to those with appropriate
security clearances. The Commissioner-in-Charge will abide by any restrictions set by
the SAC or Chief of Police to prevent further dissemination of the information that
might undermine an on-going investigation or operation.
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E. Within 30 days after any change in personnel in the position of Commissioner-in-
Charge of the PPB, Chief of Police of the PPB, SAC for the Portland Field Office, or
United States Attorney for Oregon, these four officials shall meet to review the
requirements of this MOU.

X. COORDINATION

A.
The PPB agrees to not knowingly act unilaterally on any matter affecting the JTTF
without first coordinating with the FBI. The parties agree that matters designated to be
handled by the JTTF shall not knowingly be subject to non-JTTF or non-FBI intelligence,
law enforcement, or operational efforts by the Participating Agency. Intelligence, law

enforcement, and operational actions will be coordinated and cooperatively carried out
within the JTTFs.

B. JTTF criminal investigative procedures will conform to the requirements for federal
prosecution. It is expected that the appropriate United States Attorney, in consultation
with the FBI and affected JTTF partners, will determine on a case-by-case basis
whether the prosecution of cases will be at the federal or state level, based upon which
would better advance the interests of justice.

XI. FUNDING

This MOU is not an obligation or commitment of funds, nor a basis for transfer of funds. Even where
one party has agreed (or later does agree) to assume a particular financial responsibility, written
agreement must be obtained before incurring an expense expected to be assumed by another party. All
obligations of and expenditures by the parties are subject to their respective budgetary and fiscal
processes and availability of funds pursuant to all laws, regulations, and policies applicable thereto. The
parties acknowledge that there is no intimation, promise, or guarantee that funds will be available in
future years. The FBI and the PPB may enter into a separate agreement to reimburse

the Participating Agency for approved overtime expenses.

XII. TRAVEL

All JTTF-related travel of non-FBI personnel requires the approval of the appropriate JTTF Supervisor
and PPB authorization prior to travel. In order to avoid delay in operational travel, the PPB will provide
general travel authority to all of its participating employees for the duration of the employee’s
membership in the JTTFs. For domestic travel, each agency member will be responsible for appropriate
notifications within his or her own agency, as well as standard FBI travel approvals and notification.
The FBI will obtain FBIHQ authorization and country clearances for all JTTF members who are
required to travel outside the United States. As noted above, the appropriate security clearance must be
obtained prior to any international travel. The FBI will pay costs for travel of all members of the JTTFs
to conduct investigations outside of the JTTF’s assigned territory.
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XIII. VEHICLES AND EQUIPMENT

A. In furtherance of this MOU, employees of the PPB may be permitted to drive FBI
owned or leased vehicles for surveillance, case management and investigation in
connection with any JTTF investigation. FBI vehicles must only be used for official
JTTF business and only in accordance with applicable FBI rules and regulations.

Any civil liability arising from the use of an FBI owned or leased vehicle by a PPB
participant while engaged in any conduct other than his or her official duties and
assignments under this MOU shall not be the responsibility of the FBI or the United
States. To the extent permitted by applicable law, the PPB will hold harmless the FBI
and the United States for any claim for property damage or personal injury arising from
any use of an FBI owned or leased vehicle by a PPB JTTF participant which is outside
of the scope of his or her official duties and assignments under this MOU.

B."  For official inventory purposes, all JTTF equipment including badges, credentials and
other forms of JTTF identification subject to FBI property inventory requirements will
be produced by each JTTF member upon request. At the completion of the member’s
assignment on the JTTF, or upon withdrawal or termination of the PPB from the JTTF,
all equipment will be returned to the supplying agency.

XIV. FORFEITURE

The FBI shall be responsible for the processing of assets seized for federal forfeiture in conjunction with
JTTF operations, as provided by these rules and regulations. Asset forfeitures will be conducted in
accordance with federal law and the rules and regulations set forth by the U.S. Department of Justice
and the FBI. Forfeitures attributable to JTTF investigations will be distributed among the Participating
Agencies in JTTF-related operations at the discretion of the FBI.

XV. HUMAN SOURCES

A. The FBI has established strict and detailed policies governing the use of confidential
informants (or “human sources™). These policies are much more clearly defined and
restrictive than the policies currently regulating use of informants by local police forces
in many cities. Accordingly, any PPB participant in the JTTF must become familiar
with and adhere to all applicable FBI rules and guidelines governing the use of human
sources.

B. All human sources developed through the JTTF will be handled in accordance with the
Attorney General’s and the FBI's guidelines, policies and procedures.
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C. All human sources developed during the course of any JTTF investigation shall be
operated with all appropriate FBI suitability paperwork completed prior to use. All
source debriefings or written products of information obtained from any human source
will use FBI document format and handling procedures.

D. The FBI, as permitted by federal law, agrees to pay reasonable and necessary human
source expenses incurred by the JTTF. All expenses must be approved by the FBI
before they are incurred. No payments may be made to JTTF human sources without
prior FBI approval.

XVI. MEDICAL

A. All Participating Agencies will ensure that detailed JTTF members are medically qualified
according to their agencies' standards to perform law enforcement duties, functions and
responsibilities.

B. To ensure protection for purposes of the Federal Employees' Compensation Act
(FECA), JTTF members should be detailed to the FBI consistent with the provisions of the
Intergovernmental Personnel Act (IPA), 5 U.S.C. § 3374(d). This Act stipulates that "[a] State or local
government employee who is given an appointment in a Federal agency for the period of the
assignment or who is on detail to a Federal agency and who suffers disability or dies as a result of
personal injury sustained while in the performance of his duty during the assignment shall be treated . .
. as though he were an employee as defined by section 8101 of this title who has sustained the injury in
the performance of duty." Other provisions of federal law may extend FECA benefits in more limited
circumstances. The Department of Labor's Office of Workers' Compensation Programs is charged
with making FECA coverage determinations and is available to provide guidance concerning specific
circumstances.

XVII. TRAINING
All JTTF members are required to attend FBI legal training in compliance with FBI regulations and any

other training deemed necessary by the FBI chain of command. The FBI is responsible for the costs of

such training, The PPB will bear the costs of any training required of its own employees detailed to the
JTTF.

XVIII. DEADLY FORCE AND SHOOTING INCIDENT POLICIES

PPB Participants in the JTTF will follow their own agency’s policy concerning use of deadly
force.

XIX. MEDIA

Working DRAFT —2-25-11 at 3p. 12




All media releases will be mutually agreed upon and jointly handled by the member Participating
Agencies of the appropriate JTTF. Press releases will conform to DOJ Guidelines regarding press
releases. No press release will be issued without prior FBI approval.

XX. LIABILITY

The PPB acknowledges that financial and civil liability, if any and in accordance with applicable law,
for the acts and omissions of each employee detailed to the JTTF remains vested with his or her
employing agency. However, the Department of Justice (DOJ) may, in its discretion, determine on a
case-by-case basis that an individual should be afforded legal representation, legal defense, or
indemnification of a civil judgment, pursuant to federal law and DOJ policy and regulations.

A. COMMON LAW TORT CLAIMS

1. Congress has provided that the exclusive remedy for the negligent or wrongful
act or omission of an employee of the U.S. Government, acting within the scope
of his or her employment, shall be an action against the United States under the
FTCA, 28 U.S.C. § 1346(b), and §§ 2671 - 2680.

2. Notwithstanding the provisions contained in Article XIII of this MOU, for the
limited purpose of defending civil claims arising out of JTTF activity, a state,
local, or tribal law enforcement officer who has been federally deputized and
who is acting within the course and scope of his or her official duties and
assignments pursuant to this MOU may be considered an “employee” of the
U.S. government, as defined at 28 U.S.C. § 2671, See 5 U.S.C. § 3374(c)(2).

3. Under the Federal Employee Liability Reform and Tort Compensation Act of
1998 (commonly known as the Westfall Act), 28 U.S.C. § 2679(b)(1), if an
employee of the United States is named as a defendant in a civil action, the
Attorney General or his or her designee may certify that the defendant acted
within the scope of his or her employment at the time of the incident giving
rise to the suit. 28 U.S.C. § 2679(d)(2). The United States can then be
substituted for the employee as the sole defendant with respect to any tort
claims alleged in the action. 28 U.S.C. § 2679(d)(2). If the United States is
substituted as defendant, the individual employee is thereby protected from
suit on any tort claim arising out of the incident.

4. If the Attorney General declines to certify that an employee was acting within
the scope of employment, “the employee may at any time before trial petition the
court to find and certify that the employee was acting within the scope of his
office or employment.” 28 U.S.C. § 2679(d)(3).
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5. Liability for any negligent or willful acts of JTTF members undertaken outside
the terms of this MOU will be the sole responsibility of the respective employee
and agency involved.

B. CONSTITUTIONAL CLAIMS

1. Liability for violations of federal constitutional law may rest with the individual
federal agent or officer pursuant to Bivens v. Six Unknown Names Agents of
the Federal Bureau of Narcotics, 403 U.S. 388 (1971) or pursuant to 42 U.S.C.
§ 1983 for state officers.

2. Federal, state, local, and tribal officers enjoy qualified immunity from suit for
constitutional torts, “insofar as their conduct does not violate clearly established
statutory or constitutional rights of which a reasonable person would have
known.” Harlow v. Fitzgerald, 457 U.S. 800 (1982).

3. If a PPB JTTF participantis named as a defendant in his or her individual
capacity in a civil action alleging constitutional damages as a result of conduct
taken within the course of the JTTF, the officer may request representation by
DOIJ. 28 C.F.R. §§ 50.15, 50.16.

4, An employee may be provided representation “when the actions for which
representation is requested reasonably appears to have been performed within
the scope of the employee’s employment, and the Attorney General, or his or
her designee, determines that providing representation would otherwise be in
the interest of the United States.” 28 C.F.R. § 50.15(a).

5. A JTTF member’s written request for representation should be directed to the
Attorney General and provided to the Chief Division Counsel (CDC) of the FBI
division coordinating the JTTF. The CDC will forward the representation
request to the FBI’s Office of the General Counsel (OGC), together with a
letterhead memorandum concerning the factual basis of the lawsuit. FBI’s OGC
will then forward the request to the Civil Division of DOJ, together with an
agency recommendation concerning scope of employment and DOJ
representation. 28 C.F.R. § 50.15(a)(3).

6. If a JTTF member is found to be liable for a constitutional tort, he or she may
request indemnification from DOJ to satisfy an adverse judgement rendered
against the employee in his or her individual capacity. 28 C.F.R. § 50.15(c)(4).
The criteria for payment are substantially similar to those used to determine
whether a federal employee is entitled to DOJ representation under 28
C.F.R.§ 50.15(a).
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7. Determinations concerning legal representation and indemnification by the United
States are discretionary and are made by DOJ on a case-by-case basis. The FBI
cannot guarantee that the United States will provide legal representation,
legal defense, or indemnification to any federal or state employee detailed to the
JTTF, and nothing in this Article shall be deemed to create any legal right on the
part of any JTTF personnel.

C. EXPRESS RESERVATIONS

1. Nothing in this Article shall be deemed to create an employment relationship
between the FBI or the United States and any PPB participant in the JTTFother
than for exclusive purposes of the FTCA, as outlined herein,

2. The participating agencies do not waive any available defenses and/or limitations
on liability. The PPB shall not be considered to be an agent of any other
Participating Agency.

XXI. DURATION

A. The term of the MOU shall be five (5) years. The MOU may be terminated at will by any
party, provided written notice is provided to the other parties of not less than
sixty (60) days. Upon termination of the MOU, all equipment will be returned to the
supplying agency(ies). It is understood that the termination of this agreement by any one
of the Participating Agencies will have no effect on the agreement between the FBI and
all other participating agencies.

B. Notwithstanding this provision, the provisions of Paragraph IX, entitled RECORDS,
REPORTS AND INFORMATION SHARING, and Paragraph XXI, entitled
LIABILITY, will continue until all potential liabilities have lapsed. Similarly, the
inherent disclaimer limitation contained in the EXPRESS RESERVATION provision
will survive any termination.

XXII. AMENDMENTS

This agreement in no manner affects any existing MOUs or agreements with the FBI or any other
agency. This agreement may be amended only by mutual written consent of the parties, The
modifications shall have no force and effect unless such modifications are reduced to writing and signed
by an authorized representative of the FBI, Portland and the PPB.
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SIGNATORIES:

Date:
Date:
Federal Bureau of Investigation
Date:
Contracting Officer
Federal Bureau of Investigation
Washington, D.C.
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Appendix E

Standard Memorandum of Understanding on Joint Terrorism Task Force
between the Federal Bureau of Investigation and the San Francisco Police
Department
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FOR OFFICIAL USE ONLY

JOINT TERRORISM TASK FORCE
STANDARD MEMORANDUM OF UNbERSTANDm G
BETWEEN
THE FEDERAL BW{EAU OF INVESTIGATION .

. D ‘

THE SAN FRANCISCO POLICE DEPARTMENT

' PREAMBLE

The policy of the United States with regard to domestic and international terrorism is to deter, defeat,
and respond vigorously to all terrorist attacks on our territory and against our citizens, or facilities.

. Within the United States, the Department of Justice, acting through the Federal Bureau of Investigation
(FBY), is the lead agency domestically for the counterterrorism effort,

In order to ensure that there is a robust capability to deter, defeat, and respond vigorously to terrorism
in the U.S, or against any U.S. interest, the FBI recognizes the need for all federal, state, local, and
tribal agencies that are involved in fighting terrorism to coordinate and share information and resources,
To that end, the FBI believes that the creation of the FBI National Joint Terrorism Task Force.
(NJTTF) and Joint Terrorism Task Forces (JTTFs) embodies the objectives of the U.S. policyon
counterterrorism as set forth in Presidential Directives.

FBI policy for the NJTTF and JTTFs is to provide a vehicle to facilitate sharing FBI information with

the intelligence and law enforcement communities to protect the United States against threats to our
national security, including international terrotism, and thereby improve the effectiveness of law

enforcement, consistent with the protection of classified or otherwise sensitive intelligence and law

enforcement information, including sources and methods. All NJTTF and JTTF operational and

investigative activity, including the collection, retention and dissemination of personal information, will be

conducted in a manner that protects and preserves the constitutional rights and civil liberties of all

persons in the United States,
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This Memorandum of Understanding (MOU) shall serve to establish the parameters for the detail of
employees (Detailees or members) from the Participating Agency to the FBI-led JTTFs in selected
locations around the United States,

L PURPOSE

A. The purpose of this MOU is to outline the mission of the JTTF, and to formalize the
relationship between the FBI and the Participating Agency; in order to maximize
cooperation and to create a-cohesive unit capable of addressing the most complex
terrorism investigations,

B. The MOU specifically represents the agreement between the FBI and the Participating
' Agency, which will govern the process by which employees of the Participating Agency
are detailed to work with the FBI as part of the JTTF,

C. This MOU is not intended, and should not be construed, to create any right or benefit,
substantive or procedural, enforceable at law or otherwise by any third party against the
parties, their parent agencies, the U.S,, or the officers, employees, agents or other
associated personnel thereof.

1.  MISSION

The mission of the JTTF is to leverage the collective resources of the member agencies for the
prevention, preemption, deterrence and investigation of terrorist acts that affect United States interests,
and to disrupt and prevent terrorist acts and apprehend individuals who may commit or plan to commit
- such acts. To further this mission, the JTTF shall Serve as a means to facilitate information sharing
among JTTF members,

‘L. AUTHORITY

.....Pursuant to 28 U,S.C. § 533, 28 C.F.R, § 0.85, Executive Order 12333, Presidential Decision
Directives (PDD) 39, PDD 62, and pending approval of National Security Presidential Decision
Directive (NSPD) 46 and Homeland Security Presidential Directive (HSPD) 15, the FBI is authorized
to coordinate an intelligence, investigative, and operational response to terrorism. By virtue of that
same authority, the FBI formed JTTFs composed of other federal, state, local, and tribal law
enforcement agencies acting in support of the above listed statutory and regulatory provisions.

[Participating agencies may include applicable autkorz‘ty Jor entering into this MOU.,]
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CONTROLLING DOCUMENTS

A

Since the JTTF operates under the authority of the Attorney General of the United
States, all JTTF participants must adhere to applicable Attorney General’s Guidelines
and directives, to include the following; as amended or supplemented:

1'

Attorney General’s Guidelines on General Crimes, Racketeering Enterprise and
Terrorism Enterprise Investigations;

Attorney General’s Guidelines for FB] National Security Investigations and
Foreign Intelligence Collection;

Attorney General’s Guidelines on Federal Bureau of Investigation Undercover
Operations;

Attorney General’s Guidelines Regarding Prompt Handling of Reports of
Possible Criminal Activity Involving Foreign Intelligence Sources;

Attorney General Memoréndum dated March 6, 2002, titled “Intelligence

. Sharing Procedures for Foreign Intelligence and Foreigh Counterintelligence

Investigations Conducted by the FBI”;
Attorney General’s Guidelines Regarding the Use of Confidential Informants;

Attorney General’s Guidelines on the Development and Operation of FBI
Criminal Informants and Cooperative Witnesses in Extraterritorial Jurisdictions;

Attorney General’s Guidelines Regarding Disclosure to the Director of Central
Intelligence and Homeland Security Officials of Foreign Intelligence Acquired in
the Course of a Criminal Investigation; and

Memorandum from the Deputy Attorney General and the FBI Ditector re:

Field Guidance on Intelligence Sharing Procedures for [Foreign Intelligence]

and [Foreign Counterintelligence] Investigations (December 24, 2002).

All guidance on investigative matters handled by the JTTF will be issued by the
Attorney General and the FBI, The FBI will provide copies of the above-listed
guidelines and any other applicable policies for reference and review to all JTTF
members. Notwithstanding the above, this MOU does not alter or abrogate existing
directives or policies regarding the conduct of investigations or the use of special . .
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investigative techniques or controlled informants. The FBI agrees to conduct periodic
briefings of the member agencies of the JTTF pursuant to all legal requirements and FBI
policies,

V. STRUCTURE AND MANA.GEMENT OF THE TASK FORCE

A, MEMBERS -

I,

| ‘Each JTTF shall consist of a combined body-of sworn and nonssworn

personnel from the FBI and each Participating Agency. This MOU shall apply
to Participating Agencies that join the JTTF subsequent to execution of this -

agreement,

B, PROGRAM MANAGEMENT, DIRECTION, AND SUPERVISION

1,

In order to comply with Presidential Directives, the policy and program
management of the JTTFs is the responsibility of FBI Headquarters (FBIHQ),
The overall commander of each individual JTTF will be the Special Agent in

"Charge (SAC) or Assistant Director in Charge (ADIC), if assigned, of the

FBI’s local Field Division. The operatioital chain of cominand beginning at the -
highest level, in-each FBI Field Division will be as follows: ADIC if assigned,
SAC, Assistant Special Agent in.Charge (ASAC), and Supervisory Special
Agent [JTTF Supervisor].

‘ Each FBI ADIC/SAC, through his or her chain-of-command, is responsible for -

administrative and operational matters directly associated with the Division’s
JTTE(s). Operational activities will be supervised by FBLJTTF Supervisors,
Staffing issues are the responsibility of the FBI chain of command,

~ All investigations opened and conduc‘ce& by the JTTF must be 6onduc—ted in

conformance with FBI policy, to include the above stated Controlling
Documents, Each FBI ADIC/SAC, through his ot het chain-of-command, will
ensute that all investigations are properly documented on FBI forms in
accordance with FBI rules and regulations. Any operational problems will be
resolved at the field office level. Any problems not resolved at the field office .
level will be submitted to each agency’s headquarters for resolution,

Each Participéting Agency representative will report to his or her respective
agency for personnel administrative matters. Each Participating Agency shall
be responsible for the pay, overtime, leave, performance appraisals, and other

4
FOR OFFICIAL USE ONLY

This document is the propérty of thé FBI'and it lodnéd.to your ageney,
Neither it nor its contents may be released without authorization by FBI Headquarters.




FOR OFFICIAL USE ONLY

personnel matters relating to its employees detailed to JTTFs. As discussed
later herein at Paragraph X1, the FBI and the Participating Agency may provide
for overtime reimbursement by the FBI by separate written agreement,

5, Each JTTF member will be subject to the personnel rules, regulations, laws,
and policies applicable to employees of his or her respective agency and also
will adhere to the FBI’s ethical standards and will be subject to the
Supplemental Standards of Ethical Conduct for employees of the Department
of Justice, Where there is a conflict between the standards or requirements of
the Participating Agency and the FBI, the standard or requirement that provides
the greatest organizational protection or benefit will apply, unless the
organizations jointly resolve the conflict otherwise.

6. JTTF members are subject to removal from the JTTF by the FBI for violation
of any provision of this MOU, the FBI’s ethical standards, the Supplemental
Standards of Bthical Conduet for employees of the Department of Justice, or
other applicable agreements, rules, and regulations,

7. The FBI maintains oversight and review responsibility of the JTTFs, In the
event of an FBI inquiry into JTTF activities by an investigative or administrative
body, including but not limited to, the FBI’s Office of Professional
Responsibility or the FBI’s Inspection Division, each Participating Agency
representative to the JTTF. may be subject to interview by the FBI

C.  PHYSICAL LOCATION AND SUPPORT"

1, The FBI will provide office space for all JTTF members and support staff, In
addition, the FBI will provide all necessary secretarial, olerical, automation, and
technical support for the JTTF in accordance with FBI guidelines and '
procedures, The FBI will provide all furniture and office equipment,
Participating agencies may bring office equipment or firniture into FBI space
with the approval of the FBIJTTF Supervisor and in compliance with FBI
regulations.

2. The introduction of office equipment and furniture into FBI space by
Participating Agencies is discouraged, as any such material is subject to
examination for technical compromise, which may result in its being damaged or
destroyed, ' ' '
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V1. SECURITY PROGRAM
A, CLEARANCES

L.

State, local, and tribal members of the JTTFs, as well as approﬁriate

. supervisory personnel responsible for these individuals, must apply for and
- receive a Top Secret/Sensitive Compartmented Information (TS/SCI) Security

Clearance granted by the FBI, JTTF members from other federal agencies

must obtain a Top Secret/SCI clearance from their ageney and have this
information passed to thé FBL No one will have access to sensitive or
classified documents or materials or FBI space without a valid security
clearance and the necessary “need-to-know.” Pursuant to the provisions of
Section 1.2 of Executive Order 12968, Detailees are required to have signed a
nondisclosure agreement approved by the FBI’s Security Division, Pursuant to
federal law, JTTF members are strictly forbidden from disclosing any classified
information to individuals who do-not possess the appropriate security
clearance and the need to know. ~

AllJTTF management personnel must ensure that each participating JTTF
officer or agent undertakes all necessary steps to obtain a TS/SCI cleararice.”
Conversion of FBI counterterrorism and JTTF spaces to Sensitive
Compartmented Information Facilities (SCIFs) is underway. This will require
that all JTTF task force officers enhance their clearances to TS/SCI (SI, TK,

Gamma, HCS-P).

Federal agency task force officers should contact their Security Officers and
request and obtain the following SCI Clearances: SI, TK, Gamma, and '
HCS-P, If the parent agency refuses or is unable to provide the appropriate
clearances, the FBI will request the task force officer’s secutity file, If
provided, the FBI will adjudicate SCI clearances. This action may involve a
prohibitively long process and should be avoided,

Each Participating Agency f‘ully understands that its personhel detailed to the
JTTF are not permitted to discuss official JTTF business with supervisors who

- are not members of the JTTF unless the supervisor possesses the appropriate

security clearance and the dissemination or discussion is specifically approved
by the FBIJTTF Supervisor. Participating Agency heads will be briefed
regarding JTTF matters by the SAC or ADIC, as apptopriate, through
established JTTF Executive Board meetings.
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5, In accordance with the Director of Central Intelligence Directive (DCID) 6/4,
entitled Personnel Security Standards and Procedures Governing Eligibility for
Access to Sensitive Compartmented Information (SCI), the FBI will implement

protocols to ensure Special Agent (SA) and Task Force Officers (TFO)

. assigned to Joint Terrorism Task Forces (JTTF) in the field and the National
Joint Terrorism Task Force (NJTTF) at FBI Headquarters - Liberty Crossing I,
are in compliance with stated directive. In order to comply with DCID 6/4, all
JTTF personnel, including FBI and non-FBI JTTF members and contractors
who perform functions requiring access to FBI classified data networks and- -
space, will be given counter-intelligence focused polygraphs. The FBI will
recognize polygraph examinations conducted by outside federal agencies that
meet the FBI’s PSPP requirement, The FBI will make the final determination

whether a polygraph examination meets the PSPP requirements.

6. AILJTTF members must agree to submit to counter-intelligence focused -
polygraphs as part of the process for obtaining and retaining a Top Secret
Security Clearance, .

RESTRICTIONS ON ELECTRONIC EQUIPMENT

- Personally owned Portable Electronic Devices (PEDs) including, but not limited to, personal
digital assistants, Blackberry devices, cellular telephones, and two-way pagers are prohibited in
FBI space unless properly approved. No personally owned electronic devices are permitted to
operate within SCIFs as outlined in DCI Directive 6/9 and existing Bureau policy, All other -
non-FBI owned information technolo gy and systems (such as computers, printers, fax machines,
copiers, PEDs, cameras, and media including diskettes, CDS, tapes) require FBI approval
prior to introduction, opetation, connection, or removal from FBI spaces to include SCIFs.
Additionally, if approved by the FBI Security Officer, these systems must operate in compliance
with the FBI's policies, guidelines, and procedures.

DEPUTATION .

Non-federal members of the J'ITF who are subject to a background inquiry and are sworn law

enforcement officers will be federally deputized while detailed to the JTTF, The FBI will secure the
required authorization for their deputation, Deputation of these individuals will ensure that they are able
to assist fully in investigations in compliance with applicable federal statutes. On occasion, investigations
may be conducted outside of the JTTE’s assigned territory. Deputation will allow non-federal members

of the JTTF to exercise federal law enforcement authority throughout the United States.
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Under the terms of this MOU, all Participating Agencies agree that non-sworn personne| detailed to the
JTTF will not : (1) participate in law enforcement activities, (2) catry'a weapon; or (3) participate in the
. execution of search/arrest warrants, S :

VIIL STAFFING COMMITMENT

A,

In view of the need for security elearances and continuity of investigators, all personnel
detailed to the JTTF should be expected to be detailed for a period of at least two (2)
years, This MOU iimposes no maximum limit as to-the time that any individual may
remain a member of the JTTF, All non-FBI members of the JTTF must adhere to'the
same ruleg and regulations ag FBI employees with regard to conduot and activities while
in FBI space, while operating FBI vehicles, and while conducting JTTF business. All
Task Force members detailed from other federal agencies are responsible for_
maintaining an appropriate case Ioad, as directed by JTTR management,

. All investigators deta'il.ed to the JTTF will be designated either f‘ulhtime or part-time,

The operational needs of the JTTF require that any assighments to special details, or

duiies outside of the JTTF to full-time JTTE members be coordinated with the FBI JTTR
Supervisor, Though each JTTF member will report {0 his or her respective Participating
Agency for personnel matters, he o she will coordinate leave with the JTTR’s FB] JTTF -

Supetvisor,

During periods of heightened threats and emergencios, the JTTFs may be expected to
- operate 24 hours per day, seven days per week, for extended periods of time, To |

function properly, the J TTF depends upon the unique contributions of each Participating
Agency, Accordingly, during these periods, each Participating Agency member will be
expeoted to be available to support JTTF activities, '

IX." RECORDS, REPORTS AND INFORMATION SﬁARING

A,

Al JTTF materials and inveétigative records, including any Memorandum of
Understanding, originate with, belong to, and will be maintained by the FBI, All"
investigative feports will be prepared by JTTF personnel solely on FBI forms, All

- information generated by the FBI ot the JTTF will be controlled solely by the EBI and

may not be removed from FBI space without the approval of the JTTF Supervisor,
Dissomination, access or other use of JTTF records will be in accordance with Federal-
law, Bxecutive Ordeis, and Department of Justice and FBI regulations and policy,
including the dissemination and information sharing provisions of the FBI Intelligence
Policy Manual, As FBI records, they may be disclosed only with FBI permission and
only in conformancé with the provisions of fedetal laws and regulations, including the .-
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Freedom of Information Act, 5 U,S.C. Section 552, and the Privacy Act of 1974, 5
U.S.C. Section 552a, as well as applicable civil and criminal discovery privileges. This
policy includes any disclosure of FBI information, including JTTF materials and
investigative records, to employees and officials of a Participating Agency who are not
members of a JTTF, which must be approved by the JTTF supervisor. All electronic
records and information, including, but not limited to, systems, databases and media, are
also regulated by FBI policy. JTTF members may request approval to dlssemmate FBI
information from the JTTF Supervisor,

B. Bach Participéting Agency agrees to have its Detailees to the JTTF execute an FD-868,
or a similar form approved by the FBI, This action obligates the Detailee, who is
accepting a position of special trust in being granted access to classified and otherwise
sensitive information as part of the JTTF, to be bound by prepublication review to
protect against the unauthorized digclosure of such information,

C. The participation of other federal, state, local, and tribal partners on the JTTF is critical
to the long-term success of the endeavor, Atrticulating the level of effort for these
partnerships is a key measure of the JTTF’s performance, _Accordingly, all task force
members will be required to record their workload in the Time Utilization
Recordkeeping (TURK) system used by the FBL

COORDINATION

A, The Participating Agency agrees to not knowingly act unilaterally on any matter affecting
' the JTTF without first coordinating with the FBI, The parties agree that matters
designated to be handled by the JTTF shall not knowingly be subject to non-JTTF or
non-FBI intelligence, law enforcement, or operational efforts by the Participating
- Agenoy. Intelligence, law enforcement, and operational actions will be coordinated and
cooperatively carried out within the JTTFs,
B. JTTF criminal investigative procedures will conform to the requirements for federal
prosecution, It is expected that the appropriate United States Attorney, in consultation
with the FBI and affected JTTF partners, will determine on a case-by-case basis
whether the prosecution of cases will be at the federal or state level, based upon which
- would better advance the interests of justice.
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XI. ' FUNDING

This MOU is not an obligation or commitment of funds, nor a basis for transfer of funds. Even where
one party has agreed (or later does agree) to assume a particular financial responsibility, written

" agreement must be obtained before incurring an expense expected to be assumed by another party, All '
obligations of and expenditures by the parties are subject to their respective budgetary and fiscal
processes and availability of funds pursuant to all laws, regulations, and policies applicable thereto. The
parties acknowledge that there is no intimation, promise, or guarantee that funds will be available in
future years. The FBI and the Participating Agency may enter into a separate agreement to reimburse

the Participating Agency for approved overtime expenses, -

XII. TRAVEL

All JTTF-related travel of non-FBI personnel requires the approval of the appropriate JTTF Supervisor
and Participating Agency. authorization prior to travel. In order to avoid delay in operational travel, the
Participating Agency will provide general travel authority to all of its participating employees for the
duration of the employee’s membership in the JTTFs. For domestic travel, each agency member will be
responsible for appropriate notifications within his or her own agency, as well as standard FBI travel
approvals and notification, The FBI will obtain FBIHQ authorization and country clearances for all
JTTF members who are required to travel outside the United States. As noted above, the appropriate
security clearance must be obtained prior to any international travel. The FBI will pay costs for travel of
all members of the JTTFs to conduct investigations outside of the JTTF’s assigned territory.

XIII. VEHICLES AND EQUIPMENT

A. In furtherance of this MOU, employees of the Participating Agency may be permitted to
drive FBI owned or leased vehicles for surveillance, case management and investigation
in connection with any JTTF investigation. FBI vehicles must only be used for official
JTTF business and only-in accordanee;with applicable.FBI rules and.regulations. .. ... ..

B.  [non-Federal entities only] Any civil liability arising from the use of an FBI owned or
leased vehicle by a Participating Agency task force member while engaged in any ’
conduct other than his or her official duties and assignments under this MOU shall be the
responsibility of the Patticipating Agency. The Participating Agency will indemnify and
hold harmless the FBI and the United States for any claim for property damage or
personal injury arising from any use of an FBI owned or leased vehicle by a Participating
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© Agency JTTF member which is outside of the scope of his or her official duties and

assignments under this MOU, _

For official inventory purposes, all JTTF equipment including badges, credentials and
other forms of JTTF identification subject to FBI property inventory requirements will
be produced by each JTTF member upon request. At the completion of the member’s
assignment on the JTTF, or upon withdrawal or termination of the Participating Agency
from the JTTPF, all equipment will be returnéd to the supplying agency.

XIV, FORFEITURE

The FBI shall be responsible for the processing of assets seized for federal forfeiture in conjunction with
JTTF operations, as provided by these rules and regulations, Asset forfeitures will be conducted in
accordance with federal law and the rules and regulations set forth by the U.S, Department of Justice
and the FBI,. Forfeitures attributable to JTTF investigations may be distributed among the Participating
Agencies in JTTF-related operations a the discretion of the FBI,

XV. HUMAN SOURCES .

A,

All human sources developed through the JTTF will be handled in accordance with the
Attorney General’s and the FBI’s guidelines, policies and procedures. -

All human sources developed during the course of any JTTF investigation shall be
operated with all appropriate FBI suitability paperwork completed prior to use, All
source debriefings or written products of information obtained from any human source
will use FBI document format and handling procedures,

The FBI, as permitted by federal law, agrees to pay reasonable and necessmy human

- source expenses incurred-by-the JTTF. All expenses must be approved by the FBI

before they are incurred. No payments may be made to JTTF human sources without
prior FBI approval.

XVL. MEDICAL

A

All Participating Agencies will ensure that detailed JTTF members are medically qualified

according to their agencies' standards to perform law enforcement duties, functions and responsibilities,
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B. To ensure protection for purposes of the Federal Employees' Compensation Act
(FECA), JTTF members should be detailed to the FBI consistent with the provisions of the
Intergovernmental Personnel Act (IPA), 5 U.S.C. § 3374(d). This Act stipulates that "[a] State or local
government employee who is given an appointment in a Federal agency for the period of the assignment
or who is on detail to a Federal agency and Wwho suffers disability or dies as a result of personal injury
sustained while in the performance of his duty during the assignment shall be treated . . , as though-he
were an employee as defined by section 8101 of this title who has sustained the injury in the
performance of duty," Other provisions of federal law may extend FECA benefits in more limited
circumstances, The Department of Labor's Office of Workers' Compensation Programs is charged with
making FECA coverage determinations and is available to provide guidance concerning specific
circumstances,

XVII. TRAINING

Al JTTF members are required to attend FBI legal training in compliance with FBI regulations and any
other training deemed necessary by the FBI chain of command. The FBI is responsible for the costs of
such training, The Participating Agency will bear the costs of any training required of its own employees
detailed to the JTTF. |

" XVIII,DEADLY FORCE AND SHOOTING INCIDENT POLICIES | '

Merﬁbers of the JTTF will follow their own agency’s policy concerning use of deadly force,
XIX. DEPARTMENT OF DEFENSE COMPONENT‘S

The Posse Comitatus Act, 18 U,3.C. § 1385, prohibi'ts the Army and Air Force (Department of

Defense regulations now restrict the activities of all branches or components of the Armed Services
under this Act) from being used as a posse comitatus or otherwise to execute the laws entrusted to

cwop o ccivilian law.enforcement authorities. The restrictions.of the Act.do not apply.to.civilian employees of the .- - -:.

Department of Defense who are not acting under the direct command and control of a military officer.
Other statutory provisions specifically authorize cettain indirect and direct assistance and participation by
the military in specified law enforcement functions and activities, All Department of Defense components
(except strictly civilian components not acting under direct command and control of a military officer)
who enter into this agreement, shall comply with all Department of Defense regulations and statutory
authorities (describing restrictions, authorizations and conditions in support of law enforcement) including
‘but not limited to Department of Defense Directives 5525.5, and 3025.15, Chapter 18 of Title 10 of the

- United States Code dealing with military support for civilian law enforcement agencies and any.other.or. .
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subsequent rules, regulations, and laws that may address this topic or that may amend, or modify any of
the above provisions, This MOU shall not be construed to authorize any additional or greater authority
(than already described) for Department of Defense components to act in the support of law
enforcement activities,

XX. MEDIA

All media releases will be mutually agreed upon and jointly handled by the member Participating -
Agencies of the appropriate JTTF. - Press releases will conform to DOJ Guidelines regarding press
releases. No press release will be issued without prior FBI approval,

XXI. LIABILITY

The Participating Agency acknowledges that financial and civil liability, if any and in accordance with
applicable law, for the acts and omissions of each employee detailed to the JITTF remains vested with his
or her employing agency. However, the Department of Justice (DOJ) may, in its discretion, determine
on a case-by-case basis that an individual should be afforded legal representation, legal defense, or
indemnification of a civil judgment, pursuant to federal law and DOJ policy and regulations.

A. COMMON LAW TORT CLAIMS

1. Congress has provided that the exclusive remedy for the negligent or wrongful
" act or omission of an employee of the U.S. Government, acting within the scope
of his or her employment, shall be an action against the United States under the

FTCA, 28 U.S.C. § 1346(b), and §§ 2671 - 2680.

2, Notwithstanding the provisions contained in Article XIII of this MOU, for the
limited putpose of defending civil claims arising out of JTTF activity, a state,
local, or tribal law enforcement officer who has been federally deputized and

-who is acting within the course and scope of his or her official duties and
assighments pursuant to this MOU may be considered an “employee” of the
U.S. government, as defined at 28 U.S.C. § 2671, See 5 U.S.C, § 3374(c)(2).

3. Under the Federal Bmployee Liability Reform and Tort Compensation Act of
- 1998 (commonly known as the Westfall Act), 28 U.8.C. § 2679(b)(1), if an
employee of the United States is named as a defendant in a civil action, the
Attorney General or his or her designee may certify that the defendant acted
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within the scbpe of his or her employment at the time of the incident giving rise to
the suit, 28 U.S.C, § 2679(d)(2). The United States can then be substituted for
the employee as the sole defendant with respect to any tort claims alleged in the
action. 28 U.S.C. § 2679(d)(2). If the United States is substituted as

defendant, the individual employee is thereby protected from suit on any tort
claim arising out of the incident.

4, If the Attorney General declines to certify that an employee was acting within the
_ scope of employment, “the employee may at any time before trial petition the
court to find and certify that the employee was acting within the scope of his
office or employment,” 28 U,S.C. § 2679(d)(3).

5. Liability for any negligent or willful acts of JTTF members undertaken outside the
terms of this MOU will be the sole responsibility of the respective employee and
agency involved,

B. CONSTITUTIONAL CLAIMS

L. Liability. for violations of federal constitutional law may rest with the individual
federal agent or officer pursuant to Bivens v, 8ix Unknown Names Agents of the
Federal Bureau of Narcotics, 403 U.S, 388 (1971) or pursuant to 42 U, S.C.
§ 1983 for state officers.

2, Federal, state, local, and tribal officers enjoy qualified immunity from suit for
constitutional torts, “insofar as their conduct does not violate clearly established
statutory or constitutional rights of which a reasonable person would have

" known,” Harlow v. Fitzgerald, 457 U.S. 800 (1982).

3. If a Participating' Agency JTTF officer is named as a defendant in his or her -
individual capacity in a civil action alleging constitutional damages as a result of
conduct taken within the course of the JTTF, the officer may request
representation by DOJ, 28 C.F.R. §§ 50.15, 50.16.

4, Anemployee may be provided representation “when the actions for which
_ representation is requested reasonably appears to have been performed within
the scope of the employee’s employment, and the Attorney General, or his or
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her designee, determines that providing representation would otherwise be in the
interest of the United States,” 28 C.F.R, § 50.15(a),

5. . A JTTF member’s written request for representation should be directed to the
Attorney General and provided to the Chief Division Counsel (CDC) of the FBI
division coordinating the JTTF, The CDC will forward the representation
request to the FBI’s Office of the General Counsel (OGC), together with a
letterhead memorandum concerning the factual basis of the lawsuit, FBIs
OGC will then forward the request to the Civil Division of DOJ, together with an
agency recommendation concerning scope of employment and DOJ
representation, 28 C.E.R, § 50.15(a)(3).

6. IfaJTTF member is fourtd to be liable for a constitutional tort, he or she may
request indemnification from DOJ to satisfy an adverse judgement rendered
against the employee in his or her individual capacity, 28 CR.R, § 50.15(c)(4).

- The eriteria for payment are substantially similat to those used to determine
whether a federal employee is entitled to DOJ 1epresentatzon under 28

CFRS 50.15(2),

7. Determinations concerning legal representation and indemnification by the United
States are discretionaty and are made by DOJ on a case-by-case basis. The
FBI cannot guarantes that the United States will provide legal representation,
legal defense, or indemnification to any federal or state employee detailed to the
JTTF, and nothing in this Article shall be deemed to create any legal nght on the
part of any JTTF personnel.

C. EXPRESS RESERVATIONS

L. Nothing in this Article shall be deemed to create an employment relationship '
between the FBI or the United States and any Participating Agency JTTF '
member other than for excluswe purposes of the FTCA, as outlined herem

2. The participating agencies do not waive any available defenses and/ot limitations
on liability. No Participating Agency shall be considered to be an agent of any
other Participating Agency.
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XXII. DURATION

A. The term of the MOU shall be an indefinite period. The MOU may be terminated at will
by any party, provided written notice is provided to the other parties of not less than
sixty (60) days. Upon termination of the MOU, all equipment will be returned to the
supplying agency(ies). It is understood that the termination of this agreement by any one
of the Participating Agencies will have rio effect on the agreement between the FBI and -
all other participating agencies. '

B. Notwithstanding this provision, the provisions of Paragraph IX, entitled RECORDS,
REPORTS AND INFORMATION SHARING, and Paragraph XX, entitled
LIABILITY, will continue until all potential Labilities have lapsed, Similarly, the inherent
disclaimer limitation contained in the EXPRESS RESERVATION provmlon wﬂl survive

any termination,

XX, AMENDMENTS

- This agreement in no manner affects any existing MOUs or agreements with the FBI or any other
agency. This agresment may be amended only by mutual written consent of the parties, The
modifications shall have no force and effect unless such modifications are reduced to writing and signed
by an authorized representative of the FBI and the Participating Agency,
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SIGNATORIES:

Wﬁ/ : ' Date; _Marety | Jow 7
Heather Fong [
Chief

San Francisco Police Department

Date:

Charlene B. Thornton

Special Agent in Charge
. Federal Bureau of Investigation
- San Francisco Division

l/// | - Date: /Q.l;-ﬂé
Chie/&ntraoting Officer ‘

Federal Bureau of Investigation
Washington, D.C.
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