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Mariko Hirose, an attorney admitted to practice before the courts of New
York, affirms the following to be true under penalty of perjury:
1.

I am an attorney at the New York Civil Liberties Union (NYCLU)

Foundation. On behalf of the NYCLU and the Brennan Center for Justice, I
submit this affirmation in support of the motion for leave to file the attached brief
as amici curiae in support of Petitioner-Respondent Michael Grabell.
2.

This case raises an important issue of whether the lower court

correctly held that the Freedom of Information Law gives a journalist the right to
access records about the New York Police Department’s (NYPD) acquisition of “Z

Backscatter Vans,” military-grade surveillance equipment that relies on x-ray
radiation to image the inside of cars and buildings. This equipment, like many
other new surveillance technologies, raises significant concerns about impact on
public health and personal privacy.
3.

Amicus curiae the New York Civil Liberties Union, the New York

State affiliate of the American Civil Liberties Union, is a non-profit, non-partisan
organization with tens of thousands of members. The NYCLU is committed to the
defense and protection of civil rights and civil liberties, including the right to be
free of unwarranted government surveillance and unjustified police actions. The
NYCLU seeks to participate as amicus curiae in this case because the NYCLU
frequently uses FOIL in its work, including to promote public understanding of and
dialogue on police practices and new surveillance technology (see e.g. N.Y. Civil
Liberties Union v Erie County Sheriff’s Office, 47 Misc 3d 1201 [Sup Ct, Erie
County 2015] (request for records related to Stingrays surveillance equipment);
N.Y. Civil Liberties Union v City of N.Y. Police Dept., [Sup Ct, NY County, July 2,
2009, index No. 112145/08] (request for records relating to the Lower Manhattan
Security Initiative, the surveillance infrastructure that includes a network of
cameras); NYCLU, Automatic License Plate Readers,
http://www.nyclu.org/content/automatic-license-plate-readers (publishing results of
FOIL requests relating to automatic license plate readers, including a request to the
2

NYPD)). The NYCLU currently has a number of pending FOIL requests to local
police agencies seeking records related to the use of new surveillance technology.
4.

The NYCLU is well-positioned to be of assistance to this Court

because of its familiarity with FOIL. Earlier this year, the NYCLU prevailed in a
FOIL case which sought similar types of records as this case but relating to
Stingrays, a surveillance device acquired by the Erie County Sheriff’s Office (see
Erie County Sheriff’s Office, 47 Misc 3d 1201).
5.

Amicus curiae the Brennan Center for Justice is a non-partisan public

policy and law institute focused on fundamental issues of democracy and justice,
including access to the courts and constitutional limits on the government’s
exercise of power. The Center’s Liberty and National Security (LNS) Program
uses innovative policy recommendations, litigation, and public advocacy to
advance effective national security policies that respect the rule of law and
constitutional values. Reining in excessive government secrecy is one of the LNS
Program’s main areas of focus and the Brennan Center has issued several reports
on the need to increase the transparency of national security policies and activities
(see e.g. Brennan Center for Justice, Strengthening Intelligence Oversight [Michael
German, ed., 2015]; Elizabeth Goitein, Reducing Overclassification Through
Accountability [2011]; Emily Berman, Executive Privilege: A Legislative
Remedy [2009]). The Brennan Center also routinely uses FOIL in its work and has
3

filed amicus briefs addressing similarly exceptional claims of secrecy (see e.g.
Abdur-Rashid v City of N.Y. Police Dept., No. 101559/2013 [1st Dept filed Sept.
23, 2015]; Dhiab v Obama, 787 F3d 563 [DC Cir 2015] (arguing that the U.S.
government should not be permitted to classify information simply because it
could be used to stir anti-American sentiment abroad or embarrass the U.S.); Ctr.
for Constitutional Rights v Cent. Intelligence Agency, 135 S Ct 1530 [2015]
(supporting certiorari, describing the epidemic of overclassification in government
agencies and the resulting risk to FOIA itself)). The Brennan Center’s views as
amicus curiae in this case do not and will not purport to represent the position of
NYU School of Law.
6.

The NYCLU and the Brennan Center for Justice seek to participate as

amici curiae in this case because of the importance of public disclosure of basic
records about government use of surveillance technology.
7.

This case illustrates the legitimate and acute need for public

awareness of government actions in the era of advancing surveillance technologies.
Like many new surveillance technologies, the Z Backscatter Vans are expensive—
the NYPD reportedly spent between $729,000 and $825,000 per unit on these
vans.1 And like many new surveillance technologies, the use of these vans raises

1

See e.g. Michael Grabell, Judge Orders NYPD to Release Records on X-ray Vans, ProPublica,
Jan. 9, 2015, https://www.propublica.org/article/judge-orders-nypd-to-release-records-on-x-rayvans.
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significant concerns about impact on privacy and public health.2 New York City
residents have the right to ask: How is the NYPD ensuring that innocent New
Yorkers are not subject to harmful x-ray radiation? How long is the NYPD
keeping the images that it takes and who can look at them? Is the NYPD obtaining
judicial authorization prior to taking images, and if so, what type of authorization?
Is the technology funded by taxpayer money, and has the use of the vans justified
the price tag?
8.

The proposed brief of amici curiae is attached to this affirmation

as Exhibit A. This brief supplements the Petitioner’s brief by elaborating on two
issues that may otherwise escape the Court’s consideration. First, amici describe
how the decision below is consistent with the growing consensus that transparency
about government use of surveillance technology is crucial for accountability—the
very goal of FOIL. Second, amici describes how the decision below is consistent
with the public disclosure of records similar to those requested here, both
specifically with respect to backscatter technology and generally with respect to
surveillance technology, by other law enforcement agencies.
2

See id. (explaining how the Z Backscatter Vans use the same technology as airport scanners
that raised public outcry over privacy and safety and that were removed from airports); Diane
Macedo, X-Ray Vans: Security Measure, or Invasion of Privacy?, Fox News, Oct. 22, 2010,
http://www.foxnews.com/scitech/2010/10/19/x-ray-vans-security-measure-invasion-privacy/;
Patrik Jonsson, ‘Feds Radiating Americans’? Mobile X-Ray Vans Hit U.S. Streets, The Christian
Science Monitor, Sept. 29, 2010, http://www.csmonitor.com/USA/2010/0929/Feds-radiatingAmericans-Mobile-X-ray-vans-hit-US-streets; Marc Georges, X-Ray Scanning Vans Hit Streets,
Raising Privacy Concerns, Mashable, July 5, 2012, http://news.yahoo.com/x-ray-scanning-vanshit-streets-raising-privacy-144109188.html.
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PRELIMINARY STATEMENT
In this Freedom of Information Law case, the lower court correctly held that
a journalist—and, by extension, the public—has the right to access records about
the NYPD’s acquisition and use of “Z Backscatter Vans,” military-grade
surveillance equipment that uses x-ray radiation to image the inside of cars and
buildings. While it is known that the U.S. military uses these vans in Afghanistan
to sweep areas for roadside and car bombs, little public information exists on how
the NYPD is using the vans in the streets of New York City. The court below held
that the NYPD must release, subject to certain redactions, records about the use of
the vans responsive to the FOIL request at issue: policies and procedures and
training materials; summary reports or after-action reports of past deployments of
the vans that are not related to any ongoing investigation; records sufficient to
disclose both the aggregate cost of the vans purchased by or for the NYPD and the
total number of vans purchased; and any tests or reports regarding the radiation
dose or other health and safety effects of the vans.
Amici curiae the New York Civil Liberties Union and the Brennan Center
for Justice file this brief because both organizations are dedicated to ensuring that
the public is informed about its government’s acquisition and use of new
surveillance technologies, including through policy work and pursuit of similar
1

public records requests. Such technologies—from x-ray scanners to drones,
automatic license plate readers that record license plates of cars passing by, and
“Stingrays” that spy on nearby cell phones by imitating cell phone towers—have
brought rapid advances to law enforcement capacity to monitor its citizens. Some
of these new technologies have filtered in from the battlefields into the hands of
local law enforcement with little notice to the public and with little oversight.
These technologies raise legitimate questions for communities about cost,
effectiveness, and the impact on the rights of everyday people to live in a society
free of unwarranted government surveillance.
The decision below correctly construed FOIL to allow the public to obtain
answers to these pressing questions and reject the NYPD’s refusal to disclose any
of the records responsive to the FOIL request. In urging that the Court affirm the
decision, amici supplement the Petitioner’s brief by elaborating on two reasons
why the blanket secrecy advocated by the NYPD is unwarranted. First, amici
describe how the decision below is consistent with the growing consensus that
transparency about government use of surveillance technology is crucial for
accountability—the very goal of FOIL. Second, amici describe how the decision
below is consistent with the public disclosure of records similar to those requested
here, both specifically with respect to backscatter technology and generally with
2

respect to surveillance technology, by other law enforcement agencies. Although
the NYPD relies heavily on the specter of terrorism to argue for blanket secrecy
over any record relating to the Z Backscatter Vans, the Court should affirm the
lower court decision and make clear that the NYPD must make basic records
relating to its acquisition and use of surveillance technology available to the public,
to whom it is accountable.
STATEMENT OF INTEREST OF AMICI CURIAE
Amicus curiae the New York Civil Liberties Union, the New York State
affiliate of the American Civil Liberties Union, is a non-profit, non-partisan
organization with tens of thousands of members. The NYCLU is committed to the
defense and protection of civil rights and civil liberties, including the right to be
free of unwarranted government surveillance and unjustified police actions. The
NYCLU seeks to participate as amicus curiae in this case because the NYCLU
frequently uses FOIL in its work, including to promote public understanding of and
dialogue on police practices and new surveillance technology (see e.g. N.Y. Civil
Liberties Union v Erie County Sheriff’s Office, 47 Misc 3d 1201 [Sup Ct, Erie
County 2015] (request for records related to Stingrays surveillance equipment);
N.Y. Civil Liberties Union v City of N.Y. Police Dept., 2009 NY Misc Lexis 2542
[Sup Ct, NY County, July 2, 2009, No. 112145/08] (request for records relating to
3

the Lower Manhattan Security Initiative, the surveillance infrastructure that
includes a network of cameras); NYCLU, Automatic License Plate Readers,
http://www.nyclu.org/content/automatic-license-plate-readers (publishing results of
FOIL requests relating to automatic license plate readers, including a request to the
NYPD)). The NYCLU currently has a number of pending FOIL requests to local
police agencies seeking records related to the use of new surveillance technology.
Amicus curiae the Brennan Center for Justice is a non-partisan public policy
and law institute focused on fundamental issues of democracy and justice,
including access to the courts and constitutional limits on the government’s
exercise of power. The Center’s Liberty and National Security (LNS) Program
uses innovative policy recommendations, litigation, and public advocacy to
advance effective national security policies that respect the rule of law and
constitutional values. Reining in excessive government secrecy is one of the LNS
Program’s main areas of focus and the Brennan Center has issued several reports
on the need to increase the transparency of national security policies and activities
(see e.g. Brennan Center for Justice, Strengthening Intelligence Oversight [Michael
German, ed., 2015]; Elizabeth Goitein, Reducing Overclassification Through
Accountability [2011]; Emily Berman, Executive Privilege: A Legislative
Remedy [2009]). The Brennan Center also routinely uses FOIL in its work and has
4

filed amicus briefs addressing similarly exceptional claims of secrecy (see e.g.
Abdur-Rashid v City of N.Y. Police Dept., No. 101559/2013 [1st Dept, filed Sept.
23, 2015]; Dhiab v Obama, 787 F3d 563 [DC Cir 2015] (arguing that the U.S.
government should not be permitted to classify information simply because it
could be used to stir anti-American sentiment abroad or embarrass the U.S.); Ctr.
for Constitutional Rights v Cent. Intelligence Agency, 135 S Ct 1530 [2015]
(supporting certiorari, describing the epidemic of overclassification in government
agencies and the resulting risk to FOIA itself)). The Brennan Center’s views as
amicus curiae in this case do not and will not purport to represent the position of
NYU School of Law.
ARGUMENT
I.

THE LOWER COURT DECISION IS CONSISTENT WITH THE
GROWING CONSENSUS THAT DISCLOSURE OF BASIC
RECORDS REGARDING SURVEILLANCE TECHNOLOGY IS
NECESSARY FOR ACCOUNTABILITY.
The Court should affirm the lower court’s decision to release basic records

relating to Z Backscatter Vans because it furthers the goal of FOIL to “promote
open government and public accountability” (Gould v City of N.Y. Police Dept., 89
NY2d 267, 274 [1996]). In codifying FOIL, the Legislature made the
determination that “a free society is maintained when government is responsive
5

and responsible to the public, and when the public is aware of governmental
actions” (Pub. Off. Law § 84). The Legislature recognized that “[t]he more open a
government is with its citizenry, the greater the understanding and participation of
the public in government” (id.).
This case illustrates the legitimate and acute need for public awareness of
government actions in the era of advancing surveillance technologies. Like many
new surveillance technologies, the Z Backscatter Vans are expensive—the NYPD
reportedly spent between $729,000 and $825,000 per unit on these vans.1 And like
many new surveillance technologies, the use of these vans raises significant
concerns about impact on privacy and public health.2 New York City residents
have the right to ask: How is the NYPD ensuring that innocent New Yorkers are
not subject to harmful x-ray radiation? How long is the NYPD keeping the images
that it takes and who can look at them? Is the NYPD obtaining judicial

1

See e.g. Michael Grabell, Judge Orders NYPD to Release Records on X-ray Vans, ProPublica,
Jan. 9, 2015, https://www.propublica.org/article/judge-orders-nypd-to-release-records-on-x-rayvans.
2
See id. (explaining how the Z Backscatter Vans use the same technology as airport scanners
that raised public outcry over privacy and that were removed from airports, and discussing
possible health concerns); Diane Macedo, X-Ray Vans: Security Measure, or Invasion of
Privacy?, Fox News, Oct. 22, 2010, http://www.foxnews.com/scitech/2010/10/19/x-ray-vanssecurity-measure-invasion-privacy/; Patrik Jonsson, ‘Feds Radiating Americans’? Mobile X-Ray
Vans Hit U.S. Streets, The Christian Science Monitor, Sept. 29, 2010,
http://www.csmonitor.com/USA/2010/0929/Feds-radiating-Americans-Mobile-X-ray-vans-hitUS-streets; Marc Georges, X-Ray Scanning Vans Hit Streets, Raising Privacy Concerns,
Mashable, July 5, 2012, http://news.yahoo.com/x-ray-scanning-vans-hit-streets-raising-privacy144109188.html.
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authorization prior to taking images, and if so, what type of authorization? Is the
technology funded by taxpayer money, and has the use of the vans justified the
price tag?
There is a growing consensus that providing the public with answers to these
types of questions about law enforcement use of new technology promotes good
governance. The President’s Task Force on 21st Century Policing, convened by
President Obama, recommended that law enforcement agencies “encourage public
engagement and collaboration, including the use of community advisory bodies,
when developing a policy for the use of a new technology,”3 and that they include
representatives from the community in evaluating or assessing the effectiveness of
any new technology. 4 The International Association of Chiefs of Police, in issuing
a privacy impact assessment of automatic license plate readers, recognized the
privacy implications of this technology and suggested that “[o]ne way to promote
public confidence is to increase the transparency surrounding how [the license
plate reader] data will be managed by the law enforcement agency.”5 The

3

Final Report of the President’s Task Force on 21st Century Policing at 35 (May 2015),
available at http://www.cops.usdoj.gov/pdf/taskforce/TaskForce_FinalReport.pdf.
4
Id. at 35-36.
5
Int’l Ass’n of Chiefs of Police, Privacy Impact Assessment Report for the Utilization of
License Plate Readers at 28 (Sept. 2008), available at
http://www.theiacp.org/Portals/0/pdfs/LPR_Privacy_Impact_Assessment.pdf.
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Department of Justice recently made public its policy on the use of Stingrays to
“enhance transparency and accountability[.]” 6
Local governments around the country are also learning the importance of
community involvement in making decisions about surveillance technology,
especially technology with capacity to indiscriminately record private information
about people. In California, the Oakland city council formed a privacy advisory
committee open to the public after community backlash opposing the expansion of
the city’s network of surveillance cameras.7 In Washington, the City of Seattle
passed an ordinance that makes public basic information about purchases of
“surveillance equipment,” such as drones, including intended uses of the
equipment and the data to be collected and retained.8
The NYPD states that it is “mindful of the public’s legitimate desire to know
the privacy, health, and fiscal implications of [Z Backscatter Vans]” (brief of
respondent-appellant at 3), but offers no alternative other than complete secrecy.
That result advocated by the NYPD is detrimental to the purpose of FOIL to

6

Press Release, Department of Justice, Justice Department Announces Enhanced Policy for Use
of Cell-Site Stimulators (Sept. 3, 2015), available at http://www.justice.gov/opa/pr/justicedepartment-announces-enhanced-policy-use-cell-site-simulators.
7
Memorandum from Fred Blackwell to Honorable Mayor & City Council (Apr. 25, 2014),
http://www2.oaklandnet.com/oakca1/groups/cityadministrator/documents/report/oak046804.pdf.
8
City of Seattle, Wash., Ordinance No. 124142,
http://clerk.seattle.gov/~archives/Ordinances/Ord_124142.pdf.
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promote public discussion and government accountability. As surveillance
technology becomes cheaper and more advanced, it becomes ever more important
for FOIL to facilitate communities’ understanding of their government’s use of
surveillance technology and to serve as a check on their government.
II.

THE LOWER COURT DECISION IS CONSISTENT WITH THE
PUBLIC DISCLOSURE OF SIMILAR BASIC RECORDS ABOUT
SURVEILLANCE TECHNOLOGY BY OTHER LAW
ENFORCEMENT AGENCIES.
The lower court correctly rejected the NYPD’s sweeping argument that

disclosing any of the requested records relating to its use of Z Backscatter Vans
would “reveal criminal investigative techniques or procedures, except routine
techniques and procedures” (Pub. Off. Law § 87 [2][e][iv]), or could endanger the
life and safety of any person (Pub. Off. Law § 87 [2][f]) (see order at 10-19). As
the court explained, the NYPD did not meet its burden of establishing how all of
the responsive records—such as records revealing x-ray’s public health risks, the
NYPD’s prior use of the vans, its policy relating to judicial authorization, or the
policy governing retention of images—could lead to the dire consequences
predicted by the NYPD (see id. (citing Gould, 89 NY2d at 275 (stating that the
agency has the burden of establishing a “particularized and specific justification”
for withholding records under each exemption))).

9

The lower court’s conclusion is supported, first, by the public availability of
much information about the backscatter technology, as described both in the
Petitioner’s brief and below. New York courts have recognized that, as a logical
matter, public availability of information undercuts a claimed justification for
secrecy under a FOIL exemption (see e.g. Laborers’ Int’l Union of N. Am. Local
Union No. 17 v N.Y. State Dept. of Transp., 280 AD2d 66, 70 [3d Dept 2001]
(denying exemption over records revealing information already known); N.Y. Civil
Liberties Union v City of N.Y. Police Dept., 20 Misc 3d 1108, *2-3 [Sup Ct NY
County 2008] (denying law enforcement exemption when the same information
has already been provided to two research institutes); Gray v Faculty-Student Ass’n
of Hudson Valley Community Coll., 717 NYS2d 507, 510 [Sup Ct, Rensselaer
County 2000] (denying exemption over “information which is already available to
any member of the public simply by walking into the bookstore”); Matter of Muniz
v Roth, 163 Misc 2d 293, 297 [Sup Ct, Tomkins County 1994] (refusing to apply
law enforcement exemption to methodology that “was the subject of testimony in
open court”)). Federal courts have held the same under the federal Freedom of
Information Act (see e.g. Ferri v Bell, 645 F2d 1213, 1224 [3d Cir 1981]
(explaining that the law enforcement exception does not apply to “procedures
already well-known to the public” and noting that law enforcement’s “assertion of
10

confidentiality is controverted by evidence . . . suggesting that information on the
mechanics of surveillance can already be found in the public domain in various
scientific, technical, and government literature”), modified on other grounds by
671 F2d 769 [3d Cir 1982]; Am. Civil Liberties Union of N. Cal. v Dept. of Justice,
70 F Supp 3d 1018, 1037 [ND Cal 2014] (“Location Tracking FOIA”) (rejecting
law enforcement exemption under FOIA for records relating to mobile tracking
devices because information is already available in the government’s “own
publicly available guides and manuals, as well as having been the subject of
extensive media coverage”), appeal pending).
Much information about backscatter technology is available as a result of the
Department of Homeland Security—the federal agency specifically tasked with
preventing terrorism—making basic records about its use accessible to the public.
When DHS began deploying backscatter x-ray systems at the borders, for example,
it issued public Environmental Assessments under the National Environmental
Policy Act of 1969 that described the systems in place, discussed the purpose and
the need, analyzed radiological health and safety, and made clear that “occupants
of the vehicle will have the option to remain in the vehicle while the driver drives
it through the portal or exit the vehicle and have a [Customs and Border Patrol]
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Officer drive it through the portal.”9 In addition, when DHS began using body
scanners for airport screening, including scanners employing backscatter
technology similar to the Z Backscatter Vans, it was required to engage in
rulemaking under the federal Administrative Procedures Act (see Elec. Privacy
Info. Ctr. v Dept. of Homeland Security, 653 F3d 1, 6 [DC Cir 2011] (requiring
DHS to undergo rulemaking because the use of the new scanners “affects the
public to a degree sufficient to implicate the policy interests animating notice-andcomment rulemaking”)). The notice posted by DHS described the costs and
benefits of the technology, the privacy safeguards proposed, the safety evaluation,
and other analyses of the impact that the technology would have on the traveling
public.10 DHS was further required to release records relating to backscatter
technology in response to a FOIA lawsuit, including a report evaluating a body
scanning machine’s health effects (see Elec. Privacy Info. Ctr. v Dept. of
Homeland Security, 928 F Supp 2d 139, 148 [DDC 2013]).
Second, the lower court decision is supported by recent court decisions from
other jurisdictions rejecting the invocation of the law enforcement exemption in
9

Dept. of Homeland Security, Final Environmental Assessment for Deployment of Backscatter
X-Ray Inspection Systems, Otay Mesa Port of Entry, San Diego County, California at 3 (Apr.
2011), available at
https://ecso.swf.usace.army.mil/PublicReview/Otay%20Mesa%20Backscatter%20FEA%20.pdf.
10
Passenger Screening Using Advanced Imaging Technology, 78 FR 18287, 18287-18302,
https://www.federalregister.gov/articles/2013/03/26/2013-07023/passenger-screening-usingadvanced-imaging-technology.
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public records requests seeking similar types of basic records relating to new
surveillance technologies. In Erie County Sheriff’s Office (47 Misc 3d at *10-13),
for example, the court ordered the release of policies and procedures, summaries of
past uses, and invoices relating to the Sheriff’s acquisition and use of Stingrays,
rejecting the argument that such disclosure would undermine law enforcement
interests protected by FOIL. With respect to policies and procedures in particular,
the court held that law enforcement interests would not be compromised by the
release of a procedure manual for officers that included rules limiting the use of
Stingrays for official law enforcement purposes, requiring recordkeeping,
regulating retention of data, and mandating secrecy (see id. at *9-10). Similarly,
the Northern District of California has ordered the Department of Justice to release
policy documents regarding the legal procedures followed in its use of location
tracking technology, including its use of Stingrays, despite claims of undermined
law enforcement interests (see eg, Location Tracking FOIA, 70 F Supp 3d at 1038
(rejecting law enforcement exemption as to portions of legal resource book and
reference guide for federal prosecutors on electronic surveillance and tracking);
Am. Civil Liberties Union of N. Cal. v Dept. of Justice, 2015 WL 3793496, at *16
[ND Cal June 17, 2015, No. 13-CV-03127-MEJ] (rejecting law enforcement
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exemption as to documents discussing legal requirements and procedures to follow
when using location tracking technologies)).
Although courts have in some cases limited disclosure of certain records of
use of technologies under a state law’s exemption for investigatory records, the
agencies in those cases did not insist on blanket secrecy like the NYPD. In
American Civil Liberties Union Foundation of Southern California v Superior
Court of Los Angeles County, for example, an appellate court in California denied
disclosure of raw data collected by automatic license plate readers, but noted that
the agency had already produced the policies and guidelines governing use of
license plate readers in response to the public records request (see 186 Cal Rptr 3d
746, 748 [Court of appeal, May 11, 2015], review granted, 352 P.3d 882 [Cal
2015]). In Hodai v City of Tucson, a trial court in Arizona denied access to a
limited set of records relating to Stingrays different from those sought here, such as
a data dump and records disclosing the technical specification of the technology,
but praised the City’s efforts to address public concerns by disclosing how often
the equipment has been used and whether it was used with a warrant, producing all
case files in which Stingrays were used except for one ongoing investigation, and
describing the City’s legal process and data retention policies ([Arizona Sup Ct.,
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Pima County Dec. 11, 2014, No. C20141225],11 appeal filed). The NYPD’s
response is extraordinary even measured by these cases in which some records
were withheld, in that it asserts that no record relating to the Z Backscatter Vans
can be disclosed without interfering with law enforcement interests (cf. e.g. Am.
Civil Liberties Union v Dept. of Justice, 655 F3d 1, 16 [DC Cir 2011] (ordering
disclosure of docket information for people convicted of crimes who had been
subject to cell phone location surveillance where agency did not raise the law
enforcement exemption); N.Y. Times v Dept. of Justice, 2015 WL 1454939, *1-2, 7
[SD NY Mar. 31, 2015, No. 14CV328(DLC)] (denying access to a single internal
email based on the law enforcement exemption after the agency released over
seventy pages of documents relating to GPS surveillance); Soghoian v Dept. of
Justice, 885 F Supp 2d 62, 74-75 [DDC 2012](denying access to limited records
relating to electronic surveillance after the agency had produced “a 299-page
manual entitled Searching and Seizing Computers and Obtaining Electronic
Evidence in Criminal Investigations” that described legal process and limitations
on use). 12

11

Available at http://www.sandiego.gov/cityattorney/pdf/news/2014/nr141222b.pdf.
The NYPD’s reliance on older cases involving eavesdropping records is misplaced (see brief
of respondent-appellant at 18, 29-30). In United States v Van Horn (789 F2d 1492, 1508 [11th
Cir 1986]) the court held that the criminal defendant did not show a need for further discovery
into the nature and location of wiretapping equipment in a criminal case, using a common-law
law enforcement privilege that does not apply under New York FOIL (see e.g. Doolan v Bd. of

12
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In taking this extreme position of secrecy, the NYPD relies heavily on its
assertion that the vans are not a “routine crime-control device” but are used for
“the detection and prevention of terrorist attacks” (brief of respondent-appellant at
16). But the NYPD has not disclosed any policy documents, or put forth anything
in the record, that limit the use of Z Backscatter Vans in that manner. In fact,
surveillance technologies are often initially justified as counterterrorism tools but
quickly become a fixture of everyday law enforcement and have the potential to
indiscriminately gather private data about innocent community members.13
“Counterterrorism” should not be used to justify a blanket exemption from FOIL

Co-op Educ. Servs., Second Supervisory Dist. of Suffolk County, 48 NY2d 341, 347 [1979] (“The
public policy concerning governmental disclosure is fixed by the Freedom of Information Law;
the common-law interest privilege cannot protect from disclosure materials which that law
requires to be disclosed.”); Johnson v City of N.Y. Police Dept., 257 AD2d 343, 349-50 [1st Dept
1999] (rejecting application of common law “privilege” and holding that the “public safety
provisions of FOIL are quite explicit and it is by these provisions that a FOIL request is to be
judged”)). In Matter of De Zimm v Connelie (102 AD2d 668, 671 [3d Dept 1984], affd on other
grounds 64 NY2d 860 [1985]) the court denied access to records relating to eavesdropping
techniques after identifying specific details of the manual that posed the substantial likelihood of
wrongdoers evading detection. Here, the NYPD claims a blanket right to secrecy over all
records without adequately establishing how particular portions of records are substantially
likely to help wrongdoers evade detection.
13
For example, the Stingray surveillance device, which was “billed as a tool to hunt terrorists
and kidnappers,” has become “a staple of everyday policing” in cities across the United States.
Brad Heath, Police Secretly Track Cellphones to Solve Routine Crimes, U.S.A. Today, Aug. 24,
2015, http://www.usatoday.com/story/news/2015/08/23/baltimore-police-stingray-cellsurveillance/31994181/. In another example, automatic license plate readers were “conceived
primarily as a counterterrorism tool,” but have “aided in all sorts of traditional criminal
investigations.” Al Baker, Camera Scans of Car Plates Are Reshaping Police Inquiries, N.Y.
Times, Apr. 11, 2011, http://www.nytimes.com/2011/04/12/nyregion/12plates.html?_r=0.
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for all records relating to surveillance technology (see order at 21 (“While this
court is cognizant and sensitive to concerns about terrorism, being located less than
a mile from the 9-11 site, and having seen firsthand the effects of terrorist
destruction, nonetheless, the hallmark of our great nation is that it is a democracy,
with a transparent government.”)).14
The NYPD’s refusal to disclose any record responsive to this FOIL request
is out of step both with the growing consensus that public disclosure of this kind is
consistent with good government practices and with the trend of disclosures made
by other law enforcement agencies. At bottom, the NYPD is a local law
enforcement agency that is accountable to the people. The Court should affirm the
lower court decision and hold that the NYPD cannot keep all records about its use
of Z Backscatter Vans shielded from the people to whom it is accountable.

14

In New York Civil Liberties Union v New York City Police Dept. (Sup Ct, NY County, July 2,
2009, No. 112145/08) (“Lower Manhattan Security Initiative Decision”), the lower court relied
on the NYPD’s counterterrorism concerns in denying access to certain records revealing
operational details of the network of cameras and automatic license plate readers in Lower
Manhattan—a system that was described as “designed to detect and monitor possible terrorist
activity.” To the extent that the case dealt with similar types of records as the records requested
here, the Court should adopt the lower court decision’s more thorough reasoning here rather than
in the Lower Manhattan Security Initiative Decision.
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