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Dear Mr. Alagood:

We are in receipt of your recent public record requests that
were addressed to the Miami-Dade Police Department's
Legal Bureau.

Lieutenant Margarita Varela from the Homeland Security
Bureau compiled the requested information. The
responses to each of your inquiries, along with supporting
documents, are enclosed.

If we may be of any further assistance regarding this

matter, please contact Lieutenant Varela at (305)
470-3905.
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Enclosures (3)

1. HSB inquiry response

2. Copy of Chapter 24 — Part 3

3. Memorandum of Understanding with the Federal
Bureau of Investigation
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Brennan Center for Justice

Policies and procedures for investigation of persons, groups or organizations engaged
in First Amendment activities

It is not the policy of the Miami-Dade Police Department (MDPD) to conduct an investigation
into persons, groups or organizations engaged in First Amendment activities. MDPD’s policies
for handling these activities are described in the MDPD's, Departmental Manual, CHAPTER 24 -
PART 3 - DISPUTES AND DEMONSTRATIONS. (See Attached)

Policies and procedures for the collection, retention, and dissemination of intelligence
information related to persons, groups or organizations engaged in First Amendment
activities

It is not the policy of the MDPD to collect intelligence information on persons, groups or
organizations engaged in First Amendment activities. The Homeland Security Bureau’s (HSB)
personnel will, when feasible, meet with groups and organizations that are planning to engage
in First Amendment activities within Miami-Dade County in order to provide guidance on their
rights and responsibilities during such events. For planning purposes, when possible, HSB
personnel will provide information on the number of participants, propensity for violence, results
of previous demonstrations, and information regarding possible counter demonstrators to
Incident Commanders. For criminal intelligence investigations, the MDPD complies with the
requirements set forth in the 28 Code Federal Regulations (28CFR Part 23).

Policies and procedures for counterterrorism investigations and intelligence operations

The MDPD does not conduct counterterrorism investigations independent of the Federal Bureau
of Investigation (FBI). The HSB has personnel assigned to the FBI's Joint Terrorism Task Force
(JTTF). These investigations are conducted at the direction of their JTTF supervisors and are
governed by their rules. The MDPD Task Force Officers must not, in the course of their
assignments, violate any of the policies set forth by MDPD’s Departmental Manual. Due to FBI
requirements, the MDPD is not authorized to release copies of the Memorandum of
Understanding (MOU) between the FBI and the MDPD. The MOU must be requested, via the
FBI. As it pertains to intelligence operations, these activities are carried out by HSB personnel
in accordance with guidelines set forth in the 28CFR Part 23, and as described in the HSB
Standard Operating Procedures (SOP) SECTION D- INTELLIGENCE SECTION PAGE 41 and
SECTION J- INVESTIGATIVE and REPORTING PROCEDURES PAGE 61 and 62. (See
Attached)

Policies and procedures for conducting community outreach activities

The MDPD, as well as many other law enforcement agencies nationwide, have historically
found that the best way to combat criminal activity is to engage the communities they serve.
From this philosophy, law enforcement agencies have developed highly effective community



policing programs. With this said, MDPD engages in community outreach programs to meet
and develop trusting relationships with its local communities. The purpose of these outreach
programs is to ensure that citizens, regardless of their nationality, race, religion, or gender know
that when dealing with law enforcement, they will be treated fairly and equally.

Policies and procedures for conducting community outreach activities with the Muslim,
Arab, and South Asian (“MASA”) community groups since September 11

While MDPD does not have a policy, which deals directly with community outreach programs
relating to "MASA” after the attacks of September 11, 2001, the Department realized that
members of these communities could become targets of hate crimes. As a result, the MDPD
conducted outreach programs for community groups and organizations, as well as at local
Mosques. The purpose of these programs were to ensure that these communities were made
aware that hate crimes at any of their facilities would be investigated expeditiously and that they
should report any suspicious activities,

Policies and procedures relating to any type of community mapping programs
It is not the policy of MDPD to conduct or participate in any community mapping programs.

Policies and procedures for the sharing of information between the different Fusion
Centers in Florida

The MDPD follows guidelines and recommendations set forth by The Department of Homeland
Security (DHS) for the sharing information between Fusion Centers. Additionally, the Southeast
Florida Fusion Center (SEFFC) has created an internal SOP, which has been approved by the
DHS. Examples of products shared daily are Officer Safety Bulletins, Be on the Lookout
BOLOs, Wanted Persons, Suspicious Activity Reports etc. Additional information shared is
Situational Awareness products, Special Event assessments, DHS Bulletins, and FBI Bulletins.
During the development of all products, civil rights and civil liberties must be adhered to as
established in the SEFFC’s Privacy Policy. (See Attached)
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CHAPTER 24 - PART 3 - DISPUTES AND DEMONSTRATIONS

SECTION 1 - GENERAL
L POLICY:
IL DEFINITIONS:

A. Labor Dispute:
B. Disputes:
C. Demonstration;
SECTION 2 - ORGANIZED DISPUTES AND DEMONSTRATIONS
L GENERAL:
Legality:
Enforcement of Laws at Labor Disputes and/or Demonstrations:
Deterrence:
Command Post:
Liaison with Labor and Management or Demonstration Organizers:

Deployment at Demonstrations:
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Off-Regular-Duty Service:

1L PROCEDURES:
A. Command Authority:
B. Duties and Responsibilities of Assigned Personnel:
C. Operation of Picket Lines:

SECTION 3 - CIVIL DISPUTES

L GENERAL:

IL PROCEDURES:

Towing Disputes on Private Property:

Landlord/Tenant Disputes:

Trespass in a Hotel/Restaurant:

A.

B

C. Repossession:
D

E. Disputes Concerning Personal Property:
F.

Documentation:
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CHAPTER 24 - PART 3 - DISPUTES AND DEMONSTRATIONS

SECTION 1 - GENERAL

Miami-Dade Police Department (MDPD) officers called to the scene of a dispute or demonstration must be aware of
their legal authority in these situations. Participation in demonstrations or labor disputes is a protected right of all
citizens as long as there are no violations of law. It is not the police function to deal with the issues involved; rather,
it is the Department's role to protect the rights of the public and disputants by enforcing the law, safeguarding life
and property, and maintaining order.

I POLICY:

MDPD policy is to maintain an impartial role in all disputes, and demonstrations. For example, strikes and
picketing associated with labor disputes are not in themselves violations of law. It is the illegal acts which
sometimes arise from such activities that are of concern to the police. Effectiveness is maintained by remaining
impartial regarding the parties and issues involved and by taking appropriate action when criminal violations are
observed or reported.

The parties involved in disputes or demonstrations have both rights and responsibilities. Strikers/demonstrators may
assemble and demonstrate peacefully to bring attention to their cause, but they do not have the right to intimidate
non-strikers/non-demonstrators or to impede business or traffic.

I DEFINITIONS:

A. Labor Dispute:

A controversy between employees and employers concerning terms or conditions of employment.

B. Disputes:
A controversy between persons concerning claims or rights, but does not include labor disputes or
demonstrations.

C. Demonstration:

A public display of opinion, usually by a group, such as a rally or march.
SECTION 2 - ORGANIZED DISPUTES AND DEMONSTRATIONS
L GENERAL:

A. Legality:

Only a duly constituted court of law can declare a labor dispute to be illegal. Florida Statutes (F.S.) Chapter
447 restricts conduct at labor disputes and persons violating Part 1 of Chapter 447 can be charged with a second
degree misdemeanor. However, F.S. Chapter 447 does not apply to labor disputes involving railroads or
airlines.

Demonstrations can be declared unlawful in certain situations pursuant to F.S. Chapter 870, Affrays; Riots;
Routs; and Unlawful Assemblies. Such a declaration can only be made by the Director or his designee. Refer
to appropriate annexes in Mobilization and Emergency Operations Plan for further information regarding

Florida Statutes Chapter 870, and the Unlawful Assembly Pronouncement,
B. Enforcement of Laws at Labor Disputes and/or Demonstrations:

The manner in which a labor dispute and/or demonstration is controlled is largely at the discretion of the
Incident Commander (IC) or his designee. The IC or his designee shall meet with representatives of the parties
involved (when operationally feasible) and inform them of their rights and responsibilities. Officers can

minimize criminal violations by providing guidelines for the conduct of the parties involved. These guidelines
should state that:

1.~ Neither force nor violence will be tolerated and the law will be enforced with impartiality.

2. Rights of the public to use the streets and sidewalks will be protected.

http://s0320245.mdpd.net/PowerDMS/client/downloadDocument.... 5/4/2012
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3. Conditions or acts which lead to disorder are prohibited.

4. Disputants may not use language which may incite violence.

5. Rights of employees/demonstrators to conduct orderly picketing will be protected.

6. Rights of non-striking employees and management to continue nermal operations will be protected.

7.  Businesses have the right to remain open and operational, free from undue interference, intimidation,
damage, or destruction.

Court orders and injunctions served to the IC or his designee shall be reviewed closely to determine if police
enforcement action has been provided for. Questions regarding enforcement of laws at labor disputes and/or
demonstrations shall be directed to the Police Legal Bureau,

C. Deterrence:
Officers assigned to locations affected by a labor/civil demonstration or dispute shall be alert to prevent
violations of law and unlawful assembly of persons.

D. Command Post:
A command post shall not be located on or within the facilities of the parties involved.

E. Liaison with Labor and Management or Demonstration Organizers:
The Department should maintain liaison, when operationally feasible, with management and labor
officials/demonstration organizers to obtain information and to explain police policies and procedures. By
seeking the cooperation of the parties involved, tensions can be reduced and self-discipline encouraged so that
the parties may police themselves.

F. Deployment at Demonstrations:
Normally, police officers will not be deployed at strike/demonstration scenes. When such deployment becomes
necessary, the concerned IC will be responsible for taking the necessary police action to deter crime and keep
the peace.

G. Off-Regular-Duty Service:
As MDPD is not obligated to provide off-regular-duty service, no permits shall be issued when the intent of
such service is to assist any party involved in a strike or labor dispute. If an Off-Regular- Duty permit was
previously issued, it shall be withdrawn in these situations by the issuing district.

1L PROCEDURES:
A. Command Authority:

1. Operational control of officers assigned to a strike or labor/civil demonstration is the responsibility of the
Police Services Assistant Director or his designee. The Special Services Division, Homeland Security
Bureau (HSB) is available to commanding officers for intelligence and surveillance purposes.

a.  In the case of labor disputes, when operationally feasible, the IC or his designee shall contact the
company and labor unions involved in order to;

(1) Inform them that the Department is aware of the strike (or impending strike) and advise them of
MDPD policy concerning the enforcement of law and protection of personal and corporate rights.

(2) Advise participants of MDPD's desire to maintain communication at all times between police
personnel, strike leaders, and management representatives.

b. In the case of a demonstration, when operationally feasible, the IC or his designee shall contact the
demonstration organizers, as well as any counter demonstrators, in order to:

http://s0320245 .mdpd.net/PowerDMS/client/downloadDocument.... 5/4/2012
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2

(1) Inform them that the Department is aware of the demonstration and advise of MDPD policy
concerning the enforcement of law and protection of personal rights.

(2) Advise participants of MDPD's desire to maintain communication at all times between police
personnel, demonstration leaders, and counter demonstrators.

Non-sworn personnel, except for Police Legal Advisors, shall not be utilized under any circumstances.
Police Reserve Officers may be utilized only if required to supplement regular officers and then only at the
discretion of the on-duty supervisor.

In determining police personnel and equipment needs, the IC shall consider:

a.

Contacting HSB for intelligence and surveillance purposes, prior to responding to a labor dispute or
civil demonstration;

The number, attitude, and organization of picketers, non-strikers, anti-strikers/demonstrators, counter
demonstrators, and bystanders;

Whether the company with the striking employees plans to remain open and whether non-striking
employees plan to enter the premises;

The cooperation of all parties involved in the labor dispute or civil demonstration; and

The appropriateness and feasibility of mobilizing a Special Events Response Team (SERT) to address
the situation.

The Communications Bureau shall be notified of all incidents involving labor disputes or civil
demonstrations. Additionally, the Media Relations Bureau shall be notified, and advised of Command Post
locations in order to have personnel available to -address the media from demonstration/dispute sites if
needed.

B. Duties and Responsibilities of Assigned Personnel:

1.

[¥%)

4.

General duties and responsibilities of officers assigned to labor dispute/civil demonstrations are:

a,
b.
c.

d.

Protection of life and prevention of personal injury;
Protection of statutory and constitutional rights of all parties involved;
Protection of personal and public property; and

Maintenance of public peace.

Efforts shall be made to control minor law violations through conversation with picket captains, union
representatives/demonstrators, counter demonstrators, or management personnel.

If appropriate, arrests will be made where probable cause exists.

Verbal abuse against an officer, unaccompanied by threats, should not be the sole reason for arrest.

Decisions on making arrests should include:

a.

b.

The availability of adequate number of suitably equipped officers to provide backup; and

The seriousness of the offense relative to the potential negative effects it may have as an incitement to
violence or other unlawful behavior.

C. Operation of Picket Lines:

1.

Officers must remain neutral and unbiased, and must not form a special relationship with any party that

http://s0320245.mdpd.net/PowerDMS/client/downloadDocument.... 5/4/2012
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would require the Department to provide continuing protection. The appearance of partiality toward one group
or another must be scrupulously avoided.

2. Strikers/demonstrators have the right to peacefully picket and to persuade others to honor their picket line
as long as their activities do not violate Florida Statutes.

3.  Non-striking employees/counter demonstrators, customers, and members of the public have the right to
enter or leave the site of the strike/demonstration.

4.  Officers shall take every reasonable measure to protect the rights of all parties, demonstrators as well as
bystanders, counter demonstrators, and the public. Attempts by any party to prevent the free exercise of
these rights will first be brought to the attention of the appropriate strike captain, management supervisor,
or demonstration organizer. Failure of these individuals to assist in taking corrective action will warrant
police intervention in accordance with the provisions of this Directive.

5. Officers shall provide necessary breaches in picket lines to allow interested parties to cross.

6.  Vehicular traffic shall be provided with access through picket lines. The volume, rate of passage and
speed of vehicles crossing picket lines shall be determined by the IC or his designee.

SECTION 3 - CIVIL DISPUTES

L

GENERAL:

Officers are frequently called to the scene of civil disputes where no crime has been committed. Primarily, the
presence of officers is to preserve the peace and to prevent a crime from occurring, not to give legal advice. Officers
should avoid becoming involved in civil disputes and may advise the parties to seek advice of the State Attorney's
Office or legal counsel. An on-call Police Legal Advisor is available after business hours to respond to scenes and
legal issues on an emergency basis.

PROCEDURES:

A.

Towing Disputes on Private Property:

Departmental employees should be aware that, except in rare instances, MDPD has little or no jurisdiction
relating to unwanted vehicles on private property. Officers with questions relating to a specific incident should
refer to the Legal Guidelines section, Removal Of Motor Vehicles From Private Property, in the current Florida
Law Enforcement Handbook.

Landlord/Tenant Disputes:

A landlord is provided with civil remedies as stated in F.S. Chapter 83. Due to the civil nature of these
situations, there is limited action an officer can take. Officers should refer to the Legal Guidelines section,
Eviction of Tenants and Guests, in the current Florida Law Enforcement Handbook for further information.

Repossession:

Repossessors are required to carry both their repossessor's license and an identification card issued by their
employer, when on duty. Officers shall request strict identification and proof of purported authority from
repossessors when dispatched to these disputes. Officers should refer to the Legal Guidelines section,
Repossession-Creditor Self-Help, in the current Florida Law Enforcement Handbook for further information.

Trespass in a Hotel/Restaurant:

Officers shall ascertain from management that the appropriate notice to depart has been given to the unwanted
guest. The officer then must make a determination that this is not an eviction as defined by E.S. Chapter 83.
Officers should refer to the current Florida Law Enforcement Handbook for further information.

Disputes Concerning Personal Property:

Absent a court order or probable cause of theft, when there is a dispute over personal property, it should usually
be left in the custody of the person in possession.

http://s0320245.mdpd.net/PowerDMS/client/downloadDocument.... 5/4/2012
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F. Documentation:

An Offense-Incident Report may be written to document the actions of all parties on the scene with a notation
of a referral to a proper civil forum. (See Report Writing)

http://s0320245.mdpd.net/PowerDMS/client/downloadDocument. .. 5/4/2012




SECTION D - INTELLIGENCE SECTION

STAFFING OVERVIEW

The Intelligence section is comprised of two Intelligence Squads and a Technical
Operations Unit (TOU). The intelligence section encompasses a Lieutenant, Police
Sergeants, Police Officers, Secretary and Data Entry Specialists.

INTELLIGENCE SQUADS

The Intelligence Squads are the primary departmental and Bureau representatives on
all criminal intelligence matters. However, all HSB/SEFFC Sections and personnel
share equal responsibilities in coordinating, monitoring and overseeing homeland

security related incidents within the MDPD's jurisdiction.

The Section will not ordinarily perform enforcement activities, but shall be a source of
intelligence and investigative assistance for operational units [CALEA 51.1.1d].

Additionally, the below listed details encompass responsibilities and assignments that
parallel and/or interlink to all HSB/SEFFC Sections:

¢ Initiate proactive homeland security related investigations.

e Assume control of any MDPD homeland security related incident, as deemed
appropriate.

o Gather, analyze, disseminate and maintain corresponding criminal intelligence.
e Maintain communication, information, and/or cooperative liaison regarding

subversive, militia and extremist activities, as well as civic, labor and community

activist/causes that may adversely impact the citizens of MDC and/or result in
civil disorder.

e |dentify MDC'’s critical infrastructures and key assets.
¢ |nitiate or recommend vulnerability assessments.

* Maintain liaisons with the public and private sectors.
* Promote homeland security awareness.

* Provide homeland security related assistance to law enforcement agencies at the
local, state, federal and international levels.

e Attend and contribute to law enforcement intelligence groups, task forces and law
enforcement committees.

41



SECTION J - INVESTIGATIVE and REPORTING PROCEDURCES

INVESTIGATIVE and REPORTING PROCEDURES

The below procedures should be implemented when applicable, in all Bureau
cases and investigations, and will always comply with CALEA standards:

Notifications (prior to, upon arrival and post scene investigations):

Immediate Supervisor

I0C

JTTF

Other Affected HSB/SEFFC sector detectives
Appropriate sector point of contact

HSB/SEFFC sector analyst

Documentation:

All notification dates and times should be maintained for investigative/case file
timeline purposes.

Homeland Security Report- to be utilized by all investigators to document every
investigative effort and noteworthy event. This report is an HSB/SEFFC internal
report, similar to an offense incident report and/or any other type of redline
investigative report. It serves as both an original and a supplemental report.

Subject Data Entry Worksheet- fo request the appropriate type(s) of subject
background checks, allowing for either an independent/stand-alone background

check or as a supplement to the assigned investigator's independently conducted
checks.

Timeline Sheet- tracks the dates and times of all notifications, investigative steps,
leads, follow-up actions, document preparations and submittal/return dates.

Case File Coversheet- to be appropriately titled and placed over each section of
the case file.

Reporting Procedures:

All Incidents/cases will be reported immediately to the chain of command, via

the first line supervisor (supervisor notifies the chain of command telephonically
or via e-mail).
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Reporting Procedures: (Continued)

e The respective sergeant, all Bureau lieutenants and the I0C will immediately
be notified during and/or following the initial investigation.

This summary will serve as a draft for the command staff incident notification. The I0C
will also utilize this draft to originate any paperwork and correspondence, as needed. A
full report of the incident will then be completed, using the Homeland Security Report
within 24 houys of the incident. A hard copy of this report will then be submitted to
the respective sergeant for review and approval. The final draft of the Homeland
Security Report must be completed, reviewed and approved by the supervisory chain,
within three working days of the event. Once final approval of a report is obtained, the
signed hard copy, along with the corresponding electronic copy will be forwarded
to the I0C for appropriate entry (*note-detectives must ensure that they index alt
pertinent information pertaining to the report, to secure appropriate cross
references).

e The IOC will assign and maintain all homeland security reports’ case numbers
including any supplemental report numbers, Case numbers generated as a
result of an after hours incident will be assigned on the following work day. In
either event, the lead detective on each case is responsible for generating the
corresponding case numbers from the I0C.

e All after hour called out detectives will be assigned lead investigator status for
their responding incident and will remain with the assigned case throughout its
entirety.

o The appropriate sector detective will be nofified of all investigations involving
their sector and may be assigned co-lead responsibilities on the next regular
work day.

e All subsequent case actions regarding an incident or event will be identified by
the appropriate supplemental report case number i.e., HSB/ISEFFC 2006-1.1,
HSB/SEFFC 2006-1.2, HSB/SEFFC 2006-1.3 efc.

* All reports must be submitted along with the original master case file for review
and approval by lead detective’s immediate sergeant and lieutenant (see case
file content for further instructions).

» Case files will then be returned to lead detective for appropriate filing/securing.

» All master case files will be centrally stored and secured within the HSB/SEFFC
through the designated records custodian in the 10C.

¢ Lead investigators may maintain individually stored and secured s}vofking case

files and under no circumstance will these files be left in any vehicle or
unsecured area.
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SEFFC ISE-SAR EE PRIVACY POLICY
SOUTHEAST FLORIDA FUSION CENTER

ISE-SAR Evaluation Environment Initiative Privacy,
Civil Rights and Civil Liberties Protection Policy

The Miami-Dade Police Department’s Homeland Security Bureau is a Fusion Center (herein referenced
to as MDPD, HSB, or SEFFC) as defined below:

MISSION STATEMENT:

The Mission of the MDPD‘s HSB/SEFFC is to enhance partnerships, which foster a connection between
every facet of the law enforcement community. HSB will afford the men and women, who are dedicated
to protecting the public and addressing violence, with all available intelligence resources and
communications capabilities. Unless readily shared, critical information is without value.

HSB’s criminal intelligence products and services will be made available to law enforcement agencies
and other criminal justice entities with a demonstrated right and need to know. All agencies who
participate in HSB will be subject to a Memorandum of Understanding and will be required to adhere to
all HSB’s policies and security requirements. The purpose of this Privacy Policy is to ensure safeguards
and sanctions are in place to protect personal information as information and intelligence are developed
and exchanged.

All Center personnel will comply with all state, local and federal laws protecting privacy, civil rights and
civil liberties and adhere to the guidelines set forth in 28CFR Part 23. HSB will provide a printed copy of
this policy to all departmental and non-departmental personnel who provide services and will require both
a written acknowledgement of receipt of this policy and a written agreement to comply with this policy
and the provisions it contains.

A. Purpose Statement

The SEFFC was initiated in response to the increase need for timely information sharing and exchange of
crime related information among members of the law enforcement community. One component of HSB
focuses on the development and exchange of criminal intelligence. This component focuses on the
criminal intelligence process where information is collected, integrated, evaluated, analyzed, and
disseminated.

1. The purpose of the Information Sharing Environment-Suspicious Activity Reporting (ISE-
SAR) Evaluation Environment Initiative (hereafter “EE Initiative”) Privacy, Civil Rights, and
Civil Liberties Protection Policy (hereafter “Privacy and CR/CL Policy™) is to promote SEFFC
or “submitting agency”), source agency, and user agency (hereafter collectively referred to as
“participating agencies” or “participants™) conduct under the EE Initiative that complics with
applicable federal, state, local, and tribal laws, regulations, and policies and assists participants
in:

e Ensuring individual privacy, civil rights, civil liberties, and other protected interests.

e Increasing public safety and improving national security.

e Minimize the threat and risk of injury to citizens.

e  Minimize the threat and risk of injury to law enforcement and others responsible for public
protection, safety, or health.



Southeast Florida Fusion Center ISE-SAR Evaluation Environment Initiative Privacy,
Civil Rights, and Civil Liberties Protection Policy.

Minimize the threat and risk of danger to real or personal propetrty.
Protecting the integrity of systems for the observation and reporting of terrorism-related
criminal activity and information.

e Encouraging individuals or community groups to trust and cooperate with the justice
system.
Promoting governmental legitimacy and accountability.
Making the most effective use of public resources allocated to public safety agencies.
Minimize reluctance of individuals or groups to use or cooperate with the justice system.

GUIDING PRINCIPLES:

HSB’s Privacy Policy has eight Privacy Design Principles, which shall guide the policy and practices
wherever applicable. The eight Privacy Design principles are:

1.

2

Oviih

Purpose Specification — Define the HSB’s purpose for information to help ensure the
agency uses of information is appropriate.

Collection Limitation — Limit the collection of personal information to that required for
the purposes intended.

Data Quality — Ensure data accuracy

Use Limitation — Ensure appropriate limits on Department use of personal information,
Security safeguards — Maintain effective security over personal information

Openness — Maintains a citizen’s access to information available through the Freedom of
Information Act.

Individual Participation — Allow individual’s reasonable access and opportunity to
correct errors in their personnel information held by the agency.

Accountability — Identify, train, and hold agency personnel accountable for adhering to
agency information quality and privacy policies.

B. Policy Applicability and Legal Compliance

1.

All participating SEFFC personnel (including personnel providing information technology

services to the SEFFC), private contractors, and other authorized participants will comply with

applicable provisions of the SEFFC’s Privacy and CR/CL Policy concerning personal

information, including:

e SAR information the source agency collects and the SEFFC receives.

o The ISE-SAR information identified, submitted to the shared space, and accessed by or
disclosed to SEFFC personnel.

The SEFFC will provide a printed copy of its Privacy and CR/CL Policy to all SEFFC
personnel, non-agency personnel who provide services to the SEFFC and to each source agency
and SEFFC authorized user and will require both a written acknowledgement of receipt of this
policy and a written agreement to comply with applicable provisions of this policy.

All SEFFC personnel, participating agency personnel, personnel providing information
technology services to the agency, private contractors, and other authorized users shall comply
with applicable laws protecting privacy, civil rights, and civil liberties, including, but not
limited to the U.S. Constitution, Florida Constitution’s Declaration of Rights, as well as state,
local, and federal privacy, civil rights, civil liberties, and legal requirements applicable to the
SEFFC and/or other participating agencies. (See, Appendix B, detailing Federal Laws Relevant
to Seeking, Retaining, and Disseminating Justice Information.)

i)
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Civil Rights, and Civil Liberties Protection Policy.

C. Governance and Oversight

I

The SEFFC Intelligence Analyst Supervisor/Sergeant of the SEFFC will have primary
responsibility for operating the SEFFC, ISE-SAR information system operations, and
coordinating personnel involved in the EE Initiative; the receiving, seeking, retention,
evaluation, information quality, analysis, destruction, sharing or disclosure of SAR and ISE-
SAR information; and enforcing the provisions of this policy.

The Privacy and CR/CL Policy is guided and updated annually through recommendations made
by an agency-designated privacy committec that liaises with community privacy advocacy
groups to ensure that privacy and civil rights are protected within the provisions of this policy
and within the agency’s/center’s information collection, retention, and dissemination processes
and procedures.

The SEFFC’s participation in the EE Initiative will be guided by a trained Privacy Officer who
is appointed by the SEFFC Director to assist in enforcing the provisions of this policy and who,
in addition to other responsibilities, will receive reports regarding alleged errors and violations
of the provisions of this policy.

D. Terms and Definitions

1.

The primary terms and definitions used in this privacy policy are set forth in Appendix A,
Terms and Definitions.

E. Information

1.

The SEFFC will seck or retain information, which a source agency (the SEFFC or other
agency) has determined constitutes “suspicious activity” and which:

e Is based on (a) a criminal predicate or (b) a possible threat to public safety, including
potential terrorism-related conduct.

o s relevant to the investigation and prosecution of suspected criminal (including terrorist)
incidents, the resulting justice system response, or the prevention of crime.

e The source agency assures information was acquired in accordance with agency policy and
in a lawful manner.

e The information was collected in a fair and lawful manner, with the knowledge and consent
of the individual, if appropriate.

Source agencies will agree not to collect and submit SAR information, and the SEFFC will not
retain SAR or ISE-SAR information about any individual that was gathered solely on the basis
of that individual’s religious, political, or social views or activities; participation in a particular
non-criminal organization or lawful event; or race, ethnicity, citizenship, place of origin, age,
disability, gender, or sexual orientation.
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3. Upon receipt of SAR information from a source agency that has processed the information in
accordance with SEFFC criteria (business processes), designated SEFFC personnel will:

Personally review and vet the SAR information and provide the two-step assessment set
forth in the ISE-SAR Functional Standard (FS) to determine whether the information
qualifies as an ISE-SAR (alternatively, SEFFC personnel may confirm that such an
assessment has been conducted by an authorized source agency).

Enter the information following Information Exchange Package Documentation (IEPD)
standards and code conventions to the extent feasible.

Provide appropriate labels as required under E.5 and E.6 below.

Submit (post) the ISE-SAR to the SEFFC’s shared space.

Notify the source agency that the SAR has been identified as an ISE-SAR and submitted to
the shared space.

4. The SEFFC will ensure that certain basic and special descriptive information is entered and
electronically associated with ISE-SAR information, including:

The name of the source agency.

The date the information was submitted.

The point-of-contact information for SAR-related data.

Information that reflects any special laws, rules, or policies regarding access, use, and
disclosure.

5. Information provided in the ISE-SAR shall indicate, to the maximum extent feasible and
consistent with the ISE FS, SAR Version 1.0 (ISE-FS-200):

The nature of the source: anonymous tip, confidential source, trained interviewer or
investigator, written statement (victim, witness, other), private sector, or other source.
Confidence, including:
The reliability of the source:
« Reliable—the source has been determined to be reliable.
e Unreliable—the reliability of the source is doubtful or has been determined to be
unreliable,
e Unknown—the reliability of the source cannot be judged or has not as yet been
assessed.
The validity of the content:
¢ Confirmed—information has been corroborated by an investigator or other reliable
source.
¢  Doubtful—the information is of questionable credibility, but cannot be discounted.
¢ Cannot be judged—the information cannot be confirmed.
Unless otherwise indicated by the source or submitting agency, source reliability is deemed
“unknown” and content validity “cannot be judged.” In such case, users must
independently confirm source reliability and content validity with the source or submitting
agency or validate it through their own investigation.
At all times, due diligence will be exercised in determining source reliability and content
validity. In accordance with Section L, Information Retention and Destruction, and record
retention as provided by Section 23.20 (h) of 28 CFR Part 23, information determined to be
unfounded will be purged from the shared space.
Notwithstanding Section L, Information Retention and Destruction, and record retention as
provided by 28 CFR Part 23, information determined to be unfounded will be purged from
the shared space.
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6.

10.

11.

At the time a decision is made to post ISE-SAR information to the shared space, SEFFC
personnel will ensure that the ISE-SAR information is labeled, to the maximum extent feasible
and consistent with the ISE-SAR FS, to reflect any limitations on disclosure, based on
sensitivity of disclosure (dissemination description code), in order to:

Protect every natural person’s right to privacy, civil rights, and civil liberties.

Protect confidential sources and police undercover techniques and methods,

Not interfere with or compromise pending criminal investigations,

Provide any legally required protection based on an individual’s status as a child, sexual
abuse victim, resident of a substance abuse treatment program, resident of a mental health
treatment program, or resident of a domestic abuse shelter.

The SEFFC will share ISE-SAR information with authorized non-fusion center agencies and
individuals only in accordance with established SEFFC policy and procedure.

The SEFFC will ensure that ISE-SAR information in the shared space that is not verified
(confirmed) will be subject to continuing assessment for confidence by subjecting it to an
evalvation or screening process to confirm its credibility and value or categorize the
information as unfounded or uncorroborated. If subsequent attempts to validate the information
confirm its validity or are unsuccessful, the information in the shared space will be updated
(replaced) to so indicate. Information determined to be unfounded will be purged from the
shared space.

The classification of existing information will be reevaluated whenever new information is
added that has an impact on access limitations or the sensitivity of disclosure of the
information; or there is a change in the use of the information affecting access or disclosure
limitations.

The SEFFC will incorporate the gathering, processing, reporting, analyzing, and sharing of
SAR and ISE-SAR information (SAR process) into existing processes and systems used to
manage other crime-related information and criminal intelligence, thus leveraging existing
policies and protocols utilized to protect the information, as well as the privacy, civil rights, and
civil liberties of individuals.

Notice will be provided through data field labels or narrative information, which will clearly
indicate any legal restrictions on information sharing based on information sensitivity or
classification, and thus enable authorized users to determine the nature of the protected
information in the shared space and how to handle the information in accordance with
applicable legal requirements, including any restrictions based on information security or
classification.

F. Acquiring and Receiving Information

1.

Information acquisition and investigative techniques used by source agencies must comply with
and adhere to applicable law, regulations, and guidelines, including, where applicable, U.S. and
state constitutional provisions, applicable federal and state law provisions, and local ordinances
and regulations.

The SEFFC will not directly or indirectly receive, seek, accept, or retain information from an
individual, nongovernmental entity or information provider that is legally prohibited from
obtaining or disclosing the information.

il
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3. Law enforcement officers and other personnel at source agencies who acquire SAR information
that may be shared with the SEFFC are governed by the laws and rules govemning those
individual agencies, as well as applicable federal and state laws and will be trained to recognize
behavior that is indicative of criminal activity related to terrorism.

4. When a choice of investigative techniques is available, information documented as a SAR or
ISE-SAR should be acquired or investigated using the least intrusive feasible means, taking into
account such factors as the effect on individuals’ privacy and potential damage to reputation.

5. Access to and use of ISE-SAR information is governed by the U.S. Constitution, the
Constitution of the State of Florida, applicable federal and state laws, and local ordinances, and
Office of the Program Manager for the Information Sharing Environment (PM-ISE) policy
guidance applicable to the ISE-SAR EE initiative.

G. Information Quality Assurance

1. The SEFFC will ensure that source agencies assume primary responsibility for the quality and
accuracy of the SAR data collected by the SEFFC. The SEFFC will advise the appropriate
contact person in the source agency, in writing (this would include electronic notification), if
SAR information received from the source agency is alleged, suspected, or found to be erroneous
or deficient.

2. The SEFFC will make every reasonable effort to ensure that SAR information collected and ISE-
SAR information retained and posted to the shared space is derived from dependable and
trustworthy source agencies and is as accurate, current, and complete as possible.

3. At the time of posting to the shared space, ISE-SAR information will be labeled according to
the level of confidence in the information (source reliability and content validity) to the
maximum extent feasible.

4, The labeling of ISE-SAR information will be periodically evaluated and updated in the shared
space when new information is acquired that has an impact on confidence in the information.

5. Alleged errors or deficiencies (misleading, obsolete, or otherwise unreliable) in ISE-SAR
information will be investigated in a timely manner and any needed corrections to or deletions
made to such information in the shared space are completed.

6. ISE-SAR information will be removed from the shared space if it is determined the source
agency did not have authority to acquire the original SAR information, used prohibited means
to acquire it, or did not have authority to provide it to the SEFFC or if the information is subject
to an expungement order in a state or federal court that is enforceable under state law or policy.

7. The SEFFC will provide written notice (this would include electronic notification) to the source
agency that provided the SAR and to any user agency that has accessed the ISE-SAR
information posted to the shared space when the ISE-SAR is corrected or removed from the
shared space by the SEFFC because it is erroneous or deficient such that the rights of an
individual may be affected.



Southeast Florida Fusion Center ISE-SAR Evaluation Environment Initiative Privacy,
Civil Rights, and Civil Liberties Protection Policy.

H. Analysis

ISE-SAR information posted by the SEFFC to the shared space or accessed from the shared
spaces under the EE Initiative will be analyzed for intelligence purposes only by qualified
SEFFC personnel who; have successfully completed a background check and any applicable
security clearance; and have been selected, approved, and trained accordingly (including
training on the implementation of this policy). These personnel shall share ISE-SAR
information only through authorized analytical products.

8. ISE-SAR information is analyzed according to priorities and needs, including analysis, to:
o Further terrorism prevention, investigation, force deployment, or prosecution objectives
and priorities established by the SEFFC.
e Provide tactical and/or strategic intelligence on the existence, identification, and capability
of individuals and organizations suspected of having engaged in or engaging in terrorism-
related activities.

I.  Sharing and Disclosure

1.Credentialed, role-based access criteria will be used, as appropriate, to determine which system
users will be authorized to view privacy fields in ISE-SAR information in response to queries
made through a federated ISE-SAR search.

2.Unless an exception is expressly approved by the PM-ISE, the SEFFC will adhere to the FS for
the ISE-SAR process, including the use of the ISE-SAR IEPD reporting format, EE Initiative-
approved data collection codes, and ISE-SAR information sharing and disclosure business
rules.

3. ISE-SAR information retained by the SEFFC and entered into the SEFFC’s shared space will
be accessed by or disseminated only to persons within the SEFFC or, as expressly approved by
the PM-ISE, users who arc authorized to have access and need the information for specific
purposes authorized by law. Access and disclosure of personal information will be allowed to
agencies and individual users only for legitimate law enforcement and public protection
purposes and for the performance of official duties in accordance with law.

4. ISE-SAR information posted to the shared space by the SEFFC may be disclosed to a member
of the public only if the information being sought:
a. Is a maiter of public record pursuant to Section 24(a), Article I, of the Constitution of the
State of Florida, and Chapter 119, Florida Statutes; and
b. Not exempt pursuant to Chapter 119, Florida Statutes; or
¢. Otherwise, appropriate for release to further the SEFFC mission.

Such information may be disclosed only in accordance with the law and procedures applicable to
the SEFFC for this type of information.
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ISE-SAR information will not be provided to the public if, pursuant to Chapter 119, Florida
Statutes, it is:

e Required to be kept confidential or exempt from disclosure.
e (Classified as criminal intelligence or criminal investigative.

Protected federal, state, or tribal records originated and controlled by the source agency that
cannot be shared without permission.

e A violation of an authorized nondisclosurc agreement. (if not superseded by Chapter 119,
Florida Statutes)

The SEFFC will not confirm the existence or nonexistence of ISE-SAR information to any
person, organization, or other entity not otherwise entitled to receive the information,

J. Disclosure and Correction/Redress

J.1. Mandatory Disclosure and Correction

1.

Upon satisfactory verification (fingerprints, driver’s license, or other specified identifying
documentation) of his or her identity and subject to the conditions specified in item 2 listed
below, an individual who is entitled to know the existence of and to review the information
about him or her that has been gathered and retained by the SEFFC or a source agency
participating in the EE Initiative, may obtain a copy of the information for the purpose of
challenging the accuracy or completeness of the information. The SEFFC’s response to the
request for information will be made in compliance with disclosure under Chapter 119, Florida
Statutes. A record will be kept of all requests and of what information is disclosed to an
individual.

The existence, content, and source of the information will not be made available to an
individual when such discloser violates Chapter 119, Florida Statutes.

The individual to whom information has been disclosed will be given reasons if requests for
correction(s) are denied by the SEFFC or the source agency. The individual will also be
informed of the procedure for appeal when the SEFFC or source agency has declined to correct
challenged information to the satisfaction of the individual to whom the information relates.

J.2. Redress (complaint and correction when no right to disclosure)

I

If an individual has complaints or objections to the accuracy or completeness of ISE-SAR
information about him or her that is alleged to be held by the SEFFC, the SEFFC, as
appropriate, will inform the individual of the procedure for submitting complaints or requesting
corrections. A record will be kept of all complaints and requests for corrections and the
resulting action, if any.

The SEFFC will acknowledge the complaint and state that it will be reviewed, but will not
confirm the existence of any ISE-SAR that contains information in privacy fields that identifies
the individual. However, any personal information will be reviewed and corrected in or deleted
from the ISE-SAR shared space if the information is determined to be erroncous, includes
incorrectly merged information, or is out of date.
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K. Security Safeguards

1.

The SEFF’s Executive Officer, or designee, is designated and trained to serve as the SEFFC’s
security officer for the EE Initiative.

2. The SEFFC will operate in a secure facility that is protected from external intrusion. The SEFFC

will utilize secure internal and external safeguards against network intrusions of ISE-SAR
information. Access to the SEFFC’s ISE-SAR shared space from outside the facility will be
allowed only over secure networks (LEQ, HSIN, and RISSNET).

The SEFFC will secure ISE-SAR information in the SEFFC’s shared space in such a manner
that it cannot be added to, modified, accessed, destroyed, or purged except by SEFFC personnel
authorized to take such actions.

4. Access to ISE-SAR information will be granted only to SEFFC personnel, whose positions and

job duties require such access; who have successfully completed a background check and any
applicable security clearance; and who have been selected, approved, and trained accordingly.

5. The SEFFC will, in the event of a data security breach, consider notifying an individual about

whom personal information was or is reasonably believed to have been compromised or
obtained by an unauthorized person and access, which threatens physical, reputation, or
financial harm to the person. Any notice will be made promptly and without unreasonable
delay following discovery or notification of the access to the information, consistent with the
legitimate needs of law enforcement to investigate the breach or any measures necessary to
determine the scope of the breach and, if necessary, to restore the integrity of the system.
Alternatively, the SEFFC may follow the breach notification guidance set forth in Office of
Management and Budget (OMB) Memorandum M-07-16 (May 2007).

L. Information Retention and Destruction

X

The SEFFC will ensure that all ISE-SAR information is reviewed for record retention at least
every 5 years (validation or purge) as provided by 28 CFR Part 23, and in accordance with any
more restrictive time period(s) specified by state law or local ordinance. The SEFFC will also
follow the provisions of Section E, Information, paragraphs 5 and 8 of this policy.

In accordance with Section L, paragraph 1, validation or purge, the SEFFC will maintain a
record of all information to be reviewed for record retention, and when appropriate, notice will
be provided to the entity submitting the information at least 30 days prior to the required review
and validation/purge date. All information or records will be destroyed if the relevant
information is not validated within the specified time period in accordance with applicable
federal or state law, local ordinance, or SEFFC policy.

The SEFFC will retain ISE-SAR information in the shared space for a sufficient period of time
to permit the information to be validated or refuted by trained personnel, assessed for its
credibility, and to the degree possible a “disposition” label assigned so that a subsequent
authorized user knows the status and purpose for the retention and thus retain the information
based on any retention period associated with the disposition label.

When ISE-SAR information has no further suspicious activity value or usefuiness and/or meets
the SEFFC’s criteria for purge according to applicable law or policy, privacy ficld information,
at a minimum, will be purged.

. .
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M. Transparency, Accountability, and Enforcement

M.1. Information System Transparency

L

The SEFFC will be open with the public in regards to SAR collection and ISE-SAR
information policies and practices. The SEFFC is encouraged to make the SEFFC’s EE
Initiative Privacy Policy available upon request and post it on the SEFFC’s Web site.

The SEFFC’s Privacy Officer will be responsible for receiving and responding to inquiries and
complaints about privacy, civil rights, and civil liberties protections relating to ISE-SAR
information.

M.2. Accountability

1.

2.

The audit log of queries for ISE-SAR information will identify the user initiating the query.

The SEFFC will have access to an audit trail of inquiries to and information disseminated from
the shared spaces.

The SEFFC will adopt and follow procedures and practices to evaluate the compliance of its
authorized users with ISE-SAR information policy and applicable law. This will include
periodic and random audits of logged access to the shared spaces in accordance with EE
Initiative policy. Record of the audits will be maintained by the SEFFC.

SEFFC personnel and source agencies shall report violations or suspected violations of the
SEFFC’s ISE-SAR EE Initiative Privacy Policy to the SEFFC’s Executive Officer.

The SEFFC will conduct periodic audit and inspection of the information contained in its ISE-
SAR shared space. The audit will be conducted by SEFFC Intelligence Analyst
Supervisor/Sergeant. This audit will be conducted in such a manner as to protect the
confidentiality, sensitivity, and privacy of the ISE-SAR information maintained by the SEFFC
in the shared space and any related documentation.

6. The SEFFC’s Executive Officer as the Privacy Officer, along with a Police Legal Advisor, upon

recommendations made by privacy committee (see C.2.) will annually review the SEFFC’s EE
Initiative Privacy Policy, and the SEFFC will make appropriate changes in response to changes
in applicable law.

M.3. Enforcement

1.

The SEFFC reserves the right to restrict the qualifications and number of user agencies and
authorized user agency personnel that it certifies for access to ISE-SAR information and to
suspend or withhold service to any of its user agencies or authorized user agency personnel
violating this privacy policy. The SEFFC further reserves the right to deny access or
participation in the EE Initiative to its participating agencies (source or user) that fail to comply
with the applicable restrictions and limitations of the SEFFC’s privacy policy.

o -
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N. Training

1. The following individuals will participate in training programs regarding implementation of
and adherence to this privacy, civil rights, and civil liberties policy:

All assigned personnel of the SEFFC.

Personnel providing information technology services to the SEFFC.

Staff in other public agencies or private contractors, as appropriate, providing SAR and
ISE-SAR information technology or related services to the SEFFC.

Source agency personnel providing organizational processing services for SAR information
submitted to the SEFFC.

User agency personnel and individuals authorized to access ISE-SAR information who is
not employed by the SEFFC or a contractor.

2. The SEFFC’s privacy policy training program will cover:

Purposes of the EE Initiative Privacy Policy.

Substance and intent of the provisions of the policy relating to collection, use, analysis,
retention, destruction, sharing, and disclosure of SAR and ISE-SAR information
maintained or submitted by the SEFFC to the shared space.

How to implement the policy in the day-to-day work of a participating agency.

The impact of improper activities associated with violations of the policy.

Mechanisms for reporting violations of the policy.

The possible penalties for policy violations, including transfer, dismissal, and criminal
liability, if any.

Your signature below on this Information Sharing Environment-Suspicious Activity Report (ISE-SAR)
Evaluation Environment (EE) Initiative Participation Agreement represents that you have read this
agreement carefully and understand your obligation under it.

Source Agency Source Agency Director

Please fax, or email this page to: 305-470-3895, or ioc@mdpd.com.

cs e
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Appendix A—Terms and Definitions

The following is a list of primary terms and definitions used throughout this template. These terms may
also be useful in drafting the definitions section of the agency’s/center’s privacy policy.

Access—Data access is being able to get to (usually having permission to use) particular data on a
computer. Web access means having a connection to the World Wide Web through an access provider or
an online service provider. Data access is usually specified as read-only and read/write access.

With regard to the ISE, access refers to the business rules, means, and processes by and through which
ISE participants obtain terrorism-related information, to include homeland security information, terrorism
information, and law enforcement information acquired in the first instance by another ISE participant.

Accountability—When a query is made to any of the SEFFC’s data applications, the original request is
automatically logged by the SEFFC’s Intelligence Analysis Supervisor or the Sergeant into the log
system, which will identify the user initiating the query. When such information is disseminated outside
the agency from which the original request is made, a second dissemination log must be maintained in
order to correct possible etroncous information and for audit purposes, as required by applicable law.
Secondary dissemination of information can only be to a law enforcement agency for law enforcement
investigative purpose or other agencies as provided by law. The agency from which the information is
requested will maintain a record (log) of any secondary dissemination of information. This record will
reflect as a minimum:

Date of release.

To whom the information relates

To whom the information was released (including address and telephone number)
All identification numbers or other indicator that clearly identifies the data released.
The purpose for which the information was released.

Oy Ly oy et

The MDPD will be responsible for conducting or coordinating audits and investigating misuse of data
information. All violations and/or exceptions shall be reported to the MDPD’s HSB/SEFFC. Individual
users of the SEFFC’s information remain responsible for their legal and appropriate use of the
information contained therein. Failure to abide by the restrictions and use of limitations for the use of
SEFFC’s data may result in the suspension or termination of used privileges, discipline sanctions imposed
by the user’s employing agency, or criminal prosecution. Each user and participating agency in the
Center is required to abide by this Privacy Policy in the use of information obtained by and through the
Center.

Acquisition—The means by which an ISE participant obtains information through the exercise of its
authorities, for example, through human intelligence collection or from a foreign partner. For the
purposes of this definition, acquisition does not refer either to the obtaining of information widely
available to other ISE participants through, for example, news reports or to the obtaining of information
shared with them by another ISE participant who originally acquired the information.

Agency—The SEFFC and all agencics that access, contribute, and share information in the SEFFC’s
system.

=9 =
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Audit Trail—A generic term for recording (logging) a sequence of activities. In computer and network
contexts, an audit trail tracks the sequence of activities on a system, such as user log-ins and log-outs.
More expansive audit trail mechanisms would record each user’s activity in detail—what commands were
issued to the system, what records and files were accessed or modified, ete.

Audit trails are a fundamental part of computer security, used to trace (usually retrospectively)
unauthorized users and uses. They can also be used to assist with information recovery in the event of a
system failure.

Center—Center refers to the SEFFC.

Civil Liberties—Fundamental individual rights such as freedom of speech, press, or religion; due process
of law; and other limitations on the power of the government to restrain or dictate the actions of
individuals. They are the freedoms that are guaranteed by the Bill of Rights, the first ten Amendments to
the Constitution of the United States. Civil liberties offer protection to individuals from improper
government action and arbitrary governmental interference. Generally, the term “civil rights” involves
positive (or affirmative) government action, while the term “civil liberties” involves restrictions on
government.

Civil Rights—The term “civil rights” refers to governments’ role in ensuring that all citizens have equal
protection under the law and equal opportunity to exercise the privileges of citizenship regardless of race,
religion, gender, or other characteristics unrelated to the worth of the individual. Civil rights are;
therefore, obligations imposed on government to promote equality. More specifically, they are the rights
to personal liberty guaranteed to all United States citizens by the Thirteenth and Fourteenth Amendments
and by acts of Congress.

Collection Limitation— SEFFC is maintained for the purposes of developing information and criminal
intelligence by agencies who participate in the Center. The decision of an agency to participate in Center
and which databases provide information is voluntary. Information obtained and disseminated by a law
enforcement agency outside of Miami-Dade will be governed by that agency’s local, state, and federal
laws, as well as their respective policies.

Because the laws, rules or policies governing information and criminal intelligence that can be collected
and released on private individuals will vary from agency to agency, limitations on the collection of data
concerning individuals is the responsibility of the collector of the original source data. Therefore, each
contributor of information is under different legal restraints and restrictions. Each agency has its own
responsibility to abide by the collection limitations applicable to it by reasons of law. Information
contributed to the center should be that which has been collected in conformance with those limitations
and has been vetted for legal sufficiency.

.
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Confidentiality—Confidentiality is closely related to privacy but is not identical. It refers to the
obligations of individuals and institutions to use information under their control appropriately once it has
been disclosed to them. One observes rules of confidentiality out of respect for and to protect and
preserve the privacy of others. See Privacy. '

Data—Elements of information.

Data Quality—The agencies participating with the SEFFC retain proprietary rights (ownership) over the
data contributed and are, therefore, responsible for the quality and accuracy of the data accessed by the
Center. Inaccurate personal information can have a damaging impact on the person concerned and on the
integrity and functional value of the Center. In order to maintain the integrity of the center, any
information obtained through the Center must be independently verified with the original source from
which the data was extrapolated before any official action (e.g., warrant or arrest) is taken. User agencies
and individual users are responsible for compliance with respect to use and further dissemination of such
information and the purging and updating of the data. Each contributor or contributing agency is solely
responsible for data accuracy and guality.

The provisions set forth in this Privacy Policy will be reviewed annually during the first month of the
year.

Disclosure—The release, transfer, provision of access to, sharing, publication, or divulging of personal
information in any manner—electronic, verbal, or in writing—to an individual, agency, or organization
outside the agency that collected it. Disclosure is an aspect of privacy, focusing on information, which
may be available only to certain people for certain, purposes, but which is not available to everyone.

Fusion Center—A collaborative effort of two or more agencies that provide resources, expertise, and
information to a designated government agency or agency component with the goal of maximizing its
ability to detect, prevent, investigate, and respond to criminal and terrorist activity.

Homeland Security Information—As defined in Section 892(f)(1) of the Homeland Sccurity Act of
2002 and codified at 6 U.S.C. § 482(f)(1), homeland security information means any information
possessed by a federal, state, or local agency that (a) relates to a threat of terrorist activity; (b) relates to
the ability to prevent, interdict, or disrupt terrorist activity; (c) would improve the identification or
investigation of a suspected terrorist or terrorist organization; or (d) would improve the response to a
terrorist act.

Individual Participation—The data maintained by SEFFC is provided, on a voluntary basis, by the
participating agencies or is information obtained by other sources. Each individual user searching against
the data as described herein will be required to acknowledge that he or she remains solely responsible for
the interpretations, further dissemination, and use of any information that results from the search process
and is responsible for ensuring that any information relied upon is accurate, current, valid and complete,
especially before any official action is taken in full or partial reliance upon the information obtained.
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Members of the public cannot access individually identifiable information, on themselves or others, from
the SEFFC’s applications. Persons wishing to access data pertaining to themselves should communicate
directly with the agency or entity that is the source of the data in question. Participating agencies agree
that they will refer request related to privacy or sunshine laws back to the originator of the information.

Information—Information includes any data about people, organizations, events, incidents, or objects,
regardless of the medium in which it exists. Information received by law enforcement agencies can be
categorized into four general areas: general data tips and leads data, suspicious activity reports, and
criminal intelligence information.

Information Quality—Information quality refers to various aspects of the information; the accuracy and
validity of the actual values of the data, data structure, and databasc/data repository design. Traditionally,
the basic elements of information quality have been identified as accuracy, completeness, currency,
reliability, and context/meaning. Today, information quality is being more fully described in
multidimensional models, expanding conventional views of the topic to include considerations of
accessibility, security, and privacy.

ISE-SAR—A suspicious activity report that has been determined, pursuant to a two-part process, to have
a potential terrorism nexus. ISE-SAR business rules will serve as a unifying process to support the
reporting, tracking, processing, storage, and retrieval of terrorism-related suspicious activity reports
across the ISE.

ISE-SAR Information Exchange Package Documentation (IEPD)—A schema that facilitates the
posting and sharing of ISE-SAR information. The ISE-SAR IEPD is used to represent ISE information in
two different data formats:

(1) The Detailed format includes information contained in all data elements set forth in Section IV
of the ISE-SAR FS (“ISE-SAR Exchange Data Model”), including fields denoted as privacy
fields.

(2) The Summary format excludes certain privacy fields as identified in the ISE-SAR FS. The
ISE-SAR FS identifies the minimum privacy ficlds that must be excluded. Each ISE
participant may exclude additional privacy fields from its Summary ISE-SARs, in accordance
with applicable legal requirements.

Law—As used by this policy, law includes any local, state, or federal statute, ordinance, regulation,
executive order, policy, or court rule, decision, or order as construed by appropriate local, state, or federal
officials or agencies.

Law Enforcement Information—For purposes of the ISE, law enforcement information means any
information obtained by or of interest to a law enforcement agency or official that is both (a) related to
terrorism or the security of our homeland and (b) relevant to a law enforcement mission; including but not
limited to, information pertaining to an actual or potential criminal, civil, or administrative investigation;
or a foreign intelligence, counterintelligence, or counterterrorism investigation; assessment of or response
to criminal threats and wvulnerabilities; the existence, organization, capabilities, plans, intentions,
vulnerabilities, means, methods, or activities of individuals or groups involved or suspected of
involvement in criminal or unlawful conduct; or assisting or associated with criminal or unlawful
conduct; the existence, identification, detection, prevention, interdiction, or disruption of or response to
criminal acts and violations of the law; identification, apprehension, prosecution, release, detention,
adjudication, supervision, or rehabilitation of accused persons or criminal offenders; and victim/witness
assistance. -15-
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Logs—See Audit Trail. Logs are a necessary part of an adequate security system because they are needed
to ensure that data is properly tracked and that only authorized individuals can access the system and the
data.

Openness—It is the intent of the participating agencies to be open with the public concerning data
collection practices when such openness will not jeopardize ongoing criminal investigative or intelligence
activities. Participating agencies will refer citizens to the original collector of the data as the appropriate
entity to address any concern about data accuracy and quality, when this can be donc without
compromising an active inquiry or investigation.

SEFFC is a collection of various databases, which allows the Department and participating agencies to
share information and to accelerate the dissemination of information already collected. SEFFC does not
change or alter a citizen’s rightful access to information accorded to them under state law. The SEFFC
complies with Florida State Statute 119 — Public Records Laws.

Participating Agencies—Participating agencies, for purposes of the EE Initiative, include source [the
agency or entity that originates SAR (and, when authorized, ISE-SAR) information], submitting (the
agency or entity posting ISE-SAR information to the shared space), and user (an agency or entity
authorized by the submitting agency or other authorized agency or entity to access ISE-SAR information,
including information in the shared space(s), and which may include analytical or operational
component(s) of the submitting or authorizing agency or entity) agencies, in support of their
responsibility to collect, document, process, access, or use SAR and ISE-SAR information.

Personal Information—Information that can be uscd, cither alone or in combination with other
information, to identify individual subjects suspected of engaging in an activity or incident potentially
related to terrorism.

Privacy—Individuals’ interests in preventing the inappropriate collection use, and release of personal
information. Privacy interests include privacy of personal behavior, privacy of personal communications,
and privacy of personal data. Other definitions of privacy include the right to be physically left alone
(solitude); to be free from physical interference, threat, or unwanted touching (assault, battery), or to
avoid being seen or overheard in particular contexts.

Privacy Fields—Data ficlds in ISE-SAR IEPDs that contain personal information.

Privacy Policy—A written, published statement that articulates the policy position of an organization on
how it handles the personal information that it gathers and uses in the normal course of business. The
policy should include information relating to the processes of information collection, analysis,
maintenance, disclosure, and access.

The purpose of the privacy policy is to articulate that the agency/center will adhere to those legal
requirements and agency/center policy determinations that enable gathering and sharing of information to
occur in a manner that protects personal privacy interests. A well-developed and -implemented privacy
policy uses justice entity resources wisely and effectively; protects the agency, the individual, and the
public; and promotes public trust.

Privacy Protection—A process of maximizing the protection of privacy, civil rights, and civil liberties
when collecting and sharing information in the process of protecting public safety and public health.
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Protected Information—For the non-intelligence community, protected information is information about
United States citizens and lawful permanent residents that is subject to information privacy or other legal
protections under the Constitution and laws of the United States. For state, local, and tribal governments,
these protections are derived from applicable state and tribal constitutions and state, local, and tribal laws,
ordinances, and codes. For the (federal) intelligence community, protected information includes
information about “United States persons” as defined in Executive Order 12333. Protected information
may also include other information that the U.S. government expressly determines by Executive Order,
international agreement, or other similar instrument should be covered.

Public—Public includes:

+  Any person and any for-profit or nonprofit entity, organization, or association.

* Any governmental entity for which there is no existing specific law authorizing access to the
agency’s/center’s information.

* Media organizations,

< Entities that seek, receive, or disseminate information for whatever reason, regardless of whether
it is done with the intent of making a profit, and without distinction as to the nature or intent of
those requesting information from the agency.

Public does not include:
* Employees of the agency.
+ People or entities—private or governmental—that assist the agency/center in the operation of the
justice information system.
+  Public agencies whose authority to access information gathered and retained by the agency/center
is specified in law.,

Purpose Specification—SEFFC has developed databases by using existing data sources from federal,
state, and local law enforcement agencies. SEFFC will have the capability to combine data with the goal
of identifying, developing, and analyzing information related to violent crime or terrorist activity for
investigative leads. This capability will facilitate integration and exchange of information between
participating law enforcement agencies.

Record—Any item, collection, or grouping of information that includes personally identifiable
information and is maintained, collected, used, or disseminated by or for the collecting agency or
organization.

Retention—Refer to Storage.

Role-Based Access—A type of access that uses roles to determine rights and privileges. A role is a
symbolic category of users that share the same security privilege.

Security Safeguard—Information obtained from or through the HSB will not be used or publicly
disclosed for purposes other than those specified in the Memorandum of Understanding that each
participating agency must sign. Information cannot be (1) sold, published, exchanged, or disclosed for
commercial purposes; (2) disclosed or published without prior approval of the contributing agency; or (3)
disseminated to unauthorized persons.
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Use of HSB’s data is limited to those individuals who have been selected, approved, and trained
accordingly. Access to information contained within the HSB will be granted only to law enforcement
agency personnel, sworn or non-sworn, who have been screened with a state and national fingerprint-
based background check, as well as any additional background screening process using procedures and
standards established by the MDPD.

The MDPD’s HSB/SEFFC operates in a secure facility, protecting the HSB from external intrusion. The
SEFFC will utilize secure internal and external safeguards against network intrusions. Access to
HSB/SEFFC databases from outside the facility will only be allowed over secure networks.

SEFFC will store information in a manner that cannot be added to, modified, accessed, destroyed, or
purged except by personnel authorized to take such action.

The Intelligence Section Licutenant will serve as a security officer in addition to their regular supervisory
duties. The Lieutenant will be responsible for the physical, procedural, and technical safeguards of the
HSB.

Security—The range of administrative, technical, and physical business practices and mechanisms that
aim to preserve privacy and confidentiality by restricting information access to authorized users for
authorized purposes. Computer and communications security efforts also have the goal of ensuring the
accuracy and timely availability of data for the legitimate user set, as well as promoting failure resistance
in the electronic systems overall.

Shared Space—A networked data and information repository, which is under the control of submitting
agencies and which provides terrorism-related information, applications, and services to other ISE
participants.

Sharing—The act of one ISE participant disscminating or giving homeland security information,
terrorism information, or law enforcement information to another ISE participant.

Source Agency—The agency or entity that originates SAR (and, when authorized, ISE-SAR)
information.

Storage—In a computer, storage is the place where data is held in an electromagnetic or optical form for
access by a computer processor. There are two general usages:

1. Storage is frequently used to mean the devices and data connected to the computer through
input/output opcrations—that is, hard disk and tape systems and other forms of storage that do not
include computer memory and other in-computer storage. This meaning is probably more
common in the Information Technology industry than the second meaning.

2. In a more formal usage, storage has been divided into (1) primary storage, which holds data in
memory (sometimes called random access memory or RAM) and other “built-in” devices such as
the processor’s L1 cache, and (2) secondary storage, which holds data on hard disks, tapes, and
other devices requiring input/output operations.

Primary storage is much faster to access than secondary storage because of the proximity of the storage to

the processor or because of the nature of the storage devices. On the other hand, secondary storage can
hold much more data than primary storage.
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With regard to the ISE, storage (or retention) refers to the storage and safeguarding of terrorism-related
information, to include homeland security information, terrorism information, and law enforcement
information relating to terrorism or the security of our homeland by both the originator of the information
and any recipient of the information.

Submitting Agency—The agency or entity providing ISE-SAR information to the shared space.

Suspicious Activity—Reported or observed activity and/or behavior that, based on an officer’s training
and experience, is believed to be indicative of intelligence gathering or preoperational planning related to
terrorism, criminal, or other illicit (illegal) intention. Examples of suspicious activity include
surveillance, photography of facilities, site breach, or physical intrusion, cyber attacks, testing of security,
etc.

Suspicious Activity Reports (SARs)—Reports that record the observation and documentation of a
suspicious activity. SARs are meant to offer a standardized means for feeding information repositories.
Any patterns identified during SAR review and analysis may be investigated in coordination with the
reporting agency and, if applicable, the state-designated fusion center. SARs are not intended to be used
to track or record ongoing enforcement, intelligence, or investigatory activities, nor are they designed to
support interagency calls for service.

Terrorism Information—Consistent with Section 1016(a)(4) of the Intelligence Reform and Terrorism
Prevention Act of 2004 (IRTPA), all information relating to (a) the existence, organization, capabilities,
plans, intentions, vulnerabilitics, means of finance or materials support, or activities of foreign or
international terrorist groups or individuals or of domestic groups or individuals involved in transnational
terrorism; (b) threats posed by such groups or individuals to the United States, United States persons, or
United States interests or to those interests of other nations; (c) communications of or by such groups or
individuals; or (d) other groups or individuals reasonably believed to be assisting or associated with such
groups or individuals.

Terrorism-Related Information—In accordance with the IRTPA, as recently amended by the 9/11
Commission Act enacted on August 3, 2007 (P.L. 110-53), the ISE facilitates the sharing of terrorism and
homeland security information, as defined in the IRTPA Section 1016(a)(5) and the Homeland Security
Act 892(f)(1) (6 U.S.C. §482(f)(1)). See also Information Sharing Environment Implementation Plan
(November 2006) and Presidential Guidelines 2 and 3 (the ISE will facilitate the sharing of “terrorism
information,” as defined in IRTPA, as well as the following categories of information to the extent that
they do not otherwise constitute “terrorism information™: (1) homeland security information as defined
in Section 892(f)(1) of the Homeland Security Act of 2002 (6 U.S.C. § 482(f)(1)) and (2) law
enforcement information relating to terrorism or the security of our homeland). Such additional
information includes intelligence information.

Weapons of Mass Destruction (WMD) information as a fourth (third statutory) category of ISE
information is not called for in P.L. 110-53. Rather, it amends the definition of terrorism information to
include WMD information and then defines that term. WMD information probably should not technically
be cited or referenced as a fourth category of information in the ISE.

Tips and Leads Information or Data—Uncorroborated report or information generated from inside or
outside the agency that alleges or indicates some form of possible criminal activity. Tips and leads can
also be referred to as suspicious incident reports (SIRs), SARs, and/or field interview reports (FIRs). Tips
and leads information does not include incidents that do not have an offense attached, criminal history
records, or Computer Aided Dispatch (CAD) data.
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A tip or lead can come from a variety of sources; including, but not limited to, the public, field interview
reports, and anonymous or confidential sources. This information has some suspicion or mere suspicion
attached to it, but without further inquiry or analysis, it is unknown whether the information is accurate or
useful. Tips and leads information falls between being of no use to law enforcement and being extremely
valuable depending on whether time and resources are available to determine its meaning,

Tips and leads information is maintained in a secure system, similar to data that rises to the level of
reasonable suspicion.

Training—The MDPD’s HSB/SEFFC will always encourage training and provide and seek out
specialized training programs for personnel assigned to the HSB. The intent of training is to develop a
culture of information analysis and information sharing within the MDPD’s HSB/SEFF Center.

Use Limitation—Information obtained from or through the SEFFC can only be used for lawful purposes.
A lawful purpose means the request for data can be directly linked to a law enforcement agency’s active
criminal investigation or is a response to a confirmed lead that requires follow-up to prevent a criminal
act.

The primary responsibility for the overall operation of the MDPD’s HSB/SEFFC will rest with the Major
of the HSB of the MDPD. The Major, by and through the Center’s Executive Officer, will enforce the
Privacy Policy of the SEFFC and take the necessary measures to make certain that access to the HSB’s
information and resources is secure and will prevent any unauthorized access or use. The MDPD reserves
the right to restrict the qualifications and number of personnel who will be accessing HSB and to suspend
or withhold service to any individual violating this Privacy Policy. The Department, or persons acting on
behalf of the Department, further reserves the right to conduct inspections concerning the proper use and
security of the information received from the center.

Security for information derived from HSB will be provided in accordance with all applicable federal,
state, and local laws, the rules, and regulations of the MDPD, and HSB policies. Furthermore, all
personnel who receive, handle, or have access to HSB data and/or sensitive information will be trained as
to those requirements. All personnel having access to the HSB’s data agree to abide the following rules:

1. SEFFC’s data will be used only to perform official law enforcement investigative-related
duties in a manner authorized by the user’s employer and SEFFC.

2. Individual passwords will not be disclosed to any other person except as authorized by
the Department.

3. Individual passwords will be changed if authorized personnel of the Department, the
SEFFC or any individual password holder suspects the password has been improperly
disclosed or otherwise compromised.

4. Background checks will be completed on personnel who will have direct access to HSB.

5. Use of SEFFC’s data in an unauthorized or illegal manner will subject the user to denial
of further use of the SEFFC; discipline by the user’s employing agency, criminal
prosecution, and or civil liability.

Each authorized user understands that access to the SEFFC can be denicd or rescinded for failure to
comply with the application restrictions and use limitations.

User Agency—The agency or entity authorized by the submitting agency or other authorized agency or
entity to access ISE-SAR information in the shared space(s), which may include analytical or operational
component(s) of the submitting or authorizing agency or entity.
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Appendix B—Legal Notes
Federal Laws Relevant to Seeking, Retaining, and Disseminating Justice Information

The U.S. Constitution is known as the primary authority that applies to federal as well as state, local, and
tribal (SLT) agencies. State conmstitutions cannot provide fewer privacy and other civil liberties
protections than the U.S. Constitution but can (and many do) provide enhanced privacy and other civil
liberties protections.

Civil liberties protections are primarily founded in the Bill of Rights. They include the basic freedoms,
such as free speech, assembly, and religion; freedom from unreasonable search and seizure: due process:
etc. The relationship of these fundamental rights to the protection of privacy, civil rights, and other civil
liberties in the information sharing environment is explored in a key issues guidance paper titled Civil
Rights and Civil Liberties Protection, which is available on the Program Manager (PM) for the
Information Sharing Environment (PM-ISE) Web site at www.ise.gov.

Statutory civil rights protections in the U.S. Constitution may, in addition, directly govern state action.
These include the Civil Rights Act of 1964, as amended; the Rehabilitation Act of 1973: the Equal
Educational Opportunities Act of 1974: the Americans with Disabilities Act; the Fair Housing Act: the
Voting Rights Act of 1965 and the Civil Rights of Institutionalized Persons Act.

Federal laws, Executive Orders, regulations, and policies directly affect agencies/centers’ privacy
policies. While SLT agencies may not be generally bound directly by most statutory federal privacy and
other civil liberties protection laws in the information collection sharing context, compliance may be
required indirectly by funding conditions (e.g.. 28 CFR Parts 20, 22, and 23 or the Health Insurance
Portability and Accountability Act [HIPAA]); operation of the Commerce Clause of the U.S. Constitution
(e.g., Electronic Communications Privacy Act of 1986). or a binding agreement between a federal agency
and an SLT agency (e.g., a memorandum of agreement or memorandum of understanding). Where
relevant or possibly relevant, agencies/centers are advised to list these laws, regulations, and policies,
noting those that may potentially affect the sharing of information, including sharing terrorism-related
information in the information sharing environment.

Florida’s Civil liberties protections can be found in Article I, sections 1 thru 27, of Florida’s Constitution;
Florida Declaration of Rights. These rights are granted to all natural persons. They include the basic
freedoms found in the U.S. Constitution and at times enhance privacy and other civil liberties protections.
The relevant protections afforded all natural persons pursuant to the Constitution of the State of Florida
are:

Basic rights.--All natural persons, female and male alike, are equal before the law and have
inalicnable rights, among which are the right to enjoy and defend life and liberty, to pursue
happiness, to be rewarded for industry, and to acquire, possess and protect property; except that
the ownership, inheritance, disposition and possession of real property by aliens ineligible for
citizenship may be regulated or prohibited by law. No person shall be deprived of any right
because of race, religion, national origin, or physical disability.
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Religious freedom.--There shall be no law respecting the establishment of religion or prohibiting
or penalizing the free exercise thereof. Religious freedom shall not justify practices inconsistent
with public morals, peace, or safety. No revenue of the state or any political subdivision or
agency thereof shall ever be taken from the public treasury directly or indirectly in aid of any
church, sect, or religious denomination or in aid of any sectarian institution.

Freedom of speech and press.--Every person may speak, write and publish sentiments on all
subjects but shall be responsible for the abuse of that right. No law shall be passed to restrain or
abridge the liberty of speech or of the press. In all criminal prosecutions and civil actions for
defamation, the truth may be given in evidence. If the matter charged as defamatory is true and
was published with good motives, the party shall be acquitted or exonerated.

Right to assemble.--The people shall have the right peaceably to assemble, to instruct their
representatives, and to petition for redress of grievances.

Due process.--No person shall be deprived of life, liberty, or property without due process of
law, or be twice put in jeopardy for the same offense, or be compelled in any criminal matter to
be a witness against oneself.

Searches and seizures.--The right of the people to be secure in their persons, houses, papers and
effects against unreasonable searches and seizures, and against the unreasonable interception of
private communications by any means, shall not be violated. No warrant shall be issued except
upon probable cause, supported by affidavit, particularly describing the place or places to be
searched, the person or persons, thing or things to be seized, the communication to be intercepted,
and the nature of evidence to be obtained. This right shall be construed in conformity with the
4th Amendment to the United States Constitution, as interpreted by the United States Supreme
Court. Articles or information obtained in violation of this right shall not be admissible in
evidence if such articles or information would be inadmissible under decisions of the United
States Supreme Court construing the 4th Amendment to the United States Constitution.

Right of privacy.--Every natural person has the right to be let alone and free from governmental
intrusion into the person's private life except as otherwise provided herein. This section shall not
be construed to limit the public's right of access to public records and meetings as provided by
law.

Access to public records

The applicable provisions of law requiring disclosure in Florida can be found in Section 24(a), Article I,
of the Constitution of the State of Florida, and Chapter 119, Florida Stat. (2008).
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