PHILADELPHIA POLICE DEAPRTMENT  DIRECTIVE 126
(01-17-12)

SUBJECT: COLLECTION AND DISSEMINATION OF PROTECTED
INFORMATION POLICY

. PURPOSE:

A. The purpose of this directive is to establish policy guidelines of the Philadelphia
Police Department which will enable this Department to gather, disseminate,
and receive intelligence, investigative and treatment data from other conforming
criminal justice agencies. This data being classified as protected information by
18 Pa. C.S.A. 9106.

. POLICY

A. Ttis the policy of the Philadelphia Police Department to conform to the
mandates of the Criminal History Record Information Act 18 Pa. C.S.A. 9101 et
seq. (CHRIA).

ll. DEFINITIONS:

A. Automated Systems - A computer or other internally programmed device
capable of automatically accepting and processing data, including computer
programs, data communication links, input and output data and data storage
devices.

B. Criminal Justice Agency - A court, including the minor judiciary, with criminal
Jurisdiction or any other governmental agency, or sub-unit thereof, created by
statute or by the State or Federal constitutions, specifically authorized to
perform as its principal function the administration of criminal justice, and
which allocates a substantial portion of its annual budget to such function.
Criminal justice agencies include, but are not limited to- organized State and
municipal police departments, local detention facilities, county, regional and
State correctional facilities, probation agencies, district or prosecuting attorneys,
parole boards, pardon boards and such agencies or subunits thereof, as are
declared by the Attorney General to be criminal justice agencies as determined
by a review of applicable statutes and the State and Federal constitutions or
both.
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C. Protected information - Protected Information includes three types of
information - Intelligence Information, Investigative Information and
Treatment Information. Refer to these definitions:

L. Intelligence information - Information concerning the habits, practices,
characteristics, possessions, associations or financial status of any
individual compiled in an effort to anticipate, prevent, monitor, investigate
Or prosecute criminal activity. Notwithstanding the definition of "treatment
information "contained in this section, intelligence information may include
information on prescribing, dispensing, selling, obtaining or using a
controlled substance as defined in the act of April 14, 1972 (P.L. 233, No.
64), known as the Controlled Substance Drug Device and Cosmetic Act,

2. Investigative information - Information assembled as a result of the
performance of any inquiry, formal or informal, into a criminal incident or
an allegation of criminal wrongdoing and may include modus operandi
information.

3. Treatment information - Information concerning medical, psychiatric,
psychological or other rehabilitative treatment provided, suggested or
prescribed for any individual charged with or convicted of a crime.

D. Repository - Any location in which criminal history record information is
collected, compiled, maintained and disseminated by a criminal Justice agency.

E. Central Repository - The central location for the collection, compilation,
maintenance and dissemination of criminal history record information by the
Pennsylvania State Police.

F. Criminal History Record Information - Information collected by criminal justice
agencies concerning individuals, and arising from the initiation of a criminal
proceeding, consisting of identifiable descriptions, dates and notations of
arrests, indictments, information’s or other formal criminal charges and any
dispositions arising there from. The term does not include mtelligence
mformation, investigative information or treatment information, including
medical and psychological information, or information and records specified in
Section 9104 (relating to scope).
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IV. PROCEDURES:

A. Intelligence Officer - the Commanding Officer of the i
designated as the department's Intelligence Officer and will be responsible for the
classification, computerization and dissemination of all protected information classified
in CHRIA. He may designate other members of the department to perform this duty on
an as needed basis upon approval of the Police Commissioner. The Intelligence Officer
is the department's liaison with all other law enforcement criminal intelligence
operations.

B. Collection of protected information - The department will collect protective
information in its automated system only when the following conditions are
met:

1. The information concerns an individual or group which it reasonably
suspects of criminal activity.

3. The information is categorized based upon subject matter.

4. The information does not concern participation in a political, religious or
social organization, or in the organization or support of a nonviolent
demonstration, assembly, protest, rally or similar form of public speech,
unless there is a reasonable suspicion that the participation by the subject of
the information is related to criminal activity or prison rule violation.

D. Security of Protected Information - The confidentiality of protected information
will be provided for and securely maintained by:

L. Following department physical plant/maintenance policy to reasonably
protect repository from theft, sabotage and man-made or natural disasters.

b

Properly selecting, supervising, and training personnel authorized to have
access to protected mformation.
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3. Insure that, where computerized data processing is employed, the
equipment utilized for maintaining intelligence information, investigative
information or treatment information is dedicated solely to purposes related
to the administration of criminal justice. If the equipment is not used solely
for the administration of criminal justice, the criminal Justice agency is
accorded equal management participation in computer operations used to
maintain the intelligence information, investigative information or treatment
information.

4. Insuring that only those authorized to access protected information are
electronically coded or otherwise designated to enter the automated system.
A copy of the authorization list will be maintained by the

5. Three different levels of storage of protected information will be established
for reliability and sensitivity:

a. Level I - Will include all information that has been recetved from a
reliable source and is substantiated.

b. Level II - Will include all information that has been received from a
reliable source but is unsubstantiated.

c. Level Il - Will include all information that has been received from an
unreliable source and is not and cannot be substantiated.

E. Dissemination of Protected Information - This department’s intelligence officer
may only disseminate protected information if the following conditions are met:

1. The requesting criminal justice agency must certify that it has adopted
polices and procedures consistent with this Act.

ta

The intelligence officer records on the designated form the pertinent
information for a proper audit trail of disseminated protected information.
This record is to be maintained separate from the individuals file.

3. The protected information has been determined to be reliable.
4. The requesting criminal justice agency justifies its request based on name,

tingerprints, modus operandi, genetic typing, voice print or other
wdentifying characteristic.
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5. The intelligence officer lists on the Dissemination Log: the date, purpose
and agency requesting the information.

6. Inthe event the intelligence officer becomes aware of/by any means that
previously disseminated information is misleading, obsolete, and/or
unreliable, the information is to be corrected and the recipient agencies
notified of the change within a reasonable time period.

7. Protected information in department’s possession but which was not
obtained through our sources may not be disseminated to another agency
except if requesting agency and our department are investigating or
prosecuting a criminal matter jointly. The intelligence officer must,
however, refer requesting agency to the agency which was the source of the
information.

8. This department’s intelligence officer, when requesting protected
information from another agency, must certify in writing that this
department complies with CHRIA.

F. Retention of Records — Department’s protected information will be maintained
and will be purged only with the written approval from the
and only under the following conditions.

1. The data is no longer relevant or necessary to meet the goals and objectives
of this agency.

2. The data is obsolete making it unreliable for present purposes and updating
it would be worthless.

3. The data cannot be used for strategic or tactical purposes associated with the
duties of this agency.

V. DATA COLLECTION BY POLICE PERSONNEL

A. All Department personnel receiving any criminal information through any
contact or debriefing shall forward this information through their chain of
command to the Commanding Officer,

I. The Unit will analyze all information received and
determine whether the information meets protected information status. If
s0, the information will be processed according to Section IV (B). All other
information received that is determined to have value to the Philadelphia
Police Department will be disseminated accordingly.
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B. Commanding Officer of the 1s the Department’s
liaison officer with Federal, State, Local and Tribal Homeland Security agencies and is
responsible for collecting and forwarding all homeland security information
involving criminality to the Police Department’s Intelligence Officer.

Suspicious Activity Reports (SAR) will be maintained by the and investigated
by the Unit in coordination with the
, utilizing State and Federal homeland security guidelines.

C. The Commanding Officer of every District, Unit and Detective Division is
responsible for ensuring compliance with this directive and applicable laws
will ensure all information about criminal organizations in their respective
commands is sent to the

D. Covert intelligence gathering efforts will only be conducted at the direction of
the Commanding Officer, Unit with the permission of the
or his designee.

E. Biographical Information Report (75-229) used as an aid by investigators when
interviewing complainants and/or witnesses is not protected intelligence
information.

F. Protected intelligence information WILL NOT be stored in any personal
computer database, or any other electronic means of storage, such as thumb
drives, portable hard drives, etc. at a district/unit/division or on non-
departmental computers.

L. Computerized protected intelligence files will not be stored in personal
computers at the district or unit. Rather these files will be maintained in a
secure central location protected from damage, theft, and unauthorized use.
Those found in violation of applicable laws may be charged with criminal
offenses, administrative and/or civil penalties.

?m)

Access to the protected intelligence information and any back-up files will
be limited to personnel approved by the Intelligence Officer.
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G. Secondary Dissemination Prohibited

1. Police personnel may not disseminate or disclose protected information to
another criminal justice agency when our Department was not the original
source. All such requests for information will be directed to the agency of
origin.

2. This prohibition does not apply if the agency receiving the information is
investigating or prosecuting a criminal incident in conjunction with the
agency possessing information (e.g., Joint Task Force). Any protected
intelligence information received by the Philadelphia Police Department
shall be treated with the same level of responsibility for the security of the
mformation as the agency which was the source of information.

3. The open display of information and/or intelligence products marked For
Official Use Only (FOUO) and/or Law Enforcement Sensitive (LES) will
not be posted and/or left in public spaces of a district, unit and/or division.
The displaying of this information on clip boards/bulletin boards in
hallways traversed by non-police personnel and civilians is prohibited.

4. Unless there is explicit authorization from the Police Commissioner or
designated Deputy Commissioner, the release of intelligence information or
the contents of an intelligence product to the news media is prohibited.

BY COMMAND OF THE POLICE COMMISSIONER
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