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To the members of the Privacy and Civil Liberties Oversight Board: 
 

The Brennan Center for Justice previously has submitted comments on the 
NSA’s surveillance activities under both Section 215 of the USA PATRIOT Act and 
Section 702 of the Foreign Intelligence Surveillance Act (FISA), part of the FISA 
Amendments Act of 2008 (FAA). We also provided both written and oral testimony for 
the PCLOB’s March 19, 2014 public hearing focused on Section 702. The following 
comments are offered to supplement and expound on the Section 702 reform 
recommendations set forth in these earlier submissions. 
 
Background and Overarching Concerns 
 

In pushing for the passage of the Protect America Act (PAA) and the FAA, 
officials portrayed the legislation as removing legal barriers, artificially created by changes 
in technology, to our government’s ability to monitor the communications of non-U.S. 
persons located overseas.1 Any acquisition of these individuals’ communications with 
U.S. persons was described as “incidental.”2  
 

With one exception, however, the legislation made no significant changes in the 
government’s ability to acquire “foreign-to-foreign” communications – i.e., the 
communications of non-U.S. persons abroad with other non-U.S. persons.3 Instead, the 
main change wrought by the legislation was to eliminate the requirement of an 
individualized court order when the government seeks to acquire communications 
between U.S. persons and foreign “targets.” As others have persuasively argued, the 
legislative history makes clear that facilitating the acquisition of communications 
involving U.S. persons was the legislation’s driving purpose.4  
 

This change raises significant legal and policy questions. The constitutionality of 
the warrantless collection of Americans’ communications for foreign intelligence 
purposes is at best unsettled. While several U.S. courts of appeal have held that the 
collection of foreign intelligence information is a type of “special need” that justifies 
warrantless searches in some circumstances,5 the D.C. Circuit has not recognized such 
an exception, and has made a thorough and compelling case against doing so.6  



 

 
Moreover, most of the courts that have recognized a foreign intelligence 

exception have imposed key limits on its scope. “Special needs” cases require a balancing 
of the government’s needs against the privacy interests of the individual. Given the 
heightened privacy interests at stake in a criminal proceeding, courts have either held or 
assumed that the foreign intelligence exception does not apply where the information is 
sought primarily for law enforcement purposes.7 Similarly, to ensure that the 
government’s interest is sufficiently compelling, courts have limited the exception to 
cases in which the government seeks information about a foreign power or agent 
thereof.8 Section 702 dispenses with both limitations. 
 

There are policy concerns that arise as well. Even if members of the public 
understood, despite officials’ attempts at deflection, that the FAA’s main goal was to 
capture Americans’ international communications, they could not have appreciated the 
scope or nature of programmatic surveillance as actually implemented. We have learned 
that the government acquires 250 million internet communications each year.9 We also 
have learned that the collection of “upstream” internet traffic pulls in a large number of 
wholly domestic communications that cannot be filtered out,10 and that the government 
and the FISC interpret the FAA to allow searches of other Section 702 data using U.S. 
person identifiers.11  
 

The implications for privacy and civil liberties are enormous. Officials have 
dismissed the NSA’s extensive history of non-compliance with FISC orders,12 as well as 
anecdotal evidence of deliberate misuses (for example, running searches on romantic 
interests),13 on the ground that there is no evidence of abuse that is both widespread and 
deliberate. These incidents, however, are alarming precisely because they highlight the 
potential for even more serious abuse. Moreover, the breadth of collection, combined 
with the abuse potential, is certain to have a chilling effect. We have begun to see this 
already. According to a recent Harris poll, 47% percent of Americans have changed their 
online behavior in the wake of disclosures about the NSA’s activities, with a quarter of 
Americans reporting that they are less inclined to send email.  The numbers are even 
higher for younger age groups.14  
 

Finally, it is important to dispel the notion that Congress never recognized or 
contemplated any privacy interest on Americans’ part in their international 
communications. In 1978, most international communications took place by satellite, 
and FISA did not regulate surveillance of these communications unless a U.S. person 
was the target. The legislative history, however, suggests that this omission was due to 
the complexities raised by superimposing FISA’s structure onto a then-existing NSA 
program, and that Congress intended to fill the gap with later legislation – an effort that 
the Department of Justice pledged to assist.15 This intent was never realized, but the 
committee report accompanying FISA acknowledged the concerns raised by the NSA’s 
activities that the bill left unregulated, and warned that the regulatory gap “should not be 
viewed as congressional authorization for such activities as they affect the privacy 
interests of Americans.”16 
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Reforms 
 

As discussed below, our primary recommendation is to end programmatic 
surveillance under Section 702 of the FAA. We believe the constitutionality of FISA 
surveillance cannot be salvaged in any other way. Moreover, even if the PCLOB 
determines that there is a “foreign intelligence exception” that would allow warrantless 
surveillance of Americans’ international communications, there are reforms that would 
be necessary in order to bring Section 702 surveillance within the parameters of the 
exception as delineated by the courts. Although we do not accept the validity of 
programmatic surveillance, we discuss some of those secondary reforms here,17 both in 
the interest of thoroughness and because some of them would be necessary even under a 
regime of individualized court orders.  
 
End programmatic surveillance 
 

The Brennan Center strongly urges that the Board recommend an end to 
programmatic surveillance of Americans’ international communications. A purpose to 
acquire foreign intelligence information, on its own, cannot justify dispensing with the 
Fourth Amendment’s warrant requirement. Before 2007, an individualized court order 
was required to collect such communications in most instances, and that should be the 
case going forward.  

 
An extensive discussion of whether a “foreign intelligence exception” should be 

recognized is beyond the scope of this submission. Instead, we offer our support for the 
reasoning expressed by the D.C. Circuit in Zweibon v. Mitchell. As the court there noted, 
the fact that the government has a legitimate need to acquire foreign intelligence does 
not necessarily mean that the “locus of initial decision-making power as to the propriety 
of a particular surveillance should itself rest with the Executive Branch.”18 Instead, 
courts must balance the interest served by a warrant requirement against the degree to 
which such a requirement would in fact subvert the government’s interest.   

 
A warrant requirement, the Zweibon court observed, would serve the weighty 

constitutional goal of “protect[ing] free and robust exercise of the First Amendment 
rights of speech and association by those who might otherwise by chilled by the fear of 
unsupervised and unlimited Executive power to institute electronic surveillance.”19 In 
assessing the government’s arguments against a warrant requirement, the court cautioned 
that “such arguments must not be grounded in expediency or utility, but must relate to 
factors that would cause the warrant procedure to needlessly frustrate legitimate 
gathering of foreign intelligence information.”20 The court found that none of the several 
factors cited by the government met that standard. For instance, the government claimed 
that the delay involved in the warrant procedure could harm national security; the court 
responded that this was “nothing more than an argument that warrantless electronic 
surveillance, like many other warrantless searches, may be justifiable in exigent 
circumstances.”21 

 
In the absence of a viable exception to the Fourth Amendment’s warrant 

requirement, a warrant should be required in each instance that the government 
knowingly acquires communications involving a U.S. person. To the extent pre-2007 
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FISA allowed the acquisition of some international communications without an 
individualized court order – for instance, those communications transmitted by satellite 
(which are now a small minority) and those acquired by wiretapping conducted overseas 
– the statute should be amended to require a court order for these communications, too. 
The constitutionality of collecting an American’s communications without a warrant for 
foreign intelligence purposes does not turn on the technology by which those 
communications are transmitted or the location of the acquisition.   

 
Wherever possible, the warrant should be obtained before acquisition. There may 

be cases in which it is technologically impossible to separate, before collection, a foreign 
target’s communications with non-U.S. persons from his or her communications with 
U.S. persons. In such cases, the government should be required to identify and destroy 
the communications involving U.S. persons at the soonest point technologically feasible 
– or, alternatively, to seek a court order based on probable cause in order to retain and 
access them. While there may be no existing models for this precise approach in the 
Fourth Amendment context, that is because there are no existing models for this type of 
programmatic collection.22 This solution nonetheless comes closest to approximating the 
constitutional protections courts have accorded to Americans’ communications, short of 
requiring a warrant for all collection on overseas targets whose communications may on 
occasion involve U.S. persons.    

 
Needless to say, a warrant requirement for international communications 

involving U.S. persons will substantially increase the workload of both the FISC and the 
relevant government agencies. The solution is to allocate the resources necessary for the 
government to meet its constitutional obligation. As Justice Byron White stated in United 
States v. Karo, “The argument that a warrant requirement would oblige the Government 
to obtain warrants in a large number of cases is hardly a compelling argument against the 
requirement.”23 

 
Narrow the category of communications subject to collection 
 

Regardless of whether programmatic surveillance is ended, the universe of 
international communications that is subject to acquisition for foreign intelligence 
purposes is currently far too broad. There are two changes that would help set 
appropriate boundaries for foreign intelligence collection: restoring the requirement that 
the target of surveillance be a foreign power or agent thereof (FP/AFP), and narrowing 
the definition of “foreign intelligence.” 
 
 FP/AFP requirement 
 

Even assuming the validity of a foreign intelligence exception to the warrant 
requirement, courts have emphasized that this exception should be a narrow one, 
reserved for cases in which the executive branch’s interests in collection are most 
compelling. For that reason, the Fourth Circuit, in the influential case of United States v. 
Truong Dinh Hung, held that the subject of foreign intelligence surveillance must be a 
foreign power or agent thereof:  
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[The] foreign intelligence exception to the Fourth Amendment warrant 
requirement must be carefully limited to those situations in which the 
interests of the executive are paramount. First, the government should be 
relieved of seeking a warrant only when the object of the search or the 
surveillance is a foreign power, its agent or collaborators. In such cases, 
the government has the greatest need for speed, stealth, and secrecy, and 
the surveillance in such cases is most likely to call into play difficult and 
subtle judgments about foreign and military affairs. When there is no 
foreign connection, the executive’s needs become less compelling; and 
the surveillance more closely resembles the surveillance of suspected 
criminals, which must be authorized by warrant.24 
 
If “foreign power” were narrowly defined to encompass only foreign 

governments, Truong’s holding might create problems in an era in which the United 
States’ primary enemies are stateless actors. But FISA’s definitions of “foreign power” 
and “agent of a foreign power,” are, if anything, broader than necessary to accommodate 
the government’s legitimate foreign intelligence interests. “Foreign power[s]” include 
groups engaged in international terrorism “or activities in preparation therefor,” as well 
as foreign-based political organizations not substantially composed of U.S. persons.25 
“Agent[s] of a foreign power” similarly include any non-U.S. person who engages in 
international terrorism or preparatory activities, as well as any non-U.S. person who acts 
in the U.S. as an officer or employee of a foreign power (including, for instance, embassy 
workers).26  

 
No convincing argument has been made for dropping FISA’s requirement that 

the “target” of surveillance must be a foreign power or its agent in cases when the 
government seeks to obtain international communications involving a U.S. person. 
Regardless of whether an individualized court order is required, the FP/AFP 
requirement should be restored.  

 
Definition of “foreign intelligence” 
 
The courts that have recognized a “foreign intelligence exception” have not 

grappled with the definition of “foreign intelligence.” As noted above, however, they 
have emphasized that the exception should be narrow and justified by compelling 
foreign policy considerations.  

 
In light of this emphasis, FISA’s definition of “foreign intelligence information” 

is strikingly amorphous. While the first part of the definition describes information that 
pertains to specific threats to security or foreign relations, such as “grave hostile acts of a 
foreign power or agent of a foreign power” or “clandestine intelligence activities,”27 the 
second part of the definition encompasses any information with respect to a foreign 
power or foreign territory “that relates to . . . (A) the national defense or the security of 
the United States; or (B) the conduct of the foreign affairs of the United States.”28  In the 
absence of any constraints on how “security” is defined or on the types of “foreign 
affairs” at issue, this part of the definition is almost limitlessly broad. 
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One option for sharpening the definition would be to discard the second part of 
the statutory definition and retain the first part. Under that approach, the government 
could collect information to help protect against actual or potential attacks, “grave 
hostile acts,” sabotage, international terrorism, the international proliferation of weapons 
of mass destruction, or clandestine intelligence activities.29 This definition is broad 
enough to allow the U.S. to collect information about, for instance, the Kremlin’s plans 
to invade Ukraine. According to one treatise, “FISA’s legislative history . . . makes clear 
that Congress intended to reach information about terrorism occurring in other 
countries, threats against other countries, and espionage by one foreign power against 
another.”30    

 
Another option is to rely on the restrictions that President Obama recently 

placed on the permissible uses of signals intelligence information collected in bulk. 
Presidential Policy Directive 28, issued on January 17 of this year, states that such 
information shall be used  

 
only for the purposes of detecting and countering: (1) espionage and other 
threats and activities directed by foreign powers or their intelligence services 
against the United States and its interests; (2) threats to the United States and its 
interests from terrorism; (3) threats to the United States and its interests from the 
development, possession, proliferation, or use of weapons of mass destruction; 
(4) cybersecurity threats; (5) threats to U.S. or allied Armed Forces or other U.S 
or allied personnel; and (6) transnational criminal threats, including illicit finance 
and sanctions evasion related to the other purposes named in this section.31  
 
Signals intelligence that takes place under Executive Order 12,333 is subject to 

fewer constitutional and statutory constraints than any other type of communications 
surveillance. It accordingly provides the executive branch with the greatest leeway to 
ferret out foreign intelligence information. The fact that the President feels comfortable 
imposing the above restrictions in the 12,333 context strongly suggests that imposing 
those same limits in the context of section 702 collection would not unduly restrict the 
government’s intelligence gathering. More fundamentally, defining “foreign intelligence 
information” as information relating to the above-listed threats would bring the 
definition in line with the case law limiting the “foreign intelligence exception” to 
instances in which the government’s interests are paramount.          

 
Furthermore, the statute should be amended to allow the FISC to review the 

substance of the government’s certification of a foreign intelligence purpose. FISA has 
always required the court to simply accept the accuracy of this certification in cases 
where the target is a non-U.S. person (if the target is a U.S. person, the court may 
determine whether the certification is “clearly erroneous”). This judicial passivity runs 
counter to the case law, which gives the court a critical role in probing the government’s 
assertion of a foreign intelligence purpose. As the Third Circuit stated in United States v. 
Butenko: 

 
Since the primary purpose of these searches is to secure foreign 
intelligence information, a judge, when reviewing a particular search 
must, above all, be assured that this was in fact its primary purpose and 
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that the accumulation of evidence of criminal activity was incidental. If 
the court, for example, finds that members of a domestic political 
organization were the subjects of wiretaps or that the agents were looking 
for evidence of criminal conduct unrelated to the foreign affairs needs of 
a President, then he would undoubtedly hold the surveillances to be 
illegal and take appropriate measures.32 
 
A concurring judge on the Fifth Circuit echoed the point: “The judiciary must 

not be astigmatic in the presence of warrantless surveillance; rather, judges must 
microscopically examine wiretaps in order to determine whether they had their origin in 
foreign intelligence or were merely camouflaged domestic intrusions.”33 The same logic 
suggests that the court, in addition to determining whether the government has 
accurately represented its purpose, should assess whether the government has made a 
sufficient showing that this purpose will be served by the proposed collection. The 
“foreign intelligence exception” cannot fairly be said to apply where the government 
proposes surveillance that is not reasonably likely to produce foreign intelligence. 
 
Restore the “primary purpose” test 
 
 To the extent the FISA scheme continues to rest on the existence of a “foreign 
intelligence exception” to the warrant requirement (either because programmatic 
surveillance continues or because the individualized court orders do not qualify as 
“warrants”34), it is critical that Congress amend FISA to specify that acquiring foreign 
intelligence must be the “primary purpose” of surveillance, rather than merely a 
“significant” purpose.   
 

Under well-established Fourth Amendment jurisprudence, a search of an 
American’s person, property, papers, or communications generally requires a warrant 
based on probable cause. Courts have recognized, however, that traditional warrants may 
not be required in cases where the search is intended to meet “special needs” of the 
government beyond the normal need for law enforcement.35 In order to avoid an end 
run around the warrant requirement, however, the special need must predominate in any 
mixed-motive cases.36 In accordance with this case law, courts have recognized a 
“foreign intelligence” exception to the warrant requirement only where obtaining foreign 
intelligence is the “primary purpose” of surveillance.37   

 
In 2002, the FISC took the same approach, but in the government’s first appeal 

to the Foreign Intelligence Surveillance Court of Review (FISCR), the FISCR reversed. 
The court reasoned that the purpose of foreign intelligence investigations “is to halt the 
espionage or terrorism efforts, and criminal prosecutions can be, and usually are, 
interrelated with other techniques used to frustrate a foreign power’s efforts.”38 Even 
where foreign intelligence is gathered for use in a criminal prosecution, the ultimate aim 
is still “to counter the malign efforts of a foreign power. Punishment of the terrorist or 
espionage agent is really a secondary objective.”39 Accordingly, the FISCR held, acquiring 
foreign intelligence information for the purpose of bringing a criminal prosecution is 
consistent with Supreme Court case law holding that only “special needs” beyond law 
enforcement can justify warrantless searches. 
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The FISCR’s reasoning was flawed in at least two critical respects. As the 
Supreme Court has warned, “law enforcement involvement always serves some broader 
social purpose or objective” beyond punishment or deterrence.40 Prosecutions of gang 
violence are intended to protect community safety and vitality; prosecutions of drug 
offenses are intended to promote public health; prosecutions of insider trading are 
intended to ensure the stability and integrity of the financial system. The Supreme Court 
has clearly held that such broader motives cease to justify warrantless searches at the 
moment the “immediate objective” shifts to criminal investigation or prosecution. Thus, 
for instance, a state hospital’s program to test obstetrics patients for drug use was struck 
down because it involved the threat of criminal referrals, even though the ultimate goal 
was concededly to improve fetal health.41   

 
The FISCR also failed to grapple with the basic reason for drawing this line – 

namely, the heightened privacy interests at stake when a criminal investigation is 
initiated. To determine whether a warrantless search is reasonable under the “special 
needs” doctrine, the court must weigh the government’s need against the individual’s 
privacy interest. The FISCR asserted that the existence of criminal prosecution does not 
lessen the government’s foreign policy concerns. Regardless of whether that assessment 
is accurate, it is clear – as the Fourth Circuit noted in Truong – that the individual’s 
privacy interest takes on heightened importance when his or her liberty is at stake. The 
FISCR did not address this side of the balance, or the Truong court’s sensible conclusion 
that “individual privacy interests come to the fore” in a criminal case.42  

 
On a more prosaic level, it is simply too easy for the government to dodge the 

warrant requirement that applies in the normal law enforcement context if foreign 
intelligence need only be a “significant” purpose of collection under FISA. In any 
criminal prosecution of espionage or international terrorism, the government can make a 
plausible argument that gathering evidence against the defendant will also provide useful 
“foreign intelligence information.” In practice, then, the “significant purpose” 
requirement converts the “foreign intelligence exception” into an exception for any law 
enforcement activity with international dimensions. Such an approach drives a hole 
through the protections of the Fourth Amendment.   
 
End back door searches for U.S. person information 
 
 In arguing for the passage of the PAA and the FAA, supporters of the bill within 
the administration and Congress tried to reassure more skeptical lawmakers that the vast 
increase in the government’s access to U.S. person information would be countered by 
strict limitations on the retention, use, and dissemination of such information, as set 
forth in the statute’s “minimization” requirements. Despite the fact that obtaining 
communications to and from U.S. persons was the primary goal of the legislation, 
officials strove to persuade their audiences that the government had no interest in the 
U.S. person side of these communications. They emphasized that the legislation would 
prohibit collection if the government had any such interest, through a so-called “reverse 
targeting prohibition.”  
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 The following exchange between then-Director of National Intelligence Michael 
McConnell and Senator Tom Coburn at a 2007 hearing typifies the official assurances 
that Section 702 would not be deployed against U.S. persons:  
 

Mike McConnell: And the third point – and this is very important. It is 
very important to me; it is very important to members of this Committee. 
We should be required – we should be required in all cases to have a 
warrant anytime there is surveillance of a U.S. person located in the 
United States. I think that was the intent of the 1978 law. That is what 
was included in the Protect America Act passed in August.  
 
…. 
 
Senator COBURN: So let me summarize, and you say if you agree with 
this. If you are an American citizen, you are not going to be targeted [by] 
any of this without approval of a court? 
 
Mike McConnell: That is correct. 
 
Senator COBURN: Alright. That needs to be said, loud and loud and 
loud. If you are an American citizen, you have the protection of a court 
before you are subject to this law. 
 
Mike McConnell: If you are an American citizen or even a non-citizen 
in the country, you have the protection of a warrant issued by a court 
before we could conduct any kind of a surveillance. 
 
Now, sir, so you are aware, some will argue that we are targeting overseas 
and the person overseas calls into the United States. That is where 
minimization starts. We cannot control what the overseas target does. 
We have to have a process to deal with that, and that is where 
minimization was introduced. It is an elegant solution. We have tried 
every way we can think of to make that different or stronger or more 
complete, and those who framed this law in 1978 and all of us that have 
looked at it since, we can’t find a better process. 
 
…. 
 
Mike McConnell: As I tried to explain before, you can only target one 
thing, and so if the U.S. person in this country, for whatever reason—
terrorists or whatever the issue is—becomes a target, then you would be 
required to have a warrant. Now, if you engaged in that process of 
reverse targeting where you are targeting someone overseas and your real 
target is in the United States, that would be a violation of the Fourth 
Amendment. That is unlawful.43 

 
Official testimony was replete with such statements about protecting Americans’ 

civil liberties by requiring minimization of U.S. person information and a court order 
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when the government’s interest focused on a U.S. person. Importantly, no official who 
discussed the bill in public congressional testimony or in public statements ever cited a 
technical distinction between the government’s interest at the time of collection and the 
government’s interest at the time of reviewing the collected information, suggesting that the same 
strict protections for U.S. persons would apply at all points. 

 
In accordance with this testimony and understanding, the minimization 

procedures proposed by the government and adopted by the court prohibited the 
government from using U.S. person identifiers to search communications collected 
through programmatic surveillance.44 In 2011, however, the prohibition was lifted.45 
Today, the government can and does46 conduct searches for U.S. person information 
acquired under Section 702. Indeed, this practice is sufficiently common that the ODNI 
general counsel has testified that it would impose an unworkable burden to require the 
government to obtain court orders before conducting these searches.47  

 
Government officials have justified this practice on the ground that there are no 

constitutional restrictions on the government’s ability to make use of “lawfully collected” 
information. At the PCLOB’s March 19 public hearing, a Justice Department official 
testified that “[o]nce you’ve lawfully collected that information, subsequently querying 
that information isn’t a search under the Fourth Amendment, it’s information already in 
the government’s custody.”48 The same official rejected the notion that there might be 
policy reasons for requiring court orders to run U.S. person queries, stating: “[O]nce 
we’ve collected it, we’ve gotten the necessary court approvals to obtain the information, 
we don’t then have to go back to court to query the same information that we’ve already 
collected lawfully a second time to say is it okay to look at it. We’ve already gotten the 
conclusion that it’s legal to collect it.”49 The NSA’s general counsel similarly testified: 

 
[O]nce information is collected pursuant to 702, the government can and 
often will review what it needs to in that information. Querying that 
lawfully collected information, one way to think about that is a way to 
more efficiently review that which the government already has in its 
possession and can review all of.  
 
And so to get to your question about policy limits on querying that data, 
one also needs to understand that that information is at the government’s 
disposal to review in the first instance, and querying it is just a way to 
organize it.50  

 
 There may well be contexts in which the Constitution imposes no limits on the 
government’s use of information that is otherwise lawfully collected. Section 702 is 
decidedly not such a context. In a 2011 FISC opinion that held aspects of the 
government’s “upstream collection” under Section 702 to be unconstitutional, Judge 
Bates unambiguously stated: “The Court of Review and this Court have recognized that 
the procedures governing retention, use, and dissemination bear on the reasonableness 
under the Fourth Amendment of a program for collecting foreign intelligence 
information.”51 In other words, the Constitution does indeed place limits on the use of 
the information that is otherwise appropriately collected under section 702. (Another 
way to view the matter is that the warrantless collection of foreign intelligence 
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information is not lawful – since the entire program fails the Fourth Amendment’s 
reasonableness test – if the subsequent use of incidentally collected U.S. person 
information is not properly regulated). 
 

In the 2011 decision, Judge Bates invalidated the NSA’s proposed measures for 
handling certain information that it collected under Section 702 precisely because these 
measures failed to appropriately minimize the retention of non-target information, 
“including information of or concerning U.S. persons.”52 He held open the possibility 
that “more stringent post-acquisition safeguards” might satisfy the Fourth Amendment’s 
reasonableness requirement.53 This ruling confirms that limitations on the use of U.S. 
person information are central to the constitutionality of the program. 

 
The idea that the government should not be limited in its use of information 

collected under Section 702 also flies in the face of the statutory “minimization” 
requirements that form the cornerstone of the statute. A directive to “minimize” the 
retention or sharing of certain information is the very opposite of a license to use it for 
any otherwise lawful purpose. In light of the clear barrier that minimization was intended 
to impose, it is unsettling to hear the ODNI’s general counsel defend back-door searches 
on the ground that “we need to eliminate barriers to making use of the information 
that’s lawfully in our possession.”54 Nor can such statements be reconciled with the 
assurances provided by the DNI at the time of the PAA/FAA’s passage that there would 
be strict limits on the use of U.S. person information.  

 
Unfortunately, the statute’s definition of “minimization procedures” does not 

create any bright line tests, and the FISC has held – erroneously, in our view – that back-
door searches are consistent with the statute’s minimization requirements.55 An 
argument indeed can be made that the government should be permitted to retain and use 
certain U.S. person information that it comes across in the course of reviewing 
communications retrieved through non-U.S. person queries – for instance, if that 
information qualifies as, or is necessary to understand, significant foreign intelligence 
information. After all, the statute requires the government to minimize the retention and 
prohibit the dissemination of U.S. person information “consistent with the need of the 
United States to obtain, produce, and disseminate foreign intelligence information.”56 It 
is difficult to comprehend, however, how a practice of querying unminimized data for 
the specific purpose of locating and reviewing U.S. person information could comport 
with a minimization requirement. The existence of a foreign intelligence purpose cannot 
legitimize this practice under the statute; there is no purpose-based language in the 
minimization provision.     

 
Back-door searches also make a mockery of the reverse targeting prohibition. 

Recognizing that an individualized court order is required when the government wishes 
to target a U.S. person under FISA, the statute prohibits targeting a non-U.S. person if 
the government’s actual purpose is to target a particular, known U.S. person on the other 
end of the communication.57 The government argues that this prohibition applies at the 
time of collection, but ceases to have any application at the time of actual review, even if 
those actions are separated by mere minutes.58 This interpretation is nonsensical. The 
government is quick to acknowledge in other contexts (such as the bulk collection of 
telephone records under Section 215 of the Patriot Act)59 that it is the review of personal 
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information, far more than the fact of collection, that implicates civil liberties concerns.60 
It would be perverse for Congress to adopt protections for as-yet-unreviewed U.S. 
person information and then abandon those protections at the point of review.61 

 
Regardless of whether back-door searches are deemed consistent with the letter 

of the reverse targeting prohibition, they are clearly inconsistent with its spirit and intent. 
The FISC has no role in assessing the government’s actual purpose either at the point of 
collection or review, but even if it did, there would often be no viable way to establish 
whether the government’s interest in the U.S. person developed before or after 
collection. Back-door searches provide an easy end-run around the reverse targeting ban, 
rendering it effectively unenforceable.  

 
They also gut FISA’s requirement of an individualized court order for 

surveillance targeting U.S. persons. There is a massive amount of information collected 
under Section 702 – 250 million internet communications a year, and an unknown 
number of other types of communications – the vast majority of which is currently 
subject to back-door searches. As this information continues to accumulate, the 
government, in cases where it lacks probable cause to obtain a court order, will 
increasingly be able to obtain the same information or its equivalent by searching the 
pool of communications acquired under Section 702. Indeed, this option provides a 
tempting incentive to collect as much international traffic as possible through 
programmatic surveillance, in order to provide a fertile database for warrantless searches. 
Back-door searches thus undermine the basic premise at the heart of FISA: if the 
government wishes to access U.S. person information contained in communications to 
or from Americans, it must have an individualized court order.    
 
Conclusion 
 
 We urge the PCLOB to be forward-thinking in its analysis of Section 702. We 
appreciate the sensitivities involved in expressing constitutional doubts about a program 
that Congress sanctioned and that has been in operation for several years. Similarly, we 
understand that there may be a natural reluctance to question the adequacy, from a 
privacy and civil liberties standpoint, of legislation that was enacted after open debate – 
even where, as here, officials repeatedly mischaracterized the nature of the legislation, 
and even where the details of the statute’s actual implementation could not have been 
foreseen at the time. Nonetheless, such actions may on occasion be necessary for the 
PCLOB to fulfill its statutory mandate. We believe they are necessary here.   
 
 Respectfully submitted, 
 
 Elizabeth Goitein 
 Co-Director, Liberty and National Security Program 
 Brennan Center for Justice 
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