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Security 
Last Updated: July 18, 2019 
 
There are many factors that go into data security, most of which are technical matters outside of the scope of departmental policies. 
However, some departments have laid out procedures to prevent officers from tampering with or improperly releasing video.  
 
“Does viewing require allowed purpose?” “Is viewing logged?” and “Is permission required to copy video?”: The question of 
who is allowed to watch the videos is not limited to the issue of public access. The history of dashboard cameras in police cars includes 
instances of videos being watched and distributed by police officers as entertainment. A system that limits when a video can be viewed or 
copied, and logs any activity with a username, can help prevent such abuses. We have noted the circumstances under which an officer can 
view the video, whether viewing is logged, and whether permission is required to copy it. 
 

City Does Viewing Require Allowed Purpose? Is Viewing Logged? Is Permission Required to Copy Video? 

Arlington, 
TX 

Not allowed to access recordings without proper 
approval. Viewing allowed to randomly review 

footage to ensure the system is working, identify 
areas in which additional training might be required, 
and if an officer involved in an incident is required 

to make a statement about said incident.  

Not specified 
Yes, prior approval of Police Chief or their 

designee is required. 

Atlanta 

Officers are permitted to access and review their 
own BWC footage stored on their BWC or the 

uploaded footage on the storage network, except for 
all use of force incidents. 

Yes 
Cannot share or provide video copies with 

any members of the public.  

Austin 
 

Viewing allowed to ensure the system is working; to 
write a report, review evidence, or investigate an act 

of employee conduct; or as part of an official 
investigation. 

Not specified 
“Employees shall not make personal copies” 

of BWC footage. 

https://www.bwcscorecard.org/static/policies/2015-09-30%20Arlington%20TX%20BWC%20Policy.pdf
https://www.bwcscorecard.org/static/policies/2015-09-30%20Arlington%20TX%20BWC%20Policy.pdf
http://www.atlantapd.org/Home/ShowDocument?id=2401
http://www.atlantapd.org/Home/ShowDocument?id=2401
http://www.austintexas.gov/sites/default/files/files/Police/APD_GO303_Body_Worn_Camera_Systems.pdf
http://www.austintexas.gov/sites/default/files/files/Police/APD_GO303_Body_Worn_Camera_Systems.pdf
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City Does Viewing Require Allowed Purpose? Is Viewing Logged? Is Permission Required to Copy Video? 

Baltimore  

Supervisors can view to monitor individual 
performance, training, investigations and advancing 

the best interest of the public. Members of OPR 
and CAPD can view. Everyone else must get 

authorization from the BWC Coordinator and must 
be for law enforcement purposes.  

Yes 

Supervisors and members of OPR and 
CAPD can copy videos. All other access to 

video must be authorized by the BWC 
Coordinator. 

Boston 
 

Viewing allowed for completing an investigation, 
preparing official reports, preparing for court and 

providing a statement. Non-BWC officers can view 
footage if their request is approved by the 
Commander of the Video Evidence Unit. 

Yes 

“Department personnel shall not copy or 
otherwise reproduce any BWC 

recording/footage (including using an 
iPhone, iPad, or other electronic or other 

device).” 

Charlotte, 
NC 

Viewing allowed only for “approved departmental 
purposes” such as writing reports and auditing 

system. Sworn employees can review their BWC 
video when completing statements for 

investigations, incident reports and preparing for 
court testimony. 

Yes 

Sworn employees prohibited from making 
copies. Exceptions: the court liaison unit can 
make copies for the district attorney or court, 
the homicide unit can copy for investigations 

with permission from sergeant., in-service 
training unit can copy for use in training 
purposes, and BWC compliance, policy 

administrator and agency system 
administrator can create release copies as 

directed by the court. 

Chicago No restrictions if viewing own video.  Yes Yes 

Cincinnati 

“Officers may view BWC footage at the district 
utilizing vendor-approved software and equipment 

or on any computer with internet capability. 
Viewing of BWC footage is for official use only.” 

Yes Yes 

https://www.powerdms.com/public/BALTIMOREMD/documents/51027
https://static1.squarespace.com/static/5086f19ce4b0ad16ff15598d/t/5cf18114f7532f00014abba7/1559331092720/Rule405.pdf
https://static1.squarespace.com/static/5086f19ce4b0ad16ff15598d/t/5cf18114f7532f00014abba7/1559331092720/Rule405.pdf
https://static1.squarespace.com/static/5086f19ce4b0ad16ff15598d/t/5cf18114f7532f00014abba7/1559331092720/Rule405.pdf
https://charlottenc.gov/CMPD/Documents/Resources/CMPDDirectives.pdf#page=282
https://charlottenc.gov/CMPD/Documents/Resources/CMPDDirectives.pdf#page=282
http://directives.chicagopolice.org/directives/data/a7a57b38-151f3872-56415-1f38-89ce6c22d026d090.html
https://www.cincinnati-oh.gov/police/assets/File/Procedures/12540.pdf
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City Does Viewing Require Allowed Purpose? Is Viewing Logged? Is Permission Required to Copy Video? 

Cleveland 
Yes, officers can only review videos for law 

enforcement purposes and there are limits on 
viewing recordings of use of force incidents. 

Yes Yes 

Dallas 
Accessing recordings without proper approval is 

prohibited, but no details on when or why approval 
is granted. 

Not specified 

Copies for training can be used with 
permission of Training Division 

Commander. Hard copies only used for 
criminal evidence, internal affairs division 
requests, Public Information Act requests 
and approvals by Division Commanders. 

Denver 
 

Officers able to review their own BWC recordings 
for accurate statements and when preparing written 
documentation. Officers can only review recordings 
from their own BWCs. Exceptions: When officers 
are involved in or witness to critical incidents or 
force incidents they must wait for authorization. 

Yes 

Yes. Lead investigators can make a single 
copy to attach to a case file and evidence may 

be shared with the District and City 
Attorney’s Offices upon written request. 
Other copies require written permission 

from the Chief of Police. 

Ferguson  

Officers can view their own footage, along with 
Department-authorized users. 

Not specified 
Copying video is strictly prohibited unless 

required by law or the BWC policy. 

Jacksonville 

“Officers shall be allowed to review only their own 
BWC recordings when not otherwise prohibited, 

upon his own initiative or request…” and all others 
must receive written approval from BWC System 
Administrator or their designee before viewing 

footage. 

Yes 
Officers are prohibited from making copies 
of videos – need written approval from the 

Sheriff or designee. 

 
Las Vegas  

Viewing allowed for conducting investigations, 
completing reports, prior to testimony, and 

providing a statement in internal investigations. 
Yes 

Sheriff or designee must give permission in 
writing. 

Los Angeles 

No, officers are required to review BWV recordings 
on their devices prior to documenting incidents, 

Not specified 
“Officers shall not copy… recordings except 
as authorized by law or Department policy.”  

https://cdn.muckrock.com/foia_files/2018/04/15/026b542b-417c-4f7b-a3a7-199c2cc40f58.pdf
https://cdn.muckrock.com/foia_files/2018/04/15/026b542b-417c-4f7b-a3a7-199c2cc40f58.pdf
https://www.bwcscorecard.org/static/policies/2015-08-31%20Dallas%20BWC%20Policy.pdf
https://www.denvergov.org/content/dam/denvergov/Portals/720/documents/OperationsManual/OMSBook/OM_Book.pdf%20can%20become%20https:/www.denvergov.org/content/dam/denvergov/Portals/720/documents/OperationsManual/OMSBook/OM_Book.pdf#page=373
https://www.denvergov.org/content/dam/denvergov/Portals/720/documents/OperationsManual/OMSBook/OM_Book.pdf%20can%20become%20https:/www.denvergov.org/content/dam/denvergov/Portals/720/documents/OperationsManual/OMSBook/OM_Book.pdf#page=373
https://www.fergusoncity.com/DocumentCenter/Home/View/2678
http://www.jaxsheriff.org/Resources/bodycams/docs/446-Body-Worn-Camera.aspx
https://www.bja.gov/bwc/pdfs/LasVegasMetro_PD-BWC-Policy-Current.pdf
https://www.bja.gov/bwc/pdfs/LasVegasMetro_PD-BWC-Policy-Current.pdf
http://assets.lapdonline.org/assets/pdf/body%20worn%20camera.pdf
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City Does Viewing Require Allowed Purpose? Is Viewing Logged? Is Permission Required to Copy Video? 

arrests, interviews etc. 

Mesa, AZ 

Recordings should only be accessed for “official law 
enforcement purposes.” Officers can review footage 

for investigations, completion of reports, training 
and prior to making statements. Cannot review 

footage of incidents resulting in death/serious injury 
without approval of Homicide Unit Sergeant or 

designee. 

Not specified 
Recordings should only be copied for 

“official law enforcement purposes.” No 
permission process is specified. 

Minneapolis 
 

 Officers can view video for any specified law 
enforcement purpose, as authorized by the 

Commander of the Technology and Support 
Services Division.  

Yes 
Officers and outside agencies must submit 

request to the Records Information Unit for 
a copy.  

New Orleans  

Viewing is prohibited other than for “official law 
enforcement purposes.” 

Not specified 
Not specified, though copying is prohibited 

other than for “official law enforcement 
purposes.” 

New York   

 No restrictions on officer viewing own video. 
Officers may view others’ videos “in furtherance of 

an investigation, preparation of a case or other 
official purpose.”  

Yes 
Not specified, though copying is prohibited 

except for “official purposes.” 

Oakland, CA  

Officers can view their own recordings and 
supervisors can view officer recordings unless 

prohibited by policy. 

Not specified if 
logged by system, but 

personnel shall 
document reason for 

access. 

No. Authorized personnel can make copies 
but must document the reason. 

Orlando  

Yes. Viewing is prohibited other than for “official 
law enforcement purposes.” 

Yes 
Not specified, though copying is prohibited 

other than for “official law enforcement 
purposes.” 

https://www.powerdms.com/public/MESAPD/tree/documents/1703041
https://www.powerdms.com/public/MESAPD/tree/documents/1703041
https://cbsminnesota.files.wordpress.com/2018/04/body-cam-policy.pdf
https://cbsminnesota.files.wordpress.com/2018/04/body-cam-policy.pdf
https://www.bwcscorecard.org/static/policies/2016-11-16%20New%20Orleans%20BWC%20Policy.pdf
https://www.bwcscorecard.org/static/policies/2016-11-16%20New%20Orleans%20BWC%20Policy.pdf
https://www1.nyc.gov/assets/nypd/downloads/pdf/public_information/body-worn-cameras-patrol-guide.pdf
http://www2.oaklandnet.com/oakca1/groups/police/documents/webcontent/oak054254.pdf
http://s3.amazonaws.com/lakana-gmg-wkmg/document_dev/2015/11/13/OPD%20policy_407219_ver1.0.pdf
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City Does Viewing Require Allowed Purpose? Is Viewing Logged? Is Permission Required to Copy Video? 

Philadelphia 
Yes, officers may access their own BWC footage for 
“report writing, court preparations, and/or training 

purposes.” 
Yes 

Yes, permission is required from the Digital 
Evidence Custodian, who manages and 
maintains all media and recordings from 

BWCs. 

Phoenix, AZ  

No restrictions on officer viewing own video or 
subordinate’s video.  

Not specified 
Copying recordings without the approval of 

the Police Chief or his designee is prohibited, 
but no permission process is specified. 

Rialto, CA  

Once uploaded, “personnel may view their own 
audio/video data.” In addition, “an employee” 

(which employee/s not specified) may view files for 
criminal investigations & reports, before testimony, 

or before providing a statement pursuant to an 
administrative inquiry. 

Yes 
Permission required from the Chief of 

Police. 

San Antonio 

Officers can view their own recordings and 
detective-investigators and above have access to all 

recordings. Viewing is restricted for official use 
only, which includes criminal investigations; internal 
affairs; pursuits; use of force reviews; open record 
requests; officer involved crashes; or other reasons. 

Yes 
Yes, copies must be requested through the 

Video Evidence Custodian or their designee. 

San 
Bernardino 

Officers may review their own recordings for law 
enforcement purposes. 

Yes 

Not specified but digital evidence can only 
be copied by authorized personnel. Digital 

evidence is handled pursuant to state law and 
department policies and procedures. 

San Diego  

No restrictions on viewing own video. For general 
viewing, there is a list of acceptable administrative 

purposes.  
Yes 

Unauthorized copying is prohibited, but no 
permission process is specified. Digital 

evidence handled as investigative record and 
handled pursuant to state law and the 
department policies and procedures. 

https://www.phillypolice.com/assets/directives/D4.21BodyWornCameras-rev1.pdf
http://kjzz.org/sites/default/files/11-14-17PhoenixPDoperations_orders.pdf#page=867
https://www.rialtopd.com/downloads/Rialto_PD_Policy_Manual_20190511.pdf#page=291
https://www.sanantonio.gov/Portals/0/Files/SAPD/GeneralManual/410%20Body%20Worn%20Cameras.pdf
http://www.sbcity.org/civicax/filebank/blobdload.aspx?BlobID=24682
http://www.sbcity.org/civicax/filebank/blobdload.aspx?BlobID=24682
https://www.sandiego.gov/sites/default/files/149.pdf
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City Does Viewing Require Allowed Purpose? Is Viewing Logged? Is Permission Required to Copy Video? 

San 
Francisco 

Officers may view BWC footage for any “legitimate 
law enforcement purpose.” 

Yes 

Yes, “the officer-in-charge or commanding 
officer of the investigative unit assigned the 

incident recorded by the BWC, or the 
commanding officer of the Risk Management 
Office, shall have the authority to permit the 

duplication and distribution of the BWC 
files.” 

San Jose 

Viewing allowed for criminal investigations, 
preparing reports or testimony, training, and 

preparation of an Internal Affairs interview. Other 
reasons require permission of the Chief of Police. 

Yes 
Unauthorized copying is prohibited, but no 

permission process is specified. 

Seattle 

Viewing allowed for complaints, investigations, 
performance appraisal, audits, and other listed 

purposes. Only exception is they cannot view their 
own videos during FIT investigations. 

Yes 
Not specified but officers shall not make 

copies of footage for personal use. 

Tampa 

Officers required to view their footage before 
writing reports. Does not specify any viewing 

restrictions. 
Yes Chief of Police must give permission. 

Tucson 

Viewing allowed for investigations, reports, and 
preparation for hearings, depositions, and trials. 

Not specified 
No permission required for listed purposes; 
other copying requires supervisor approval 

from a commander or above. 

Washington, 
D.C. 

“[M]embers shall not view recordings for anything 
other than official law enforcement purposes.” 

Yes An official must give permission in writing. 

 

 

 

https://sanfranciscopolice.org/sites/default/files/Documents/PoliceDocuments/Transparency/COMMISSION-DGO-10.11-BODYWORNCAMERAS.pdf
https://sanfranciscopolice.org/sites/default/files/Documents/PoliceDocuments/Transparency/COMMISSION-DGO-10.11-BODYWORNCAMERAS.pdf
http://www.sjpd.org/InsideSJPD/BodyCameras/SJPD_BWC_Policy_06-29-15_with_POA_approval.pdf
https://www.seattle.gov/police-manual/title-16---patrol-operations/16090---in-car-and-body-worn-video
https://www.bwcscorecard.org/static/policies/2016-09-01%20Tampa%20BWC%20Policy.pdf
https://www.tucsonaz.gov/files/police/general-orders/3700SPECIALIZED_DEPARTMENT_EQUIPMENT.pdf?uuid=5a81cfe9d871b&__ncforminfo=5otG5ph6g0tPax_F90GFnS9fRhDdjAv80BD8uJZDzCbdS_y6xCR8l-BbRxTxmuG-BRsC0hYJinObu9EbvYUsq_Ndzqv0cf5I#page=27
https://go.mpdconline.com/GO/GO_302_13.pdf
https://go.mpdconline.com/GO/GO_302_13.pdf
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Model Policies 
 

Org Does Viewing Require Allowed Purpose? Is Viewing Logged? Is Permission Required to Copy Video? 

ACLU Model 
Statute  

Not specified Not specified Not specified 

International 
Association 
of Chiefs of 

Police  

Not specified Not specified Written approval required. 

Police 
Executive 
Research 

Forum  

Yes Yes Not specified 

https://www.aclu.org/other/model-act-regulating-use-wearable-body-cameras-law-enforcement
https://www.aclu.org/other/model-act-regulating-use-wearable-body-cameras-law-enforcement
http://www.aele.org/iacp-bwc-mp.pdf
http://www.aele.org/iacp-bwc-mp.pdf
http://www.aele.org/iacp-bwc-mp.pdf
http://www.aele.org/iacp-bwc-mp.pdf
http://www.policeforum.org/assets/docs/Free_Online_Documents/Technology/implementing%20a%20body-worn%20camera%20program.pdf
http://www.policeforum.org/assets/docs/Free_Online_Documents/Technology/implementing%20a%20body-worn%20camera%20program.pdf
http://www.policeforum.org/assets/docs/Free_Online_Documents/Technology/implementing%20a%20body-worn%20camera%20program.pdf
http://www.policeforum.org/assets/docs/Free_Online_Documents/Technology/implementing%20a%20body-worn%20camera%20program.pdf

