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From:
To: Field Ops (ALL)
Subject: FW: I&A Assessment on Pre-Travel Activities of Aspiring US Foreign Fighters
Date: Friday, January 15, 2016 2:54:57 PM
Attachments: (U--FOUO) IA - Pre-Travel Activities by US Persons Aspiring to Fight in Syria 01062016.pdf

FYI – IGA will be pushing to the HSAs as well.
 

From: Clark, Alaina 
Sent: Friday, January 15, 2016 1:45 PM
To:
Cc:
Subject: FW: I&A Assessment on Pre-Travel Activities of Aspiring US Foreign Fighters
 
Hi ,
 
At the CVE meeting yesterday I&A briefed out on the attached product – I thought this might be
 something the HSAs are interested in. 
 
 
 
 
Let me know your thoughts, happy to take your lead on this one.
 
Alaina
 
 

From:
Sent: Thursday, January 14, 2016 3:31 PM
To: Clark, Alaina
Cc:
Subject: I&A Assessment on Pre-Travel Activities of Aspiring US Foreign Fighters
 
Alaina-
 
Nice seeing you this afternoon at the CVE WG. Here is the new I&A assessment on pre-travel
 activities that we briefed during the meeting.
 
Feel free to forward the assessment, as you find appropriate, to your SLTT network, including HSAs.
 
Thanks and have a good afternoon,

 

Homeland Violent Extremism Branch
Office of Intelligence and Analysis
U.S. Department of Homeland Security
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From:
To: SLPO IO RD
Cc: SLPO Review;

Mcallister, Scott;
Subject: CVE Training Resource Webportal
Date: Wednesday, October 31, 2012 12:37:32 PM
Attachments: @

All,

On 1 October, Secretary Napolitano announced the launch of a new Countering Violent
Extremism Training Resource Webportal, co-hosted by DHS and the FBI. The Webportal,
developed in close partnership with IACP and other law enforcement association, is now
available to federal, state, local, tribal, territorial and correction law enforcement
training practitioners through the Homeland Security Information Network (HSIN).  The
Webportal provides access to hundreds of the most current Countering Violent
Extremism training and training related materials, case studies, analytic products, and
other resources. It also provides a platform for communication and information sharing
about Countering Violent Extremism among DHS and other law enforcement training
practitioners from across the country.

The Webportal was developed in response to demand for CVE training resource material
that is accurate, appropriate, and that can be used by law enforcement training
practitioners
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From:
To: SL Midwest
Subject: DOI /FC P/CR/CL AND CVE AAR
Date: Monday, April 30, 2012 11:50:55 AM

Boss & Colleagues,
 
The DOI/FC hosted DHS’ Privacy, Civil Rights and Civil Liberties (P/CR/CL)  training on 17 April and
Countering Violent Extremism (CVE)  curriculum on 18 April.  Since most of you have already hosted
this training I’ll keep this After Action Report brief and highlight only those areas that may be of
help for future training venues.
 
The two training flyers we published, with assistance from Training Division, were passed
previously in my WAR so to save Inbox storage limits please refer to that document but if anyone
wants another copy, just email/call and I’ll forward.   There are no proprietary elements to either of
these flyers so please use and edit them if they are of value to your next training venues.
 

   

?”  The third time I was requested
to provide information, I had to call RD  and 

 
For Privacy, Civil Rights and Civil Liberties we maxed out our training facility with 30 attendees. 
This is partly due to the fact that Director  made the P/CR/CL mandatory for all Fusion
Center Staff including our special agents   Overall, most of the critiques came in at the 4 and 5 level
(out of 5 maximum possible) so I’m pleased, relieved actually, that our Fusion Center staff found it
useful and informative.
For the CVE training, I  for our 250 seat venue.   we only
had a final attendance of 75.  ; there were no other big
conferences in Iowa conflicting with our dates but from the outset, there just didn’t seem to be
interest or an enthusiastic response from our law enforcement, DHS Component or First
Responder communities to this part of our two-day course offering.
 
As far as content, the P/CR/CL is understandably a bit dry as to content but two of the three
instructors,  were animated with good information flow and kept the
participants’ attention.   was also part of the P/CR/CL presentation and my IT manager,
our Iowa Privacy Officer, and I found his delivery a .  
Fortunately  had the smallest part of the P/CR/CL training block 

   presented a condensed version of his CVE training during the last
hour of the first day’s P/CR/CL portion and  always puts on a good session.  I’d be interested
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From:
To:
Subject: FW: CVE Executive Meeting, 03/03/15, 9:00 A.M.
Date: Thursday, September 03, 2015 6:55:39 AM
Attachments: @

Rocky Mountain Regional Director

Department of Homeland Security

Office of Intelligence & Analysis

Office:

Cell:

Warning: This document is UNCLASSIFIED//FOR OFFICIAL USE ONLY (U//FOUO).  It
contains information that may be exempt from public release under the Freedom of
Information Act (5 U.S.C. 552).  It is to be controlled, stored, handled, transmitted,
distributed, and disposed of in accordance with DHS policy relating to FOUO information
and is not to be released to the public, the media, or other personnel who do not have a
valid “need-to-know” without prior approval of an authorized DHS official.

From:
Sent: Wednesday, March 04, 2015 7:59 AM
To: Field_Operations;
Cc: hqdeppax_rd
Subject: FW: CVE Executive Meeting, 03/03/15, 9:00 A.M.

Here is a recap of yesterday’s FBI / DOJ hosted CVE meeting.
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From:
To: SL RockyMountainRegion
Subject: FW: ISIS In America
Date: Tuesday, February 09, 2016 1:39:04 PM
Attachments: FYI #3 ISIS in America - Full Report 0.pdf

RMR,
 
For those who haven’t seen this.
 
V/r,

U.S. Department of Homeland Security
Minnesota Fusion Center (MNFC)

 
 

(b) (6)

(b) (6)

(b) (6)

IA_00022



IA_00023



IA_00024



IA_00025



All rights reserved. Printed in the United States of America. No part of this publication may be reproduced or transmitted 
in any form or by any means, electronic or mechanical, including photocopy, recording, or any information storage and 
retrieval system, without permission in writing from the publisher.

© 2015 by Program on Extremism

Program on Extremism
2000 Pennsylvania Avenue NW, Suite 2210
Washington, DC 20052
www.cchs.gwu.edu/program-extremism

IA_00026



IA_00027



Lorenzo Vidino and Seamus Hughes

iv  |  ISIS in America: From Retweets to Raqqa

Illustrations, continued
11.       10

12. Usaamah Abdullah Rahim    11

13. Amiir Farouk Ibrahim’s American passport    11

14. ou las c ain  aspirin  rapper turned ihadist    12

15. anad Abdullahi ohallim’s itter pro le    12

16. Abdullah Ramo Pazara (right) in Syria    12

17. Abu Muhammad al Amriki explains his defection to ISIS    13

18. ne of Abu halid al Amriki’s nal t eets    13

19. News of Abu Khalid al Amriki’s death circulates on Twitter    13

20. Abu Abdullah al Amriki    14

21. ISIS announces Abu Abdullah al Amriki’s death    14

22. Moner Abu Salha, a.k.a. Abu Hurayra al Ameriki    16

23. Ariel radley celebrates the hattanooga shootings    16

24. Snapshot of life in the caliphate  image from Ariel radley’s Instagram account    17

25. Mohammed Hamzah Khan on Twitter    20

26. Elton Simpson pledges allegiance to ISIS before his attack    21

27. The Radicalization Echo hamber    22

28. Examples of ISIS supporters’ imagery on social media    23

29. lockwise  A user announces a new account  examples of node, shout out, and 
ampli er accounts    24

30. lockwise  Inter ecting in the lack i esMatter con ersation  sharing a uote from 
Anwar al Awlaki  dismissing ISIS critics as coconuts     25

31. From the U.S. to Syria  Abdullah Ramo Pazara    27

32. Nader Saadeh    28

33. Alaa Saadeh    28

34. Samuel Topaz on Facebook    28

35. Facebook post by Mohamed Saeed Kodaimati    29

36. Mohamed Saeed Kodaimati    29

37. Shannon Maureen onley    30

38. hristopher ee ornell    31

IA_00028



IA_00029



IA_00030



IA_00031



IA_00032



IA_00033



IA_00034



IA_00035



Lorenzo Vidino and Seamus Hughes

2  |  ISIS in America: From Retweets to Raqqa

attempting and conspiring to provide material support and 
resources to a designated foreign terrorist organization.6

The couple’s arrest made national news, arriving at the 
tail end of a summer that saw an unprecedented number 
of ISIS-related arrests across the country. While the U.S.-
based ISIS supporters who have been charged come from 
a wide range of ethnic and socio-economic backgrounds, 
many share core characteristics: they were American-born, 
under age 30, and had no previous history of radical views 
or activities. How could these seemingly ordinary young 
American men and, in growing numbers, women, be at-
tracted to the world’s most infamous terrorist organiza-
tion? There is no simple answer to this question, as each 
individual’s radicalization has its own unique dynamics. 
Still, cases like that of Dakhlalla and Young are increas-
ingly emblematic of the dynamics of radicalization seen 
throughout America over the last few years.

From Hijackings to Hashtags:  
The Evolution of Jihadism in America
Violent extremism of the jihadist inspiration is not a new 
phenomenon in America.7 Already in the 1980s, a small 
number of American citizens and residents traveled to 

Afghanistan to join the mujahideen seeking to repel the 
Soviet invasion.8 Throughout the 1990s, scattered clusters 
of American-based militants were involved in other foreign 
con icts e.g. osnia and Chechnya  or provided material 
support to al Qaeda and other Sunni extremist groups. 
One such cluster based out of New York and New Jersey 
carried out one of the earliest attacks on U.S. soil, the 1993 
World Trade Center bombing.9

After the September 11, 2001, attacks, the U.S. counter-
terrorism community adopted a more aggressive posture, 
resulting in the discovery of dozens of individuals and cells 
across the country. American jihadists operating through-
out the 2000s and early 2010s varied signi cantly in terms 
of their pro les, organizational af liations, and operational 
capabilities.10 While some had deep links to al Qaeda and 
its af liates, others were nothing more than sympathizers 
of jihadist ideology lacking operational connections.

Over time, the greatest threat to the U.S. homeland 
came to be posed not so much by groups operating over-
seas (although a number of plots conceived by al Qaeda 
and its af liates have been thwarted over the last decade , 
but from “self-radicalized, homegrown extremists in the 
United States.”11 In fact, in 2010 then-Attorney General 
Eric Holder indicated that the terrorist threat had “changed 

. WAPT News, “ Mississippi Residents Charged with Trying to Join ISIS: Jaelyn Delshaun Young, Muhammad Oda Dakhlalla 
Arrested,” August , .

. An inherently controversial and arguably improper term, “jihadism” refers to the ideology adopted by groups such as al Qaeda and 
ISIS. The authors are aware that the term “jihad” has a number of meanings and that most Muslims use the term in ways different 
than these groups.

. J.M. Berger, Jihad Joe: Americans Who Go to War in the Name of Islam (Washington DC: Potomac Books, ).
. See Lorenzo Vidino, “Homegrown Jihadist Terrorism in the United States: A New and Occasional Phenomenon?,” Studies in Conflict 

& Terrorism , no.  (January ): -.
. For more on jihadist networks in the U.S., see Brian Michael Jenkins, “Stray Dogs and Virtual Armies Radicalization and Recruitment 

to Jihadist Terrorism in the United States Since /,” RAND Corporation, Occasional Paper, .; Risa A. Brooks, “Muslim 
‘Homegrown’ Terrorism in the United States: How Serious Is the Threat?” International Security , no.  (Fall ): –.; Charles 
Kurzman, “Muslim-American Terrorism in the Decade Since /,” Triangle Center on Terrorism and Homeland Security, February 
.; Scott Matthew Kleinmann, “Radicalization of Homegrown Sunni Militants in the United States: Comparing Converts and 
Non-Converts,” Studies in Conflict and Terrorism , no.  (): -.; Jerome P. Bjelopera, “American Jihadist Terrorism: 
Combating a Complex Threat,” Congressional Research Service, January , .; Charles Kurzman, “Muslim-American Terrorism: 
Declining Further,” Triangle Center on Terrorism and Homeland Security, February , .; Jessica Zuckerman, Steven P. Bucci, and 
James Jay Carafano, “ Terrorist Plots Since /: Continued Lessons in Domestic Counterterrorism,” The Heritage Foundation, 
July .; and Lorenzo Vidino, “From KSM’s Genius to Sheer Amateurism: The Post-/ Evolution of the Terrorist Threat in the 
United States,” in Bruce Hoffman and Fernando Reinares, eds., The Evolution of the Global Terrorist Threat: From / to Osama bin 
Laden’s Death (Columbia University Press, ), -.

. Testimony of Robert S. Mueller, III, Director of the Federal Bureau of Investigation, United States Senate, Annual Worldwide Threat 
Assessment, Select Committee on Intelligence, February , .
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from simply worrying about foreigners coming here, to 
worrying about people in the United States, American citi-
zens—raised here, born here, and who for whatever reason, 
have decided that they are going to become radicalized and 
take up arms against the nation in which they were born.”12

American jihadists have engaged in a broad spectrum 
of activities, ranging from providing logistical support to 
several foreign terrorist organizations (mainly al Qaeda 
and its various af liates but also the Taliban, Pakistan’s 
Lashkar-e-Taiba, Indonesia’s Jemaah Islamiyah, etc.) to 

ghting in foreign con icts, particularly in Afghanistan, 
Iraq, and Somalia. In several cases these individuals 
planned attacks on U.S. soil. Authorities have thwarted 
most of these plots. In fact, many were conceived partially 
after prodding from the FBI, which since 9/11 has made 
abundant use of “sting operations” to prevent aspiring 
jihadists from committing acts of violence. On other oc-
casions, American militants succeeded, as in the cases of 
Little Rock (2009), Fort Hood (2009), and Boston (2013).

Between 2001 and 2013, more than 200 U.S. citizens and 
permanent residents were convicted of terrorism-related 
activities.13 This gure clearly indicates that a small but 
signi cant number of American citizens and residents 
embrace jihadist ideology and are committed to using vio-
lence, at times against fellow Americans, to this end.

Of course, when analyzed in comparative terms, these 
numbers and dynamics can be seen in a different light. Some 
argue that other forms of extremism constitute an equal, if 
not larger, threat to American domestic security. A study by 
the New America Foundation, for example, has calculated 
than since 9/11 almost twice as many Americans have been 
killed by white supremacists and other anti-government do-
mestic radicals than by Islamist extremists.14

Moreover, while the challenge of jihadist radicalization 
certainly exists in the United States, its intensity and size 

are signi cantly smaller than in most European countries. 
Due to multiple concurring factors—such as a compara-
tively more integrated American Muslim community and 
the sporadic and geographically-limited presence of radi-
calizing agents (radical mosques, extremist preachers, and 
recruiting networks)—America has witnessed little of the 
radicalization dynamics seen in countries such as France, 
Great Britain, Belgium, and Denmark. The American “ji-
hadist scene,” assuming a coherent one exists, is signi -
cantly smaller, more decentralized, and less professional 
than that of most European countries.

By 2011 the jihadist threat on both sides of the Atlantic 
appeared to have somewhat plateaued. To be sure, the 
problem of homegrown radicalization clearly still existed. 
But the somewhat stagnant level of the threat, better law 
enforcement and intelligence practices, and the enthu-
siasm generated in the West by the promise of the Arab 
Spring suggested that jihadism was a manageable and po-
tentially even subsiding problem.

In the last four years, though, jihadism in the West 
has received a boost triggered by staggering events on 
the ground in the Middle East. In particular, the con-

ict in Syria, the successes achieved on the ground by 
ISIS and other jihadist groups, and ISIS’s formation of a 
self-proclaimed caliphate have had a magnetic draw for 
many young Western Muslims.

The scale of this recent mobilization is unprecedented. 
In May 2015, the United Nations Security Council estimat-
ed more than 25,000 foreign ghters from more than 100 
countries have joined ISIS and other jihadist groups in 
Syria.15 Even though precise data is virtually impossible to 
obtain, it is believed that some 5,000 European citizens or 
residents have become foreign ghters in Syria and Iraq, a 
number that dwarfs all previous mobilizations (Afghanistan, 
Bosnia, Chechnya, Iraq, Somalia, and Mali) combined.16 

. Jack Cloherty and Pierre Thomas, “Attorney General’s Blunt Warning on Terror Attacks,” ABC News, December , .
. Charles Kurzman, “Muslim-American Terrorism in ,” Triangle Center on Terrorism and Homeland Security, February , , p. .
. Scott Shane, “Homegrown Extremists Tied to Deadlier Toll than Jihadists in U.S. Since /,” The New York Times (NYT), June , .
. United Nations’ Security Council, “Action Against Threat of Foreign Terrorist Fighters Must be Ramped Up, Security Council Urges 

in High-Level Meeting,” rd Meeting (AM), May , .
. Peter R. Neumann, “Foreign Fighter Total in Syria/Iraq Now Exceeds ,; Surpasses Afghanistan Conflict in the s,” The 

International Centre for the Study of Radicalisation and Political Violence (ICSR), January , .
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Particularly alarming are numbers from certain countries, 
such as the 1,200 estimated to have left France, and the 400 
who left Belgium, a country of only 11 million.

The numbers in the U.S., while similarly dif cult to 
measure precisely, are signi cantly lower than those in 
most European countries. In June 2015 the FBI stated that 
“upwards of 200 Americans have traveled or attempted to 
travel to Syria to participate in the con ict.”17 A few weeks 
later, the Of ce of the Director of National Intelligence es-
timated that more than 250 individuals from the U.S. had 
traveled or attempted to travel to the con ict area, a few 
dozen had joined the ranks of ISIS, and some 20 had died.18

Moreover, the surge in the number of American foreign 
ghters is small compared to those who sympathize with 

and embrace ISIS’s ideology. American authorities have con-
sistently said that the popularity of ISIS’s propaganda, driv-
en largely by its savvy social media tactics, wholly overshad-
ows that of al Qaeda. Tellingly, in May 2015 FBI Director 
James Comey spoke of “hundreds, maybe thousands” of 
ISIS sympathizers and potential recruits across the country, 
disclosing that the Bureau had related investigations run-
ning in all 50 states.19 A few months later, in October 2015, 
Comey revealed that the FBI had a staggering 900 active in-
vestigations against homegrown violent extremists.20

Publicly available information con rms a sharp surge 
of jihadist activities in the U.S., especially when compared 
to dynamics seen in the years since the wave of arrests fol-
lowing 9/11. Since March 2014, 71 individuals in one way 
or another linked to ISIS have been charged in the U.S. 
for terrorism-related activities. The number of arrests has 
spiked in recent months, with 56 arrested since January 
2015. In the same period, a handful of attacks have oc-
curred across the country.

Searching for Answers
What explains the recent surge in American jihadi recruits? 
Who are the Americans lured by the siren songs of ISIS’s 
propaganda? How do they embrace such radical ideology, 
turning their backs on their country and, in most cases, 
their families? Do they do so by themselves or in clusters 
of like-minded individuals? Once radicalized, what do they 
seek: to join the ISIS caliphate between Syria and Iraq or 
to carry out attacks in the U.S.?

Answers to these and related questions concerning ISIS 
mobilization in the U.S. have puzzled authorities and the pub-
lic alike. To shine new light on them, the staff at the George 
Washington University’s Program on Extremism engaged in 
a six-month study of the recent surge in domestic radicaliza-
tion. The result is this report, which, while unable to exam-
ine every aspect of such a complex and uid phenomenon, 
provides a comprehensive overview of ISIS-related radical-
ization and mobilization in the United States.

The report consists of two parts. The rst examines all 
cases of U.S. persons arrested, indicted, or convicted in 
the United States for ISIS-related activities since the rst 
case in March 2014. A wide array of legal documents re-
lated to these cases provides empirical evidence for iden-
tifying several demographic factors related to the arrested 
individuals. This section also looks at the cases of other 
Americans who, while not in the legal system, are known 
to have engaged in ISIS-inspired behavior.

The second part of the report examines various aspects 
of the ISIS-related mobilization in America. Here the report 
analyzes the individual motivations of ISIS supporters; the 
role of the Internet and, in particular, social media, in their 
radicalization and recruitment processes; whether their rad-
icalization took place in isolation or with other, like-minded 
individuals; and the degree of their tangible links to ISIS.

.  Testimony of Michael B. Steinbach, Assistant Director of the FBI, Terrorism Gone Viral: The Attack in Garland, Texas and Beyond, 
House Homeland Security Committee, June , .

. Barbara Starr, “’A Few Dozen Americans’ in ISIS Ranks,” CNN, July , .
. Tom Vanden Brook, “ISIL Activity Drives up Pentagon Threat Level,” USA Today, May , .
. Kevin Johnson, “Comey: Feds have Roughly  Domestic Probes about Islamic State Operatives,” USA Today, October , .
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and in over a third of the cases they are 21 years or young-
er. . . . That is different than the demographic we saw who 
went to support core al Qaida in the Afghanistan FATA 
(Federally Administrated Tribal Areas) region.”21

Gender
Sixty-one of the seventy-one individuals (86%) are male. 
Nonetheless, women are taking an increasingly promi-
nent role in the jihadist world. A handful of studies have 
attempted to identify the reasons why ISIS’s ideology at-
tracts a growing number of Western women.22 While some 
of these motivations are identical to that of their male 
counterparts (i.e. the search for a personal identity and the 
desire to build a strict Islamic society), others are speci c 
to women. The role of women in ISIS varies from propa-
ganda disseminators and recruiters to those as the “wife of 
jihadist husband” and “mother to the next generation.”23

Time Frame
The tempo of ISIS-related arrests has increased markedly 
in 2015. An overwhelming majority (56 individuals) were 
arrested for ISIS-related activities this year. This represents 
the largest number of terrorism arrests in a single year 
since September 2001.

Location
While the FBI has stated that there are active ISIS-related 
investigations in all 50 states, to date only 21 states have 
had at least one arrest within their borders. New York 
saw the highest number of cases (13), followed closely by 
Minnesota (11).

Legal Status
The vast majority of individuals charged are U.S. citizens 
(58) or permanent residents (6), underscoring the home-
grown nature of the threat. Researchers were unable to 
determine the legal status of seven individuals.

Converts
Approximately 40% of those arrested are converts to Islam. 
Given that an estimated 23% of the American Muslim pop-
ulation are converts, it is evident that converts are overrep-
resented among American ISIS supporters.24

Use of Informants/Stings
Over half (39) of the individuals were arrested after an 
investigation involving an informant or undercover law 
enforcement of cer. Since 9/11, the FBI has regularly 
employed this tactic in terrorism investigations, with a re-
markable conviction success rate. At the same time, the 
use of this tool has caused friction with segments of the 
American Muslim community.

Travel Abroad
Fifty-one percent of those charged with ISIS-related activ-
ities attempted to travel abroad or successfully departed 
from the U.S. In October 2015, FBI Director Comey re-
vealed that the Bureau had noted a decline in the number 
of Americans seeking to travel overseas, although he did 
not elaborate on what elements triggered this shift.25

Domestic Terror Plot
An overwhelming majority of those charged (73%) were 
not involved in plotting terrorist attacks in the U.S. Most 
U.S.-based ISIS supporters were arrested for intent to do 

. Department of Justice, “Transcript of Assistant Attorney General John P. Carlin’s Briefing at the Foreign Press Center on the Foreign 
Terrorist Threat and Other National Security Issues,” September , .

. See, for example, Saltman and Smith, “‘Till Martyrdom Do Us Part’,” ISD and ICSR, May . See also Edwin Bakker and Seran 
de Leede, “European Female Jihadists in Syria: Exploring an Under-Researched Topic,” International Centre for Counter-Terrorism–
The Hague (ICCT), April .

. Erin Marie Saltman and Melanie Smith, “‘Till Martyrdom Do Us Part’: Gender and the ISIS Phenomenon,” Institute for Strategic 
Dialogue (ISD) and ICSR, May , p. .

. Pew Research Center, “Converts to Islam,” July , .
. Johnson, “Comey: Feds have Roughly  Domestic Probes about Islamic State Operatives,” USA Today, October , .
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them with a knife.43 Authorities allege that prior to the inci-
dent Rahim conspired with his nephew, David Wright, and 
Rhode Island resident Nicholas Rovinski, as well as addition-
al unnamed conspirators, to assassinate individuals within 
the U.S. on behalf of ISIS. On the morning of June 2, 2015, 
Rahim changed his plans and called Wright to explain that 
he wanted to act imminently and target the police. Once law 
enforcement approached him in the parking lot of the CVS 
drugstore where he worked, he lunged at them with a knife 
and was shot and killed.44

illed in S ria/Ira  and Clearl  Identi ed
Sixto Ramiro Garcia, a Houston resident, traveled to Syria 
in March 2014.45 Garcia, a convert to Islam, conspired to 
join ISIS with fellow Houston resident Asher Abid Khan, 
but was left to cross the Turkey-Syria border alone after 
Khan returned to Texas.46 His family was noti ed of his 
death on December 25, 2014, via a Facebook message 
from Garcia’s account.47 The circumstances surrounding 
Garcia’s death remain a mystery.

Amiir Farouk Ibrahim, a dual U.S.-Egyptian citizen 
and Pittsburgh resident, traveled to Syria in early 2013.48

Ibrahim was reportedly killed in July 2014 in a clash 
with Kurdish forces. Representatives from the Syrian 
Observatory for Human Rights found both of his passports 
among the ruins of a town that had been held by ISIS.49

Yusuf Jama, a native of Minneapolis, traveled to Syria 
in June 2014.50 Prior to leaving the U.S., Jama attempted 
to travel to Syria in May 2014 with fellow Minneapolis 

resident Guled Omar—who was later arrested and indict-
ed on material support charges—and another individual. 
But the trio delayed their plans in light of pushback from 
Omar’s family.51 Additionally, Jama lived with Mohamed 
Osman, whom authorities believe traveled to Somalia in 
July 2012 to join al Shabaab.52 Although the circumstanc-
es surrounding Jama’s death are unknown, his family was 
noti ed of his death in December 2014.53

. United States of America v. David Wright and Nicholas Rovinski, Criminal Complaint, (June , ). See also Susan Zalkind and 
Katie Zavadski, “Boston’s Wannabe Beheader ‘Liked’ ISIS Enough to Kill,” The Daily Beast, June , .

. Ibid.
. United States of America v. Asher Abid Khan, Arraignment/Detention Hearing, (June , ).
. Ibid.
. Ibid.
. Betsy Hiel and Carl Prine, “Pittsburgh Man Reportedly Dead in Syria,” WPXI.com, July , .
. Bill Roggio, “American Passport Found at al Qaeda Base in Northern Syria,” The Long War Journal, July , .
. Laura Yuen, Mukhtar Ibrahim and Sasha Aslanian, “Called to Fight: Minnesota’s ISIS Recruits,” Minnesota Public Radio (MPR) 

News, March , .
. Ibid.
. Yuen, Ibrahim and Aslanian, “Called to Fight,” MPR News, March , .
. Ibid.

FIG. 12  
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Instagram, where she discusses her life and praises ISIS. 
In the immediate aftermath of the Chattanooga attacks, 
which killed ve military personnel in her hometown, 
she tweeted: “in sha Allah [God willing] this will make 
the camps of Emaan [believers] and Kuffr [non-believers] 
known within Chattanooga.”77

It is tempting to caricature Bradley as a naïve girl with 
personal problems whose jihadist trajectory is the outcome 
of an unfortunate childhood. It is also easy to assume that 
her actions were driven by a quest for a romantic partner. 
But, even in the most extreme cases, multiple factors con-
tribute to an individual’s decision. Her friend’s analysis 
highlights this dynamic: “Be it religion, be it a man, be it a 
marriage, be it a child, be it ISIS, Ariel was always looking 
for something to de ne herself, an identity to cling to.”78 
Given her particular pattern of behavior, it is likely that 
Bradley might have accepted other extremist ideologies, if 
circumstances allowed, so long as they satiated her hunger 
for community, love, and identity.

Still, it is dif cult to fully comprehend the complex 
mental processes that led Bradley, like other young 
Americans, to embark on such an extreme journey to the 
ISIS caliphate. What is apparent is that ISIS and its propa-
ganda machine have been particularly adept at exploiting 
the emotions, needs, and weaknesses of young Americans, 
irrespective of their demographic backgrounds. What fol-
lows is an examination of the online and physical world 
dynamics that in uence U.S.-based ISIS sympathizers.

The Role of Social Media
Extremist groups inspired by a range of ideologies have 
embraced the Internet for a variety of purposes. As a 
2009 report by the International Centre for the Study of 
Radicalisation at King’s College London observes: 

The Internet can be used by extremists to illustrate 
and reinforce ideological messages and/or narra-
tives. Through the Internet, potential recruits can 

. Hall, “How One Young Woman Went From Fundamentalist Christian to ISIS Bride,” BuzzFeed News, July , .
. Ibid.
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gain near-instantaneous access to visually powerful 
video and imagery which appear to substantiate the 
extremists’ political claims. . . . The Internet makes 
it easier to join and integrate into more formal or-
ganizations. It provides a comparatively risk-free 
way for potential recruits to nd like-minded indi-
viduals and network amongst them, enabling them 
to reach beyond an isolated core group of conspir-
ators. . . . It creates a new social environment in 
which otherwise unacceptable views and behaviour 
are normalised. Surrounded by other radicals, the 
Internet becomes a virtual ‘echo chamber’ in which 
the most extreme ideas and suggestions receive the 
most encouragement and support.79

Western governments tend to agree on the importance 
of the Internet in radicalization processes. The dynamic 
has been described with clarity by the Netherlands’ do-
mestic intelligence agency (AIVD) in an extensive report 
that calls the Internet “the turbocharger of the jihadi 
movement.” The report argues:

There is a large group of Muslims, mostly young peo-
ple, in non-Muslim Western countries, who feel iso-
lated within the societies in which they live. Because 
these youngsters see their future in the West, unlike 
their parents, while at the same time experiencing a 
strong element of distrust for Western society, they 
are looking for their own identity and for a position 
to adopt in Western society. . . . When hunting for 
answers to these questions, they may end up in an 
environment with which they are familiar and which 
is easily accessible, namely the Internet. Not only 
can they nd a great deal of information there, but 

they can also become part of a virtual (Muslim) com-
munity, exchanging ideas and blowing off steam by 
expressing their frustration with other like-minded 
individuals who share their fate.80

Of cials in the U.S. have expressed similar concerns. 
The 2007 National Intelligence Estimate, titled The Terrorist 
Threat to the US Homeland, observes:

The spread of radical—especially Sala —Internet 
sites, increasingly aggressive anti-U.S. rhetoric 
and actions, and the growing number of radical, 
self-generating cells in Western countries indicate 
that the radical and violent segment of the West’s 
Muslim population is expanding, including in the 
United States. The arrest and prosecution by law 
enforcement of a small number of violent Islamic 
extremists inside the U.S.—who are becoming more 
connected ideologically, virtually, and/or in a physi-
cal sense to the global extremist movement—points 
to the possibility that others may become suf cient-
ly radicalized that they will view the use of violence 
here as legitimate.81

In May 2008, the U.S. Senate Committee on 
Homeland Security and Governmental Affairs published 
a report titled Violent Islamist Extremism, the Internet, 
and the Homegrown Terrorist Threat in which the com-
mittee warns about the increased frequency with which 
U.S.-based militants are active online.82 A 2010 report 
by NCTC contends that “the Internet and related infor-
mation technologies—such as Web forums, blogs, social 
networking sites, and e-mail—that serve as platforms 
for extremist propaganda and discourse can enable and 
advance the radicalization process and help mobilize 

. Tim Stevens and Peter R. Neumann, “Countering Online Radicalisation: A Strategy for Action,” ICSR, March , , p. .
. Netherlands’ Ministerie van Binnenlandse Zaken en Koninkrijksrelaties (Ministry of International Affairs and Kingdom Relations), 

“Jihadis and the Internet,” Netherlands’ National Coordinator for Counterterrorism, February , p. .
. United States Office of the Director of National Intelligence, National Intelligence Council, “The Terrorist Threat to the US 

Homeland,” National Intelligence Estimate, July .
. U.S. Senate Committee on Homeland Security and Governmental Affairs (HSGAC), “Violent Islamist Extremism, the Internet, 

and the Homegrown Terrorist Threat,” May , .
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individuals who may not be geographically near key ex-
tremist gures or signi cant events.”83

U.S. of cials have repeatedly highlighted how ISIS 
uses social media to reach a signi cantly wider audience 
much faster than any group in the past. “ISIL blends 
traditional media platforms, glossy photos, in-depth ar-
ticles, and social media campaigns that can go viral in 
a matter of seconds,” argued FBI Director Comey in a 
July 2015 testimony before the U.S. Senate. “No matter 
the format, the message of radicalization spreads faster 
than we imagined just a few years ago.”84 He continued, 
“Social media has allowed groups, such as ISIL, to use 
the Internet to spot and assess potential recruits. With 
the widespread horizontal distribution of social media, 
terrorists can identify vulnerable individuals of all ages in 
the United States—spot, assess, recruit, and radicalize—
either to travel or to conduct a homeland attack. The 
foreign terrorist now has direct access into the United 
States like never before.”85 Comey further elaborated on 
the novelty of ISIS social media use: 

Your grandfather’s al Qaeda, if you wanted to get 
propaganda, you had to go nd it. Find where 
Inspire magazine was and read it. If you want to 
talk to a terrorist, you had to send an email into 
Inspire magazine and hope that Anwar al Awlaki 
would email you back. Now all that’s in your 
pocket. All that propaganda is in your pocket, 
and the terrorist is in your pocket. You can have 
direct communication with a terrorist in Syria all 
day and night, and so the effect of that—especially 
on troubled minds and kids—it works! It’s buzz, 

buzz, buzz, buzz, buzz. It’s the constant feed, the 
constant touching, so it’s very, very different and 
much more effective at radicalizing than your 
grandfather’s al Qaeda model.86

Indeed, ISIS’s ability to directly and constantly reach 
Americans through social media has manifested itself in 
a number of ways: 1) triggering or advancing their radi-
calization process; 2) helping them mobilize to leave for 
Syria to join the group; and 3) inciting them to carry out 
attacks in America. The following examples illustrate this 
three-fold manifestation.

Grooming from Afar
An archetypal case of ISIS’s online radicalization and re-
cruitment campaign was chronicled in an illuminating 
New York Times story on “Alex,” a 23-year-old girl from 
rural Washington state.87 Alex lived with her grandparents 
from an early age, after her mother lost custody due to 
drug addiction. A college dropout who, in her own words, 
lived “in the middle of nowhere” and had no connection 
to Islam, Alex was motivated by a “horri ed curiosity” to 
seek out ISIS supporters after reading news of the execu-
tion of American journalist James Foley.88

Within several months, she was exchanging messages 
and conversing over Skype with various ISIS-linked re-
cruiters.89 Over time, Alex, who had previously expressed 
a desire to “live a faith more fully,” was meticulously 
groomed online, her new friends showering her with 
money, books, gift cards, and chocolate. She soon con-
verted to Islam and slowly embraced ISIS’s ideology. Her 
new friends offered Alex a previously lacking sense of 

. Similar findings were reached in this report. See also National Counterterrorism Center, “Radicalization Dynamics: A Primer,” 
September , p. ; HSGAC, “Zachary Chesser: A Case Study in Online Islamist Radicalization and Its Meaning for the Threat 
of Homegrown Terrorism,” February , .

. Testimony of James B. Comey, Director, Federal Bureau of Investigation (FBI), Senate Select Committee on Intelligence, 
Counterterrorism, Counterintelligence, and the Challenges of “Going Dark,” July , .

. Ibid.
. Ryan J. Reilly, “If You’re Trying To Join ISIS Through Twitter, The FBI Probably Knows About It,” Huffington Post, July , .
. Rukmini Callimachi, “ISIS and the Lonely Young American,” NYT, July , .
. Ibid.
. Ibid.
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Islamic schools and had become ha  or ha a, a term 
given to those who have memorized the entire Quran.95 
The eldest even taught youth at a local mosque.96

Devil on the Shoulder
While the case dynamics remain somewhat murky, ISIS 
social media appears to have played a role in pushing 
Americans Elton Simpson and Nadir Soo  to attack the 
Muhammad Art Exhibit and Cartoon Contest in Garland, 
Texas. A few months before the attack Simpson, who had 
been involved in jihadist activities for over a decade, be-
came an active participant in the community of U.S.-based 
ISIS sympathizers on social media. Simpson also made con-
tact with a well-known British foreign ghter, Abu Hussain 
al Britani, and Mohamed Abdullahi Hassan (a.k.a. Mujahid 
Miski), a prominent Somali-American English-speaking 
propagandist.97 Ten days before the attack, Miski posted 
about the Garland event with a clear exhortation: “The 
brothers from the Charlie Hebdo attack did their part. It’s 
time for the brothers in the #US to do their part.”98

Simpson, via a Twitter account with the username 
“Shariah is Light” and an avatar of the late al Qaeda 
propagandist Anwar al Awlaki, responded to Miski’s 
call to arms, publicly asking his friend in Somalia to 
“dm” (Direct Message, a private message on Twitter) 
him.99 Simpson and Soo  then drove from Arizona to 
Garland in a vehicle loaded with assault ri es, body ar-
mor, and hundreds of rounds of ammunition. Prior to 
the attack, Simpson tweeted a nal time, using a hashtag 
#texasattack. The hashtag was quickly picked up by 
Abu Hussain al Britani and circulated throughout the 

pro-ISIS community on Twitter in an effort to encourage 
others to commit similar acts.100

The Echo Chamber
U.S. authorities estimate that several thousand Americans 
consume ISIS propaganda online creating what has been 
described as a “radicalization echo chamber.”101 American 
ISIS activists and sympathizers are active on a variety of 
platforms, from open forums like Facebook, Google+, 
and Tumblr to more discrete messaging applications such 
as Kik, Telegram, surespot, and the dark web. But Twitter 
is by far the platform of choice of this informal echo 
chamber. For this reason, our researchers focused on the 
Twitter activities of approximately 300 individuals identi-

ed as American supporters of ISIS.
Identifying the 300 individuals was challenging be-

cause most online ISIS sympathizers seek anonymity. 
Individuals were coded as Americans if they self-identi ed 
as such; if Twitter’s geo-location software placed them 
within the U.S.; or if they used a variation of the kunya “al 

.    Kevin Sullivan, “Three American Teens, Recruited Online, Are Caught Trying to Join the Islamic State,” The Washington Post,  
    December , .

.    Jethro Mullens and Ted Rowland, “Who is Mohammed Hamzah Khan?,” CNN, October , .
.   Scott Shane, “Texas Attacker Left Trail of Extremist Ideas on Twitter,” NYT, May , .
.   Jim Sciutto, Pamela Brown, Paul Cruickshank and Paul Murphy, Texas attacker tweeted with overseas terrorists, CNN, May , .
.    Rita Katz, “The Power of a Tweet: Elton Simpson and the #TexasAttack,” SITE Intelligence Group (SITE), May , .
. Katz, “The Power of a Tweet” SITE, May , .
.  Pierre Thomas, Mike Levine, Jack Date and Jack Cloherty, “ISIS: Potentially ‘Thousands’ of Online Followers Inside US Homeland,  

  FBI Chief Warns,” ABC News, May , . The term has also been used by Assistant Attorney General John Carlin: United  
  States Department of Justice, “Assistant Attorney General John P. Carlin Delivers Remarks on Domestic Terrorism at an Event  
  Co-Sponsored by the Southern Poverty Law Center and the George Washington University Center for Cyber and Homeland  
  Security’s Program on Extremism,” October , .
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THE RADICALIZATION ECHO CHAMBER
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recently converted Americans pulled into the ISIS echo 
chamber. In one case the seemingly naïve individual 
posted general questions about religion, to which ISIS 
supporters quickly responded in a calm and authoritative 
manner. After a few weeks, the accounts of hardened ISIS 
supporters slowly introduced increasingly ardent views 
into the conversation. The new recruit was then invited 
to continue the conversion privately, often via Twitter’s 
Direct Message feature or on other private messaging plat-
forms such as surespot.

Real-World Clusters: ISIS’s Den in America
The role of social media in recent developments in the 
jihadist scene in America, as elsewhere, is central. Yet, it 
would be incorrect to overemphasize the impact of social 
media by considering it the sole medium of radicalization 
and mobilization for American ISIS supporters. A close ex-
amination of the individuals analyzed for this study reveals 
a signi cantly more nuanced reality in which the impor-
tance of social media, while present in virtually all cases, 
differs substantially from case to case.

To be sure, cases of web-driven, individual radical-
ization have increased in frequency with the rise of ISIS. 
Individuals like Shannon Conley and Christopher Cornell 
(discussed below) are quintessential examples of individu-
als whose radicalization was con ned to the virtual space, 
completely devoid of contact with like-minded individuals 
in the physical world.

Yet, in other cases the role of the Internet is not as 
all-encompassing, but rather complementary to equally, if 
not more, important dynamics in the physical world. In 
these cases, individual ISIS sympathizers did not begin 
their radicalization trajectories alone in front of a comput-
er screen, but rather via face-to-face interactions through 
preexisting social contacts who already embraced jihad-
ist ideology. Over time, these individuals tend to form a 
cluster: a small informal group of like-minded individuals 
whose internal dynamics reinforce the beliefs of its mem-
bers. Just as the virtual community of ISIS supporters acts 

as an echo chamber, these real-life connections reinforce 
and strengthen individual commitment to ISIS.

Individuals who belong to these informal clusters typ-
ically become consumers of jihadist propaganda on the 
Internet. While the online echo chamber undoubtedly 
contributes to the individual’s and thus the cluster’s radi-
calization, the one-on-one and group dynamics cultivated 
in the physical world sometimes play a greater role. In 
these scenarios, online and of ine dynamics complement 
one another, both contributing to and accelerating the 
cluster’s members’ radicalization.

These group dynamics are also common in sever-
al European countries, where informal clusters often 
form at the margins of radical mosques, Sala st orga-
nizations, or student groups, or simply through the 
interaction of like-minded acquaintances in the neigh-
borhoods of many European cities and towns. As with 
other radicalization-related dynamics, this phenomenon, 
typical of the European reality, occurs on a signi cantly 
smaller scale and less frequently than in the U.S. Yet, our 
analysis revealed that while some individuals t the pro-

le of the “lone actor,” others were part of a cluster of 
individuals of varying sophistication who radicalized and 
mobilized together.

The U.S. case that most closely resembles these 
European dynamics is that of the Minneapolis cluster. 
Americans traveling to ght in con ict zones is not a new 
phenomenon for the Minneapolis–St. Paul area. From 
2007 to approximately 2009, nearly two dozen individ-
uals, mostly ethnic Somalis, absconded from the U.S. to 
join the terrorist group al Shabaab.106 The departing left in 
small groups, the rst wave providing moral and logistical 
support to those who followed. In response, the FBI be-
gan a massive investigation, dubbed Operation Rhino, in 
an attempt to stem travel to con ict areas.

At the time, some analysts argued that the wave from 
Minneapolis was unique to the Somali con ict. This con-
tention was challenged in 2014, when a number of Somali 
Americans shifted their focus from Somalia to Syria. Since 

. B. Todd Jones, “Operation Rhino,” Office of the United States Attorneys, July , .
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then, at least 15 individuals have traveled or attempted to travel to 
join ISIS.107 They relied on a well-worn recruiting apparatus that 
leveraged deep personal, familial, and community relations. Chief 
among that recruiting network was Mohamed Abdullahi Hassan, 
one of the rst to leave Minneapolis to join al Shabaab, becoming a 
linchpin who recruited others to follow his example. A similar dy-
namic occurred with Abdi Nur who, after joining ISIS in 2014, sent 
messages back to his friends in Minneapolis offering contact infor-
mation and fake passports.108 Many of the Somali-American ISIS re-
cruits grew up in the same community, attended the same schools, 
and worshiped at the same mosque. Several of these individuals in-
herited connections to al Shabaab, including one individual whose 
older brother joined the group and another who lived with a friend 
who later departed for Somalia to join the ght.109

While the Minneapolis cohort has received signi cant media 
attention, a less known but equally revealing case unfolded in St. 
Louis, Missouri. At the center of the cluster is a charismatic Bosnian 
immigrant, Abdullah Ramo Pazara. A veteran of the Bosnian civ-
il war, Pazara came to America in the second half of the 1990s 
and lived a seemingly unremarkable life. He married, worked as 
a truck driver and developed a passion for motorcycles. But in 
2011, after both his marriage and trucking business unraveled, 
he developed an interest in a literalist interpretation of Islam.110 
In 2013, just days after obtaining U.S. citizenship, Pazara left for 
Syria, where he quickly rose to the rank of emir (commander) of 
a Balkan-dominated battalion working under well-known top ISIS 
commander Omar al Shishani.111

Pazara’s actions were supported by the efforts of a small group 
of Bosnian Americans. The men and women lived in St. Louis 
(home to America’s largest Bosnian population) and suburban 
Illinois towns, but a handful originally hailed from the Bosnian 
town of Teslic. The group collected almost eight thousand dol-
lars, which they sent to Pazara and families of ISIS ghters in the 
Balkans.112 Coordinating their activities through Facebook and 

. Paul McEnroe, Abby Simons and Libor Jany, “From the Heartland to Jihad: How a Group of Young Men from Minnesota Were 
Drawn Into ISIL’s Campaign of Terror,” Minnesota StarTribune, September , .

. McEnroe, Simons and Jany, “From the Heartland to Jihad,” Minnesota StarTribune, September , .
. Yuen, Ibrahim and Aslanian, “Called to Fight,” MPR, March , .
. Robert Patrick, “Allegations of St. Louis Terrorism Support Rooted Back in Bosnian War,” St. Louis Post-Dispatch, April , .
. Patrick, “Allegations of St. Louis Terrorism Support Rooted Back in Bosnian War,” St. Louis Post-Dispatch, April , . See also 

Radio Sarajevo, “U Siriji Poginuo Ramo Pazara, Komandant Džihadista iz BiH,” September , .
. Robert Patrick, “Woman Pleads Guilty in Terror Funding Case with St. Louis Ties,” St. Louis Post-Dispatch, September , .
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the act’s modalities and the fact that Nolen, while having 
no known contact with ISIS, was an avid consumer of ji-
hadist propaganda online, suggest that the case could be 
more than an ordinary incident of workplace violence.148

Similarly unclear is the case of Zale Thompson, who 
attacked four New York Police Department of cers with 
a hatchet in October 2014.149 His online search history 
shows an interest in jihadist videos, some of which in-
cluded ISIS material.150 However, Thompson, who was 
described by law enforcement as a loner with possible 
mental problems, also consumed black nationalist and 
other anti-government propaganda online, making an 

even inspirational link to ISIS uncertain at best.
Perhaps the most puzzling is the case of Joshua Ryne 

Goldberg, a 20-year-old Jewish Floridian who was arrest-
ed in September 2015 for distributing information relat-
ing to a bomb plot targeting a 9/11 memorial ceremony 
in Kansas City.151 Goldberg had multiple online personas: 
an ISIS-af liated Australian jihadist, a white supremacist, 
a feminist, and a free-speech radical.152 Regardless of his 
life as a virtual troll, Goldberg did nonetheless provide an 
individual, who unbeknownst to Goldberg was an FBI in-
formant, with instructions for constructing a bomb from a 
pressure cooker lled with nails.153

. Michael Pearson, “Who is Oklahoma Beheading Suspect Alton Nolen?,” CNN, September , .
. Agence France-Presse, “New York Police Brand Hatchet Attack ‘Terrorist’ Act,” Yahoo News!, October , .
. Caitlin Nolan, Kerry Burke, Rocco Parascandola, Joseph Stepansky and Thomas Tracy, “Hatchet-wielding Man Shot Dead by 

NYPD Cops in Queens; Police Eye Possible Terrorism Motive,” New York Daily News, October , .
. Garrett Pelican, “Orange Park Man, , Indicted in / Memorial Bomb Plot,” First Coast News, September , .
. Katie Zavadski, “‘Terrorist’ Troll Pretended to be ISIS, White Supremacist, and Jewish Lawyer,” The Daily Beast, September , .
. United States of America v. Joshua Ryne Goldberg, Criminal Complaint (September , ).
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American Muslims consulted for this report expressed 
willingness to engage ISIS supporters online yet hesitated 
to do so for fear of falling onto the FBI’s radar by engaging 
in dialogue with radicals. The government should provide 
legal guidance and recommend best practices so that po-
tential counter-messengers can make informed decisions 
on whether and how to engage.

Finally, there is a largely untapped opportunity to 
leverage American ISIS recruits who have become disil-
lusioned with the cause. These individuals have dropped 
out for a variety of reasons, whether experiencing the bru-
tality of life under ISIS rsthand or nding a more positive 
outlet for the quest that led them to ISIS in the rst place. 
U.S. of cials would do well to provide avenues for their 
stories to be ampli ed to help dissuade would-be recruits. 

The government should consider, within reason, limited 
immunity for some returning foreign ghters, as their mes-
sages are more likely to resonate than those delivered by 
most other counter-messaging programs.

While jihadist causes have lured American recruits for 
several decades, the surge spurred by the rise of ISIS and 
its sophisticated marketing of its counter-culture to im-
pressionable Americans is unprecedented. The data and 
vignettes provided in this report illuminate the complex-
ity of the threat and caution against simple solutions. In 
their response to this challenge, American political and 
civic leaders will need to be bold, experimental, and re-
ceptive to novel policies and initiatives in order to defeat 
ISIS and protect some of our fellow citizens from falling 
into its clutches. 
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From:
To:
Subject: RE: DHS CVE Corodinator for Boston
Date: Thursday, September 03, 2015 12:17:50 PM
Attachments: image001.jpg

 
Just looping back on this. I spoke with  for about an hour today via phone. He is going
 out to LA to get some OJT with another CVE person for DHS to see how it is working out west. He
 seems to understand I&A’s authorities pretty well and wants to coordinate / work with us when
 appropriate. I will be setting up a get together with him in late Sept.
 
Vr/

 
 

Regional Director, New England
Field Operations
Office of Intelligence and Analysis
U.S. Department of Homeland Security

 
WARNING: This communication, along with any attachments, is covered by federal and
 state law governing electronic communications and may contain confidential and legally
 privileged information. If the reader of this message is not the intended recipient, you are
 hereby notified that any dissemination, distribution, use or copying of this message is
 strictly prohibited. If you received this message in error, please reply immediately to the
 sender and delete this message.
 

From:
Sent: Monday, August 31, 2015 4:27 PM
To:
Subject: RE: DHS CVE Corodinator for Boston
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Sent: Monday, August 31, 2015 3:17 PM
To:
Subject: RE: DHS CVE Corodinator for Boston
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 state law governing electronic communications and may contain confidential and legally
 privileged information. If the reader of this message is not the intended recipient, you are
 hereby notified that any dissemination, distribution, use or copying of this message is
 strictly prohibited. If you received this message in error, please reply immediately to the
 sender and delete this message.
 

From:
Sent: Monday, August 31, 2015 2:21 PM
To:
Cc:
Subject: RE: DHS CVE Corodinator for Boston
 
Checking with NPPD
 

From:
Sent: Monday, August 31, 2015 2:18 PM
To:
Cc:
Subject: RE: DHS CVE Corodinator for Boston
 
First I have heard of it.
 

Regional Director, New England
Field Operations
Office of Intelligence and Analysis
U.S. Department of Homeland Security

 
WARNING: This communication, along with any attachments, is covered by federal and
 state law governing electronic communications and may contain confidential and legally
 privileged information. If the reader of this message is not the intended recipient, you are
 hereby notified that any dissemination, distribution, use or copying of this message is
 strictly prohibited. If you received this message in error, please reply immediately to the
 sender and delete this message.
 

From:
Sent: Monday, August 31, 2015 1:46 PM
To:

Subject: DHS CVE Corodinator for Boston
 
All,
So apparently there is a new DHS CVE coordinator who has been hired and deployed to Boston (thru
 NPPD?). Also there is apparently a big CVE meeting tomorrow with this person with all the agency
 heads here. 
 

Thank you
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ABSTRACT1

Over the past few years, a spate of attempted plots, lethal attacks, and arrests of American 

Muslims both at home and overseas has created the perception of a more worrisome 

development regarding the issue of domestic radicalization and homegrown violent 

extremism. The individuals involved in these developments have come from a broad 

cross-section of various ethnic, socioeconomic, cultural, and geographic backgrounds in 

the United States, making it difficult for law enforcement and the intelligence community 

to focus their efforts to predict or determine where violent extremists will emerge. This 

thesis focuses on the Somali-American community in particular and the threat posed by a 

very small percentage of that community that has, in recent years, been drawn to violent 

extremist agendas in Somalia. This thesis examines existing best practices that might be 

leveraged or utilized to combat the radicalizing influences that have affected some 

Somali-Americans in the past, with the hope that those practices can prevent similar 

effects in the future.  

1 The opinions expressed in this thesis are those of Jeffrey J. Jones and do not necessarily reflect those 
of the Federal Bureau of Investigation. 
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I. INTRODUCTION 

The President’s national security strategy explicitly recognizes the threat 
to the United States posed by individuals radicalized here at home.  

-Eli Lake 

East Africa-based al-Qa’ida leaders or al-Shabaab may elect to redirect to 
the Homeland some of the Westerners, including North Americans, now 
training and fighting in Somalia. 

-Dennis Blair 

A. BACKGROUND AND PROBLEM STATEMENT  

In December 2006 the Ethiopian military invaded Somalia and overthrew the 

governing Islamic Courts Council (ICC). During the ensuing conflict several citizens 

were discovered fighting against the Ethiopians alongside Al Shabaab Al-Mujahidin (Al 

Shabaab), the largest and best organized armed militia in Somalia. Since that time, Al 

Shabaab has been designated by the United States as a terrorist organization because it 

has “committed, or poses a significant risk of committing, acts of terrorism that threaten 

the security of U.S. nationals or the national security, foreign policy, or economy of the 

United States” (United States Department of State [USDOS], 2008). This designation 

was made largely due to the threat posed by Al Shabaab’s close association with the Al 

Qaeda terrorist organization (Brennan, 2010), but its pronouncement was likely spurred 

on by incidents of support of Al Shabaab by Somali-Americans and other radicalized 

Americans, including travel by those individuals to Somalia for the purposes of engaging 

in jihad. Al Shabaab’s ties to Al Qaeda are rooted in Al Shabaab’s close relationship in 

recent years with Al Qaeda East Africa (AQEA) operative Saleh Nabhan (Mudd, 2009). 

Nabhan was an unindicted co-conspirator involved in the planning of the 1998 bombing 

of the U.S. embassies in Kenya and Tanzania and was an active supporter of Al Shabaab, 

providing militaristic training to the terrorist group until his recent death at the hands of 

the U.S. military (Roggio, 2009). Prior to his death, the FBI had been actively seeking to 

indict Nabhan for his role in the 1998 embassy bombings, which resulted in the deaths of  
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U.S. citizens. Horn of Africa (HOA) expert Dr. David Shinn notes that Al Shabaab’s 

current leader, Muktar Robow, continues Al Shabaab’s affiliation with Al Qaeda, as he 

reinforced in a 2008 statement: 

We will take our orders from Shayk Usama bin Ladin because we are his 
students.… Most of our leaders were in trained in al-Qa’ida camps. We 
get our tactics and guidelines from them. Many have spent time with 
Usama bin Ladin. (Shinn, 2009, p. 3)

Despite the U.S. Department of State’s designation of Al Shabaab as a terrorist 

organization, U.S. citizens continue to travel to Somalia to fight alongside Al Shabaab 

(Mueller, 2009) against the Somali Transitional Federal Government (TFG), which was 

installed to replace the ICC. To date dozens of radicalized2 U.S. citizens have since been 

identified as having traveled to the region to engage in jihad against the TFG government 

and military forces in place to protect that government. The FBI believes that other U.S. 

citizens have yet to be identified. The reasons behind these citizens’ support of Al 

Shabaab will be examined later in this paper. Al Shabaab’s close alignment with Al 

Qaeda (Associated Press, 2009), currently the gravest terrorist threat to U.S. national 

security, is made worse by the fact that Al Shabaab is the most prolific trainer currently 

known of American citizens seeking to become jihadists. In 2008, the world witnessed 

the first American citizen die as a suicide bomber inside Somalia in support of Al 

Shabaab operations (Mudd, 2009). The threat to the United States posed by Al Shabaab 

and by the American citizens now trained by Al Shabaab has garnered the attention of the 

U.S. national leadership, which has declared that the radicalization of such Americans is 

a threat to our national security (Simmons, 2006, p.1; Lieberman, 2009, Blair, 2010, p.11; 

Mueller, 2009). While no ethnic Somali-Americans have yet returned to the United States  

2 Broadly defined, radicalization is the process by which an individual or group assumes extremist 
beliefs and/or behaviors. (Homeland Security Institute, 2006, p. 1) Within the context of this problem, 
however, radicalization is more specifically defined as the process whereby an individual comes to accept 
an extreme and militant interpretation of Islam in which Western and Western-affiliated powers are seen as 
aggressors against Islam. This version of Islam defines society in terms of Muslims and non-Muslims, or as 
Muslims and infidels, and espouses the necessity of ‘jihad’ and violent action as a means to defend Islam 
from the infidels (Mullins, 2008, para. 3). 
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and conducted terrorist attacks, those returning upon completing their jihadist training 

(and in some cases fighting) pose a real and present danger to the security of the United 

States.

There is general agreement among leaders within Islamic communities in the 

United States and experts in the field of Horn of Africa (HOA) studies (Anwar, 2006) 

that law enforcement agencies in the United States must proactively engage in 

community outreach within ethnic Somali communities in order to stem the tide of 

Somali-American radicalization and recruitment at the hands of extremist Islamists. To 

stem the occurrence of radicalization among the ethnic Somali population in the United 

States and therefore reduce the likelihood that radicalized American Somalis would, at 

the behest of the Al Shabaab terrorist organization, engage in terrorist attacks within the 

United States, local, state, and federal law enforcement agencies, including the FBI, 

public welfare entities, and private sector organizations have initiated efforts to counter 

radicalization occurring within ethnic Somali communities. Current counterradicalization 

policies and practices are a necessary and positive step toward both improving 

government relations with Somali-Americans and reducing radicalization among that 

segment of the population, but the degree to which they been effective in achieving these 

goals is not known. However, it is clear that in their current state these efforts do not fully 

address the underlying socioeconomic factors (Mukhtar, 2009, p.7) that foster an 

environment in which American Somali youth are likely to become radicalized and thus 

be susceptible to Al Shabaab recruitment. This is evidenced by the continued 

radicalization of Somali-American males who continue to travel to the Horn of Africa 

region to train with, and fight alongside, the Al Shabaab terrorist organization (Hsu, 

2009).

While the radicalization and Al Shabaab recruitment of Somali-Americans is a 

relatively new problem, many of the causative socioeconomic factors are nearly identical 

to those at the root of the decades-old problem of youth gang formation in the United 

States. For decades, law enforcement and social welfare agencies in the United States 

have addressed the problem of youth gangs and the proliferation of such gangs in our 

society, and over time they have identified best practices for countering youth gang 
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recruitment and initiation. The success of these best practices is attributable in part to 

these agencies’ incorporation of policies and procedures cognizant of, and sensitive to, 

the aforementioned underlying socioeconomic factors contributing to the formation of 

youth gangs. The adoption of such best practices by law enforcement and social welfare 

agencies and organizations, if applicable, would allow such agencies to conserve valuable 

resources currently dedicated to identifying, largely through trial and error, the most 

effective and efficient means of conducting community outreach to the Somali-American 

community in an effort to counter the radicalization occurring in that community. 

B. RESEARCH QUESTION 

Understanding that programs focused on countering radicalization among Somali-

American youth are only a first step to addressing this nationwide problem and that 

similar programs are needed to address this problem within other communities in the 

United States, the U.S. government must nonetheless act quickly to address radicalization 

within the U.S. Somali diaspora communities. 

What, if any, best practices can be derived from law enforcement and public 

welfare agency efforts over the last four decades to stem youth gang recruitment and 

initiation and then be applied to the U.S. government’s efforts to counter radicalization 

and Al Shabaab recruitment within the ethnic Somali diaspora in the United States? 

C. METHODOLOGY 

1.  Comparative Study 

In an effort to ascertain counterradicalization best practices to be utilized by the 

United States, a review of the current counterradicalization program utilized by the 

United Kingdom—a country of similar cultural and governmental construct as the United 

States—demonstrates both the positive and negative effects of such a comprehensive, 

nationwide program. This study examines these positive and negative aspects and offers 

an assessment of the likelihood of such a program’s being implemented in the United 

States. This study begins with the assertion there is currently no unified national strategy 

for countering radicalization. 
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2.  Appreciative Inquiry 

Through a secondary analysis of the primary source material regarding counter-

gang best practices in the United States, the viability of the application of these best 

practices to the USG’s counter-radicalization efforts among Somali-American 

communities was examined after reviewing and comparing the underlying socioeconomic 

factors contributing to both gang recruitment and Somali-American radicalization.  

D. LITERATURE REVIEW 

The literature addressing the ongoing conflict in Somalia, Al Shabaab’s role in 

that conflict, and the threat arising from radicalized American citizens traveling to 

Somalia to fight alongside Al Shabaab is understandably limited, given the relatively 

short time span of this issue. While there are books written prior to the December 2006 

Ethiopian invasion of Somali that tangentially address Al Qaeda’s interests in the Horn of 

Africa (HOA) region (e.g., Lewis, 2003; Emerson, 2002; Kepel, 2004), these works do 

not address the specific issues of the radicalization of ethnic Somali-Americans, their 

support to Al Shabaab, and the threat they pose to the homeland. The bulk of the 

publications addressing these issues thus far have been periodicals, research reports, and 

proceedings of meetings and other forums, such as symposiums and Congressional 

testimony. These are dominated by the commentary of a few frequently quoted and cited 

experts on matters related to the HOA region. There is also government research as well 

as analysis conducted by nongovernmental organizations such as the Somali Justice 

Advocacy Center and the Somali Family Care Network. These offer insight into both the 

government’s perception of the threat posed to the United States by Al Shabaab and its 

supporters in the United States, as well the perception of civic organizations focused on 

providing aid to the Somali diaspora. Additionally, there are also sources that address the 

issue of gang recruitment and initiation, the relevance of which I will discuss later in this 

proposal. All of these sources have been organized according to which of the following 

key categories they address. Some sources cover more than one of these topics: 
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Al Shabaab’s rise to power; 

Al Shabaab and Al Qaeda: a dual threat to the United States; 

The threat to the homeland posed by radicalized Americans supporting Al 

Shabaab;

The way forward: applying counter-gang program best practices in countering 

radicalization of ethnic Somali-Americans. 

1. Al Shabaab’s Rise to Power 

One of the most prolific writers on the topic of Somalia’s political instability and 

societal turmoil is Dr. Ken Menkhaus, professor of political science at Davidson College 

and noted expert on HOA issues. In March 2009, Menkhaus testified in a hearing entitled 

“Violent Islamist Extremism: Al Shabaab Recruitment in America” before the U.S. 

Senate Committee on Homeland Security and Governmental Affairs. Menkhaus’s 

testimony focused on how the ongoing societal instability in Somalia has led to the 

emergence of the nationalistic-focused group Al Shabaab, which has inspired the Somali 

diaspora globally. Menkhaus attributes the rise of Al Shabaab to the intense nationalistic 

feelings of the Somali people and their dissatisfaction with the United Nations–installed 

Transitional Federal Government in Somalia. Menkhaus also attributes the newly 

discovered radicalization of young ethnic Somali-Americans to similar nationalistic 

feelings, which coupled with feelings of alienation and disenfranchisement in their U.S. 

communities, make this segment of the population especially susceptible to radicalization 

and recruitment by Al Shabaab. In his testimony Menkhaus also spoke of the cultural 

obstacles that law enforcement must overcome in order to conduct effective outreach to 

the Somali communities in the United States, obstacles that include an innate fear of 

authority, a history of victimization, and the all-too-frequent lack of positive male role 

models for impressionable young ethnic Somali men—sentiments expressed by a clear 

majority of writers on this subject. This subject will be addressed further in another 

segment of this review.  

Echoing many of the same sentiments as Menkhaus is former U.S. Ambassador to 

Ethiopia and Deputy Director of the U.S. Department of State Somalia Task Force Dr. 
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David H. Shinn. In a paper he submitted to the Combating Terrorism Center at the U.S. 

Military Academy at West Point, Shinn provides an overview of the history of Al Qaeda 

in Somalia, the rise of Al Shabaab, and its recruitment of Americans and other 

Westerners, and he offers suggestions as to how best to stabilize the internal conditions in 

Somalia. Shinn asserts that Al Shabaab’s genesis can be traced to the 1998 bombings of 

the U.S. embassies in Kenya and Tanzania committed by al-Ittihad al-Islami (AIAI) 

(Shinn, 2009, p. 2). Shinn asserts that Aden Hashi Ayro, a former member of the Somali 

Islamic Courts Union (ICU) who had trained with Al Qaeda in Afghanistan and who was 

inspired by the 1998 AIAI embassy attacks, formed Al Shabaab in 2004 (Shinn, 2009, p. 

2). Shinn notes that Ayro employed nationalistic and Islamic rhetoric to energize 

“disaffected young Somalis” as he led them into battle against the Ethiopians who had 

invaded Somalia to depose the ICU (Shinn, 2009, p.2). Shinn’s work borrows heavily 

from news accounts of the Ethiopian invasion of Somalia, as well as from his peer, Dr. 

Ken Menkhaus. Shinn’s paper, however, unlike the works by Menkhaus, offers no 

solutions as to how the United States should address the problem of the radicalization of 

its ethnic Somali population.  

On the theme of how best to address the crisis in Somalia, Ted Dagne, a specialist 

in African affairs and a writer for the Congressional Research Service, wrote a February 

2009 report to Congress entitled “Somalia: Current Conditions and Prospects for a 

Lasting Peace.” In that report, which focused heavily on the issue of Somali piracy on the 

high seas, Dagne spoke to the current security conditions in Somalia, specifically the 

instability caused by the ongoing attacks by Al Shabaab against the TFG and its 

protective forces. Dagne, like Roque and Menkhaus, notes that while Al Shabaab was at 

least partially responsible for the relative peace enjoyed by Somalis prior to the 2006 

invasion by the Ethiopians, Al Shabaab was also responsible for the current continued 

societal unrest. Dagne makes note of the fact that American citizens have traveled to 

Somali, but he does not address the fact that these Americans traveled to Somalia to fight 

in support of Al Shabaab and the TFG. Dagne acknowledges that one American has 

martyred himself as a suicide bomber inside Somalia, but he paints the occurrence as an 

anomaly and delves no further into the issue. Dagne seeks to inform his audience—in this 
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case the Congress—about the current security situation in Somalia, and his work is 

informative with regard to the current security environment in Somalia and the threat 

posed by Al Shabaab. However, Dagne’s work, like many in this field, offers little insight 

into why Americans are fighting alongside Al Shabaab within Somalia and offers no 

suggestions as to how best to address this phenomenon.  

In summary, the literature covering the history of Somalia and the rise of Al 

Shabaab is largely homogeneous, as authors on this topic tend not to stray far from 

commonly accepted facts derived from historical accounts. While informative and 

necessary for building the foundation for any plan of action to address radicalization of 

ethnic Somalis in the United States, this subject matter offers little in the way of 

constructive guidance as to how to achieve this goal. To find this information we must 

examine other sources.  

2.  Al Shabaab and Al Qaeda: A Dual Threat to the United States 

Sources containing historical accounts of Al Qaeda’s footprint in Somalia 

consistently point to the early 1990s as being the time that the terrorist organization first 

took an interest in the region. One such source, a policy paper written by the International 

Crisis Group, places Al Qaeda’s emergence in Somalia between 1992 and 1995, during 

the United Nations humanitarian intervention in that country. (International Crisis Group, 

2005, pp. 6–7) This paper examines the rise of militant Islam in Somalia as seen in the 

ascension of AIAI in the early 1990s and that group’s close relationship with Al Qaeda. 

The paper also examines the present-day tensions between Al Shabaab and the TFG in 

Somalia and U.S. efforts to kill or capture Al Qaeda and Al Shabaab leadership in that 

country. The paper’s utility to counterradicalization efforts is found in its coverage of the 

early years of Al Qaeda in the HOA region, as well as its examination of Al Qaeda’s 

continued ties to the region, and Al Shabaab specifically. The connectivity between these 

two terrorist organizations is the primary reason for the FBI’s concern with the 

radicalization of Americans and their subsequent travel to Somalia to train and fight in 

support of Al Shabaab. 
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In a hearing before the Senate Homeland Security and Governmental Affairs 

Committee in March 2009, FBI National Security Branch Associate Executive Assistant 

Director Phillip Mudd provided testimony regarding Al Shabaab’s ties to Al Qaeda. 

Mudd specifically addressed Al Shabaab’s ties to those responsible for the 1998 attacks 

on the U.S. embassies in Kenya and Tanzania, referring to East Africa Al Qaeda (EAAQ) 

facilitator Saleh Nabhan, as well as that organization’s ties to the Al Qaeda leadership 

currently in hiding in Pakistan’s federally administered tribal areas (FATA) (Mudd, 2009, 

p. 2). Mudd opined that Al Qaeda could be recruiting operatives to conduct terrorist 

operations both within and outside Somalia; while there is currently no evidence to 

suggest that this is occurring, the FBI remains concerned that it is a very real possibility 

(Mudd, 2009, p. 2). Mudd noted Al Shabaab’s successful recruitment of a U.S. person 

(USPER) from Minneapolis, Minnesota, and his subsequent use as a suicide bomber 

inside Somalia in 2008 has only heightened the FBI’s concern that other Al Shabaab 

trained USPERS could become operational within the United States (Mudd, 2009, p. 2).

Mudd’s concerns were echoed by testimony given the same day by Andrew 

Liepman, Deputy Director of Intelligence at the National Counterterrorism Center 

(NCTC) who spoke to the continued interest by Al Qaeda’s senior leadership in the 

events in Somalia. Liepman’s testimony, as the head of the nation’s primary intelligence 

fusion center, which examines the intelligence disseminated from all members of the 

intelligence community (IC), bolsters Mudd’s testimony. Liepman’s testimony further 

demonstrates the collective IC’s fear that Al Qaeda and Al Shabaab could be planning 

and coordinating attacks against the homeland. As evidence to his claim, Liepman 

references a February 2009 video, in which Al Qaeda’s second-in-command, Ayman al-

Zawahiri, praised Al Shabaab, and another video in August 2008, in which Saleh Nabhan 

welcomes Muslims around the world to travel to Somalia, attend Nabhan’s training camp, 

and join Al Shabaab in jihad (Liepman, 2009, pp. 4–5). 

Mudd’s and Liepman’s testimony are derived largely from U.S. intelligence 

community (IC) reporting, which cannot be covered here due to classification issues, but 

which is supported and corroborated by media and nongovernmental organization (NGO) 

reporting. One such article, written by Bill Roggio and appearing in the Long War 
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Journal, discusses the recent death of Saleh Nabhan at the hands of U.S. military forces 

(Roggio, 2009). In that article Roggio discusses how, prior to his death, Nabhan was an 

unindicted co-conspirator involved in the planning of the 1998 bombing of the U.S. 

embassies in Kenya and Tanzania. Roggio also highlights the fact that Nabhan was 

additionally an active supporter of Al Shabaab who provided militaristic training to the 

terrorist group until his death. Reinforcing these claims is previously noted HOA expert 

Dr. David Shinn whose recent work outlines how Al Shabaab’s current leader, Muktar 

Robow, continues Al Shabaab’s affiliation with Al Qaeda as Robow reinforced in a 2008 

statement in which he claimed that Al Shabaab receives guidance and orders from Usama 

bin Ladin (Roggio, 2009, p. 3). Additionally, a recent article in the Washington Times 

reported the surfacing of a video, entitled “Labaik ya Osama” in which Al Shabaab 

formally pledges allegiance to Osama bin Ladin (Waterman, 2009, p.1). The article goes 

on to address the issue of the symbiotic relationship between Al Qaeda and Al Shabaab 

and quotes an unnamed U.S. government official who confirms this relationship by 

saying, “That’s why [al Shabab is] on the terrorism list” (Waterman, 2009, p. A14). 

In summary, while the extent of the intertwining of Al Qaeda and Al Shabaab can 

be debated, there is little doubt left that the two terrorist organizations are at least 

engaged in an ongoing dialogue.

3. The Threat Posed by Radicalized Americans Supporting Al Shabaab  

The bulk of the writing on the topic of the radicalization of Americans is found in 

news articles, both in print and online. These articles often lack any great depth of 

analysis, but they provide snapshots of the FBI’s investigation of American citizens who 

have been radicalized and traveled to Somalia to fight alongside Al Shabaab. One recent 

article from the Washington Post noted that, while Al Qaeda is under increasing 

international pressure, the threat from homegrown extremists who travel abroad for 

jihadist training under the Al Qaeda banner is growing and represents a real threat to the 

United States and its allies. The article identified seven U.S. citizens who have died while 

fighting alongside Al Shabaab in Somalia and three additional citizens whom the FBI 

recently charged with terrorism violations related to those U.S. citizens’ support to Al 
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Shabaab (Hsu, 2009). Additionally, a June 2009 New York Times article highlighted the 

radicalization of several Minneapolis Somali-American youth, including Shirwa Ahmed, 

the first American known to die as a suicide bomber in Somalia, and Mohamoud Hassan, 

among others (A. Elliott, 2009). This article was followed by a January 2010 article 

highlighting the path to radicalization for American citizen Omar Hammami, now known 

by his pseudonym Abu Mansoor Al-Amriki, or “the American,” who has become one of 

the best-known public faces of Al Shabaab (A. Elliott, 2010). Articles such as these make 

up much of the open-source information regarding Al Shabaab’s American recruits. 

Rafaello Pantucci, a researcher at the Australian Strategic Policy Institute, 

authored a study that examined the threat posed by Al Shabaab. In that study Pantucci 

focused on the fear held by several countries, primarily the United States, the United 

Kingdom, Canada, and Australia, that radicalized and jihadist-trained ethnic Somalis will 

return to their home countries and carry out terrorist attacks, as has already occurred in 

the United Kingdom and Canada (Pantucci, 2009, p. 5). Pantucci notes that previous such 

attacks were self-inspired and did not require an attack order from Al Shabaab leadership 

(Pantucci, 2009, p. 6). In a hearing before the Senate Homeland Security and 

Governmental Affairs Committee in March 2009, FBI National Security Branch 

Associate Executive Assistant Director Phillip Mudd provided testimony in which he 

expressed the FBI’s concern regarding the threat posed by radicalized American citizens 

returning to the United States after training and fighting in jihad overseas (Mudd, 2009, 

pg. 2). Mudd’s sentiments were echoed by Senator Joseph Lieberman, who identified the 

radicalization of American citizens and their subsequent travel to Somalia to engage in 

jihad fighting alongside Al Shabaab as a threat to U.S. national security (Lieberman, 

2009, p.6). 

The preponderance of online and print articles on this subject focus on the 

comings and goings of suspected foreign fighters, primarily Americans, who are believed 

or known to be traveling overseas to train and fight alongside Al Shabaab. While many of 

these articles imply the threat to the United States associated with such actions of 

American citizens, the tenor and tone of the reporting is not yet alarmist in nature. 
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Nonetheless, these articles account for the majority of the unclassified reporting 

regarding the movement of radicalized Americans into and out of Somalia.  

4. The Way Forward: Applying Counter-Gang Program Best Practices 
in Countering the Radicalization of Ethnic Somali-Americans 

From a review of the various sources related to radicalization and the ongoing 

tribulations in Somalia, it appears that there are many barriers that all levels of 

government must overcome in order to effectively address the radicalization of the U.S. 

Somali diaspora. Menkhaus identified six such barriers between law enforcement 

outreach efforts and Somali-Americans. These barriers include Somali-Americans’ 

distrust of law enforcement due to harsh treatment endured in Somalia at the hands of 

security services, the illegal status of some Somalis residing in America, Somali 

customary laws that conflict with U.S. laws, the Somali peoples’ history of persecution, 

and ignorance of U.S. laws (Menkhaus, 2009, pp.13–14).

In developing a program to counter radicalization among ethnic Somalis living in 

the U.S., local, state, and federal government agencies should look to historical examples 

of law enforcement community outreach to disaffected segments of society. One prime 

example of such outreach efforts that have greatly contributed to the decline of crime 

committed by this segment of society is outreach to youth susceptible to violent gang 

initiation. There are numerous studies that demonstrate how active law enforcement and 

community outreach to disaffected, disenfranchised, and at-risk youth can greatly reduce 

the incidence of youth gang membership, as well as reduce the incidence of violent crime 

committed by youths.  

One such study, written by Finn-Aage Esbensen and found in the September 2000 

Juvenile Justice Bulletin, a product of the U.S. Department of Justice’s Office of Juvenile 

Justice and Delinquency Prevention, attempts to outline methods that help communities 

identify youth at risk for joining gangs and then identify methods for preventing youths 

from joining gangs. The central tenets of the bulletin are that, while youths of various 

ages and from all segments and strata of society join gangs, the vast majority of youth 

gang members tend to be between the ages of 12 and 24 (Esbensen, 2000, p. 3) and come 
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from “socially disorganized and socially marginalized communities” (Esbensen, 2000, 

p. 9) The study more specifically defined the average youth gang member as being a 

“minority youth residing in single-parent households” (Esbensen, 2000, p. 4). The study 

further posited that any program designed to reduce youth gang recruitment and 

participation that only focused on one solution or approach was doomed to failure. The 

study pointed to the need for a multipronged approach that addressed the multiple 

underlying problems making youth more susceptible to gang involvement (Esbensen, 

2000, p. 9).

In his comprehensive online book concerning street gangs, Dr. Mike Carlie 

addresses the full spectrum of issues related to gangs. Carlie examines every facet of 

gangs, from how and why they form, to how they recruit and maintain members, to how 

municipalities can combat gang violence and address the familial and societal issues that 

lead to gang formation and expansion. Carlie’s study draws on a massive body of work 

compiled by hundreds of professionals and spanning the fields of academia, law 

enforcement, government, and private agencies that addresses gangs of all types on a 

daily basis. Some of Carlie’s findings speak to the importance of healthy and stable home 

lives in the socialization process and the ability of Somali youths to avoid becoming 

involved in criminal behavior, the negative impact of the absence of positive male role 

models, and the lack of discipline at home as being key factors in determining whether 

youths will join gangs. (Carlie, 2009, pp. 2–8) 

Mary H. Lees, Mary Deen, and Dr. Louise Parker of Washington State University 

confirm Carlie’s assertions in their review concerning gang violence and prevention. The 

three authors outline the reasons that youths join gangs, their risk factors for joining, and 

methods to prevent youths from joining gangs. Similar to the reasons cited by the authors 

addressing the radicalization of ethnic Somali youth in the U.S., these three authors have 

determined that youths most often join gangs out of a need for positive emotional 

reinforcement, structure, discipline, a sense of belonging, acceptance, and recognition, 

among other needs (Lees, Deen, & Parker, 1994, para. 2). The primary risk factors 

determining youth susceptibility to gang recruitment are racism, poverty, lack of a 

support network, and media influences (Lees, Deen, & Parker, 1994, para. 4). The 2008 
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U.S. Department of Justice’s Office of Juvenile Justice and Delinquency Prevention 

(OJJDP) Comprehensive Gang Model, authored by noted gang researcher Irving A. 

Spergel, summarizes the findings of all these authors. The Comprehensive Gang Model 

serves as a guide to best practices for addressing community gang problems and is based 

on five strategies that, when combined, allow government agencies and private-sector 

entities to effectively address gang problems wherever they arise nationally (United 

States Department of Justice, Office of Juvenile Justice and Delinquency Prevention 

[USDOJ, OJJDP], 2008). This is a seminal work that thoroughly encapsulates decades of 

gang research and proffers a real-world-tested model for local communities to implement 

in an effort to address their specific gang problems.  

The conclusions of these studies, primarily the demographic analyses and the 

corresponding socioeconomic factors identified as being at the root of gang recruitment 

and initiation, are nearly identical to those associated with the segment of the ethnic 

Somali diaspora residing in the United States, which is radicalizing and being recruited 

by Al Shabaab. All five individuals who testified in the hearing before the Senate 

Homeland Security and Governmental Affairs Committee in March 2009 provided 

testimony in which they pointed to the same familial and societal factors mentioned in the 

Juvenile Justice bulletin as being responsible for the disproportionate number of young 

ethnic Somali males radicalizing in the United States. Abdirahman Mukhtar, Youth 

Program Manager for the Brian Coyle Center, a community center in Minneapolis, 

Minnesota, perhaps best summarized the consensus beliefs of those providing testimony. 

Mukhtar attributed the rise in radicalization among young Somali-Americans to their 

sense of being torn between their new American identity and customs and those of their 

parents and grandparents who have not assimilated into American culture. Mukhtar also 

noted the lack of jobs for Somali youths, the relative poverty of their families, and the 

lack of positive male role models as all being factors allowing Somali-American youth to 

be susceptible to radicalization (Mukhtar, 2009, p. 3). 

From this cursory examination of works addressing the issue of youth gang 

recruitment and participation, it is evident that there is good reason to further study the 

parallels between this topic and the radicalization of ethnic Somali youths residing in the 
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United States. By understanding and applying best practices already utilized to address 

youth gang recruitment and participation to the problem of radicalization, the FBI and 

other governmental and nongovernmental agencies could, it is hoped, increase their 

chances of successfully countering radicalization within ethnic Somali communities in 

the United States, thereby greatly reducing the threat posed by such radicalization. 
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II. A STUDY OF THE UNITED KINGDOM’S 
COUNTERRADICALIZATION PROGRAM AND ASSESSMENT OF 
THE VIABILITY OF ITS APPLICATION IN THE UNITED STATES 

In addressing a problem of such magnitude as radicalization, it might prove 

beneficial for domestic intelligence and law enforcement agencies and social welfare 

partners to look to foreign governments of similar construct as the United States, having 

similar laws and a similar appreciation of civil liberties and basic human rights, in order 

to identify those best practices which could, with modification, be applied here in the 

United States. One such foreign government counterradicalization program, the United 

Kingdom’s (UK’s) “PREVENT” program, hereafter referred to as “Prevent,” shows 

significant promise as being a “lessons learned” resource for the United States. Currently 

that program is under review by the British government, and a full assessment is due in 

January 2011 (Home Office.gov.UK, 2010). This chapter provides the results of a study 

of the UK’s Prevent program in an attempt to highlight both the positive and negative 

aspects of this program and to assess the viability of such a program in the United States.  

A. THE UK’S NATIONAL COUNTERRADICALIZATION PLAN 

Since 2003, the UK has had in place a comprehensive national counterterrorism 

strategy known as CONTEST, which is currently comprised of the following four 

component plans, or pillars: 

PURSUE: to stop terrorist attacks; 

PREVENT: to stop people from becoming terrorists or supporting violent 

extremism; 

PROTECT: to strengthen protection against terrorist attack; and  

PREPARE: where an attack cannot be stopped, to mitigate its impact. (Pursue 

Prevent Protect Prepare, 2009, p. 13) 

Together these plans under the CONTEST umbrella seek to “reduce the risk to the 

United Kingdom and its interests overseas from international terrorism, so that people 

can go about their lives freely and with confidence” (Pursue Prevent Protect Prepare, 

2009, p. 12). This strategy grew in part out of the September 11, 2001 (9/11) terrorist 
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attacks in the United States, but the strategy’s importance was not fully realized in the 

UK until a group of homegrown radicalized Muslims conducted orchestrated terrorist 

attacks within London’s subway and city bus systems on July 7, 2005 (7/7) (Pursue 

Prevent Protect Prepare, 2009, p. 82). Both 9/11 and 7/7 demonstrated the continued 

global reach, determination, influence, and lethality of the Al Qaeda (AQ) terrorist 

organization and the threat posed by radicalization at the hands of militant Islamist 

ideologies. In 2008, UK authorities proclaimed that at any given moment they were 

contending with approximately 30 terrorist plots, 200 terrorist groups or networks, and 

2,000 individuals that UK authorities judge to be a terrorist threat to the UK (National 

Security Strategy of the UK, 2008, p. 10). While such details are absent in the UK’s 2010 

National Security Strategy, the strategy does make clear that Al Qaeda continues to be 

the most significant terrorist threat to the UK, and authorities there uncover terrorist plots 

on a “regular basis” (National Security Strategy of the UK, 2010, p. 14). For the UK such 

threats highlight the importance and necessity of an overarching strategy like CONTEST. 

In crafting its CONTEST program, the government has made it clear that it alone cannot 

solve this problem but instead must have the support and participation of a diverse swath 

of society—including community and social groups, law enforcement, education, faith-

based groups, the media and many others—and must be a cross-government program 

(National Security Strategy of the UK, 2010, p. 26). The CONTEST program is run by 

the Home Office’s Office of Security and Counter-Terrorism (OSCT), which is made up 

of the following six directorates: 

Research, Information, and Communications Unit (RICU); 

Strategy, Planning and Change; 

Prepare, Protect, CT Science & CBRN; 

Law, Security and International; 

Communications Capabilities; and 

2012 Olympic Safety and Security. (homeoffice.uk.gov, 2010) 

In an effort to address the underlying problem of radicalization, the UK initiated 

in October 2007 the Prevent component of its strategy (Pursue Prevent Protect Prepare, 

2009, p. 80). This program seeks to reduce popular support for terrorism and stymie 
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terrorist recruitment efforts among the population of the UK (Pursue Prevent Protect 

Prepare, 2009, p. 82)—efforts that UK authorities label as “winning hearts and minds” 

(Communities and Local Government [CLG], 2007). At the heart of the Prevent program 

is the government’s message crafted by the RICU, which was established in 2007 when 

the Prevent program was launched (Pursue Prevent Protect Prepare, 2009, p. 153). The 

RICU works to counter the violent extremist narrative of Al Qaeda and other like-minded 

groups through a variety of means. Perhaps the pivotal role played by RICU is its mission 

to help government agencies craft the content and language of their counterradicalization

messages and provide an assessment of how they are likely to be received by the target 

audience (Pursue Prevent Protect Prepare, 2009, p. 154). In order to do this, the RICU 

leverages the skills of media specialists, anthropologists, pan-Arab media, marketing 

advisors, and other specialists (Pursue Prevent Protect Prepare, 2009, p. 154). RICU, like 

all UK government agencies, operates under the assumption that “contemporary terrorism 

is driven by an ideology and not a theology” (Pursue Prevent Protect Prepare, 2009, p. 

154), but RICU understands that Muslim communities are the ones most intensely 

targeted by Al Qaeda and other violent extremist Islamist groups. For this reason RICU 

strives to promote alternative voices to the violent extremist narrative being focused at 

Muslim communities and works with foreign government partners in order to ensure that 

a shared and consistent message is passed to the global Muslim community. Following 

RICU’s carefully planned strategy, the UK government has publicized its intent to not 

betray its core values of “human rights, the rule of law, legitimate and accountable 

government, justice, freedom, tolerance, and opportunity for all” (National Security 

Strategy of the United Kingdom, p. 6), while still openly identifying the perpetuation of 

corrupted interpretations of Islam by violent extremists as being the nation’s primary 

terrorism threat (National Security Strategy of the United Kingdom, p.10).  

As identified and updated in 2009, the specific objectives of the Prevent strategy 

over the next three years are “to challenge the ideology behind violent extremism and 

support mainstream voices; disrupt those who promote violent extremism and support the 

places where they operate; support individuals who are vulnerable to recruitment, or have 

already been recruited by violent extremists; increase the resilience of communities to 
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violent extremism, and address the grievances which ideologues are exploiting” (Pursue 

Prevent Protect Prepare, 2009, p. 14). Currently, the UK government finances the Prevent 

program to the sum of £140 million, or roughly $200 million U.S. dollars. These monies 

go toward financing the numerous initiatives managed under the Prevent umbrella. A few 

of the more high-profile of these initiatives include the “OSCT’s efforts to remove 

unlawful terrorism-related content from the Internet while also working to counter the 

messages of violent extremists propagated on the Internet” (Pursue Prevent Protect 

Prepare, 2009, p. 94); the “OSCT’s creation of a ‘Young Muslims Advisory Group’, 

which gives a voice and a means of peacefully effecting societal change to young 

Muslims” (Pursue Prevent Protect Prepare, 2009, p. 90); the “efforts of local authorities 

working with the police under the umbrella of the ‘Channel’ program to identify youth 

deemed to be at risk of radicalization and then arranging for non-law enforcement, 

community-based interventions intended to help steer at-risk youth from the path to 

radicalization” (Pursue Prevent Protect Prepare, 2009,); the “government’s efforts to 

provide schools with resources to modify their curriculum in such a manner as to give 

students the tools to understand and challenge violent extremist narratives” (Pursue 

Prevent Protect Prepare, 2009, p. 88); and the “government’s efforts to reduce 

inequalities amongst the religions and races in the areas of housing, education, the 

criminal justice system, health, and the labor market and its endeavors to promote inter-

faith harmony and shared sense of what it means to be a citizen of the U.K.” (Pursue 

Prevent Protect Prepare, 2009, p. 91). These are but a few of the many programs being 

funded by the central government, but they reflect the scope of the problem that the UK 

government seeks to address and the ambitiousness of the government’s response to that 

problem. 

In trying to assess the success of the Prevent program to date, the UK 

government, by way of its Intelligence and Security Committee’s (ISC) 2008–2009 

Annual Report, noted that it had been advised by the Home Office that progress within 

the Prevent program is now being measured against three key outcomes. These outcomes 

focus on the degree of resistance to violent extremism within UK Muslim communities, 

within key sectors such as universities and prisons, and within the communities of key 
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international partner nations (Intelligence and Security Committee [ISC], n.d., p.28).

However, the ISC voiced concern over the lack of measurable progress in these efforts to 

date (ISC, n.d.). Supporting the ISC’s concerns is the Communities and Local 

Government Committee (hereafter referred to as “the Committee”). Within the UK 

Parliament, the House of Commons maintains government oversight responsibilities and, 

like the U.S. Congress, has multiple committees focused on reviewing various 

government programs and services, one of which is the Committee. The Committee has 

budget, policy, and administrative oversight of the OSCT’s Department of Communities 

and Local Government (CLG). The CLG, a UK government-created entity seeks to better 

society by improving pubic services, fostering community cohesion, and addressing 

malign behaviors (House of Commons, CLG, 2010), with the latter being the reason that 

the CLG was given program management responsibility for the Prevent program. In 

March 2010, the Committee, facing an increasingly unsettled and media-incited Muslim 

population, produced a report in which it stated, “The current overall approach to Prevent 

is contentious and unlikely ever to be fully accepted in its existing form by those it is 

most important to engage” (House of Commons, CLG, 2010, p. 3). The report outlined 

several issues that the Committee identified as being the basis for its assessment. The 

following represent the more contentious of these issues, as well as the Committee’s 

recommendations as to how the government should address them. 

Role of the CLG: While the Committee generally accepted the premise of, and 

need for, the four component elements of CONTEST (Pursue, Prevent, Protect, and 

Prepare), it agreed with the sentiments of those citizens it interviewed in the course of 

their investigation: the CLG should not be involved in Prevent, because the program has 

led to widespread feelings of exclusion and alienation among Muslims in the UK (House 

of Commons, CLG, 2010, p. 3). Consequently, the Committee recommended that the 

CLG’s role in the government’s counterterrorism agenda be reduced so that the CLG 

could then focus more on its role of building cohesion among and across communities 

(House of Commons, CLG, 2010, p. 62). 
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Focus on Muslims: Perhaps the most contentious of all the issues addressed, the 

perceived focus by the UK government on Muslims, was found by the Committee to be 

perhaps the single greatest impediment to the success of the Prevent program. The 

Committee referenced a report produced in 2005 from the findings of seven different 

government-initiated working groups. The working groups were comprised of members 

of the UK’s Muslim population, who were asked in the wake of 7/7 to help the 

government determine the best courses of action for successfully preventing extremism. 

That report specifically warned that government efforts “targeting only Muslim 

communities would result in further stigmatizing them as being the ‘problem’, which 

could potentially lead to increased alienation whilst society at large plays little or no role 

in the two-way integration process” (Preventing Extremism Together Working Group, 

2005, p. 48).

To date, the government has experienced difficulty in convincing a segment of the 

Muslim population that the government’s intent is to focus on Al Qaeda–inspired 

terrorism and is not simply a tool for spying on all Muslims per se (House of Commons, 

CLG, 2010, p.11). The result of this has been that a portion of UK Muslims now harbors 

“feelings of alienation and stigma” while non-Muslim communities harbor resentment for 

Muslim communities because they are receiving government funding via the Prevent 

program (House of Commons, CLG, 2010, p.22). The Committee found that these factors 

together have kept Prevent from being able to sustain meaningful interfaith dialogue and 

community cohesion for the purposes of countering violent extremism (House of 

Commons, CLG, 2010). As a possible solution, the Committee proposed that the 

government consider utilizing the framework of the CLG’s Connecting Communities 

program, which gives those communities that feel they have no voice or say in societal 

and government affairs a forum in which to peacefully air grievances in an effort to 

promote societal change (Connecting Communities, 2010). Such a program within 

Prevent would allow the government to continue to address at the national level the 

specific threat posed by Al Qaeda–inspired violent extremism, while also providing  
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Muslims suffering feelings of alienation and frustration a forum through which they 

could peacefully voice their concerns and seek reconciliation (House of Commons, CLG, 

2010, p. 23). 

Fears of government surveillance: Of equal contentiousness as the claims of 

Prevent’s spotlight-like focus on Muslims alone are the allegations that the government, 

via Prevent, is unjustly and unlawfully surveilling law-abiding Muslims. Fanning the 

flames of the hysteria surrounding this issue, the Committee contends, are media reports 

that sensationalize the issue. One such article, which the Committee referenced, points to 

a government-funded youth center in which the government sought to contain free 

Internet access so that it could monitor the websites visited by the youth (House of 

Commons, CLG, 2010, p. 12). While a subsequent government investigation into these 

allegations found no evidence to support the claims, the damage had nonetheless already 

been done, and the idea that the government sought to spy on Muslims was already 

etched into the psyche of the Muslim populace. In defense of government efforts to 

promote community-based outreach to persons susceptible to radicalization and violent 

extremist messages, one of the panelists consulted by the Committee for its report 

highlighted the case of former UK citizen Hasib Hussain, who died while perpetrating the 

7/7 attacks. Prior to his death, Hussain, by all accounts, was an average UK citizen except 

for his apparent interest in and support for Al Qaeda, as evidenced by his scribblings on 

his school books. The panelist opined that the outcome of 7/7 could have been different 

had someone conducted outreach to Hussain prior to his becoming a suicide bomber. The 

Committee, itself unsure as to how the government could dispel public fears of 

government spying of Muslims, ultimately recommended that the government 

commission an independent investigation into the allegations (House of Commons, CLG, 

2010, p.18). 

In the end, the Committee found that, while the Prevent program was necessary 

and has been effective to some degree, it has in many cases had the opposite effect from 

that intended by the government. In addition to recommendations for addressing the 

problems identified in the proceeding paragraphs, the Committee emphasized the need 

for greater local government control of Prevent funding but less involvement of local 
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government community outreach agencies in the counterterrorism agenda (House of 

Commons, CLG, 2010, p. 67). Additionally, the Committee found that there needed to be 

“greater clarity as to what the programme aims to achieve” and a “proportionate and risk-

based approach to delivering Prevent” before much-needed performance measures can be 

adopted by the government (House of Commons, CLG, 2010, p.66). It is clear that the 

Committee’s findings and recommendations were heavily influenced by sentiments of 

anger, outrage, and alienation emanating from the UK’s Muslim population. Did the 

Committee then cave to the overwhelmingly negative response from the Muslim 

populace? The truth is complicated and nuanced, but it is evident that the government’s 

negative assessment of its own Prevent program was shaped by public perception. 

B. THE VIABILITY OF THE UK PREVENT MODEL’S APPLICATION IN 
THE UNITED STATES 

In assessing the viability of enacting a UK Prevent-like program within the United 

States, we must examine the experiences of the UK and endeavor to avoid Prevent’s 

shortcomings and pitfalls. In doing this, we must acknowledge that, while there are many 

similarities between the two nations, there are also substantial differences that must be 

considered. Examining first the similarities, both the UK and the United States have a 

representative forms of government—the UK having a democratic constitutional 

monarchy, and the United States a democratic representative republic. Both have 

increasing populations due in large part to growing immigrant diasporas. Both are free-

market economies engaged in international trade and therefore dependent upon positive 

foreign relations with nation-state trading partners and their diaspora populations residing 

within their borders. Both have robust legislatures that have enacted dynamic laws 

intended to protect their citizenry from terrorists and terrorist acts. Our nations’ 

commonalities are perhaps best captured in a description of UK society found in the 

UK’s National Security Strategy 2009 update; 

We have a markedly pluralistic society, with a tradition of open debate 
supported by a lively free press, and a very long-standing tradition of the 
rule of law. We have a strong belief in values which should guide our  
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government’s actions. But we also have a tradition of individualism which 
means that our values and identity are not easily captured in a single 
narrative. (p. 38) 

Despite these similarities, however, there are differences that could make the 

implementation of many elements of the PREVENT program difficult in the United 

States.

One difference is the way in which Muslims are treated and are, or are not, 

assimilated into the native culture. American Muslims occupy predominantly the middle 

class, whereas 20 percent or more of European Muslims live in poverty (PEW Research 

Center, 2007, p. 54) and suffer from a “failed integration” (Ruffer, 2008). This “failed 

integration” seems to largely have its roots in the way in which Muslims are, or are not, 

embraced by their host nation. European nations, whether fairly or not, are perceived as 

displaying national biases which exclude anyone who does not reflect the image of the 

individual nations (i.e., Englishness, French-ness, etc.), whereas the United States still 

enjoys its “melting pot” image in the eyes of the world (Sageman, 2007, p. 2). Perhaps 

the most notable difference between the United States and the UK, however, is that the 

UK’s system of constitutional monarchy allows for much greater national government 

direction and control of a program such as Prevent, whereas the federal system of 

government in the United States empowers the states to largely govern themselves, while 

traditionally limiting the role of the federal government to only those duties not assumed 

by the states. In the UK the national government has been able to implement the Prevent 

program with little resistance from the kingdoms and localities within the UK, and in fact 

it has enjoyed widespread acceptance and embrace of the program. In the United States 

such federally directed and led implementation of Prevent would meet with substantial 

resistance from the states if such a program were not methodically coordinated 

beforehand. Even then, there is no guarantee that the federal government could secure the 

acceptance of all 50 states. In order to obtain the support and participation of the states, 

the federal government would likely be required to provide funding to assist the states in 

implementing a counterradicalization program and would additionally need to clearly 

demonstrate how such a program would benefit the states and their citizenry. This could 

be done, and should be done, by demonstrating how a well-structured 

IA_00119



26

counterradicalization program could be utilized to address at-risk youth from across a 

wide spectrum of socioeconomic and cultural backgrounds that are susceptible to 

adopting violent antisocial behaviors of all kinds—not just violent Islamist extremist 

behavior. States will want to participate in such a program because it will help them 

provide much-needed social services to their citizenry and will, when applied properly, 

affirmatively address violent criminal behavior stemming from real and perceived 

socioeconomic inequalities among the population. Obtaining the consensus of the states 

will prove to be one of the greatest hurdles the federal government will face when 

implementing a U.S. counterradicalization program. However, by focusing on the 

benefits of such a program—including improved social services to the respective 

constituencies of the states, federal funding streams for all counterradicalization 

programs and services, and improved security through the targeted reduction of 

radicalization and its negative side effects—it is feasible that the federal government 

could obtain the buy-in of the states.

Once the federal government has the states’ acceptance of the program, it must 

then work to provide specific and detailed guidance regarding implementation. This will 

likely prove taxing due to the sheer complexity of implementing such a massive cross-

government program servicing the immense U.S. population. Unlike the UK, which has 

approximately 50 law enforcement agencies (Association of Chief Police Officers, 2010), 

serving a total population of approximately 62 million people (Office for National 

Statistics, 2010), the United States has approximately 17,000 law enforcement agencies 

(Federal Bureau of Investigation, 2010), serving a total population of approximately 309 

million people (U.S. Census, 2010). The staggering numbers of both law enforcement 

agencies in the United States (not to mention the bevy of other local, state, and private 

sector agencies) and the civilians that they serve and protect makes a nationally designed 

and locally applied program like Prevent a daunting task. The federal government must 

drive the counterradicalization message via a RICU-like entity that formulates the 

countermessage and then assists the states with adapting the message so that it reaches 

the widest possible audience within each state’s diverse population. Working together, 

however, this can be accomplished in the same way that other federally initiated and 
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state-managed social-welfare programs, such as Medicaid, have been accomplished. The 

immense geographic and population size of the United States need not be an impediment 

to implementation of a successful counterradicalization program. 

Similar to the UK’s stance that “the most significant international terrorist threat 

to the UK continues to come from groups who claim to act in the name of Islam and who 

try to recruit people of Muslim faith to the cause of violent extremism” (Pursue Prevent 

Protect Prepare, 2009, p. 12), the previous U.S. presidential administration identified 

violent ideologies that “twisted” Islam to serve its own terrorist goals (National Security 

Strategy of the United States, 2006, p.12) as being the gravest threat to the national 

security of the United States. However, the current administration is reticent to associate 

Islam with terrorism (Apuzzo, 2010) and has engaged in proactive outreach to Muslim 

communities in both the United States and abroad in an attempt to dispel the notion that 

the United States is at war with Islam (White House, 2009). Given the administration’s 

aversion to linking terrorism with radical Islam or violent Islamist extremists, it is likely 

that a phased approach will be required when acclimating the American public to the 

dangers associated with radicalization. Although the UK and the United States currently 

differ with regard to the language they utilize in describing the threat posed by 

radicalization, nonetheless they each acknowledge that it is a very real threat to national 

security. By studying and learning from the UK’s Prevent program, the United States will 

be better positioned to avoid such issues as perceived government spying on, and undue 

focused scrutiny of, law-abiding Muslims. The establishment of a robust RICU-like 

organization that manages the national counterradicalization message will likewise be 

key in ensuring the viability of the government’s program. The number of media outlets 

in the United States is exponentially larger than in the UK, a fact that will make it all the 

more important that the government make it clear that the media is an integral part of the 

solution to the problem of radicalization and has a duty to help educate, as well as to 

inform the public. This can be accomplished as long as the government ensures that its 

message is consistent and focused on empowering communities to help at-risk youth and 

others susceptible to those peddling messages of hate and violence. 
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C. CONCLUSION 

In summation, it is entirely feasible that a Prevent-like program could be applied 

within the United States so long as the states and their component agencies are brought in 

early to the planning and coordination of such a program. There will be a need for 

collective discussions as to how the counterradicalization message will be crafted, what it 

will be, and how it will be disseminated. Additionally, the media’s assistance will need to 

be formally enlisted to help with what will be a massive information campaign. The focus 

of such a campaign would be educating the public about the objective of the program—

which is to empower communities to reject violent extremism—and in so doing helping 

to protect Americans from future terrorist attacks.  

IA_00122



29

III. COUNTERGANG BEST PRACTICES 

Street gangs are an amalgam of racism, of urban underclass poverty, of 
minority and youth culture, of fatalism in the face of rampant deprivation, 
of political insensitivity, and the gross ignorance of inner-city (and inner-
town) America on the part of most of us who don’t have to survive there.

-M. W. Klein 

Having examined the counterradicalization practices instituted in the United 

Kingdom, a nation of similar governmental and social construct as the United States, and 

having observed the both the benefits and pitfalls of such a program, let us now examine 

how the United States has dealt with a similar social problem—the problem of youth 

gangs. Such an examination may allow us to ascertain what practices, if any, can be 

applied. For nearly 100 years, gangs have existed in one form or another in the United 

States, but gangs as we understand them today came to the forefront of the criminal world 

within the last 50 years. In this period of time, law enforcement and social welfare 

organizations have developed methods of addressing this problem—some effective and 

some not. However, within the last decade there has arisen a set of countergang best 

practices, that might be suitable with modification for application to the problem of 

radicalization among the ethnic Somali-American populace, thus avoiding the need to 

“reinvent the wheel” when creating a counterradicalization program. 

A. A “GANG” DEFINED 

In analyzing countergang best practices, it is important to note that there are 

several different types of gangs. The 2009 National Gang Threat Assessment (NGTA), 

prepared by the U.S. Department of Justice-Sponsored National Gang Intelligence 

Center, identifies three basic types of gangs: street gangs, prison gangs, and outlaw 

motorcycle gangs, with street gangs being the most prevalent (National Gang Intelligence 

Center, 2009, p. 7). Street gangs are further broken down into three subgroups: national-

level, regional-level, and local street gangs. Local street gangs are in turn predominantly 

comprised of youth gangs (National Gang Intelligence Center [NGIC], 2009, p. 7). In this 

context youth gangs are defined as having more than two members who are between the 
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ages of 12 and 24, sharing a sense of identity, have been in existence for a year or more, 

and are involved in criminal activity (Esbenson, 2000, pp. 2–3). Due to the fact that street 

gangs represent the broadest set of gang membership and also best mirror the 

demographic of Somali-American’s current radicalizing of ages 17 and 27 (Ephron & 

Hosenball 2009), countergang programs targeting such gangs are the most useful for 

purposes of comparison with potential counterradicalization practices. In Chapter IV we 

will examine further the demographic within Somali-American communities that is most 

susceptible to radicalization and Al Shabaab recruitment.  

B. A BRIEF HISTORY OF GANGS IN THE UNITED STATES 

While the exact origins of youth gangs in the United States are unclear, it is 

known that in the 1800s during the Industrial Revolution there was a proliferation of 

youth gangs (largely made up of members from multiple immigrant diasporas) 

throughout New England, which may have arisen due to the difficult urban conditions of 

industrialized America (Howell, 1998, p. 2). Since that time the United States has

experienced three additional periods of gang expansion, with the most recent period 

occurring in the 1990s (Howell, 1998). Early gang research described gangs in terms of 

nationality and/or ethnicity versus race-based descriptors until around the 1950s 

(Esbensen, 2000, p. 4). Historically, gangs were made up of members who were almost 

exclusively males residing in the inner city and who were members of an ethnic or racial 

minority (Esbensen, 2000, p. 3). While current data demonstrate that gangs have migrated 

in recent years from urban areas to suburban areas and even rural communities (NGIC, 

2009, p. iii), the data also suggest that a majority of gang members are still from racial 

and ethnic minorities (Ogletree, 2008, p. 41). The exact number of youth gangs in the 

United States is not known; however, the 2009 National Gang Threat Assessment 

estimated that there were approximately 1 million gang members belonging to more than 

20,000 criminally active gangs within the United States, and 58 percent of state and local 

law enforcement agencies reported having active criminal gangs in their jurisdictions 

(NGIC, 2009, p. iii).
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C. COMMUNITY MOBILIZATION INITIATIVES 

In the last three decades there have been numerous countergang programs and 

initiatives applied to addressing the issue of criminal gangs in the United States. A study 

commissioned by the U.S. Department of Justice, Office of Juvenile Justice and 

Delinquency Programs (OJJDP) in 2000 examined the history of these programs. This 

study notes that modern countergang efforts began with programs that simply attempted 

to prevent youth from joining gangs, but by the mid-1930s these efforts had transitioned 

to programs that sought to organize and mobilize communities in an effort to reduce 

crime and to counter gang formation (Howell, 2000, p. 5). This is due to the widespread 

acceptance of the notion that cohesive, organized, and engaged communities were the key 

to reducing crime as well as mitigating gang problems since the social environment and 

not the individual were the cause of maladaptive behavior—a concept known as “social 

disorganization” theory (Esbensen, 2000, p. 6).

What is perhaps the best known delinquency prevention program in the United 

States to date (Esbensen, 2000)—the Chicago Area Project (CAP)—was established in 

1934 by two early gang researchers, Clifford Shaw and Henry McKay, who, following 

social disorganization theory, directed the implementation of CAP (Howell & Curry 

2009, p. 2). The goal of CAP was to reintegrate gang members into society through such 

methods as the use of “detached workers,” who were members of a government agency 

or government-sponsored agency, assigned to embed within local gangs where they could 

more directly counsel gang members in an attempt to reintegrate them into society 

(Howell & Curry, 2009, p. 2). Additionally, CAP engaged preexisting community 

groups, such as church groups and labor unions (Esbensen, 2000, p. 6) in an effort to 

improve the conditions in neighborhoods, including offering afterschool programs and 

other activities in an effort to fill youths’ time with positive activities and divert them 

from entering gangs (Esbensen, 2000). CAP spawned numerous other similar programs 

in other cities in other states. However, subsequent research called into question the 

efficacy of the detached-worker concept due to the fact that such programs focused  
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almost solely on affecting individual behavior, while at the same time failing to address 

shortcomings in community structure and capacity (Esbensen, 2000, p. 7), the concept at 

the heart of social disorganization theory. 

As countergang efforts progressed, a transition occurred in which law 

enforcement, with the support of legislative initiatives, began to initiate suppression 

programs designed to target areas with high gang concentrations for intensified 

enforcement efforts (Howell, 2000, p. 5). While enforcement activities are an essential 

aspect of any effective countergang program, such activities only treat symptoms and do 

not address shortcomings in a community’s structure or capacity; thus they cannot be 

expected to be the sole solution to the problem (Esbensen, 2000, p. 7). Today, many 

jurisdictions prefer to adopt programs incorporating aspects of these and other 

countergang approaches (Esbensen, 2000, p. 7). These approaches can be separated into 

seven distinct types of programs: prevention, intervention, suppression, multiple 

technique programs, multiagency programs, comprehensive programs, and legislative 

initiatives (Esbensen, 2000, p. 7).

Of the recommendations cited in the 2000 OJJDP study, which examined the 

implementation of these types of programs within multiple jurisdictions across the nation, 

two of the cited recommendations are the most relevant for the purpose of addressing the 

problem of youth radicalization within Somali-American communities. The first 

recommendation is that all elements of a community, not just law enforcement, should 

work together to address this problem. The second recommendation is that communities 

must provide gang members with alternatives to being in a gang, since no consistently 

successful program for preventing youth from joining gangs has yet been identified. 

Those programs which have thus far shown great promise involve helping youth with 

family, peer, and school problems, as well as community conditions (Howell, 2000, p. 

54). Further, the 2000 OJJDP study examined a 1995 national gang migration study in 

which respondents from 211 surveyed cities assessed the effectiveness of multiple 

countergang practices (Howell, 2000, p. 46). The results showed that nearly two-thirds of 

cities surveyed utilized some type of community engagement strategy, and 54 percent 

found such practices to be effective, as the table below illustrates (Howell, 2000, p. 46).

IA_00126



33

Table 1. Law Enforcement Strategies and Perceived Effectiveness 

Source: Howell, 2000, p. 46. 

The aforementioned 2000 OJJDP study concluded that the most effective counter-

youth gang program will likely prove to be a combination of strategies, including 

prevention, intervention, and suppression, initiated in a collaborative, community-

engaging fashion (Howell, 2000, p. 55).

Contemporary countergang strategies, as well as the aforementioned 2000 OJJDP 

gang study, reflect the research and field work of noted gang researcher and University of 

Chicago sociologist and professor, Dr. Irving A. Spergel, who has spent more than three 

decades studying the problem of gangs and their negative effects on society. A prolific 

writer on the topic of gangs, Dr. Spergel is perhaps most renowned for what is now 

known as the “Spergel model” (2010 Canada, 2010, p. 9), or the “community-wide, 

comprehensive gang program model,” which the U.S. Department of Justice adopted and 

renamed simply the “comprehensive gang model.” Key assumptions of the model are that 

the youth gang problem is the result of fragmented communities and the failure of public 

agencies in those communities to tend to the social development needs of youth and that 

youth gangs are generally attractors of youth “between childhood and adulthood, 
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particularly youth from disorganized or deviant families in socially and economically 

marginal neighborhoods (Spergel, Wa, & Sosa, 2006, p. 203).  

Dr. Spergel, with DOJ funding, first implemented his comprehensive gang model 

in Chicago’s Little Village neighborhood in a program that lasted from 1992 to 1997 

(Spergel, Wa, & Sosa, 2006, p. 203). This first implementation of the model suffered 

from several catastrophic failures, including the local police department’s lack of interest 

in entering into joint relationships with other key program agencies and community 

groups and, perhaps most damningly, the ultimate dissolution of the crucial neighborhood 

advisory group, due largely to petty squabbling and the inability to communicate 

effectively (Spergel, Wa, & Sosa, 2006, p. 211). The neighborhood advisory panel, 

consisting of members from several local places of worship, Boys and Girls clubs, a 

community organization, social welfare agencies, local residents, the local alderman, and 

a business group, were key elements of the comprehensive countergang program and the 

failure of these elements to work together for the betterment of the community was cited 

as one of the primary reasons why the Little Village program did not achieve its full 

potential in countering youth gang formation and gang violence (Spergel, Wa, & Sosa, 

2006, p. 217). Despite the failure of the Little Village community to fully implement all 

strategies and program elements of the comprehensive, community-wide gang program 

model, the program nonetheless demonstrated the necessity of, and power of, community 

engagement and mobilization.  
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Source: Spergel, Wa, & Sosa, 2006, p. 206

Figure 1. Comprehensive Gang Program Model 

Following the implementation of the Little Village program, OJJDP conducted a 

demonstration to measure the effectiveness of the comprehensive gang model and 

initiated the program in five separate localities across the United States from 1995 to 

2000. The results from those five sites—Mesa, Arizona; Riverside, California; 

Bloomington-Normal, Illinois; San Antonio, Texas; and Tucson, Arizona—were 

combined with the results of the Little Village program (Table 2). The outcome showed 

three of the six localities making significant planning mistakes that kept them from 

seeing positive results. The other three localities experienced reductions in both gang 

violence and drug-related offenses due to their successful implementation of programs 

focusing on prevention, intervention, and suppression (USDOJ, OJJDP, 2008, p. 44). 

However, the study made clear the fact that when communities come together 

collectively to address a shared problem, they are more likely to enjoy success than they 

would working in an uncoordinated fashion.
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Table 2. Effectiveness of Comprehensive Gang Model 

The 2008 U.S. Department of Justice’s Office of Juvenile Justice and 

Delinquency Prevention (OJJDP) Best Practices to Address Community Gang Problems 

encapsulates, supports, and summarizes the findings of Dr. Spergel’s work, as well as the 

OJJDP’s 1995–2000 implementation of Dr. Spergel’s comprehensive, community-wide 

gang program model. The OJJDP has sought, through multiagency collaboration across 

all levels of government, to replace the false promise of “safety, belonging, economic 

opportunity, and a sense of identity” (USDOJ, OJJDP, 2008, p. iii) that gangs use to lure 

recruits. Based on decades of analysis of the gang problem, primarily strategies 

developed largely through the research and field work of Dr. Spergel, the OJJDP’s 

formula for success is based on five strategies that when combined allow government 
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agencies and private-sector entities to effectively address gang problems wherever they 

arise nationally. The five strategies are community mobilization, opportunities provision, 

social intervention, suppression, and organizational change and development. 

Community mobilization entails leveraging the involvement of the citizenry, 

including rehabilitated gang members, community organizations, and government 

agencies in addressing gang recruitment and initiation, and also coordinating and 

synchronizing programs across all participating agencies (USDOJ, OJJDP, 2008, p. 2). 

The ppportunities provision entails developing tailored training, education, and 

employment programs to provide gang-involved youth alternatives to gang participation 

(USDOJ, OJJDP, 2008, p. 2). Social intervention entails conducting outreach to, and 

providing services to gang-involved youth and their families with the assistance of youth-

serving agencies, faith-based organizations, schools, grassroots organizations, law 

enforcement, and other juvenile/criminal justice organizations (USDOJ, OJJDP, 2008, 

p. 2). Suppression entails utilizing a system of both formal and informal social control 

procedures to address gang violence and other criminal activity. Formal procedures might 

include community-oriented policing-style gang suppression operations, while informal 

procedures could include monitoring and supervision of gang-involved youth by 

juvenile/criminal justice agencies, community-based agencies, schools, and grassroots 

organizations (USDOJ, OJJDP, 2008, p. 2). And finally, organizational change and 

development entails maximizing the effective utilization of available resources by 

developing and implementing dynamic and forward-thinking policies and procedures 

within and across participating agencies (USDOJ, OJJDP, 2008, p. 2). 

Implementation of these strategies can come after a community experiences a 

tragic event, such as a gang-related death or other violence that shocks the conscience, 

but it can also occur in the absence of any such catalyst and can be merely the result of a 

gradual building of public support to address a gang problem (USDOJ, OJJDP, 2008, 

p. 6). In whatever fashion a community comes together to address its gang problem, the 

community’s next step toward addressing the problem is the convening of an 

organizational structure (identified by OJJDP as a steering committee) to plan and 

coordinate community response efforts (USDOJ, OJJDP, 2008, p. 6). Experience has 
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demonstrated that successful implementation of the comprehensive, community-wide 

gang program model is determined by the effectiveness of the steering committee 

(USDOJ, OJJDP, 2008, p. 6), which works best when made up of a mix of upper-level 

management from participating agencies, as well as influential individuals from the 

community, including residents, grassroots community group representatives, 

neighborhood associations, faith-based organizations, and advocacy groups (USDOJ, 

OJJDP, 2008, pp. 6–7).

The OJJDP’s comprehensive gang model outlines five steps through which 

communities should implement the aforementioned five core strategies in order to 

address a gang problem. Step one: the community, including community leadership, 

acknowledges the existence of a youth gang problem (USDOJ, OJJDP, 2008, p. 3). Step 

two: the community assesses the scope of its gang problem (USDOJ, OJJDP, 2008, p. 3). 

Step three: the community, through a steering committee, sets goals and objectives to 

address the problem (USDOJ, OJJDP, 2008, p. 3). Step four: the steering committee 

provides the community with relevant programs, services, and strategies to address the 

problem and does so in a manner consistent with the aforementioned five core strategies 

(USDOJ, OJJDP, 2008, p. 3). And finally step five: the steering committee evaluates the 

effectiveness of the community’s response to the problem and makes modifications to the 

program as required (USDOJ, OJJDP, 2008, p. 3). 

In order to test its comprehensive gang model, in 2003 OJJDP implemented the 

Gang Reduction Program (GRP) in four U.S. cities: Los Angeles, California; Milwaukee, 

Wisconsin; North Miami Beach, Florida; and Richmond, Virginia (USDOJ, OJJDP, 

2008, p.3). The GRP sought to assist communities in addressing their gang problems by 

teaching those communities to utilize the five core strategies derived from Dr. Spergel’s 

body of work regarding gangs. In each of the cities, the GRP model was modified so as to 

be most effective in addressing the unique “local needs and problem-solving approaches” 

of that locale (Cahill et al, 2008, p. 356). The findings from that study were compiled and 

presented in 2008 by the Urban Institute’s Justice Policy Center in coordination with the 

OJJDP. With regard to community engagement and collaboration, the study found that 

there was successful steering committee formation and function, including program 
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planning and implementation, at all of the program sites, which as previously noted is a 

criterium for successful implementation of the comprehensive gang model (Cahill et al, 

2008, p. 359). And while the study found varying levels of collaboration and 

communication among program participants, with agencies focusing on suppression 

strategies collaborating more quickly and more closely at the start than did agencies 

focusing on the intervention and outreach strategies, in the end those individuals and 

agencies comprising the community engagement and outreach arm of the GRP improved 

their levels of communication and collaboration (Cahill et al., 2008, pp. 359–60). 

D. CONCLUSION 

The last two decades of gang research and countergang program testing has 

demonstrated that the most effective counter–youth gang program will likely prove to be 

a combination of strategies, including prevention, intervention, and suppression, initiated 

in a collaborative, community-engaging fashion (Howell, 2000, p. 55). Fortunately, this 

fact has been recognized by our national leadership. The Honorable Robert C. Scott, 

Chairman of the Subcommittee on Crime, Terrorism, and Homeland Security of the 

Committee on the Judiciary, U.S. House of Representatives of the 110th Congress, in 

addressing a 2007 hearing on effective countergang practices spoke to the need for a 

“continuum of services for youth” involving the educational, law enforcement, social 

welfare, mental health, not-for-profit, business, and faith-based sectors working together 

(Scott, 2007, p. 3). Similarly, in 2008, the U.S. House of Representatives held one of 

several hearings in which it heard from numerous expert witnesses in the field of gang 

research, as well as gang suppression, who testified regarding what constitutes an 

effective practice for addressing gangs. Referenced in that hearing was a study in which 

three common characteristics of programs that successfully address gangs and gang 

violence was identified. These characteristics can be found repeated throughout the 

extensive body of work concerning gangs and have come to be accepted almost as 

universal truths. The first of these characteristics of successful countergang programs is 

their inclusion of families, schools, and other components of communities (Ogletree, 

2008, p. 12). Only with the inclusion of these elements of the community can a program 

be truly successful. The second characteristic of successful countergang programs is their 
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focus on individual development, especially teaching youth social and cultural skills 

needed by youth in order for them to be effective and contributing members of their 

community (Ogletree, 2008, p. 12). The third and final characteristic of successful 

countergang programs is that they begin in preschool and continue throughout primary 

and secondary education. Such programs have shown that they are effective in reducing 

criminal behavior among male youth—especially those from economically challenged 

families (Ogletree, 2008, p. 12). 

Why then are such programs often not implemented, or if implemented why are 

they not always successful? There are many reasons why a particular countergang 

program might not be initiated, or perhaps ultimately fail if initiated. These reasons can 

range from the failure of a community to recognize its gang problem, the failure of 

communities to effectively communicate and collaborate in the planning or 

implementation phases of a countergang program, or the failure of government agencies 

to focus adequate resources on the gang problem, to name only a few. Unfortunately, 

authorized funding from Congress for countergang programs is typically not provided in 

full and has been declining in recent years (Scott, 2007, p. 1). Additionally, many of 

those programs that do receive funding, at both the national and local levels, are 

unproven programs with questionable methodologies and outcomes (D. Elliott, 2007, 

p. 8). 

The fact that many U.S. communities have yet to implement the comprehensive 

gang model and the fact that several of those communities that have implemented the 

model have not fully solved their gang problem need not be reasons to abandon 

examination of this model as a viable method for addressing radicalization occurring 

within Somali-American communities. The comprehensive gang model, if accepted, 

modified, and then applied to a program addressing radicalization among ethnic Somali 

males, who are generally of the same demographic as youths most susceptible to gang 

recruitment, would not only save the government valuable time in addressing this threat 

but might serve to help Somalis better assimilate into American culture. Perhaps a test 

case in one American city containing an ethnic Somali enclave might serve to establish 

the effectiveness of such a program in reducing the sense of non-belonging that many 
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second-generation Somali youth harbor; this is a topic that will be discussed in greater 

depth in Chapter IV. By reducing or eliminating this sense of non-belonging, it may be 

possible to reduce the risk of radicalization and Al Shabaab recruitment among these 

youth.

The general consensus of gang researchers and experts is that the gang problem 

requires national-level funding and direction, but local, community-based solutions 

(Howell & Curry, 2009; Esbensen, 2000; Spergel, Wa, & Sosa, 2006; Fernandez, 2007, 

p. 49). Further, study after study reiterates the need that countergang programs focus not 

only on correcting individual behavior through multiple community-based intervention 

programs, but also that such programs work to reshape the communities, including the 

families, in which gang members live (Esbensen, 2000, p. 7; Hill, Liu, & Hawkins, 2001, 

p. 3; Kennedy, 2007, p. 33). This is not only because gangs are the by-products of 

fractured families and communities (Esbensen, 2000, p. 7), but more importantly because 

gangs are more likely than not to come from “socially disorganized or marginalized 

communities” (Esbensen, 2000, p. 9). 
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IV. ANALYSIS 

For the early gang researchers, the quest for an understanding of urban 
gangs began when researchers started following peasants and 
sharecroppers into cities. Thus, immigration and the experiences of 
immigrants adapting and adjusting to city life form the basis for all else 
that follows, including and especially the maladaptation that so often 
occurs among them. In this vein, there are multiple areas in which 
immigrants and especially their children find themselves betwixt and 
between, beginning with where they settle, what jobs they fill, and how 
and why their social and cultural values and practices are challenged and 
typically undermined and revamped. It also takes into account when the 
social environment shapes personal identities with whom the individuals 
interact. As noted above, no more than 10% of the youths become gang 
members in most affected neighborhoods, and the most marginalized 
families and children in each of these neighborhoods tend to fall into this 
category. 

-J. D. Vigil 

So what causes the radicalization of a small but significant number of 
Somali-American youth? The answer is complex: sophisticated extremist 
recruiters target vulnerable individuals, young men—many of them 
refugees who came here as small children or who are children of 
immigrants—torn between their parents’ traditional ethnic, tribal, and clan 
identities and the new cultures and traditions offered by American society. 
Caught between two worlds, and lacking structure and definition in their 
lives at home, some youth become susceptible to the draw of gangs and 
criminality, and in some cases religious or nationalistic extremism. 

- Andrew Liepman 

The above quotes, the first concerning the problem of gangs in the United States

and the second concerning the problem of radicalization and Al Shabaab recruitment in 

the United States, both speak to the trials and tribulations that certain communities in this 

country have experienced as a result of their migration, or their ancestors’ migration. The 

two problem sets interestingly share numerous commonalities. Both problem sets 

demonstrate a propensity to attract youth, especially male youth from socioeconomically  
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challenged communities, who must fight against social and cultural norms that are often 

in conflict with those of their families and or communities—an issue to be examined in 

this chapter.  

In Chapter II we examined the efforts of the government of the United Kingdom 

to counter radicalization primarily among its Islamic population. If we are to accept that 

the UK counterradicalization practices would not be acceptable given the much greater 

size of the United States’ populace, its more decentralized federal system of government, 

its corresponding exponentially greater number of law enforcement and intelligence 

agencies that would need to be involved, as well as the politically unpalatable nature of 

such a program as PREVENT, singularly focused on Muslims, then we must look to 

other methods to counter radicalization occurring among Somali-Americans. In Chapter 

III we examined the problem of youth gangs in the United States and a corresponding set 

of best practices that have been adopted by the U.S. Department of Justice as being the 

nation’s best hope of countering youth gang formation. In this chapter we will examine 

both the socioeconomic drivers of youth gang formation and the socioeconomic drivers 

of radicalization and Al Shabaab recruitment occurring among Somali-American youth. 

Such a juxtaposition is intended to illuminate the similarities of the socioeconomic 

drivers of both problem sets, thereby making a case for the need to conduct a test-case 

study of the application of identified countergang best practices against the problem of 

Somali-American radicalization and Al Shabaab recruitment. 

A. SOCIOECONOMIC FACTORS CONTRIBUTING TO YOUTH GANG 
RECRUITMENT  

For as long as communities and governments have sought to combat gangs and 

gang crime, there have been theories proposed and studies initiated to identify the reasons 

that youth join gangs. The findings point to a range of causes, from lack of societal 

integration, racism, poverty, and political isolation. While these factors alone cannot be 

said to be the sole indicators of potential gang affiliation, gang-study findings indicate 

that minority youth from single-parent households are at greater risk for joining gangs 

than are their counterparts from Caucasian two-parent households (Esbensen, 2000, p. 4). 

Lending credence to this statistic is the work of renowned family therapist Michael 
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Gurian, who has studied the troubling contemporary trend of male youth scholastically 

falling behind females of the same age. Gurian points to the lack of positive male role 

models as a primary reason for the learning gap between the genders, especially when 

examining male youths in the junior-high-school and high-school age range (Tyre, 2006). 

Gurian notes that boys learn healthy work habits and self restraint from older male role 

models (Tyre, 2006), and in the absence of such role models, young males easily fall prey 

to negative influences.

In American society today 40 percent of boys are raised in the absence of their 

biological fathers, and more than half of African-American males who begin high school 

never graduate (Tyre, 2006). Social ecologist James D. Vigil supports the theory of the 

negative effects of absentee positive male role models and offers additional explanation 

as to why certain youth join gangs. Vigil notes that the typical age range of youth 

involved in violent gang activity is the very age range in which youth are transitioning 

from childhood to adulthood; this is a time typically characterized by ambivalence and 

unpredictability, and for many teenagers living in stressful conditions, it is an especially 

difficult stage in their development (Vigil, 2003, p. 227). Beyond the lack of male role 

models, gang researchers point to socioeconomic deprivation, especially among urban 

youth, as being one of the leading predictors of youths susceptible to gang recruitment 

(Esbensen, 2000, p. 5). 

One prime example of such outreach efforts that have greatly contributed to the 

decline of crime committed by this segment of society is outreach to youth susceptible to 

violent gang initiation. There are numerous studies that demonstrate how active law 

enforcement and community outreach to disaffected, disenfranchised, and at-risk youth 

can greatly reduce the incidence of youth gang membership, as well as reduce the 

incidence of violent crime committed by youths. One such study in a bulletin by the U.S. 

Department of Justice’s Office of Juvenile Justice and Delinquency Prevention, attempts 

to outline methods that help communities identify youth at risk for joining gangs and then 

identify methods for preventing youths from joining gangs. The central tenets of the 

bulletin are that, while youths of various ages and from all segments and strata of society 

join gangs, the vast majority of youth gang members tend to be between the ages of 12 
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and 24 (Esbensen, 2000, p. 3) and come from “socially disorganized and socially 

marginalized communities” (Esbensen, 2000, p. 9). The study more specifically defined 

the average youth gang member as being a “minority youth residing in single-parent 

households” (Esbensen, 2000, p. 4). The study further proffered that any program 

designed to reduce youth gang recruitment and participation that only focused on one 

solution or approach was doomed to failure. The study pointed to the need for a 

multipronged approach that addresses the multiple underlying problems making youth 

more susceptible to gang involvement (Esbensen, 2000, p. 9).  

Corroborating these findings are individuals from community outreach groups 

across the country, such as the director of the Latin American Youth Center in 

Washington, D.C., Mai Fernandez. Speaking before Congress, Fernandez pointed to the 

plight of immigrant families who came to the United States to find better lives for their 

families; in so doing many of the parents discovered that they needed to have multiple 

jobs outside of the home, leaving them precious little time to spend rearing children and 

providing them the time and attention required to keep them from seeking a sense of 

belonging with gangs and falling prey to negative influences (Fernandez, 2007, p. 48). 

Speaking before the same House of Representatives subcommittee the following year, 

former Los Angeles gang member Ely Flores spoke of his path to recruitment by a gang 

and his subsequent life of delinquency and crime. Flores spoke of coming from a single-

parent household, where he was raised by his mother in an economically depressed 

neighborhood, where many of his peers were frequent visitors to youth detention 

facilities and prisons as a result of joining gangs in order to fill a need for belonging 

(Flores, 2008, p. 80). Flores identified the lack of resources and alternatives to gang life 

as the reason for his ever-growing sense of anger and disenfranchisement. 

Still other gang researchers point to even more complex and interwoven 

socioeconomic predictors for gang initiation. One such framework, known as multiple 

marginality (Vigil, 2003, p. 230), takes a collective assessment of such factors as the 

effect of the neighborhood dynamic, sociocultural marginalization, poverty, social 

control, and other gang membership predictors. This framework seeks to examine the 

interconnectivity of multiple factors to include what constitutes a gang, where the gang 
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resides/exists, how the gang operates, and how their behavior is in part determined by 

societal factors, why gangs act the way they do, when gangs will act out with violence, 

and with whom gang members engage in unlawful and/or socially destructive behavior 

(Vigil, 2003, p. 232).

Source: Vigil, 2003, p. 231. 

Figure 2. Framework of Multiple Marginality: “Act and React” 

Vigil discusses the process of acculturation—the process of learning a new 

culture—as a key element of marginalization because the conflict between learning one’s 

own culture while at the same time having to learn a new culture often leads youth, 

especially minority youth, to identify with life on the street (Vigil, 2003, p. 235–36.) 

Vigil notes that, in studying urban street gangs, early gang researchers at the turn of the 
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century examined the movement of sharecroppers and other immigrants into urban 

settings. It was from this migration into the cities of socioeconomically deprived 

immigrants and the resulting hardships of urban life, including the lack of integration 

with mainstream society, that set the stage for the creation of gangs (Vigil, 2003, pp. 

232–33). Pointing specifically to African American youth, Vigil notes that the 

acculturation process has been ongoing for this segment of society since their ancestors 

were uprooted from Africa and transplanted in foreign lands such as the United States

(Vigil, 2003, p. 236).

These same tenets are shared by literally hundreds of professionals spanning the 

fields of academia, law enforcement, government, and private agencies who address 

gangs of all types on a daily basis. Some key findings in this body of study speak to the 

importance of healthy and stable home lives in the socialization process and the ability of 

youths to avoid becoming involved in criminal behavior, the negative impact of the 

absence of positive male role models, and the lack of discipline at home as being key 

factors in determining whether youths will join gangs (Carlie, 2009, pp. 2-8). Other key 

findings highlight the fact that youths most often join gangs out of a need for positive 

emotional reinforcement, structure, discipline, a sense of belonging, acceptance, and 

recognition, among other needs (Lees, Dean, & Parker, 1994, p. 1). Congruent with these, 

the primary risk factors determining youth susceptibility to gang recruitment are racism, 

poverty, the lack of a support network, and media influences (Lees, Dean, & Parker, 

1994, p. 1). The conclusions of these studies, primarily the demographic analyses and the 

corresponding socioeconomic factors identified as being at the root of gang recruitment 

and initiation, are nearly identical with those associated with the segment of the ethnic 

Somali diaspora residing in the United States, which is radicalizing and being recruited 

by Al Shabaab, as will be discussed next in this chapter.

B. SOCIOECONOMIC FACTORS CONTRIBUTING TO SOMALI-
AMERICAN AL SHABAAB RECRUITMENT 

In working to understand precisely what is driving a small percentage of Somali-

American youth to radicalize and seek the jihadist lifestyle, we must first conduct a 

cursory examination of the history of Somali immigration into the United States. Such an 
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examination offers a glimpse of the genesis of the socioeconomic drivers of Somali-

American radicalization. This is key since there exist few publicly available details 

regarding the socioeconomic background of all Somali-American jihadists identified to 

date (Weine et al., 2009, p. 185). In the early 1990s, after the outbreak of civil war in 

Somalia and the United States’ humanitarian intervention in that country, the first mass 

migration of Somalis into this country began. Minneapolis, Minnesota, offering a bevy of 

social services and blue-collar employment opportunities, quickly became the seat of the 

Somali diaspora in North America (A. Elliott, 2009). The diaspora quickly grew and 

expanded into other states, including California, Massachusetts, Washington, Ohio, and 

Maine (Hsu & Johnson, 2009). Today the Somali-American population is estimated to be 

in the range of 150,000 to 200,000; however, this number could be higher, due to such 

factors as identity and documentation fraud, illegal immigration, and reluctance on the 

part of Somali-Americans to share personal information with U.S. census workers 

(Mudd, 2009). Unlike their European counterparts, Muslim immigrants to the United 

States (including Somali-Americans) seem to truly embrace the American dream and 

believe they have found a place where they can thrive (Sageman, 2007, p. 3) despite the 

fact that Somalis in general receive less cultural and language training prior to 

immigration than do other Muslims immigrants to the United States (Liepman, 2009). 

Even when having to overcome language and cultural barriers, first-generation Somali-

Americans quickly entered the workforce, occupying mostly service-sector jobs, and by 

all accounts were productive members of society, except for a proclivity to keep to 

themselves within their ethnic enclaves (A. Elliott, 2009), which, given the clan-based 

nature of Somali society, is not unexpected or unusual. Perhaps the single greatest driving 

factor behind the Somali-American community’s robust participation in the U.S. 

economy is the critical role that the global Somali diaspora plays in passing remittances 

back to family members and friends in Somalia, a sum estimated to be approximately one 

billion dollars annually (Menkhaus, 2009). The push for Somali-Americans to push 

remittances back to Somalia is so great that failure to do so on the part of any Somalis, 

even Somali-American youth capable of gaining employment (teens and above), would  
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mean instant renouncement by family and clan (Menkhaus, 2009). However, despite their 

strong work ethic and hard work, 60 percent of Somali-Americans live in poverty (Weine 

et al., 2009, p. 182).

While adult Somali-Americans could largely isolate themselves socially from 

their non-Somali neighbors, Somali-American youth could not do so—they were 

immersed in American schools and American life and forced to deal with the pains of 

assimilation (A. Elliott, 2009). Linguistic isolation has been identified as one of the 

primary reasons that Somali-Americans suffer high poverty rates, the lowest college 

graduation rate, and the highest unemployment rate among East African diaspora 

communities in the United States (Liepman, 2009). This is reflected in the testimony of 

one Somali-American, Abdirahman Mukhtar, who was born in Somali but fled with his 

family to the United States in 1998 and settled in Minneapolis, Minnesota (Mukhtar, 

2009, p. 1). There Mukhtar entered high school—the same high school as many of the 

thus-far identified Somali-American jihadists, including Shirwa Ahmed (referred to in 

Chapter I), the first Somali-American to die serving as a suicide bomber for Al Shabaab 

in Somalia. Mukhtar struggled in school, due to a variety of factors, including his 

inability to speak English, his need to overcome social and cultural biases of other 

students, and the requirement that he work in order to send remittances back to the family 

in Somalia (Mukhtar, 2009, p. 2). Mukhtar, like many Somali-American youth, was 

caught between two worlds—that of older, first-generation Somali-American immigrants 

who live as if they plan to return some day to Somalia, and younger, second-generation 

Somali-Americans who struggle to assimilate and immerse themselves in American 

culture (Mukhtar, 2009, p. 5; Weine et al., 2009, p. 189; Temple-Raston, 2009). Mukhtar 

summed up his experiences as a Somali-American teen, and very likely the experiences 

of most Somali-American youth, saying, “Parents expect you to keep your culture, while 

the American education system and way of life forces you to assimilate” (Mukhtar, 2009, 

p. 3).

Stories like that of Mukhtar are common within the Somali-American community. 

In their often strained attempts to fit in, Somali-American youth are frequently chided for 

attempting to be something they are not. This is especially the case with their African-
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American counterparts who mock Somali-American youth for their mimicry of “ghetto” 

customs (A. Elliott, 2009). At the same time, these same Somali-American youth are 

chastised by family members for being too “ghetto,” thus further alienating the youth and 

instilling within them strong feelings of self-doubt and identity confusion (A. Elliott, 

2009). These same family members often show more interest in the struggles of life back 

in Somalia than in the mental well-being and social adjustment of their children 

(Mukhtar, 2009, p. 3). As a result, Somali-American youth suffer from a “crisis of 

belonging”—a phrase coined by the uncle of one boy who left America for Somalia and 

tutor of Somali-American youth at the same Minneapolis high school attended by 

Mukhtar (A. Elliott, 2009).  

Facing barriers of “race and class, religion and language” (A. Elliott, 2009), many 

Somali-American youth seek a sense of brotherhood or family, where they can share their 

thoughts and experiences with like-minded individuals. There are those who believe that 

the Internet and certain fundamentalist mosques are to blame for the radicalization of 

Somali-American youth who are seeking ways to cope with American life and culture 

(Butty, 2010; Ali, 2006). Omar Jamal, executive director of the Somali Justice Advocacy 

Center in Minnesota, echoed these sentiments, saying, “You have high rates of young 

guys unemployed. You have a high rate of dropouts. They’re difficult to integrate and 

work into the mainstream.” Jamal further blamed religious extremists for having 

conducted outreach to disaffected youth and “indoctrinated them into this violent, radical 

ideology” (Hsu & Johnson, 2009), sentiments echoed by concerned members of the 

Somali-American community (Ahmed, 2009, pp. 3–4).  

An examination of those criminally charged to date for their acts in support of Al 

Shabaab, or those directly supporting the terrorist organization, reveals that the ages of 

those involved ranges from the late teen years to the early forties. However, the vast 

majority of those criminally charged for traveling to Somalia for the purposes of 

engaging in armed combat have been between the ages of 18 through 27 at the time of 

charging. The exact age of the men at the time of their radicalization and subsequent 

recruitment by Al Shabaab is not clear, but it appears from the profiles of those Somali-

American youth thus far criminally charged for their affiliation with, and support of, Al-
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Shabbaab that this time period can typically be measured in months, not years All of the 

Somali-Americans identified to date as being involved in activities supporting Al 

Shabaab immigrated as children to the United States from Somalia (Ahmed, 2009, p. 3) 

and were subjected to the pressures and strife spoken of by Abdirahman Muhktar and 

others. Six of these young men died as a result of their participation in jihadist fighting in 

Somalia, with one of the young men, Shirwa Ahmend, dying as a suicide bomber.  

Table 3. Somali-Americans Supporting Al Shabaab 

An examination of the above chart might at first glance give no indication of the 

turmoil that the Somali-American youth highlighted endured, since many completed high 

school, and some even began taking college courses. However, closer examination of the 

facts reveals that several of the highlighted youth never completed high school but 

instead dropped out in order to begin their jihadist exploits (A. Elliott, 2009). The same is 
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the case for those few who had begun college courses. Nearly all of these Somali-

American youth turned Al Shabaab jihadists once lived in an impoverished neighborhood 

infested with gangs, drugs, and violence in a community geographically isolated from the 

rest of Minneapolis (Weine et al., 2009, p. 189) in a group of tall, public-housing 

buildings known as “the Towers” (Temple-Raston, 2009). It seems that all these youths 

followed the same path: social isolation as a result of language and cultural barriers, 

followed by disenfranchisement and disillusionment, followed by radicalization, and 

ultimately culminating in their recruitment by Al Shabaab.  

While the vast majority of those charged thus far in the United States for crimes 

related to support of the Al Shabaab terrorist organization have been Somali-Americans, 

there have been several non–Somali-Americans charged, including the previously 

mentioned Daniel Maldonado, who warrant a cursory review. The following table lists 

other non–Somali-Americans charged to date. 

Table 4. Non–Somali-American Converts Supporting Al Shabaab 

Although not a Somali-American himself, Daniel Maldonado, the first American 

citizen criminally charged for his jihadist activities in Somalia (Anti Defamation League, 

2010, p. 6), perhaps best summed up the feelings of many Somali-American youth when 

he said that his reason for traveling to Somalia to live and fight alongside Al Shabaab was 

so that he, “would be able to live, pray, act, dress and be a Muslim without anyone 
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yelling at me, calling me names, refusing me jobs or apartments” (Family Security 

Matters, 2010). An American convert to Islam, Maldonado’s words highlight his 

frustrations with being singled out and chastised for being a Muslim and his 

corresponding need to feel a sense of belonging. So what leads such non-Somali-

Americans to take up the cause of Al Shabaab? The answer to this question remains 

unclear, but terrorism expert Marc Sageman believes that “terrorists are idealistic young 

people, who seek glory and thrills by trying to build a utopia. Contrary to popular belief, 

radicalization is not the product of poverty, various forms of brainwashing, youth, 

ignorance or lack of education, lack of job, lack of social responsibility, criminality or 

mental illness. Their mobilization into this violent Islamist born-again social movement is 

based on friendship and kinship” (Sageman, 2007, p. 1). As we have seen in this chapter, 

this need to feel a sense of kinship and belonging is a characteristic common to both 

Somali-Americans radicalizing and joining the ranks of Al Shabaab, as well as to 

thousands of other American youth who seek such belonging within criminal gangs.  

The sources documenting radicalization in the United States are largely in 

lockstep agreement with the fact that militant Islamic extremism has not simply taken 

root in one isolated corner of the homeland—it has spread throughout the country. The 

promises of self-fulfillment and individual honor have attracted and continue to attract 

disaffected Muslims, primarily young Muslim men. From a review of the limited body of 

work related to radicalization of Somali-Americans, it appears that there are many 

barriers that law enforcement and social welfare organizations must overcome in order to 

effectively address the radicalization of the U.S. Somali diaspora. The United States finds 

itself in a difficult situation: how to address the very real problem of the spread of Islamic 

radicalization while not alienating the moderate Muslim communities in the United States

and abroad and further fanning the flames of radicalization. John Miller, FBI Assistant 

Director of the Office of Public Affairs, in a 2007 statement before the Senate Committee 

on Homeland Security and Governmental Affairs, spoke to the need for the FBI and other 

elements of government to conduct outreach to the Muslim community in the United 

States in order to earn their respect and trust. Echoing these sentiments is Dr. Ken 

Menkhaus, professor of political science at Davidson College and noted expert on Somali 
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issues and Al Shabaab specifically, who identified six such barriers between law 

enforcement outreach efforts and Somali-Americans. These barriers include Somali-

Americans’ distrust of law enforcement due to harsh treatment endured in Somalia at the 

hands of security services; the illegal status of some Somalis residing in America; Somali 

customary laws that are often in conflict with U.S. laws; the Somali people’s history of 

persecution; ignorance of U.S. laws; and the collective failure of Somali-Americans to 

take responsibility for ensuring that their youth do not engage in terrorism or activities 

supportive of terrorism (Menkhaus, 2009, pp.13–14). So why do these barriers exist, and 

can we get beyond them in order to address the problems of radicalization and 

recruitment? The answer to these questions comes with the introduction of the 

psychosocial perspective. 

In trying to understand why a small percentage of Somali-American youth are 

radicalizing and seeking to wage jihad in Somalia, there is value in examining what these 

youth experience psychologically while trying to assimilate into American culture. 

Stevan Weine and his associates examined community and family approaches that could 

be utilized in combating the radicalization and recruitment of Somali-American youth 

utilizing the psychosocial perspective. This perspective is one that seeks to go beyond the 

perspectives of politics, criminal justice, history, or theology and instead takes into 

account community and family processes when assessing the mental well-being of an 

individual; it further seeks to address imbalances in this well-being through intervention 

at both the community and family levels (Weine et al., 2009, p. 184). The psychosocial 

perspective, methodologically speaking, focuses on allowing individuals to, in their own 

words, describe their strengths, weaknesses, and needs, as well as their perceptions of 

their families, peer groups, schools, and communities, and then uses those narratives in 

scripts utilized during intervention sessions (Weine, Ware, & Klebic, 2004, p. 924). Like 

“situationists” such as Zimbardo and Moghaddam who argue that the behavior of 

individuals and groups can be manipulated through a convergence of situational factors 

(Zimbardo, 2007, p. 25; Moghaddam, 2006, p. 22), the psychosocial perspective 

examines how certain environmental factors can help determine why some people 

commit violent or terrorist acts. However, unlike the “situationists,” the psychosocial 
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perspective focuses less on addressing certain specific negative behaviors (i.e., violent 

acts) as it is with addressing the underpinning social and psychological factors 

contributing to radicalization (Weine et al., 2009, p. 185). As summarized by Weine, 

“Identity confusion, social isolation, academic underachievement, or high-risk behaviors 

may not only reflect individual psychopathology but also be manifestations of trauma to 

families, to communities, and to cultures” (Weine, Ware & Klebic, 2004, p. 923). Weine 

makes it clear that he and his colleagues are concerned that current counterterrorism 

approaches advanced by terrorism experts and law enforcement “lack a fundamental 

appreciation of the significance of knowledge about community and family processes in 

refugee and immigrant groups,” processes that Weine and his colleagues believe could 

help significantly mitigate the risk of radicalization and Al Shabaab recruitment 

occurring among Somali-American youth (Weine et al., 2009, p. 193). 

Looking at the Somali-American community through the psychosocial 

perspective, Weine notes, one quickly sees a variety of factors that have led to the current 

occurrences of radicalization and Al Shabaab recruitment within that community. Some 

of these factors include nationalist feelings of wanting to fight in defense of the Somali 

homeland (Weine et al., 2009, p. 188), trauma experienced in refugee camps overseas 

prior to migrating to the United States (Weine et al., 2009, p. 188), the prevalence of 

Somali mothers who were torture survivors and single parents (Weine et al., 2009, 

p. 188), high levels of poverty (Weine et al., 2009, p.189), clan/tribal divisions that 

continue despite migration to the United States and that “impede the delivery of 

community-level support as well as community collaboration with social services, health 

services, and law enforcement (Weine et al., 2009, p.189), language deficiencies that 

limit education and thus opportunities (Weine et al., 2009, p.189), being “Americanized” 

too quickly, which leads to feelings of being “trapped between different and at times 

dissonant identities” (Weine et al., 2009, p.189), and the lack of fathers and other positive 

male role models to steer young Somali-American males away from gang activity or 

Islamic extremists (Weine et al., 2009, p.189), among others. Weine’s argument is that all 

of these factors, as well as others not highlighted, diminish the positive psychosocial 
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processes that might have otherwise been able to prevent certain Somali-American youth 

from straying down the path of radicalization and Al Shabaab recruitment, or gang 

violence for that matter (Mukhtar, 2009, p. 4). 

Weine’s answer to how local, state, and federal government in the United States

can leverage psychosocial approaches in dealing with this problem centers around 

government learning about, and taking into account, the psychosocial issues that are key 

to combating radicalization in diaspora communities (Weine et al., 2009, p. 192). These 

issues include diaspora-specific cultural beliefs and practices, the differences between 

refugees in the United States and immigrants, an understanding of those in the diaspora 

most at risk and what exactly that entails, the diversity of Islamic perspectives, the roles 

and function of families within immigrant communities, the structure and function of 

immigrant community leadership, and disparities between immigrant and non-immigrant 

educational opportunities (Weine et al., 2009, pp. 192–93). Weine’s solution is made up 

of the following five-steps.

Step one is identifying community and family protective resources. Since a 

psychosocial approach assumes that susceptibility to radicalization and recruitment can 

be reduced by strengthening family and community protective processes, government and 

private-sector agencies should examine and strengthen the roles of parenting, including 

parental involvement in education, government outreach to families, mentoring, and faith 

communities (Weine et al., 2009, p. 194). Step two is building family interventions based 

on well-researched knowledge of the social circumstances of refugee and immigrant 

Somali-American youth, especially those between the ages of 15 and 25 and from single-

mother households (Weine et al., 2009, p. 194). By speaking with Somali-American 

youth who do not radicalize or are not recruited by Al Shabaab or criminal gangs—the 

vast majority of this group—authorities can use this information in creating positive 

counter radicalization programs (Weine et al., 2009, p. 194). Step three is building 

multilevel community interventions that go beyond just family-level intervention and 

seek to engage Somali-American youth in a comprehensive fashion. This can be done 

through programs that leverage the assistance of positive, adult Somali-American male 

mentors who encourage Somali-American youth in such areas as education, careers, and 
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personal development, programs that promote the formation of local and state Somali-

American leadership groups that encourage civic engagement and public service, 

programs that provide imams and other community leaders with the necessary tools and 

training for dealing with gang and extremist recruiters, and also programs that seek to 

counter the negative messages of extremists on the Internet (Weine et al., 2009, pp. 195–

96). Step four is forming community collaborative partnerships that develop, refine, and 

test different intervention strategies through partnerships between local organizations, 

businesses, schools, and religious institutions using the knowledge gained by identifying 

the positive psychosocial processes found within the community that tend to prevent 

radicalization and recruitment (Weine et al., 2009, p. 196). And finally, step five involves 

forming multidisciplinary collaborations among counterterrorism, law enforcement, 

social and mental health services, education, and academia. Such collaboration would 

bring to bear psychosocial expertise in supporting the efforts of law enforcement and 

other counterterrorism experts, including research and analysis support in furtherance of 

efforts to tailor counterradicalization programs and messages, and could also offer to law 

enforcement education, training, technical assistance, and fellowships on psychosocial 

issues, while also offering to psychosocial workers similar programs on counterterrorism 

issues (Weine et al., 2009, pp. 196–97). 

In the same vein as Weine and his colleagues, Dr. Walid Phares, senior fellow at 

the Foundation for the Defense of Democracies, in 2006 testimony before the House of 

Representatives Subcommittee on Intelligence, Information Sharing, and Terrorism Risk 

Assessment, outlined a six-point plan for countering radicalization. In step one, according 

to Phares, government, the media, and subject matter experts must identify and accept the 

notion of the existence of an ideology of jihadism to pave the way for step two, in which 

the public and educational institutions mobilize against this ideology by teaching 

counterphilosophies (Phares, 2006, p. 27). Step three involves the government’s banning 

of this ideology, based upon its violent teachings and the threat the ideology poses to 

society, followed by step four, which involves a massive public education campaign 

conducted with the assistance of publicly funded media—i.e., National Public Radio, C-

SPAN, the Public Broadcasting System (Phares, 2006, pp. 27–28). Step five involves 
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enlisting the public’s assistance, along with that of domestically based nongovernmental 

organizations (NGOs) in countering radicalization, which builds into step six in which 

the assistance of international NGOs, and specifically democratic and humanist Muslims 

is enlisted (Phares, 2006, pp. 27–28). 

Can plans like those of Weine and his colleagues, or like those of Dr. Phares, 

work? Will Somali-Americans buy into such plans and participate? The answer to these 

questions may be reflected in the responses of American Muslims to polls focusing on 

American Muslims perceptions of life in American. A 2007 Pew Research poll found that 

despite the fact that 53% of American Muslims believe it is more difficult since the 9/11 

attacks to be a Muslim in America, 78% were either “happy” or “very happy” with their 

lives. Also, 76% of American Muslims were very or somewhat concerned about the rise 

of Islamic extremism around the world, and 61% were concerned about its rise 

specifically in the United States. These statistics are supported by the observations of 

scholars and experts such as Dr. Marc Sageman, who notes, “The American Dream is 

alive and well among Muslim Americans” (Sageman, 2007, p. 5). Dr. M. Saud Anwar, 

chairman of the American Muslim Peace Initiative, offers a similar perspective, pointing 

to a poll conducted of the Pakistani American community regarding Muslim integration 

in the post-9/11 era in the United States. Anwar notes that in that poll 2,000 individuals 

were polled, with 10% responding. While the poll suggests that American Muslims 

(84%) are more inclined to integrate into American society and maintain their heritage as 

opposed to assimilating, they at the same time overwhelmingly (99.5%) value interaction 

with non–Muslim Americans (Anwar, 2006, pp. 3–4). Additionally, the majority of the 

Muslim Americans polled said they were comfortable talking to a law enforcement 

officer (75%) (Anwar, 2006, pp. 3–4). Dr. Anwar, drawing upon these statistics, 

advocates increased communication and coordination between law enforcement and 

American Muslims in order to counter the effects of radicalization. (Anwar, 2006, pp. 3–

4).
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C. CONCLUSION 

In examining the threat associated with Americans who radicalize and travel to 

the Horn of Africa region to train and fight alongside Al Shabaab, it is clear that not all 

who do so are ethnic Somalis or members of the Somali diaspora. However, the majority 

of the identified Americans to date who have traveled to Somalia for the purposes of 

jihad have been Somali-Americans. While no counterradicalization program can be 

expected to be 100% effective, just as no nation can ever prevent every threat (Brennan, 

2010), it seems evident that a focused and tailor-made counterradicalization program 

structured so as to empower and equip Somali-American communities to police 

themselves is what is needed. Such a program would make allowances for the unique 

cultural customs and beliefs, and would avoid the accusations of excessive government 

focus on Muslims, as well as the government surveillance and spying experienced by the 

U.K. government. However, such a program is needed quickly and must have a high 

probability for success. Focusing on enforcement efforts alone, however, would likely 

prove to be counterproductive, as has been the case in efforts to counter gangs. As 

pointed out by Robert Scott, chairman of the U.S. House of Representatives 

Subcommittee on Crime, Terrorism, and Homeland Security, enforcement approaches 

disproportionately target minorities, especially blacks and Hispanics, who are frequently 

treated more harshly than their white counterparts (Scott, 2007, p. 2). Additionally, Scott 

identified the need for government and communities to address the underlying reasons 

that youths join gangs and engage in criminal activity: to ignore these reasons and focus 

simply on enforcement will serve only to perpetuate gangs and their expansion (Scott, 

2007, p. 3). 

While the problem of gangs and gang violence have not been eradicated in the 

United States, after decades of experience, much trial and many errors, there are effective 

countergang best practices that, modified properly, could be quickly applied to the 

problem of radicalization occurring among Somali-Americans. The focus of such best 
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practices, and the corresponding reason for their success, is the combination of 

community engagement and empowerment in addressing the problem of gangs and gang 

violence.

The authors of all the sources reviewed agree is that the solution to the problems 

of Islamic extremist radicalization and recruitment in the United States is not likely to be 

found in “quick-fix” remedies. The effort will require extensive community engagement 

and trust building and will take time measured in years, not months or days. Noted 

terrorism expert Bruce Hoffman, in his book “Inside Terrorism,” echoes the common 

sentiment of the majority of works on this topic: “Winning the war on terrorism will take 

decades, not years, to accomplish. If we are to succeed our efforts must be as tireless, 

innovative, and dynamic as those of our opponents” (Hoffman, 2006, p. 295). FBI 

Director Robert Mueller III, during one of many public addresses on the issue of 

radicalization, echoes these words: 

We must continue to work with our law enforcement and intelligence 
partners around the world. But we must also work here in the United 
States with the citizens we serve, to identify and disrupt those who would 
do us harm. Too often, we run up against a wall between law enforcement 
and the community—a wall based on myth and misperception of the work 
we do. We know that the best way to tear down that wall is brick by brick, 
person by person. Yet we understand the reluctance of some communities 
to sit down at the table with us. They may come from countries where 
national police forces and security services engender fear and mistrust. 
Oftentimes, the communities from which we need the most help are those 
who trust us the least. But it is in these communities that we must re-
double our efforts. (Mueller, 2009) 

While there is a great deal of agreement among the various pundits and experts 

regarding the causative factors of radicalization, there is clearly no consensus on how 

best to counter it. Further, despite the significant attention given to the radicalization of 

American ethnic Somali youths and their travels to the HOA region to fight alongside Al 

Shabaab during the past two years, there has been little study of how this particular 

problem set could or should be addressed. However, the materials available suggest that 

the solution to the problem of the radicalization of ethnic Somali-Americans is not to be 

found in one place. Instead, the solution will come from a combination of increased 
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public awareness of the need to help American Muslims integrate into American society 

and from government conducting effective outreach to disaffected Muslims with the 

assistance of both government and nongovernmental organizations. 
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V. FINDINGS AND RECOMMENDATIONS 

Trust is an integral part of the fabric of our society.… Without trust, 
society closes down and will ultimately self-destruct. 

-Stephen R. Covey 

Much of the defense against jihadist radicalization will be invisible—quiet 
discouragement, interventions by family members and friends, and when 
necessary, discreet assistance to the authorities. 

-Brian M. Jenkins 

It is reckless to leave the task of combating terrorism only to the 
professionals when the changing nature of the threat requires that ordinary 
Americans play a larger support role in detecting and preventing terrorist 
activities. 

-Bergen & Hoffman 

The goal of this research was to determine whether there were any best practices 

that could be culled from past and current countergang initiatives and then applied to a 

program to counter radicalization occurring within Somali-American communities in the 

United States. Such radicalization of Americans, especially those who subsequently 

receive jihadist training and experience outside the United States, jeopardizes the national 

security of this country. Toward the end of addressing radicalization within this segment 

of the U.S. populace, the research within this thesis addressed the following critical 

question: What, if any, best practices can be derived from law enforcement and public 

welfare agency efforts over the last four decades to stem youth gang recruitment and 

initiation and then be applied to efforts to counter radicalization and Al Shabaab 

recruitment within the ethnic Somali diaspora in the United States? 

A. FINDINGS 

Examination of countergang best practices for this thesis led to the identification 

of the U.S. Department of Justice–adopted comprehensive, community-wide gang 

program model as one that encompasses the most effective elements culled from 

successful countergang programs nationwide. The program includes five field-tested core 
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strategies: community mobilization, opportunities provision, social intervention, 

suppression, and organizational change and development (USDOJ, OJJDP, 2009, p. 2). It 

may seem that there is no better critique of this program than the fact that it has yet to 

completely solve the gang problem. However, this would assume that the comprehensive, 

community-wide gang program model has been properly and uniformly applied 

throughout the country, which is not the case. The data discussed in Chapter III make it 

clear that, when the program is properly initiated and applied, it has not only 

demonstrated success in curbing violent youth gang recruitment and the criminal acts 

committed by youth gang members but has more importantly demonstrated success in 

mobilizing communities in addressing this problem (Howell & Curry, 2009, p. 13). For 

this reason, the comprehensive, community-wide gang program model shows promise as 

an effective approach for countering radicalization among ethnic Somali-American 

communities. However, modification of this model will be required in order to account 

for the differences between the gang and the radicalization problem sets. This would 

include changes in such areas as the formation and composition of the steering 

committee, as well as the intervention team and its outreach staff—all key elements of 

the comprehensive gang model and all necessary components of a comprehensive 

counterradicalization model program. Once necessary modifications are made, however, 

the comprehensive, community-wide gang program model shows great promise as being 

an effective means of addressing radicalization among Somali-American communities 

through engagement with, and empowerment of, those communities.  

Just as the creator of the comprehensive, community-wide gang program model 

noted that the failure of the model to reduce gang recruitment and violence in certain 

locations was due primarily to the failure on the behalf of the initiating local governments 

to include community-based intervention into their countergang model (Spergel, Wa, & 

Sosa, 2006, p. 222), the failure of current counterradicalization efforts is due to the 

greater failure of government at all levels to empower communities to address the 

problem themselves. This view is supported by experts in the field of sociology, who 

affirm the need for communities to be supported in their efforts to police themselves with 

regard to addressing violence and other maladaptive behavior. Such support can be  
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derived from community partnerships with “agencies of formal social control,” such as 

law enforcement and community policing programs, among others (Sampson, 

Raudenbush, & Earls, 1997, p. 923). 

B. NATIONAL POLICY GUIDANCE 

How do we address radicalization of Somali-Americans, given that they tend to 

reside in enclaves largely isolated from mainstream American society? The research 

findings of this thesis make it evident that the answer lies in the successful engagement of 

Somali-American communities in countering radicalization and its negative effects. 

Fortunately, recent U.S. national policy has identified the need for such increased 

community engagement. The 2010 U.S. National Security Strategy specifically addresses 

the threat posed by radicalization and speaks to the need for new policies and programs to 

address this threat. While no specific plan is proffered, the National Security Strategy 

nonetheless identifies the need for programs that “expand community engagement” and 

“empower local communities.” (National Security Strategy of the United States, 2010, 

p. 19).

Following the conclusions of the National Security Strategy, the first Quadrennial 

Homeland Security Review (QHSR) report, released in February 2010, further addresses 

the need for government to enlist the participation of individual citizens and communities 

in countering radicalization and further emphasizes the need for clearly defined and 

publicly available methods for reporting suspicious activity (United States Department of 

Homeland Security [USDHS], 2010, p. 39). The QHSR further identifies one of the 

primary goals of the homeland security enterprise as being the fostering of communities 

that have the resources and ability to ensure their own “well-being” (USDHS, 2010, 

p. 36) and that work together toward common goals (USDHS, 2010, p. A-8). The report 

makes it clear that building such communities starts with the individual, who, when 

vigilant and aware (USDHS, 2010, p. A-8), fosters a prevention environment, which in 

turn makes for safer communities. These tenets were reinforced in the September 22, 

2010, testimony of Michael Leiter, director of the National Counterterrorism Center, 

before the Senate Homeland Security and Government Affairs Committee, in which Mr. 
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Leiter pointed to community institutions as having a key role in countering radicalization. 

Mr. Leiter emphasized the need for community-based solutions that are “sensitive to 

local dynamics and needs,” and advocated that government serve as a facilitator, not 

direct community-led initiatives (Leiter, 2010, p. 8). Two prominent terrorism experts, 

Peter Bergen and Bruce Hoffman, in a recent paper entitled “Assessing the Terrorist 

Threat,” also highlight the importance of all Americans, not just homeland security 

professionals, in participating in the detection and prevention of terrorist acts (Bergen & 

Hoffman, 2010, p. 32).  

C. BUILDING TRUST 

The problem of radicalization is one born from a society in which malign and 

antisocial behavior is allowed to go unnoticed and unchecked. In his article “Bowling 

Alone: America’s Declining Social Capital,” Robert D. Putnam examines the trend 

toward declining civic engagement and civic trust in American culture. Putnam examines 

the contemporary phenomena of individual and communal isolation, as evidenced by 

substantial declines in Americans’ participation in civic organizations (Putnam, 1995, 

p. 5), civic duties such as voting (Putnam, 1995, p. 3), as well as declines in communal 

leisure activities (Putnam, 1995, p. 5). Putnam points to several possible causes of such 

social disengagement (Putnam, 1995, p. 3), such as the rise in the prevalence of 

technology in leisure activities such as television (Putnam, 1995, p. 9), which allow 

individuals to self-entertain versus engage with others, and demographic changes 

(Putnam, 1995, p. 8), such as the rise of single-parent families and lower birth rates. In 

the end, Putnam is at a loss to fully explain the current social disengagement phenomena 

and calls for further study. Nonetheless, his article highlights a key point regarding 

modern American culture—that Americans are not as socially connected as they were in 

past decades. It is evident that the result of this lack of civic engagement and trust is the 

rise in recent years of societal ills such as radicalization.

As identified by Putnam, a declining awareness by Americans of their fellow man 

and their surroundings has fostered an environment in which societal problems such as 

radicalization emerge and are able to exploit the inattentiveness of the populace. While 
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the American Somali diaspora communities suffer less from this phenomenon of 

individual social isolation because they are generally more cohesive, due primarily to 

their strong family/clan–based structure, they are nonetheless susceptible to the effects of 

this phenomenon to some degree—especially on the community level. Somali-American 

communities tend to be closed off to mainstream American society, and for this reason 

they have not fully assimilated into American culture to the degree that other immigrant 

disaporas have historically done. 

In order for individuals and communities to accept and adopt government 

programs aimed at addressing radicalization through community engagement, there must 

be an effort on the part of the government to regain the trust of the Somali-American 

community. This trust has waned in the last three years as a result of the ongoing federal 

investigation into the terrorist activity of a select few within that community, and it has 

only recently begun to show signs of improvement. To build trust the government must 

be completely transparent in its efforts (Covey, 2006, p. 317). There can be no hidden 

agenda within the government’s plans and no hint of deception, especially when public 

trust of government is at an all-time low (Pew Research Center, 2010.) Additionally, 

there must be trust among communities because without such bonds of trust there is little 

incentive for individuals to take a stand on behalf of the public good (Sampson, 

Raudenbush, & Earls, 1997, p. 919).

Research has shown that grassroots organizations within communities help build 

trust among individuals and foster the creation of additional ties on a personal level. 

These personal-level ties give grassroots organizations their strength because they 

demonstrate the individual’s willingness to take action on behalf of his neighborhood or 

community secure in the knowledge his fellow community members will do the same 

(Howell & Curry, 2009, p. 11). As previously mentioned, most Somali-American 

communities already possess internal mechanisms of community organization (i.e., 

community elders who serve as informal leaders within the community), so in those 

instances such existing internal mechanisms can serve as vehicles of community 
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engagement and change. The stipulation is, of course, that those internal mechanisms of 

control must be trusting of government and other actors seeking the community’s alliance 

in combating radicalization. 

D. DECENTRALIZING THE EFFORT 

As has been the message with countergang practices, so it must be with 

counterradicalization practices with regard to Somali-American communities. Each city, 

county, and region addressing radicalization along with their Somali community leaders 

and community groups must address their problems locally. This decentralization of the 

effort (Brafman & Beckstrom, 2007, pp. 46–53) transfers the responsibility for the 

planning for and implementation of counterradicalization initiatives out of Washington, 

D.C., and places it in the hands of those who can best address the problem—communities 

working with the assistance of local government. The role of the federal government 

should be relegated to that of being a provider of general program guidance and, most 

importantly, financial resources. In this way the problem of radicalization can be handled 

at the lowest possible level, while the community and local government implementers of 

the policy can still enjoy the centralized support and overarching program guidance 

offered by the federal government. Such a hybrid approach (Brafman & Beckstrom, 

2007, p. 164) ensures that counterradicalization efforts are tailored to meet the needs of 

the many different Somali-American communities in the United States. Attacking the 

ideology of the decentralized Al Shabaab recruiting networks provides the decentralized 

network of Somali-American communities with their best chance of effectively 

countering radicalization (Brafman & Beckstrom, 2007, p. 144). In other words, destroy 

the message and you can destroy the threat. 

After gaining the trust of Somali-Americans, government agencies, being 

sensitive to the concerns and unique cultural practices and norms of this group (Davies & 

Murphy, 2004, p. 2), must work to clarify not only the government’s role but also the role 

of the communities in countering radicalization. Only through such a partnership can a 

counterradicalization program be effective and successful. What elements define an 

effective community mobilization program? This has been made clear in the decades of 
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countergang efforts here in the United States. Noted gang researchers James C. Howell 

and G. David Curry suggest that there are three hallmarks of effective community-based 

programs. The first of these is the inclusion of community-based grassroots organizations 

whose legitimacy and viability are accepted by both parochial and public organizations. 

The second is that decisions are made collectively among citizens, businesses, and 

government, and the third is that grassroots organizations and law enforcement must 

recognize the other’s role in the process (Howell & Curry, 2009, p. 12). 

Law enforcement agencies especially must strive to overcome Somali-Americans’ 

inherent distrust of the dual roles of law enforcement as both enforcers of the law, as well 

as stewards of the social welfare. However, as RAND researcher Brian Michael Jenkins 

pointed out when speaking before the U.S. House of Representatives, government at all 

levels must be careful not to elevate the societal position of Muslims so as to make them 

of separate or even privileged status (Jenkins, 2010, p. 6). Such has been the case with the 

U.K.’s PREVENT program, with the unfortunate consequences discussed in Chapter II. 

E. PROPOSAL 

In summation, it is entirely feasible that a counterradicalization program modeled 

after the comprehensive, community-wide gang program model could be applied, with 

modification, within Somali-American communities in the United States as long as state 

and local governments and communities and are brought early into the planning and 

coordination of such a program. In fact, the call for just such a model has already come 

from the Somali-American community (Mukhtar, 2009, p. 7). There will be a need, of 

course, for collective discussions about how the counterradicalization program and 

message will be crafted, what it will be, and how it will be disseminated. Additionally, 

the media’s assistance will need to be formally enlisted to help with what will be a 

massive information campaign. The focus of such a campaign would be the education of 

the public as to the objective of the program, which is to empower communities to reject 

violent extremism and in so doing help to protect Americans from future terrorist attacks. 

Adoption of the following goals by law enforcement and social welfare agencies would 

go a long way toward ensuring the success of such a program in the United States. Goal 
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number one: the United States should commit itself to assertively and comprehensively 

addressing the issue of radicalization among Somali-Americans and other Americans 

susceptible to radicalization, in an effort to reduce the threat that they pose to the national 

security of the United States. Goal number two: the president of the United States should 

commission a panel of experts to examine the U.K.’s PREVENT program in order to 

identify best practices from that program to be applied within the United States. This 

panel should be comprised of personnel from key federal, state, tribal, and local 

government, as well as those private-sector agencies dedicated to addressing social 

welfare issues and should include, but not be limited to, the following: 

The Muslim Public Affairs Council; 

The Department of Homeland Security ; 

The U.S. Department of Justice; 

The Federal Bureau of Investigation; 

The International Association of Chiefs of Police; 

The National Sheriff’s Association; 

The National Governors Association; 

The American Civil Liberties Union; 

The U.S. Department of Health and Human 

Services/Administration for Children & Families; 

The Anti Defamation League. 

This working group should be convened immediately upon identification of the 

group’s members, who should thoroughly study the comprehensive, community-wide 

gang program model and should examine government and private-sector reporting, both 

positive and negative, concerning the program. The panel should also, at a minimum, 

answer the following questions: 

Who will craft the counterradicalization message, what will that message be, 

and how will it be kept consistent across all U.S. policy and across the span of 

federal, state, and local governments? 
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Who will define the roles of communities, as well as local, state, and federal 

governments, and how will these roles be complementary to one another? 

How could they or would they be opposed? 

What steps will local, state, and federal government take in rehabilitating 

those citizens identified by Somali-American communities as being 

radicalized to the extent that they are prepared to engage in violence or are 

on the path to being prepared to engage in violence?  

With regard to the first question, there currently is no single agency, whether 

federal, state, or local, tasked with crafting a message that is as sensitive as will be a 

government counterradicalization message. The Federal Bureau of Investigation (FBI), 

with exclusive federal jurisdiction for investigating acts of terrorism domestically, as well 

as abroad, could be considered. However, given the FBI’s well-known law enforcement 

mission, there exists the potential for conflict should the FBI also be tasked with crafting 

the nation’s counterradicalization message. Since in any counterradicalization program 

the public’s assistance will be enlisted in identifying citizens requiring diversion into 

government programs designed to stave off radicalization, the government must be able 

to maintain the public’s trust. For an agency to be enforcing the nation’s laws, including 

terrorism laws, while at the same time crafting and delivering the nation’s 

counterradicalization message, invites controversy and certainly could hinder the mission 

of building public trust of the government’s counterradicalization efforts. This has been 

demonstrated, as highlighted in Chapter II, by the U.K.’s Communities and Local 

Government agency, whose efficacy has been degraded due to public mistrust of the 

agency because of its role in the U.K.’s PREVENT program.  

The National Counterterrorism Center (NCTC) might on the surface appear to 

offer hope as the nation’s counterradicalization messaging center. An aspect of the 

NCTC’s composition that is of great benefit and that will be essential for the entity tasked 

with crafting the nation’s counterradicalization message is that it is an interagency body. 

However, in its current composition the NCTC is staffed and structured to serve primarily 

as an intelligence fusion and analysis center. In order to assume the mission of crafting 

and delivering the nation’s counterradicalization message, the NCTC would need a 
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fundamental change not only in its charter, but it would also require internal restructuring 

to include the hiring of additional personnel with the skills and experience in crafting 

complex public-outreach programs. 

The Department of Homeland Security (DHS) seems a logical choice as it was 

designed to be the clearinghouse with regard to matters relating to the nation’s security. 

However, each of DHS’s component agencies (e.g., Immigration and Customs 

Enforcement, Coast Guard, Federal Air Marshals Service), as currently configured, is 

already heavily tasked and likely not resourced to handle such a unique and sensitive 

mission. In order for DHS to assume this mission, a new entity within DHS with the sole 

mission of crafting the nation’s counterradicalization message would need to be formed. 

Perhaps that is the answer—the creation of a new entity, whether within an existing 

federal agency (which would likely save precious time and resources) or outside and 

independent of existing agencies, with the express purpose of crafting and disseminating 

the nation’s counterradicalization message. Either way, whether tasked to an existing 

agency or to an agency yet to be created, it seems clear that the agency responsible for the 

mission must be properly resourced and situated within the bureaucracy so as to be the 

most effective it can be with regard to interagency and intergovernmental collaboration. 

The agency will need to guard against growing too large and unwieldy so as not to lose 

sight of its sole mission and purpose, and it must be a truly interagency effort 

representing the interests of government at all levels—from local to state to federal—

since all will be involved in the counterradicalization mission. As to the role of 

communities, as well as each of the levels of government, and how they will complement 

and oppose one another, those items must be addressed at length by the aforementioned 

panel of national leaders and subject matter experts.  

There is no quick or easy answer regarding the nation’s counterradicalization

message, its composition, and how it will be kept consistent across all U.S. policy and 

across the span of federal, state, and local governments. Suffice to say, the message will 

need to be broad enough to address varying forms of radicalization, not myopically 

focused on violent Islamic extremism but instead also address violent domestic militias, 

violent ecoterrorists, white supremacists, and the like; it must originate from, if not be 
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directly managed from, one central office so as to ensure the consistency of the message. 

As for the remaining question concerning the format and structure of any radicalization 

diversion and rehabilitation programs, this too will require a great deal of discussion. The 

discussion must be had among leaders at all levels of government, from local to state and 

federal and must include subject matter experts who can guide the discussion based upon 

known facts concerning indicators of extremist ideology and radicalization. Only through 

such collaboration and open discourse can there be any hope that a unified and cohesive 

approach can come to fruition. 

Additionally, learning from the example of our U.K. partner, all levels of 

government in the United States involved in the counterradicalization mission must work 

collectively to ensure that the local, state, and federal agencies and/or departments chosen 

to coordinate and lead the U.S.’s counterradicalization efforts are not ones whose current 

missions conflict with, or would otherwise be counterproductive to, that of the U.S.’s 

counterradicalization program (as experienced in the U.K. by the CLG.) By empanelling 

leaders from across the local, state, and federal government spectrum, as well as 

community leaders and social welfare and watchdog organizations, true transparency and 

consensus can be achieved. Additionally, the United States will need to ensure that its 

message is clear: that violent interpretations of Islam and violent Islamist extremism are 

antithetical to the American principles of freedom and democracy and that such 

interpretations of Islam must not be allowed to flourish, but that any form of Islam that 

respects these principles and that can peacefully coexist with them will be embraced 

within the United States. 

It will require the commitment of all levels of government to ensure that Somali-

Americans do not feel under siege and the sole focus of government observation but 

instead feel empowered to help government root out and identify those who twist Islam to 

fit their own selfish political agenda. The process will likely proceed slowly at first, but 

with the participation of community organizers and leaders helping to work past apathy 

and community denial, there will come positive changes in community response to the 

problem of radicalization (Spergel, 1992). 
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DHS’s Countering Violent Extremism and Active Shooter (CVE-AS) Mission 

THE DEPARTMENT OF HOMELAND SECURITY (DHS) VISION 

The vision of homeland security is to ensure a homeland that is safe, secure, and resilient against terrorism and 
other hazards. Three key concepts form the foundation of our national homeland security strategy designed to 
achieve this vision: 

 Security 
 Resilience  
 Customs and Exchange 

 

DHS’s VIOLENT EXTREMISM PREVENTION AND ACTIVE SHOOTER MISSION: 

The threat posed by violent extremism is neither constrained by international borders nor limited to any single 
ideology.  Additionally, the trends of Active Shooter individuals have grown more complex with numerous 
motivating factors. Groups and individuals inspired by a range of personal, religious, political, or other 
ideological beliefs have promoted and used violence.  Accordingly, DHS has designed a Countering Violent 
Extremism and Active Shooter (CVE-AS) approach that applies to all forms of violent extremism, regardless of 
ideology; which focuses not on radical thought or speech, but instead on preventing violent attacks.  
Increasingly sophisticated use of the internet, mainstream and social media, and information technology by 
violent extremists and active shooters adds an additional layer of complexity. 

To counter violent extremism and prevent active shooter incidents, the Department is working with a broad 
range of government and civilian partners to gain a better understanding of the behaviors, tactics, and other 
indicators that could point to potential violent and/or terrorist activity; and the best ways to mitigate or prevent 
that activity. Supporting communities and local law enforcement through collaboration, information sharing, 
and outreach efforts (e.g. ‘See Something, Say Something’TM and ‘Run, Hide, Fight’) is imperative to bringing 
awareness to the public and accurate, appropriate, and relevant information to our federal, state and local 
partners. This approach supports our stakeholders to prevent, protect against, mitigate, respond to, and recover 
from threats or incidents. 

Our approach to CVE and AS emphasizes the strength of local communities.  DHS aims to enhance incident 
preparedness through a “whole community” approach by providing training, products, and resources to a broad 
range of stakeholders on issues such as active shooter awareness and violent extremism. We begin with the 
premise that well-informed and –equipped families, communities, and local institutions represent the best 
defense against violent and terrorist ideologies.  And while our primary purpose is to prevent an active shooter 
incident or a terrorist and violent extremist attack by an individual or group recruited by violent extremist 
organization or inspired by a violent extremist ideology, we also support strong and resilient communities as 
important ends themselves. 

CVE-AS MISSION PRIORITIES: 

The Department’s efforts are categorized into three broad objectives, listed below: 
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 Understanding Violent Extremism - Support and coordinate efforts to better understand the phenomenon 
of individual and group violent extremism, including assessing the threat it poses to the nation as a 
whole within specific communities; 

 Support Local Communities  -  Bolster efforts to catalyze, prepare, and support non-governmental, 
community-based programs, and strengthen relationships with communities that may experience an 
active shooter event or be targeted for recruitment by violent extremists; and 

 Support Local Law Enforcement – Disrupt and deter recruitment or individual mobilization through 
support for local law enforcement programs, including information-driven, community-oriented policing 
efforts that for decades have proven effective in preventing violent crime. 

HSIN CVE-AS Web Portal: 

One of the venues utilized by DHS to promote information and intelligence sharing on a broad range of topics is 
the joint DHS and FBI Countering Violent Extremism and Active Shooter (CVE-AS) web portal on DHS’s 
Homeland Security Information Network (HSIN). The new CVE-AS portal provides a more user-friendly 
environment to promote information sharing and collaboration between Federal, State, Local, Private, civilian, 
and International entities working to counter the threat of violent extremists and help prevent active shooter 
incidents.  

The portal provides a well-organized listing of topics so users can quickly locate and access the information 
relevant to their interests. The Portal provides videos and training resources as well as a document library with 
intelligence, federal, academia, and other resources covering numerous CVE and AS topics. It provides a forum 
for the exchange of Unclassified For Official Use Only (FOUO), Sensitive But Unclassified (SBU) and Law 
Enforcement Sensitive (LES) information to sworn, full-time, Federal, State and Local law enforcement 
officers; federal employees affiliated with the criminal justice system or intelligence communities; military 
personnel and government agencies associated with infrastructure protection of the United States. The CVE-AS 
web portal also shares Unclassified FOUO and SBU information with private sector partners, civilian security 
personnel, corporate executives, educational institutions/academia, international federal and Law Enforcement 
partners, community leaders and other State and Local partners, as appropriate. In addition, the portal includes 
information on outreach initiatives, subject matter experts and forums to provide feedback, share products and 
ask questions. 

To implement this approach, we are working closely with our federal and international partners, as well as our 
many partners at the community, state, local, and tribal level across the country.  We are an important partner in 
supporting the National Strategy on Empowering Local Partners to Prevent Violent Extremism and the 
Strategic Implementation Plan (SIP) for Empowering Local Partners to Prevent Violent Extremism in the 
United States which President Obama released in 2011 and the Implementing Recommendations of the 9/11 
Commission Act of 2007. 

For more information on the CVE-AS mission and who can obtain access to the portal, visit 
www.dhs.gov/cveas-portal.  
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Suspicious Activity Indicators 

DEFINED CRIMINAL ACTIVITY AND POTENTIAL TERRORISM NEXUS ACTIVITY 

Category     Description of Possible Indicator 

Breach/Attempted Intrusion Unauthorized personnel attempting to or actually entering a restricted area or protected 
site.  Impersonation of authorized personnel (e.g. police/security, janitor). 

Misrepresentation Presenting false or misusing insignia, documents, and/or identification, to misrepresent 
one’s affiliation to cover possible illicit activity.   

Theft/Loss/Diversion Stealing or diverting something associated with a facility/infrastructure (e.g., badges, 
uniforms, identification, emergency vehicles, technology or documents (classified or 
unclassified), which are proprietary to the facility. 

Sabotage/Tampering/Vandalism Damaging, manipulating, or defacing part of a facility/infrastructure or protected site. 

Cyber Attack Compromising or attempting to compromise or disrupt an organization’s information 
technology infrastructure.  

Expressed or Implied Threat Communicating a spoken or written threat to damage or compromise a 
facility/infrastructure. 

Aviation Activity Operation of an aircraft in a manner that reasonably may be interpreted as suspicious, or 
posing a threat to people or property.  Such operation may or may not be a violation of 
Federal Aviation Regulations. 

 

 

POTENTIAL CRIMINAL OR NON-CRIMINAL ACTIVITY REQUIRING ADDITIONAL FACT INFORMATION 
DURING INVESTIGATION*** 

Category     Description of Possible Indicator 

Eliciting Information Questioning individuals at a level beyond mere curiosity about particular facets of a 
facility’s or building’s purpose, operations, security procedures, etc., which would arouse 
suspicion in a reasonable person. 

Testing or Probing of Security Recruiting Deliberate interactions with, or challenges to installations, personnel, or systems that 
reveal physical, personnel or cyber security capabilities.  Building of operations teams 
and contacts, personnel data or travel data. 

Recruiting Building operations teams and contacts, personnel data, banking data, or travel data. 

Photography Taking pictures or video of facilities, buildings, or infrastructure in a manner that would 
arouse suspicion in a reasonable person. Examples include taking pictures or video of 
infrequently used access points, personnel performing security functions (patrols, 
badge/vehicle checking), security-related equipment (perimeter fencing, security 
cameras) etc. 

Observation/Surveillance Demonstrating unusual interest in facilities, buildings, or infrastructure beyond mere 
casual or professional (e.g. engineers) interest such that a reasonable person would 
consider the activity suspicious.  Examples include observation through binoculars, 
taking notes, attempting to measure distances, etc. 
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Materials Acquisition/Storage Acquisition and/or storage of unusual quantities of materials such as cell phones, pagers, 
fuel, chemicals, toxic materials, and timers, such that a reasonable person would suspect 
criminal activity. 

Acquisition of Expertise Attempts to obtain or conduct training in security concepts; military weapons or tactics or 
other unusual capabilities that would arouse suspicion in a reasonable person. 

Weapons Discovery Discovery of unusual amounts of weapons or explosives that would arouse suspicion in a 
reasonable person. 

Sector-Specific Incident Actions associated with a characteristic of unique concern to specific sectors (such as the 
public health sector), with regard to their personnel, facilities, systems or functions. 

 

 

 

 

 

 

 

***Note: These activities are generally First Amendment-protected activities and should not be reported in a SAR or ISE-SAR absent 
articulable facts and circumstances that support the source agency's suspicion that the behavior observed is not innocent, but rather 

reasonably indicative of criminal activity associated with terrorism, including evidence of pre-operational planning related to 
terrorism. Race, ethnicity, national origin, or religious affiliation should not be considered as factors that create suspicion (although 

these factors may be used as specific suspect descriptions). 

If you witness any of the above defined criminal activities or valid suspicious behaviors, please contact your local Police Station 
and/or local FBI Field Office. 
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Strategic Implementation Plan for 
Empowering Local Partners to Prevent 
Violent Extremism in the United States

As a government, we are working to prevent all types of extremism that leads to violence,
regardless of who inspires it. At the same time, countering al-Qa’ida’s violent ideology is one
part of our comprehensive strategy to defeat al-Qa’ida. Over the past 2½ years, more key  
al-Qa’ida leaders—including Usama bin Laden—have been eliminated in rapid succession  
than at any time since the September 11 attacks. We have strengthened homeland security  
and improved information sharing. Thanks to coordinated intelligence and law enforcement,
numerous terrorist plots have been thwarted, saving many American lives.

—President Barack Obama, August 2011

Law enforcement and government officials for decades have understood the critical importance of 
building relationships, based on trust, with the communities they serve. Partnerships are vital to address 
a range of challenges and must have as their foundation a genuine commitment on the part of law 
enforcement and government to address community needs and concerns, including protecting rights 
and public safety. In our efforts to counter violent extremism, we will rely on existing partnerships that 
communities have forged with Federal, State, and local government agencies. This reliance, however, 
must not change the nature or purpose of existing relationships. In many instances, our partnerships 
and related activities were not created for national security purposes but nonetheless have an indirect 
impact on countering violent extremism (CVE).

At the same time, this Strategic Implementation Plan (SIP) also includes activities, some of them relatively 
new, that are designed specifically to counter violent extremism. Where this is the case, we have made 
it clear. It is important that both types of activities be supported and coordinated appropriately at the 
local level. 

Background

The President in August 2011 signed the National Strategy for Empowering Local Partners to Prevent 
Violent Extremism in the United States (National Strategy for Empowering Local Partners), which outlines 
our community-based approach and the Federal Government’s role in empowering local stakeholders 
to build resilience against violent extremism.1 It recognizes that, as the National Security Strategy from 
May 2010 highlights, “our best defenses against this threat are well informed and equipped families, 
local communities, and institutions.” To support our overarching goal of preventing violent extremists 
and their supporters from inspiring, radicalizing, financing, or recruiting individuals or groups in the  

1. The National Strategy for Empowering Local Partners defines violent extremists as “individuals who support or 
commit ideologically motivated violence to further political goals.” 
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United States to commit acts of violence, the Federal Government is focused on three core areas of  
activity: (1) enhancing engagement with and support to local communities that may be targeted by 
violent extremists; (2) building government and law enforcement expertise for preventing violent 
extremism; and (3) countering violent extremist propaganda while promoting our ideals.

The SIP details how we are implementing the National Strategy for Empowering Local Partners. It 
explains our core objectives and sub-objectives; describes how activities by departments and agencies 
are aligned with these; lists planned activities that address gaps and expand efforts; and assigns Federal 
Government leads and partners for various actions. The SIP provides a blueprint for how we will build 
community resilience against violent extremism.2 It does not address our overseas CVE efforts, other 
than ensuring we coordinate domestic and international activities.

Although the SIP will be applied to prevent all forms of violent extremism, we will prioritize preventing 
violent extremism and terrorism that is inspired by al-Qa’ida and its affiliates and adherents, which the 
2010 National Security Strategy, the 2011 National Strategy for Counterterrorism, and the National 
Strategy for Empowering Local Partners identify as the preeminent security threats to our country. This 
is, however, a matter of emphasis and prioritization, and does not entail ignoring other forms of violent 
extremism. As the July 2011 terrorist attack in Norway underscored, free societies face threats from a 
range of violent extremists. 

As the activities described in the SIP are executed, there will be major and long-lasting impacts:

 There will be platforms throughout the country for including communities that may be targeted 
by violent extremists for recruitment and radicalization into ongoing Federal, State, and local 
engagement efforts;

 The Federal Government will support that engagement through a task force of senior officials 
from across the government;

 Community-led efforts to build resilience to violent extremism will be supported;

 Analysis will increase in depth and relevance, and will be shared with those assessed to need it, 
including Governor-appointed Homeland Security Advisors, Major Cities Chiefs, Mayors’ Offices, 
and local partners;

 Training for Federal, State, tribal, and local government and law enforcement officials on 
community resilience, CVE, and cultural competence will improve, and that training will meet 
rigorous professional standards; and

 Local partners, including government officials and community leaders, will better understand 
the threat of violent extremism and how they can work together to prevent it.

2.  The concept of “resilience” has applied to a range of areas such as emergency preparedness and critical 
infrastructure protection (e.g., the ability of financial markets, power suppliers, and telecommunications companies 
to withstand an attack or disaster and resume operations rapidly.) The National Security Strategy emphasized the 
importance of including individuals and communities in our approach to enhancing resilience. Both the National 
Strategy for Empowering Local Partners and the 2011 National Strategy for Counterterrorism expanded this concept to 
CVE, the latter explicitly stating, “We are working to bring to bear many of these capabilities to build resilience within our 
communi ties here at home against al-Qa‘ida inspired radicalization, recruitment, and mobilization to violence.”  
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The SIP outlines ongoing, as well as planned, activities to counter violent extremism, which will be 
accomplished through existing funding and by prioritizing within the resources available to relevant 
departments and agencies. Some of these activities are specific to CVE, while others address broader 
non-security policy objectives but may have an indirect effect on countering radicalization to violence. 
Because our efforts are threaded across a range of different missions, such as training, outreach, and 
international exchanges , the execution of the SIP will be impacted by funding for both security and 
non-security related activities.

Process for Developing the SIP

The Obama Administration continues to prioritize and stress the critical importance of CVE in the 
Homeland. Given the complexities of addressing this threat and the uniqueness of the operating 
environment in the United States, the Administration recognizes the potential to do more harm than 
good if our Nation’s approach and actions are not dutifully considered and deliberated. Throughout this 
process, careful consideration was given to the rule of law and constitutional principles, particularly those 
that address civil rights and civil liberties. With those principles in mind, we noted that departments 
and agencies with domestically focused mandates have an array of tools and capabilities that can be 
leveraged to prevent violent extremism, though some have limited experience in the national security 
arena. This necessitated a deliberative and carefully calibrated approach with an extensive evaluative 
period to fully address their potential roles and participation, which for some entailed thinking outside 
their traditional mandates and areas of work. 

After assessing how individuals are radicalized and recruited to violence in the United States, the 
Administration established an accelerated process, led by the National Security Staff (NSS), to develop 
the National Strategy for Empowering Local Partners and the SIP.  An Interagency Policy Committee (IPC) 
on countering and preventing violent extremism in the United States was established—with Assistant 
and Deputy Assistant Secretary-level representatives from across government—to consider roles and 
responsibilities, potential activities, guiding principles, and how best to coordinate and synchronize our 
efforts. The IPC, with support from specialist sub-IPCs, drafted our first national strategy on preventing 
violent extremism in the United States, which was approved by Deputies from the various departments 
and agencies and signed by the President. 

 The following departments and agencies were involved in the deliberations and approval 
process: the Departments of State (State), the Treasury, Defense (DOD), Justice (DOJ), 
Commerce, Labor, Health and Human Services (HHS), Education (EDU), Veterans Affairs, and 
Homeland Security (DHS), as well as the Federal Bureau of Investigation (FBI) and the National 
Counterterrorism Center (NCTC).

To develop the SIP, the NSS tasked NCTC with coordinating the first comprehensive baseline of activities 
across the United States Government related to countering and preventing violent extremism in the 
United States, which constitutes the ongoing activities outlined in the SIP. This included CVE-specific 
initiatives, as well as activities that were not developed for CVE purposes, but nonetheless may indirectly 
contribute to the overall goals of the National Strategy for Empowering Local Partners. These activities 
were aligned with objectives and sub-objectives —based on the strategy and approved by the IPC—to 
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assess our overall effort and identify gaps. The IPC then considered ongoing and potential actions to 
address these gaps, which form the basis of planned activities outlined in the SIP.  The SIP was approved 
by Deputies from the various departments and agencies in November 2011.

Compliance with the Rule of Law

A fundamental precept of the SIP is that the Federal Government’s actions must be consistent with 
the Constitution and in compliance with U.S. laws and regulations. Departments and agencies are 
responsible for identifying and complying with legal restrictions governing their activities and respec-
tive authorities. Compliance with the rule of law, particularly ensuring protection of First Amendment 
rights, is central to our National Strategy for Empowering Local Partners and the execution of the SIP.

Crosscutting and Supportive Activities

There are fundamental activities that are critical to our success and cut across the objectives of the SIP. 
These include: (1) whole-of-government coordination; (2) leveraging existing public safety, violence 
prevention, and community resilience programming; (3) coordination of domestic and international CVE 
efforts, consistent with legal limits; and (4) addressing technology and virtual space. In many instances, 
these crosscutting and supportive activities describe the ongoing activities of departments and agen-
cies in fulfilling their broader missions. As they implement new initiatives and programs in support of 
the SIP, departments and agencies will ensure these enabling activities appropriately guide their efforts. 

1. Whole-of-Government Coordination 

Leveraging the wide range of tools, capabilities, and resources of the United States Government in a  
coordinated manner is essential for success. Traditional national security or law enforcement agencies 
such as DHS, DOJ, and the FBI will execute many of the programs and activities outlined in the SIP.  
However, as the National Strategy for Empowering Local Partners states, we must also use a broader 
set of good governance programs, “including those that promote immigrant integration and civic 
engagement, protect civil rights, and provide social services, which may also help prevent radicalization 
that leads to violence.” To this end, agencies such as EDU and HHS, which have substantial expertise in 
engaging communities and delivering services, also play a role.

This does not mean the missions and priorities of these partners will change or that their efforts will 
become narrowly focused on national security. Their inclusion stems from our recognition that radical-
ization to violence depends on a variety of factors, which in some instances may be most effectively 
addressed by departments and agencies that historically have not been responsible for national security 
or law enforcement. These non-security partners, including specific components within DOJ and DHS, 
have an array of tools that can contribute to this effort by providing indirect but meaningful impact 
on CVE, including after school programs, networks of community-based organizations that provide 
assistance to new immigrants, and violence prevention programs. We will coordinate activities, where 
appropriate, to support the CVE effort while ensuring we do not change the core missions and functions 
of these departments and agencies. 
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2. Leveraging Existing Public Safety, Violence Prevention, and Resilience 

Programming

While preventing violent extremism is an issue of national importance, it is one of many safety and 
security challenges facing our Nation. As we enter an era of increased fiscal constraints, we must ensure 
our approach is tailored to take advantage of current programs and leverages existing resources. Our 
efforts therefore will be supported, where appropriate, by emphasizing opportunities to address CVE 
within available resources related to public safety, violence prevention, and building resilience.

3. Coordination of Domestic and International Efforts

While always ensuring compliance with applicable laws and regulations, we must ensure a high level of 
coordination between our domestic and international efforts to address violent extremism. Although 
both the National Strategy for Empowering Local Partners and the SIP specifically address preventing 
violent extremism in the United States, the delineation between domestic and international is becom-
ing increasingly less rigid. Violent extremists operating abroad have direct access to Americans via 
the Internet, and overseas events have fueled violent extremist radicalization and recruitment in the 
United States. The converse is also true: events occurring in the United States have empowered the 
propaganda of violent extremists operating overseas. While making certain that they stay within their 
respective authorities, departments and agencies must ensure coordination between our domestic and 
international CVE efforts. Given its mandate to support both domestic and international planning, NCTC 
will help facilitate this part of the CVE effort so that our Homeland and overseas activities are appropri-
ately synchronized, consistent with all applicable laws and regulations. While individual departments 
and agencies will regularly engage foreign partners, all international engagement will continue to be 
coordinated through State. 

4. Addressing Technology and Virtual Space 

The Internet, social networking, and other technology tools and innovations present both challenges 
and opportunities. The Internet has facilitated violent extremist recruitment and radicalization and, in 
some instances, attack planning, requiring that we consider programs and initiatives that are mindful of 
the online nature of the threat. At the same time, the Federal Government can leverage and support the 
use of new technologies to engage communities, build and mobilize networks against violent extrem-
ism, and undercut terrorist narratives. All of our activities should consider how technology impacts 
radicalization to violence and the ways we can use it to expand and improve our whole-of-government 
effort. As noted in sub-objective 3.3, we will develop a separate strategy focused on CVE online.

Roles and Responsibilities

The SIP assigns Leads and Partners in each of the Future Activities and Efforts listed under respective 
sub-objectives. Leads and Partners have primary responsibility for coordinating, integrating, and 
synchronizing activities to achieve SIP sub-objectives and the overall goal of the National Strategy 
for Empowering Local Partners. 
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Expectation of Leads and Partners are as follows:

Lead: A department or agency responsible for convening pertinent partners to identify, address, 
and report on steps that are being taken, or should be taken, to ensure activities are effectively 
executed. The Lead is accountable for, among other things:

 Fostering communication among Partners to ensure all parties understand how to complete 
the activity;

 Identifying, in collaboration with assigned Partners, the actions and resources needed to effec-
tively execute the activity;

 Identifying issues that impede progress; and 

 Informing all departments and agencies about the status of progress by the Lead and other 
sub-objective Partners, including impediments, modifications, or alterations to the plan for 
implementation.

Partner: A department or agency responsible for collaborating with a Lead and other Partners to 
accomplish an activity. Partner(s) are accountable for:

 Accomplishing actions under their department or agency’s purview in a manner that contributes 
to the effective execution of an activity;

 Providing status reports and assessments of progress on actions pertinent to the activity; and 

 Identifying resource needs that impede progress on their department or agency’s activities. 

Assessing Progress

It is important to recognize that the National Strategy for Empowering Local Partners represents the 
first time the United States Government has outlined an approach to address ideologically inspired 
violent extremism in the Homeland. While the objectives and sub-objectives listed in the SIP represent 
the collective wisdom and insight of the United States Government about what areas of action have 
the greatest potential to prevent violent extremism, we will learn more about our effectiveness as we 
assess our efforts over time, and we will adjust our activities accordingly. 

Given the short history of our coordinated, whole-of-government approach to CVE, we will first develop 
key benchmarks to guide our initial assessment. Where possible, we will also work to develop indica-
tors of impact to supplement these performance measures, which will tell us whether our activities 
are having the intended effects with respect to an objective or sub-objective. As we implement our 
activities, future evaluations will shift away from benchmark performance measures towards impact 
assessments. Departments and agencies will be responsible for assessing their specific activities in 
pursuit of SIP objectives, in coordination with an Assessment Working Group. We will develop a process 
for identifying gaps, areas of limited progress, resource needs, and any additional factors resulting from 
new information on the dynamics of radicalization to violence. Our progress will be evaluated and 
reported annually to the President.
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Objectives, Sub-Objectives, and Activities

The SIP’s objectives mirror the National Strategy for Empowering Local Partners’ areas of priority action: 
(1) enhancing Federal engagement with and support to local communities that may be targeted by 
violent extremists; (2) building government and law enforcement expertise for preventing violent 
extremism; and (3) countering violent extremist propaganda while promoting our ideals.  Each of these 
is supported by sub-objectives, which constitute measurable lines of effort with which our specific 
programs and initiatives are aligned. A key purpose of the SIP is to describe the range of actions we are 
taking to improve or expand these efforts. 

1. Enhancing Federal Engagement with and Support to Local Communities that 

May be Targeted by Violent Extremists

Communication and meaningful engagement with the American public is an essential part of the Federal 
Government’s work, and it is critical for developing local partnerships to counter violent extremism. Just 
as we engage and raise awareness to prevent gang violence, sexual offenses, school shootings, and other 
acts of violence, so too must we ensure that our communities are empowered to recognize threats of 
violent extremism and understand the range of government and nongovernment resources that can 
help keep their families, friends, and neighbors safe. As noted in the National Strategy for Empowering 
Local Partners:

Engagement is essential for supporting community-based efforts to prevent violent 
extremism because it allows government and communities to share information, 
concerns, and potential solutions. Our aims in engaging with communities to discuss 
violent extremism are to: (1) share sound, meaningful, and timely information about 
the threat of violent extremism with a wide range of community groups and organiza-
tions, particularly those involved in public safety issues; (2) respond to community 
concerns about government policies and actions; and (3) better understand how we 
can effectively support community-based solutions. 

At the same time, we must ensure that our efforts to prevent violent extremism do not narrow our 
relationships with communities to any single issue, including national security.  This necessitates con-
tinuing to engage on the full range of community interests and concerns, but it also requires, where 
feasible, that we incorporate communities that are being targeted by violent extremists into broader 
forums with other communities when addressing non-CVE issues.  While we will engage with some 
communities specifically on CVE issues because of particular needs, care should be taken to avoid giv-
ing the false impression that engagement on non-security issues is taking place exclusively because of 
CVE concerns.  To ensure transparency, our engagement with communities that are being targeted by 
violent extremists will follow two tracks:

 We will specifically engage these communities on the threat of violent extremism to raise aware-
ness, build partnerships, and promote empowerment. This requires specific conversations and 
activities related to security issues.

 Where we engage on other topics, we will work to include them in broader forums with other 
communities when appropriate.  
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1.1 Improve the depth, breadth, and frequency of Federal Government engagement with and 
among communities on the wide range of issues they care about, including concerns about civil 
rights, counterterrorism security measures, international events, and foreign policy issues.

Violent extremist narratives espouse a rigid division between “us” and “them” that argues for exclusion 
from the broader society and a hostile relationship with government and other communities. Activities 
that reinforce our shared sense of belonging and productive interactions between government and 
the people undercut this narrative and emphasize through our actions that we are all part of the social 
fabric of America. As President Obama emphasized, when discussing Muslim Americans in the context 
of al-Qa’ida’s attempts to divide us, “we don’t differentiate between them and us. It’s just us.” 

Current Activities and Efforts

Departments and agencies have been conducting engagement activities based on their unique man-
dates. To better synchronize this work, U.S. Attorneys, who historically have engaged with communities in 
their districts, have begun leading Federal engagement efforts. This includes our efforts to engage with 
communities to (1) discuss issues such as civil rights, counterterrorism security measures, international 
events, foreign policy, and other community concerns; (2) raise awareness about the threat of violent 
extremism; and (3) facilitate partnerships to prevent radicalization to violence. The types of communities 
involved in engagement differ depending on the locations. United States Attorneys, in consultation with 
local and Federal partners, are best positioned to make local determinations about which communities 
they should engage. Appointed by the President and confirmed by the Senate, U.S. Attorneys are the 
senior law enforcement and executive branch officials in their districts, and are therefore well-placed 
to help shape and drive community engagement in the field. 

In December 2010, 32 U.S. Attorneys’ Offices began expanding their engagement with communities to 
raise awareness about how the United States Government can protect all Americans from discrimina-
tion, hate crimes, and other threats; to listen to concerns; and to seek input about government policies 
and programs. In some instances, these efforts also included initiatives to educate the public about the 
threat of violent extremist recruitment, which is one of many components of a broader community 
outreach program. 

 During this initial pilot, these U.S. Attorneys significantly expanded outreach and engagement 
on a range of issues of interest to communities; built new relationships where needed; and 
communicated the United States Government’s approach to CVE.

 Departments and agencies, including State, the Treasury, EDU, HHS, and DHS provided infor-
mation, speakers, and other resources for U.S. Attorneys’ community engagement activities, 
frequently partnering with DOJ on specific programs and events. 

A National Task Force, led by DOJ and DHS, was established in November 2010 to help coordinate 
community engagement at the national level. It includes all departments and agencies involved 
in relevant community engagement efforts and focuses on compiling local, national, and interna-
tional best practices and disseminating these out to the field, especially to U.S. Attorneys’ Offices. 
The Task Force is also responsible for connecting field-based Federal components to the full range of  
United States Government officials involved in community engagement to maximize partnerships, 
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coordination, and resource-sharing. The following are some examples of engagement efforts that are, 
or will be, coordinated with the Task Force:

 The DHS Office for Civil Rights and Civil Liberties (CRCL) this year doubled its outreach to com-
munities and expanded its quarterly engagement roundtables to 14 cities throughout the 
country. During Fiscal Year 2011, CRCL also conducted 72 community engagement events, 
some of which included CVE-related topics.

 State engaged on U.S. foreign policy with a range of interested domestic communities. The 
Bureau of Near Eastern Affairs alone conducted 80 outreach events over the past year. 

 DOJ has produced a number of brochures and other materials on civil rights protections and 
steps individuals can take to prevent or respond to discrimination, and has disseminated these 
to various communities, including those being targeted by violent extremists. DOJ has translated 
these materials into a number of languages, including Arabic, Somali, Urdu, Farsi, and Hindi.  

 DOJ, in coordination with DHS, expanded the Building Communities of Trust (BCOT) Initiative, 
which focuses on developing relationships among local law enforcement departments, fusion 
centers, and the communities they serve to educate communities on: (1) the Nationwide 
Suspicious Activity Reporting Initiative (NSI); (2) how civil rights and liberties are protected; 
and (3) how to report incidents in order to help keep our communities safe. DOJ continues to 
support the BCOT Initiative.

Future Activities and Efforts

The primary focus for the next year will be: (1) expanding the scope of engagement; (2) building new 
partnerships between communities and local law enforcement, local government officials, and civil 
society; (3) incorporating communities that are being targeted by violent extremist radicalization into 
broader forums with other communities to engage on a range of non-security issues; and (4) increasing 
our engagement specifically on CVE. Additional activities going forward include the following:

 DOJ will incorporate more U.S. Attorneys’ Offices as engagement leads in the field, building on 
the initial U.S. Attorney-led effort. (Lead: DOJ; Partners: All) 

 The National Task Force will: (1) disseminate regular reports on best practices in community 
engagement to local government officials, law enforcement, U.S. Attorneys’ Offices, and fusion 
centers; (2) work with departments and agencies to increase their support to U.S. Attorney-led 
engagement efforts in the field; and (3) closely coordinate Federal engagement efforts with 
communities targeted by violent extremist radicalization. (Leads: DOJ and DHS; Partners: All)

 In consultation with Federal and local partners, the National Task Force and the U.S. Attorneys’ 
Offices will facilitate, where appropriate, the inclusion of communities that may be targeted by 
violent extremist radicalization into broader engagement forums and programs that involve 
other communities. (Leads: DOJ and DHS; Partners: All) 

 U.S. Attorneys will coordinate closely with local government officials, law enforcement, com-
munities, and civil society to enhance outreach events and initiatives. (Lead: DOJ; Partners: All)
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 In Fiscal Year (FY) 2012, CRCL plans on expanding its quarterly community engagement round-
tables to a total of 16. CRCL is also in the process of implementing a campus youth community 
engagement plan, through which it will engage with young adults on the topic of violent 
extremism. (Lead: DHS)

 Depending on local circumstances, and in consultation with the FBI and other agencies as 
appropriate, U.S. Attorneys will coordinate any expanded engagement specific to CVE with 
communities that may be targeted by violent extremist radicalization. (Lead: DOJ; Partners: 
DHS, NCTC, and FBI) 

 An FBI CVE Coordination Office will be established and, as part of its activities, will coordinate 
with the National Task Force on CVE-specific education and awareness modules. These modules 
will be developed and implemented, in part, by leveraging some of the FBI’s existing programs 
and initiatives. (Lead: FBI; Partners: DOJ and DHS)

 DHS will oversee an online portal to support engagement by government officials and law 
enforcement with communities targeted by violent extremist radicalization, which will be used 
to share relevant information and build a community of interest. The portal will be accessible 
to government officials and law enforcement involved in overseas and domestic CVE and 
community engagement efforts to share best practices. (Lead: DHS; Partners: State, and NCTC)

 DOJ will expand the efforts of the BCOT initiative to help facilitate trust between law  
enforcement and community leaders. This dialogue could include local issues, as well as CVE.  
(Lead: DOJ; Partner: DHS)

 The United States Government will build a digital engagement capacity in order to expand, 
deepen, and intensify our engagement efforts. Where possible, virtual engagement will build 
on real world engagement activities and programs. (Lead: DHS; Partners: All)  

1.2 Foster community-led partnerships and preventative programming to build resilience against 
violent extremist radicalization by expanding community-based solutions; leveraging existing 
models of community problem-solving and public safety; enhancing Federal Government 
collaboration with local governments and law enforcement to improve community 
engagement and build stronger partnerships; and providing communities with information and 
training, access to resources and grants, and connections with the philanthropic and private 
sectors.

The Federal Government can foster nuanced and locally rooted counter-radicalization programs and 
initiatives by serving as a facilitator, convener, and source of information to support local networks and 
partnerships at the grassroots level. Importantly, because the dynamics of radicalization to violence fre-
quently vary from location to location, we recognize that a one-size-fits-all approach will be ineffective.  

Current Activities and Efforts

The Federal Government has held a series of consultative meetings with communities, local govern-
ment and law enforcement, civil society organizations, foundations, and the private sector to better 
understand how it can facilitate partnerships and collaboration. This leverages a key strength identified 
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in the National Strategy for Empowering Local Partners: “The Federal Government, with its connections 
to diverse networks across the country, has a unique ability to draw together the constellation of previ-
ously unconnected efforts and programs to form a more cohesive enterprise against violent extremism.” 
Examples of this include the following: 

 DHS Secretary Napolitano tasked her Homeland Security Advisory Council (HSAC) to develop 
recommendations on how the Department can best support law enforcement and communities 
in their efforts to counter violent extremism. An HSAC CVE Working Group convened multiple 
meetings with local law enforcement, local elected officials, community leaders (including faith-
based leaders), and academics. The working group released its recommendations in August 
2010, highlighting the importance of: (1) research and analysis of violent extremism; (2) engage-
ment with communities and leveraging existing partnerships to develop information-driven, 
community-based solutions to violent extremism and violent crime; and (3) community oriented 
policing practices that focus on building partnerships between law enforcement and communities. 

 DHS and NCTC began raising awareness about violent extremism among private sector actors 
and foundations and connected them with community civic activists interested in developing 
programs to counter violent extremism. DHS is now working with a foundation to pilot resiliency 
workshops across the country that address all hazards, including violent extremism. 

We also began exploring how to incorporate CVE as an element of programs that address broader 
public safety, violence prevention, and resilience issues. This has the advantage of leveraging preexist-
ing initiatives and incorporates CVE in frameworks (such as safeguarding children) used by potential 
local partners who may otherwise not know how they fit into such efforts. For example, although many 
teachers, healthcare workers, and social service providers may not view themselves as potentially con-
tributing to CVE efforts, they do recognize their responsibilities in preventing violence in general. CVE 
can be understood as a small component of this broader violence prevention effort. Departments and 
agencies will review existing public safety, violence prevention, and resilience programs to identify ones 
that can be expanded to include CVE as one among a number of potential lines of effort. 

 As an example, the Federal Government helped support a community-led initiative to incor-
porate CVE into a broader program about Internet safety. The program addressed protecting 
children from online exploitation, building community resilience, and protecting youth from 
Internet radicalization to violence.

Future Activities and Efforts

Planned activities to expand support to local partners include the following:

 The Federal Government will help broker agreements on partnerships to counter violent extrem-
ism between communities and local government and law enforcement to help institutionalize 
this locally focused approach. (Lead: DHS)

 DHS and DOJ will work to increase support for local, community-led programs and initiatives to 
counter violent extremism, predominantly by identifying opportunities within existing appro-
priations for incorporating CVE as an eligible area of work for public safety, violence prevention, 
and community resilience grants. (Leads: DHS and DOJ)
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 DHS is working to increase funding available to integrate CVE into existing community-oriented 
policing efforts through FY12 grants. (Lead: DHS)

 DHS is establishing an HSAC Faith-Based Community Information Sharing Working Group to 
determine how the Department can: (1) better share information with faith communities; and (2) 
support the development of faith-based community information sharing networks. (Lead: DHS)

 DHS is developing its Hometown Security webpage to include resources such as training guid-
ance, workshop reports, and information on CVE for both the general public and law enforce-
ment. (Lead: DHS) 

 The Treasury will expand its community outreach regarding terrorism financing issues. (Lead: 
Treasury; Partners: State, DOJ, DHS, FBI, and the U.S. Agency for International Development)3

 Depending on local circumstances and in consultation with the FBI, U.S. Attorneys will coordi-
nate, as appropriate, any efforts to expand connections and partnerships at the local level for 
CVE, supported by the National Task Force where needed. (Lead: DOJ; Partners: All)

 Departments and agencies will expand engagement with the business community by educat-
ing companies about the threat of violent extremism and by connecting them to community 
civic activists focused on developing CVE programs and initiatives. (Lead: DHS; Partner: NCTC) 

2. Building Government and Law Enforcement Expertise for Preventing Violent 

Extremism

It is critical that the Federal Government and its local government and law enforcement partners 
understand what the threat of violent extremism is, and what it is not. This helps ensure that we focus 
our resources where they are most effective and that we understand how we can best empower and 
partner with communities. Building expertise necessitates continued research about the dynamics 
of radicalization to violence and what has worked to prevent violent extremism; sharing this informa-
tion as widely as possible; and then leveraging it to train government officials and law enforcement.

2.1   Improve our understanding of violent extremism through increased research, analysis, and 
partnerships with foreign governments, academia, and nongovernmental organizations.

The Federal Government has built a robust analytic program to understand violent extremism that 
includes analysis; research conducted by academia, think tanks, and industry; and exchanges with 
international allies to identify best practices. While we have increased our understanding of how indi-
viduals are radicalized to violence, we must continue to identify gaps, monitor changes in the dynamics 
of violent extremism, and remain vigilant by challenging our assumptions and continuing our research 
and analysis. 

Current Activities and Efforts

The United States Government’s research capacity on this issue has greatly expanded. DHS and NCTC 
both have analytic groups exclusively focused on violent extremist radicalization; the Interagency 
Intelligence Subcommittee on Radicalization helps coordinate and improve CVE intelligence analysis; 
and we work with foreign governments, academia, and nongovernmental organizations to inform and 

3.  The U.S. Agency for International Development’s role will be limited to sharing relevant information.
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supplement our analysis and understanding. In addition to a large volume of intelligence products on 
CVE, examples of activities include:

 DHS Science & Technology (S&T) sponsored research on violent extremism in the United States, 
which it has shared with DHS components and other departments and agencies. Over 20 reports 
have been produced since 2009 and 5 more will be produced by the end of 2011. DHS is also 
developing an integrated open source database to help inform CVE programs.

 DHS’s Office of Intelligence and Analysis (I&A) collaborated with the FBI, the Bureau of Prisons 
(BOP), and NCTC to assess the capacity of state correctional institutions to detect and share 
information regarding individuals who demonstrate behaviors associated with violent extrem-
ism while in the correctional system.

 The National Intelligence Council, DHS, FBI, and NCTC briefed fusion centers and law enforce-
ment around the country on violent extremism.

 DHS, in partnership with the FBI and NCTC, developed case studies on preoperational indicators 
and known threats for State and local law enforcement and affected communities.

 The United States Government held regular exchanges of best practices with Australia, Canada, 
Denmark, Germany, the European Union, the Netherlands, the United Kingdom, and other 
partners to gain comparative insights about what might be effective in the Homeland.

 DHS expanded cooperation between the United States and Canada on CVE research and  
lessons learned.

 The United States Government participates in the Global Counterterrorism Forum’s CVE Working 
Group.

 As directed in the Fort Hood Follow-on Review, DOD established the Force Protection Senior 
Steering Group. Among the Steering Group’s duties is the coordination of non-traditional part-
ners’ activities within DOD (e.g., counterintelligence and behavioral health) to better understand 
how to identify and prevent all forms of violent extremism—not limited to al-Qa’ida-inspired 
extremism—within the military, including the potential use of DOD’s extensive network of 
programs designed to support individuals who are potentially at risk of committing acts of 
violence against themselves, their families, or co-workers. 

Future Activities and Efforts

Although we have a better understanding of the threat, there are gaps that need to be addressed 
through additional research and analysis. In this regard, we will:

 Expand analysis in five priority areas (Leads: DHS, FBI, NCTC, and State):

1. The role of the Internet in radicalization to violence and how virtual space can be leveraged 
to counter violent extremism. 

2. Single-actor terrorism (so called “lone wolves”), including lessons learned from similar 
phenomena such as a school shooters. 

3. Disengagement from terrorism and violent extremism.
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4. Non-al-Qa’ida related radicalization to violence and anticipated future violent extremist 
threats.

5. Preoperational indicators and analysis of known case studies of extremist violence in the 
United States. 

 Continue DHS S&T’s support for research on countering the threat of extremist violence.  
(Lead: DHS)

 Continue DHS collaboration with the FBI, the BOP, and NCTC to: (1) improve awareness of the risk 
of violent extremism in correctional systems; (2) enhance screening of new inmates to detect 
individuals associated with violent extremist organizations; (3) improve detection of recruitment 
efforts within the correctional environment; and (4) increase information sharing, as appropriate, 
with Federal, State, and local law enforcement about inmates who may have adopted violent 
extremist beliefs and are being released. (Lead: DHS; Partners: DOJ, FBI, and NCTC)

 Complete the creation of the FBI CVE Coordination Office to help assess and leverage existing 
Bureau efforts to better understand and counter violent extremism. (Lead: FBI)

 Build lines of research specifically to support non-security Federal partners. (Leads: DHS and 
NCTC; Partners: EDU and HHS)

2.2  Increase Federal Government information sharing with State, local, and tribal governments and 
law enforcement on terrorist recruitment and radicalization.

As we enhance our partnerships with State, local, and tribal governments and law enforcement to 
counter violent extremism, it is essential that we share our expertise and insights about the dynamics of 
radicalization to violence and what has worked to prevent it. This, in turn, will help our partners identify 
potential areas of collaboration with communities and other local actors. 

Current Activities and Efforts

Examples include:

 Based on direction from the Office of the Director of National Intelligence (DNI), DHS led an 
effort to improve the analysis of homegrown violent extremism, including analytic tools to share 
with State, local, and tribal partners. DHS briefed representatives of 47 states on the project.

 DHS generated case studies of known and suspected terrorists and assessments of radicalization 
to violence, based on recent arrests, to share with local partners. 

 FBI disseminated information to public safety partners, including information about radicaliza-
tion to violence.

 DHS, NCTC, and FBI briefed and disseminated information on how individuals are radicalized 
to violence to law enforcement, fusion centers, and local government officials, including the 
Major Cities Chiefs, representatives from 47 states, Mayors’ Offices, and State Homeland Security 
Advisors. 
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 In partnership with NCTC, DOJ, DNI, and FBI,  DHS led the first National CVE Workshop in August 
2011, which brought together intelligence commanders from major metropolitan areas and 
fusion center directors to increase their understanding of CVE. 

Future Activities and Efforts

More work needs to be done to ensure our State, local, and tribal partners have the information they 
need to counter violent extremism. Classification remains an obstacle to broader sharing with these 
partners, but we can better ensure that analytic production is tailored to the needs of practitioners in the 
field. Major work over the next year will focus on creating more analytic products on CVE that directly 
support local law enforcement and government. Planned actions include:

 Development of an analytic team focused on supporting local government and law enforce-
ment CVE practitioners and increased production of analysis at appropriate classification levels. 
(Lead: DHS; Partners: FBI and NCTC)

 Development of practitioner-friendly summaries of current research and literature reviews about 
the motivations and behaviors associated with single-actor terrorism and disengagement from 
violent extremism. (Lead: DHS)

 Review of information-sharing protocols to identify ways of increasing dissemination of prod-
ucts to State, local, and tribal authorities. (Leads: DHS, DOJ, FBI, and NCTC)

 Expansion of briefings and information sharing about violent extremism with State and local 
law enforcement and government. (Lead: DHS, FBI, and NCTC)

2.3  Improve the development and use of standardized training with rigorous curricula based on 
the latest research, which conveys information about violent extremism; improves cultural 
competency; and imparts best practices and lessons learned for effective community 
engagement and partnerships.

The Federal Government has expanded and improved training related to CVE over the past year, but 
challenges remain. In particular, there is a need for a review process and standards for training specific 
to CVE, which was underscored by a small number of instances of Federally sponsored or funded 
CVE-related and counterterrorism training that used offensive and inaccurate information, which was 
inconsistent with our values and core principles. As our National Strategy to Empower Local Partners 
highlights, “Misinformation about the threat and dynamics of radicalization to violence can harm our 
security by sending local stakeholders in the wrong direction and unnecessarily creating tensions with 
potential community partners.”  Therefore, improving Federal Government-approved training practices 
and processes related to CVE is a top priority of this plan. 

Current Activities and Efforts

In November 2010, the IPC tasked DHS to form an Interagency Working Group on Training to catalogue 
and recommend improvements for CVE-related training across government. The Working Group 
brought together individuals responsible for CVE training and substantive specialists from civil rights 
and civil liberties offices, Federal law enforcement, and the analytic community. This is part of our overall 
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emphasis on improving the quality and quantity of CVE-related training. Notable accomplishments in 
our efforts to improve training include:

 Between October 2010 and October 2011, DHS CRCL trained nearly 2,700 law enforcement 
officials on CVE and cultural awareness at 46 separate events. The training served as the basis 
for best practices recommended by the Interagency Working Group on Training.

 Based on input from participating agencies, DHS issued CVE training guidance and best 
practices in October 2011 for Federal, State, local, and tribal government officials charged with 
organizing training related to CVE, cultural awareness, and counterterrorism. 

 The Federal Emergency Management Agency (FEMA) in October 2011 issued an Information 
Bulletin on CVE Training, which includes DHS’s training guidance and best practices, as well 
as guidance for State, local, and tribal entities that regularly leverage FEMA grants to fund 
CVE-related trainings. DHS sent the best practices paper and the FEMA guidance to all DHS 
grantees, State and local governments, State and local law enforcement, relevant community 
stakeholders, and interagency partners.  

 DHS provided a full-day of training, which included training on cultural competency, civil rights, 
and civil liberties to Federal, State, local, and tribal partners at 12 fusion centers in the past year 
and over 30 fusion centers since 2008. These trainings were coupled with 3- to 4-hour CVE train-
ing sessions for State and local law enforcement operating in the same state. Additionally, DHS 
provided “train the trainer” sessions for staff from nearly all fusion centers nationwide. 

 DHS, working closely with other departments and agencies, local law enforcement, academics, 
and curriculum development experts, developed guidelines for a CVE curriculum that focuses 
on information-driven community-oriented policing practices and how to leverage existing 
community partnerships to counter violent extremism and violent crime. These guidelines 
were reviewed and validated in February 2011 at a “proof-of-concept” session at the Federal 
Law Enforcement Training Center (FLETC), which was attended by State, local, and tribal law 
enforcement executives and frontline officers from rural and major city jurisdictions.

 State, working closely with NCTC and DHS, piloted specialized CVE training for United States 
Government officials working on CVE in the United States and abroad through its Foreign 
Service Institute in May 2011. Participation by domestic and international practitioners provided 
opportunities for exchanging best practices, enhanced the coordination of our Homeland and 
overseas efforts, and encouraged interagency partnerships.  

Future Activities and Efforts

A review process by the Interagency Working Group on Training, as well as internal assessments by 
departments and agencies, indentified two key challenges, which we will address over the next year:

 Many departments and agencies lack a review process for training materials and outside speak-
ers on CVE, which led to a small number of cases of training that violated internal principles as 
well as core tenets of the National Strategy to Empower Local Partners.
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 There has been a lack of guidance and standards for training related to CVE, which left field 
offices, in particular, vulnerable to bad training. Without guidance or standards, it has been 
difficult to enforce accountability.

We have prioritized addressing these two shortcomings by doing the following: 

 Departments and agencies are taking steps to identify training materials that may not meet 
internal standards and to improve processes for creating and reviewing such materials. Some 
departments are consulting with outside experts with established reputations to evaluate the 
content and training review process. Guidance on CVE-related training is being developed and 
will be issued, both across the organizations and to field components. Some departments may 
issue this as part of broader training guidance. (Lead: All)

 DHS, via FLETC, is in the process of developing a CVE curriculum to be integrated into existing 
training programs for Federal law enforcement. The curriculum will give Federal law enforce-
ment a better understanding of CVE and how to more effectively leverage existing local part-
nerships. (Lead: DHS) 

 DHS is in the process of establishing an internal committee to review all directly funded and 
issued DHS training on cultural competency, engagement, CVE, and counterterrorism. The com-
mittee will be responsible for reviewing any new content, evaluating experts, and establishing 
quality control. FEMA will incorporate the recently released Informational Bulletin and training 
guidance into FY12 grant guidance and will also leverage existing mechanisms to hold grantees 
and sub-grantees accountable. (Lead: DHS) 

In addition to addressing the quality issue, we will work to expand the quantity of training. 

 DHS, in partnership with the Los Angeles Police Department and the National Consortium for 
Advanced Policing, is developing a CVE curriculum that includes a 16-hour continuing education 
module for executive and frontline officers, as well as a 30-minute module that will be intro-
duced at police academies. Both will be certified by the Police Officers Standards and Training 
Council. In October 2011 the Major Cities Chiefs Association passed a motion to adopt and 
implement the DHS CVE curriculum, which will be piloted with State and local law enforcement 
in San Diego by the end of 2011. By 2013, DHS seeks to: (1) implement the curriculum across 
the country on a regional basis; (2) develop a national network of trainers and subject matter 
experts who can administer the training and keep it current; and (3) build an online component 
for the curriculum. (Lead: DHS; Partners: DOJ and NCTC)

 DHS, via FLETC, will update current Federal training programs to integrate the CVE curriculum 
for Federal law enforcement in the coming year. (Lead: DHS)

 DHS is working with European law enforcement partners to share best practices and case stud-
ies to improve training, community policing, and operational information sharing. (Lead: DHS)

 DHS CRCL is expanding and institutionalizing its CVE and cultural competence training curricula 
to further enhance the material and its effectiveness. (Lead: DHS)
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 The Interagency Working Group on Training will facilitate a “train the trainer program” to increase 
the reach of CVE training. (Leads: DHS and NCTC; Partners: DOJ, EDU, HHS, and FBI)

 The Interagency Working Group on Training will facilitate the development of an online train-
ing program that provides professional development credit for a broad range of professions, 
particularly those involved with public safety, violence prevention, and resilience. This will help 
build a basic understanding of CVE among a broad cross-section of stakeholders who have 
related mandates. (Leads: DHS and NCTC; Partners: DOJ, FBI, EDU, and HHS)

 The Interagency Working Group on Training will collaborate with non-security partners, such 
as EDU, to build CVE training modules that can be incorporated, as appropriate, into existing 
programs related to public safety, violence prevention, and resilience. These modules will be 
crafted in a way that is relevant to the specific audiences and their missions. Only trainers who 
have undergone CVE-specific training will deliver training programs that include CVE modules. 
(Lead: DHS; Partners: DOJ, EDU, HHS, FBI, and NCTC)

 DOD’s training programs and curricula will be informed by the work of the Interagency Working 
Group on Training, as appropriate. Additionally, DOD is conducting a review of CVE-related cur-
ricula and will make revisions and adjustments as necessary. (Lead: DOD; Partner DHS)

3. Countering violent extremist propaganda while promoting our ideals

As the National Counterterrorism Strategy emphasizes, “[t]he United States was founded upon a belief 
in a core set of values that is written into our founding documents and woven into the very fabric of 
our society. Where terrorists offer injustice, disorder, and destruction the United States must stand for 
freedom, fairness, equality, dignity, hope, and opportunity. The power and appeal of our values enables 
the United States to build a broad coalition to act collectively against the common threat posed by 
terrorists, further delegitimizing, isolating, and weakening our adversaries.” 

Countering the ideologies and narratives that legitimize violence is central to our effort, but it also is the 
most challenging area of work, requiring careful consideration of a number of legal issues, especially 
those related to the First Amendment. In many instances, it will be more effective to empower com-
munities to develop credible alternatives that challenge violent extremist narratives rather than having 
the Federal Government attempt to do so.

Our efforts include not only challenging justifications for violence, but affirming American ideals of 
inclusiveness and opportunity as well. Violent extremist narratives feed on disenchantment and the 
sense of exclusion. Our efforts therefore must include positive affirmation of our unity as a country. 
To some extent, this is addressed through our engagement activities, particularly where they address 
challenges facing all communities and not just those targeted by violent extremist radicalization. But 
there are also situations where we will need to more directly challenge violent extremist narratives. 

3.1 Increase the capacity of communities to directly challenge violent extremist ideologies and 
narratives.

While the government cannot always directly contest violent extremist ideas, it can support capacity 
building within communities to take on this role. Whereas sub-objective 1.2 emphasizes preventative 
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measures and a defensive posture to build capacity for enhancing community resilience, sub-objective 
3.1 focuses on increasing the ability of communities to push back against violent extremist propaganda. 

Current Activities and Efforts

Most of our work in this area to date has focused on connecting community activists to potential civil 
society and private sector partners to focus specifically on undermining violent extremist narratives. 
Over the past year, we have taken the following steps: 

 NCTC in 2010 developed a Community Awareness Briefing (CAB) to inform members of the 
public about efforts by al-Qa’ida and its adherents and affiliates to recruit Americans.  The CAB 
highlights recruiting videos and examples of violent extremist propaganda, while underscoring 
the fact that these materials are often easily available on the Internet.  Most importantly, the 
CAB aims to facilitate a discussion about what government and communities can do, together 
and independently, to counter the threat of violent extremist narratives.  NCTC continues to 
deliver the presentation at forums composed of community leaders, educators, and parents in 
cities across the United States.  In March 2011, NCTC held a workshop for local, State, and field-
based Federal officials on how the CAB could be used in engagement efforts, when it makes 
sense and is appropriate. 

 NCTC connected civic activists with technology experts, resulting in a training seminar on how 
to maximize the use of technology to counter violent extremism online.

 State sponsored speaker series and exchanges between international CVE practitioners and 
American communities targeted by violent extremist recruiters to better understand effective 
models for countering violent extremist narratives. 

Future Activities and Efforts

This is a nascent area of effort and therefore will necessitate greater focus over the next year. Our planned 
actions include:

 Expanding efforts to raise community awareness about the threat of radicalization to violence, 
building from the experience of the CAB , and adapting those materials for different audiences 
where appropriate. (Leads: DOJ, DHS, FBI, and NCTC)

 Learning from former violent extremists, specifically those who can speak credibly to counter 
violent narratives, provide insights to government, and potentially catalyze activities to directly 
challenge violent extremist narratives. (Lead: DHS; Partner: NCTC)

 Providing grants to counter violent extremist narratives and ideologies, within authorities and rel-
evant legal parameters, by reprioritizing or increasing the flexibility of existing funding. (Lead: DHS) 

 Brokering connections between private sector actors, civil society, and communities interested 
in countering violent extremist narratives. (Lead: DHS; Partner: NCTC)

 Promoting international exchange programs to build expertise for countering violent extremist 
narratives. (Lead: State; Partners: DOJ, DHS, FBI, and NCTC)
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 Increasing technical training to empower communities to counter violent extremists online, 
including the development of training for bloggers. (Lead: DHS; Partners: State, NCTC, and FBI) 

3.2 Improve and increase our communication to the American public about the threat posed by 
violent extremist groups, myths and misperceptions about violent extremist radicalization, and 
what we are doing to counter the threat.

It is important that we communicate to the American public the realities of what the threat is, and what 
it is not. Misconceptions about the threat and statements and actions that cast suspicion on entire com-
munities based on the actions of a few distract attention from the real threat and can undermine our 
ability to build partnerships. An informed citizenry enhances our national security.  

Current Activities and Efforts

In 2011, the Federal Government focused on developing its approach to domestic CVE and commu-
nicating this to the American public. This involved briefings to Congress, public addresses, and media 
interviews. We will continue these activities.

Future Activities and Efforts

In 2012, we will work to expand our efforts to raise awareness in the general public about radicalization 
to violence in the United States and the tools to prevent it by:

 Providing regular briefings to Congress, think tanks, and members of the media. (Lead: DHS; 
Partners: DOJ, FBI, and NCTC)

 Creating programs to directly engage the public on the issue. (Lead: All)

 Building a public website on community resilience and CVE. (Lead: DHS)

3.3 Build a strategy to leverage new technologies and address online violent extremist radicalization

The Internet has become an increasingly potent element in radicalization to violence, enabling violent 
extremists abroad to directly communicate to target audiences in the United States. This direct com-
munication allows violent extremists to bypass parents and community leaders. The SIP specifically 
addresses the online arena in several sub-objectives, but because of the importance of the digital 
environment, we will develop a separate, more comprehensive strategy for countering and preventing 
violent extremist online radicalization and leveraging technology to empower community resilience that 
considers: (1) the latest assessment of the role of the Internet; (2) the absence of clear national boundar-
ies in online space and the relationship between international and domestic radicalization to violence; 
(3) relevant legal issues; and (4) the differing authorities and capabilities of departments and agencies. 

Conclusion

Protecting our Nation’s communities from violent extremist recruitment and radicalization is a top 
national security priority. It is an effort that requires creativity, diligence, and commitment to our funda-
mental rights and principles. In his cover letter to the National Strategy for Empowering Local Partners, 
President Obama wrote: 
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Sadly, the threat of violent extremism in America is nothing new. Throughout our history, 
misguided groups—including international and domestic terrorist organizations, neo-
Nazis and anti-Semitic hate groups—have engaged in horrific violence to kill our citizens 
and threaten our way of life. Most recently, al-Qa’ida and its affiliates have attempted to 
recruit and radicalize people to terrorism here in the United States, as we have seen in 
several plots and attacks, including the deadly attack 2 years ago on our service members 
at Fort Hood. As a government, we are working to prevent all types of extremism that leads 
to violence, regardless of who inspires it.

—President Barack Obama, August 3, 2011

A complex issue like violent extremist radicalization and recruitment requires a nuanced path to guide 
a whole-of-government approach. The SIP outlines this path and facilitates a division of labor by assign-
ing responsibilities between Federal Government departments, agencies, and components focused on 
law enforcement and national security and those whose efforts support, but do not directly lie within, 
these areas. 
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STATEMENT BY SECRETARY JEH C. JOHNSON ON DHS’S NEW OFFICE FOR
 COMMUNITY PARTNERSHIPS

Violent extremism - that which is inspired by foreign terrorist groups and that which is rooted
in a range of domestic-based radical ideologies - pose a persistent and unpredictable threat to
our homeland. Countering violent extremism has become a key focus of DHS’s work to
secure the homeland. Last year I appointed a Department-wide coordinator for our efforts to
counter violent extremism. As Secretary of Homeland Security, I am also personally
committed to this mission, having traveled to Boston, Chicago, Columbus, Houston, Los
Angeles, Minneapolis, New York City, northern Virginia and suburban Maryland to meet
with community leaders as part of this effort. We heard many strongly-held views, generated
conversations, and built some bridges.

It is now time to take our efforts to the next level.

Today I announce the creation of the DHS Office for Community Partnerships. This Office
will be dedicated to the mission of countering violent extremism, but its ultimate mission is as
its name suggests - community partnerships. My charge to this Office, to be set forth in a
more detailed plan, is to continue to build relationships and promote trust, and, in addition,
find innovative ways to support communities that seek to discourage violent extremism and
undercut terrorist narratives.

In this new Office, we will consolidate and reassign key personnel who are dedicated to
countering violent extremism, but who are presently working in various different components
of this Department. Longer term, we intend to call upon DHS personnel in field offices across
the country to take part in our efforts at building community partnerships, under the
coordination of this Office. The Office will coordinate its efforts with other departments and
agencies in the federal government, and with similar efforts at the state and local government
level.

For the Director of the Office for Community Partnerships, I am appointing Mr. George
Selim. Since January 2012, George has been the Director for Community Partnerships for the
National Security Council. George was a senior policy advisor in DHS’s Office for Civil
Rights and Civil Liberties, and has also served at the Department of Justice at the Community
Relations Service.
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For Deputy Director of the Office, I am appointing Mr. David Gersten, the current
Coordinator of the Department’s efforts to counter violent extremism. Prior to that, David,
like George, had extensive experience in DHS’s Office of Civil Rights and Civil Liberties.

Both George and David are well known within the CVE community.

Finally, DHS’s Office for Civil Rights and Civil Liberties (CRCL) has been integral in our
efforts at engaging communities, and they will continue to be. Civil rights and civil liberties
are invariably part of the discussion when this Department engages communities. CRCL will
therefore participate with the Office for Community Partnerships when we engage
communities. More specifically, as we enter this new phase of our efforts, CRCL will, in
consultation with the Office for Community Partnerships, continue to lead, improve and
expand this Department’s community engagements, including Community Engagement
Roundtables, Town Hall Meetings, and Youth Forums across the country.

Given the evolution of threats to the homeland, I am convinced that efforts to counter violent
extremism here at home are vital. I am determined that we make real progress in this area.

###
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Summary 
The emphasis of counterterrorism policy in the United States since Al Qaeda’s attacks of 
September 11, 2001 (9/11) has been on jihadist terrorism. However, in the last decade, domestic 
terrorists—people who commit crimes within the homeland and draw inspiration from U.S.-based 
extremist ideologies and movements—have killed American citizens and damaged property across 
the country. Not all of these criminals have been prosecuted under terrorism statutes. This latter 
point is not meant to imply that domestic terrorists should be taken any less seriously than 
other terrorists.  

The Department of Justice (DOJ) and the Federal Bureau of Investigation (FBI) do not officially 
list domestic terrorist organizations, but they have openly delineated domestic terrorist “threats.” 
These include individuals who commit crimes in the name of ideologies supporting animal rights, 
environmental rights, anarchism, white supremacy, anti-government ideals, black separatism, and 
anti-abortion beliefs.  

The boundary between constitutionally protected legitimate protest and domestic terrorist activity 
has received public attention. This boundary is especially highlighted by a number of criminal 
cases involving supporters of animal rights—one area in which specific legislation related to 
domestic terrorism has been crafted. The Animal Enterprise Terrorism Act (P.L. 109-374) expands 
the federal government’s legal authority to combat animal rights extremists who engage in 
criminal activity. Signed into law in November 2006, it amended the 1992 Animal Enterprise 
Protection Act (P.L. 102-346).  

Five discussion topics in this report may help explain domestic terrorism’s significance for 
policymakers:  

• Level of Activity. Domestic terrorists have been responsible for orchestrating 
more than two-dozen incidents since 9/11, and there appears to be growth in anti-
government extremist activity as measured by watchdog groups in the last 
several years.  

• Use of Nontraditional Tactics. A large number of domestic terrorists do not 
necessarily use tactics such as suicide bombings or airplane hijackings. They 
have been known to engage in activities such as vandalism, trespassing, and tax 
fraud, for example. 

• Exploitation of the Internet. Domestic terrorists—much like their jihadist 
analogues—are often Internet savvy and use the medium as a resource for their 
operations.  

• Decentralized Nature of the Threat. Many domestic terrorists rely on the 
concept of leaderless resistance. This involves two levels of activity. On an 
operational level, militant, underground, ideologically motivated cells or 
individuals engage in illegal activity without any participation in or direction 
from an organization that maintains traditional leadership positions and 
membership rosters. On another level, the above-ground public face (the 
“political wing”) of a domestic terrorist movement may focus on propaganda and 
the dissemination of ideology—engaging in protected speech.  
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• Prison Radicalization. Prison has been highlighted as an arena in which terrorist 
radicalization can occur. Some prison gangs delve into radical or extremist 
ideologies that motivate domestic terrorists, and in a number of instances, these 
ideologies are integral to fashioning cohesive group identities within prison 
walls. It must be reiterated, however, that even for gangs that exhibit these 
ideological dimensions, criminal enterprises such as drug trafficking—not radical 
beliefs—largely drive their activities. 

Congress may choose to consider issues in three areas regarding the federal role in combating 
domestic terrorism. First is the issue of definitions. It is difficult to assess the scope of domestic 
terrorism because federal agencies use varying terms to describe it. Even more basically, there is 
no clear sense of how many domestic terrorist attacks have occurred or how many plots the 
government has foiled in recent years. Second, Congress may review the adequacy of domestic 
terrorism intelligence collection efforts. For intelligence gathering and program prioritization 
purposes, there is no standard set of intelligence collection priorities across federal agencies that 
can be applied to domestic terrorism cases. Also, there likely is no established standard for the 
collection of intelligence from state and local investigators—aside from suspicious activity 
reporting. Finally, it may be of value to explore how domestic terrorism fits into the Obama 
Administration’s community outreach-driven strategy to quell terrorism-related radicalization in 
the United States. Congress may query the Administration on which brand of domestic terrorists 
it plans to focus on under the strategy and which local community groups it intends to engage 
regarding domestic terrorism issues. 
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Introduction 
Since the terrorist attacks of September 11, 2001 (9/11), domestic terrorists—people who commit 
crimes within the homeland and draw inspiration from U.S.-based extremist ideologies and 
movements1—have not received as much attention from federal law enforcement as their foreign 
counterparts inspired by Al Qaeda. This was not necessarily always the case. The FBI reported in 
1999 that “[d]uring the past 30 years, the vast majority—but not all—of the deadly terrorist 
attacks occurring in the United States have been perpetrated by domestic extremists.”2  

The U.S. government reacted to 9/11 by greatly enhancing its counterterrorism efforts. This report 
discusses how domestic terrorists broadly fit into this new counterterrorism landscape, a terrain 
that in the last 10 years has been largely shaped in response to terrorists inspired by foreign 
ideologies. This report focuses especially on how domestic terrorism is conceptualized by the 
federal government and issues involved in assessing this threat’s significance. Today (perhaps in 
part because of the government’s focus on international terrorist ideologies) it is difficult to 
evaluate the scope of domestic terrorist activity. For example, federal agencies employ varying 
terminology and definitions to describe it. Also, domestic terrorism-related intelligence collection 
efforts have not necessarily received the same attention as similar efforts to counter foreign 
threats. Beyond these issues, the Obama Administration’s community outreach-driven strategy to 
quell terrorism-related radicalization in the United States focuses on individuals inspired by Al 
Qaeda. How domestic terrorism fits into this strategy is unclear. Congress may opt to examine 
these and other issues related to domestic terrorism. 

Domestic terrorists may not be the top federal counterterrorism priority, but they feature 
prominently among the concerns of some law enforcement officers. For example, in 2011, Los 
Angeles Deputy Police Chief Michael P. Downing included “black separatists, white 
supremacist/sovereign citizen extremists, and animal rights terrorists” among his chief 
counterterrorism concerns.3 Also possibly contributing to domestic terrorism’s secondary status as 
a threat, a large number of those labeled as domestic terrorists do not necessarily use traditional 
terrorist tactics such as bombings or airplane hijackings. Additionally, many domestic terrorists 
do not intend to physically harm people but rather rely on alternative tactics such as theft, 
trespassing, destruction of property, and burdening U.S. courts with retaliatory legal filings. 

                                                 
1 This conceptualization of the term “domestic terrorism” is derived from a number of U.S. government sources 
detailed in this report. They are further discussed below. This paper will not focus on homegrown violent jihadists. 
However, when referring to such actors, for this report, “homegrown” describes terrorist activity or plots perpetrated 
within the United States or abroad by American citizens, permanent legal residents, or visitors radicalized largely 
within the United States. “Jihadist” describes radicalized Muslims using Islam as an ideological and/or religious 
justification for belief in the establishment of a global caliphate—a jurisdiction governed by a Muslim civil and 
religious leader known as a caliph—via violent means. Jihadists largely adhere to a variant of Salafi Islam—the 
fundamentalist belief that society should be governed by Islamic law based on the Quran and follow the model of the 
immediate followers and companions of the Prophet Muhammad. 
2 Federal Bureau of Investigation, Terrorism in the United States: 30 Years of Terrorism—A Special Retrospective 
Edition, (2000) p. 16. 
3 Bill Gertz, “L.A. Police Use Intel Networks against Terror,” Washington Times, April 11, 2011, 
http://www.washingtontimes.com/news/2011/apr/11/la-police-use-intel-networks-against-terror/?page=all#pagebreak. 
See also Joshua D. Freilich, Steven M. Chermak & Joseph Simone Jr. “Surveying American State Police Agencies 
About Terrorism Threats, Terrorism Sources, and Terrorism Definitions,” Terrorism and Political Violence, vol. 21, 
no. 3 (2009) pp. 450-475. Freilich, Chermak, and Simone found that domestic terrorist groups featured prominently 
among the concerns of U.S. state police officials. 
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While plots and attacks by foreign-inspired homegrown violent jihadists have certainly earned 
more media attention, domestic terrorists have been busy as well. It is worth noting that in terms 
of casualties on U.S. soil, an act of domestic terrorism is second only to the events of 9/11. 
Timothy McVeigh’s bombing of the Alfred P. Murrah Federal Building in Oklahoma City on 
April 19, 1995, claimed 168 lives and injured more than 500 others. Some estimates suggest that 
domestic terrorists are responsible for carrying out dozens of incidents since 9/11, and there 
appears to be growth in anti-government extremist activity as measured by watchdog groups in 
the last several years. Much like their jihadist counterparts, domestic terrorists are often Internet 
savvy and use the medium as a resource for their operations. Prison has been highlighted as an 
arena that can foster terrorist radicalization, and white supremacy—a set of beliefs held by white 
supremacist extremists—has long played a role in the activities of several U.S. prison gangs. 
Sovereign citizen anti-government ideas (that have inspired some domestic terrorists) have also 
circulated in U.S. prisons. 

Terrorists are typically driven by particular ideologies. In this respect, domestic terrorists are a 
widely divergent lot, drawing from a broad array of philosophies and worldviews. These 
individuals can be motivated to commit crimes in the name of ideas such as animal rights, white 
supremacy, and opposition to abortion, for example. The expression of these worldviews—as 
opposed to violence in support of them—involves constitutionally protected activities.  

Aware of the lines between constitutionally protected speech and criminality, domestic terrorists 
often rope themselves off from ideological (above-ground) elements that openly and often legally 
espouse similar beliefs. In essence, the practitioners who commit violent acts are distinct from the 
propagandists who theorize and craft worldviews that could be interpreted to support these acts. 
Thus, terrorist lone actors (lone wolves) or isolated small groups (cells) generally operate 
autonomously and in secret, all the while drawing ideological sustenance—not direction—from 
propagandists operating in the free market of ideas.  

This report provides background regarding domestic terrorists—detailing what constitutes the 
domestic terrorism threat as suggested by publicly available U.S. government sources.4 It 
illustrates some of the key factors involved in assessing this threat and concludes by examining 
potential issues for Congress. This report does not discuss in detail either violent jihadist-inspired 
terrorism or the federal government’s role in counterterrorism investigations. It is meant to be 
read in conjunction with CRS Report R41780, The Federal Bureau of Investigation and Terrorism 
Investigations; CRS Report R42553, Countering Violent Extremism in the United States; and CRS 
Report R41416, American Jihadist Terrorism: Combating a Complex Threat, which provide 
greater context in these areas. 

Domestic Terrorism Defined 
Two basic questions are key to understanding domestic terrorism. First, what exactly constitutes 
“domestic terrorism?” Answering this question is more complicated than it may appear. Some 
consider all terrorist plots occurring within the homeland as acts of domestic terrorism. According 
to this perspective, a bombing plot involving U.S. citizens motivated by a foreign terrorist group 
such as Al Qaeda constitutes domestic terrorism. While this conceptualization may be true at 
some level, a practical definition of domestic terrorism distilled from federal sources is much 
                                                 
4 This report does not presume the guilt of indicted individuals in pending criminal cases. 
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narrower. It suggests that domestic terrorists are Americans who commit ideologically driven 
crimes in the United States but lack foreign direction or influence—whether tactical or 
philosophical. This conceptualization excludes homegrown individuals directed or motivated by 
groups such as Al Qaeda. Second, what particular groups are considered domestic terrorist 
organizations? The U.S. government does not provide a precise, comprehensive, and public 
answer to this question. Rather, in broad terms, the Department of Justice (DOJ) has identified a 
number of general threats that embody this issue.  

What Is Domestic Terrorism? 
In the most general statutory terms, a domestic terrorist engages in terrorist activity that occurs in 
the homeland. The Federal Bureau of Investigation (FBI, the Bureau) has lead responsibility for 
terrorism investigations at the federal level.5  

The FBI generally relies on two fundamental sources to define domestic terrorism. First, the Code 
of Federal Regulations characterizes “terrorism” as including “the unlawful use of force and 
violence against persons or property to intimidate or coerce a government, the civilian population, 
or any segment thereof, in furtherance of political or social objectives.”6 Second, 18 U.S.C. 
Section 2331(5) more narrowly defines “domestic terrorism” and differentiates it from 
international terrorism and other criminal activity.7 This definition comes from Section 802 of the 
USA PATRIOT Act (P.L. 107-52). According to 18 U.S.C. Section 2331(5), domestic terrorism 
occurs primarily within U.S. territorial jurisdiction, and domestic terrorism involves 

(A) ... acts dangerous to human life that are a violation of the criminal laws of the United 
States or of any State; 

(B) appear to be intended— 

(i) to intimidate or coerce a civilian population; 

(ii) to influence the policy of a government by intimidation or coercion; or 

(iii) to affect the conduct of a government by mass destruction, assassination, or 
kidnapping.... 8 

                                                 
5 28 C.F.R. §0.85.  
6 Ibid. 
7 U.S. Congress, Senate Committee on Environment and Public Works, “Responses of John E. Lewis [then Deputy 
Assistant Director, Federal Bureau of Investigation] to Additional Questions from Senator Obama,” Eco-Terrorism 
Specifically Examining the Earth Liberation Front and the Animal Liberation Front, 109th Cong., 1st sess., May 18, 
2005, S. Hrg. 109-947 (Washington: GPO, 2007), p. 41. Hereinafter: Responses of John E. Lewis. 
8 18 U.S.C. §2331(5).  
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Ambiguity Regarding “U.S.-Based Extremist Ideologies” 

On the surface, the FBI’s shorthand definition for domestic terrorism appears straightforward. 
However, there is inherent ambiguity to it. Namely, some of the “U.S.-based extremist 
ideologies” driving what the Bureau views as domestic terrorism have international roots and 
active followings abroad. The ideologies supporting eco-extremism and animal rights extremism 
(discussed below) readily come to mind, and people have long committed crimes in their names 
outside the United States.18 At least in part, their origins lay in the United Kingdom. Nazism—
with its German origins and foreign believers—is an element within domestic white supremacist 
extremism. Anarchism, the philosophy followed by anarchist extremists, also has longstanding 
European roots. The racist skinhead movement traces its origins abroad—to the United 
Kingdom—as well. It is unclear exactly what the FBI means when it emphasizes U.S.-based 
ideologies in its framing of domestic terrorism. 

Factors Complicating the Descriptions of the Domestic 
Terrorism Threat  
A few more issues make it hard to grasp the breadth of domestic terrorist activity in the United 
States. First, counting the number of terrorist prosecutions in general has been difficult in the 
post-9/11 period. Second, there may be some ambiguity in the investigative process regarding 
exactly when criminal activity becomes domestic terrorism. Third, the federal government 
appears to use the terms “terrorist” and “extremist” interchangeably when referring to domestic 
terrorism. It is unclear why this is the case. Finally, and most importantly, which specific groups 
are and should be considered domestic terrorist organizations? The U.S. government does not 
provide a public answer to this question. Rather, the federal government defines the issue in terms 
of “threats,” not groups. 

Counting Terrorism Cases 

While statutory and practical federal definitions exist for “domestic terrorism,” there is little clear 
sense of the scope of the domestic terrorist threat based on publicly available U.S. government 
information. Most broadly, it has been said that in much of the post-9/11 period, the federal courts 
and DOJ may have applied different parameters when sorting, counting, and categorizing all 
types of terrorist prosecutions—let alone domestic terrorism cases.19 A 2009 study (critiqued by 
DOJ) found that the U.S. Federal District Courts, DOJ’s National Security Division, and federal 
prosecutors rely on different criteria to determine whether or not specific cases involve terrorism 
at all.20  

                                                 
18 See Gary A. Ackerman, “Beyond Arson? A Threat Assessment of the Earth Liberation Front,” Terrorism and 
Political Violence, vol. 15, no. 4 (2003), pp. 155-156. Hereinafter: Ackerman, “Beyond Arson?” 
19 Transactional Records Access Clearinghouse (TRAC), Who Is a Terrorist? Government Failure to Define Terrorism 
Undermines Enforcement, Puts Civil Liberties at Risk, September 8, 2009, http://trac.syr.edu/tracreports/terrorism/215/. 
DOJ issued a press release that broadly challenged these findings and suggested that TRAC may have omitted certain 
statistics in its study. TRAC refuted these claims. For the interchange between DOJ and TRAC, see http://trac.syr.edu/
tracreports/terrorism/219/.  
20 Ibid. 
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A bit more narrowly, in many instances, individuals considered to be domestic terrorists by 
federal law enforcement may be charged under non-terrorism statutes, making it difficult to grasp 
from the public record exactly how extensive this threat is. Regarding the prosecution of domestic 
terrorism cases, DOJ has noted that, “[a]lthough we do have at least one specialized [federal] 
statute aimed at animal enterprise terrorism,21 domestic terrorism cases often involve firearms, 
arson or explosive offenses; crimes relating to fraud; and threats and hoaxes.”22 In some 
instances, the crimes committed by people the FBI describes as domestic terrorism suspects do 
not violate federal law. When this occurs, the Bureau, “support[s] [its local] partners any way [it] 
can—sharing intelligence, offering forensic assistance, conducting behavioral analysis, etc.”23 
Thus, individuals considered domestic terrorists by federal law enforcement may not necessarily 
be federally charged as terrorists. 

Sifting Domestic Terrorism from Other Illegal Activity 

It may not be possible for investigators to describe the criminal activity involved early in an 
investigation as domestic terrorism. In these instances, investigators can work toward clarifying 
the motives of the suspects involved.24 Domestic terrorism cases differ from ordinary criminal 
activity in key ways. Most importantly, unlike ordinary criminals—who are often driven by self-
centered motives such as profit and tend to opportunistically seek easy prey—domestic terrorists 
are driven by a cause or ideology.25 If the motives involved eventually align with the definition 
laid out in 18 U.S.C. Section 2331(5), presumably the case becomes a domestic terrorist 
investigation. In some instances, ideologically motivated actors can also collaborate with profit-
driven individuals to commit crimes. 

To further cloud matters, another category of criminal activity, hate crime, may appear to involve 
ideological issues.26 However, as described by one federal official, a “hate crime” “generally 
involve[s] acts of personal malice directed at individuals” and is missing the broader motivations 
driving acts of domestic terrorism.27 For investigators, distinguishing between “personal malice” 
and ideologically motivated actions may be difficult in specific cases. This suggests that sorting 
domestic terrorism from hate crimes depends on the degree of a suspect’s intent. Did the suspect 
articulate an ideology, belong to a domestic terrorist group, or follow an extremist movement? 
The grey area between domestic terrorism and hate crime hints that in some instances, suspects 
with links to domestic terrorist movements or ideologies supporting domestic terrorism may be 
                                                 
21 This likely refers to the Animal Enterprise Protection Act from 1992. In late 2006 shortly after the white paper’s 
publication, this act was amended by the Animal Enterprise Terrorism Act. 
22 Department of Justice, Counterterrorism White Paper, June 22, 2006, p. 59. Hereinafter: Department of Justice, 
White Paper. 
23 Federal Bureau of Investigation, “Domestic Terrorism.” 
24 Responses of John E. Lewis, pp. 41, 42. 
25 In some instances such as those involving white-supremacist prison gangs who espouse extremist beliefs, the profit 
motive may be paramount in their criminal activity. See Joshua D. Freilich, Steven M. Chermak, and David Caspi, 
“Critical Events in the Life Trajectories of Domestic Extremist White Supremacist Groups,” Criminology and Public 
Policy, vol. 8, no. 3 (August 2009), p. 508. Hereinafter: Freilich, Chermak, and Caspi, “Critical Events. See also David 
Holthouse, “Smashing the Shamrock,” Intelligence Report, Southern Poverty Law Center, Issue 119, (Fall 2005), 
http://www.splcenter.org/get-informed/intelligence-report/browse-all-issues/2005/fall/smashing-the-shamrock?page=
0,1; Camille Jackson, “Nazi Low Riders,” Intelligence Report, Southern Poverty Law Center, Issue 114, (Summer 
2004), http://www.splcenter.org/get-informed/intelligence-report/browse-all-issues/2004/summer/nazi-low-riders. 
26 For more on hate crimes legislation, see CRS Report RL33403, Hate Crime Legislation, by William J. Krouse. 
27 Responses of John E. Lewis, p. 41. 
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charged with hate crimes.28 It is unclear to what extent this influences how the government 
understands the threat posed by extremist movements that hold racist beliefs. If some individuals 
of this ilk commit crimes against police or judges, for example, is the government more apt to 
label this activity as terrorism while individuals sharing these same racist motivations but 
targeting ordinary citizens based on race, religion, disability, ethnic origin, or sexual orientation 
are charged with hate crimes?  

The FBI’s public description of the case of confessed would-be bomber Kevin Harpham 
exemplifies how difficult it may be to characterize acts as domestic terrorism. Initially the FBI 
viewed the case as domestic terrorism. In 2011, Harpham, allegedly motivated by white 
supremacist ideology, left a bomb—which never detonated—along the route of a parade in 
Spokane, WA, honoring Dr. Martin Luther King, Jr. The FBI’s Northwest Joint Terrorism Task 
Force led the investigation.29 In prepared public remarks framing the “current state of the 
terrorism threat” from April 2011, the FBI’s Assistant Director for the Counterterrorism Division 
noted that Harpham’s case was one of “several recent domestic terrorism incidents [that] 
demonstrate the scope of the threat.”30 Harpham eventually pled guilty to committing a federal 
hate crime and attempting to use a weapon of mass destruction.31 Thereafter, the Bureau 
described the case as the successful prevention of a “horrific hate crime.”32 

Extremism vs. Terrorism  

Another concept that muddies discussion of domestic terrorism is “extremism.” The latter term is 
commonly applied to homegrown actors, whether they be domestic terrorists or adherents of 
ideologies forwarded by foreign groups such as Al Qaeda. National security expert Jonathan 
Masters has suggested that many law enforcement officials likely view “extremism” as largely 
synonymous with “terrorism.”33 Masters has also found that there is a “lack of uniformity in the 
way domestic terrorist activities are prosecuted” in the United States.34 Presumably, using the 
term “extremist” allows prosecutors, policymakers, and investigators the flexibility to discuss 
terrorist-like activity without actually labeling it as “terrorism” and then having to prosecute it as 
                                                 
28 While this discussion focuses on intent, domestic terrorists can exhibit additional traits that distinguish them from 
other offenders. For example, as part of their involvement in ideological movements, domestic terrorists often are 
exposed to more tactical training—in weapons, explosives, arson, reconnaissance, paramilitary discipline—than many 
more ordinary criminals. See Anti-Defamation League, Guidebook on Extremism for Law Enforcement, (2007), p. 9. 
Hereinafter: Anti-Defamation League, Guidebook. 
29 Department of Justice, press release, “Attempted Bomber Arrested,” March 9, 2011, http://seattle fbi.gov/dojpressrel/
pressrel11/se030911 htm. 
30 Mark F. Giuliano, Assistant Director, Counterterrorism Division, Federal Bureau of Investigation, prepared remarks 
delivered at the Washington Institute for Near East Policy, Stein Program on Counterterrorism and Intelligence, 
Washington, DC, April 14, 2011, http://www.fbi.gov/news/speeches/the-post-9-11-fbi-the-bureaus-response-to-
evolving-threats. 
31 Department of Justice, press release, “Attempted Bomber Pleads Guilty to Federal Hate Crime and Weapons 
Charge,” September 7, 2011, http://www.justice.gov/usao/wae/news/2011/2011_09_07_Harpham_Plea.html. 
32 Federal Bureau of Investigation, “MLK Parade Bomber,” January 13, 2012, http://www fbi.gov/news/stories/2012/
january/hatecrime_011312/hatecrime_011312?utm_campaign=email-Immediate&utm_medium=email&utm_source=
seattle-top-stories&utm_content=62754; Department of Justice, press release, “Colville, Wash., Man Indicted for 
Federal Hate Crime in Attempted Bombing of the MLK Unity March,” April 21, 2011, http://www.justice.gov/opa/pr/
2011/April/11-crt-509 html. 
33 Jonathan Masters, Militant Extremists in the United States, Council on Foreign Relations, Washington, DC, February 
7, 2011, http://www.cfr.org/terrorist-organizations/militant-extremists-united-states/p9236.  
34 Ibid. 
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such. This flexibility is certainly an asset to prosecutors. They can charge subjects of FBI 
domestic terrorism investigations under a wider array of statutes and, as a result, not describe the 
subjects publicly as terrorists. However, for policymakers this flexibility makes it hard to 
determine the scope of the domestic terrorist threat. One cannot get a clear sense of scope if some 
individuals are charged and publicly described as terrorists, others are discussed as extremists, 
and still others enter the public record only as criminals implicated in crimes not necessarily 
associated with terrorism, such as trespassing, arson, and tax fraud.  

What Is Extremism? 

The FBI’s public formulation of “extremism” suggests two components. First, extremism 
involves hewing to particular ideologies. Second, it also includes criminal activity to advance 
these ideologies.35 Thus, according to this construction, an anarchist believes in a particular 
ideology—anarchism. An “anarchist extremist” is an anarchist who adopts criminal tactics.36 

One scholar has indicated a similar bifurcation: First, extremism refers to an ideology outside a 
society’s key values, and for liberal democracies, such ideologies “support racial or religious 
supremacy and/or oppose the core principles of democracy and human rights.” Second, 
extremism can refer to the use of tactics that ignore the rights of others to achieve an 
ideological goal.37  

“Homegrown Violent Extremists” Are Not Domestic Terrorists 

The FBI and DHS have recently popularized the phrase “homegrown violent extremist” (HVE). It 
separates domestic terrorists from U.S.-based terrorists motivated by the ideologies of foreign 
terrorist organizations. (HVEs include some of the actors this report considers as “homegrown 
violent jihadists.”) According to DHS and the FBI, a HVE is “a person of any citizenship who has 
lived and/or operated primarily in the United States or its territories who advocates, is engaged in, 
or is preparing to engage in ideologically-motivated terrorist activities (including providing 
support to terrorism) in furtherance of political or social objectives promoted by a foreign terrorist 
organization, but is acting independently of direction by a foreign terrorist organization.”38 
                                                 
35 Federal Bureau of Investigation, “Domestic Terrorism: Anarchist Extremism, A Primer,” December 16, 2010, 
http://www fbi.gov/news/stories/2010/november/anarchist_111610/anarchist_111610. The focus of this piece, as the 
title suggests, is anarchist extremism, not necessarily defining the term “extremism.” Hereinafter: Federal Bureau of 
Investigation, “Anarchist Extremism.” This type of formulation—extremism consists of adherence to ideologies and 
criminal activity committed in the name of these ideologies—is replicated in the definitions provided within 
Department of Homeland Security, “Domestic Terrorism and Homegrown.” 
36 Making things more complex, the broader concept of “violent extremism” has been used by the Obama 
Administration. According to the administration, “violent extremists” are “individuals who support or commit 
ideologically-motivated violence to further political goals.” See Empowering Local Partners to Prevent Violent 
Extremism in the United States, August 2011, p. 1, http://www.whitehouse.gov/sites/default/files/
empowering_local_partners.pdf. 
37 Peter R. Neumann, Prisons and Terrorism: Radicalisation and De-Radicalisation in 15 Countries, International 
Centre for the Study of Radicalisation and Political Violence, London, 2010, p. 12, http://www.icsr.info/publications/
papers/1277699166PrisonsandTerrorismRadicalisationandDeradicalisationin15Countries.pdf. In its Guidebook on 
Extremism for Law Enforcement, Hereinafter: Neumann, Prisons and Terrorism. The Anti-Defamation League has 
defined extremists as: “people who subscribe to extreme ideologies.” The group goes on to say, “extreme ideologies are 
those that promote world views so radical that most other people will not agree with them.” See Anti-Defamation 
League, Guidebook, p. 3. 
38 This definition appears to differ from the conceptualization of “homegrown jihadists” used in this report by (1) only 
(continued...) 
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According to the FBI and DHS, an HVE is not a domestic terrorist—they are two distinct 
categories of terrorist actors.39 

The Lack of an Official Public List  

The federal government does not generate an official and public list of domestic terrorist 
organizations or individuals.40 The development of such a list may be precluded by civil liberties 
concerns (i.e. inclusion in a publicly available list may impinge on a group’s exercise of free 
speech or its other constitutionally protected activities). However, a lack of official lists or 
processes to designate groups or individuals as domestic terrorists makes it difficult to assess 
domestic terrorism trends and evaluate federal efforts to counter such threats. An unnamed DHS 
official cited in a news report stated that “unlike international terrorism, there are no designated 
domestic terrorist groups. Subsequently, all the legal actions of an identified extremist group 
leading up to an act of violence are constitutionally protected and not reported on by DHS.”41 
Constitutionality aside, the lack of a list may also contribute to a certain vagueness in the public 
realm about which groups the federal government considers domestic terrorist organizations. 
While the government does not provide an official and public list of domestic terrorist 
organizations, it does include domestic terrorists (along with international terrorists) in its 
Terrorist Screening Database, commonly known as the “Terrorist Watchlist.”42  

The government is much less vague regarding foreign terrorist organizations. They are officially 
designated as such according to a well-established legally and procedurally proscribed regimen. 
According to the Department of State’s Bureau of Counterterrorism, as of September 2012 the 
Secretary of State had designated 51 foreign terrorist organizations according to Section 219 of 
the Immigration and Nationality Act, as amended.43  

                                                                 
(...continued) 
including individuals not directed by a foreign organization and by (2) including all sorts of terrorists motivated by 
foreign ideologies, not just violent jihadists. See Department of Homeland Security and Federal Bureau of 
Investigation, Joint Intelligence Bulletin, “Use of Small Arms: Examining Lone Shooters and Small-Unit Tactics,” 
August 16, 2011, p. 3. 
39 Ibid. 
40 See Christopher Bellavita, “Does the U.S. Have Any Domestic Terrorist Groups?” Homeland Security Watch, June 
29, 2010, http://www hlswatch.com/2010/06/29/does-the-us-have-any-domestic-terrorist-groups/. Hereinafter: 
Bellavita, “Domestic Terrorist Groups.” See also R. Jeffrey Smith, “Homeland Security Department Curtails Home-
Grown Terror Analysis,” Washington Post, June 7, 2011, http://www.washingtonpost.com/politics/homeland-security-
department-curtails-home-grown-terror-analysis/2011/06/02/AGQEaDLH_story_1 html. Hereinafter: Smith, 
“Homeland Security.” David E. Heller, “Designating Domestic Terrorist Individuals or Groups,” (Master’s Thesis, 
Naval Postgraduate School, 2010). Hereinafter: Heller, “Designating Domestic.” 
41 Smith, “Homeland Security.” 
42 Federal Bureau of Investigation, Terrorist Screening Center, “Frequently Asked Questions,” http://www.fbi.gov/
about-us/nsb/tsc/tsc_faqs. See also Timothy J. Healy, Director, Terrorist Screening Center, Federal Bureau of 
Investigation, Statement before the House Judiciary Committee, Washington, DC, March 24, 2010, http://www fbi.gov/
news/testimony/sharing-and-analyzing-information-to-prevent-terrorism?searchterm=Timothy+J.+Healy; Bellavita, 
“Domestic Terrorist Groups.” 
43 For the legal criteria used to designate a foreign terrorist organization, the legal ramifications of designation, and 
ancillary effects of designation see Department of State, “Foreign Terrorist Organizations,” September 28, 2012, 
http://www.state.gov/j/ct/rls/other/des/123085 htm. Hereinafter: Department of State, “Foreign Terrorist 
Organizations.” 
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Toward a Practical Definition: Threats Not Groups 
As discussed above, DOJ and the FBI do not list domestic terrorist organizations publicly and 
officially. This may complicate the understanding that federal policymakers have of what exactly 
the government considers “domestic terrorism.” While not naming specific groups, DOJ and the 
FBI have openly delineated domestic terrorist threats. DOJ has identified domestic terrorism 
threats to include criminal activity by “animal rights extremists, eco-terrorists, anarchists, anti-
government extremists such as ‘sovereign citizens’ and unauthorized militias, [b]lack separatists, 
[w]hite supremacists, and anti-abortion extremists.”44 

The actors who constitute each of the domestic terrorist “threats” outlined by DOJ draw upon 
ideologies whose expression largely involves constitutionally protected activity. The FBI 
safeguards against cases focused solely on constitutionally protected activities. All FBI 
investigations have to be conducted for an authorized national security, criminal, or foreign 
intelligence collection purpose.45 The purpose of an investigation may not be to solely monitor 
First Amendment rights.46  

However, it is unclear how DOJ or the FBI arrive at their list of domestic terrorism threats. This 
poses at least two fundamental questions:  

• How does a particular brand of dissent become ripe for description by DOJ and 
the FBI as driving a “domestic terrorism” threat? 

What criteria are involved in such a process?  

How many crimes or plots attributed to a specific ideology have to occur to stimulate 
the identification of a new extremist threat? Is the severity of the crimes linked to an 
ideology taken into consideration?  

• At what point do ideologically driven domestic terrorism threats cease to exist? 

Should there be a means for public petitioning of the government to eliminate various 
threats as investigative priorities? 

The below discussion of domestic terrorism threats will follow the order in which DOJ listed 
them. This does not necessarily presume the priority of one over the other. It is also important to 
note that instances of animal rights extremism and eco-terrorism within the last 10 years are 

                                                 
44 Department of Justice, White Paper, p. 59. See also Federal Bureau of Investigation, “Domestic Terrorism.” The 
FBI’s domestic terrorism investigations likely cover these categories as well as lone wolves (lone offenders): extremists 
who commit crimes without the support of a formal organization or network. Some lone wolves are motivated by the 
ideologies behind the threats outlined by DOJ, but they can fashion their own ideologies as well. In the past, in the area 
of domestic terrorism, the FBI has distinguished between “special interest terrorism” and “traditional right-wing and 
left-wing terrorism: “Special interest terrorism differs from traditional right-wing and left-wing terrorism in that 
extremist special interest groups seek to resolve specific issues, rather than effect widespread political change. Special 
interest extremists continue to conduct acts of politically motivated violence to force segments of society, including the 
general public, to change attitudes about issues considered important to their causes. These groups occupy the extreme 
fringes of animal rights, pro-life, environmental, anti-nuclear, and other movements.” It is unclear whether the FBI still 
uses the categories of “special interest,” “left-wing,” and “right-wing” terrorism. See Jarboe, Testimony. 
45 Federal Bureau of Investigation, Domestic Investigations and Operations Guide, redacted, October 15, 2011, p. 4-1 
through p. 4-2. 
46 Ibid. 
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more readily available in the public record than cases involving other types of domestic 
terrorism. The extensive use of such examples in this report does not imply the prominence of 
animal rights extremism or eco-terrorism over other domestic terrorist threats. 

Animal Rights Extremists and Environmental Extremists  

The term “animal rights extremism” covers criminal acts committed in the name of animal 
rights.47 Environmental extremism—most often referred to as “Eco-terrorism”—includes criminal 
acts committed in the name of the environment.48 These terms are not applied to groups or 
individuals involved with environmental movements or animal welfare protection/rights activism 
within the “confines of civil society and the rule of law.”49 

Many of the crimes committed by both animal rights extremists and eco-terrorists are perpetrated 
by independent small cells or individuals who harass and intimidate their victims.50 These cells or 
lone actors engage in crimes such as vandalism, theft, the destruction of property, and arson. Most 
animal rights and eco-extremists also eschew physical violence directly targeting people or 
animals. Regardless, crimes committed by eco-terrorists and animal rights extremists have caused 
millions of dollars in property damage, and some have involved the intimidation and harassment 
of victims.51 These two types of extremism are often discussed together, because the two broader 
radical movements from which they draw their philosophical underpinnings have similar beliefs 
and overlapping membership.  

The two movements—the Animal Liberation Front (ALF) and the Earth Liberation Front (ELF)—
have the greatest reach among animal rights extremists and eco-terrorists. The ALF and the ELF 
are too diffuse to be called groups. Neither the ALF nor the ELF maintains formal rosters or 
leadership structures, for example.52 However, each communicates a sense of shared identity and 
attracts people who commit crimes in its name. They achieve this via “above-ground” wings. 
Largely using websites, ALF and ELF supporters publish literature highlighting movement 
philosophies, tactics, and accounts (press releases) of recent movement-related criminal activity. 
Much of this involves protected speech and occurs in the public realm. Press releases allow 
“underground” extremists to publicly claim responsibility for criminal activity in the name of 
either movement while maintaining secrecy regarding the details of their operations. The ALF 
and the ELF do not work alone. Members of other entities such as Stop Huntingdon Animal 
Cruelty (SHAC) have committed crimes in the name of animal rights, for example.  

                                                 
47 Department of Homeland Security, “Domestic Terrorism and Homegrown.” 
48 For the purposes of this paper, “eco-terrorists,” “eco-extremists,” and “environmental extremists” are synonymous. 
These terms and “animal rights extremism” describe individuals engaged in criminal activity in the name of radical 
environmental ideologies or animal rights. It is unclear why environmental extremists are frequently dubbed “eco-
terrorists” while animal rights extremists do not have a similar commonplace usage applied to them. 
49 See Kevin R. Grubbs, “Saving Lives or Spreading Fear: The Terroristic Nature of Eco-Extremism,” Animal Law, vol. 
16, no. 2 (2010), p. 353-57. Hereinafter: Grubbs, “Saving Lives.” 
50 See Federal Bureau of Investigation, “Putting Intel to Work against ELF and ALF Terrorists,” June 30, 2008, 
http://www fbi.gov/news/stories/2008/june/ecoterror_063008. Hereinafter: FBI, “Putting Intel.”  
51 Ibid. 
52 Both the ALF and the ELF focus on criminal activity as central tenets of their philosophies or operational guidelines, 
and the FBI emphasizes that criminal activity is a key element in the identities of these movements. See FBI, “Putting 
Intel.” 
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Additional factors tangle our understanding of the ALF and the ELF. People can simultaneously 
participate in both. This may partly be true because the movements are so amorphous. The two 
movements also share similar agendas, and in 1993 they declared solidarity.53 All of this can play 
out confusingly in the real world. For example, an individual can commit a crime and claim 
responsibility for it online in the name of both the ALF and the ELF. One case especially 
highlights intersections between the ALF and the ELF.  

In late 2005 and early 2006, the FBI dismantled a network that, according to DOJ, committed 
violent acts in the name of both the ALF and the ELF. The group included about 20 individuals 
and called itself “the Family.” It was reportedly responsible for at least 25 criminal incidents 
totaling approximately $48 million in damages in the late 1990s and early 2000s and disbanded at 
some point in 2001, due to law enforcement pressure on the group. The Family was responsible 
for an arson attack in 1998 at the Vail Ski Resort. Eight simultaneous fires damaged radio towers, 
ski lift towers, restaurants, and the ski patrol office at the Colorado site and totaled over $24 
million in losses.54 

Philosophical Underpinnings 

Both the ALF and the ELF rely on and borrow from a number of philosophical underpinnings to 
rationalize their beliefs and actions. These help forge a common identity among individuals in 
each movement. These ideas are also key principles professed by more mainstream animal rights 
or environmental activists engaged in legal protest.  

The ALF: Animal Rights and Speciesism. The ALF’s moral code includes the belief that 
animals possess basic inalienable rights such as life, liberty, and the pursuit of happiness, and this 
suggests that animals cannot be owned. According to the ALF, the U.S. legal system—which 
describes animals as property—is corrupt, and there exists a “higher law than that created by and 
for the corporate-state complex, a moral law that transcends the corrupt and biased statutes of the 
US political system.”55 Simply put, the rights of one species do not trump the rights of others. To 
suggest otherwise is to be prejudiced, according to animal rights adherents. 

For the ALF and other animal rights supporters, the favoring of one species, particularly humans, 
over others has a name: speciesism. For the ALF, speciesism is a “discriminatory belief system as 
ethically flawed and philosophically unfounded as sexism or racism, but far more murderous and 
consequential in its implications.”56 Thus, the movement couches the theft or illegal release of 
                                                 
53 U.S. Congress, Senate Committee on Environment and Public Works, “Statement of Carson Carroll, Deputy 
Assistant Director, Bureau of Alcohol, Tobacco, Firearms, and Explosives,” Eco-Terrorism Specifically Examining the 
Earth Liberation Front and the Animal Liberation Front, 109th Cong., 1st sess., May 18, 2005, S. Hrg. 109-947 
(Washington: GPO, 2007), p. 43. Hereinafter: Statement of Carson Carroll. 
54 Federal Bureau of Investigation, “Operation Backfire: Help Find Four Eco-Terrorists,” November 19, 2008, 
http://www fbi.gov/news/stories/2008/november/backfire_11908; Department of Justice, press release, “Eleven 
Defendants Indicted on Domestic Terrorism Charges,” January 20, 2006, http://www.justice.gov/opa/pr/2006/January/
06_crm_030 html. Hereinafter: Department of Justice, “Eleven Defendants.” See also United States v. Joseph Dibee et. 
al, Sentencing Memorandum, CR 06-60069-AA, CR 06-60070-AA, CR 06-60071-AA, CR 06-60078-AA, CR 06-
60079-AA, CR 06-60080-AA, CR 06-60120-AA, CR-06-60122-AA, CR-06-60123-AA, CR-06-60124-AA, CR-06-
60125-AA, CR-60126-AA, U.S. District Court, District of Oregon, May 4, 2007, pp. 6, 8, 19, 20-21. Hereinafter: U.S. 
v. Dibee et al. 
55 North American Animal Liberation Press Office, “History of the Animal Liberation Movement,” 
http://www.animalliberationpressoffice.org/Background.htm. Hereinafter: NAALPO, “History.” 
56 Steven Best and Anthony J. Nocella, II, “Behind the Mask: Uncovering the Animal Liberation Front,” in Terrorists 
(continued...) 
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animals used in research or for economic gain as “liberation.” The ALF views the destruction of 
laboratory infrastructure or tools as the elimination of items used to enslave species who have the 
same rights as humans. Intimidation of scientists and employees of businesses tied to animal 
research or testing is rationalized as confrontation with “oppressors” or those who, in the eyes of 
movement adherents, abuse and murder animals.57 

The ELF: An Ideological Mélange. Eco-terrorists are motivated by a mélange of environmental 
philosophies. There is no single formula for what constitutes the ideological makeup of an ELF 
follower, but several concepts likely play key roles in the movement. These are biocentrism, deep 
ecology, social ecology, and green anarchism. Biocentrism argues for the equality of all 
organisms.58 Deep ecology suggests that all species are part of “the larger super-organism that is 
nature.”59 It criticizes industrialization and views modern human impact on the earth as negative 
and hearkens back to small communities centered on subsistence agriculture.60 Social ecology 
suggests that hierarchical human society leads to social inequalities and environmental harm. 
Green anarchism ascribes environmental harm to civilization and domestication and embraces the 
notion of “rewilding,” or rejecting civilization and returning to a hunter-gatherer state to preserve 
one’s natural surroundings.61 

Anarchist Extremists 

According to the FBI, anarchist extremists commit crimes in the name of anarchist ideals.62 These 
ideals include belief that  

individual autonomy and collective equality are fundamental and necessary for a functional, 
civilized society. [Anarchism] resists the existing hierarchical structure of society that gives 
some people authority and control over others. [According to anarchists] authority imbues 
power, and power always is used in illegitimate and self-serving ways by those who have 
it.63  

Anarchist extremists as well as anarchists engaging in constitutionally protected activity can 
oppose government, business, or social interests that they view as dangerous. As this suggests, 
anarchists advocate some form of revolution that realigns authority and power in the societies 
                                                                 
(...continued) 
or Freedom Fighters? Reflections on the Liberation of Animals, ed. Steven Best and Anthony J. Nocella, II (New York: 
Lantern Books, 2004), p. 24. Hereinafter: Best and Nocella, “Behind the Mask.” Best reportedly advises NAALPO, see 
http://naalpo.posterous.com/our-task-new-essay-by-press-office-advisor-st. P. Michael Conn and James V. Parker, The 
Animal Research War (New York: Palgrave Macmillan, 2008), p. xix. Hereinafter: Conn and Parker, The Animal. See 
also NAALPO, “History” which excerpts Best and Nocella’s work. 
57 NAALPO, “History.” 
58 Stefan H. Leader and Peter Probst, “The Earth Liberation Front and Environmental Terrorism,” Terrorism and 
Political Violence, vol. 15, no. 4 (Spring/Summer 2005), pp. 39-40. Hereinafter: Leader and Probst, “The Earth 
Liberation Front.” 
59 Conn and Parker, The Animal, xx. 
60 Leader and Probst, “The Earth Liberation Front,” pp. 39-40. 
61 Sean Parson, “Understanding the Ideology of the Earth Liberation Front,” Green Theory and Praxis: The Journal of 
Ecopedagogy, vol. 4, no. 2 (2008), pp. 54-58. 
62 Ibid. 
63 Randy Borum and Chuck Tilby, “Anarchist Direct Actions: A Challenge for Law Enforcement,” Studies in Conflict 
and Terrorism, vol. 28, no. 3, (2005), p. 202. Hereinafter: Borum and Tilby, “Anarchist Direct Action.” 
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they desire to transform. However, adherents cannot agree to a single means for attaining 
revolutionary change.64  

As one may assume, anarchist activity is decentralized. In fact, a basic, temporary organizational 
structure—the affinity group—likely plays a larger role in shaping the work of U.S. anarchists 
than any formal long-lasting entities or networks.65 Affinity groups are “autonomous militant 
unit[s] generally made up of between five-to-twenty individuals who share a sense of the causes 
worth defending and the types of actions they prefer to engage in. The decision-making process is 
anarchist, that is to say, egalitarian, participatory, deliberative, and consensual.”66 An affinity 
group often consists of a circle of friends. The friends coalesce around a specific objective and 
break apart when they achieve their desired ends. Individual groups can band together in 
“clusters” and clusters can coordinate their efforts, if need be.67 The ends can be legal or illegal, 
violent or non-violent, covert or open. These structures have a long history among anarchists, but 
other movements use them as well.68 Also, anarchists can engage in what they call “black bloc” 
tactics. These involve secretive planning for public—often criminal—activity in which 
participants, typically dressed in black, act en-masse.69 Adding to the sprawling nature of the 
anarchist movement, some adherents also participate in the ALF and the ELF. These three 
movements share general philosophical tenets such as opposition to globalization and 
capitalism.70  

The FBI has described anarchist extremists as typically being “event driven,” meaning 

they show up at political conventions, economic and financial summits, environmental 
meetings, and the like. They usually target symbols of Western civilization that they perceive 
to be the root causes of all societal ills—i.e., financial corporations, government institutions, 
multinational companies, and law enforcement agencies. They damage and vandalize 
property, riot, set fires, and perpetrate small-scale bombings. Law enforcement is also 
concerned about anarchist extremists who may be willing to use improvised explosives 
devices or improvised incendiary devices.71 

Anarchist extremists in the United States have been involved in illegal activity during mass 
protests surrounding events such as the 1999 World Trade Organization Ministerial Conference in 
Seattle, WA. 

Anarchist extremists reportedly committed crimes during the 2008 Republican National 
Convention in St. Paul, MN.72 To coordinate their protests during the convention, some anarchists 

                                                 
64 Ibid., p. 203. 
65 Ibid., p. 207. 
66 Francis Dupuis-Déri, “Anarchism and the Politics of Affinity Groups,” Anarchist Studies, vol. 18, no. 1 (2010), 
p. 41. Hereinafter: Dupuis-Déri, “Anarchism.”  
67 CrimethInc. Workers’ Collective, Recipes for Disaster: An Anarchist Cookbook, (Olympia, WA: CrimethInc. 
Workers’ Collective, 2004), pp. 28-34. Hereinafter: Anarchist Cookbook. 
68 Dupuis-Déri, “Anarchism,” p. 43. 
69 Anarchist Cookbook, pp. 127-130. 
70 Borum and Tilby, “Anarchist Direct Action,” p. 208. 
71 Federal Bureau of Investigation, “Anarchist Extremism.” 
72 Ibid. For information on reported anarchist criminal activity related to the 2008 Republican National Convention, see 
Department of Justice, press release, “Michigan Man Sentenced for Possessing Molotov Cocktails,” March 10, 2009, 
http://www fbi.gov/minneapolis/press-releases/2009/mp031009 htm; Department of Justice, press release, “Texas Man 
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formed what they called the “RNC Welcoming Committee” (RNCWC).73 In September 2007, the 
RNCWC developed a plan to broadly organize the activities of affinity groups intending to 
disrupt the convention. Law enforcement infiltrated and undermined these efforts, arresting 800 
people, including eight involved with the RNCWC.74 Initially, in Minnesota state court, the eight 
“had been charged with felonies: first-degree damage to property and second-degree conspiracy 
to riot. Prosecutors added a more serious charge of conspiracy to riot in furtherance of terrorism, 
which was later dismissed.”75 Five of the eight pled guilty to gross misdemeanor charges in 2010. 
The others had all of the charges they faced dismissed.76  

On April 30, 2012, five men who reputedly had anarchist sympathies were arrested for 
purportedly scheming to blow up a bridge near Cleveland, OH.77 The plot was apparently timed 
to coincide with peaceful protest activity arranged by Occupy Cleveland, an offshoot of the 
Occupy Wall Street movement. Occupy Cleveland representatives have stated that the alleged 
would-be bombers “were in no way representing or acting on behalf of Occupy Cleveland.”78 An 
FBI sting operation led to the quintet’s arrest.79 Purportedly, the group relied on an undercover 
FBI employee to supply them with two inert bombs that the conspirators believed 
were functional.80  

Criminal acts involving anarchist extremists do not have to be event-driven. For example, Joseph 
Konopka, the self-dubbed “Dr. Chaos,” allegedly led a group of boys he called “The Realm of 
Chaos” in a series of crimes involving vandalism to radio and cell phone towers in the late 1990s 
and early 2000s. In 2002, he was arrested in Chicago for storing more than a pound of deadly 
                                                                 
(...continued) 
Sentenced on Firearms Charges Connected to the Republican National Convention,” May 21, 2009, 
http://www fbi.gov/minneapolis/press-releases/2009/mp052109a htm; Department of Justice, press release, “Austin, 
Texas Man Sentenced for Possessing Molotov Cocktails During the Republican National Convention,” May 14, 2009, 
http://www fbi.gov/minneapolis/press-releases/2009/mp051409.htm. For information on a matter possibly related to the 
anarchist criminal activity at the 2008 convention, see James C. McKinley, Jr., “Anarchist Ties Seen in ‘08 Bombing of 
Texas Governor’s Mansion,” New York Times, February 22, 2011, http://www nytimes.com/2011/02/23/us/
23texas.html. 
73 For an archived version of the group’s website see http://web.archive.org/web/20080907081250/http://
www.nornc.org./. 
74 Pat Pheifer, “Guilty Pleas Close Book on ‘08 Convention Protests,” Minneapolis-St. Paul Star Tribune, October 19, 
2010, http://www.startribune.com/templates/Print_This_Story?sid=105311223. Hereinafter: Pheifer, “Guilty Pleas.” 
See also Fred Burton and Scott Stewart, “The Lessons of St. Paul,” STRATFOR, September 10, 2008, 
http://www.stratfor.com/weekly/lessons_st_paul?ip_auth_redirect=1. 
75 Pheifer, “Guilty Pleas.” 
76 Ibid. 
77 Department of Justice, press release, “Five Men Arrested in Plot to Bomb Ohio Bridge,” May 1, 2012, 
http://www fbi.gov/cleveland/press-releases/2012/five-men-arrested-in-plot-to-bomb-ohio-bridge. Hereinafter: 
Department of Justice, “Five Men.” David Ariosto, “5 Arrested in Alleged Plot to Blow Up Cleveland-Area Bridge,” 
CNN, May 1, 2012, http://www.cnn.com/2012/05/01/justice/ohio-bridge-arrests/index html. 
78 Henry J. Gomez, “Bridge Bomb Plot: Suspects Were Active in Occupy Cleveland, Even As Movement Slowed to a 
Crawl,” Cleveland Plain Dealer, May 2, 2012, http://www.cleveland.com/metro/index.ssf/2012/05/
bridge_bomb_plot_suspects_were html. 
79 Department of Justice, “Five Men.” 
80 Ibid. Four of the conspirators pled guilty “to conspiracy to use weapons of mass destruction, attempted use of 
weapons of mass destruction, and malicious use of an explosive device to destroy property used in interstate 
commerce.” See Department of Justice, press release, “Three Men Sentenced to Prison for Roles in Plot to Bomb Ohio 
Bridge,” November 20, 2012, http://www fbi.gov/cleveland/press-releases/2012/three-men-sentenced-to-prison-for-
roles-in-plot-to-bomb-ohio-bridge.  
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cyanide powder in a passageway in a Chicago Transit Authority subway tunnel.81 He had obtained 
the material (potassium cyanide and sodium cyanide) from an abandoned warehouse.82 In 2002, 
Konopka pled guilty in federal court to possessing chemical weapons, and in 2005 he pled guilty 
to 11 felonies, including conspiracy, arson, creating counterfeit software, and interfering with 
computers in Wisconsin.83 

White Supremacist Extremists 

The term “white supremacist extremism” (WSE) describes people or groups who commit 
criminal acts in the name of white supremacist ideology. At its core, white supremacist ideology 
purports that the white race ranks above all others. WSE draws on the constitutionally protected 
activities of a broad swath of racist hate-oriented groups active in the United States ranging from 
the Ku Klux Klan to racist skinheads. Some of these groups have elaborate organizational 
structures, dues-paying memberships, and media wings. Additionally, many individuals espouse 
extremist beliefs without having formal membership in any specific organization.  

A large proportion of white supremacists dualistically divide the world between whites and all 
other peoples who are seen as enemies.84 Particular animus is directed toward Jews and African 
Americans. In fact, a common racist and revisionist historical refrain is that the civil rights 
movement succeeded only because Jews orchestrated it behind the scenes.85  

Scholars indicate that white supremacists believe in racial separation and that society 
discriminates against them. To them, whites have lost “ground to other groups and ... extreme 
measures are required to reverse the trend.”86 All of this has been encapsulated in a slogan known 
as the “Fourteen Words”: “We must secure the existence of our race and a future for white 
children.” This was coined by David Lane, a member of a violent terrorist group active in the 
1980s. The Fourteen Words have been described as “the most popular white supremacist slogan 
in the world.”87  

Neo-Nazism and its obsession with Adolph Hitler and Nazi Germany is also a prominent 
component of white supremacist extremism in the United States.88 The father of American neo-
Nazism, George Lincoln Rockwell, became publicly active in the late 1950s. According to one 
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Robinson, “Federal Prosecutors Want ‘Dr. Chaos’ to Remain Locked Up,” Associated Press, March 13, 2002; Meg 
Jones and Jesse Garza, “‘Anarchist’ Charged Over Cache of Cyanide,” Milwaukee Journal Sentinel, March 12, 2002. 
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with a terrorist group named the Order. See “Founder of Terrorist Group Dies in Prison,” Terre Haute Tribune-Star, 
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scholar, Rockwell laid down three concepts that have shaped neo-Nazism ever since. For his 
followers, he reconfigured the racial notion of “white,” broadening it beyond “Aryan” to include 
people of Southern and Eastern European descent. Additionally, Rockwell denied the Holocaust. 
He also encouraged tying neo-Nazism to religion, and some of his followers took up the obscure 
creed of Christian Identity.89 

Conflict and Conspiracy 

Aside from racial superiority, a dualistic view of the world, and neo-Nazism, at least two other 
broad concepts shape white supremacy in the United States. They are the inevitability of violent 
conflict, and a belief that conspiracies hostile to white supremacy shape the existing world.90 It 
can be said that WSE broadly shares these concepts with the militia movement (discussed below). 

The FBI has stated that white supremacists “commonly anticipate” waging war against their 
opponents.91 For example, the inevitability of RAHOWA—an acronym for “racial holy war”—is 
a central tenet of the neo-Nazi Creativity Movement, which has its roots in the Church of the 
Creator, a racist group founded by Ben Klassen in 1973.92 Klassen, who committed suicide in 
1993, argued that whites had no choice but to wage war against non-whites.93 Likewise, some 
white supremacists use racism to interpret apocalyptic imagery from Norse mythology embodied 
in Odinism.94 Most Odinists are not racists, however.95 

Conspiracism has been defined as “the idea that most major historic events have been shaped by 
vast, long-term, secret conspiracies that benefit elite groups and individuals.”96 Conspiracy 
                                                 
89 Fredrick J. Simonelli, “The Neo-Nazi Movement,” Southern Poverty Law Center, http://www.splcenter.org/get-
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intelligence-files/groups/creativity-movement. See also Dobratz, “The Role,” p. 290; and Federal Bureau of 
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93 Ben Klassen, “RAHOWA: The Fighting Slogan of the White Race,” Racial Loyalty, no. 32 (February 1986), 
http://www.archive.org/details/RahowaThisPlanetIsAllOurs. 
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Norse religion and Christianity or a belief system that draws exclusively on Nordic mythology. See Jonathan White, 
“Political Eschatology: A Theology of Antigovernment Extremism,” The American Behavioral Scientist, vol. 44, no. 6, 
(February 2001), p. 939. 
95 Berlet and Vysotsky, “Overview,” p. 30. 
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theories are not the province of a particular movement or group. Regardless, conspiracy theories 
can particularly shape the outlooks and actions of white supremacist extremists. Media sources 
have stated that Richard Poplawski—convicted of shooting and killing three Pittsburgh police 
officers in April 2009—believed that a Zionist conspiracy controlled government and major 
corporations in the United States.97 

As in Poplawski’s example, anti-Semitism plays a prominent role in the racist conspiracies of 
many white supremacists.98 These people—as well as anti-government extremists—believe in 
something they call the Zionist Occupied Government (ZOG).99 ZOG refers to the federal 
government, which adherents contend is “controlled or manipulated by international Jewish 
interests.”100 On its website, one WSE group has sold versions of a video game titled “ZOG’s 
Nightmare.” Gameplay involves shooting nonwhites while being chased by a police agency 
controlled by Jews.101 Racists explain all sorts of personal or social grievances by invoking 
ZOG.102 One scholar has described ZOG as 

an omnipresent and omnipotent cabal involving at its heart varying constellations of Jews, 
Illuminati, Freemasons, plutocrats, and multinational corporations. It operates through many 
social ‘front’ institutions, from the United Nations to Parent-Teacher Associations.... ZOG 
can be used to explain not only the existence of affirmative action, environmental pollution, 
and pornography but also why a certain individual made poor grades in school, lost his job, 
or seems unable to find a partner.103 

According to adherents, ZOG is said to control the media, arts, religion, science, and education.104 

Loss of Prominent Leaders 

In the 1980s and 1990s, a small number of figures dominated white supremacist circles. They 
were intimately linked to their own relatively cohesive organizations. By the early 2000s, these 
groups fragmented as they lost their leaders. This fragmented situation likely persists. In fact, one 
study from 2006 has described “a recent crisis of leadership in the hate movement.”105  

                                                 
97 Timothy McNulty, Paula Reed Ward and Sadie Gurman, “Jury Decides Poplawski Should Die for Killing 3 
Officers,” Pittsburgh Post-Gazette, June 28, 2011. Hereinafter: McNulty et al., “Jury Decides.” See also Anti-
Defamation League, “Richard Poplawski: The Making of a Lone Wolf,” April 8, 2009, http://www.adl.org/learn/
extremism_in_the_news/White_Supremacy/poplawski%20report htm. Hereinafter: Anti-Defamation League, “Richard 
Poplawski.” Sean D. Hamill, “Man Accused in Pittsburgh Killings Voiced Racist Views Online,” New York Times, 
April 7, 2009, http://www nytimes.com/2009/04/07/us/07pittsburgh.html. Hereinafter: Hamill, “Man Accused.” 
98 Berlet and Vysotsky, “Overview,” p. 13. 
99 Also seen as “Zionist Occupation Government.” 
100 Institute for Intergovernmental Research, Investigating Terrorism, p. 93; Mattias Gardell, Gods of the Blood: The 
Pagan Revival and White Separatism (Durham, NC: Duke University Press, 2003), pp. 11, 54, 68-69. Hereinafter: 
Gardell, Gods. 
101 Anti-Defamation League, The National Socialist Movement, http://www.adl.org/Learn/Ext_US/nsm/tactics.asp?
LEARN_Cat=Extremism&LEARN_SubCat=Extremism_in_America&xpicked=3&item=nsm. 
102 Gardell, Gods, p. 68. 
103 Ibid. 
104 Ibid. 
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Two particularly well-known white supremacist figures died in the last decade. William Pierce, 
head of the National Alliance died in 2002. Richard Butler, leader of Aryan Nations, died in 2004. 
Both Peirce and Butler articulated clear ideologies that attracted followers and drew upon 
resources such as rural headquarters/compounds to sustain their organizations.106 By the early 
2000s, the National Alliance even had a substantial revenue stream estimated at $1 million 
annually generated from a publishing company and record labels it owned as well as dues.107 The 
deaths of Butler and Pierce exacerbated the downfall of both organizations. The decline of these 
groups also resulted from a number of other forces, such as infighting among members and 
pressure from law enforcement and watchdog groups.108  

Two prominent white supremacist movements are discussed below. 

National Socialist Movement (NSM) 

One white supremacist organization active in the United States is the National Socialist 
Movement (NSM). It has benefitted from the decline of these other groups as well as new 
leadership in the form of Jeff Schoep.109 The NSM also capitalized on the expansion of the 
Internet in the early 2000s. The group, which emerged in 1974, is a descendant of the American 
Nazi Party, and until the 1990s and early 2000s “it operated only on the fringes of the neo-Nazi 
movement.”110 As of 2008, the group had around 500 members and close associates throughout 
the United States.111 The NSM is flexible about membership, allowing its members to also 
participate in other white supremacist organizations.112  

Individuals allegedly tied to the NSM at some point in their lives have run afoul of the law. 

• In Minnesota in April 2012, Joseph Benjamin Thomas was indicted on drug-
related charges, and Samuel James Johnson was indicted on weapons-related 
charges. Purportedly the two were tied to NSM—at one point Johnson had served 
as its leader in Minnesota. The duo had reportedly formed their own white 
supremacist group, gathering weapons and ammunition and planning to attack 
the government and other targets.113 In June 2012, Johnson pled guilty to “one 
count of being a felon in possession of firearms.”114 In July 2012, Thomas pled 
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guilty to “possession with intent to distribute more than 50 grams of high-purity 
methamphetamine.”115 

• In January 2011, William White, a onetime member of the NSM and founder of 
his own white supremacist organization, was convicted116 of soliciting violence 
online against the jury foreman in U.S. v. Matthew Hale.117 In April 2011, a 
federal judge reversed White’s conviction. The judge ruled that prosecutors had 
failed to prove that White actually intended to harm the foreman and that White’s 
web posting regarding the foreman was protected by the First Amendment.118 In 
an unrelated case, in December 2009, White was convicted of four counts of 
communicating threats in interstate commerce and one count of witness 
intimidation. One of the convictions for communicating threats in interstate 
commerce was later reversed.119 The witness intimidation charges involved White 
reportedly attempting to “delay or prevent the testimony” of African Americans 
in a discrimination case.120 According to publicly available information, in 2005 
and 2006 White was involved with NSM, for a time serving as its national 
spokesman.121 His activity with NSM ceased after he had a falling out with 
Schoep.122 
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Racist Skinheads 

In the United States, racist skinheads have a legacy stretching back to the early 1980s.123 
However, skinhead culture originated in the United Kingdom in the late 1960s and today has a 
global reach.124 Since the early 2000s, the movement in the United States has been characterized 
by a proliferation of regional groups or crews rather than a united core organization.125 In law 
enforcement circles, racist skinheads have a reputation for violence. This is “reinforced by hate-
filled white power music and literature.” “[T]hey foster [their reputed toughness] through their 
appearance (shaved heads or close-cropped hair, white power tattoos) and dress (bomber jackets, 
‘braces’ (suspenders), steel-toed boots.”126 

Skinheads emerged as a non-racist movement among British working-class youth in the late 
1960s. These early skinheads rejected the hippie lifestyle and embraced elements of Jamaican 
culture, particularly reggae and ska music. As immigration from South Asia to the U.K. grew, 
some white British skinheads embraced racism and neo-Nazism. This racist skinhead variant of 
the subculture materialized in the U.S. Midwest and in Texas in the early 1980s.127  

In the mid-1990s, many U.S.-based racist skinhead groups allied with one another to form the 
Hammerskin Nation (HSN). HSN eventually developed chapters throughout the United States 
and in Europe. It had its own annual meeting/concert called Hammerfest, ran a record label, and 
had a publishing company. In the early 2000s, other groups such as the Outlaw Hammerskins, 
Hoosier State Hammerskins, and Ohio State Skinheads challenged HSN for preeminence. These 
groups saw HSN as “elitist.”128 In 2011, by one measure, 133 skinhead groups were active in the 
United States.129 

In January 2010, the FBI released a bulletin that, among other things, emphasized that some racist 
skinheads formed the most violent segment of WSE adherents.130 This supported the findings in a 
2008 FBI assessment.131 Between 2007 and 2009, skinheads were involved in 36 of the 53 violent 
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incidents the FBI identified in the United States as being tied to WSE proponents.132 The Bureau 
has stated that “violence is an integral part of the racist skinhead subculture.”133 Elements within 
the fractious movement even target one another.134 These criminal acts are typically unrehearsed 
and opportunistic, targeting nonwhites and “other religious and social minorities.”135 

An apparent recent exception involved greater levels of planning. One man was convicted and 
two others pled guilty in a Connecticut case that involved the illegal sale of firearms and 
homemade grenades. The scheme included multiple meetings between late 2008 and early 2010 
to negotiate the transactions, prepare the firearms, and assemble the grenades. The trio was tied to 
a skinhead group known as Battalion 14 (originally called the Connecticut White Wolves). They 
sold the weapons to a convicted felon working as an FBI cooperating witness. The informant 
posed as a member of the Imperial Klans of America, a Ku Klux Klan organization. Two others in 
the case, including the leader of Battalion 14 and a man not tied to the group, were acquitted 
of charges.136 

Anti-Government Extremists 

As mentioned above, DOJ considers both unauthorized militias and sovereign citizens as anti-
government extremists. Neither militia membership nor advocacy of sovereign citizen tenets 
makes one a terrorist or a criminal. However, in some instances both militia members and 
sovereign citizens have committed crimes driven in part by their ideologies.  

Militia Extremists 

The militia movement emerged in the 1990s as a collection of armed, paramilitary groups formed 
to stave off what they perceived as intrusions of an invasive government.137 Central to this is a 
fear of firearm confiscation by a federal government thought to be out of control. Some adherents 
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also believe in anti-Semitic and racist ideologies.138 Regardless, most militia members engage in 
constitutionally protected activity.  

Militia groups typically coalesce around a specific leader. Groups can run training compounds 
where they rehearse paramilitary tactics, practice their survival skills, and receive weapons 
instruction and lessons in movement ideology. Some militia groups also maintain websites for 
recruitment and fundraising.139 Extremists within the movement who run afoul of law 
enforcement “tend to stockpile illegal weapons and ammunition, trying illegally to get their hands 
on fully automatic firearms or attempting to convert weapons to fully automatic. They also try to 
buy or manufacture improvised explosive devices. ”140 

Segments of the militia movement believe that the U.S. government is either run by some hidden 
conspiracy or is an overreaching sham. Some see a “New World Order” controlling U.S. 
institutions such as the media and the federal government. They contend that this is partly 
fostered by international organizations such as the United Nations. From this perspective, these 
organizations sap American sovereignty. Some militia supporters believe that agents of an un-
authentic “Shadow Government” are interested in seizing lawfully owned firearms as part of a 
plan to undermine democracy.141 Importantly, others in the militia movement hold that the federal 
government has overstepped its constitutional bounds.142 One scholar has noted that some militia 
members assert that they have “the right to organize, purchase and use firearms, and enforce the 
law against agents of the government who behave unconstitutionally.”143  

A small minority of Americans who held anti-government fears formed militias largely in 
response to two incidents in the early 1990s. These were confrontations between federal law 
enforcement and private citizens at Ruby Ridge, ID, and at a site near Waco, TX.144 Both involved 
warrants related to firearms violations.  

• In August 1992, Randy Weaver and his family were engaged in an 11-day 
standoff with federal law enforcement agents. Randy Weaver had failed to appear 
in court on firearms-related charges in 1991. Subsequently, an unsuccessful 
operation to arrest Weaver led to the death of his 14-year-old son and a U.S. 
Marshal. It also precipitated the standoff. During the standoff, Weaver and a 
friend were shot and wounded. An FBI sniper also shot and killed Weaver’s wife, 
Vicki.145 Weaver was eventually found guilty of failing to appear in court on the 
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gun charges that played a role in the standoff. In October 1993, he was sentenced 
to 18 months in jail and a $10,000 fine. In 1995, Weaver received a $3.1 million 
settlement in a wrongful death suit filed against the U.S. government.146 The 
events at Ruby Ridge helped precipitate the militia movement, whose members 
tend to view Randy Weaver as a hero and demonize the federal government.147  

• The militia movement also emerged because of the 51-day standoff between 
federal law enforcement and a religious sect named the Branch Davidians near 
Waco.148 On February 28, 1993, an unsuccessful attempt by ATF agents to arrest 
the sect’s leader, David Koresh, initiated the events near Waco. He was wanted 
on suspicion of federal firearms and explosives violations.149 Four ATF agents 
and six Branch Davidians died in a gunfight during the operation.150 Protracted 
discussions followed between federal negotiators and Koresh. These failed. On 
April 19, federal agents assaulted the Davidian compound, which caught on fire. 
At least 75 Branch Davidians perished in the assault.151 

If the incidents involving the Weavers and the Branch Davidians helped form the militia 
movement, Timothy McVeigh’s bombing of the Alfred P. Murrah Federal Building in Oklahoma 
City on April 19, 1995, helped usher in a temporary decline.152 In the bombing’s aftermath, militia 
groups received greater law enforcement scrutiny.153 The bombing claimed 168 lives, and until 
9/11 was the largest single act of terrorism on U.S. soil. The militia movement included 441 
groups in 1995. By 2000, this number was reportedly down to 72.154 Although McVeigh’s 
bombing cannot fully account for a dip in militia activity, it impacted the movement by causing 
some groups to temper their rhetoric while others grew more extreme, and militias became more 
marginalized.155  

The militia movement has experienced a recent resurgence. One watchdog group has attributed 
this partly to a rise in anti-government anger since 2008.156 According to another organization, the 
number of militias in the United States jumped from 42 in 2008 to 334 in 2011 (see Figure 1). 
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The recent resurgence may exhibit a key difference from its precursor. Social networking 
websites have encouraged looser organization of smaller, largely web-based cells.157  

Several examples highlight how some militia adherents have allegedly engaged in criminal 
activity since 9/11. 

• In November 2011, the FBI arrested four retirees, Samuel J. Crump, Ray H. 
Adams, Dan Roberts, and Frederick W. Thomas, who allegedly formed a fringe 
militia group and planned violent attacks on government officials. The group, 
based in northern Georgia, purportedly had ties to an unnamed militia 
organization. According to DOJ, the quartet “discussed multiple criminal 
activities, ranging from murder; theft; manufacturing and using toxic agents; and 
assassinations in an effort to undermine federal and state government and to 
advance their interests.”158 Between June and November 2011, Roberts and 
Thomas met with an FBI undercover agent to negotiate the purchase of matériel 
for the plot: “a silencer for a rifle and conversion parts to make a fully automatic 
rifle, as well as explosives.”159 In October, plotters reportedly discussed making 
ricin, a deadly poison derived from castor beans.160 In April 2012, Roberts and 
Thomas pled guilty to conspiring to obtain an unregistered explosive device and 
silencer.161 

• In June 2012, three individuals were found guilty in Anchorage, AK of 
conspiracy and firearms charges related to a scheme purportedly led by Francis 
“Schaeffer” Cox.162 He and his followers allegedly plotted “a potential retaliatory 
response to any attempt by law enforcement to arrest Cox, who had an 
outstanding bench warrant for not attending a trial over a misdemeanor weapons 
charge.”163 They were members of the Alaska Peacemaker’s Militia based in 

                                                 
157 Ibid. 
158 Department of Justice, press release, “North Georgia Men Arrested, Charged in Plots to Purchase Explosives, 
Silencer and to Manufacture a Biological Toxin,” November 1, 2011, http://www fbi.gov/atlanta/press-releases/2011/
north-georgia-men-arrested-charged-in-plots-to-purchase-explosives-silencer-and-to-manufacture-a-biological-toxin. 
159 Ibid. 
160 Craig Schneider, “Documents: Men with Castor Beans, Guns Worried about Getting Caught,” Atlanta Journal-
Constitution, November 6, 2011, http://www.ajc.com/news/documents-men-with-castor-1218644 html. 
161 Department of Justice, press release, “North Georgia Men Plead Guilty to Plot to Purchase Explosives and a 
Silencer,” April 10, 2012, http://www.fbi.gov/atlanta/press-releases/2012/north-georgia-men-plead-guilty-to-plot-to-
purchase-explosives-and-a-silencer?utm_campaign=email-Immediate&utm_medium=email&utm_source=atlanta-
press-releases&utm_content=86514. 
162 Department of Justice, press release, “Guilty Verdicts in USA v. Cox, Barney, and Vernon,” June 19, 2012, 
http://www fbi.gov/anchorage/press-releases/2012/guilty-verdicts-in-usa-v.-cox-barney-and-vernon.  
163 Department of Justice, press release, “Superseding Indictment Returned by Federal Grand Jury Against Fairbanks-
Area Men for Conspiracy to Kill Federal Officers,” January 23, 2012, http://www.fbi.gov/anchorage/press-releases/
2012/superseding-indictment-returned-by-federal-grand-jury-against-fairbanks-area-men-for-conspiracy-to-kill-federal-
officers. Sam Friedman, “Details Emerge in Alleged Plot to Kill Alaska State Troopers, Judge,” Fairbanks Daily News-
Miner, March 3, 2011, http://www newsminer.com/view/full_story/12322747/article-Details-emerge-in-alleged-plot-
to-kill-Alaska-State-Troopers—judge?instance=home_news_window_left_top_2. Cox has also been described as a 
sovereign citizen (discussed below). See Sam Friedman, “The Schaeffer Cox File: The Trail of a Young Man,” 
Fairbanks Daily News-Miner, April 10, 2011, http://www newsminer.com/view/full_story/12739189/article-The-
Schaeffer-Cox-File—The-trail-of-a-young-man?instance=home_most_popular2; For a related case see Department of 
Justice, press release, “Salcha Couple Pleads Guilty to Conspiracy to Murder Federal Officials,” August 27, 2012, 
http://www fbi.gov/anchorage/press-releases/2012/salcha-couple-pleads-guilty-to-conspiracy-to-murder-federal-
officials; Department of Justice, press release, “Couple Charged with Conspiracy to Murder Judge and Federal 
(continued...) 

IA_00246



The Domestic Terrorist Threat: Background and Issues for Congress 
 

Congressional Research Service 26 

Fairbanks, AK and also held sovereign citizen beliefs. The plotters supposedly 
codenamed their plan “241 (two for one),” because they reputedly intended to 
kill two government officials for every militia member killed in the operation.164  

The above alleged activities are not necessarily indicative of trends toward violence in the larger 
militia movement, and in one prominent case, DOJ failed to convince the presiding judge of 
serious charges revolving around a purported violent plot. In March 2012, a federal judge 
acquitted members of a Michigan Militia group known as the Hutaree on charges of seditious 
conspiracy or rebellion against the United States and conspiring to use weapons of mass 
destruction. The judge also cleared the accused Hutaree members of weapons crimes related to 
the conspiracies.165 

The case garnered headlines in March 2010, when nine Hutaree members were indicted for 
allegedly preparing to violently confront U.S. law enforcement.166 Their supposed plotting 
included the murder of a local law enforcement officer and an attack on fellow officers who 
gathered in Michigan for the funeral procession. According to DOJ, the Hutaree discussed the use 
of explosives against the funeral procession.167 Audio recordings by an undercover FBI agent of 
reputed Hutaree leader David Brian Stone capture him discussing the New World Order and how, 
“it’s time to strike and take our nation back so we will be free of tyranny.... The war will come 
whether we are ready or not.”168 According to DOJ, the group had a hit list that included federal 
judges, among others.169 However, during the trial an Assistant U.S. Attorney acknowledged that 
the Hutaree had not formed a “specific plan” to attack government targets.170 U.S. District Judge 
Victoria Roberts stated that, “The court is aware that protected speech and mere words can be 

                                                                 
(...continued) 
Firearms Crimes, Two Others Indicted for Conspiracy to Possess Destructive Devices and Illegal Weapons,” March 17, 
2011, http://www.fbi.gov/anchorage/press-releases/2011/couple-charged-for-conspiracy-to-murder-judge-and-federal-
firearms-crimes. 
164 For examples of other militia adherents involved in crime, see Meghann M. Cuniff, “Health Problems Reduce 
Militia Leader’s Sentence,” The Spokesman-Review, August 11, 2011, http://www.spokesman.com/stories/2011/aug/
11/health-problems-reduce-militia-leaders-sentence/; Bill Morlin, “Idaho Militia Leader Sentenced for Weapons, 
Bombs,” Hatewatch, Southern Poverty Law Center, August 9, 2011, http://www.splcenter.org/blog/2011/08/09/idaho-
militia-leader-sentenced-for-weapons-bombs/?ondntsrc=MBQ110870HTW&newsletter=HW081111; David Cole, 
“Militia Member Sentenced on Federal Firearms and Explosives Charges,” Coeur d'Alene Press, August 9, 2011, 
http://www.cdapress.com/news/local_news/article_0cb55774-c2dc-11e0-9136-001cc4c03286 html; Federal Bureau of 
Investigation, “Preventing Terrorist Attacks on U.S. Soil: The Case of the Wrong Package Falling into the Right 
Hands,” April 9, 2004, http://www.fbi.gov/news/stories/2004/april/krar040904; Scott Gold, Case Yields Chilling Signs 
of Domestic Terror Plot,” Los Angeles Times, January 7, 2004.  
165 Ed White, “Michigan Militia Members Cleared of Conspiracy,” Associated Press, March 27, 2012, 
http://abcnews.go.com/US/wireStory/critical-charges-dropped-michigan-militia-16013255?singlePage=
true#.T3MB5kd_lLc. Hereinafter: White, “Michigan Militia.” 
166 Department of Justice, press release, “Nine Members of a Militia Group Charged with Seditious Conspiracy and 
Related Charges,” March 29, 2010, http://www fbi.gov/detroit/press-releases/2010/de032910 htm. 
167 Ibid. 
168 Corey Williams and Jeff Karoub, “Prosecutor: Undercover FBI Agent Infiltrated Militia,” Associated Press, March 
31, 2010. 
169 Dan Harris, Emily Friedman, and Tahman Bradley, “Undercover Agent Key Witness Against Hutaree Militia 
Members,” ABC News, April 1, 2010, http://abcnews.go.com/GMA/undercover-agent-credited-hutaree-militia-bust/
story?id=10257584. 
170 Robert Snell and Christine Ferretti, “Key Charges Dropped Against Hutaree Militia,” Detroit News, March 28, 
2011, http://www.detroitnews.com/article/20120328/METRO/203280376/Key-charges-dropped-against-Hutaree-
militia?odyssey=mod|newswell|text|FRONTPAGE|s.  

IA_00247



The Domestic Terrorist Threat: Background and Issues for Congress 
 

Congressional Research Service 27 

sufficient to show a conspiracy. In this case, however, they do not rise to that level,”171 Three 
Hutaree members pled guilty to firearms charges.172  

Sovereign Citizen Movement 

The FBI defines the sovereign citizen movement as “anti-government extremists who believe that 
even though they physically reside in this country, they are separate or ‘sovereign’ from the 
United States. As a result, they do not accept any government authority, including courts, taxing 
entities, motor vehicle departments, or law enforcement.”173 However, simply holding these views 
is not a criminal act, and numerous movement adherents solely exercise their beliefs via 
constitutionally protected activities. 

The ideas behind the movement originated during the 1970s with a group known as the Posse 
Comitatus and enjoyed some popularity in extremist circles during the 1980s and 1990s.174 Early 
on, the movement featured white supremacist elements, but this has not kept some African 
Americans from subscribing to its ideals in recent years.175 In the 1990s, the movement attracted 
250,000 followers and was marked by the FBI’s standoff with a group known as the Montana 
Freemen that lasted 81 days.176 Current estimates suggest a membership of 300,000.177  

For the most part, the sovereign citizen movement is diffuse and includes few organized 
groups.178 The FBI suggests that sovereigns “operate as individuals without established leadership 
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and only come together in loosely affiliated groups to train, help each other with paperwork 
[critical to some of their schemes], or socialize and talk about their ideology.”179 The movement 
involves leaders described as “gurus” who proselytize online, in print publications, or via in-
person seminars. These gurus rouse followers into believing a conspiracy theory in which the 
legitimate federal government has been replaced by a government designed to take away the 
rights of ordinary citizens.180 This shares the same broad interplay between concepts of legitimate 
and illegitimate rule seen in the New World Order and WSE theories about ZOG. Gurus can also 
promote illegal techniques that individuals can use to supposedly cut their ties to the federal 
government or avoid its reach, particularly when it comes to taxation.181 

Sovereign citizens reject the legitimacy of much of the U.S. legal system.182 Many believe that 
the 14th Amendment “shifted the nation from its original common-law roots with states’ rights to 
a federal corporation that legally enslaved everyone.”183 According to movement members, the 
amendment ushered in an illegitimate federal government by supposedly abrogating individual 
rights and replacing them with a system that “grant[ed] privileges through contracts such as 
marriage and driver’s licenses, gun permits, and property codes.”184  

By ignoring all sorts of laws, avoiding taxes, disregarding permit requirements, and destroying 
government-issued identification documents, some sovereign citizens have tried to cut formal ties 
with what they perceive as an illegitimate regime.185 Sovereigns have filed court documents 
stating that they are not U.S. citizens.186 They have also created bogus financial documents to 
harass or defraud their enemies. (For more information, see the “Paper Terrorism”: Liens, 
Frivolous Lawsuits, and Tax Schemes” section in this report).  

Sovereign citizens have in some instances created fictitious entities and used fake currency, 
passports, license plates, and driver licenses. In 2009, a federal jury found three men guilty of 
conspiring to use and sell fraudulent diplomatic credentials and license plates that they believed 
allowed “their customers [to] enjoy diplomatic immunity and [to] no longer ... pay taxes or be 
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subject to being stopped, detained, or arrested by law enforcement personnel.”187 In 2003, Ronald 
K. Delorme developed the Pembina Nation Little Shell Band of North America188 into a sovereign 
citizen group.189 It is a sham Native American tribe that anyone can join to try and avoid taxes 
and government-imposed costs, such as auto registration fees. For example, news reports indicate 
that in June 2010, a sheriff’s deputy in Florida pulled over John McCombs when the law 
enforcement official noticed a Pembina Nation Little Shell license plate on the motorcycle 
McCombs was driving. According to publicly available sources, McCombs presented a fraudulent 
letter of diplomatic immunity and an invalid Pembina Nation Little Shell vehicle registration.190  

Some sovereign citizen fraud appears to be motivated by economic opportunism rather than 
ideology.191 This includes “pyramid schemes, other investment schemes, bogus trust scams, real 
estate fraud, and various types of tax frauds [as well as] more esoteric scams ... ranging from 
immigration fraud to malpractice insurance fraud.”192 In November 2011, husband and wife 
Monty and Patricia Ervin were convicted in federal court of conspiring to defraud the United 
States as well as three counts of tax evasion. In addition, the federal jury convicted Patricia of 
structuring transactions to avoid bank reporting requirements.193 The couple allegedly had not 
filed federal income tax returns between 2000 and 2008, denied their U.S. citizenship, and 
dubbed themselves “sovereign” when the IRS investigated.194 The Ervins earned more than $9 
million from investment properties they owned.195 A group of self-proclaimed sovereign citizens 
in North Georgia was indicted in March 2011 for using sovereign schemes to allegedly steal 
millions of dollars worth of real estate.196  

In a few recent cases, avowed sovereign citizens have been involved in violent altercations with 
law enforcement officers. According to a September 2011 FBI publication, since 2000 “lone-
offender sovereign-citizen extremists have killed six law enforcement officers,” and the Bureau 
sees sovereign citizens as a growing threat to U.S. law enforcement.197  

• Perhaps the most publicized example of alleged sovereign violence directed at 
police occurred in 2010. In May of that year, two self-professed sovereign 
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citizens were involved in a violent confrontation with West Memphis, TN, police 
officers. During a traffic stop, Joe Kane fired an AK-47 assault rifle and killed 
two officers. Kane and his father Jerry fled the scene. Law enforcement sighted 
their vehicle in a nearby parking lot 90 minutes later. The duo died in the ensuing 
shootout, which also wounded two more officers.198 The FBI had investigated 
Jerry Kane five years before the murders because he was allegedly traversing the 
United States peddling what the FBI termed a “debt elimination scheme.”199 

In June 2012, the FBI issued a bulletin suggesting that some sovereign extremists may be moving 
away from more spontaneous violence simply in reaction to encounters with police and are 
potentially preparing for conflict in advance, “making more specific plans to interfere with state 
and local law enforcement officers during traffic stops and, in some cases, intentionally initiating 
contact with law enforcement.”200 

Other cases have garnered attention. For example, in July 2011 James M. Tesi allegedly shot at a 
local police officer trying to arrest him near Fort Worth, TX. Tesi was reportedly wounded in the 
altercation. Outstanding “arrest warrants for speeding, driving without a license in possession, 
and failure to appear” prompted the attempted apprehension.201 Court documents described in 
news reporting noted that Tesi linked himself to a sovereign citizen group.202 In February 2012, 
Tesi was found “guilty of aggravated assault on a public servant with a deadly weapon.”203 In 
June 2011, a police officer in Page, AZ, shot and killed William Foust while responding to a 
domestic violence 911 call. The shooting reportedly occurred during a physical struggle in which 
Foust attempted to “gain control of” the police officer’s Taser.204 According to a press account, 
Foust had declared his sovereign citizen status in court proceedings in Kenab, UT (about 75 miles 
from Page), related to a speeding ticket.205  

                                                 
198 Cindy Wolff, “West Memphis Police Sued by Widow of Man Killed in Shootout,” The Commercial Appeal, April 
21, 2011, http://www.commercialappeal.com/news/2011/apr/21/west-memphis-police-sued-by-kanes-widow/; Kristina 
Goetz, Cindy Wolff, “Grieving West Memphis Chief Raises National Curtain on Sovereign Citizens,” The Commercial 
Appeal, April 17, 2011, http://www.commercialappeal.com/news/2011/apr/17/west-memphis-police-chief-sovereign-
citizens/. 
199 Scott Knoll, “The Warning That Never Came: What the FBI Knew About Jerry Kane,” WREG, March 2, 2011, 
http://www.wreg.com/wreg-fbi-file-reveals-feds-investigated-kane-story,0,4377626.story.  
200 Federal Bureau of Investigation, Recent Sovereign Citizen Extremist Targeting of Law Enforcement Highlights 
Potential for Violence during Traffic Stops, June 1, 2012.  
201 Domingo Ramirez Jr., “Man in ‘Sovereign Citizen’ Group is Wounded in Shootout,” July 22, 2011, http://www.star-
telegram.com/2011/07/21/3238352/man-in-sovereign-citizen-group html. 
202 Ibid. 
203 Steve Norder, “‘Sovereign Citizen’ Gets 35 Years for Assault on Officer,” Fort Worth Star-Telegram, February 1, 
2012, http://www.star-telegram.com/2012/01/31/3702338/sovereign-citizen-found-guilty html. 
204 Todd Glasenapp and Larry Hendricks, “Page Officer Kills Man in DV Incident,” Arizona Daily Sun, June 21, 2011, 
http://azdailysun.com/news/local/crime-and-courts/article_61e27d9d-6d47-5655-8a71-d28b846d8e3e html.  
205 Ibid. For other violent plots with alleged sovereign ties, see Alyssa Newcomb, “Suspects in Louisiana Cop Killings 
Linked to Sovereign Citizens Movement,” ABC News, August 19, 2012, http://abcnews.go.com/US/alleged-louisiana-
cop-shooters-linked-sovereign-citizen-movement/story?id=17038353#.UL4plddrq1g; J.J. MacNabb, “Sovereign 
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Black Separatist Extremists 

DOJ includes black separatism in its list of movements that potentially spawn domestic 
terrorists.206 However, most black separatists solely engage in constitutionally protected behavior. 
Since 9/11, there has been little public discussion of federal investigations involving black 
separatist extremists. One group exhibiting what can be described as black separatist views, the 
New Black Panther Party for Self Defense (NBPP), received national scrutiny over voter 
intimidation allegations involving members of its Philadelphia chapter during the 2008 federal 
general election.  

The NBPP emerged in the early 1990s, and it is not tied to the Black Panthers from the 1960s.207 
Watchdog groups have described the NBPP as “a virulently racist and anti-Semitic organization 
whose leaders have encouraged violence against whites, Jews, and law enforcement officers,”208 
as well as “the largest organized anti-Semitic and racist black militant group in America.”209 The 
NBPP, which denies that it is a hate group, engages in “high-profile” rhetoric at rallies or 
demonstrations intended to encourage confrontation with authorities. The group’s actions occur 
“on behalf of the poor or disadvantaged, involving the ready display of firearms.”210 As an 
example of the rhetoric the group uses, an NBPP representative characterized the March 2011 
shooting death of a drug suspect in Jacksonville, FL, as “a violent act of terrorism” committed by 
police.211 Soon after the shooting, the Jacksonville Sheriff’s Office said that the confrontation 
involved undercover officers serving a search warrant at an apartment. Officers claimed that 
inside the apartment, the victim—an alleged drug dealer with a criminal record—was holding a 
firearm.212  

In 2008, the Philadelphia, PA, chapter of the NBPP was involved in a case that generated public 
controversy. A 2009 civil suit filed by DOJ claimed that two NBPP members wearing the group’s 
paramilitary uniforms loitered around the entrance to a 2008 federal general election polling 
station in Philadelphia. One of the NBPP members allegedly carried a nightstick. According to 
DOJ, some poll watchers feared for their safety because of this activity. Philadelphia police 
officers responding to claims of voter intimidation removed the nightstick-wielding NBPP 
member and allowed the other to remain (the latter was a certified poll watcher). Police asked 
people at the polling station whether they had been threatened by the two individuals. All those 
questioned replied that they had not. However, at least one individual claimed that the presence of 
the two NBPP members had been intimidating.213 The NBPP disavowed the actions of its two 
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members.214 In May 2009, DOJ voluntarily dismissed claims against defendants in the case, and a 
July 2009 letter from 10 members of Congress to DOJ’s Inspector General questioned the 
decision to do so. DOJ’s Office of Professional Responsibility (OPR) investigated, and in March 
2011, OPR issued a report which argued that DOJ officials did not act inappropriately regarding 
the matter.215 

Anti-Abortion Extremists 

The vast majority of anti-abortion activists engage in constitutionally protected activity. However, 
anti-abortion extremism involves crime committed in the name of the anti-abortion movement. 
Sixty-six instances of “extreme violence” targeting abortion providers and clinics occurred in the 
United States from 1997 through 2010, according to one group that supports abortion rights and 
tracks criminal activity intended to limit access to abortion services.216 These cases involved 
shootings, bombings, arson incidents, and acid attacks.217 Since 1993, eight clinic workers have 
been murdered by anti-abortion extremists in the United States.218 Because of a wave of violence 
focused on abortion providers in the 1980s and early 1990s, Congress passed and President 
Clinton signed into law the Freedom of Access to Clinic Entrances Act (FACE Act) (18 U.S.C. 
§248) in 1994.219 As with other types of domestic terrorism investigations, it is unclear exactly 
which incidents of violence perpetrated against abortion providers the FBI considers terrorist acts.  

The 2009 murder of George Tiller, an abortion provider, received sizeable public attention. On 
January 29, 2010, Scott Roeder was convicted of first-degree murder and two counts of 
aggravated assault for killing Tiller. Roeder shot Tiller while the latter was at church on May 31, 
2009. Roeder was sentenced to “life in prison with no possibility of parole for 50 years.”220 
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A number of other unrelated schemes targeting abortion clinics have been uncovered since 
Roeder’s arrest. These incidents appear to involve individuals largely operating alone. 

• In January 2012, Bobby Joe Rogers was charged in the firebombing of a 
Pensacola, FL, abortion clinic on New Year’s Day 2012. The bombing destroyed 
the clinic, which had been targeted in the past.221 In February 2012, a federal 
grand jury indicted him on two counts—arson and damaging a reproductive 
health facility.222 He pled guilty to the charges in July 2012.223 

• In May 2011, Ralph Lang was arrested after allegedly accidently firing his 
handgun through the door of the hotel room in Madison, WI. He was reportedly 
planning to kill abortion providers in the area.224 

One underground network that supports attacks on abortion clinics is the Army of God (AOG).225 
The loosely structured organization openly promotes anti-abortion violence.226 However, its 
members deny that they are terrorists. They also deny that attacks against clinics and abortion 
providers constitute violent activity, because they see it as “Godly work.”227 AOG first made 
headlines with the 1982 kidnapping of a doctor and his wife, both of whom ran an abortion clinic 
in Illinois. Three individuals who claimed membership in AOG were responsible.228 The group 
disseminates a manual that “is a ‘how to’ for abortion clinic violence. It details methods for 
blockading entrances, attacking with butyric acid, arson, bomb making, and other illegal 
activities. The manual contains anti-abortion language as well as anti-government and anti-
gay/lesbian language. The manual begins with a declaration of war on the abortion industry. ”229 
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Eric Rudolph, who in the late 1990s bombed an abortion clinic near Atlanta, GA, and one in 
Birmingham, AL, “published his writings on the Army of God website.”230 

Protected Activities vs. Terrorism—Divergent Perceptions of 
the ALF 
The boundary between constitutionally protected legitimate protest and terrorist activity has 
received much attention in public discussions of domestic terrorism. As an example of this, the 
next several sections of this report explore such considerations regarding the ALF.  

A Serious Domestic Concern or “Green Scare?” 

U.S. law enforcement, some business groups, and some scientists—among others—have stressed 
that animal rights extremists (and eco-terrorists) are a security and law enforcement concern. In 
2008, the FBI stated that animal rights extremists and eco-terrorists together posed a serious 
domestic terrorism threat for several reasons, including the number of crimes attributed to animal 
rights extremists and eco-terrorists (between 1,800 and 2,000 incidents accounting for more than 
$110 million231 in damages from 1979 to early 2009), the broad pool of victims (such as large 
pharmaceutical corporations, scientific laboratories, ski resorts, automobile dealerships, 
individual researchers, and lumber companies), and the movement’s rhetoric and destructive 
tactics.232 In March 2012, the FBI suggested that the threat from eco-terrorists may be declining 
in recent years.233 

As articulated by some scientific researchers, the monetary toll on legitimate businesses and 
laboratories in the United States exacted by animal rights and eco extremists is compounded by 
less tangible issues. For example, animal rights extremists and eco-terrorists have impacted the 
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work of scientists. In some cases, special equipment and research materials have been destroyed 
in attacks. The consequences of criminal activity in the name of movements such as the ALF can 
also be more personal. Two advocates of animal research conducted strictly according to federal 
regulations have noted that the actions of animal rights extremists have pushed some scientists to 
quit lab work involving animals. Often, this work relates to products and procedures that some 
maintain cannot feasibly be marketed without animal testing.234 In 2006, a UCLA professor of 
behavioral neuroscience declared he was stopping his research on monkeys because of what he 
described as harassment by animal rights groups.235 Additionally, animal rights extremists are said 
to be driving out students from research programs.236  

Critics of U.S. efforts to fight animal rights extremism and eco-terrorism have suggested that the 
threat is overblown by law enforcement and that the government’s pursuit of purported extremists 
perpetuates a “green scare,” chilling the exercise of protected speech by protesters.237 Some say 
that the government conflates property crime with terrorism.238 Others add that people engaged in 
what the government describes as animal rights extremism or eco-terrorism do not deserve the 
terrorist label. 

Animal Enterprise Terrorism Act (P.L. 109-374) 

The Animal Enterprise Terrorism Act (P.L. 109-374; AETA) expanded the federal government’s 
legal authority to combat animal rights extremists who engage in criminal activity. Signed into 
law in November 2006, it amended the 1992 Animal Enterprise Protection Act (P.L. 102-346; 
AEPA). Namely, the AETA  

Amends the federal criminal code to revise criminal prohibitions against damaging or 
interfering with the operations of an animal enterprise to include intentional damage or loss 
to any real or personal property and intentional threats of death or serious bodily injury 
against individuals (or their family members, spouses, or intimate partners) who are involved 
with animal enterprises.239 

The AETA expanded the AEPA to include both successful and attempted conspiracies. It also 
prohibits intentionally placing a person in “reasonable fear” of death or serious bodily injury 
while damaging or interfering in the operations of an animal enterprise. The AETA revised and 
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increased monetary and criminal penalties. It also stipulates that it does not prohibit First 
Amendment-protected activity.  

DOJ successfully prosecuted individuals on charges relating to animal enterprise terrorism for the 
first time under the AEPA in 2006 (the case had been built before the AETA had been signed into 
law).240 Six individuals were convicted for what DOJ described as “their roles in a campaign to 
terrorize officers, employees, and shareholders of HLS [Huntingdon Life Sciences, a research 
corporation that performs animal research and has U.K. and U.S. facilities].”241 These individuals 
belonged to an animal rights campaign named Stop Huntingdon Animal Cruelty (SHAC)242 and 
the entity SHAC USA, Inc. SHAC involves both legal protests and criminal activity against HLS.  

Reportedly, the six incited threats, harassment, and vandalism and on this basis were convicted of 
violating the AEPA.243 DOJ has noted that SHAC’s stated mission was to work “outside the 
confines of the legal system.”244 DOJ proved in court that the group managed websites that 
encouraged others “to direct their intimidation, harassment, and violence against HLS and its 
targeted employees, as well as secondary targets—companies and employees who did business 
with HLS.”245  

DOJ has also successfully applied the AETA. For example, on February 14, 2011, Scott DeMuth 
was sentenced to six months in prison on one count of misdemeanor conspiracy to commit animal 
enterprise terrorism. He was involved in a raid that released about 200 ferrets at a Minnesota farm 
in 2006. Activists had claimed the action in the name of the ALF.246 In another case, William 
James Viehl and Alex Hall were sentenced to 24 months and 21 months in prison, respectively, 
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under AETA. The duo had released 650 minks, destroyed breeding records, and vandalized 
structures at the McMullin Ranch in South Jordan, UT, in 2008.247  

DOJ has experienced at least one setback in its application of the AETA. In February 2009, the 
FBI announced the arrests of what it described as “four animal rights extremists.” The four (two 
women, two men, all in their 20s) allegedly violated the AETA by using “force, violence, or 
threats to interfere with the operation of the University of California.”248 The incidents leading to 
the indictment included protests at the houses of researchers from the University of California, 
Berkeley and University of California, Santa Cruz. According to the FBI’s press release, in one 
instance, three of the indicted individuals tried to forcibly enter the home of a researcher, whose 
husband was hit by an object while confronting the protesters.249 In July 2010, a federal judge 
dismissed the indictment against the four. According to the ruling, the indictment failed to 
specifically describe crimes allegedly committed by the defendants.250 Opponents of the 
prosecution stress that the case involved over-broad application of AETA to First Amendment-
protected behaviors.251  

Criticisms of federal government efforts to counter animal rights extremists have focused on the 
AETA itself and First Amendment-related issues. Opponents of the AETA suggest that it 
expanded the AEPA too much by making it easier to prosecute individuals who wage protest 
campaigns against secondary or tertiary targets—companies or people (such as insurers) 
indirectly tied to an animal enterprise.252 Opponents also take issue with the inclusion of 
“reasonable fear” in the AETA, suggesting that protected speech or activities may possibly be 
interpreted as provoking “reasonable fear” in some instances. Echoing critiques of the AETA, one 
observer emphasizes that while activities linked to U.S.-based animal rights extremists have 
caused significant property damage, none of these criminal acts has physically harmed people. 
This critic suggests that describing vandalism or arson as terrorism and not ordinary crime 
dampens constitutionally protected protest activity by people who support animal rights or radical 
environmentalism but do not engage in criminal activity.253 In essence, this position argues that 
the U.S. government is encouraging a “green scare” by labeling the activity of movements such 
as the ALF and the ELF as terrorism or extremism.254 After serving 40 months in prison for her 
involvement with SHAC USA, Lauren Gazzola argued that she was not a terrorist, claiming, “I 
hadn’t hurt anyone or vandalized any property. In fact, the indictment didn’t allege that I’d 
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251 Will Potter, “Breaking: AETA 4 Case Dismissed, But Re-Indictment Possible,” GreenIstheNewRed.com, July 12, 
2010, http://www.greenisthenewred.com/blog/aeta-4-case-thrown-out-dismissed/3015/; Bill Quigley and Rachel 
Meeropol, “Victory for Animal Rights Dissent,” Huffington Post, July 16, 2010, http://www.huffingtonpost.com/bill-
quigley/victory-for-animal-rights_b_648852 html. Hereinafter: Quigley and Meeropol, “Victory for Animal.” 
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committed any independent crime at all, only that I’d ‘conspired’ to publish a website that 
advocated and reported on protest activity against a notorious animal testing lab in New 
Jersey.”255  

The U.S. Code’s definition of “domestic terrorism” has been seen by some as potentially chilling 
to legitimate animal rights and environmental protest activities.256 As mentioned, the current 
delineation of domestic terrorism in the U.S. Code includes criminal acts “dangerous to human 
life” that appear to intend to intimidate or coerce a civilian population or influence governmental 
policy via intimidation or coercion. This line of reasoning suggests that the crimes committed by 
animal rights extremists and eco-terrorists cannot be compared to clearly violent attacks by 
groups such as Al Qaeda. An opposing commentary stresses that such discussion is irrelevant and 

miss[es] the mark. The ALF ideology encourages members to instill fear in those who 
engage in the activities that the ALF opposes: fear of harm to themselves and their families, 
and fear of personal and professional economic loss. Additionally, these arguments assume 
that “true terrorism” is fundamentally different from animal rights terrorism. While it is true 
that animal rights terrorism, as a whole, does not engage in the same scale of violence as 
other extremist groups, those working in academia, research, agriculture, and food service 
industries are no less fearful when their homes and workplaces are firebombed; violent 
tactics can instill fear even when they are used infrequently.257 

Assessing Domestic Terrorism’s Significance 
Domestic terrorist attacks have come nowhere near the devastation of 9/11. However, it is worth 
noting that (as mentioned above) Timothy McVeigh’s bombing of the Alfred P. Murrah Federal 
Building in Oklahoma City on April 19, 1995, claimed 168 lives and injured more than 500 
others. It ranks as the second-deadliest terrorist attack on U.S. soil, behind only the devastation 
wrought by Al Qaeda on 9/11. Domestic terrorists feature prominently among the concerns of 
some law enforcement officers. For example, Los Angeles Deputy Police Chief Michael P. 
Downing recently described violent Islamists such as Al Qaeda, Hezbollah, and Hamas as Los 
Angeles’s main terrorist threats “along with three other terrorist categories: black separatists, 
white supremacist/sovereign citizen extremists, and animal rights terrorists.”258 In one 2008 study, 
state police agencies “overwhelmingly reported” dangerous domestic extremist groups present in 
their jurisdictions.259 Of course, as one expert reminds us, most followers of extremist viewpoints 

                                                 
255 Lauren Gazzola, “Animal Rights Activists Like Me Aren’t Terrorists,” EGP News, January 12, 2012, 
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256 American Civil Liberties Union, “How the USA PATRIOT Act Redefines “Domestic Terrorism,” December 6, 
2002, http://www.aclu.org/national-security/how-usa-patriot-act-redefines-domestic-terrorism. For an additional view 
suggesting that the activities of movements such as the ALF and the ELF should not be treated as terrorism, see 
DeMond Shondell Miller, Jason David Rivera, and Joel C. Yelin, “Civil Liberties: The Line Dividing Environmental 
Protest and Ecoterrorists,” Journal for the Study of Radicalism, vol. 2, no. 1 (2008), pp. 109-123. 
257 Grubbs, “Saving Lives,” pp. 364-365. 
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pose no threat: “Most of them are not going to do anything but bore their relatives and friends 
with ridiculous papers and treatises.”260 

Five themes speak to the possible threat posed by domestic terrorists. First, domestic terrorists 
likely have been responsible numerous incidents since 9/11, and there appears to be growth in 
anti-government extremist activity as measured by watchdog groups in the last several years. 
Second, a large number of those labeled as domestic terrorists do not necessarily use major 
terrorist tactics such as bombings or airplane hijackings. Third, domestic terrorists—much like 
their violent jihadist analogues—are often Internet savvy and use the medium as a resource for 
their operations. Fourth, domestic terrorism can be seen as a somewhat decentralized threat often 
involving lone wolves and movements operating under the model of leaderless resistance. Finally, 
prison has been highlighted as an arena in which terrorist radicalization can occur, and WSE plays 
a role in the activities of several U.S. prison gangs. Sovereign citizen theories have also taken 
root in U.S. prisons. 

Counting Incidents 
There is no publicly-available list of domestic terrorist incidents (foiled plots or attacks) kept by 
the U.S. government. This makes it especially challenging for anyone trying to develop a sense of 
this particularly diverse threat.261 However, a September 2011 study by the New America 
Foundation and Syracuse University’s Maxwell School of Public Policy found 114 individuals 
involved in non-jihadist terrorist acts in the 10 years following 9/11. The study did not limit its 
findings to animal rights extremists, eco-terrorists, anarchist extremists, sovereign citizens, 
unauthorized militias, black separatists, white supremacists, and anti-abortion extremists. It 
included incidents by what it described as left-wing and right-wing terrorists.262 

Some U.S. government sources suggest levels of domestic terrorist activity. Examples of such 
sources include the following: 

• An unclassified 2008 DHS report includes a table that lists selected criminal acts 
perpetrated by people involved in the animal rights extremist and eco-terrorist 
movements. This list counts 74 criminal acts between 9/11 and March 2008.263 

• As noted, the FBI estimated that animal rights extremist and eco-terrorists 
together committed between 1,800 and 2,000 criminal incidents accounting for 
more than $110 million in damages from 1979 to early 2009. 264 In 2012, the FBI 

                                                 
260 Ibid. 
261 From 2004 to early 2012, the National Counterterrorism Center’s Worldwide Incidents Tracking System (WITS) 
publicly captured information on terrorist incidents (attacks) worldwide, including in the United States. It is no longer 
available. Prior to WITS, the FBI published regular reports of such activity. See http://www fbi.gov/stats-services/
publications. 
262 Peter Bergen et al. Right- and Left-Wing Terrorism Since 9/11, New America Foundation, September 10, 2011, 
http://homegrown.newamerica net/overview. Hereinafter: Bergen et al. Right- and Left-Wing. 
263 Department of Homeland Security, Ecoterrorism: Environmental and Animal-Rights Militants in the United States, 
Universal Adversary Dynamic Threat Assessment, May 7, 2008. Table 1 from the report is a “compilation of material 
from ALF and ELF communiqués and publications, media reports, and law enforcement” listing selected criminal acts 
perpetrated by the ALF and the ELF from 1984 to March 2008. Table 1 from the DHS report is not a comprehensive 
list of crimes tied to the ALF and the ELF. Hereinafter: Department of Homeland Security, Ecoterrorism. 
264 Heimbach, press conference; Federal Bureau of Investigation, “Putting Intel.”  
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also publicly discussed a decline in eco-terrorism, especially after a wave of 
successful prosecutions in 2007. The bureau reportedly attributes the perceived 
dip to activists possibly viewing “a Democratic administration as more 
sympathetic to their goals and [thus] be less inclined to take radical steps.”265 

• An unclassified FBI intelligence bulletin estimates that 53 acts of violence were 
committed by what it calls “white supremacist extremists” between 2007 and 
2009 in the United States. Victims included other white supremacists, African 
Americans, and Latinos. Most of the incidents involved assaults. The bulletin 
bases these findings on law enforcement and media reporting.266 

• In February 2012, the FBI announced that sovereign citizen convictions 
increased from 10 in 2009 to 18 in both 2010 and 2011.267  

Domestic terrorists have been responsible for killing Americans.  

• The study by the New America Foundation and Syracuse University’s Maxwell 
School of Public Policy counted “[a]t least 14 people ... killed in right- and left-
wing terrorism-related incidents [in the 10 years since 9/11].”268  

• On January 29, 2010, Scott Roeder was convicted of first-degree murder and two 
counts of aggravated assault for killing abortion provider George Tiller.269 

• Described as a neo-Nazi and white supremacist, James von Brunn reportedly shot 
and killed a security guard at the U.S. Holocaust Memorial Museum in 
Washington, DC, in June 2009. In January 2010, the 89-year-old von Brunn died 
in federal prison, before he could be tried.270 

Additionally, a key caveat regarding the violence involved in domestic terrorist activity may be of 
importance. Many domestic terrorist incidents have been linked to either animal rights extremists 
or eco-terrorists. As highlighted elsewhere in this report, many animal rights extremists and eco-
terrorists claim to avoid violent acts that directly target people. The attacks by these individuals 
can often be described as property crimes involving arson or vandalism. 

Growth in Hate Groups and Anti-Government Extremism 

Beyond counting terrorist incidents, the Southern Poverty Law Center (SPLC)271 has noted both a 
steady rise in the number of hate groups from 2000-2011 and a marked expansion in the militia 

                                                 
265 Eilperin, “As Eco Terrorism.” 
266 Federal Bureau of Investigation, White Supremacist Extremist Violence, pp. 1-2. The FBI bulletin defines “acts of 
violence” to include “arson; assaults and murders; and acts designed to threaten or intimidate due to a person’s 
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267 Patrick Temple-West, “Anti-Government Extremists Opposed to Taxes and Regulations Pose a Growing Threat to 
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http://www reuters.com/article/2012/02/07/us-usa-fbi-extremists-idUSTRE81600V20120207. 
268 Bergen et al. Right- and Left-Wing. 
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271 The Southern Poverty Law Center has been criticized regarding its labeling of the Family Research Council, as a 
hate group for its opposition to gay rights. See Family Research Council, press release, “FRC, Members of Congress, 
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government doctrines.” The patriot or militia organizations counted by Southern Poverty Law Center do not 
necessarily “advocate or engage in violence or other criminal activities.” Neither are they necessarily racist.  

“Non-Violent” Strategies 
While some domestic terrorism suspects engage in violent plotting, others commit much different 
crimes that do not physically harm people. This latter group differs from their homegrown violent 
jihadist counterparts, who are often bent on killing or harming people. Two types of activities that 
avoid visiting violence upon people but are commonly associated with subjects of domestic 
terrorism investigations stand out. First, many animal rights extremists, eco-terrorists, and 
anarchist extremists believe in “direct action.” This typically involves what movement members 
would characterize as non-violent but criminal protest or resistance activities furthering the 
movement’s ideology. While direct action has a long legacy among anarchists, in recent years the 
ALF and the ELF have played a large role in articulating its meaning. Second, “paper terrorism” 
is a term used to describe some of the non-violent criminal activity committed by sovereign 
citizens involving the filing of fraudulent documents in the hopes of harassing enemies or bilking 
state or federal tax authorities.  

Direct Action 

Anarchist extremists, animal liberation extremists, and environmental extremists refer to much of 
their operational activity as “direct action.” This term has a long history, and it can be used to 
describe legitimate protest such as letter writing campaigns or work stoppages. However, this 
report uses “direct action” to describe criminal activities such as sabotage and arson.274  

ALF and ELF members understand that criminality and direct action are one and the same. The 
Animal Liberation Primer, a movement resource, highlights criminality in the actions of 
supporters: “anyone working in the ALF is a criminal. You have to begin to think like a criminal.” 
ALF and ELF members also generally view direct action as nonviolent and heroic. Using 
politically charged language, the ALF allegedly styles itself along the lines of the Underground 
Railroad, freedom fighters in Nazi Germany, anti-Apartheid protestors, U.S. civil rights activists, 
and Palestinian groups opposing Israel.275 The ELF views constitutionally protected protest as 
“state sanctioned” and eschews such activity. The ELF, much like the ALF, also wraps itself in the 
mantle of reformers and describes itself as inheriting the spirit of Luddites, abolitionists, 
suffragists, and even the American revolutionary-era Boston Tea Party.276  

                                                 
274 According to the DOJ’s Office of the Inspector General, the FBI “generally” defines “direct action” as, “criminal 
activity designed to cause economic loss or to destroy property or operations.” See Department of Justice, Office of the 
Inspector General, Oversight and Review Division, A Review of the FBI’s Investigations of Certain Domestic Advocacy 
Groups, (September 2010), p. 97, http://www.justice.gov/oig/special/s1009r.pdf; Darren Thurston, The ALF Primer, 
n.d. p. 4. DOJ believes Thurston authored the Primer, although he is not attributed as an author in the document. 
Hereinafter: Thurston, The ALF Primer. See also Guide to Direct Action, 2010, http://www.animalliberationfront.com/
ALFront/Activist%20Tips/Direct_Action-Guide htm; Earth Liberation Front.org, “Earth Liberation Front Frequently 
Asked Questions,” Hereinafter: ELF, “FAQs.” See also http://www.animalliberationfront.com/ALFront/ELF/
elf_faq.pdf. 
275 NAALPO, “History.” 
276 ELF, “FAQs.” 
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The ALF: “Live Liberations” and “Economic Sabotage” 

The ALF’s version of direct action is framed as what it considers to be “economic sabotage” or 
“ethical vandalism.” The ALF supports the destruction of property and intimidation of individuals 
and businesses considered by the movement to be involved in the exploitation of animals. Cells 
and individuals linked to the ALF also engage in trespassing and theft, or what they perceive as 
“live liberations” or “rescuing” animals from “the horrors of exploitation”277 and human use278 by 
stealing them from places such as legitimate research facilities or farms. Economic sabotage can 
be virtual. The North American Animal Liberation Press Office (NAALPO) has carried claims of 
cyber hacking incidents in the name of animal rights.279 NAALPO is one of the web-based 
vehicles used by ALF supporters to publicize criminal activities claimed on behalf of the 
movement. 

The ELF: “Monkeywrenching”  

Like the ALF, the ELF’s discussions of direct action also revolve around economic sabotage. The 
ELF rejects legal protest tactics partly for what it views as pragmatic reasons—“because they 
have been proven not to work, especially on their own.”280 Economic sabotage in the name of 
environmentalism has a long history, perhaps stretching back to the 1950s,281 and has been called 
“monkeywrenching,” a term taken from a 1975 novel, The Monkey Wrench Gang by Edward 
Abbey. The book depicts such activity.282 A guidebook that describes monkeywrenching offers 
what can be interpreted as a call to arms for would-be extremists: 

It is time for women and men, individually and in small groups to act heroically in the 
defense of the wild, to put a monkeywrench into the gears of the machine that is destroying 
natural diversity. Though illegal, this strategic monkeywrenching can be safe, easy, and—
most important—effective.283 

The guidebook also defines monkeywrenching as nonviolent by stressing that it should never 
target people or “other forms of life.”284 

Arson and Explosive Devices 

Federal officials are especially concerned about the use of incendiary devices and explosives by 
animal rights extremists and eco-terrorists. In congressional testimony from 2005, then-ATF 
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Deputy Assistant Director Carson Carroll stated that the “most worrisome” trend regarding 
animal rights extremists and eco-terrorists was their “willingness to resort to incendiary and 
explosive devices.”285  

This pronouncement came on the heels of two related incidents that occurred near San Francisco, 
CA, and involved explosive devices. An entity called the Revolutionary Cells of the Animal 
Liberation Brigade claimed responsibility for both attacks, which the FBI has also linked to a man 
named Daniel San Diego. In August 2003, two ammonium nitrate pipe bombs exploded at the 
campus of the biotechnology firm Chiron but caused little damage and no injuries. In October 
2003, a reputed 10-pound ammonium nitrate bomb damaged the offices of Shaklee, a health, 
beauty, and household product company. No one was injured. The perpetrator(s) believed that 
both companies did business with Huntingdon Life Sciences (the same firm targeted by SHAC 
and discussed above). A related communiqué stressed that, “all customers and their families are 
considered legitimate targets.”286  

One commentator has suggested that the combination of “fire” as a tactic and instilling “fear” as a 
goal ensures eco-terrorists will continue to warrant the terrorist label.287 Both animal rights 
extremists and eco-terrorists have histories of using incendiary devices to damage or destroy 
property—the Vail, CO, fire (mentioned elsewhere in this report) setting a prominent example for 
extremists. In fact, one of the hallmark publications circulated in extremist circles is a handbook 
on how to fashion incendiary devices titled Arson Around with Auntie ALF.288 A recent example 
underscores this focus on arson.  

• In January 2012, NAALPO issued a communiqué in which “unnamed activists” 
claimed responsibility for setting fires that damaged 14 tractor trailer rigs at the 
Harris Ranch, a cattle feedlot in Coalinga, CA. The perpetrators used containers 
of accelerant, kerosene-soaked rope, and digital timers to set the blazes. 
According to the communiqué, the fires apparently embodied a reaction to “the 
horrors and injustices of factory farming ”289  

                                                 
285 Statement of Carson Carroll, p. 43. 
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Wanted”; “Daniel Andreas San Diego,” America’s Most Wanted, http://www.amw.com/fugitives/case.cfm?id=25800. 
287 Grubbs, “Saving Lives,” p. 370. 
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Heat on Animal Abusers Everywhere, 2001. Hereinafter: Arson-Around. 
289 See http://www.animalliberationpressoffice.org/communiques/2012/2012-01-10_harrisranch htm; Henry K. Lee, 
“14 Cattle Trucks Burned in Arson at Harris Ranch,” San Francisco Chronicle, January 11, 2012; 
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Some ELF adherents have focused on targets they perceive as emblematic of urban sprawl290 or 
the excesses of industrialized society. Since 2000, a number of ELF actions have involved the 
torching of housing projects as well as activities such as the damaging and destruction of sports 
utility vehicles and other emblems of industrialized society and urban sprawl.291 Between August 
and October 2002, three individuals tied to the ELF damaged construction vehicles and sports 
utility vehicles, and vandalized fast food restaurants in Virginia. In one incident, these individuals 
vandalized two homes under construction, spray painting “sprawl” on one of the structures. In 
November 2005, the ELF claimed responsibility for fires set in five townhomes under 
construction in Hagerstown, MD.292 Similar activity has occurred on the West Coast.293  

Guidelines 

Both the ALF and the ELF have established guidelines and posted them on the web for cells or 
lone wolves to follow. The guidelines are straightforward and short for both movements (see 
Figure 2). A key point in the guidelines for both the ALF and the ELF is to avoid harming any 
animal, human and non-human.294 The ALF’s guidelines also stipulate that individuals professing 
affiliation with the movement must be vegetarians or vegans.  

Interestingly, the ALF employs a number of caveats in its understanding of violence. On the one 
hand, it supports intimidation as a tactic. On the other, the movement does not see intimidation as 
potentially involving violence.295 The ALF also views arson as “violence against property,” not 
people.296 Beyond this, ALF does not greatly elaborate on its notion of violence.  
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mailed AIDS-tainted razors to two scientists at the University of California, Los Angeles.302 One 
of the communiqués read: 

We are the past generation of animal liberationists, but we will now be the future, striking at 
the heart of the vivisection industry, and if we have to go back to egg timers and insence 
[sic] sticks then we will. Mark our words, we will destroy all who fall into our focus.303 

Presumably, allusion to egg timers and incense sticks suggests timing devices and fuses for 
explosive or incendiary devices.304 

“Paper Terrorism”: Liens, Frivolous Lawsuits, and Tax Schemes 

Sovereign citizens have committed non-violent crimes based on their ideological 
underpinnings.305 These are often bundled under the concept of “paper terrorism.”306 This concept 
can include forging documents (fake money orders and bad personal checks, for example), failing 
to pay taxes, phony tax filings, and presenting sham legal arguments in court. Sovereign citizens 
have filed fraudulent property liens against their foes.307 Some sovereigns hold illegal courts and 
target officials with fake criminal indictments. They can also “issue warrants for judges and 
police officers.”308  

Retaliatory Filings 

While these acts may not be violent, they are frequently “designed to intimidate or defraud 
targeted individuals, private institutions, or government entities.”309 Thus, some sovereigns saddle 
their opponents with time-consuming legal efforts to wipe out sham retaliatory court filings. As a 
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305 Department of Homeland Security and the Federal Bureau of Investigation, Sovereign Citizen Group Calls for 
Removal of U.S. Governors, March 29, 2010, p. 2. Hereinafter: “Sovereign Citizen Group Calls.” 
306 For an example of the use of this oft-used term, see Department of Justice, press release, “Member of Anti-
Government Movement Pleads Guilty to Laundering Money for FBI Undercover Agents,” March 25, 2011, 
http://www fbi.gov/lasvegas/press-releases/2011/lv032511 htm. 
307 One source has defined a lien as “a claim encumbrance or charge on property for payment of a debt or obligation.” 
Liens can be consensual or nonconsensual. They can be statutory or derive from common law. An example of a 
nonconsensual common law lien is “when a mechanic refuses to return a car until repairs are paid for.” See Robert 
Chamberlain and Donald P. Haider-Markel, “‘Lien on Me’: State Policy Innovation in Response to Paper Terrorism,” 
Political Research Quarterly, vol. 58, no. 3 (September 2005), p. 450. 
308 Ibid.; Federal Bureau of Investigation, “Sovereign Citizen.” See also Christopher A. Young, “Minnesota Has New 
Weapons in the Fight Against ‘Paper Terrorism,’” Hennepin Lawyer, August 28, 2007, 
http://hennepin.timberlakepublishing.com/article.asp?article=1148. 
309 “Sovereign Citizen Group Calls,” p. 2. 
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result, sovereign foes incur court fees and their credit ratings potentially suffer. In some cases, 
these proceedings arise from what most citizens might consider fairly mundane run-ins with law 
enforcement authorities. Some sovereigns do not necessarily see violations like parking tickets 
and trespassing arrests as run-of-the-mill. They can react to such encounters with police by 
challenging the very authority and jurisdiction of U.S. law enforcement and by harassing officials 
with dubious liens, for example.  

• In November 2011, Kenneth W. Leaming, from Spanaway, WA, was arrested for 
allegedly issuing billions of dollars in frivolous liens to intimidate public officials 
enforcing laws against sovereign citizens. Reportedly, he had been tied to other 
sovereign citizen adherents and groups. Also, he purportedly planned to harass 
the children of U.S. Supreme Court Chief Justice John Roberts.310 

Redemption 

Sovereign citizen guru Roger Elvick is the reputed founder of “redemption,”311 a concept that 
blurs the line between sovereign citizen ideology and pure scam. Redemption suggests that when 
the United States left the gold standard during the Great Depression, the nation found a way to 
monetize people. According to the theory, each child who is born in the United States and has a 
birth certificate also has a U.S. Treasury account “valued from $630,000 to more than $3 
million”312 viewed as collateral against the nation’s debts. Redemption supporters hold that by 
filing certain forms with state or federal authorities, people can draw money from these accounts. 
To do so, they occasionally attempt to pass bogus checks.313 

On a broad level, redemption can be viewed as an ideologically driven tactic meant to illegally 
wrangle money from the U.S. government via the IRS. According to DOJ, in some instances this 
involves the filing of “a series of false IRS forms, including tax returns, amended returns, and 

                                                 
310 Levi Pulkkinen, “FBI: Spanaway ‘Sovereign Citizen’ Planned to Track Down Justice’s Children,” Seattle Post-
Intelligencer, November 28, 2011, http://www.seattlepi.com/local/article/FBI-Spanaway-sovereign-citizen-planned-to-
2299295.php; Anti-Defamation League, “Little Shell Pembina Band,” http://www.adl.org/learn/ext_us/little_shell.asp?
learn_cat=extremism&learn_subcat=extremism_in_america&xpicked=3&item=little_shell. For other examples, see 
Rick Montgomery, “Sovereign Citizens: Crackpots, Crooks, or Defenders of Liberty?” Kansas City Star, November 26, 
2011, http://www.kansascity.com/2011/11/26/3288115/sovereign-citizens-bulldogs-guarding html. 
310 Marnie Eisenstadt, “Fringe Group Terrorizes Small-Town Officials with False Liens,” The Post Standard, May 23, 
2011; Rick Montgomery, “Sovereign Citizens: Crackpots, Crooks, or Defenders of Liberty?” Kansas City Star, 
November 26, 2011, http://www.kansascity.com/2011/11/26/3288115/sovereign-citizens-bulldogs-guarding html; 
Marnie Eisenstadt, “Fringe Group Terrorizes Small-Town Officials with False Liens,” The Post Standard, May 23, 
2011; “Two Admit Scheme to Defraud Public Employees,” Daily Freeman, January 14, 2011, 
http://www.dailyfreeman.com/articles/2011/01/14/blotter/doc4d2fb54d3189f270459164.txt; Michael Virtanen, “NY 
Man’s Sentencing Put Off in Liens Case,” Associated Press, July 12, 2011. 
311 “His ‘Straw Man’ Free, a Scammer Finds the Rest of Him Isn’t,” Intelligence Report, Southern Poverty Law Center, 
Issue 118, (Summer 2005), http://www.splcenter.org/get-informed/intelligence-report/browse-all-issues/2005/summer/
patriots-for-profit. Hereinafter: Southern Poverty Law Center, “His Straw Man Free.” 
312 FBI Counterterrorism Analysis Section, “Sovereign Citizens.” 
313 Elvick promoted his ideas in the 1980s, and was jailed for much of the 1990s as well as in the next decade because 
of passing bad checks, forgery, extortion, and corruption. See Ibid.; Southern Poverty Law Center, “His Straw Man 
Free”; For a description of redemption, see Institute for Intergovernmental Research, Investigating Terrorism, pp. 70-
71.  

IA_00269



The Domestic Terrorist Threat: Background and Issues for Congress 
 

Congressional Research Service 49 

Forms 1099 (including Form 1099-OID) or Forms W-2, to request fraudulent tax refunds based 
on phony claims of large income tax withholding.”314  

In addition, DOJ describes some redemption adherents as scammers who dupe customers into 
filing false IRS forms to redeem money via the purported secret accounts the government holds 
for its citizens.315 One guru recently pled guilty to money laundering charges.316 In another case, 
in December 2009 Audie Watson received a 14-year prison sentence for his involvement in an 
immigration benefit fraud scheme that sold membership in the Pembina Nation Little Shell Band 
to illegal aliens. Watson and co-conspirators charged individuals $1,500 and couples $2,000. 
They conned clients into believing that membership could be used to avoid removal from the 
United States.317 

• In March 2011, DOJ announced that the U.S. District Court for the Western 
District of Missouri had permanently barred Gerald A Poynter “from preparing 
tax returns for others and from promoting” a redemption scam.318 Poynter 
informed his customers that he could obtain tax refunds for them, charged them 
for his services, and then produced fraudulent IRS forms claiming $64 million in 
refunds for 165 customers.319 

The Internet and Domestic Terrorists 
In the counterterrorism world, there has been much concern regarding violent jihadist use of the 
Internet.320 However, domestic terrorists also are computer savvy and active online. One count 
suggested that 657 U.S.-based hate websites existed in 2010.321 A web presence may help 
extremist groups—sometimes relatively small, with rosters in the 100s or fewer—educate their 

                                                 
314 Department of Justice, press release, “Government Files Seven Lawsuits Nationwide to Block Alleged Scheme 
Involving Fraudulent Tax-Refund Claims,” October 28, 2009, http://www.justice.gov/opa/pr/2009/October/09-tax-
1161 html.  
315 Ibid. 
316 Carri Greer Thevenot, “Idaho Man Pleads Guilty to Money Laundering,” Las Vegas Review-Journal, March 25, 
2011, http://www.lvrj.com/news/sovereign-movement-leader-pleads-guilty-to-money-laundering-118685369 html. 
317 Immigration and Customs Enforcement, press release, “South Florida Man Sentenced to 14 Years in Prison for 
Immigration Fraud,” December 8, 2009, http://www.ice.gov/news/releases/0912/091208miami htm.  
318 Department of Justice, press release, “Federal Court Shuts Down Missouri Tax Preparer Who Promoted Tax Scam,” 
March 28, 2011, http://www.justice.gov/tax/txdv11382 htm. For the injunction, see http://www.justice.gov/tax/
Poynter_Injunction.pdf. 
319 Ibid. 
320 For example, see Edna Erez, Gabriel Weimann, and A. Aaron Weisburd, “Jihad, Crime, and the Internet: Content 
Analysis of Jihadist Forum Discussions,” October 31, 2011, Report submitted to the National Institute of Justice in 
fulfillment of requirements for Award Number 2006-IJ-CX-0038; Akil N. Awan, “The Virtual Jihad: An Increasingly 
Legitimate Form of Warfare,” CTC Sentinel, vol. 3, no. 5 (May 2010), p. 11, http://www.ctc.usma.edu/sentinel/
CTCSentinel-Vol3Iss5.pdf; Gilbert Ramsay, “Relocating the Virtual War,” Defence Against Terrorism Review, vol. 2, 
no. 1 (Spring 2009), p. 34, http://www.tmmm.tsk.tr/publications/datr3/03_Gilbert%20Ramsay.pdf; Tim Stevens, 
“Regulating the ‘Dark Web:’ How a Two-Fold Approach Can Tackle Peer-to-Peer Radicalisation,” The RUSI Journal, 
vol. 154, no. 2 (April 2009), p. 29; Gabriel Weimann, Terror on the Internet: The New Arena, the New Challenge 
(Washington, DC: United States Institute of Peace Press, 2006); Maura Conway, “Terrorism and Mass 
Communication: Nitro to the Net,” The World Today, vol. 60, no. 8/9 (Aug/Sep 2004), pp. 19-22, http://doras.dcu.ie/
513/1/nitro_to_net_2004.pdf. 
321 Potok, “The Year,” p. 50. This count included web pages “from Ku Klux Klan, Neo-Nazi, White Nationalist, Racist 
Skinhead, Christian Identity, Neo-Confederate, Black Separatist, and General Hate groups.” 
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existing membership and forge a group identity. Also, in many instances they can use websites to 
focus on outsiders to propagandize, socialize, and recruit new adherents.322 A few domestic 
terrorists also have exploited the web to harm their targets. 

White supremacists have long been using computer technology to communicate and interact. As 
one study has suggested, white supremacists “were among the very early users of the electronic 
communication network that eventually evolved into the Internet.”323 Among a variety of 
findings, the study indicated that white supremacist extremist websites were possibly an effective 
recruiting tool that the groups exploited. Membership forms are available on some sites. Others 
exhibit multimedia material, and some actually retail items such as music and video games.324 
The Internet allows individuals and groups to connect with one another and to disseminate 
ideology.325 It also enables groups to manage how others perceive them. Many white supremacist 
sites claim that their sponsoring groups are non-violent and not even racist.326 

Some white supremacists may be unwilling to affirm their views in public spaces such as work, 
school, or in street demonstrations. To them, the virtual realm is an important antidote. As one 
study has suggested, “free spaces” in both the real and virtual worlds—where conflict with non-
believers will be minimized—are important for adherents. In them they can “meet, articulate, and 
support their views.”327 Supremacists can turn to virtual free spaces to receive indoctrination into 
movement culture, key narratives outlining movement grievances, adopt ideologies, and “talk of 
violence against ‘racial enemies.’”328  

Much of this online ideological activity involves constitutionally protected speech. A number of 
examples stand out. 

• The ALF and the ELF have their long-established guidelines posted on the web 
for independent groups or individuals to follow.329 Movement websites virtually 
connect like-minded individuals. As mentioned elsewhere in this report, key 
ideological texts are also made available online.330 The websites of animal rights 
extremists and eco-terrorists also post press releases publicizing crimes 
perpetrated on behalf of the movements.331  

                                                 
322 Jeffrey Kaplan, Leonard Weinberg, and Ted Oleson, “Dreams and Realities in Cyberspace: White Aryan Resistance 
and the World Church of the Creator,” Patterns of Prejudice, vol. 37, no. 2 (2003), pp. 149-150. 
323 Phyllis B. Gerstenfeld, Diana R. Grant, Chau-Pu Chiang, “Hate Online: A Content Analysis of Extremist Internet 
Sites,” Analysis of Social Issues and Public Policy, vol. 3, no. 1, (2003), p. 29. Hereinafter: Gerstenfeld et. al., “Hate 
Online.” 
324 Ibid. 
325 See Josh Adams and Vincent J. Roscigno, “White Supremacists, Oppositional Culture, and the World Wide Web,” 
Social Forces, vol. 84, no. 2 (December 2005), pp. 759-778. 
326 Gerstenfeld et. al., “Hate Online,” pp. 33-41. 
327 Pete Simi, Robert Futrell, “Cyberculture and the Endurance of White Power Activism,” Journal of Political and 
Military Sociology, vol. 34, no. 1 (Summer 2006), p. 117. Hereinafter: Simi and Futrell, “Endurance.” 
328 Ibid., 122-126, 131. Some free spaces exist in the real world. Examples include the privacy of the home, 
supremacist events such as conferences, isolated compounds or communities, and ideologically-focused musical 
concerts. 
329 See http://www.animalliberationpressoffice.org/Background htm; ELF, “What Is the Earth?”  
330 Anti-Defamation League, Ecoterrorism: Extremism in the Animal Rights and Environmentalist Movements, 
http://www.adl.org/learn/ext_us/ecoterrorism.asp. Hereinafter: Anti-Defamation League, Ecoterrorism. 
331 See http://www.animalliberationfront.com/; http://www.animalliberationpressoffice.org/; and 
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• Reverend Donald Spitz administers the Army of God’s website.332 Among other 
things, the site includes lists of people who support “violent opposition to 
abortion” as well as listing people incarcerated because of anti-abortion crimes 
they committed.333 

• The National Socialist Movement sponsors its own social networking site, the 
“New Saxon Social Network.”334 

Some domestic terrorists also engage in cyber attacks. According to DOJ, an animal rights 
extremist cell (SHAC USA, Inc.) active between 2001 and 2004 listed online the personal 
information—names, addresses, phone numbers—of workers at a firm it was targeting. (The 
business uses animals in its research.) The extremist cell likely devised the list to help focus the 
activities of the group’s online followers. In some cases, the published information included the 
names of spouses and children of employees, license plate numbers, churches attended by the 
employees, as well as the schools their children attended. The websites used by the extremist cell 
also posted suggestions for action by supporters—including what it described as the “top 20 terror 
tactics.”335 Supporters across the United States vandalized victims’ homes and automobiles and 
engaged in cyber attacks against the research firms and other companies tied to it, among other 
activities.336  

In January 2009, in an unclassified assessment available on the Internet, DHS stated that 
“leftwing” extremists were likely to increasingly use cyber attacks. The assessment noted that 
animal rights extremists engaged in cyber attacks such as “deletion of user accounts, flooding a 
company’s server with e-mails, and other types of e-mail assaults intended to force businesses to 
exhaust resources.”337  

A Decentralized Threat  
Domestic terrorism can be described as a decentralized threat. As this report has already 
suggested, domestic terrorism suspects generally operate on their own or in small, independent 
                                                                 
(...continued) 
http://www.earthliberationfront.org/. 
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333 Ibid., p. 77. 
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websites to encourage its followers. See Department of Justice, United States v. Stop Huntingdon. 
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Decade, January 26, 2009. 
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cells. In other words, they do not necessarily belong to organizations with cohesive, well-
articulated leadership structures or cadres.  

However, independently acting domestic terrorism suspects are not necessarily isolated, adrift, 
and cut off from any outside contact or influence. Some take ideological cues from broader 
movements or groups espousing extremist ideas. These groups or movements publicly disavow 
violent criminal behavior and engage in constitutionally protected activities. This dynamic—the 
interplay between above-ground groups or movements proffering extremist dogma or ideology 
(protected speech) that is then consumed and acted upon by independent underground groups or 
cells who commit crimes—is a critical feature of domestic terrorism. 

Leaderless Resistance 

Within the domestic terrorism realm, the notions of decentralized activity received attention in the 
1980s and early 1990s when white supremacist Louis Beam circulated his theories of “leaderless 
resistance.”338 He saw leaderless resistance as a means to transform the white supremacy 
movement. Beam described it as a means of avoiding law enforcement infiltration of white 
supremacist groups, and he suggested two levels of leaderless movement activity. First, on an 
operational level, militant, underground, ideologically motivated cells or individuals (lone 
wolves) engage in movement-related illegal activity without any centralized direction or control 
from an organization that maintains traditional leadership positions and membership rosters. 
Second, on another level, the above-ground public face (the “political wing”) of the movement 
propagandizes and disseminates ideology—engaging in protected speech. In this system, 
underground cells or lone wolves would be responsible for their own actions, and the public face 
of the movement would not be held accountable.339 

Online comments from the leadership of the neo-Nazi National Socialist Movement (NSM) offer 
a specific example of an above-ground movement avoiding violence and the terrorist label. The 
NSM’s leader has posted the following statement on the group’s website: 

I want it made perfectly clear to all of our members, supporters, prospective members, 
readers, etc. that the National Socialist Movement condemns illegal actions and in such we 
do not endorse any acts of violence or terrorism. The NSM is a White Civil Rights 
Movement that adheres to Political activism, and a legal means to restore America to its 
former glory. Acts of violence or terrorism against America, or its Citizens is unacceptable, 
and not tolerated within the ranks of the National Socialist Movement.340 

                                                 
338 He was a Ku Klux Klan (KKK) and Aryan Nations activist.  
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http://www.splcenter.org/get-informed/intelligence-files/profiles/louis-beam; Anti-Defamation League, “Louis Beam,” 
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“The Turner Diaries” 

One of the key texts read by neo-Nazis and anti-government extremists is The Turner Diaries, a 
1978 novel by William Pierce, the deceased founder of the neo-Nazi group National Alliance.341 
This book can be seen as an above-ground product that motivates underground cells or 
individuals to commit crimes. The book has partly inspired a number of violent acts by white 
supremacist extremists and anti-government extremists.  

The Turner Diaries predates the widespread acceptance of the “leaderless resistance” concept. 
However, its lasting place in the neo-Nazi and anti-government extremist movements highlights 
how leaderless resistance works. Peirce’s book has been described as “the most widely read book 
among far-right extremists.”342 The novel reflects the author’s own racist religious 
philosophies.343 Perhaps 500,000 copies of the book have been sold.344 In it, Pierce emphasized 
that the current racial order of things had to be cataclysmically destroyed and reborn in 
accordance with white supremacist ideals.345 To convey this message, he devised his book as the 
edited diaries of neo-Nazi character Earl Turner. As such, Turner’s story is annotated by a 
fictionalized editor, one Andrew Macdonald. The novel describes Turner leading a terrorist group 
whose actions trigger a race war that results in the overthrow of the government—controlled by 
Jews in Pierce’s construction. Turner also initiates a nuclear war that wipes out earth’s non-white 
human inhabitants. The atomic apocalypse allows for the rebirth of a revitalized white race.346  

The book has informed the activities of domestic terrorists. In September 1983, white supremacist 
Robert Mathews formed a small underground group known as The Order. Its inspiration came 
from passages in The Turner Diaries. The group planned for and engaged in what it viewed as a 
revolution.347 Over the next 15 months, The Order went on a violent crime spree. Among other 
crimes, it robbed banks, armored cars, electronic stores, a truck stop, and a video store, and 
allegedly gave some of the spoils to Richard Butler, who was at the time the leader of the WSE 
group Aryan Nations. The Order also bombed a synagogue and murdered a Jewish talk show 
host, Alan Berg, before it was dismantled by federal law enforcement.348  
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Anti-government extremist Timothy McVeigh, an avid reader of the book, had passages from the 
Turner Diaries with him when he was arrested. The 1995 bombing of the Alfred P. Murrah 
federal building in Oklahoma City mimicked one described in the novel and involved a small cell 
of underground conspirators.349 Sales of the book allegedly rose after the bombing.350 

The ALF, the ELF 

The concept of leaderless resistance has been mirrored by other extremist movements in the 
United States. Both the ALF and the ELF have rejected recognizable leadership structures or 
hierarchies and follow a leaderless resistance model instead, making their activities more difficult 
for law enforcement to investigate.351 According to the model, above-ground elements in the 
movements provide guidelines and an ideological platform that underground individuals (lone 
wolves) or independent cells can draw upon to motivate their own criminal actions. Exercising 
First-Amendment rights, the above-ground components of the ALF and the ELF lawfully 
communicate shared identities largely via websites. As one scholar has suggested for the ELF, 
this possibly creates a broad consensus focused on a very specific cause and avoids internecine 
conflicts over ideological fine points.352 Much like the NSM, the above-ground elements of the 
ALF take pains to distinguish themselves from criminal activity. For example, NAALPO states:  

Disclaimer: The Animal Liberation Press Officers do not engage in illegal activities, nor do 
they know any individuals who do. Rather, the Press Office receives and posts communiqués 
from anonymous parties and provides comment to the media.353 

Additionally, the above-ground literature of both the ALF and the ELF suggests that independent 
cells avoid communication with one another.354 This leaderless format is followed to avoid law 
enforcement infiltration and is based on models used by other domestic terrorists. As one scholar 
has suggested, this parallels franchising in the business world.355 

Lone Wolves 

Some domestic terrorists are “lone wolves.” This can be seen as a form of leaderless resistance. 
One scholar has offered a succinct conceptualization:  

Lone wolf terrorism involves terrorist attacks carried out by persons who (a) operate 
individually, (b) do not belong to an organized terrorist group or network, and (c) whose 
modi operandi are conceived and directed by the individual without any direct outside 
command hierarchy.356 
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350 Freilich, Chermak, and Caspi, “Critical Events,” p. 505. 
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Lone wolves have committed crimes in the names of a number of domestic terrorism movements. 
For example, according to the FBI, when it comes to violence attributed to white supremacist 
extremism, lone wolves play a prominent role. Lone wolves filter in and out of WSE groups. 
They can either get dismissed from these groups because of their “violent tendencies” or 
voluntarily leave because they find the organizations too passive.357 There is little research on the 
lone wolf phenomenon and no universally accepted definition of the term.358  

The above definition stresses how lone wolves operate. Just as critical is what they believe. Lone 
wolves can hew to broader ideological causes and use them to justify their actions.359 This 
suggests that lone wolves potentially adopt the ideas of broader terrorist movements while not 
claiming formal membership in them. Divining exactly what “formal membership” constitutes 
leads to debate regarding whether or not some individuals acted as lone wolves or part of larger 
movements. For example:  

• On January 29, 2010, Scott Roeder was convicted of first-degree murder and two 
counts of aggravated assault for killing abortion provider George Tiller.360 Roeder 
allegedly had “connections with militant abortion foes but few formal ties with 
known groups.”361 Some supporters of abortion rights consider his contacts 
among anti-abortion adherents as evidence of possible conspiracy.362 Meanwhile, 
some anti-abortion activists have stressed that Roeder was a lone wolf.363 He 
remains the only person convicted of Tiller’s murder. 

Because lone wolves are not plugged into terrorist organizations, distinguishing them from 
individuals who commit hate crimes can also be difficult.364 In these cases, as mentioned above, 
the FBI likely attempts to determine whether the motives involved were personal (hate crime) and 
not focused on broader ideologies (domestic terrorism).  

The Law Enforcement Challenges Posed by Lone Wolves 

Lone wolves present particular challenges to law enforcement. Because lone wolves, by 
definition, operate alone, it can be difficult for law enforcement to assess exactly which 
radicalized individuals intend to turn their beliefs into action and pursue terrorist activity. One 
former FBI counterterrorism official has said:  

The lone wolf is arguably one of the biggest challenges to American law enforcement. How 
do you get into the mind of a terrorist? The FBI does not have the capability to know when a 
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person gets up in middle America and decides: ‘I’m taking my protest poster to Washington 
or I’m taking my gun.’365 

Aside from intent, it is also hard to assess the operational capability of potential lone wolf 
terrorists—knowledge of explosives, familiarity with firearms, or experience in surveillance, for 
example.366 Lone wolves do not participate in terrorist networks or training camps that can be 
infiltrated or whose communications can be traced. They do not rehearse their schemes or 
practice their criminal skills with conspirators who can potentially act as cooperating witnesses. 
To attempt to overcome these issues, the FBI asserted in 2009 that it was “beginning an extensive 
study on identified lone offenders to come up with indicators and behavior predictors that 
investigators can use to assess suspects.”367 

Not all of the news for law enforcement regarding lone wolves is necessarily dire. They have 
weaknesses. Their lack of tradecraft may make it harder for lone wolves to engage in large-scale 
attacks. Likewise, lone wolves do not necessarily experience the reinforcement of a closely knit 
terrorist social network. They cannot rely on others to assist them in any type of complicated 
plot.368  

Regardless, lone wolf attacks can be lethal. For example, according to one scholarly examination, 
between 1990 and April 2009, “far-rightists” have been responsible for the deaths of 42 law 
enforcement officers—most from state and local agencies in the United States. Most of the 
incidents involved firearms, and most of the assailants acted alone.369 Other instances of fatalities 
have been documented as well. Aside from the 2010 actions of Scott Roeder and the 2009 
shooting involving James von Brunn (discussed elsewhere), suspected lone wolves were involved 
in at least two fatal shooting incidents in 2009, according to media sources and watchdog groups. 
The individuals involved in these incidents held white supremacist beliefs. 

• Richard Poplawski shot and killed three Pittsburgh police officers in April 2009. 
He has been described as a “white supremacist” lone wolf.370 He had posted anti-
government messages on racist websites.371 

• On January 21, 2009, Keith Luke allegedly shot and killed two Cape Verdean 
immigrants and raped and shot a third. Police arrested him before he could attack 
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a synagogue, as he planned.372 Luke purportedly informed police that he had 
decided to go on his spree after reading about “the demise of the white race” on a 
neo-Nazi website.373 He reputedly said that he was “fighting for a dying race” 
and that he had been planning the attack for six months.374 

The shootings perpetrated by Roeder and von Brunn had been described by the federal 
government as terrorist acts.375 It is unclear whether the Poplawski and Luke cases are considered 
as such.  

Lone wolves do not necessarily have to focus on gun-related crimes. Kevin Harpham’s case 
illustrates as much. On March 9, 2011, law enforcement officers arrested Kevin Harpham 
(discussed elsewhere) and charged him in connection to a bomb concealed in a backpack and 
placed along the route of a Martin Luther King, Jr. Day March in Spokane, WA. In September 
2011, Harpham pled guilty to committing a federal hate crime and attempting to use a weapon of 
mass destruction.376 Media reports and watchdog groups have indicated that Harpham had ties to 
white supremacists. Allegedly, he was a member of the neo-Nazi National Alliance in 2004. The 
group denied that he was still a member. Harpham had also been in contact with Paul Mullet, 
leader of a white supremacist group active in Athol, ID. Mullet said that he and Harpham spoke 
many times but that the latter never joined Mullet’s group.377 Harpham reportedly made postings 
on white supremacist websites and read The Turner Diaries.378 
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Also, lone wolf activity is not solely the domain of purported white supremacists. Another case 
illustrates the kind of attack a domestic lone wolf animal rights extremist can commit:  

• In November 2010, Walter Bond pled guilty to two felonies stemming from an 
April 2010 arson that destroyed a store known as the Sheepskin Factory in 
Glendale, CO.379 Speaking from jail, Bond condemned the business, which sold 
sheepskin products, as engaging in “blood trade” and drawing profits “from the 
death and exploitation of suffering animals.”380 Bond worked alone. A web 
posting claimed the arson “in defense and retaliation for all the innocent animals 
that have died cruelly at the hands of human oppressors.”381 Apparently, Bond 
strongly identified with the notion of being a lone wolf. The ATF, working with a 
confidential informant, recorded Bond discussing the fire and the fact that he 
actually used the nickname “Lone Wolf.”382 In a jailhouse letter, Bond stated, “I 
used the name ‘ALF Lone Wolf’ in the media to convey to my ALF brothers and 
sisters worldwide (whoever they are) the power of acting alone.”383 

Prison Radicalization 
As some experts have pointed out, prison offers an environment in which individuals can 
potentially radicalize384 on the way to becoming terrorists. This issue has loomed large among 
experts examining international terrorism.385 A scholar of the prison radicalization phenomenon in 
the United Kingdom notes that jail time potentially jump starts the radicalization process for 
individuals who are at risk of radicalizing. Prison brings together disaffected people who may be 
receptive to anti-social messages offering “clear, albeit intolerant, solutions to complex problems 
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of identity and belonging.”386 In other words, some disaffected prisoners may discover and adopt 
terrorist ideals as they try to find meaning behind bars, potentially establishing bonds with like-
minded people in jail. Another study of government policies on prison radicalization in 15 
countries (including the United States) concludes that “[w]hether or not one believes that prisons 
have become Al Qaeda’s ‘universities’ or ‘finishing schools’ there can be no question that prisons 
matter.”387 They matter because they have figured largely in the development of many previous 
radical movements around the globe. Prisons also unsettle prisoners who “are more likely than 
elsewhere to explore new beliefs and associations.”388  

Some prison gangs delve into radical or extremist ideologies that also motivate domestic 
terrorists, and in a number of instances, these ideologies are integral to fashioning cohesive group 
identities within prison walls. It must be reiterated, however, that even for gangs exhibiting these 
ideological dimensions, criminal enterprises such as drug trafficking—not radical beliefs—
largely drive their activities. The largest white supremacist prison gangs illustrate this. 

Several gangs in America’s penal institutions subscribe to white supremacist beliefs, views 
broadly shared by some domestic extremist groups such as the National Socialist Party, the 
National Alliance, Aryan Nations, and racist skinheads. A national-level gang of this ilk with 
approximately 15,000 members in and out of prison, the Aryan Brotherhood, has factions within 
facilities managed by the California Department of Corrections and the Federal Bureau of 
Prisons.389 The Nazi Low Riders, a regional-level gang with a membership estimated between 
800 and 1,000, exists in correctional facilities on the West Coast and in the Southwest.390 Another 
white supremacist gang with a prison and street presence, Public Enemy Number One—largely a 
local-level organization with between 400 and 500 members—is mostly active in California with 
scattered groups outside of the state.391 

These three groups may espouse racial hatred, but they are largely guided by the profit motive, 
not extremism.392 For example, one expert has described the Aryan Brotherhood’s ideological 
underpinnings as “mostly just a good recruiting tool and a way to maintain structure and 
discipline. These guys are more about making money than starting any kind of white 
revolution.”393 As another indicator of the primacy of profit, members of all three white 
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supremacist groups often set aside their racism and “have working relationships with Hispanic 
street gangs and non-white prison gangs such as the Mexican Mafia, due to a shared interest in 
criminal activity, particularly the drug trade.”394 However, members of racist gangs do commit 
hate crimes. For example, in 1998 “[t]wo of the three men who murdered James Byrd Jr., a black 
man, by tying him to their pickup truck and dragging him over three miles of road near Jasper, 
Texas, were ex-cons who belonged to the [Aryan] Brotherhood.”395 

One study has estimated that “hundreds, possibly thousands” of sovereign citizens have been 
incarcerated in the United States since the 1990s, where some have continued to practice their 
beliefs and even pass their knowledge on to other prisoners.396 An unknown number of prisoners 
have converted to the movement’s ideology, while others have simply used sovereign tactics.397 
The following cases suggest how this may occur.  

• In September 2010, Marlon T. Moore pled guilty to one count of filing a false 
claim with the IRS, requesting a fraudulent refund of $9,087,987.95.398 Prior to 
his 2010 guilty plea, he had become a sovereign citizen during a six-year stint in 
prison on drug-related money laundering charges.399  

• In 1992, James T. McBride discovered sovereign citizen ideology while in a 
Michigan prison on drug-related charges. After he left prison, among other 
things, he became a sovereign guru and operated a business that peddled 
sovereign ideas.400 

Policy Considerations for Congress 
Congress may choose to consider issues in three areas regarding the federal role in combating 
domestic terrorism: (1) assessing this threat’s scope, (2) the adequacy of domestic terrorism 
intelligence collection efforts, and (3) how domestic terrorism fits into the Obama 
Administration’s efforts to counter radicalization that may lead to terrorism.  

Scoping the Threat 
As this report suggests, at least three factors may make it hard for policymakers to form a 
baseline evaluation of the domestic terrorism threat from publicly available information. First, 
federal agencies employ varying terminology to describe the threat. Second, the federal 
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government lacks a public and official method for either designating specific domestic groups as 
terrorists or formally and openly describing particular extremist movements as threats. Finally, 
there is no clear sense of how many domestic terrorism plots and attacks the government has 
investigated in recent years.  

Terminology 

The federal government has used broad conceptualizations to describe domestic terrorism. DOJ 
discusses the issue in terms of a handful of general “threats” such as animal rights extremists, 
eco-terrorists, anarchists, and anti-government extremists—not specific groups. Additionally, 
terms such as “terrorism” and “extremism” appear to be used interchangeably. Presumably, using 
the term “extremist” allows lawyers, policymakers, and investigators the flexibility to discuss 
terrorist-like activity without actually labeling it as “terrorism” and then having to prosecute it as 
such. However, this may lead to inconsistencies in the development and application of the law in 
the domestic terrorism arena. For example, policymakers may ponder why a specific terrorism 
statute covers ideologically motivated attacks against businesses that involve animals,401 while 
there are no other domestic terrorism statutes as narrow in their purview covering a particular 
type of target and crime. 

Designating Domestic Terrorist Groups 

The federal government lacks a process for publicly designating domestic terrorist organizations. 
In other words, there is no official open-source roster of domestic groups that the FBI or other 
federal agencies target as terrorist organizations. The lack of such a designation may spring partly 
from First Amendment concerns. Such a list might discourage speech and expression related to 
the ideologies underpinning the activities of named groups. Regardless, this stands in stark 
contrast to the world of international counterterrorism, where the United States maintains a well-
established—legally and procedurally proscribed—regimen regarding the identification of foreign 
terrorist organizations (FTOs).402  

Official FTO designation benefits counterterrorism efforts in a number of ways. Most 
importantly, it facilitates the prosecution of those who provide material support403 to listed foreign 
terrorist groups. Arguably, because there is no domestic terrorism equivalent of FTO designation, 
it is more difficult to press material support charges against domestic terrorists. In 2010, one 
scholar was unable to identify any material support cases involving “a domestic terrorist group or 
its supporters.”404 According to the Department of State, FTO designation has other effects. It  
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1. Supports [U.S.] efforts to curb terrorism financing and to encourage other nations to do the 
same. 2. Stigmatizes and isolates designated terrorist organizations internationally. 3. Deters 
donations or contributions to and economic transactions with named organizations. 4. 
Heightens public awareness and knowledge of terrorist organizations. 5. Signals to other 
governments our concern about named organizations.405 

This description suggests that the absence of a designation regimen for domestic terrorist groups 
makes it harder for the federal government to discredit such groups and simultaneously 
strengthen public understanding of the domestic terrorist threat. Likewise, the lack of a list might 
make it more difficult for the federal government to communicate exactly what the threat is to its 
own agencies, let alone local or state entities.  

While there is no official designation process for domestic terrorist organizations, as it stands, 
DOJ and the FBI have publicly named and discussed domestic terrorism threats—such as animal 
rights extremism or anarchist extremism—without illuminating exactly how they arrive at these 
categories. Federal lawmakers may opt to consider the feasibility of officially formalizing this 
process and/or opening it up to greater oversight. Ideally, an attempt to render this process less 
bureaucratically opaque would simultaneously (1) enhance federal efforts to combat domestic 
terrorism while (2) protecting civil rights and civil liberties. For example, such a list may 
potentially offer agencies outside of DOJ—including relevant players at the state and local 
level—formal opportunities to provide input into ranking domestic terrorism threats while 
enshrining mechanisms by which individuals who believe in the philosophies undergirding a 
designated threat could petition to have that threat “de-listed.”406 On the other hand, making this 
process more open may take away the FBI’s flexibility to rapidly adapt its domestic terrorism 
priorities, especially if threats quickly mutate.  

A Public Accounting of Plots and Incidents 

A publicly available official accounting of domestic terrorist plots and incidents may help 
policymakers understand the scope of the threat in lieu of a regimen designed to name domestic 
terrorism organizations. However, the federal government does not produce such a document. The 
National Counterterrorism Center’s (NCTC) Worldwide Incidents Tracking System (WITS) had 
provided an official record of terrorism incidents around the globe, including the United States. 
This was a publicly accessible database active from 2004 to early 2012. It included basic 
information regarding terrorist incidents. Prior to the advent of WITS, the FBI used to publish 
regular reports on terrorist activity in the United States.407  

The lack of a publicly available federal accounting of domestic terrorism plots and attacks makes 
it especially difficult to determine the scope of this diverse threat, which, for example, can be 
investigated and prosecuted at the state or local, let alone federal, level. Also, the lines between 
domestic terrorism and other forms of criminality such as tax fraud or hate crimes can be blurry. 
A fuller accounting of domestic terrorism plots and attacks may call such prosecutorial flexibility 
into question. Such an accounting may reveal the instances in which FBI investigated individuals 
as domestic terrorists but DOJ did not prosecute them as such.  
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Better Sense of Scope May Assist Policymakers 

Regardless, a better sense of domestic terrorism’s scope publicly proffered by the federal 
government may assist policymakers. It may be of policymaking value for executive branch 
agencies to release annual statistics on domestic terrorism prosecutions, naming individuals and 
movements involved. Congress may also consider requesting an even more detailed annual public 
report that counts and describes the domestic terrorist plots dismantled; the number of attacks 
investigated; and the federal, state, and local agencies involved. The lack of such an accounting 
makes it difficult for policymakers to exercise oversight by comparing the levels of domestic 
terrorist activity against items such as homegrown violent jihadist activity and other threats to the 
homeland. A regular public accounting could also help policymakers assess the effectiveness of 
the government’s response to the domestic terrorist threat. It may also assist policymakers who 
wish to compare one domestic terrorist threat against another. Finally, without a clear, publicly 
available understanding of the domestic terrorist threat, it may be difficult to measure how much 
federal funding is allocated to this issue. 

Intelligence 
Intelligence collection efforts against foreign terrorist groups have received much scrutiny since 
9/11. U.S. efforts to gather information versus domestic terrorism actors have not. Domestic 
terrorism does not feature in the Director of National Intelligence’s National Intelligence 
Priorities Framework (NIPF), described as the “means to capture issues of critical interest to 
senior Intelligence Community (IC) customers and communicating those issues to the IC for 
action.”408 Importantly, for intelligence gathering and program prioritization purposes, “there is 
no ... standard across federal agencies that can be applied to [domestic terrorism] cases.”409 Also, 
there likely is no established standard for the collection of intelligence from state and local 
investigators.410 Congress may choose to examine these issues as well as the scope of intelligence 
collection efforts focused on domestic terrorism.  

By law, “NCTC serves as the primary organization in the United States Government ... for 
integrating and analyzing all intelligence pertaining to counterterrorism (except for information 
pertaining exclusively to domestic terrorism).”411 Because of its lead status for counterterrorism 
investigations in the homeland, the FBI arguably serves the parallel role for the domestic terrorist 
threat. The development of any interagency regimen for the collection and analysis of domestic 
terrorism information might start with the Bureau’s capacities in this regard. Congress may wish 
to consider whether the FBI has allocated appropriate resources and expended enough effort in 
collection and analysis of domestic terrorism-related intelligence as well as the safeguarding of 
civil rights. 

                                                 
408 See http://www.dni.gov/content/AT/NIPF.pdf; Department of Justice, FBI FY2012 Authorization and Budget 
Request for Congress, February 2011, p. 4-24, http://www.justice.gov/jmd/2012justification/pdf/fy12-fbi-
justification.pdf. Hereinafter: Department of Justice, FBI FY2012 Authorization. 
409 Department of Justice, FBI FY2012 Authorization, p. 4-24. 
410 Aside from suspicious activity reporting. For more information on this, see CRS Report R40901, Terrorism 
Information Sharing and the Nationwide Suspicious Activity Report Initiative: Background and Issues for Congress, by 
Jerome P. Bjelopera. 
411 See “About the National Counterterrorism Center,” http://www.nctc.gov/about_us/about_nctc html. 
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How Does Domestic Terrorism Fit into the U.S. Countering Violent 
Extremism Strategy? 
In August 2011, the Obama Administration released a strategy for countering the radicalization of 
terrorists, also described as combating violent extremism (CVE).412 This document was fleshed 
out to a degree by the Administration’s release in December 2011 of its “Strategic Implementation 
Plan for Empowering Local Partners to Prevent Violent Extremism in the United States.”413 The 
Administration’s CVE strategy and plan revolve around countering the radicalization of all types 
of potential terrorists, but the radicalization of violent jihadists is its key focus. Regardless, 
domestic terrorism falls under the strategy’s purview.  

Federal CVE efforts often depend on government agencies cooperating with local groups. In fact, 
the Obama Administration’s national CVE strategy highlights a “community-based approach” for 
the federal government. To this end, the strategy states that the federal government most 
effectively acts as a “facilitator, convener, and source of information.”414 As all of this may 
suggest, to date the bulk of federal-level CVE work has revolved around community 
engagement.415 Congress may opt to ask the Administration which domestic terrorists it will focus 
on under the strategy and which communities it intends to engage regarding issues surrounding 
non-jihadist terrorism. 

 

 

Author Contact Information 
 
Jerome P. Bjelopera 
Specialist in Organized Crime and Terrorism 
jbjelopera@crs.loc.gov, 7-0622 

  

 

                                                 
412 Empowering Local Partners to Prevent Violent Extremism in the United States, August 2011, 
http://www.whitehouse.gov/sites/default/files/empowering_local_partners.pdf. Hereinafter: Empowering Local 
Partners. 
413 Strategic Implementation Plan for Empowering Local Partners to Prevent Violent Extremism in the United States, 
December 2011, http://www.whitehouse.gov/sites/default/files/sip-final.pdf. Hereinafter: Strategic Implementation 
Plan. 
414 Empowering Local Partners, p. 3. 
415 See CRS Report R41416, for more information. 
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Summary 
The emphasis of counterterrorism policy in the United States since Al Qaeda’s attacks of 
September 11, 2001 (9/11) has been on jihadist terrorism. However, in the last decade, domestic 
terrorists—people who commit crimes within the homeland and draw inspiration from U.S.-based 
extremist ideologies and movements—have killed American citizens and damaged property across 
the country. Not all of these criminals have been prosecuted under terrorism statutes. This latter 
point is not meant to imply that domestic terrorists should be taken any less seriously than 
other terrorists.  

The Department of Justice (DOJ) and the Federal Bureau of Investigation (FBI) do not officially 
list domestic terrorist organizations, but they have openly delineated domestic terrorist “threats.” 
These include individuals who commit crimes in the name of ideologies supporting animal rights, 
environmental rights, anarchism, white supremacy, anti-government ideals, black separatism, and 
anti-abortion beliefs.  

The boundary between constitutionally protected legitimate protest and domestic terrorist activity 
has received public attention. This boundary is especially highlighted by a number of criminal 
cases involving supporters of animal rights—one area in which specific legislation related to 
domestic terrorism has been crafted. The Animal Enterprise Terrorism Act (P.L. 109-374) expands 
the federal government’s legal authority to combat animal rights extremists who engage in 
criminal activity. Signed into law in November 2006, it amended the 1992 Animal Enterprise 
Protection Act (P.L. 102-346).  

Five discussion topics in this report may help explain domestic terrorism’s significance for 
policymakers:  

• Level of Activity. Domestic terrorists have been responsible for orchestrating 
more than two-dozen incidents since 9/11, and there appears to be a growth in 
anti-government extremist activity as measured by watchdog groups in the last 
several years.  

• Use of Nontraditional Tactics. A large number of domestic terrorists do not 
necessarily use tactics such as suicide bombings or airplane hijackings.  

• Exploitation of the Internet. Domestic terrorists—much like their jihadist 
analogues—are often Internet savvy and use the medium as a resource for their 
operations.  

• Decentralized Nature of the Threat. Many domestic terrorists rely on the 
concept of leaderless resistance. This involves two levels of activity. On an 
operational level, militant, underground, ideologically motivated cells or 
individuals engage in illegal activity without any participation in or direction 
from an organization that maintains traditional leadership positions and 
membership rosters. On another level, the above-ground public face (the 
“political wing”) of a domestic terrorist movement may focus on propaganda and 
the dissemination of ideology—engaging in protected speech.  

• Prison Radicalization. Prison has been highlighted as an arena in which terrorist 
radicalization can occur. Some prison gangs delve into radical or extremist 
ideologies that motivate domestic terrorists, and in a number of instances, these 
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ideologies are integral to fashioning cohesive group identities within prison 
walls. It must be reiterated, however, that even for gangs that exhibit these 
ideological dimensions, criminal enterprises such as drug trafficking—not radical 
beliefs—largely drive their activities. 

Congress may choose to consider issues in three areas regarding the federal role in combating 
domestic terrorism. First is the issue of definitions. It is difficult to assess the scope of domestic 
terrorism because federal agencies use varying terms to describe it. Even more basically, there is 
no clear sense of how many domestic terrorist attacks have occurred or how many plots the 
government has foiled in recent years. Second, Congress may review the adequacy of domestic 
terrorism intelligence collection efforts. For intelligence gathering and program prioritization 
purposes, there is no standard set of intelligence collection priorities across federal agencies that 
can be applied to domestic terrorism cases. Also, there likely is no established standard for the 
collection of intelligence from state and local investigators—aside from suspicious activity 
reporting. Finally, it may be of value to explore how domestic terrorism fits into the Obama 
Administration’s community outreach-driven strategy to quell terrorism-related radicalization in 
the United States. Congress may query the Administration on which brand of domestic terrorists 
it plans to focus on under the strategy and which local community groups it intends to engage 
regarding domestic terrorism issues. 
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Introduction 
Since the terrorist attacks of September 11, 2001 (9/11), domestic terrorists—people who commit 
crimes within the homeland and draw inspiration from U.S.-based extremist ideologies and 
movements1—have not received as much attention from federal law enforcement as their foreign 
counterparts inspired by Al Qaeda. This was not necessarily always the case. The FBI reported in 
1999 that “[d]uring the past 30 years, the vast majority—but not all—of the deadly terrorist 
attacks occurring in the United States have been perpetrated by domestic extremists.”2  

The U.S. government reacted to 9/11 by greatly enhancing its counterterrorism efforts. This report 
discusses how domestic terrorists broadly fit into this new counterterrorism landscape, a terrain 
that in the last 10 years has been largely shaped in response to terrorists inspired by foreign 
ideologies. This report focuses especially on how domestic terrorism is conceptualized by the 
federal government and issues involved in assessing this threat’s significance. Today (perhaps in 
part because of the government’s focus on international terrorist ideologies) it is difficult to 
evaluate the scope of domestic terrorist activity. For example, federal agencies employ varying 
terminology and definitions to describe it. Also, domestic terrorism-related intelligence collection 
efforts have not necessarily received the same attention as similar efforts to counter foreign 
threats. Beyond these issues, the Obama Administration’s community outreach-driven strategy to 
quell terrorism-related radicalization in the United States focuses on individuals inspired by Al 
Qaeda. How domestic terrorism fits into this strategy is unclear. Congress may opt to examine 
these and other issues related to domestic terrorism. 

Domestic terrorists may not be the top federal counterterrorism priority, but they feature 
prominently among the concerns of some law enforcement officers. For example, Los Angeles 
Deputy Police Chief Michael P. Downing recently included “black separatists, white 
supremacist/sovereign citizen extremists, and animal rights terrorists” among his chief 
counterterrorism concerns.3 Also possibly contributing to domestic terrorism’s secondary status as 
a threat, a large number of those labeled as domestic terrorists do not necessarily use traditional 
terrorist tactics such as bombings or airplane hijackings. Additionally, many domestic terrorists 
do not intend to physically harm people but rather rely on alternative tactics such as theft, 
trespassing, destruction of property, and burdening U.S. courts with retaliatory legal filings. 

                                                 
1 This conceptualization of the term “domestic terrorism” is derived from a number of U.S. government sources 
detailed in this report. They are further discussed below. This paper will not focus on homegrown violent jihadists. 
However, when referring to such actors, for this report, “homegrown” describes terrorist activity or plots perpetrated 
within the United States or abroad by American citizens, permanent legal residents, or visitors radicalized largely 
within the United States. “Jihadist” describes radicalized Muslims using Islam as an ideological and/or religious 
justification for belief in the establishment of a global caliphate—a jurisdiction governed by a Muslim civil and 
religious leader known as a caliph—via violent means. Jihadists largely adhere to a variant of Salafi Islam—the 
fundamentalist belief that society should be governed by Islamic law based on the Quran and follow the model of the 
immediate followers and companions of the Prophet Muhammad. 
2 Federal Bureau of Investigation, Terrorism in the United States: 30 Years of Terrorism—A Special Retrospective 
Edition, (2000) p. 16. 
3 Bill Gertz, “L.A. Police Use Intel Networks Against Terror,” Washington Times, April 11, 2011, 
http://www.washingtontimes.com/news/2011/apr/11/la-police-use-intel-networks-against-terror/?page=all#pagebreak. 
See also: Joshua D. Freilich, Steven M. Chermak & Joseph Simone Jr. “Surveying American State Police Agencies 
About Terrorism Threats, Terrorism Sources, and Terrorism Definitions,” Terrorism and Political Violence, vol. 21, 
no. 3 (2009) pp. 450-475. Freilich, Chermak, and Simone found that domestic terrorist groups featured prominently 
among the concerns of U.S. state police officials. 
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While plots and attacks by foreign-inspired homegrown violent jihadists have certainly earned 
more media attention, domestic terrorists have been busy as well. It is worth noting that in terms 
of casualties on U.S. soil, an act of domestic terrorism is second only to the events of 9/11. 
Timothy McVeigh’s bombing of the Alfred P. Murrah Federal Building in Oklahoma City on 
April 19, 1995, claimed 168 lives and injured more than 500 others. One estimate suggests that 
domestic terrorists are responsible for carrying out more than two dozen incidents4 since 2004, 
and there appears to be a growth in anti-government extremist activity as measured by watchdog 
groups in the last several years. Much like their jihadist counterparts, domestic terrorists are often 
Internet savvy and use the medium as a resource for their operations. Prison has been highlighted 
as an arena that can foster terrorist radicalization, and white supremacy—a set of beliefs held by 
white supremacist extremists—has long played a role in the activities of several U.S. prison 
gangs. Sovereign citizen anti-government ideas (that have inspired some domestic terrorists) have 
also circulated in U.S. prisons. 

Terrorists are typically driven by particular ideologies. In this respect, domestic terrorists are a 
widely divergent lot, drawing from a broad array of philosophies and worldviews. These 
individuals can be motivated to commit crimes in the name of ideas such as animal rights, white 
supremacy, and opposition to abortion, for example. The expression of these worldviews—as 
opposed to violence in support of them—involves constitutionally protected activities.  

Aware of the lines between constitutionally protected speech and criminality, domestic terrorists 
often rope themselves off from ideological (above-ground) elements that openly and often legally 
espouse similar beliefs. In essence, the practitioners who commit violent acts are distinct from the 
propagandists who theorize and craft worldviews that could be interpreted to support these acts. 
Thus, terrorist lone actors (lone wolves) or isolated small groups (cells) generally operate 
autonomously and in secret, all the while drawing ideological sustenance—not direction—from 
propagandists operating in the free market of ideas.  

This report provides background regarding domestic terrorists—detailing what constitutes the 
domestic terrorism threat as suggested by publicly available U.S. government sources.5 It 
illustrates some of the key factors involved in assessing this threat and concludes by examining 
potential issues for Congress. This report does not discuss in detail either violent jihadist-inspired 
terrorism or the federal government’s role in counterterrorism investigations. It is meant to be 
read in conjunction with CRS Report R41780, The Federal Bureau of Investigation and Terrorism 
Investigations; and CRS Report R41416, American Jihadist Terrorism: Combating a Complex 
Threat, which provide greater context in these areas. 

Domestic Terrorism Defined 
Two basic questions are key to understanding domestic terrorism. First, what exactly constitutes 
“domestic terrorism?” Answering this question is more complicated than it may appear. Some 
consider all terrorist plots occurring within the homeland as acts of domestic terrorism. According 
to this perspective, a bombing plot involving U.S. citizens motivated by a foreign terrorist group 
such as Al Qaeda constitutes domestic terrorism. While this conceptualization may be true at 
some level, a practical definition of domestic terrorism distilled from federal sources is much 
                                                 
4 Based on information from the National Counterterrorism Center’s Worldwide Incident Tracking System. 
5 This report does not presume the guilt of indicted individuals in pending criminal cases. 
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narrower. It suggests that domestic terrorists are Americans who commit ideologically driven 
crimes in the United States but lack foreign direction or influence—whether tactical or 
philosophical. This conceptualization excludes homegrown individuals directed or motivated by 
groups such as Al Qaeda. Second, what particular groups are considered domestic terrorist 
organizations? The U.S. government does not provide a precise, comprehensive, and public 
answer to this question. Rather, in broad terms, the Department of Justice (DOJ) has identified a 
number of general threats that embody this issue.  

What Is Domestic Terrorism? 
In the most general statutory terms, a domestic terrorist engages in terrorist activity that occurs in 
the homeland. The Federal Bureau of Investigation (FBI, the Bureau) has lead responsibility for 
terrorism investigations at the federal level.6  

The FBI generally relies on two fundamental sources to define domestic terrorism. First, the Code 
of Federal Regulations characterizes “terrorism” as including “the unlawful use of force and 
violence against persons or property to intimidate or coerce a government, the civilian population, 
or any segment thereof, in furtherance of political or social objectives.”7 Second, 18 U.S.C. 
Section 2331(5) more narrowly defines “domestic terrorism” and differentiates it from 
international terrorism and other criminal activity.8 This definition comes from Section 802 of the 
USA PATRIOT Act (P.L. 107-52). According to 18 U.S.C. Section 2331(5), domestic terrorism 
occurs primarily within U.S. territorial jurisdiction, and domestic terrorism involves 

(A) ... acts dangerous to human life that are a violation of the criminal laws of the United 
States or of any State; 

(B) appear to be intended— 

(i) to intimidate or coerce a civilian population; 

(ii) to influence the policy of a government by intimidation or coercion; or 

(iii) to affect the conduct of a government by mass destruction, assassination, or 
kidnapping....9 

                                                 
6 28 C.F.R. §0.85.  
7 Ibid. 
8 U.S. Congress, Senate Committee on Environment and Public Works, “Responses of John E. Lewis [then Deputy 
Assistant Director, Federal Bureau of Investigation] to Additional Questions from Senator Obama,” Eco-Terrorism 
Specifically Examining the Earth Liberation Front and the Animal Liberation Front, 109th Cong., 1st sess., May 18, 
2005, S. Hrg. 109-947 (Washington: GPO, 2007), p. 41. Hereinafter: Responses of John E. Lewis. 
9 18 U.S.C. §2331(5).  
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Ambiguity Regarding “U.S.-Based Extremist Ideologies” 

On the surface, the FBI’s shorthand definition for domestic terrorism appears straightforward. 
However, there is inherent ambiguity to it. Namely, some of the “U.S.-based extremist 
ideologies” driving what the Bureau views as domestic terrorism have international roots and 
active followings abroad. The ideologies supporting eco-extremism and animal rights extremism 
(discussed below) readily come to mind, and people have long committed crimes in their names 
outside the United States.19 At least in part, their origins lay in the United Kingdom. Nazism—
with its German origins and foreign believers—is an element within domestic white supremacist 
extremism. Anarchism, the philosophy followed by anarchist extremists, also has longstanding 
European roots. The racist skinhead movement traces its origins abroad—to the United 
Kingdom—as well. It is unclear exactly what the FBI means when it emphasizes U.S.-based 
ideologies in its framing of domestic terrorism. 

Factors Complicating the Descriptions of the Domestic 
Terrorism Threat  
A few more issues make it hard to grasp the breadth of domestic terrorist activity in the United 
States. First, counting the number of terrorist prosecutions in general has been difficult in the 
post-9/11 period. Second, there may be some ambiguity in the investigative process regarding 
exactly when criminal activity becomes domestic terrorism. Third, the federal government 
appears to use the terms “terrorist” and “extremist” interchangeably when referring to domestic 
terrorism. It is unclear why this is the case. Finally, and most importantly, which specific groups 
are and should be considered domestic terrorist organizations? The U.S. government does not 
provide a public answer to this question. Rather, the federal government defines the issue in terms 
of “threats,” not groups. 

Counting Terrorism Cases 

While statutory and practical federal definitions exist for “domestic terrorism,” there is little clear 
sense of the scope of the domestic terrorist threat based on publicly available U.S. government 
information. Most broadly, it has been said that in much of the post-9/11 period, the federal courts 
and DOJ may have applied different parameters when sorting, counting, and categorizing all 
types of terrorist prosecutions—let alone domestic terrorism cases.20 A 2009 study (critiqued by 
DOJ) found that the U.S. Federal District Courts, DOJ’s National Security Division, and federal 
prosecutors rely on different criteria to determine whether or not specific cases involve terrorism 
at all.21  

                                                 
19 See Gary A. Ackerman, “Beyond Arson? A Threat Assessment of the Earth Liberation Front,” Terrorism and 
Political Violence, vol. 15, no. 4 (2003), pp. 155-156. Hereinafter: Ackerman, “Beyond Arson?” 
20 Transactional Records Access Clearinghouse (TRAC), Who Is a Terrorist? Government Failure to Define Terrorism 
Undermines Enforcement, Puts Civil Liberties at Risk, September 8, 2009, http://trac.syr.edu/tracreports/terrorism/215/. 
DOJ issued a press release that broadly challenged these findings and suggested that TRAC may have omitted certain 
statistics in its study. TRAC refuted these claims. For the interchange between DOJ and TRAC, see http://trac.syr.edu/
tracreports/terrorism/219/.  
21 Ibid. 
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A bit more narrowly, in many instances, individuals considered to be domestic terrorists by 
federal law enforcement may be charged under non-terrorism statutes, making it difficult to grasp 
from the public record exactly how extensive this threat is. Regarding the prosecution of domestic 
terrorism cases, DOJ has noted that, “[a]lthough we do have at least one specialized [federal] 
statute aimed at animal enterprise terrorism,22 domestic terrorism cases often involve firearms, 
arson or explosive offenses; crimes relating to fraud; and threats and hoaxes.”23 In some 
instances, the crimes committed by people the FBI describes as domestic terrorism suspects do 
not violate federal law. When this occurs, the Bureau, “support[s] [its local] partners any way [it] 
can—sharing intelligence, offering forensic assistance, conducting behavioral analysis, etc.”24 
Thus, individuals considered domestic terrorists by federal law enforcement may not necessarily 
be federally charged as terrorists. 

Sifting Domestic Terrorism from Other Illegal Activity 

It may not be possible for investigators to describe the criminal activity involved early in an 
investigation as domestic terrorism. In these instances, investigators can work toward clarifying 
the motives of the suspects involved.25 Domestic terrorism cases differ from ordinary criminal 
activity in key ways. Most importantly, unlike ordinary criminals—who are often driven by self-
centered motives such as profit and tend to opportunistically seek easy prey—domestic terrorists 
are driven by a cause or ideology.26 If the motives involved eventually align with the definition 
laid out in 18 U.S.C. Section 2331(5), presumably the case becomes a domestic terrorist 
investigation. In some instances, ideologically motivated actors can also collaborate with profit-
driven individuals to commit crimes. 

To further cloud matters, another category of criminal activity, hate crime, may appear to involve 
ideological issues.27 However, as described by one federal official, a “hate crime” “generally 
involve[s] acts of personal malice directed at individuals” and is missing the broader motivations 
driving acts of domestic terrorism.28 For investigators, distinguishing between “personal malice” 
and ideologically motivated actions may be difficult in specific cases. This suggests that sorting 
domestic terrorism from hate crimes depends on the degree of a suspect’s intent. Did the suspect 
articulate an ideology, belong to a domestic terrorist group, or follow an extremist movement? 
The grey area between domestic terrorism and hate crime hints that in some instances, suspects 
with links to domestic terrorist movements or ideologies supporting domestic terrorism may be 
                                                 
22 This likely refers to the Animal Enterprise Protection Act from 1992. In late 2006 shortly after the white paper’s 
publication, this act was amended by the Animal Enterprise Terrorism Act. 
23 Department of Justice, Counterterrorism White Paper, June 22, 2006, p. 59. Hereinafter: Department of Justice, 
White Paper. 
24 Federal Bureau of Investigation, “Domestic Terrorism.” 
25 Responses of John E. Lewis, pp. 41, 42. 
26 In some instances such as those involving white-supremacist prison gangs who espouse extremist beliefs, the profit 
motive may be paramount in their criminal activity. See Joshua D. Freilich, Steven M. Chermak, and David Caspi, 
“Critical Events in the Life Trajectories of Domestic Extremist White Supremacist Groups,” Criminology and Public 
Policy, vol. 8, no. 3 (August 2009), p. 508. Hereinafter: Freilich, Chermak, and Caspi, “Critical Events. See also: David 
Holthouse, “Smashing the Shamrock,” Intelligence Report, Southern Poverty Law Center, Issue 119, (Fall 2005), 
http://www.splcenter.org/get-informed/intelligence-report/browse-all-issues/2005/fall/smashing-the-shamrock?page=
0,1; Camille Jackson, “Nazi Low Riders,” Intelligence Report, Southern Poverty Law Center, Issue 114, (Summer 
2004), http://www.splcenter.org/get-informed/intelligence-report/browse-all-issues/2004/summer/nazi-low-riders. 
27 For more on hate crimes legislation, see CRS Report RL33403, Hate Crime Legislation, by William J. Krouse. 
28 Responses of John E. Lewis, p. 41. 
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charged with hate crimes.29 It is unclear to what extent this influences how the government 
understands the threat posed by extremist movements that hold racist beliefs. If some individuals 
of this ilk commit crimes against police or judges, for example, is the government more apt to 
label this activity as terrorism while individuals sharing these same racist motivations but 
targeting ordinary citizens based on race, religion, disability, ethnic origin, or sexual orientation 
are charged with hate crimes?  

The FBI’s public description of the case of confessed would-be bomber Kevin Harpham 
exemplifies how difficult it may be to characterize acts as domestic terrorism. Initially the FBI 
viewed the case as domestic terrorism. In 2011, Harpham, allegedly motivated by white 
supremacist ideology, left a bomb—which never detonated—along the route of a parade in 
Spokane, WA, honoring Dr. Martin Luther King, Jr. The FBI’s Northwest Joint Terrorism Task 
Force led the investigation.30 In prepared public remarks framing the “current state of the 
terrorism threat” from April 2011, the FBI’s Assistant Director for the Counterterrorism Division 
noted that Harpham’s case was one of “several recent domestic terrorism incidents [that] 
demonstrate the scope of the threat.”31 Harpham eventually pled guilty to committing a federal 
hate crime and attempting to use a weapon of mass destruction.32 Thereafter, the Bureau 
described the case as the successful prevention of a “horrific hate crime.”33 

Extremism vs. Terrorism  

Another concept that muddies discussion of domestic terrorism is “extremism.” The latter term is 
commonly applied to homegrown actors, whether they be domestic terrorists or adherents of 
ideologies forwarded by foreign groups such as Al Qaeda. National security expert Jonathan 
Masters has suggested that many law enforcement officials likely view “extremism” as largely 
synonymous with “terrorism.”34 Masters has also found that there is a “lack of uniformity in the 
way domestic terrorist activities are prosecuted” in the United States.35 Presumably, using the 
term “extremist” allows prosecutors, policymakers, and investigators the flexibility to discuss 
terrorist-like activity without actually labeling it as “terrorism” and then having to prosecute it as 
                                                 
29 While this discussion focuses on intent, domestic terrorists can exhibit additional traits that distinguish them from 
other offenders. For example, as part of their involvement in ideological movements, domestic terrorists often are 
exposed to more tactical training—in weapons, explosives, arson, reconnaissance, paramilitary discipline—than many 
more ordinary criminals. See Anti-Defamation League, Guidebook on Extremism for Law Enforcement, (2007), p. 9. 
Hereinafter: Anti-Defamation League, Guidebook. 
30 Department of Justice, press release, “Attempted Bomber Arrested,” March 9, 2011, http://seattle fbi.gov/dojpressrel/
pressrel11/se030911 htm. 
31 Mark F. Giuliano, Assistant Director, Counterterrorism Division, Federal Bureau of Investigation, prepared remarks 
delivered at the Washington Institute for Near East Policy, Stein Program on Counterterrorism and Intelligence, 
Washington, DC, April 14, 2011, http://www.fbi.gov/news/speeches/the-post-9-11-fbi-the-bureaus-response-to-
evolving-threats. 
32 Department of Justice, press release, “Attempted Bomber Pleads Guilty to Federal Hate Crime and Weapons 
Charge,” September 7, 2011, http://www.justice.gov/usao/wae/news/2011/2011_09_07_Harpham_Plea.html. 
33 Federal Bureau of Investigation, “MLK Parade Bomber,” January 13, 2012, http://www fbi.gov/news/stories/2012/
january/hatecrime_011312/hatecrime_011312?utm_campaign=email-Immediate&utm_medium=email&utm_source=
seattle-top-stories&utm_content=62754; Department of Justice, press release, “Colville, Wash., Man Indicted for 
Federal Hate Crime in Attempted Bombing of the MLK Unity March,” April 21, 2011, http://www.justice.gov/opa/pr/
2011/April/11-crt-509 html. 
34 Jonathan Masters, Militant Extremists in the United States, Council on Foreign Relations, Washington, DC, February 
7, 2011, http://www.cfr.org/terrorist-organizations/militant-extremists-united-states/p9236.  
35 Ibid. 
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such. This flexibility is certainly an asset to prosecutors. They can charge subjects of FBI 
domestic terrorism investigations under a wider array of statutes and, as a result, not describe the 
subjects publicly as terrorists. However, for policymakers this flexibility makes it hard to 
determine the scope of the domestic terrorist threat. One cannot get a clear sense of scope if some 
individuals are charged and publicly described as terrorists, others are discussed as extremists, 
and still others enter the public record only as criminals implicated in crimes not necessarily 
associated with terrorism, such as trespassing, arson, and tax fraud.  

What Is Extremism? 

The FBI’s public formulation of “extremism” suggests two components. First, extremism 
involves hewing to particular ideologies. Second, it also includes criminal activity to advance 
these ideologies.36 Thus, according to this construction, an anarchist believes in a particular 
ideology—anarchism. An “anarchist extremist” is an anarchist who adopts criminal tactics.37 

One scholar has indicated a similar bifurcation: First, extremism refers to an ideology outside a 
society’s key values, and for liberal democracies, such ideologies “support racial or religious 
supremacy and/or oppose the core principles of democracy and human rights.” Second, 
extremism can refer to the use of tactics that ignore the rights of others to achieve an 
ideological goal.38  

“Homegrown Violent Extremists” Are Not Domestic Terrorists 

The FBI and DHS have recently popularized the phrase “homegrown violent extremist” (HVE). It 
separates domestic terrorists from U.S.-based terrorists motivated by the ideologies of foreign 
terrorist organizations. (HVEs include some of the actors this report considers as “homegrown 
violent jihadists.”) According to DHS and the FBI, a HVE is “a person of any citizenship who has 
lived and/or operated primarily in the United States or its territories who advocates, is engaged in, 
or is preparing to engage in ideologically-motivated terrorist activities (including providing 
support to terrorism) in furtherance of political or social objectives promoted by a foreign terrorist 
organization, but is acting independently of direction by a foreign terrorist organization.”39 
                                                 
36 Federal Bureau of Investigation, “Domestic Terrorism: Anarchist Extremism, A Primer,” December 16, 2010, 
http://www fbi.gov/news/stories/2010/november/anarchist_111610/anarchist_111610. The focus of this piece, as the 
title suggests, is anarchist extremism, not necessarily defining the term “extremism.” Hereinafter: Federal Bureau of 
Investigation, “Anarchist Extremism.” This type of formulation—extremism consists of adherence to ideologies and 
criminal activity committed in the name of these ideologies—is replicated in the definitions provided within 
Department of Homeland Security, “Domestic Terrorism and Homegrown.” 
37 Making things more complex, the broader concept of “violent extremism” has been used by the Obama 
Administration. According to the administration, “violent extremists” are “individuals who support or commit 
ideologically-motivated violence to further political goals.” See Empowering Local Partners to Prevent Violent 
Extremism in the United States, August 2011, p. 1, http://www.whitehouse.gov/sites/default/files/
empowering_local_partners.pdf. 
38 Peter R. Neumann, Prisons and Terrorism: Radicalisation and De-Radicalisation in 15 Countries, International 
Centre for the Study of Radicalisation and Political Violence, London, 2010, p. 12, http://www.icsr.info/publications/
papers/1277699166PrisonsandTerrorismRadicalisationandDeradicalisationin15Countries.pdf. In its Guidebook on 
Extremism for Law Enforcement, Hereinafter: Neumann, Prisons and Terrorism. The Anti-Defamation League has 
defined extremists as: “people who subscribe to extreme ideologies.” The group goes on to say, “extreme ideologies are 
those that promote world views so radical that most other people will not agree with them.” See Anti-Defamation 
League, Guidebook, p. 3. 
39 This definition appears to differ from the conceptualization of “homegrown jihadists” used in this report by (1) only 
(continued...) 
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According to the FBI and DHS, an HVE is not a domestic terrorist—they are two distinct 
categories of terrorist actors.40 

The Lack of an Official Public List  

The federal government does not generate an official and public list of domestic terrorist 
organizations or individuals.41 The development of such a list may be precluded by civil liberties 
concerns (i.e. inclusion in a publicly available list may impinge on a group’s exercise of free 
speech or its other constitutionally protected activities). However, a lack of official lists or 
processes to designate groups or individuals as domestic terrorists makes it difficult to assess 
domestic terrorism trends and evaluate federal efforts to counter such threats. An unnamed DHS 
official cited in a news report stated that “unlike international terrorism, there are no designated 
domestic terrorist groups. Subsequently, all the legal actions of an identified extremist group 
leading up to an act of violence are constitutionally protected and not reported on by DHS.”42 
Constitutionality aside, the lack of a list may also contribute to a certain vagueness in the public 
realm about which groups the federal government considers domestic terrorist organizations. 
While the government does not provide an official and public list of domestic terrorist 
organizations, it does include domestic terrorists (along with international terrorists) in its 
Terrorist Screening Database, commonly known as the “Terrorist Watchlist.”43  

The government is much less vague regarding foreign terrorist organizations. They are officially 
designated as such according to a well-established legally and procedurally proscribed regimen. 
According to the Department of State’s Bureau of Counterterrorism, as of January 2012 the 
Secretary of State had designated 49 foreign terrorist organizations according to Section 219 of 
the Immigration and Nationality Act, as amended.44  

                                                                 
(...continued) 
including individuals not directed by a foreign organization and by (2) including all sorts of terrorists motivated by 
foreign ideologies, not just violent jihadists. See Department of Homeland Security and Federal Bureau of 
Investigation, Joint Intelligence Bulletin, “Use of Small Arms: Examining Lone Shooters and Small-Unit Tactics,” 
August 16, 2011, p. 3. 
40 Ibid. 
41 See Christopher Bellavita, “Does the U.S. Have Any Domestic Terrorist Groups?” Homeland Security Watch, June 
29, 2010, http://www hlswatch.com/2010/06/29/does-the-us-have-any-domestic-terrorist-groups/. Hereinafter: 
Bellavita, “Domestic Terrorist Groups.” See also: R. Jeffrey Smith, “Homeland Security Department Curtails Home-
Grown Terror Analysis,” Washington Post, June 7, 2011, http://www.washingtonpost.com/politics/homeland-security-
department-curtails-home-grown-terror-analysis/2011/06/02/AGQEaDLH_story_1 html. Hereinafter: Smith, 
“Homeland Security.” David E. Heller, “Designating Domestic Terrorist Individuals or Groups,” (Master’s Thesis, 
Naval Postgraduate School, 2010). Hereinafter: Heller, “Designating Domestic.” 
42 Smith, “Homeland Security.” 
43 Federal Bureau of Investigation, Terrorist Screening Center, “Frequently Asked Questions,” http://www.fbi.gov/
about-us/nsb/tsc/tsc_faqs. See also: Timothy J. Healy, Director, Terrorist Screening Center, Federal Bureau of 
Investigation, Statement Before the House Judiciary Committee, Washington, DC, March 24, 2010, 
http://www fbi.gov/news/testimony/sharing-and-analyzing-information-to-prevent-terrorism?searchterm=
Timothy+J.+Healy; Bellavita, “Domestic Terrorist Groups.” 
44 For the legal criteria used to designate a foreign terrorist organization, the legal ramifications of designation, and 
ancillary effects of designation see Department of State, “Foreign Terrorist Organizations,” January 27, 2012, 
http://www.state.gov/j/ct/rls/other/des/123085 htm. Hereinafter: Department of State, “Foreign Terrorist 
Organizations.” 
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Toward a Practical Definition: Threats Not Groups 
As discussed above, DOJ and the FBI do not list domestic terrorist organizations publicly and 
officially. This may complicate the understanding that federal policymakers have of what exactly 
the government considers “domestic terrorism.” While not naming specific groups, DOJ and the 
FBI have openly delineated domestic terrorist threats. DOJ has identified domestic terrorism 
threats to include criminal activity by “animal rights extremists, eco-terrorists, anarchists, anti-
government extremists such as ‘sovereign citizens’ and unauthorized militias, [b]lack separatists, 
[w]hite supremacists, and anti-abortion extremists.”45 

The actors who constitute each of the domestic terrorist “threats” outlined by DOJ draw upon 
ideologies whose expression largely involves constitutionally protected activity. The FBI 
safeguards against cases focused solely on constitutionally protected activities. All FBI 
investigations have to be conducted for an authorized national security, criminal, or foreign 
intelligence collection purpose.46 The purpose of an investigation may not be to solely monitor 
First Amendment rights.47  

However, it is unclear how DOJ or the FBI arrive at their list of domestic terrorism threats. This 
poses at least two fundamental questions:  

• How does a particular brand of dissent become ripe for description by DOJ and 
the FBI as driving a “domestic terrorism” threat? 

What criteria are involved in such a process?  

How many crimes or plots attributed to a specific ideology have to occur to stimulate 
the identification of a new extremist threat? Is the severity of the crimes linked to an 
ideology taken into consideration?  

• At what point do ideologically driven domestic terrorism threats cease to exist? 

Should there be a means for public petitioning of the government to eliminate various 
threats as investigative priorities? 

The below discussion of domestic terrorism threats will follow the order in which DOJ listed 
them. This does not necessarily presume the priority of one over the other. It is also important to 
note that instances of animal rights extremism and eco-terrorism within the last 10 years are 

                                                 
45 Department of Justice, White Paper, p. 59. See also: Federal Bureau of Investigation, “Domestic Terrorism.” The 
FBI’s domestic terrorism investigations likely cover these categories as well as lone wolves (lone offenders): extremists 
who commit crimes without the support of a formal organization or network. Some lone wolves are motivated by the 
ideologies behind the threats outlined by DOJ, but they can fashion their own ideologies as well. In the past, in the area 
of domestic terrorism, the FBI has distinguished between “special interest terrorism” and “traditional right-wing and 
left-wing terrorism: “Special interest terrorism differs from traditional right-wing and left-wing terrorism in that 
extremist special interest groups seek to resolve specific issues, rather than effect widespread political change. Special 
interest extremists continue to conduct acts of politically motivated violence to force segments of society, including the 
general public, to change attitudes about issues considered important to their causes. These groups occupy the extreme 
fringes of animal rights, pro-life, environmental, anti-nuclear, and other movements.” It is unclear whether the FBI still 
uses the categories of “special interest,” “left-wing,” and “right-wing” terrorism. See Jarboe, Testimony. 
46 Federal Bureau of Investigation, Domestic Investigations and Operations Guide, redacted, October 15, 2011, p. 4-1 
through p. 4-2. 
47 Ibid. 
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more readily available in the public record than cases involving other types of domestic 
terrorism. The extensive use of such examples in this report does not imply the prominence of 
animal rights extremism or eco-terrorism over other domestic terrorist threats. 

Animal Rights Extremists and Environmental Extremists  

The term “animal rights extremism” covers criminal acts committed in the name of animal 
rights.48 Environmental extremism—most often referred to as “Eco-terrorism”—includes criminal 
acts committed in the name of the environment.49 These terms are not applied to groups or 
individuals involved with environmental movements or animal welfare protection/rights activism 
within the “confines of civil society and the rule of law.”50 

Many of the crimes committed by both animal rights extremists and eco-terrorists are perpetrated 
by independent small cells or individuals who harass and intimidate their victims.51 These cells or 
lone actors engage in crimes such as vandalism, theft, the destruction of property, and arson. Most 
animal rights and eco-extremists also eschew physical violence directly targeting people or 
animals. Regardless, crimes committed by eco-terrorists and animal rights extremists have caused 
millions of dollars in property damage, and some have involved the intimidation and harassment 
of victims.52 These two types of extremism are often discussed together, because the two broader 
radical movements from which they draw their philosophical underpinnings have similar beliefs 
and overlapping membership.  

The two movements—the Animal Liberation Front (ALF) and the Earth Liberation Front (ELF)—
have the greatest reach among animal rights extremists and eco-terrorists. The ALF and the ELF 
are too diffuse to be called groups. Neither the ALF nor the ELF maintain formal rosters or 
leadership structures, for example.53 However, each communicates a sense of shared identity and 
attracts people who commit crimes in its name. They achieve this via “above-ground” wings. 
Largely using websites, ALF and ELF supporters publish literature highlighting movement 
philosophies, tactics, and accounts (press releases) of recent movement-related criminal activity. 
Much of this involves protected speech and occurs in the public realm. Press releases allow 
“underground” extremists to publicly claim responsibility for criminal activity in the name of 
either movement while maintaining secrecy regarding the details of their operations. The ALF 
and the ELF do not work alone. Members of other entities such as Stop Huntingdon Animal 
Cruelty (SHAC) have committed crimes in the name of animal rights, for example.  

                                                 
48 Department of Homeland Security, “Domestic Terrorism and Homegrown.” 
49 For the purposes of this paper, “eco-terrorists,” “eco-extremists,” and “environmental extremists” are synonymous. 
These terms and “animal rights extremism” describe individuals engaged in criminal activity in the name of radical 
environmental ideologies or animal rights. It is unclear why environmental extremists are frequently dubbed “eco-
terrorists” while animal rights extremists do not have a similar commonplace usage applied to them. 
50 See Kevin R. Grubbs, “Saving Lives or Spreading Fear: The Terroristic Nature of Eco-Extremism,” Animal Law, vol. 
16, no. 2 (2010), p. 353-57. Hereinafter: Grubbs, “Saving Lives.” 
51 See Federal Bureau of Investigation, “Putting Intel to Work Against ELF and ALF Terrorists,” June 30, 2008, 
http://www fbi.gov/news/stories/2008/june/ecoterror_063008. Hereinafter: FBI, “Putting Intel.”  
52 Ibid. 
53 Both the ALF and the ELF focus on criminal activity as central tenets of their philosophies or operational guidelines, 
and the FBI emphasizes that criminal activity is a key element in the identities of these movements. See FBI, “Putting 
Intel.” 
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Additional factors tangle our understanding of the ALF and the ELF. People can simultaneously 
participate in both. This may partly be true because the movements are so amorphous. The two 
movements also share similar agendas, and in 1993 they declared solidarity.54 All of this can play 
out confusingly in the real world. For example, an individual can commit a crime and claim 
responsibility for it online in the name of both the ALF and the ELF. One case especially 
highlights intersections between the ALF and the ELF.  

In late 2005 and early 2006, the FBI dismantled a network that, according to DOJ, committed 
violent acts in the name of both the ALF and the ELF. The group included about 20 individuals 
and called itself “the Family.” It was reportedly responsible for at least 25 criminal incidents 
totaling approximately $48 million in damages in the late 1990s and early 2000s and disbanded at 
some point in 2001, due to law enforcement pressure on the group. The Family was responsible 
for an arson attack in 1998 at the Vail Ski Resort. Eight simultaneous fires damaged radio towers, 
ski lift towers, restaurants, and the ski patrol office at the Colorado site and totaled over $24 
million in losses.55 

Philosophical Underpinnings 

Both the ALF and the ELF rely on and borrow from a number of philosophical underpinnings to 
rationalize their beliefs and actions. These help forge a common identity among individuals in 
each movement. These ideas are also key principles professed by more mainstream animal rights 
or environmental activists engaged in legal protest.  

The ALF: Animal Rights and Speciesism. The ALF’s moral code includes the belief that 
animals possess basic inalienable rights such as life, liberty, and the pursuit of happiness, and this 
suggests that animals cannot be owned. According to the ALF, the U.S. legal system—which 
describes animals as property—is corrupt, and there exists a “higher law than that created by and 
for the corporate-state complex, a moral law that transcends the corrupt and biased statutes of the 
US political system.”56 Simply put, the rights of one species do not trump the rights of others. To 
suggest otherwise is to be prejudiced, according to animal rights adherents. 

For the ALF and other animal rights supporters, the favoring of one species, particularly humans, 
over others has a name: speciesism. For the ALF, speciesism is a “discriminatory belief system as 
ethically flawed and philosophically unfounded as sexism or racism, but far more murderous and 
consequential in its implications.”57 Thus, the movement couches the theft or illegal release of 
                                                 
54 U.S. Congress, Senate Committee on Environment and Public Works, “Statement of Carson Carroll, Deputy 
Assistant Director, Bureau of Alcohol, Tobacco, Firearms, and Explosives,” Eco-Terrorism Specifically Examining the 
Earth Liberation Front and the Animal Liberation Front, 109th Cong., 1st sess., May 18, 2005, S. Hrg. 109-947 
(Washington: GPO, 2007), p. 43. Hereinafter: Statement of Carson Carroll. 
55 Federal Bureau of Investigation, “Operation Backfire: Help Find Four Eco-Terrorists,” November 19, 2008, 
http://www fbi.gov/news/stories/2008/november/backfire_11908; Department of Justice, press release, “Eleven 
Defendants Indicted on Domestic Terrorism Charges,” January 20, 2006, http://www.justice.gov/opa/pr/2006/January/
06_crm_030 html. Hereinafter: Department of Justice, “Eleven Defendants.” See also: United States v. Joseph Dibee et. 
al, Sentencing Memorandum, CR 06-60069-AA, CR 06-60070-AA, CR 06-60071-AA, CR 06-60078-AA, CR 06-
60079-AA, CR 06-60080-AA, CR 06-60120-AA, CR-06-60122-AA, CR-06-60123-AA, CR-06-60124-AA, CR-06-
60125-AA, CR-60126-AA, U.S. District Court, District of Oregon, May 4, 2007, pp. 6, 8, 19, 20-21. Hereinafter: U.S. 
v. Dibee et al. 
56 North American Animal Liberation Press Office, “History of the Animal Liberation Movement,” 
http://www.animalliberationpressoffice.org/Background.htm. Hereinafter: NAALPO, “History.” 
57 Steven Best and Anthony J. Nocella, II, “Behind the Mask: Uncovering the Animal Liberation Front,” in Terrorists 
(continued...) 
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animals used in research or for economic gain as “liberation.” The ALF views the destruction of 
laboratory infrastructure or tools as the elimination of items used to enslave species who have the 
same rights as humans. Intimidation of scientists and employees of businesses tied to animal 
research or testing is rationalized as confrontation with “oppressors” or those who, in the eyes of 
movement adherents, abuse and murder animals.58 

The ELF: An Ideological Mélange. Eco-terrorists are motivated by a mélange of environmental 
philosophies. There is no single formula for what constitutes the ideological makeup of an ELF 
follower, but several concepts likely play key roles in the movement. These are biocentrism, deep 
ecology, social ecology, and green anarchism. Biocentrism argues for the equality of all 
organisms.59 Deep ecology suggests that all species are part of “the larger super-organism that is 
nature.”60 It criticizes industrialization and views modern human impact on the earth as negative 
and hearkens back to small communities centered around subsistence agriculture.61 Social 
ecology suggests that hierarchical human society leads to social inequalities and environmental 
harm. Green anarchism ascribes environmental harm to civilization and domestication and 
embraces the notion of “rewilding,” or rejecting civilization and returning to a hunter-gatherer 
state to preserve one’s natural surroundings.62 

Anarchist Extremists 

According to the FBI, anarchist extremists commit crimes in the name of anarchist ideals.63 These 
ideals include belief that  

individual autonomy and collective equality are fundamental and necessary for a functional, 
civilized society. [Anarchism] resists the existing hierarchical structure of society that gives 
some people authority and control over others. [According to anarchists] authority imbues 
power, and power always is used in illegitimate and self-serving ways by those who have 
it.64  

Anarchist extremists as well as anarchists engaging in constitutionally protected activity can 
oppose government, business, or social interests that they view as dangerous. As this suggests, 
anarchists advocate some form of revolution that realigns authority and power in the societies 
                                                                 
(...continued) 
or Freedom Fighters? Reflections on the Liberation of Animals, ed. Steven Best and Anthony J. Nocella, II (New York: 
Lantern Books, 2004), p. 24. Hereinafter: Best and Nocella, “Behind the Mask.” Best reportedly advises NAALPO, see 
http://naalpo.posterous.com/our-task-new-essay-by-press-office-advisor-st. P. Michael Conn and James V. Parker, The 
Animal Research War (New York: Palgrave Macmillan, 2008), p. xix. Hereinafter: Conn and Parker, The Animal. See 
also: NAALPO, “History” which excerpts Best and Nocella’s work. 
58 NAALPO, “History.” 
59 Stefan H. Leader and Peter Probst, “The Earth Liberation Front and Environmental Terrorism,” Terrorism and 
Political Violence, vol. 15, no. 4 (Spring/Summer 2005), pp. 39-40. Hereinafter: Leader and Probst, “The Earth 
Liberation Front.” 
60 Conn and Parker, The Animal, xx. 
61 Leader and Probst, “The Earth Liberation Front,” pp. 39-40. 
62 Sean Parson, “Understanding the Ideology of the Earth Liberation Front,” Green Theory and Praxis: The Journal of 
Ecopedagogy, vol. 4, no. 2 (2008), pp. 54-58. 
63 Ibid. 
64 Randy Borum and Chuck Tilby, “Anarchist Direct Actions: A Challenge for Law Enforcement,” Studies in Conflict 
and Terrorism, vol. 28, no. 3, (2005), p. 202. Hereinafter: Borum and Tilby, “Anarchist Direct Action.” 
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they desire to transform. However, adherents cannot agree to a single means for attaining 
revolutionary change.65  

As one may assume, anarchist activity is decentralized. In fact, a basic, temporary organizational 
structure—the affinity group—likely plays a larger role in shaping the work of U.S. anarchists 
than any formal long-lasting entities or networks.66 Affinity groups are “autonomous militant 
unit[s] generally made up of between five-to-twenty individuals who share a sense of the causes 
worth defending and the types of actions they prefer to engage in. The decision-making process is 
anarchist, that is to say, egalitarian, participatory, deliberative, and consensual.”67 An affinity 
group often consists of a circle of friends. The friends coalesce around a specific objective and 
break apart when they achieve their desired ends. Individual groups can band together in 
“clusters” and clusters can coordinate their efforts, if need be.68 The ends can be legal or illegal, 
violent or non-violent, covert or open. These structures have a long history among anarchists, but 
other movements use them as well.69 Also, anarchists can engage in what they call “black bloc” 
tactics. These involve secretive planning for public—often criminal—activity in which 
participants, typically dressed in black, act en-masse.70 Adding to the sprawling nature of the 
anarchist movement, some adherents also participate in the ALF and the ELF. These three 
movements share general philosophical tenets such as opposition to globalization and 
capitalism.71  

The FBI has described anarchist extremists as typically being “event driven,” meaning 

they show up at political conventions, economic and financial summits, environmental 
meetings, and the like. They usually target symbols of Western civilization that they perceive 
to be the root causes of all societal ills—i.e., financial corporations, government institutions, 
multinational companies, and law enforcement agencies. They damage and vandalize 
property, riot, set fires, and perpetrate small-scale bombings. Law enforcement is also 
concerned about anarchist extremists who may be willing to use improvised explosives 
devices or improvised incendiary devices.72 

Anarchist extremists in the United States have been involved in illegal activity during mass 
protests surrounding events such as the 1999 World Trade Organization Ministerial Conference in 
Seattle, WA. 

Anarchist extremists reportedly committed crimes during the 2008 Republican National 
Convention in St. Paul, MN.73 To coordinate their protests during the convention, some anarchists 

                                                 
65 Ibid., p. 203. 
66 Ibid., p. 207. 
67 Francis Dupuis-Déri, “Anarchism and the Politics of Affinity Groups,” Anarchist Studies, vol. 18, no. 1 (2010), 
p. 41. Hereinafter: Dupuis-Déri, “Anarchism.”  
68 CrimethInc. Workers’ Collective, Recipes for Disaster: An Anarchist Cookbook, (Olympia, WA: CrimethInc. 
Workers’ Collective, 2004), pp. 28-34. Hereinafter: Anarchist Cookbook. 
69 Dupuis-Déri, “Anarchism,” p. 43. 
70 Anarchist Cookbook, pp. 127-130. 
71 Borum and Tilby, “Anarchist Direct Action,” p. 208. 
72 Federal Bureau of Investigation, “Anarchist Extremism.” 
73 Ibid. For information on reported anarchist criminal activity related to the 2008 Republican National Convention, see 
Department of Justice, press release, “Michigan Man Sentenced for Possessing Molotov Cocktails,” March 10, 2009, 
http://www fbi.gov/minneapolis/press-releases/2009/mp031009 htm; Department of Justice, press release, “Texas Man 
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formed what they called the “RNC Welcoming Committee” (RNCWC).74 In September 2007, the 
RNCWC developed a plan to broadly organize the activities of affinity groups intending to 
disrupt the convention. Law enforcement infiltrated and undermined these efforts, arresting 800 
people, including eight involved with the RNCWC.75 Initially, in Minnesota state court, the eight 
“had been charged with felonies: first-degree damage to property and second-degree conspiracy 
to riot. Prosecutors added a more serious charge of conspiracy to riot in furtherance of terrorism, 
which was later dismissed.”76 Five of the eight pled guilty to gross misdemeanor charges in 2010. 
The others had all of the charges they faced dismissed.77  

On April 30, 2012, five men who reputedly had anarchist sympathies were arrested for 
purportedly scheming to blow up a bridge near Cleveland, OH.78 The plot was apparently timed 
to coincide with peaceful protest activity arranged by Occupy Cleveland, an offshoot of the 
Occupy Wall Street movement. Occupy Cleveland representatives have stated that the alleged 
would-be bombers “were in no way representing or acting on behalf of Occupy Cleveland.”79 An 
FBI sting operation led to the quintet’s arrest.80 Purportedly, the group relied on an undercover 
FBI employee to supply them with two inert bombs that the conspirators believed 
were functional.81  

Criminal acts involving anarchist extremists do not have to be event-driven. For example, Joseph 
Konopka, the self-dubbed “Dr. Chaos,” allegedly led a group of boys he called “The Realm of 
Chaos” in a series of crimes involving vandalism to radio and cell phone towers in the late 1990s 
and early 2000s. In 2002, he was arrested in Chicago for storing more than a pound of deadly 
cyanide powder in a passageway in a Chicago Transit Authority subway tunnel.82 He had obtained 
                                                                 
(...continued) 
Sentenced on Firearms Charges Connected to the Republican National Convention,” May 21, 2009, 
http://www fbi.gov/minneapolis/press-releases/2009/mp052109a htm; Department of Justice, press release, “Austin, 
Texas Man Sentenced for Possessing Molotov Cocktails During the Republican National Convention,” May 14, 2009, 
http://www fbi.gov/minneapolis/press-releases/2009/mp051409.htm. For information on a matter possibly related to the 
anarchist criminal activity at the 2008 convention, see James C. McKinley, Jr., “Anarchist Ties Seen in ‘08 Bombing of 
Texas Governor’s Mansion,” New York Times, February 22, 2011, http://www nytimes.com/2011/02/23/us/
23texas.html. 
74 For an archived version of the group’s website see http://web.archive.org/web/20080907081250/http://
www.nornc.org./. 
75 Pat Pheifer, “Guilty Pleas Close Book on ‘08 Convention Protests,” Minneapolis-St. Paul Star Tribune, October 19, 
2010, http://www.startribune.com/templates/Print_This_Story?sid=105311223. Hereinafter: Pheifer, “Guilty Pleas.” 
See also: Fred Burton and Scott Stewart, “The Lessons of St. Paul,” STRATFOR, September 10, 2008, 
http://www.stratfor.com/weekly/lessons_st_paul?ip_auth_redirect=1. 
76 Pheifer, “Guilty Pleas.” 
77 Ibid. 
78 Department of Justice, press release, “Five Men Arrested in Plot to Bomb Ohio Bridge,” May 1, 2012, 
http://www fbi.gov/cleveland/press-releases/2012/five-men-arrested-in-plot-to-bomb-ohio-bridge. Hereinafter: 
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CNN, May 1, 2012, http://www.cnn.com/2012/05/01/justice/ohio-bridge-arrests/index html. 
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bridge_bomb_plot_suspects_were html. 
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the material (potassium cyanide and sodium cyanide) from an abandoned warehouse.83 In 2002, 
Konopka pled guilty in federal court to possessing chemical weapons, and in 2005 he pled guilty 
to 11 felonies, including conspiracy, arson, creating counterfeit software, and interfering with 
computers in Wisconsin.84 

White Supremacist Extremists 

The term “white supremacist extremism” (WSE) describes people or groups who commit 
criminal acts in the name of white supremacist ideology. At its core, white supremacist ideology 
purports that the white race ranks above all others. WSE draws on the constitutionally protected 
activities of a broad swath of racist hate-oriented groups active in the United States ranging from 
the Ku Klux Klan to racist skinheads. Some of these groups have elaborate organizational 
structures, dues-paying memberships, and media wings. Additionally, many individuals espouse 
extremist beliefs without having formal membership in any specific organization.  

A large proportion of white supremacists dualistically divide the world between whites and all 
other peoples who are seen as enemies.85 Particular animus is directed toward Jews and African 
Americans. In fact, a common racist and revisionist historical refrain is that the civil rights 
movement succeeded only because Jews orchestrated it behind the scenes.86  

Scholars indicate that white supremacists believe in racial separation and that society 
discriminates against them. To them, whites have lost “ground to other groups and ... extreme 
measures are required to reverse the trend.”87 All of this has been encapsulated in a slogan known 
as the “Fourteen Words”: “We must secure the existence of our race and a future for white 
children.” This was coined by David Lane, a member of a violent terrorist group active in the 
1980s. The Fourteen Words have been described as “the most popular white supremacist slogan 
in the world.”88  

Neo-Nazism and its obsession with Adolph Hitler and Nazi Germany is also a prominent 
component of white supremacist extremism in the United States.89 The father of American neo-
Nazism, George Lincoln Rockwell, became publicly active in the late 1950s. According to one 
scholar, Rockwell laid down three concepts that have shaped neo-Nazism ever since. For his 
followers, he reconfigured the racial notion of “white,” broadening it beyond “Aryan” to include 
people of Southern and Eastern European descent. Additionally, Rockwell denied the Holocaust. 
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He also encouraged tying neo-Nazism to religion, and some of his followers took up the obscure 
creed of Christian Identity.90 

Conflict and Conspiracy 

Aside from racial superiority, a dualistic view of the world, and neo-Nazism, at least two other 
broad concepts shape white supremacy in the United States. They are the inevitability of violent 
conflict, and a belief that conspiracies hostile to white supremacy shape the existing world.91 It 
can be said that WSE broadly shares these concepts with the militia movement (discussed below). 

The FBI has stated that white supremacists “commonly anticipate” waging war against their 
opponents.92 For example, the inevitability of RAHOWA—an acronym for “racial holy war”—is 
a central tenet of the neo-Nazi Creativity Movement, which has its roots in the Church of the 
Creator, a racist group founded by Ben Klassen in 1973.93 Klassen, who committed suicide in 
1993, argued that whites had no choice but to wage war against non-whites.94 Likewise, some 
white supremacists use racism to interpret apocalyptic imagery from Norse mythology embodied 
in Odinism.95 Most Odinists are not racists, however.96 

Conspiracism has been defined as “the idea that most major historic events have been shaped by 
vast, long-term, secret conspiracies that benefit elite groups and individuals.”97 Conspiracy 
theories are not the province of a particular movement or group. Regardless, conspiracy theories 
can particularly shape the outlooks and actions of white supremacist extremists. Media sources 
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have stated that Richard Poplawski—convicted of shooting and killing three Pittsburgh police 
officers in April 2009—believed that a Zionist conspiracy controlled government and major 
corporations in the United States.98 

As in Poplawski’s example, anti-Semitism plays a prominent role in the racist conspiracies of 
many white supremacists.99 These people—as well as anti-government extremists—believe in 
something they call the Zionist Occupied Government (ZOG).100 ZOG refers to the federal 
government, which adherents contend is “controlled or manipulated by international Jewish 
interests.”101 On its website, one WSE group has sold versions of a video game titled “ZOG’s 
Nightmare.” Gameplay involves shooting nonwhites while being chased by a police agency 
controlled by Jews.102 Racists explain all sorts of personal or social grievances by invoking 
ZOG.103 One scholar has described ZOG as 

an omnipresent and omnipotent cabal involving at its heart varying constellations of Jews, 
Illuminati, Freemasons, plutocrats, and multinational corporations. It operates through many 
social ‘front’ institutions, from the United Nations to Parent-Teacher Associations.... ZOG 
can be used to explain not only the existence of affirmative action, environmental pollution, 
and pornography but also why a certain individual made poor grades in school, lost his job, 
or seems unable to find a partner.104 

According to adherents, ZOG is said to control the media, arts, religion, science, and education.105 

Recent Loss of Prominent Leaders 

In the 1980s and 1990s, a small number of figures dominated white supremacist circles. They 
were intimately linked to their own relatively cohesive organizations. By the early 2000s, these 
groups fragmented as they lost their leaders. This fragmented situation likely persists. In fact, one 
study from 2006 has described “a recent crisis of leadership in the hate movement.”106  

Two particularly well-known white supremacist figures died in the last decade. William Pierce, 
head of the National Alliance died in 2002. Richard Butler, leader of Aryan Nations, died in 2004. 
Both Peirce and Butler articulated clear ideologies that attracted followers and drew upon 
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resources such as rural headquarters/compounds to sustain their organizations.107 By the early 
2000s, the National Alliance even had a substantial revenue stream estimated at $1 million 
annually generated from a publishing company and record labels it owned as well as dues.108 The 
deaths of Butler and Pierce exacerbated the downfall of both organizations. The decline of these 
groups also resulted from a number of other forces, such as infighting among members and 
pressure from law enforcement and watchdog groups.109  

Two prominent white supremacist movements are discussed below. 

National Socialist Movement (NSM) 

One white supremacist organization active in the United States is the National Socialist 
Movement (NSM). It has benefitted from the decline of these other groups as well as new 
leadership in the form of Jeff Schoep.110 The NSM also capitalized on the expansion of the 
Internet in the early 2000s. The group, which emerged in 1974, is a descendant of the American 
Nazi Party, and until the 1990s and early 2000s “it operated only on the fringes of the neo-Nazi 
movement.”111 As of 2008, the group had around 500 members and close associates throughout 
the United States.112 The NSM is flexible about membership, allowing its members to also 
participate in other white supremacist organizations.113  

Individuals allegedly tied to the NSM at some point in their lives have run afoul of the law. 

• In Minnesota in April 2012, Joseph Benjamin Thomas was indicted on drug-
related charges, and Samuel James Johnson was indicted on weapons-related 
charges. Purportedly the two were tied to NSM—at one point Johnson had served 
as its leader in Minnesota. The duo had reportedly formed their own white 
supremacist group, gathering weapons and ammunition and planning to attack 
the government and other targets.114  

• In January 2011, William White, a onetime member of the NSM and founder of 
his own white supremacist organization, was convicted115 of soliciting violence 
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online against the jury foreman in U.S. v. Matthew Hale.116 In April 2011, a 
federal judge reversed White’s conviction. The judge ruled that prosecutors had 
failed to prove that White actually intended to harm the foreman and that White’s 
web posting regarding the foreman was protected by the First Amendment.117 In 
an unrelated case, in December 2009, White was convicted of four counts of 
communicating threats in interstate commerce and one count of witness 
intimidation. One of the convictions for communicating threats in interstate 
commerce was later reversed.118 The witness intimidation charges involved White 
reportedly attempting to “delay or prevent the testimony” of African Americans 
in a discrimination case.119 According to publicly available information, in 2005 
and 2006 White was involved with NSM, for a time serving as its national 
spokesman.120 His activity with NSM ceased after he had a falling out with 
Schoep.121 

                                                 
116 Matthew Hale was convicted of soliciting the murder of U.S. District Judge Joan Humphrey Lefkow. In the mid 
1990s, Hale revived the Church of the Creator fortunes. He changed the organization’s name to the World Church of 
the Creator, and according to a watchdog group, by 2002 it had more chapters in the United States than any other neo-
Nazi organization. Judge Lefkow had originally ruled in favor of Hale in a trademark infringement case involving the 
name “World Church of the Creator.” Her ruling was reversed on appeal, and as a result, she had to enforce the higher 
court’s reversal. Via email and during a conversation, Hale discussed with his security chief the idea of killing Lefkow. 
Hale did not know that his security chief was an FBI informant. In 2003, Hale was arrested for soliciting the murder of 
Judge Lefkow, and this, as well as his subsequent conviction on charges related to the case, hastened a downturn in 
fortune for his World Church of the Creator. Hale is serving a 40-year prison term. After another name change, the 
group—currently known simply as the Creativity Movement—shows signs of revival under new leadership. See 
Michael, Theology of Hate, pp. 120-133, 173-188; Southern Poverty Law Center, “Creativity”; Chris Dettro, “Follow-
Up File: White Supremacist Finds Quiet Life in Prison,” The State Journal-Register, Springfield, Il, October 25, 2010; 
Larry Keller, “From the Ashes,” Intelligence Report, Southern Poverty Law Center, no. 140 (winter 2010), pp. 12-14; 
Federal Bureau of Investigation, “A Different Breed of Terrorist,” June 6, 2004, http://www.fbi.gov/news/stories/2004/
june/hale060904. 
117 Laurence Hammack, “Judge Tosses William A. White Verdict,” The Roanoke Times, April 20, 2011, 
http://www roanoke.com/news/roanoke/wb/283883.  
118 Department of Justice, press release, “Roanoke, Virginia Neo-Nazi Sentenced for Threats, Witness Intimidation,” 
April 14, 2010, http://www.justice.gov/opa/pr/2010/April/10-crt-410 html. 
119 Ibid. 
120 Laurence Hammack, “White’s Life on Fringe Puts Him at Center of Storm,” The Roanoke Times, July 26, 2009, 
http://www roanoke.com/news/roanoke/wb/213109. 
121 Ibid; Southern Poverty Law Center, “Bill White,” 2011, http://www.splcenter.org/get-informed/intelligence-files/
profiles/bill-white. For other cases involving individuals allegedly tied to NSM, see Department of Justice, press 
release, “Valley Man Enters Guilty Plea for Possession and Transport of an Improvised Explosive Device,” September 
27, 2011, http://www fbi.gov/phoenix/press-releases/2011/valley-man-enters-guilty-plea-for-possession-and-transport-
of-an-improvised-explosive-device?utm_campaign=email-Immediate&utm_medium=email&utm_source=phoenix-
press-releases&utm_content=34188; Department of Justice, press release, “Valley Man Indicted for Possessing and 
Transporting Improvised Explosive Devices,” January 26, 2011, http://phoenix fbi.gov/dojpressrel/pressrel11/
px012611 htm; Rudabeh Shahbazi, “Documents Show Apache Junction Man Planned To Take IEDs to the Border,” 
ABC 15, http://www.abc15.com/dpp/news/region_southeast_valley/apache_junction/documents-show-apache-junction-
man-planned-to-take-ieds-to-the-border; Federal Bureau of Investigation, “Domestic Terrorism: Tip Leads to Sting, 
Prison for Plotter,” November 29, 2006, http://www fbi.gov/news/stories/2006/november/terror_112906. 

IA_00310



The Domestic Terrorist Threat: Background and Issues for Congress 
 

Congressional Research Service 21 

Racist Skinheads 

In the United States, racist skinheads have a legacy stretching back to the early 1980s.122 
However, skinhead culture originated in the United Kingdom in the late 1960s and today has a 
global reach.123 Since the early 2000s, the movement in the United States has been characterized 
by a proliferation of regional groups or crews rather than a united core organization.124 In law 
enforcement circles, racist skinheads have a reputation for violence. This is “reinforced by hate-
filled white power music and literature.” “[T]hey foster [their reputed toughness] through their 
appearance (shaved heads or close-cropped hair, white power tattoos) and dress (bomber jackets, 
‘braces’ (suspenders), steel-toed boots.”125 

Skinheads emerged as a non-racist movement among British working-class youth in the late 
1960s. These early skinheads rejected the hippie lifestyle and embraced elements of Jamaican 
culture, particularly reggae and ska music. As immigration from South Asia to the U.K. grew, 
some white British skinheads embraced racism and neo-Nazism. This racist skinhead variant of 
the subculture materialized in the U.S. Midwest and in Texas in the early 1980s.126  

In the mid-1990s, many U.S.-based racist skinhead groups allied with one another to form the 
Hammerskin Nation (HSN). HSN eventually developed chapters throughout the United States 
and in Europe. It had its own annual meeting/concert called Hammerfest, ran a record label, and 
had a publishing company. In the early 2000s, other groups such as the Outlaw Hammerskins, 
Hoosier State Hammerskins, and Ohio State Skinheads challenged HSN for preeminence. These 
groups saw HSN as “elitist.”127 In 2011, by one measure, 133 skinhead groups were active in the 
United States.128 

In January 2010, the FBI released a bulletin that, among other things, emphasized that some racist 
skinheads formed the most violent segment of WSE adherents.129 This supported the findings in a 
2008 FBI assessment.130 Between 2007 and 2009, skinheads were involved in 36 of the 53 violent 
incidents the FBI identified in the United States as being tied to WSE proponents.131 The Bureau 
has stated that “violence is an integral part of the racist skinhead subculture.”132 Elements within 
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the fractious movement even target one another.133 These criminal acts are typically unrehearsed 
and opportunistic, targeting nonwhites and “other religious and social minorities.”134 

An apparent recent exception involved greater levels of planning. One man was convicted and 
two others pled guilty in a Connecticut case that involved the illegal sale of firearms and 
homemade grenades. The scheme included multiple meetings between late 2008 and early 2010 
to negotiate the transactions, prepare the firearms, and assemble the grenades. The trio was tied to 
a skinhead group known as Battalion 14 (originally called the Connecticut White Wolves). They 
sold the weapons to a convicted felon working as an FBI cooperating witness. The informant 
posed as a member of the Imperial Klans of America, a Ku Klux Klan organization. Two others in 
the case, including the leader of Battalion 14 and a man not tied to the group, were acquitted 
of charges.135 

Anti-Government Extremists 

As mentioned above, DOJ considers both unauthorized militias and sovereign citizens as anti-
government extremists. Neither militia membership nor advocacy of sovereign citizen tenets 
makes one a terrorist or a criminal. However, in some instances both militia members and 
sovereign citizens have committed crimes driven in part by their ideologies.  

Militia Extremists 

The militia movement emerged in the 1990s as a collection of armed, paramilitary groups formed 
to stave off what they perceived as intrusions of an invasive government.136 Central to this is a 
fear of firearm confiscation by a federal government thought to be out of control. Some adherents 
also believe in anti-Semitic and racist ideologies.137 Regardless, most militia members engage in 
constitutionally protected activity.  

Militia groups typically coalesce around a specific leader. Groups can run training compounds 
where they rehearse paramilitary tactics, practice their survival skills, and receive weapons 
instruction and lessons in movement ideology. Some militia groups also maintain websites for 
recruitment and fundraising.138 Extremists within the movement who run afoul of law 
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enforcement “tend to stockpile illegal weapons and ammunition, trying illegally to get their hands 
on fully automatic firearms or attempting to convert weapons to fully automatic. They also try to 
buy or manufacture improvised explosive devices. ”139 

Segments of the militia movement believe that the U.S. government is either run by some hidden 
conspiracy or is an overreaching sham. Some see a “New World Order” controlling U.S. 
institutions such as the media and the federal government. They contend that this is partly 
fostered by international organizations such as the United Nations. From this perspective, these 
organizations sap American sovereignty. Some militia supporters believe that agents of an un-
authentic “Shadow Government” are interested in seizing lawfully owned firearms as part of a 
plan to undermine democracy.140 Importantly, others in the militia movement hold that the federal 
government has overstepped its constitutional bounds.141 One scholar has noted that some militia 
members assert that they have “the right to organize, purchase and use firearms, and enforce the 
law against agents of the government who behave unconstitutionally.”142  

A small minority of Americans who held anti-government fears formed militias largely in 
response to two incidents in the early 1990s. These were confrontations between federal law 
enforcement and private citizens at Ruby Ridge, ID, and at a site near Waco, TX.143 Both involved 
warrants related to firearms violations.  

• In August 1992, Randy Weaver and his family were engaged in an 11-day 
standoff with federal law enforcement agents. Randy Weaver had failed to appear 
in court on firearms-related charges in 1991. Subsequently, an unsuccessful 
operation to arrest Weaver led to the death of his 14-year-old son and a U.S. 
Marshal. It also precipitated the standoff. During the standoff, Weaver and a 
friend were shot and wounded. An FBI sniper also shot and killed Weaver’s wife, 
Vicki.144 Weaver was eventually found guilty of failing to appear in court on the 
gun charges that played a role in the standoff. In October 1993, he was sentenced 
to 18 months in jail and a $10,000 fine. In 1995, Weaver received a $3.1 million 
settlement in a wrongful death suit filed against the U.S. government.145 The 
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143 Ibid., pp. 230-231. See also: Michael Barkun, “Appropriated Martyrs: The Branch Davidians and the Radical 
Right,” Terrorism and Political Violence, vol. 19, no. 1 (2007), p. 120. Hereinafter: Barkun, “Appropriated Martyrs.” 
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144 Stuart A. Wright, Patriots, Politics, and the Oklahoma City Bombing (New York: Cambridge University Press, 
2007), pp. 142-148. Hereinafter: Wright, Patriots. Weaver has been described as a survivalist who believed in the 
Christian Identity religion. See Barkun “Appropriated Martyrs,” p. 118. He has also been described as holding white 
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events at Ruby Ridge helped precipitate the militia movement, whose members 
tend to view Randy Weaver as a hero and demonize the federal government.146  

• The militia movement also emerged because of the 51-day standoff between 
federal law enforcement and a religious sect named the Branch Davidians near 
Waco.147 On February 28, 1993, an unsuccessful attempt by ATF agents to arrest 
the sect’s leader, David Koresh, initiated the events near Waco. He was wanted 
on suspicion of federal firearms and explosives violations.148 Four ATF agents 
and six Branch Davidians died in a gunfight during the operation.149 Protracted 
discussions followed between federal negotiators and Koresh. These failed. On 
April 19, federal agents assaulted the Davidian compound, which caught on fire. 
At least 75 Branch Davidians perished in the assault.150 

If the incidents involving the Weavers and the Branch Davidians helped form the militia 
movement, Timothy McVeigh’s bombing of the Alfred P. Murrah Federal Building in Oklahoma 
City on April 19, 1995, helped usher in a temporary decline.151 In the bombing’s aftermath, militia 
groups received greater law enforcement scrutiny.152 The bombing claimed 168 lives, and until 
9/11 was the largest single act of terrorism on U.S. soil. The militia movement included 441 
groups in 1995. By 2000, this number was reportedly down to 72.153 Although McVeigh’s 
bombing cannot fully account for a dip in militia activity, it impacted the movement by causing 
some groups to temper their rhetoric while others grew more extreme, and militias became more 
marginalized.154  

The militia movement has experienced a recent resurgence. One watchdog group has attributed 
this partly to a rise in anti-government anger since 2008.155 According to another organization, the 
number of militias in the United States jumped from 42 in 2008 to 334 in 2011 (see Figure 1). 
The recent resurgence may exhibit a key difference from its precursor. Social networking 
websites have encouraged looser organization of smaller, largely web-based cells.156  

Several examples highlight how some militia adherents have allegedly engaged in criminal 
activity since 9/11. 

                                                 
146 Wright, Patriots, pp. 149-152; Crothers, Rage on the Right, pp. 92-97; Barkun, “Appropriated Martyrs,” pp. 120-
121. 
147 Crothers, Rage on the Right, p. 104.  
148 Department of Justice, Report to the Deputy Attorney General on the Events at Waco, Texas, October 8, 1993, 
http://www.justice.gov/publications/waco/wacoexec.html. The Branch Davidian sect emerged from the Seventh-Day 
Adventist Church and was formed in 1929. The two severed official ties with one another in 1934. David Koresh was 
not a militia member. See Crothers, Rage on the Right, pp. 100-101. 
149 Crothers, Rage on the Right, p. 105. 
150 Crothers, Rage on the Right, p. 110.  
151 McVeigh was not a militia member, but he interacted with others who were. 
152 Devlin Barett and Eileen Sullivan, “FBI Sees Little Chance of Copycat Militia Plots,” Associated Press, March 31, 
2010.  
153 Potok, “The Year,” p. 42. 
154 Crothers, Rage on the Right, p. 138, 147. 
155 Anti-Defamation League, Rage Grows in America: Anti-Government Conspiracies, the Resurgence of the Militia 
Movement, November 16, 2009, http://www.adl.org/special_reports/rage-grows-in-America/militia-movement.asp. 
156 Ibid. 

IA_00314



The Domestic Terrorist Threat: Background and Issues for Congress 
 

Congressional Research Service 25 

• In November 2011, the FBI arrested four retirees, Samuel J. Crump, Ray H. 
Adams, Dan Roberts, and Frederick W. Thomas, who allegedly formed a fringe 
militia group and planned violent attacks on government officials. The group, 
based in northern Georgia, purportedly had ties to an unnamed militia 
organization. According to DOJ, the quartet “discussed multiple criminal 
activities, ranging from murder; theft; manufacturing and using toxic agents; and 
assassinations in an effort to undermine federal and state government and to 
advance their interests.”157 Between June and November 2011, Roberts and 
Thomas met with an FBI undercover agent to negotiate the purchase of matériel 
for the plot: “a silencer for a rifle and conversion parts to make a fully automatic 
rifle, as well as explosives.”158 In October, plotters reportedly discussed making 
ricin, a deadly poison derived from castor beans.159 In April 2012, Roberts and 
Thomas pled guilty to conspiring to obtain an unregistered explosive device and 
silencer.160 

• In March 2011 and January 2012, four individuals were indicted in Anchorage, 
AK, on federal conspiracy and firearms charges.161 They were members of the 
Alaska Peacemaker’s Militia based in Fairbanks and also held sovereign citizen 
beliefs (described elsewhere in this report). The purported leader of the group, 
Francis “Schaeffer” Cox, and his followers allegedly plotted “a potential 
retaliatory response to any attempt by law enforcement to arrest Cox, who had an 
outstanding bench warrant for not attending a trial over a misdemeanor weapons 
charge.”162 The plotters supposedly codenamed their plan “241 (two for one),” 
because they reputedly intended to kill two government officials for every militia 
member killed in the operation.163 DOJ has indicated that two of the indicted 
militia members also plotted to murder a federal district judge and an Internal 
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Revenue Service (IRS) employee.164 A fifth individual has been arrested in 
connection with the plot.165 

The above alleged activities are not necessarily indicative of trends toward violence in the larger 
militia movement, and in one prominent case, DOJ failed to convince the presiding judge of 
serious charges revolving around a purported violent plot. In March 2012, a federal judge 
acquitted members of a Michigan Militia group known as the Hutaree on charges of seditious 
conspiracy or rebellion against the United States and conspiring to use weapons of mass 
destruction. The judge also cleared the accused Hutaree members of weapons crimes related to 
the conspiracies.166 

The case garnered headlines in March 2010, when nine Hutaree members were indicted for 
allegedly preparing to violently confront U.S. law enforcement.167 Their supposed plotting 
included the murder of a local law enforcement officer and an attack on fellow officers who 
gathered in Michigan for the funeral procession. According to DOJ, the Hutaree discussed the use 
of explosives against the funeral procession.168 Audio recordings by an undercover FBI agent of 
reputed Hutaree leader David Brian Stone capture him discussing the New World Order and how, 
“it’s time to strike and take our nation back so we will be free of tyranny.... The war will come 
whether we are ready or not.”169 According to DOJ, the group had a hit list that included federal 
judges, among others.170 However, during the trial an Assistant U.S. Attorney acknowledged that 
the Hutaree had not formed a “specific plan” to attack government targets.171 U.S. District Judge 
Victoria Roberts stated that, “The court is aware that protected speech and mere words can be 
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sufficient to show a conspiracy. In this case, however, they do not rise to that level,”172 Three 
Hutaree members pled guilty to firearms charges.173  

Sovereign Citizen Movement 

The FBI defines the sovereign citizen movement as “anti-government extremists who believe that 
even though they physically reside in this country, they are separate or ‘sovereign’ from the 
United States. As a result, they do not accept any government authority, including courts, taxing 
entities, motor vehicle departments, or law enforcement.”174 However, simply holding these views 
is not a criminal act, and numerous movement adherents solely exercise their beliefs via 
constitutionally protected activities. 

The ideas behind the movement originated during the 1970s with a group known as the Posse 
Comitatus and enjoyed some popularity in extremist circles during the 1980s and 1990s.175 Early 
on, the movement featured white supremacist elements, but this has not kept some African 
Americans from subscribing to its ideals in recent years.176 In the 1990s, the movement attracted 
250,000 followers and was marked by the FBI’s standoff with a group known as the Montana 
Freemen that lasted 81 days.177 Current estimates suggest a membership of 300,000.178  

For the most part, the sovereign citizen movement is diffuse and includes few organized 
groups.179 The FBI suggests that sovereigns “operate as individuals without established leadership 
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and only come together in loosely affiliated groups to train, help each other with paperwork 
[critical to some of their schemes], or socialize and talk about their ideology.”180 The movement 
involves leaders described as “gurus” who proselytize online, in print publications, or via in-
person seminars. These gurus rouse followers into believing a conspiracy theory in which the 
legitimate federal government has been replaced by a government designed to take away the 
rights of ordinary citizens.181 This shares the same broad interplay between concepts of legitimate 
and illegitimate rule seen in the New World Order and WSE theories about ZOG. Gurus can also 
promote illegal techniques that individuals can use to supposedly cut their ties to the federal 
government or avoid its reach, particularly when it comes to taxation.182 

Sovereign citizens reject the legitimacy of much of the U.S. legal system.183 Many believe that 
the 14th Amendment “shifted the nation from its original common-law roots with states’ rights to 
a federal corporation that legally enslaved everyone.”184 According to movement members, the 
amendment ushered in an illegitimate federal government by supposedly abrogating individual 
rights and replacing them with a system that “grant[ed] privileges through contracts such as 
marriage and driver’s licenses, gun permits, and property codes.”185  

By ignoring all sorts of laws, avoiding taxes, disregarding permit requirements, and destroying 
government-issued identification documents, some sovereign citizens have tried to cut formal ties 
with what they perceive as an illegitimate regime.186 Sovereigns have filed court documents 
stating that they are not U.S. citizens.187 They have also created bogus financial documents to 
harass or defraud their enemies. (For more information, see the “Paper Terrorism”: Liens, 
Frivolous Lawsuits, and Tax Schemes” section in this report).  

Sovereign citizens have in some instances created fictitious entities and used fake currency, 
passports, license plates, and driver licenses. In 2009, a federal jury found three men guilty of 
conspiring to use and sell fraudulent diplomatic credentials and license plates that they believed 
allowed “their customers [to] enjoy diplomatic immunity and [to] no longer ... pay taxes or be 
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subject to being stopped, detained, or arrested by law enforcement personnel.”188 In 2003, Ronald 
K. Delorme developed the Pembina Nation Little Shell Band of North America189 into a sovereign 
citizen group.190 It is a sham Native American tribe that anyone can join to try and avoid taxes 
and government-imposed costs, such as auto registration fees. For example, news reports indicate 
that in June 2010, a sheriff’s deputy in Florida pulled over John McCombs when the law 
enforcement official noticed a Pembina Nation Little Shell license plate on the motorcycle 
McCombs was driving. According to publicly available sources, McCombs presented a fraudulent 
letter of diplomatic immunity and an invalid Pembina Nation Little Shell vehicle registration.191  

Some sovereign citizen fraud appears to be motivated by economic opportunism rather than 
ideology.192 This includes “pyramid schemes, other investment schemes, bogus trust scams, real 
estate fraud, and various types of tax frauds [as well as] more esoteric scams ... ranging from 
immigration fraud to malpractice insurance fraud.”193 In November 2011, husband and wife 
Monty and Patricia Ervin were convicted in federal court of conspiring to defraud the United 
States as well as three counts of tax evasion. In addition, the federal jury convicted Patricia of 
structuring transactions to avoid bank reporting requirements.194 The couple allegedly had not 
filed federal income tax returns between 2000 and 2008, denied their U.S. citizenship, and 
dubbed themselves “sovereign” when the IRS investigated.195 The Ervins earned more than $9 
million from investment properties they owned.196 A group of self-proclaimed sovereign citizens 
in North Georgia was indicted in March 2011 for using sovereign schemes to allegedly steal 
millions of dollars worth of real estate.197  

In a few recent cases, avowed sovereign citizens have been involved in violent altercations with 
law enforcement officers. According to a September 2011 FBI publication, since 2000 “lone-
offender sovereign-citizen extremists have killed six law enforcement officers,” and the Bureau 
sees sovereign citizens as a growing threat to U.S. law enforcement.198  

• Perhaps the most publicized example of alleged sovereign violence directed at 
police occurred in 2010. In May of that year, two self-professed sovereign 
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citizens were involved in a violent confrontation with West Memphis, TN, police 
officers. During a traffic stop, Joe Kane fired an AK-47 assault rifle and killed 
two officers. Kane and his father Jerry fled the scene. Law enforcement sighted 
their vehicle in a nearby parking lot 90 minutes later. The duo died in the ensuing 
shootout, which also wounded two more officers.199 The FBI had investigated 
Jerry Kane five years before the murders because he was allegedly traversing the 
United States peddling what the FBI termed a “debt elimination scheme.”200  

Other cases have garnered attention. For example, in July 2011 James M. Tesi allegedly shot at a 
local police officer trying to arrest him near Fort Worth, TX. Tesi was reportedly wounded in the 
altercation. Outstanding “arrest warrants for speeding, driving without a license in possession, 
and failure to appear” prompted the attempted apprehension.201 Court documents described in 
news reporting note that Tesi linked himself to a sovereign citizen group.202 In February 2012, 
Tesi was found “guilty of aggravated assault on a public servant with a deadly weapon.”203 In 
June 2011, a police officer in Page, AZ, shot and killed William Foust while responding to a 
domestic violence 911 call. The shooting reportedly occurred during a physical struggle in which 
Foust attempted to “gain control of” the police officer’s Taser.204 According to a press account, 
Foust had declared his sovereign citizen status in court proceedings in Kenab, UT (about 75 miles 
from Page), related to a speeding ticket.205  

Black Separatist Extremists 

DOJ includes black separatism in its list of movements that potentially spawn domestic 
terrorists.206 However, most black separatists solely engage in constitutionally protected behavior. 
Since 9/11, there has been little public discussion of federal investigations involving black 
separatist extremists. One group exhibiting what can be described as black separatist views, the 
New Black Panther Party for Self Defense (NBPP), received national scrutiny over voter 
intimidation allegations involving members of its Philadelphia chapter during the 2008 federal 
general election.  
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Appeal, April 17, 2011, http://www.commercialappeal.com/news/2011/apr/17/west-memphis-police-chief-sovereign-
citizens/. 
200 Scott Knoll, “The Warning That Never Came: What the FBI Knew About Jerry Kane,” WREG, March 2, 2011, 
http://www.wreg.com/wreg-fbi-file-reveals-feds-investigated-kane-story,0,4377626.story.  
201 Domingo Ramirez Jr., “Man in ‘Sovereign Citizen’ Group is Wounded in Shootout,” July 22, 2011, http://www.star-
telegram.com/2011/07/21/3238352/man-in-sovereign-citizen-group html. 
202 Ibid. 
203 Steve Norder, “‘Sovereign Citizen’ Gets 35 Years for Assault on Officer,” Fort Worth Star-Telegram, February 1, 
2012, http://www.star-telegram.com/2012/01/31/3702338/sovereign-citizen-found-guilty html. 
204 Todd Glasenapp and Larry Hendricks, “Page Officer Kills Man in DV Incident,” Arizona Daily Sun, June 21, 2011, 
http://azdailysun.com/news/local/crime-and-courts/article_61e27d9d-6d47-5655-8a71-d28b846d8e3e html.  
205 Ibid. 
206 Department of Justice, White Paper, p. 59. 
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The NBPP emerged in the early 1990s, and it is not tied to the Black Panthers from the 1960s.207 
Watchdog groups have described the NBPP as “a virulently racist and anti-Semitic organization 
whose leaders have encouraged violence against whites, Jews, and law enforcement officers,”208 
as well as “the largest organized anti-Semitic and racist black militant group in America.”209 The 
NBPP, which denies that it is a hate group, engages in “high-profile” rhetoric at rallies or 
demonstrations intended to encourage confrontation with authorities. The group’s actions occur 
“on behalf of the poor or disadvantaged, involving the ready display of firearms. ”210 As an 
example of the rhetoric the group uses, an NBPP representative characterized the March 2011 
shooting death of a drug suspect in Jacksonville, FL, as “a violent act of terrorism” committed by 
police.211 Soon after the shooting, the Jacksonville Sheriff’s Office said that the confrontation 
involved undercover officers serving a search warrant at an apartment. Officers claimed that 
inside the apartment, the victim—an alleged drug dealer with a criminal record—was holding a 
firearm.212  

In 2008, the Philadelphia, PA, chapter of the NBPP was involved in a case that generated public 
controversy. A 2009 civil suit filed by DOJ claimed that two NBPP members wearing the group’s 
paramilitary uniforms loitered around the entrance to a 2008 federal general election polling 
station in Philadelphia. One of the NBPP members allegedly carried a nightstick. According to 
DOJ, some poll watchers feared for their safety because of this activity. Philadelphia police 
officers responding to claims of voter intimidation removed the nightstick-wielding NBPP 
member and allowed the other to remain (the latter was a certified poll watcher). Police asked 
people at the polling station whether they had been threatened by the two individuals. All those 
questioned replied that they had not. However, at least one individual claimed that the presence of 
the two NBPP members had been intimidating.213 The NBPP disavowed the actions of its two 
members.214 In May 2009, DOJ voluntarily dismissed claims against defendants in the case, and a 
July 2009 letter from 10 members of Congress to DOJ’s Inspector General questioned the 
decision to do so. DOJ’s Office of Professional Responsibility (OPR) investigated, and in March 
2011, OPR issued a report which argued that DOJ officials did not act inappropriately regarding 
the matter.215 
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Anti-Abortion Extremists 

The vast majority of anti-abortion activists engage in constitutionally protected activity. However, 
anti-abortion extremism involves crime committed in the name of the anti-abortion movement. 
Sixty-six instances of “extreme violence” targeting abortion providers and clinics occurred in the 
United States from 1997 through 2010, according to one group that supports abortion rights and 
tracks criminal activity intended to limit access to abortion services.216 These cases involved 
shootings, bombings, arson incidents, and acid attacks.217 Since 1993, eight clinic workers have 
been murdered by anti-abortion extremists in the United States.218 Because of a wave of violence 
focused on abortion providers in the 1980s and early 1990s, Congress passed and President 
Clinton signed into law the Freedom of Access to Clinic Entrances Act (FACE Act) (18 U.S.C. 
§248) in 1994.219 As with other types of domestic terrorism investigations, it is unclear exactly 
which incidents of violence perpetrated against abortion providers the FBI considers terrorist acts.  

The 2009 murder of George Tiller, an abortion provider, received sizeable public attention. On 
January 29, 2010, Scott Roeder was convicted of first-degree murder and two counts of 
aggravated assault for killing Tiller. Roeder shot Tiller while the latter was at church on May 31, 
2009. Roeder was sentenced to “life in prison with no possibility of parole for 50 years.”220 

A number of other unrelated schemes targeting abortion clinics have been uncovered since 
Roeder’s arrest. These incidents appear to involve individuals largely operating alone. 

• In January 2012, Bobby Joe Rogers was charged in the firebombing of a 
Pensacola, FL, abortion clinic on New Year’s Day 2012. The bombing destroyed 
the clinic, which had been targeted in the past.221 In February 2012, a federal 
grand jury indicted him on two counts—arson and damaging a reproductive 
health facility.222 
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involving the FACE Act. See http://www.justice.gov/crt/about/crm/overview.php; http://www.justice.gov/crt/about/spl/
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• In May 2011, Ralph Lang was arrested after allegedly accidently firing his 
handgun through the door of the hotel room in Madison, WI. He was reportedly 
planning to kill abortion providers in the area.223 

One underground network that supports attacks on abortion clinics is the Army of God (AOG).224 
The loosely structured organization openly promotes anti-abortion violence.225 However, its 
members deny that they are terrorists. They also deny that attacks against clinics and abortion 
providers constitute violent activity, because they see it as “Godly work.”226 AOG first made 
headlines with the 1982 kidnapping of a doctor and his wife, both of whom ran an abortion clinic 
in Illinois. Three individuals who claimed membership in AOG were responsible.227 The group 
disseminates a manual that “is a ‘how to’ for abortion clinic violence. It details methods for 
blockading entrances, attacking with butyric acid, arson, bomb making, and other illegal 
activities. The manual contains anti-abortion language as well as anti-government and anti-
gay/lesbian language. The manual begins with a declaration of war on the abortion industry. ”228 
Eric Rudolph, who in the late 1990s bombed an abortion clinic near Atlanta, GA, and one in 
Birmingham, AL, “published his writings on the Army of God website.”229 
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Protected Activities vs. Terrorism—Divergent Perceptions of 
the ALF 
The boundary between constitutionally protected legitimate protest and terrorist activity has 
received much attention in public discussions of domestic terrorism. As an example of this, the 
next several sections of this report explore such considerations regarding the ALF.  

A Serious Domestic Concern or “Green Scare?” 

U.S. law enforcement, some business groups, and some scientists—among others—have stressed 
that animal rights extremists (and eco-terrorists) are a security and law enforcement concern. In 
2008, the FBI stated that animal rights extremists and eco-terrorists together posed a serious 
domestic terrorism threat for several reasons, including the number of crimes attributed to animal 
rights extremists and eco-terrorists (between 1,800 and 2,000 incidents accounting for more than 
$110 million230 in damages from 1979 to early 2009), the broad pool of victims (such as large 
pharmaceutical corporations, scientific laboratories, ski resorts, automobile dealerships, 
individual researchers, and lumber companies), and the movement’s rhetoric and destructive 
tactics.231 In March 2012, the FBI suggested that the threat from eco-terrorists may be declining 
in recent years.232 

As articulated by some scientific researchers, the monetary toll on legitimate businesses and 
laboratories in the United States exacted by animal rights and eco extremists is compounded by 
less tangible issues. For example, animal rights extremists and eco-terrorists have impacted the 
work of scientists. In some cases, special equipment and research materials have been destroyed 
in attacks. The consequences of criminal activity in the name of movements such as the ALF can 
also be more personal. Two advocates of animal research conducted strictly according to federal 
regulations have noted that the actions of animal rights extremists have pushed some scientists to 
quit lab work involving animals. Often, this work relates to products and procedures that some 
maintain cannot feasibly be marketed without animal testing.233 In 2006, a UCLA professor of 
behavioral neuroscience declared he was stopping his research on monkeys because of what he 
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described as harassment by animal rights groups.234 Additionally, animal rights extremists are said 
to be driving out students from research programs.235  

Critics of U.S. efforts to fight animal rights extremism and eco-terrorism have suggested that the 
threat is overblown by law enforcement and that the government’s pursuit of purported extremists 
perpetuates a “green scare,” chilling the exercise of protected speech by protesters.236 Some say 
that the government conflates property crime with terrorism.237 Others add that people engaged in 
what the government describes as animal rights extremism or eco-terrorism do not deserve the 
terrorist label. 

Animal Enterprise Terrorism Act (P.L. 109-374) 

The Animal Enterprise Terrorism Act (P.L. 109-374; AETA) expanded the federal government’s 
legal authority to combat animal rights extremists who engage in criminal activity. Signed into 
law in November 2006, it amended the 1992 Animal Enterprise Protection Act (P.L. 102-346; 
AEPA). Namely, the AETA  

Amends the federal criminal code to revise criminal prohibitions against damaging or 
interfering with the operations of an animal enterprise to include intentional damage or loss 
to any real or personal property and intentional threats of death or serious bodily injury 
against individuals (or their family members, spouses, or intimate partners) who are involved 
with animal enterprises.238 

The AETA expanded the AEPA to include both successful and attempted conspiracies. It also 
prohibits intentionally placing a person in “reasonable fear” of death or serious bodily injury 
while damaging or interfering in the operations of an animal enterprise. The AETA revised and 
increased monetary and criminal penalties. It also stipulates that it does not prohibit First 
Amendment-protected activity.  

DOJ successfully prosecuted individuals on charges relating to animal enterprise terrorism for the 
first time under the AEPA in 2006 (the case had been built before the AETA had been signed into 
law).239 Six individuals were convicted for what DOJ described as “their roles in a campaign to 
terrorize officers, employees, and shareholders of HLS [Huntingdon Life Sciences, a research 
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terrorism-act-(aeta). 
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corporation that performs animal research and has U.K. and U.S. facilities]. ”240 These individuals 
belonged to an animal rights campaign named Stop Huntingdon Animal Cruelty (SHAC)241 and 
the entity SHAC USA, Inc. SHAC involves both legal protests and criminal activity against HLS.  

Reportedly, the six incited threats, harassment, and vandalism and on this basis were convicted of 
violating the AEPA.242 DOJ has noted that SHAC’s stated mission was to work “outside the 
confines of the legal system.”243 DOJ proved in court that the group managed websites that 
encouraged others “to direct their intimidation, harassment, and violence against HLS and its 
targeted employees, as well as secondary targets—companies and employees who did business 
with HLS. ”244  

DOJ has also successfully applied the AETA. For example, on February 14, 2011, Scott DeMuth 
was sentenced to six months in prison on one count of misdemeanor conspiracy to commit animal 
enterprise terrorism. He was involved in a raid that released about 200 ferrets at a Minnesota farm 
in 2006. Activists had claimed the action in the name of the ALF.245 In another case, William 
James Viehl and Alex Hall were sentenced to 24 months and 21 months in prison, respectively, 
under AETA. The duo had released 650 minks, destroyed breeding records, and vandalized 
structures at the McMullin Ranch in South Jordan, UT, in 2008.246  

DOJ has experienced at least one setback in its application of the AETA. In February 2009, the 
FBI announced the arrests of what it described as “four animal rights extremists.” The four (two 
women, two men, all in their 20s) allegedly violated the AETA by using “force, violence, or 
                                                 
240 Ibid. See also: “The SHAC 7,” http://www.shac7.com/case htm. 
241 An undercover British television report on the treatment of animals at a British company, Huntingdon Life Sciences 
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Wrongs,” Newark Star-Ledger, November 28, 2004; Anti-Defamation League, Ecoterrorism. For more on SHAC from 
a movement perspective, see “History of the Animal Liberation Front,” http://www.animalliberationfront.com/
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Hear SHAC 7 Case,” March 7, 2011, http://www.greenisthenewred.com/blog/shac-7-supreme-court/4447/. 
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Journal, (Minnesota) December 20, 2010, http://www herald-journal.com/archives/2010/stories/latzig-ferrets-scott-
demuth html. 
246 Dennis Romboy, “Man Who Raided South Jordan Mink Farm Sentenced,” Deseret News, July 1, 2010, 
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threats to interfere with the operation of the University of California.”247 The incidents leading to 
the indictment included protests at the houses of researchers from the University of California, 
Berkeley and University of California, Santa Cruz. According to the FBI’s press release, in one 
instance, three of the indicted individuals tried to forcibly enter the home of a researcher, whose 
husband was hit by an object while confronting the protesters.248 In July 2010, a federal judge 
dismissed the indictment against the four. According to the ruling, the indictment failed to 
specifically describe crimes allegedly committed by the defendants.249 Opponents of the 
prosecution stress that the case involved over-broad application of AETA to First Amendment-
protected behaviors.250  

Criticisms of federal government efforts to counter animal rights extremists have focused on the 
AETA itself and First Amendment-related issues. Opponents of the AETA suggest that it 
expanded the AEPA too much by making it easier to prosecute individuals who wage protest 
campaigns against secondary or tertiary targets—companies or people (such as insurers) 
indirectly tied to an animal enterprise.251 Opponents also take issue with the inclusion of 
“reasonable fear” in the AETA, suggesting that protected speech or activities may possibly be 
interpreted as provoking “reasonable fear” in some instances. Echoing critiques of the AETA, one 
observer emphasizes that while activities linked to U.S.-based animal rights extremists have 
caused significant property damage, none of these criminal acts has physically harmed people. 
This critic suggests that describing vandalism or arson as terrorism and not ordinary crime 
dampens constitutionally protected protest activity by people who support animal rights or radical 
environmentalism but do not engage in criminal activity.252 In essence, this position argues that 
the U.S. government is encouraging a “green scare” by labeling the activity of movements such 
as the ALF and the ELF as terrorism or extremism.253 After serving 40 months in prison for her 
involvement with SHAC USA, Lauren Gazzola argued that she was not a terrorist, claiming, “I 
hadn’t hurt anyone or vandalized any property. In fact, the indictment didn’t allege that I’d 
committed any independent crime at all, only that I’d ‘conspired’ to publish a website that 
advocated and reported on protest activity against a notorious animal testing lab in New 
Jersey.”254  

The U.S. Code’s definition of “domestic terrorism” has been seen by some as potentially chilling 
to legitimate animal rights and environmental protest activities.255 As mentioned, the current 
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quigley/victory-for-animal-rights_b_648852 html. Hereinafter: Quigley and Meeropol, “Victory for Animal.” 
251 The AETA makes it illegal to damage or interfere with the operations of an animal enterprise. Presumably this 
covers tertiary targets. 
252 Will Potter, “The Green Scare,” Vermont Law Review, vol. 33, no. 4 (June 2009), pp. 672-673. 
253 Ibid; Quigley and Meeropol, “Victory for Animal.” 
254 Lauren Gazzola, “Animal Rights Activists Like Me Aren’t Terrorists,” EGP News, January 12, 2012, 
http://egpnews.com/?p=33714. 
255 American Civil Liberties Union, “How the USA PATRIOT Act Redefines “Domestic Terrorism,” December 6, 
2002, http://www.aclu.org/national-security/how-usa-patriot-act-redefines-domestic-terrorism. For an additional view 
suggesting that the activities of movements such as the ALF and the ELF should not be treated as terrorism, see 
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delineation of domestic terrorism in the U.S. Code includes criminal acts “dangerous to human 
life” that appear to intend to intimidate or coerce a civilian population or influence governmental 
policy via intimidation or coercion. This line of reasoning suggests that the crimes committed by 
animal rights extremists and eco-terrorists cannot be compared to clearly violent attacks by 
groups such as Al Qaeda. An opposing commentary stresses that such discussion is irrelevant and 

miss[es] the mark. The ALF ideology encourages members to instill fear in those who 
engage in the activities that the ALF opposes: fear of harm to themselves and their families, 
and fear of personal and professional economic loss. Additionally, these arguments assume 
that “true terrorism” is fundamentally different from animal rights terrorism. While it is true 
that animal rights terrorism, as a whole, does not engage in the same scale of violence as 
other extremist groups, those working in academia, research, agriculture, and food service 
industries are no less fearful when their homes and workplaces are firebombed; violent 
tactics can instill fear even when they are used infrequently.256 

Assessing Domestic Terrorism’s Significance 
Domestic terrorist attacks have come nowhere near the devastation of 9/11. However, it is worth 
noting that (as mentioned above) Timothy McVeigh’s bombing of the Alfred P. Murrah Federal 
Building in Oklahoma City on April 19, 1995, claimed 168 lives and injured more than 500 
others. It ranks as the second-deadliest terrorist attack on U.S. soil, behind only the devastation 
wrought by Al Qaeda on 9/11. Domestic terrorists feature prominently among the concerns of 
some law enforcement officers. For example, Los Angeles Deputy Police Chief Michael P. 
Downing recently described violent Islamists such as Al Qaeda, Hezbollah, and Hamas as Los 
Angeles’s main terrorist threats “along with three other terrorist categories: black separatists, 
white supremacist/sovereign citizen extremists, and animal rights terrorists.”257 In one 2008 study, 
state police agencies “overwhelmingly reported” dangerous domestic extremist groups present in 
their jurisdictions.258 Of course, as one expert reminds us, most followers of extremist viewpoints 
pose no threat: “Most of them are not going to do anything but bore their relatives and friends 
with ridiculous papers and treatises.”259 

Five themes speak to the possible threat posed by domestic terrorists. First, domestic terrorists 
likely have been responsible for more than two dozen incidents since 9/11, and there appears to 
be a growth in anti-government extremist activity as measured by watchdog groups in the last 
several years. Second, a large number of those labeled as domestic terrorists do not necessarily 
use major terrorist tactics such as bombings or airplane hijackings. Third, domestic terrorists—
much like their violent jihadist analogues—are often Internet savvy and use the medium as a 
resource for their operations. Fourth, domestic terrorism can be seen as a somewhat decentralized 
threat often involving lone wolves and movements operating under the model of leaderless 
                                                                 
(...continued) 
DeMond Shondell Miller, Jason David Rivera, and Joel C. Yelin, “Civil Liberties: The Line Dividing Environmental 
Protest and Ecoterrorists,” Journal for the Study of Radicalism, vol. 2, no. 1 (2008), pp. 109-123. 
256 Grubbs, “Saving Lives,” pp. 364-365. 
257 Bill Gertz, “L.A. Police Use Intel Networks Against Terror,” Washington Times, April 11, 2011, 
http://www.washingtontimes.com/news/2011/apr/11/la-police-use-intel-networks-against-terror/?page=all#pagebreak. 
258 “Far Right Domestic Terrorism on Par with Foreign Threat, Experts Say,” CNN, July 25, 2011, 
http://www.cnn.com/2011/US/07/25/domestic.extremism/.  
259 Ibid. 
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resistance. Finally, prison has been highlighted as an arena in which terrorist radicalization can 
occur, and WSE plays a role in the activities of several U.S. prison gangs. Sovereign citizen 
theories have also taken root in U.S. prisons. 

Counting Incidents 
Animal rights extremists, eco-terrorists, anarchist extremists, sovereign citizen extremists, militia 
extremists, black separatist extremists, white supremacist extremists, and anti-abortion extremists 
target American citizens, businesses, and institutions. The National Counterterrorism Center’s 
Worldwide Incidents Tracking System (WITS) publicly lists 35 terrorist incidents260 involving all 
types of terrorists as occurring in the United States between the beginning of 2004 and the end of 
September 2011.261 Twenty-five of these can be linked to domestic terrorists. Of the 25, the vast 
majority, 22, can be attributed to environmental or animal rights extremists.262 Even so, the FBI 
has publicly noted a decline in eco-terrorism especially after a wave of successful prosecutions in 
2007. The Bureau also reportedly attributes the perceived dip to activists possibly viewing “a 
Democratic administration as more sympathetic to their goals and [thus] be less inclined to take 
radical steps.”263 This latter factor fails to explain high levels of activity in the 1990s. Five of the 
35 incidents documented in WITS can be associated with violent jihadists either operating in the 
United States or attacking the homeland from abroad. For five other incidents, the ideological 
backgrounds of those involved were unknown.264  

These numbers may be too low to make any useful generalizations about the violent threats to the 
homeland posed by either violent jihadists or domestic terrorists. Other sources—not necessarily 
databases—indicate that the number of domestic terrorist incidents may be even higher. These 
sources do not necessarily focus on the same period covered by the WITS. Also, some center on 
specific categories of domestic terrorist activity. Examples of such sources include the following: 

• A September 2011 study by the New America Foundation and Syracuse 
University’s Maxwell School of Public Policy found 114 individuals involved in 
non-jihadist terrorist acts in the 10 years following 9/11. However, the study did 
not limit its findings to animal rights extremists, eco-terrorists, anarchist 
extremists, sovereign citizens, unauthorized militias, black separatists, white 
supremacists, and anti-abortion extremists. It included incidents by what it 
described as left-wing and right-wing terrorists.265 

                                                 
260 The WITS methodology describes “incidents” as when “subnational or clandestine groups or individuals 
deliberately or recklessly attacked civilians or noncombatants (including military personnel and assets outside war 
zones and war-like settings).” For the WITS methodology, see http://www nctc.gov/witsbanner/
wits_subpage_criteria html. 
261 This is based on CRS analysis of information drawn from the WITS on February 1, 2012. The search used for this 
report drew from the entire time period covered in WITS as of February 1, 2012. The search results included only 
incidents described in the database as having occurred in the United States.  
262 The three remaining domestic terrorism incidents break down thusly: two likely involved anti-abortion extremists. 
One involved a WSE adherent. 
263 Eilperin, “As Eco Terrorism.”  
264 Some of the WITS entries include information regarding the terrorist groups involved in committing the incidents. 
Where possible, publicly-available reporting was used to corroborate this information. For incidents where the WITS 
did not provide terrorist identifying information, public sources were used to ascertain the possible ideologies of those 
involved. In five cases this was not possible. These five instances are described as the “unknown” incidents above. 
265 Peter Bergen et al. Right- and Left-Wing Terrorism Since 9/11, New America Foundation, September 10, 2011, 
(continued...) 
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• An unclassified 2008 DHS report includes a table that lists selected criminal acts 
perpetrated by people involved in the animal rights extremist and eco-terrorist 
movements. This list counts 74 criminal acts between 9/11 and March 2008.266 

• As noted above, the FBI estimated that animal rights extremist and eco-terrorists 
together committed between 1,800 and 2,000 criminal incidents accounting for 
more than $110 million in damages from 1979 to early 2009.267 

• An unclassified FBI intelligence bulletin estimates that 53 acts of violence were 
committed by what it calls “white supremacist extremists” between 2007 and 
2009 in the United States. Victims included other white supremacists, African 
Americans, and Latinos. Most of the incidents involved assaults. The bulletin 
bases these findings on law enforcement and media reporting.268 

In the WITS dataset, domestic terrorist incidents may outrank violent jihadist incidents by a 
factor of four to one. However, within the 35 terrorist incidents, the ones perpetrated by violent 
jihadists appear more lethal. Overall, 16 people died and 58 were injured in all terrorist incidents 
described by WITS. Most of the fatalities came from a single homegrown jihadist attack—Army 
Major Nidal Hasan’s alleged mass shooting at Fort Hood, TX, in November 2009. It claimed 13 
of the deaths.269 Forty-three people were injured in this attack as well. One other death was tied to 
a homegrown violent jihadist, Abdulhakim Muhammad. In June 2009, he shot to death a soldier 
at the U.S. Army-Navy Career Center in Little Rock, AR.270 Muhammad was charged in state 
court with capital murder, attempted capital murder, and 10 counts of unlawful discharge of a 
firearm.271 In July 2011, he pled guilty to these charges.272  

The last two deaths associated with the WITS incidents came at the hands of apparent domestic 
terrorists:  

                                                                 
(...continued) 
http://homegrown.newamerica net/overview. Hereinafter: Bergen et al. Right- and Left-Wing. 
266 Department of Homeland Security, Ecoterrorism: Environmental and Animal-Rights Militants in the United States, 
Universal Adversary Dynamic Threat Assessment, May 7, 2008. Table 1 from the report is a “compilation of material 
from ALF and ELF communiqués and publications, media reports, and law enforcement” listing selected criminal acts 
perpetrated by the ALF and the ELF from 1984 to March 2008. Table 1 from the DHS report is not a comprehensive 
list of crimes tied to the ALF and the ELF. Hereinafter: Department of Homeland Security, Ecoterrorism. 
267 Heimbach, press conference; Federal Bureau of Investigation, “Putting Intel.”  
268 Federal Bureau of Investigation, White Supremacist Extremist Violence, pp. 1-2. The FBI bulletin defines “acts of 
violence” to include “arson; assaults and murders; and acts designed to threaten or intimidate due to a person’s 
ethnicity, religious beliefs, or lifestyle.” See Federal Bureau of Investigation, Rage and Racism p. 5. 
269 For more information on Hasan, see Senator Joseph Lieberman and Senator Susan Collins, A Ticking Time Bomb: 
Counterterrorism Lessons from the U.S. Government’s Failure to Prevent the Fort Hood Attack, Senate Committee on 
Homeland Security and Governmental Affairs, February 2011, http://hsgac.senate.gov/public/_files/Fort_Hood/
FortHoodReport.pdf; and CRS Report R41416, American Jihadist Terrorism: Combating a Complex Threat, by Jerome 
P. Bjelopera. Hereinafter: CRS Report R41416. 
270 For more information on Muhammad, see CRS Report R41416, pp. 91-93. 
271 James Dao, “Man Claims Terror Ties in Little Rock Shooting,” New York Times, January 22, 2010, 
http://www nytimes.com/2010/01/22/us/22littlerock.html. Hereinafter: Dao, January 22, 2010. 
272 “Man Pleads Guilty to Recruiting Center Killing, Gets Life,” CNN.com, July 25, 2011, http://articles.cnn.com/2011-
07-25/justice/arkansas.recruiter.shooting_1_capital-murder-quinton-ezeagwula-carlos-bledsoe?_s=PM:CRIME. 
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• On January 29, 2010, Scott Roeder was convicted of first-degree murder and two 
counts of aggravated assault for killing abortion provider George Tiller.273 

• Described as a neo-Nazi and white supremacist, James von Brunn reportedly shot 
and killed a security guard at the U.S. Holocaust Memorial Museum in 
Washington, DC, in June 2009. In January 2010, the 89-year-old von Brunn died 
in federal prison, before he could be tried.274 

Caution regarding these incident counts and the related fatalities is suggested by other factors. For 
example, it is unclear why the aforementioned incidents involving Richard Poplawski as well as 
Jerry and Joe Kane are not counted in WITS. If they were counted in WITS, these incidents 
would raise the number of fatalities attributed to domestic terrorists by five. Additional caution 
regarding the number of fatalities attributed to domestic terrorists is suggested in the 
aforementioned study by the New America Foundation and Syracuse University’s Maxwell 
School of Public Policy. It counted “[a]t least 14 people ... killed in right- and left-wing terrorism-
related incidents [in the 10 years since 9/11].”275 The reader is also reminded that within a 
relatively small pool of incidents, Hasan’s purported shooting was far more violent than any other 
incident—jihadist inspired or not.  

Additionally, most of the 35 incidents—as underscored above—have been linked to either animal 
rights extremists or eco-terrorists. This further complicates any comparative discussion of levels 
of violence. As highlighted elsewhere in this report, many animal rights extremists and eco-
terrorists claim to avoid violent acts that directly target people. The attacks by these individuals 
can often be described as property crimes involving arson or vandalism. 

Growth in Hate Groups and Anti-Government Extremism 

Beyond counting terrorist incidents, the Southern Poverty Law Center (SPLC)276 has noted both a 
steady rise in the number of hate groups from 2000-2011 and a marked expansion in the militia 
movement (discussed elsewhere in this report) over the same period. Between 2009 and 2011, 
militia groups resurged to levels not seen since the 1990s.277 The SPLC’s figures likely capture a 
range of activity broader than that described by DOJ and the FBI as domestic terrorism. 
Regardless, the SPLC argues that the rise is “driven by resentment over the changing racial 
demographics of the country, frustration over the government’s handling of the economy, and the 
mainstreaming of conspiracy theories and other demonizing propaganda aimed at various 

                                                 
273 Sylvester, “Scott Roeder.” 
274 Anti-Defamation League, “James von Brunn: An ADL Backgrounder,” http://www.adl.org/main_Extremism/
von_brunn_background htm. 
275 Bergen et al. Right- and Left-Wing. 
276 The Southern Poverty Law Center has been criticized regarding its labeling of the Family Research Council, as a 
hate group for its opposition to gay rights. See Family Research Council, press release, “FRC, Members of Congress, 
Governors, and Conservative Leaders Release Open Letter Calling for Civil Debate, End to Character Assassination,” 
December 15, 2010, http://www frc.org/get.cfm?i=PR10L07&f=RF07B02; Mark Potok, “SPLC Responds to Attack by 
FRC, Conservative Republicans,” December 15, 2010, http://www.splcenter.org/blog/2010/12/15/splc-responds-to-
attack-by-frc-conservative-republicans/; Sean Lengell, Washington Times, “Family Research Council Labeled a ‘Hate 
Group,’” November 24, 2010, http://www.washingtontimes.com/news/2010/nov/24/frc-labeled-a-hate-group/. 
277 Ibid., p. 42. 
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movement’s ideology. While direct action has a long legacy among anarchists, in recent years the 
ALF and the ELF have played a large role in articulating its meaning. Second, “paper terrorism” 
is a term used to describe some of the non-violent criminal activity committed by sovereign 
citizens involving the filing of fraudulent documents in the hopes of harassing enemies or bilking 
state or federal tax authorities.  

Direct Action 

Anarchist extremists, animal liberation extremists, and environmental extremists refer to much of 
their operational activity as “direct action.” This term has a long history, and it can be used to 
describe legitimate protest such as letter writing campaigns or work stoppages. However, this 
report uses “direct action” to describe criminal activities such as sabotage and arson.279  

ALF and ELF members understand that criminality and direct action are one and the same. The 
Animal Liberation Primer, a movement resource, highlights criminality in the actions of 
supporters: “anyone working in the ALF is a criminal. You have to begin to think like a criminal.” 
ALF and ELF members also generally view direct action as nonviolent and heroic. Using 
politically charged language, the ALF allegedly styles itself along the lines of the Underground 
Railroad, freedom fighters in Nazi Germany, anti-Apartheid protestors, U.S. civil rights activists, 
and Palestinian groups opposing Israel.280 The ELF views constitutionally protected protest as 
“state sanctioned” and eschews such activity. The ELF, much like the ALF, also wraps itself in the 
mantle of reformers and describes itself as inheriting the spirit of Luddites, abolitionists, 
suffragists, and even the American revolutionary-era Boston Tea Party.281  

The ALF: “Live Liberations” and “Economic Sabotage” 

The ALF’s version of direct action is framed as what it considers to be “economic sabotage” or 
“ethical vandalism.” The ALF supports the destruction of property and intimidation of individuals 
and businesses considered by the movement to be involved in the exploitation of animals. Cells 
and individuals linked to the ALF also engage in trespassing and theft, or what they perceive as 
“live liberations” or “rescuing” animals from “the horrors of exploitation”282 and human use283 by 
stealing them from places such as legitimate research facilities or farms. Economic sabotage can 
be virtual. The North American Animal Liberation Press Office (NAALPO) has carried claims of 
cyber hacking incidents in the name of animal rights.284 NAALPO is one of the web-based 
                                                 
279 According to the DOJ’s Office of the Inspector General, the FBI “generally” defines “direct action” as, “criminal 
activity designed to cause economic loss or to destroy property or operations.” See Department of Justice, Office of the 
Inspector General, Oversight and Review Division, A Review of the FBI’s Investigations of Certain Domestic Advocacy 
Groups, (September 2010), p. 97, http://www.justice.gov/oig/special/s1009r.pdf; Darren Thurston, The ALF Primer, 
n.d. p. 4. DOJ believes Thurston authored the Primer, although he is not attributed as an author in the document. 
Hereinafter: Thurston, The ALF Primer. See also: Guide to Direct Action, 2010, http://www.animalliberationfront.com/
ALFront/Activist%20Tips/Direct_Action-Guide htm; Earth Liberation Front.org, “Earth Liberation Front Frequently 
Asked Questions,” Hereinafter: ELF, “FAQs.” See also: http://www.animalliberationfront.com/ALFront/ELF/
elf_faq.pdf. 
280 NAALPO, “History.” 
281 ELF, “FAQs.” 
282 NAALPO, “History.” A section of The ALF Primer describes both economic sabotage and live liberation as 
legitimate strategies. See Thurston, The ALF Primer, p. 2.  
283 Conn and Parker, The Animal, p. xvii. 
284 Communiqué, July 13, 2007, http://www.animalliberationpressoffice.org/communiques/2007/2007-07-
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vehicles used by ALF supporters to publicize criminal activities claimed on behalf of the 
movement. 

The ELF: “Monkeywrenching”  

Like the ALF, the ELF’s discussions of direct action also revolve around economic sabotage. The 
ELF rejects legal protest tactics partly for what it views as pragmatic reasons—“because they 
have been proven not to work, especially on their own.”285 Economic sabotage in the name of 
environmentalism has a long history, perhaps stretching back to the 1950s,286 and has been called 
“monkeywrenching,” a term taken from a 1975 novel, The Monkey Wrench Gang by Edward 
Abbey. The book depicts such activity.287 A guidebook that describes monkeywrenching offers 
what can be interpreted as a call to arms for would-be extremists: 

It is time for women and men, individually and in small groups to act heroically in the 
defense of the wild, to put a monkeywrench into the gears of the machine that is destroying 
natural diversity. Though illegal, this strategic monkeywrenching can be safe, easy, and—
most important—effective.288 

The guidebook also defines monkeywrenching as nonviolent by stressing that it should never 
target people or “other forms of life.”289 

Arson and Explosive Devices 

Federal officials are especially concerned about the use of incendiary devices and explosives by 
animal rights extremists and eco-terrorists. In congressional testimony from 2005, then-ATF 
Deputy Assistant Director Carson Carroll stated that the “most worrisome” trend regarding 
animal rights extremists and eco-terrorists was their “willingness to resort to incendiary and 
explosive devices.”290  

This pronouncement came on the heels of two related incidents that occurred near San Francisco, 
CA, and involved explosive devices. An entity called the Revolutionary Cells of the Animal 
Liberation Brigade claimed responsibility for both attacks, which the FBI has also linked to a man 
named Daniel San Diego. In August 2003, two ammonium nitrate pipe bombs exploded at the 
campus of the biotechnology firm Chiron but caused little damage and no injuries. In October 
2003, a reputed 10-pound ammonium nitrate bomb damaged the offices of Shaklee, a health, 
beauty, and household product company. No one was injured. The perpetrator(s) believed that 
both companies did business with Huntingdon Life Sciences (the same firm targeted by SHAC 
                                                                 
(...continued) 
13_lagrange_hls htm. 
285 ELF, “FAQs.” 
286 Bron Taylor, “The Tributaries of Radical Environmentalism,” Journal for the Study of Radicalism, vol. 2, no. 1 
(2008), p. 45.  
287 Edward Abbey, The Monkey Wrench Gang, 3rd ed. (Salt Lake City, UT: Dream Garden Press, 1985). 
288 Dave Foreman, “Strategic Monkeywrenching,” in Ecodefense: A Field Guide to Monkeywrenching, ed. Dave 
Foreman and Bill Haywood, 3rd ed. (Chico, CA: Abzug Press, 1993), p. 8. Hereinafter: Foreman, “Strategic 
Monkeywrenching.” Foreman was a founder of Earth First! See Anti-Defamation League, Ecoterrorism. 
289 Dave Foreman, “Strategic Monkeywrenching,” p. 9. 
290 Statement of Carson Carroll, p. 43. 
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and discussed above). A related communiqué stressed that, “all customers and their families are 
considered legitimate targets.”291  

One commentator has suggested that the combination of “fire” as a tactic and instilling “fear” as a 
goal ensures eco-terrorists will continue to warrant the terrorist label.292 Both animal rights 
extremists and eco-terrorists have histories of using incendiary devices to damage or destroy 
property—the Vail, CO, fire (mentioned elsewhere in this report) setting a prominent example for 
extremists. In fact, one of the hallmark publications circulated in extremist circles is a handbook 
on how to fashion incendiary devices titled Arson Around with Auntie ALF.293 A recent example 
underscores this focus on arson.  

• In January 2012, NAALPO issued a communiqué in which “unnamed activists” 
claimed responsibility for setting fires that damaged 14 tractor trailer rigs at the 
Harris Ranch, a cattle feedlot in Coalinga, CA. The perpetrators used containers 
of accelerant, kerosene-soaked rope, and digital timers to set the blazes. 
According to the communiqué, the fires apparently embodied a reaction to “the 
horrors and injustices of factory farming.”294  

Some ELF adherents have focused on targets they perceive as emblematic of urban sprawl295 or 
the excesses of industrialized society. Since 2000, a number of ELF actions have involved the 
torching of housing projects as well as activities such as the damaging and destruction of sports 
utility vehicles and other emblems of industrialized society and urban sprawl.296 Between August 

                                                 
291 Stacy Finz, “Militants Say They Planted Shaklee Bomb,” San Francisco Chronicle, October 1, 2003, 
http://articles.sfgate.com/2003-10-01/bay-area/17512148_1_pipe-bombs-shaklee-chiron; Stacy Finz, Bernadette 
Tansey, “2 Bombs Shatter Biotech Firm’s Windows,” August 29, 2003, http://www.sfgate.com/cgi-bin/article.cgi?f=/c/
a/2003/08/29/MN173487.DTL&type=printable. The FBI assessed that the devices may have been intended to harm 
people. The second Chiron bomb was timed to explode after the first, “an apparent strike at first responders,” while the 
Shaklee bomb was wrapped in nails, “to significantly increase its lethality to anyone in the area at the time of the 
detonation.” See U.S. Congress, Senate Committee on Environment and Public Works, “Statement of John E. Lewis, 
Deputy Assistant Director, Counterterrorism Division, Federal Bureau of Investigation,” Eco-Terrorism Specifically 
Examining Stop Huntingdon Animal Cruelty (“SHAC”), 109th Cong., 1st sess., October 26, 2005, 109-1005 
(Washington: GPO, 2008), p. 7. In April 2009, the FBI placed Daniel San Diego on its Most Wanted Terrorists List for 
his involvement in the bombings. See Heimbach, press conference. The Bureau also tied him to SHAC. He had slipped 
away from FBI surveillance in October 2003. See Federal Bureau of Investigation, “New Most Wanted Terrorist,” 
April 21, 2009, http://www.fbi.gov/wanted/wanted_terrorists/daniel-andreas-san-diego. Hereinafter: FBI, “New Most 
Wanted”; “Daniel Andreas San Diego,” America’s Most Wanted, http://www.amw.com/fugitives/case.cfm?id=25800. 
292 Grubbs, “Saving Lives,” p. 370. 
293 Auntie ALF, Uncle ELF, and the Anti-Copyright Gang, Arson-Around with Auntie ALF: Your Guide for Putting the 
Heat on Animal Abusers Everywhere, 2001. Hereinafter: Arson-Around. 
294 See http://www.animalliberationpressoffice.org/communiques/2012/2012-01-10_harrisranch htm; Henry K. Lee, 
“14 Cattle Trucks Burned in Arson at Harris Ranch,” San Francisco Chronicle, January 11, 2012; 
http://www.sfgate.com/cgi-bin/article.cgi?f=/c/a/2012/01/10/BABM1MN8BU.DTL. For other examples, see Peter 
Young, “Fire and Explosions Rock Oregon Mink Farm,” July 28, 2010, http://www.animalliberationpressoffice.org/
press_releases/2010/pr_2010_07_27_astoriafurfarm.htm; J.M. Brown, “A Year after Firebombings, No Arrests, 
Though Awareness Remains among Scientists,” Santa Cruz Sentinel, August 2, 2009; John Coté, “Firebombings 
Suggest New Tactic for Animal Activists,” San Francisco Chronicle, August 5, 2008; Shanna McCord, “FBI to Take 
Over Santa Cruz Firebombs Case,” Monterey County Herald, August 4, 2008; Anti-Defamation League, ‘“Justice 
Department’ Claims Responsibility for Threats against UCLA Animal Researcher,” December 3, 2010, 
http://www.adl.org/learn/extremism_in_america_updates/movements/ecoterrorism/justice_department_ucla htm. 
Hereinafter: Anti-Defamation League, ‘“Justice Department.’” 
295 Brad Knickerbocker, “Firebrands of ‘Ecoterrorism’ Set Sights on Urban Sprawl,” Christian Science Monitor, 
August 6, 2003, http://www.csmonitor.com/2003/0806/p01s02-ussc html. Hereinafter: Knickerbocker, “Firebrands.” 
296 Anti-Defamation League, “Radical Environmentalist Group Suspected in San Diego Arson,” August 8, 2003, 
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and October 2002, three individuals tied to the ELF damaged construction vehicles and sports 
utility vehicles, and vandalized fast food restaurants in Virginia. In one incident, these individuals 
vandalized two homes under construction, spray painting “sprawl” on one of the structures. In 
November 2005, the ELF claimed responsibility for fires set in five townhomes under 
construction in Hagerstown, MD.297 Similar activity has occurred on the West Coast.298  

Guidelines 

Both the ALF and the ELF have established guidelines and posted them on the Web for cells or 
lone wolves to follow. The guidelines are straightforward and short for both movements (see 
Figure 2). A key point in the guidelines for both the ALF and the ELF is to avoid harming any 
animal, human and non-human.299 The ALF’s guidelines also stipulate that individuals professing 
affiliation with the movement must be vegetarians or vegans.  

Interestingly, the ALF employs a number of caveats in its understanding of violence. On the one 
hand, it supports intimidation as a tactic. On the other, the movement does not see intimidation as 
potentially involving violence.300 The ALF also views arson as “violence against property,” not 
people.301 Beyond this, ALF does not greatly elaborate on its notion of violence.  
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298 “Activists Topple Towers, Claim Dangers of AM Radio Waves,” CNN.com, September 4, 2009, 
http://articles.cnn.com/2009-09-04/justice/washington.towers.terrorism_1_elf-radio-station-radio-waves?_s=
PM:CRIME; “Officials: No Explosive Devices Found at Scene of Seattle-Area House Fires,” Fox News, March 4, 
2008, http://www.foxnews.com/story/0,2933,334875,00 html; Debera Carlton Harrell, Aubrey Cohen, and Paul 
Shukovsky, “‘Street of Dreams’ Houses Torched; Eco-Terrorists Suspected,” Seattle Post-Intelligencer, March 4, 2008; 
“Camano Island Mansion Fire Ruled Ecoterrorist Arson,” KOMO News.Com, January 20, 2006, 
http://www komonews.com/news/archive/4175026 html. 
299 For ALF guidelines, see http://www.animalliberationpressoffice.org/Background htm. For ELF guidelines, see 
http://www.animalliberationfront.com/ALFront/ELF/elf_faq.pdf. 
300 Ibid. 
301 See North American Animal Liberation Front, “Frequently Asked Questions About the North American Animal 
Liberation Press Office,” http://www.animalliberationpressoffice.org/faq htm#7. 
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mailed AIDS-tainted razors to two scientists at the University of California, Los Angeles.307 One 
of the communiqués read: 

We are the past generation of animal liberationists, but we will now be the future, striking at 
the heart of the vivisection industry, and if we have to go back to egg timers and insence 
[sic] sticks then we will. Mark our words, we will destroy all who fall into our focus.308 

Presumably, allusion to egg timers and incense sticks suggests timing devices and fuses for 
explosive or incendiary devices.309 

“Paper Terrorism”: Liens, Frivolous Lawsuits, and Tax Schemes 

Sovereign citizens have committed non-violent crimes based on their ideological 
underpinnings.310 These are often bundled under the concept of “paper terrorism.”311 This concept 
can include forging documents (fake money orders and bad personal checks, for example), failing 
to pay taxes, phony tax filings, and presenting sham legal arguments in court. Sovereign citizens 
have filed fraudulent property liens against their foes.312 Some sovereigns hold illegal courts and 
target officials with fake criminal indictments. They can also “issue warrants for judges and 
police officers.”313  

Retaliatory Filings 

While these acts may not be violent, they are frequently “designed to intimidate or defraud 
targeted individuals, private institutions, or government entities.”314 Thus, some sovereigns saddle 
their opponents with time-consuming legal efforts to wipe out sham retaliatory court filings. As a 

                                                 
307 NAALPO, “Liberationist Group.” 
308 Ibid. 
309 Arson-Around, pp. 16-17 describes assembly of an incendiary device incorporating incense sticks as a fuse. Incense 
sticks have been used as fuses for incendiary devices by ELF and ALF activists. See Federal Bureau of Investigation, 
Terrorism 2000-2001, 2004, p. 4, http://www fbi.gov/stats-services/publications/terror/terrorism-2000-2001 for an 
example of an ELF incident. For additional examples involving the cell known as “The Family” active with both the 
ALF and the ELF, see U.S. v. Dibee et al. Kitchen timers are discussed in William Rodgers and Stanislas Meyerhoff, 
Setting Fires with Electrical Timers: An Earth Liberation Front Guide, May 2001, pp. 15-17. Although the document 
lists no authors, DOJ believes that Rodgers and Meyerhoff wrote it. They were members of “The Family” which also 
used kitchen timers in its incendiary devices. See United States v. Joseph Dibee et. al, Indictment, CR 06-60011-AA, 
District Court, District of Oregon, January 19, 2006.  
310 Department of Homeland Security and the Federal Bureau of Investigation, Sovereign Citizen Group Calls for 
Removal of U.S. Governors, March 29, 2010, p. 2. Hereinafter: “Sovereign Citizen Group Calls.” 
311 For an example of the use of this oft-used term, see Department of Justice, press release, “Member of Anti-
Government Movement Pleads Guilty to Laundering Money for FBI Undercover Agents,” March 25, 2011, 
http://www fbi.gov/lasvegas/press-releases/2011/lv032511 htm. 
312 One source has defined a lien as “a claim encumbrance or charge on property for payment of a debt or obligation.” 
Liens can be consensual or nonconsensual. They can be statutory or derive from common law. An example of a 
nonconsensual common law lien is “when a mechanic refuses to return a car until repairs are paid for.” See Robert 
Chamberlain and Donald P. Haider-Markel, “‘Lien on Me’: State Policy Innovation in Response to Paper Terrorism,” 
Political Research Quarterly, vol. 58, no. 3 (September 2005), p. 450. 
313 Ibid.; Federal Bureau of Investigation, “Sovereign Citizen.” See also: Christopher A. Young, “Minnesota Has New 
Weapons in the Fight Against ‘Paper Terrorism,’” Hennepin Lawyer, August 28, 2007, 
http://hennepin.timberlakepublishing.com/article.asp?article=1148. 
314 “Sovereign Citizen Group Calls,” p. 2. 
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result, sovereign foes incur court fees and their credit ratings potentially suffer. In some cases, 
these proceedings arise from what most citizens might consider fairly mundane run-ins with law 
enforcement authorities. Some sovereigns do not necessarily see violations like parking tickets 
and trespassing arrests as run-of-the-mill. They can react to such encounters with police by 
challenging the very authority and jurisdiction of U.S. law enforcement and by harassing officials 
with dubious liens, for example.  

• In November 2011, Kenneth W. Leaming, from Spanaway, WA, was arrested for 
allegedly issuing billions of dollars in frivolous liens to intimidate public officials 
enforcing laws against sovereign citizens. Reportedly, he has been tied to other 
sovereign citizen adherents and groups. Also, he purportedly planned to harass 
the children of U.S. Supreme Court Chief Justice John Roberts.315 

Redemption 

Sovereign citizen guru Roger Elvick is the reputed founder of “redemption,”316 a concept that 
blurs the line between sovereign citizen ideology and pure scam. Redemption suggests that when 
the United States left the gold standard during the Great Depression, the nation found a way to 
monetize people. According to the theory, each child who is born in the United States and has a 
birth certificate also has a U.S. Treasury account “valued from $630,000 to more than $3 
million”317 viewed as collateral against the nation’s debts. Redemption supporters hold that by 
filing certain forms with state or federal authorities, people can draw money from these accounts. 
To do so, they occasionally attempt to pass bogus checks.318 

On a broad level, redemption can be viewed as an ideologically driven tactic meant to illegally 
wrangle money from the U.S. government via the IRS. According to DOJ, in some instances this 
involves the filing of “a series of false IRS forms, including tax returns, amended returns, and 

                                                 
315 Levi Pulkkinen, “FBI: Spanaway ‘Sovereign Citizen’ Planned to Track Down Justice’s Children,” Seattle Post-
Intelligencer, November 28, 2011, http://www.seattlepi.com/local/article/FBI-Spanaway-sovereign-citizen-planned-to-
2299295.php; Anti-Defamation League, “Little Shell Pembina Band,” http://www.adl.org/learn/ext_us/little_shell.asp?
learn_cat=extremism&learn_subcat=extremism_in_america&xpicked=3&item=little_shell. For other examples, see 
Rick Montgomery, “Sovereign Citizens: Crackpots, Crooks, or Defenders of Liberty?” Kansas City Star, November 26, 
2011, http://www.kansascity.com/2011/11/26/3288115/sovereign-citizens-bulldogs-guarding html. 
315 Marnie Eisenstadt, “Fringe Group Terrorizes Small-Town Officials with False Liens,” The Post Standard, May 23, 
2011; Rick Montgomery, “Sovereign Citizens: Crackpots, Crooks, or Defenders of Liberty?” Kansas City Star, 
November 26, 2011, http://www.kansascity.com/2011/11/26/3288115/sovereign-citizens-bulldogs-guarding html; 
Marnie Eisenstadt, “Fringe Group Terrorizes Small-Town Officials with False Liens,” The Post Standard, May 23, 
2011; “Two Admit Scheme to Defraud Public Employees,” Daily Freeman, January 14, 2011, 
http://www.dailyfreeman.com/articles/2011/01/14/blotter/doc4d2fb54d3189f270459164.txt; Michael Virtanen, “NY 
Man’s Sentencing Put Off in Liens Case,” Associated Press, July 12, 2011. 
316 “His ‘Straw Man’ Free, a Scammer Finds the Rest of Him Isn’t,” Intelligence Report, Southern Poverty Law Center, 
Issue 118, (Summer 2005), http://www.splcenter.org/get-informed/intelligence-report/browse-all-issues/2005/summer/
patriots-for-profit. Hereinafter: Southern Poverty Law Center, “His Straw Man Free.” 
317 FBI Counterterrorism Analysis Section, “Sovereign Citizens.” 
318 Elvick promoted his ideas in the 1980s, and was jailed for much of the 1990s as well as in the next decade because 
of passing bad checks, forgery, extortion, and corruption. See Ibid.; Southern Poverty Law Center, “His Straw Man 
Free”; For a description of redemption, see Institute for Intergovernmental Research, Investigating Terrorism, pp. 70-
71.  
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Forms 1099 (including Form 1099-OID) or Forms W-2, to request fraudulent tax refunds based 
on phony claims of large income tax withholding.”319  

In addition, DOJ describes some redemption adherents as scammers who dupe customers into 
filing false IRS forms to redeem money via the purported secret accounts the government holds 
for its citizens.320 One guru recently pled guilty to money laundering charges.321 In another case, 
in December 2009 Audie Watson received a 14-year prison sentence for his involvement in an 
immigration benefit fraud scheme that sold membership in the Pembina Nation Little Shell Band 
to illegal aliens. Watson and co-conspirators charged individuals $1,500 and couples $2,000. 
They conned clients into believing that membership could be used to avoid removal from the 
United States.322 

• In March 2011, DOJ announced that the U.S. District Court for the Western 
District of Missouri had permanently barred Gerald A Poynter “from preparing 
tax returns for others and from promoting” a redemption scam.323 Poynter 
informed his customers that he could obtain tax refunds for them, charged them 
for his services, and then produced fraudulent IRS forms claiming $64 million in 
refunds for 165 customers.324 

The Internet and Domestic Terrorists 
In the counterterrorism world, there has been much concern regarding violent jihadist use of the 
Internet.325 However, domestic terrorists also are computer savvy and active online. One count 
suggested that 657 U.S.-based hate websites existed in 2010.326 A Web presence may help 
extremist groups—sometimes relatively small, with rosters in the 100s or fewer—educate their 

                                                 
319 Department of Justice, press release, “Government Files Seven Lawsuits Nationwide to Block Alleged Scheme 
Involving Fraudulent Tax-Refund Claims,” October 28, 2009, http://www.justice.gov/opa/pr/2009/October/09-tax-
1161 html.  
320 Ibid. 
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2011, http://www.lvrj.com/news/sovereign-movement-leader-pleads-guilty-to-money-laundering-118685369 html. 
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March 28, 2011, http://www.justice.gov/tax/txdv11382 htm. For the injunction, see http://www.justice.gov/tax/
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324 Ibid. 
325 For example, see Edna Erez, Gabriel Weimann, and A. Aaron Weisburd, “Jihad, Crime, and the Internet: Content 
Analysis of Jihadist Forum Discussions,” October 31, 2011, Report submitted to the National Institute of Justice in 
fulfillment of requirements for Award Number 2006-IJ-CX-0038; Akil N. Awan, “The Virtual Jihad: An Increasingly 
Legitimate Form of Warfare,” CTC Sentinel, vol. 3, no. 5 (May 2010), p. 11, http://www.ctc.usma.edu/sentinel/
CTCSentinel-Vol3Iss5.pdf; Gilbert Ramsay, “Relocating the Virtual War,” Defence Against Terrorism Review, vol. 2, 
no. 1 (Spring 2009), p. 34, http://www.tmmm.tsk.tr/publications/datr3/03_Gilbert%20Ramsay.pdf; Tim Stevens, 
“Regulating the ‘Dark Web:’ How a Two-Fold Approach Can Tackle Peer-to-Peer Radicalisation,” The RUSI Journal, 
vol. 154, no. 2 (Apr. 2009), p. 29; Gabriel Weimann, Terror on the Internet: The New Arena, the New Challenge 
(Washington, DC: United States Institute of Peace Press, 2006); Maura Conway, “Terrorism and Mass 
Communication: Nitro to the Net,” The World Today, vol. 60, no. 8/9 (Aug/Sep 2004), pp. 19-22, http://doras.dcu.ie/
513/1/nitro_to_net_2004.pdf. 
326 Potok, “The Year,” p. 50. This count included web pages “from Ku Klux Klan, Neo-Nazi, White Nationalist, Racist 
Skinhead, Christian Identity, Neo-Confederate, Black Separatist, and General Hate groups.” 
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existing membership and forge a group identity. Also, in many instances they can use websites to 
focus on outsiders to propagandize, socialize, and recruit new adherents.327 A few domestic 
terrorists also have exploited the Web to harm their targets. 

White supremacists have long been using computer technology to communicate and interact. As 
one study has suggested, white supremacists “were among the very early users of the electronic 
communication network that eventually evolved into the Internet.”328 Among a variety of 
findings, the study indicated that white supremacist extremist websites were possibly an effective 
recruiting tool that the groups exploited. Membership forms are available on some sites. Others 
exhibit multimedia material, and some actually retail items such as music and video games.329 
The Internet allows individuals and groups to connect with one anther and to disseminate 
ideology.330 It also enables groups to manage how others perceive them. Many white supremacist 
sites claim that their sponsoring groups are non-violent and not even racist.331 

Some white supremacists may be unwilling to affirm their views in public spaces such as work, 
school, or in street demonstrations. To them, the virtual realm is an important antidote. As one 
study has suggested, “free spaces” in both the real and virtual worlds—where conflict with non-
believers will be minimized—are important for adherents. In them they can “meet, articulate, and 
support their views.”332 Supremacists can turn to virtual free spaces to receive indoctrination into 
movement culture, key narratives outlining movement grievances, adopt ideologies, and “talk of 
violence against ‘racial enemies.’”333  

Much of this online ideological activity involves constitutionally protected speech. A number of 
examples stand out. 

• The ALF and the ELF have their long-established guidelines posted on the Web 
for independent groups or individuals to follow.334 Movement websites virtually 
connect like-minded individuals. As mentioned elsewhere in this report, key 
ideological texts are also made available online.335 The websites of animal rights 
extremists and eco-terrorists also post press releases publicizing crimes 
perpetrated on behalf of the movements.336  

                                                 
327 Jeffrey Kaplan, Leonard Weinberg, and Ted Oleson, “Dreams and Realities in Cyberspace: White Aryan Resistance 
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• Reverend Donald Spitz administers the Army of God’s website.337 Among other 
things, the site includes lists of people who support “violent opposition to 
abortion” as well as listing people incarcerated because of anti-abortion crimes 
they committed.338 

• The National Socialist Movement sponsors its own social networking site, the 
“New Saxon Social Network.”339 

Some domestic terrorists also engage in cyber attacks. According to DOJ, an animal rights 
extremist cell (SHAC USA, Inc.) active between 2001 and 2004 listed online the personal 
information—names, addresses, phone numbers—of workers at a firm it was targeting. (The 
business uses animals in its research.) The extremist cell likely devised the list to help focus the 
activities of the group’s online followers. In some cases, the published information included the 
names of spouses and children of employees, license plate numbers, churches attended by the 
employees, as well as the schools their children attended. The websites used by the extremist cell 
also posted suggestions for action by supporters—including what it described as the “top 20 terror 
tactics.”340 Supporters across the United States vandalized victims’ homes and automobiles and 
engaged in cyber attacks against the research firms and other companies tied to it, among other 
activities.341  

In January 2009, in an unclassified assessment available on the Internet, DHS stated that 
“leftwing” extremists were likely to increasingly use cyber attacks. The assessment noted that 
animal rights extremists engaged in cyber attacks such as “deletion of user accounts, flooding a 
company’s server with e-mails, and other types of e-mail assaults intended to force businesses to 
exhaust resources.”342  

A Decentralized Threat  
Domestic terrorism can be described as a decentralized threat. As this report has already 
suggested, domestic terrorism suspects generally operate on their own or in small, independent 
                                                                 
(...continued) 
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cells. In other words, they do not necessarily belong to organizations with cohesive, well-
articulated leadership structures or cadres.  

However, independently acting domestic terrorism suspects are not necessarily isolated, adrift, 
and cut off from any outside contact or influence. Some take ideological cues from broader 
movements or groups espousing extremist ideas. These groups or movements publicly disavow 
violent criminal behavior and engage in constitutionally protected activities. This dynamic—the 
interplay between above-ground groups or movements proffering extremist dogma or ideology 
(protected speech) that is then consumed and acted upon by independent underground groups or 
cells who commit crimes—is a critical feature of domestic terrorism. 

Leaderless Resistance 

Within the domestic terrorism realm, the notions of decentralized activity received attention in the 
1980s and early 1990s when white supremacist Louis Beam circulated his theories of “leaderless 
resistance.”343 He saw leaderless resistance as a means to transform the white supremacy 
movement. Beam described it as a means of avoiding law enforcement infiltration of white 
supremacist groups, and he suggested two levels of leaderless movement activity. First, on an 
operational level, militant, underground, ideologically motivated cells or individuals (lone 
wolves) engage in movement-related illegal activity without any centralized direction or control 
from an organization that maintains traditional leadership positions and membership rosters. 
Second, on another level, the above-ground public face (the “political wing”) of the movement 
propagandizes and disseminates ideology—engaging in protected speech. In this system, 
underground cells or lone wolves would be responsible for their own actions, and the public face 
of the movement would not be held accountable.344 

Online comments from the leadership of the neo-Nazi National Socialist Movement (NSM) offer 
a specific example of an above-ground movement avoiding violence and the terrorist label. The 
NSM’s leader has posted the following statement on the group’s website: 

I want it made perfectly clear to all of our members, supporters, prospective members, 
readers, etc. that the National Socialist Movement condemns illegal actions and in such we 
do not endorse any acts of violence or terrorism. The NSM is a White Civil Rights 
Movement that adheres to Political activism, and a legal means to restore America to its 
former glory. Acts of violence or terrorism against America, or its Citizens is unacceptable, 
and not tolerated within the ranks of the National Socialist Movement.345 

                                                 
343 He was a Ku Klux Klan (KKK) and Aryan Nations activist.  
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“The Turner Diaries” 

One of the key texts read by neo-Nazis and anti-government extremists is The Turner Diaries, a 
1978 novel by William Pierce, the deceased founder of the neo-Nazi group National Alliance.346 
This book can be seen as an above-ground product that motivates underground cells or 
individuals to commit crimes. The book has partly inspired a number of violent acts by white 
supremacist extremists and anti-government extremists.  

The Turner Diaries predates the widespread acceptance of the “leaderless resistance” concept. 
However, its lasting place in the neo-Nazi and anti-government extremist movements highlights 
how leaderless resistance works. Peirce’s book has been described as “the most widely read book 
among far-right extremists.”347 The novel reflects the author’s own racist religious 
philosophies.348 Perhaps 500,000 copies of the book have been sold.349 In it, Pierce emphasized 
that the current racial order of things had to be cataclysmically destroyed and reborn in 
accordance with white supremacist ideals.350 To convey this message, he devised his book as the 
edited diaries of neo-Nazi character Earl Turner. As such, Turner’s story is annotated by a 
fictionalized editor, one Andrew Macdonald. The novel describes Turner leading a terrorist group 
whose actions trigger a race war that results in the overthrow of the government—controlled by 
Jews in Pierce’s construction. Turner also initiates a nuclear war that wipes out earth’s non-white 
human inhabitants. The atomic apocalypse allows for the rebirth of a revitalized white race.351  

The book has informed the activities of domestic terrorists. In September 1983, white supremacist 
Robert Mathews formed a small underground group known as The Order. Its inspiration came 
from passages in The Turner Diaries. The group planned for and engaged in what it viewed as a 
revolution.352 Over the next 15 months, The Order went on a violent crime spree. Among other 
crimes, it robbed banks, armored cars, electronic stores, a truck stop, and a video store, and 
allegedly gave some of the spoils to Richard Butler, who was at the time the leader of the WSE 
group Aryan Nations. The Order also bombed a synagogue and murdered a Jewish talk show 
host, Alan Berg, before it was dismantled by federal law enforcement.353  
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Anti-government extremist Timothy McVeigh, an avid reader of the book, had passages from the 
Turner Diaries with him when he was arrested. The 1995 bombing of the Alfred P. Murrah 
federal building in Oklahoma City mimicked one described in the novel and involved a small cell 
of underground conspirators.354 Sales of the book allegedly rose after the bombing.355 

The ALF, the ELF 

The concept of leaderless resistance has been mirrored by other extremist movements in the 
United States. Both the ALF and the ELF have rejected recognizable leadership structures or 
hierarchies and follow a leaderless resistance model instead, making their activities more difficult 
for law enforcement to investigate.356 According to the model, above-ground elements in the 
movements provide guidelines and an ideological platform that underground individuals—lone 
wolves—or independent cells can draw upon to motivate their own criminal actions. Exercising 
First-Amendment rights, the above-ground components of the ALF and the ELF lawfully 
communicate shared identities largely via websites. As one scholar has suggested for the ELF, 
this possibly creates a broad consensus focused on a very specific cause and avoids internecine 
conflicts over ideological fine points.357 Much like the NSM, the above-ground elements of the 
ALF take pains to distinguish themselves from criminal activity. For example, NAALPO states:  

Disclaimer: The Animal Liberation Press Officers do not engage in illegal activities, nor do 
they know any individuals who do. Rather, the Press Office receives and posts communiqués 
from anonymous parties and provides comment to the media.358 

Additionally, the above-ground literature of both the ALF and the ELF suggests that independent 
cells avoid communication with one another.359 This leaderless format is followed to avoid law 
enforcement infiltration and is based on models used by other domestic terrorists. As one scholar 
has suggested, this parallels franchising in the business world.360 

Lone Wolves 

Some domestic terrorists are “lone wolves.” This can be seen as a form of leaderless resistance. 
One scholar has offered a succinct conceptualization:  

Lone wolf terrorism involves terrorist attacks carried out by persons who (a) operate 
individually, (b) do not belong to an organized terrorist group or network, and (c) whose 
modi operandi are conceived and directed by the individual without any direct outside 
command hierarchy.361 

                                                 
354 McAlear, “Hate, Narrative,” p. 192; Wright, Patriots, pp. 6, 10. 
355 Freilich, Chermak, and Caspi, “Critical Events,” p. 505. 
356 Ackerman, “Beyond Arson,” p. 151. 
357 Joosse, “Leaderless Resistance,” p. 352, 354. 
358 NAALPO, “History.” 
359 Thurston, The ALF Primer, p. 1. See also: United States v. Joseph Dibee et. al, Indictment, CR 06-60011-AA, 
District Court, District of Oregon, January 19, 2006; Leader and Probst, “The Earth Liberation Front,” pp. 37-58. 
360 Flükiger, “The Radical,” pp. 111-119. 
361  Ibid., p. 856. 
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Lone wolves have committed crimes in the names of a number of domestic terrorism movements. 
For example, according to the FBI, when it comes to violence attributed to white supremacist 
extremism, lone wolves play a prominent role. Lone wolves filter in and out of WSE groups. 
They can either get dismissed from these groups because of their “violent tendencies” or 
voluntarily leave because they find the organizations too passive.362 There is little research on the 
lone wolf phenomenon and no universally accepted definition of the term.363  

The above definition stresses how lone wolves operate. Just as critical is what they believe. Lone 
wolves can hew to broader ideological causes and use them to justify their actions.364 This 
suggests that lone wolves potentially adopt the ideas of broader terrorist movements while not 
claiming formal membership in them. Divining exactly what “formal membership” constitutes 
leads to debate regarding whether or not some individuals acted as lone wolves or part of larger 
movements. For example:  

• On January 29, 2010, Scott Roeder was convicted of first-degree murder and two 
counts of aggravated assault for killing abortion provider George Tiller.365 Roeder 
allegedly had “connections with militant abortion foes but few formal ties with 
known groups.”366 Some supporters of abortion rights consider his contacts 
among anti-abortion adherents as evidence of possible conspiracy.367 Meanwhile, 
some anti-abortion activists have stressed that Roeder was a lone wolf.368 He 
remains the only person convicted of Tiller’s murder. 

Because lone wolves are not plugged into terrorist organizations, distinguishing them from 
individuals who commit hate crimes can also be difficult.369 In these cases, as mentioned above, 
the FBI likely attempts to determine whether the motives involved were personal (hate crime) and 
not focused on broader ideologies (domestic terrorism).  

The Law Enforcement Challenges Posed by Lone Wolves 

Lone wolves present particular challenges to law enforcement. Because lone wolves, by 
definition, operate alone, it can be difficult for law enforcement to assess exactly which 
radicalized individuals intend to turn their beliefs into action and pursue terrorist activity. One 
former FBI counterterrorism official has said:  

The lone wolf is arguably one of the biggest challenges to American law enforcement. How 
do you get into the mind of a terrorist? The FBI does not have the capability to know when a 

                                                 
362 Federal Bureau of Investigation, Rage and Racism, p. 8. 
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364 Ibid. 
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366 Judy L. Thomas, “Was Suspect in Tiller Case a Lone Wolf?” The Kansas City Star, June 14, 2009. Hereinafter: 
Thomas, “Was Suspect?” 
367 Amanda Robb, “Not a Lone Wolf,” Ms. Magazine, vol. 20, no. 2 (Spring 2010), pp. 26-31. 
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369 Eric Boehlert, “Terrorism or Hate Crime?” Salon.com, April 17, 2003, http://dir.salon.com/story/news/feature/2003/
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person gets up in middle America and decides: ‘I’m taking my protest poster to Washington 
or I’m taking my gun.’370 

Aside from intent, it is also hard to assess the operational capability of potential lone wolf 
terrorists—knowledge of explosives, familiarity with firearms, or experience in surveillance, for 
example.371 Lone wolves do not participate in terrorist networks or training camps that can be 
infiltrated or whose communications can be traced. They do not rehearse their schemes or 
practice their criminal skills with conspirators who can potentially act as cooperating witnesses. 
To attempt to overcome these issues, the FBI asserted in 2009 that it was “beginning an extensive 
study on identified lone offenders to come up with indicators and behavior predictors that 
investigators can use to assess suspects.”372 

Not all of the news for law enforcement regarding lone wolves is necessarily dire. They have 
weaknesses. Their lack of tradecraft may make it harder for lone wolves to engage in large-scale 
attacks. Likewise, lone wolves do not necessarily experience the reinforcement of a closely knit 
terrorist social network. They cannot rely on others to assist them in any type of complicated 
plot.373  

Regardless, lone wolf attacks can be lethal. For example, according to one scholarly examination, 
between 1990 and April 2009, “far-rightists” have been responsible for the deaths of 42 law 
enforcement officers—most from state and local agencies in the United States. Most of the 
incidents involved firearms, and most of the assailants acted alone.374 Other instances of fatalities 
have been documented as well. Aside from the 2010 actions of Scott Roeder and the 2009 
shooting involving James von Brunn (discussed elsewhere), suspected lone wolves were involved 
in at least two fatal shooting incidents in 2009, according to media sources and watchdog groups. 
The individuals involved in these incidents held white supremacist beliefs. 

• Richard Poplawski shot and killed three Pittsburgh police officers in April 2009. 
He has been described as a “white supremacist” lone wolf.375 He had posted anti-
government messages on racist websites.376 

• On January 21, 2009, Keith Luke allegedly shot and killed two Cape Verdean 
immigrants and raped and shot a third. Police arrested him before he could attack 
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a synagogue, as he planned.377 Luke purportedly informed police that he had 
decided to go on his spree after reading about “the demise of the white race” on a 
neo-Nazi website.378 He reputedly said that he was “fighting for a dying race” 
and that he had been planning the attack for six months.379  

The shootings perpetrated by Roeder and von Brunn have been described by the federal 
government as terrorist acts.380 It is unclear whether the Poplawski and Luke cases are considered 
as such.  

Lone wolves do not necessarily have to focus on gun-related crimes. Kevin Harpham’s case 
illustrates as much. On March 9, 2011, law enforcement officers arrested Kevin Harpham 
(discussed elsewhere) and charged him in connection to a bomb concealed in a backpack and 
placed along the route of a Martin Luther King, Jr. Day March in Spokane, WA. In September 
2011, Harpham pled guilty to committing a federal hate crime and attempting to use a weapon of 
mass destruction.381 Media reports and watchdog groups have indicated that Harpham had ties to 
white supremacists. Allegedly, he was a member of the neo-Nazi National Alliance in 2004. The 
group denied that he was still a member. Harpham had also been in contact with Paul Mullet, 
leader of a white supremacist group active in Athol, ID. Mullet said that he and Harpham spoke 
many times but that the latter never joined Mullet’s group.382 Harpham reportedly made postings 
on white supremacist websites and read The Turner Diaries.383 

Also, lone wolf activity is not solely the domain of purported white supremacists. Another case 
illustrates the kind of attack a domestic lone wolf animal rights extremist can commit:  
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• In November 2010, Walter Bond pled guilty to two felonies stemming from an 
April 2010 arson that destroyed a store known as the Sheepskin Factory in 
Glendale, CO.384 Speaking from jail, Bond condemned the business, which sold 
sheepskin products, as engaging in “blood trade” and drawing profits “from the 
death and exploitation of suffering animals.”385 Bond worked alone. A web 
posting claimed the arson “in defense and retaliation for all the innocent animals 
that have died cruelly at the hands of human oppressors.”386 Apparently, Bond 
strongly identified with the notion of being a lone wolf. The ATF, working with a 
confidential informant, recorded Bond discussing the fire and the fact that he 
actually used the nickname “Lone Wolf.”387 In a jailhouse letter, Bond stated, “I 
used the name ‘ALF Lone Wolf’ in the media to convey to my ALF brothers and 
sisters worldwide (whoever they are) the power of acting alone.”388 

Prison Radicalization 
As some experts have pointed out, prison offers an environment in which individuals can 
potentially radicalize389 on the way to becoming terrorists. This issue has loomed large among 
experts examining international terrorism.390 A scholar of the prison radicalization phenomenon in 
the United Kingdom notes that jail time potentially jump starts the radicalization process for 
individuals who are at risk of radicalizing. Prison brings together disaffected people who may be 
receptive to anti-social messages offering “clear, albeit intolerant, solutions to complex problems 
of identity and belonging.”391 In other words, some disaffected prisoners may discover and adopt 
terrorist ideals as they try to find meaning behind bars, potentially establishing bonds with like-
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minded people in jail. Another study of government policies on prison radicalization in 15 
countries (including the United States) concludes that “[w]hether or not one believes that prisons 
have become Al Qaeda’s ‘universities’ or ‘finishing schools’ there can be no question that prisons 
matter.”392 They matter because they have figured largely in the development of many previous 
radical movements around the globe. Prisons also unsettle prisoners who “are more likely than 
elsewhere to explore new beliefs and associations.”393  

Some prison gangs delve into radical or extremist ideologies that also motivate domestic 
terrorists, and in a number of instances, these ideologies are integral to fashioning cohesive group 
identities within prison walls. It must be reiterated, however, that even for gangs exhibiting these 
ideological dimensions, criminal enterprises such as drug trafficking—not radical beliefs—
largely drive their activities. The largest white supremacist prison gangs illustrate this. 

Several gangs in America’s penal institutions subscribe to white supremacist beliefs, views 
broadly shared by some domestic extremist groups such as the National Socialist Party, the 
National Alliance, Aryan Nations, and racist skinheads. A national-level gang of this ilk with 
approximately 15,000 members in and out of prison, the Aryan Brotherhood, has factions within 
facilities managed by the California Department of Corrections and the Federal Bureau of 
Prisons.394 The Nazi Low Riders, a regional-level gang with a membership estimated between 
800 and 1,000, exists in correctional facilities on the West Coast and in the Southwest.395 Another 
white supremacist gang with a prison and street presence, Public Enemy Number One—largely a 
local-level organization with between 400 and 500 members—is mostly active in California with 
scattered groups outside of the state.396 

These three groups may espouse racial hatred, but they are largely guided by the profit motive, 
not extremism.397 For example, one expert has described the Aryan Brotherhood’s ideological 
underpinnings as “mostly just a good recruiting tool and a way to maintain structure and 
discipline. These guys are more about making money than starting any kind of white 
revolution.”398 As another indicator of the primacy of profit, members of all three white 
supremacist groups often set aside their racism and “have working relationships with Hispanic 
street gangs and non-white prison gangs such as the Mexican Mafia, due to a shared interest in 
criminal activity, particularly the drug trade.”399 However, members of racist gangs do commit 
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hate crimes. For example, in 1998 “[t]wo of the three men who murdered James Byrd Jr., a black 
man, by tying him to their pickup truck and dragging him over three miles of road near Jasper, 
Texas, were ex-cons who belonged to the [Aryan] Brotherhood.”400 

One study has estimated that “hundreds, possibly thousands” of sovereign citizens have been 
incarcerated in the United States since the 1990s, where some have continued to practice their 
beliefs and even pass their knowledge on to other prisoners.401 An unknown number of prisoners 
have converted to the movement’s ideology, while others have simply used sovereign tactics.402 
The following cases suggest how this may occur.  

• In September 2010, Marlon T. Moore pled guilty to one count of filing a false 
claim with the IRS, requesting a fraudulent refund of $9,087,987.95.403 Prior to 
his 2010 guilty plea, he had become a sovereign citizen during a six-year stint in 
prison on drug-related money laundering charges.404  

• In 1992, James T. McBride discovered sovereign citizen ideology while in a 
Michigan prison on drug-related charges. After he left prison, among other 
things, he became a sovereign guru and operated a business that peddled 
sovereign ideas.405 

Policy Considerations for Congress 
Congress may choose to consider issues in three areas regarding the federal role in combating 
domestic terrorism: (1) assessing this threat’s scope, (2) the adequacy of domestic terrorism 
intelligence collection efforts, and (3) how domestic terrorism fits into the Obama 
Administration’s efforts to counter radicalization that may lead to terrorism.  

Scoping the Threat 
As this report suggests, at least three factors may make it hard for policymakers to form a 
baseline evaluation of the domestic terrorism threat from publicly available information. First, 
federal agencies employ varying terminology to describe the threat. Second, the federal 
government lacks a public and official method for either designating specific domestic groups as 
terrorists or formally and openly describing particular extremist movements as threats. Finally, 
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there is no clear sense of how many domestic terrorism plots and attacks the government has 
investigated in recent years.  

Terminology 

The federal government has used broad conceptualizations to describe domestic terrorism. DOJ 
discusses the issue in terms of a handful of general “threats” such as animal rights extremists, 
eco-terrorists, anarchists, and anti-government extremists—not specific groups. Additionally, 
terms such as “terrorism” and “extremism” appear to be used interchangeably. Presumably, using 
the term “extremist” allows lawyers, policymakers, and investigators the flexibility to discuss 
terrorist-like activity without actually labeling it as “terrorism” and then having to prosecute it as 
such. However, this may lead to inconsistencies in the development and application of the law in 
the domestic terrorism arena. For example, policymakers may ponder why a specific terrorism 
statute covers ideologically motivated attacks against businesses that involve animals,406 while 
there are no other domestic terrorism statutes as narrow in their purview covering a particular 
type of target and crime. 

Designating Domestic Terrorist Groups 

The federal government lacks a process for publicly designating domestic terrorist organizations. 
In other words, there is no official open-source roster of domestic groups that the FBI or other 
federal agencies target as terrorist organizations. The lack of such a designation may spring partly 
from First Amendment concerns. Such a list might discourage speech and expression related to 
the ideologies underpinning the activities of named groups. Regardless, this stands in stark 
contrast to the world of international counterterrorism, where the United States maintains a well-
established—legally and procedurally proscribed—regimen regarding the identification of foreign 
terrorist organizations (FTOs).407  

Official FTO designation benefits counterterrorism efforts in a number of ways. Most 
importantly, it facilitates the prosecution of those who provide material support408 to listed foreign 
terrorist groups. Arguably, because there is no domestic terrorism equivalent of FTO designation, 
it is more difficult to press material support charges against domestic terrorists. In 2010, one 
scholar was unable to identify any material support cases involving “a domestic terrorist group or 
its supporters.”409 According to the Department of State, FTO designation has other effects. It  

1. Supports [U.S.] efforts to curb terrorism financing and to encourage other nations to do the 
same. 2. Stigmatizes and isolates designated terrorist organizations internationally. 3. Deters 
donations or contributions to and economic transactions with named organizations. 4. 
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Heightens public awareness and knowledge of terrorist organizations. 5. Signals to other 
governments our concern about named organizations.410 

This description suggests that the absence of a designation regimen for domestic terrorist groups 
makes it harder for the federal government to discredit such groups and simultaneously 
strengthen public understanding of the domestic terrorist threat. Likewise, the lack of a list might 
make it more difficult for the federal government to communicate exactly what the threat is to its 
own agencies, let alone local or state entities.  

While there is no official designation process for domestic terrorist organizations, as it stands, 
DOJ and the FBI have publicly named and discussed domestic terrorism threats—such as animal 
rights extremism or anarchist extremism—without illuminating exactly how they arrive at these 
categories. Federal lawmakers may opt to consider the feasibility of officially formalizing this 
process and/or opening it up to greater oversight. Ideally, an attempt to render this process less 
bureaucratically opaque would simultaneously (1) enhance federal efforts to combat domestic 
terrorism while (2) protecting civil rights and civil liberties. For example, such a list may 
potentially offer agencies outside of DOJ—including relevant players at the state and local 
level—formal opportunities to provide input into ranking domestic terrorism threats while 
enshrining mechanisms by which individuals who believe in the philosophies undergirding a 
designated threat could petition to have that threat “de-listed.”411 On the other hand, making this 
process more open may take away the FBI’s flexibility to rapidly adapt its domestic terrorism 
priorities, especially if threats quickly mutate.  

A Public Accounting of Plots and Incidents 

A publicly available official accounting of domestic terrorist plots and incidents may help 
policymakers understand the scope of the threat in lieu of a regimen designed to name domestic 
terrorism organizations. However, the federal government does not produce such a document. The 
source that comes closest to providing an official record of domestic terrorism incidents is the 
National Counterterrorism Center’s (NCTC) Worldwide Incidents Tracking System (WITS)—a 
database that includes basic information regarding numerous terrorism incidents that have 
occurred throughout the world. WITS also does not include plots foiled by law enforcement. 
NCTC’s public measure of terrorist incidents also may underestimate the scope of the domestic 
terrorist threat since 9/11.  

• FBI has made specific claims regarding levels of violence among white 
supremacist extremists, and these are not borne out in WITS. As mentioned 
earlier, an unclassified FBI intelligence bulletin estimates that 53 acts of violence 
were committed by what it calls “white supremacist extremists” between 2007 
and 2009 in the United States. Why did these cases fail to make it into WITS?  

• Likewise, in February 2012 the FBI announced that sovereign citizen convictions 
increased from 10 in 2009 to 18 in both 2010 and 2011.412 These are not reflected 
in WITS. (Presumably, many were foiled plots.) 

                                                 
410 Department of State, “Foreign Terrorist Organizations.” 
411 The FTO designation process has such provisions. See ibid.  
412 Patrick Temple-West, “Anti-Government Extremists Opposed to Taxes and Regulations Pose a Growing Threat to 
Local Law Enforcement Officers in the United States, the FBI Warned on Monday,” Reuters, February 6, 2012, 
http://www reuters.com/article/2012/02/07/us-usa-fbi-extremists-idUSTRE81600V20120207. 
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• Additionally, an unclassified 2008 DHS report counted more than 40 criminal 
acts from 2004 to early March 2008 allegedly perpetrated by people involved in 
the animal rights extremist and eco-terrorist movements in a table of selected 
incidents.413 Many of these did not make the cut for inclusion in WITS. 

However, a fuller accounting of domestic terrorism plots and attacks may call prosecutorial 
flexibility into question. Such an accounting may reveal the instances in which FBI investigated 
individuals as domestic terrorists but DOJ did not prosecute them as such.  

Better Sense of Scope May Assist Policymakers 

Regardless, a better sense of domestic terrorism’s scope publicly proffered by the federal 
government may assist policymakers. It may be of policymaking value for executive branch 
agencies to release annual statistics on domestic terrorism prosecutions, naming individuals and 
movements involved. Congress may also consider requesting an even more detailed annual public 
report that counts and describes the domestic terrorist plots dismantled; the number of attacks 
investigated; and the federal, state, and local agencies involved. Until 2005, the FBI used to 
regularly release a report that catalogued annual terrorist plots and incidents in the United 
States.414 The lack of such an accounting makes it difficult for policymakers to exercise oversight 
by comparing the levels of domestic terrorist activity against items such as homegrown violent 
jihadist activity and other threats to the homeland. A regular public accounting could also help 
policymakers assess the effectiveness of the government’s response to the domestic terrorist 
threat. It may also assist policymakers who wish to compare one domestic terrorist threat against 
another. Finally, without a clear, publicly available understanding of the domestic terrorist threat, 
it may be difficult to measure how much federal funding is allocated to this issue. 

Intelligence 
Intelligence collection efforts against foreign terrorist groups have received much scrutiny since 
9/11. U.S. efforts to gather information versus domestic terrorism actors have not. Domestic 
terrorism does not feature in the Director of National Intelligence’s National Intelligence 
Priorities Framework (NIPF), described as the “means to capture issues of critical interest to 
senior Intelligence Community (IC) customers and communicating those issues to the IC for 
action.”415 Importantly, for intelligence gathering and program prioritization purposes, “there is 
no ... standard across federal agencies that can be applied to [domestic terrorism] cases.”416 Also, 
there likely is no established standard for the collection of intelligence from state and local 
investigators.417 Congress may choose to examine these issues as well as the scope of intelligence 
collection efforts focused on domestic terrorism.  

                                                 
413 Department of Homeland Security, Ecoterrorism, Table 1. WITS starts its incident count in 2004. 
414 See http://www.fbi.gov/stats-services/publications/terrorism-2002-2005. 
415 See http://www.dni.gov/content/AT/NIPF.pdf; Department of Justice, FBI FY2012 Authorization and Budget 
Request for Congress, February 2011, p. 4-24, http://www.justice.gov/jmd/2012justification/pdf/fy12-fbi-
justification.pdf. Hereinafter: Department of Justice, FBI FY2012 Authorization. 
416 Department of Justice, FBI FY2012 Authorization, p. 4-24. 
417 Aside from suspicious activity reporting. For more information on this, see CRS Report R40901, Terrorism 
Information Sharing and the Nationwide Suspicious Activity Report Initiative: Background and Issues for Congress, by 
Jerome P. Bjelopera. 
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By law, “NCTC serves as the primary organization in the United States Government ... for 
integrating and analyzing all intelligence pertaining to counterterrorism (except for information 
pertaining exclusively to domestic terrorism).”418 Because of its lead status for counterterrorism 
investigations in the homeland, the FBI arguably serves the parallel role for the domestic terrorist 
threat. The development of any interagency regimen for the collection and analysis of domestic 
terrorism information might start with the Bureau’s capacities in this regard. Congress may wish 
to consider whether the FBI has allocated appropriate resources and expended enough effort in 
collection and analysis of domestic terrorism-related intelligence as well as the safeguarding of 
civil rights. 

How Does Domestic Terrorism Fit into the U.S. Countering Violent 
Extremism Strategy? 
In August 2011, the Obama Administration released a strategy for countering the radicalization of 
terrorists, also described as combating violent extremism (CVE).419 This document was fleshed 
out to a degree by the Administration’s release in December 2011 of its “Strategic Implementation 
Plan for Empowering Local Partners to Prevent Violent Extremism in the United States.”420 The 
Administration’s CVE strategy and plan revolve around countering the radicalization of all types 
of potential terrorists, but the radicalization of violent jihadists is its key focus. Regardless, 
domestic terrorism falls under the strategy’s purview.  

Federal CVE efforts often depend on government agencies cooperating with local groups. In fact, 
the Obama Administration’s national CVE strategy highlights a “community-based approach” for 
the federal government. To this end, the strategy states that the federal government most 
effectively acts as a “facilitator, convener, and source of information.”421 As all of this may 
suggest, to date the bulk of federal-level CVE work has revolved around community 
engagement.422 Congress may opt to ask the Administration which domestic terrorists it will focus 
on under the strategy and which communities it intends to engage regarding issues surrounding 
non-jihadist terrorism. 

 

                                                 
418 See “About the National Counterterrorism Center,” http://www.nctc.gov/about_us/about_nctc html. 
419 Empowering Local Partners to Prevent Violent Extremism in the United States, August 2011, 
http://www.whitehouse.gov/sites/default/files/empowering_local_partners.pdf. Hereinafter: Empowering Local 
Partners. 
420 Strategic Implementation Plan for Empowering Local Partners to Prevent Violent Extremism in the United States, 
December 2011, http://www.whitehouse.gov/sites/default/files/sip-final.pdf. Hereinafter: Strategic Implementation 
Plan. 
421 Empowering Local Partners, p. 3. 
422 See CRS Report R41416, for more information. 
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From:
To: IA.HCTD.EXECSEC;
Subject: FW: Countering Violent Extremism Programs and Initiatives Report - Due COB 2/12/16
Date: Tuesday, February 09, 2016 8:08:04 AM
Attachments: DHS CVE Action Plan 08 21 2015 FINAL.docx

CVE Interagency Budget Data FY16 Revised.xlsx
Importance: High

Good Morning 
 
We just received this tasker last evening concerning CVE. I will work this morning to provide the
 budgetary data, however we need your division to review the “Budget Data” file and note which
 areas are part of your mission with regards to CVE.  I will be happy to review this with you. We need
 this completed today.  If we could meet early this afternoon to discuss and review?
 
Thank you!

 
 

Budget Analyst
Office of Intelligence & Analysis
Budget Office

 

 
 

From:  
Sent: Monday, February 08, 2016 5:09 PM
To: Budget Officers Principals ; DHS Budget Officers
 
Cc: 
 
 
 
Subject: Countering Violent Extremism Programs and Initiatives Report - Due COB 2/12/16
Importance: High
 
Budget Officers

Below and attached you will find the data call related to personnel costs and funding levels for
Countering Violent Extremism Programs and Initiatives in FY 2016 mapped to the recently outlined
in the DHS CVE Action Plan.

Background: In order to ensure the United States is positioned to counter homegrown violent
extremism and prevent domestic radicalization, the House Report directs the Office of Community
Partnerships to provide a detailed description of all DHS countering violent extremism (CVE)
programs and initiatives, including associated personnel and funding levels, not later than 60 days

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)

(b) (6)
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From:
To: Field Ops (ALL)
Subject: FW: FYI - 1107967 - CVE letter
Date: Monday, September 28, 2015 3:12:11 PM
Attachments: 9282015 30003PM 15-3720 - S1 Signed Memo - Building Community Partnerships to Counter Violent

 Extremisim.pdf

FYSA

-----Original Message-----
From:
Sent: Monday, September 28, 2015 3:09 PM
To:
Subject: FW: FYI - 1107967 - CVE letter

Wanted to share - I assume you will start getting questions on this since the press release went out today.

-----Original Message-----
From: IGA ExecSec2
Sent: Monday, September 28, 2015 3:06 PM
To:
Cc: CVE Coordinator ExecSec; IGAExecSec
Subject: FYI - 1107967 - CVE letter

Sending along this FYI- also adding CVE.

-----Original Message-----
From:
Sent: Monday, September 28, 2015 2:21 PM
To: IGAExecSec 
Subject: Information Copy from Nancy Clark for ESEC Workflow # 1107967 (Contact 1107967) (Intranet Quorum
 IMA004809658)

All:  Please provide Attachment 1 to your Leadership. Please confirm receipt.  Thank you.

(b) (6)

(b) (6)

(b) (6)

(b) (6)
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From: DHS.IGA
To: DHS.IGA
Subject: FACT SHEET: COUNTERING VIOLENT EXTREMISM TASK FORCE
Date: Friday, January 08, 2016 1:00:05 PM
Attachments: @

DOJ Office of Public Affairs

202.514.2007

DHS Office of Public Affairs

202.282.8010

Fact Sheet

Jan. 8, 2016

COUNTERING VIOLENT EXTREMISM TASK FORCE 

Since the White House Summit on Countering Violent Extremism (CVE) last February,
 the United States Government has focused on strengthening our effort to prevent
 extremists from radicalizing and mobilizing recruits, especially here at home. Advancing
 this effort means working as effectively as possible across the U.S. Government, which
 is why we are forming the CVE Task Force.

“Countering violent extremism has become a homeland security imperative, and it is a
 mission to which I am personally committed,” said Secretary of Homeland Security Jeh
 Johnson. “At the Department of Homeland Security, our Office of Community
 Partnerships – which I established last year to take the Department’s CVE efforts to the
 next level – has been working to build relationships and promote
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Foreword 
The threats against the American people and our institutions have compelled us to accelerate
responsible information sharing across every level of government. The operators, analysts, and
investigators who protect our nation need access to the right information at the right time, shared in a
secure manner.

In the six years since the Congress called for the creation of the Information Sharing Environment (ISE),
steady progress has been made to build a broad foundation for information sharing across the Federal
Government, as well as with our state, local, and tribal partners, the private sector, and the
international community. We have met many of our preliminary goals and milestones for sharing
terrorism, homeland security, and weapons of mass destruction information – including those
prescribed by Section 1016 of the Intelligence Reform and Terrorism Protection Act of 2004, as
amended, and those outlined in the 2007 National Strategy for Information Sharing. We are now
building beyond the foundation to accelerate implementation of the ISE.

Threats do not differentiate between departmental or jurisdictional borders; rather, they are dynamic,
often seeking to exploit those boundaries. We must work together, to standardize how we interact, to
share best practices and to provide oversight and guidance across every level of government. I am proud
to report that the Information Sharing and Access Interagency Policy Committee (ISA IPC) and other
governance bodies have made great strides in institutionalizing common standards and solutions. This
governance, policy, and strategy structure, which includes broad leadership from across the Federal
Government, as well as participation from state, local, and tribal representatives, is a key component of
the ISE and has been and will continue to be a driving factor in its success.

Several key initiatives of the ISE continue to mature, providing a more effective operating capability.

The Nationwide Suspicious Activity Reporting (SAR) Initiative (NSI) continues to implement
standardized processes and policies that provide federal, state, local, and tribal law enforcement
with the capability to share timely, relevant SAR information that has a potential nexus to
terrorism, while ensuring that the privacy, civil rights, and civil liberties of Americans are
protected.
The PM ISE, in coordination with federal partners, led the first nationwide Baseline Capabilities
Assessment (BCA) of the national network of fusion centers (National Network). The BCA
evaluated the maturity of the fusion centers’ capabilities and identified gaps in an effort to aid
fusion centers in better receiving, analyzing, disseminating, and gathering threat information for
state, local, tribal, and territorial agencies. The results of the BCA led our partners to develop a
Critical Operational Capabilities Gap Mitigation Strategy, which now guides efforts to build and
strengthen capabilities in these critical areas.
The ISE partners have accelerated the development and adoption of common standards and
shared approaches to interoperable architectures through industry engagement and sharing of
best practices across all levels of government.
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We detail many other areas of progress in this Report, including improving the interoperability of our
nation’s Sensitive But Unclassified (SBU) and Secret networks; successes by the Interagency Threat
Assessment and Coordination Group to strengthen information sharing between the Intelligence
Community and state, local, and tribal law enforcement; and the tireless work of the terrorist
watchlisting and screening community to streamline and standardize processes for information sharing
while protecting the privacy, civil rights, and civil liberties of individuals.

While we have made great progress, we still face significant challenges. The unauthorized disclosure of
classified information as a result of the WikiLeaks breach illustrates some fundamental failures to
protect sensitive information properly and challenges our government to renew its focus on enhancing
the means for the secure and effective use of information. While we cannot eliminate every insider
threat, we have taken this opportunity to reassess our posture, our progress toward our goals, and our
focus on responsible information sharing and protection.

We are building our mitigation efforts, and numerous corrective actions have been instituted across the
Federal Government. We are seizing the momentum of existing efforts to strengthen responsible,
trusted, and secure information sharing through efforts like data tagging and managing access to
classified information and systems.

We will continue to work closely with our partners to build capacity, strengthen governance, and
improve performance. Our roadmap for this will be a new National Strategy for Information Sharing and
Protection, which we are currently drafting in close coordination with our ISE mission partners. Our
partners have called for holistic solutions, including opening the aperture to the totality of terrorism
related information, focusing on critical capabilities like data aggregation and moving to an enterprise
data management approach.

Our partners in public safety organizations are facing significant challenges with fiscal constraints forcing
drastic budget cuts. State, local, and tribal public safety executives acknowledge that fundamental
changes are required to meet the new realities of policing, including improved operational
interoperability through proactive strategies, virtual consolidation, and shared services. We are in a
position to support the national public safety and law enforcement community in the development of a
common, distributed, decentralized information sharing system that builds upon existing technologies,
better aligns and leverages existing efforts, and reinvents the public safety model for the 21st century.

We are continuing to work together, at every level of government, to accelerate the delivery of the ISE
in a strategic and focused way.

Kshemendra Paul
Program Manager,
Information Sharing Environment
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Executive Summary 

This Fifth Annual Report to the Congress on the state of the Information Sharing Environment (ISE) is
submitted in accordance with requirements in Section 1016(h) of the Intelligence Reform and Terrorism
Prevention Act of 2004 (IRTPA), as amended, and Section 210D(c) of the Homeland Security Act of 2002,
as amended. This Report builds upon the mission partner accomplishments highlighted in the 2010
Report and reflects:

Progress on ISE implementation by the bureaus and agencies of federal, state, local, and tribal
governments and our private sector and international partners;
Collective accomplishments of the terrorism and homeland security information sharing and
access community;
Individual agency initiatives that stand out as best practices in information sharing and help
form the fabric of the ISE; and
Successful partnerships between the PM ISE and federal and non federal mission partners,
involving terrorism, homeland security, and weapons of mass destruction (WMD) information
sharing.

The Program Manager, Information Sharing Environment (PM ISE) facilitates the development of the ISE
by bringing together mission partners and aligning business processes, standards and architecture,
security and access controls, privacy protections, and best practices. Consistent with the direction and
policies issued by the President and the Office of Management and Budget (OMB), the PM ISE issues
government wide procedures, guidelines, instructions, and functional standards, as appropriate, for the
management, development, and proper operation of the ISE. The ISE is realized by the investment of
mission partners—the bureaus and agencies of federal, state, local, and tribal governments and our
partners in the private sector and internationally—and is used by front line law enforcement, public
safety, homeland security, intelligence, defense, and diplomatic personnel.

This Report describes information sharing progress since July 2010. The Report is organized into five
central themes:

1. Strengthening Management and Oversight

2. Improving Information Sharing Activities

3. Establishing Standards for Responsible Information Sharing and Protection

4. Enabling Assured Interoperability Across Networks

5. Enhancing Privacy, Civil Rights, and Civil Liberties Protections
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Strengthening Management and Oversight 
In strengthening the management and oversight of the ISE, the PM ISE actively governs, integrates
performance and investment, engages stakeholders, and encourages a culture of information sharing.

Governance: The Information Sharing and Access Interagency Policy Committee (ISA IPC) is the
interagency forum for overseeing the planning and implementation of the ISE. The ISA IPC formally
charters Sub Committees to provide advice and support to the IPC on a range of related issues within
their designated portfolios, and inform ISE planning and implementation. ISA IPC Sub Committees have
formed a number of Working Groups to address discrete issues or topics within the Sub Committees
portfolio.

Since January 2011, ISA IPC Sub Committees and Working Groups have organized and managed their
efforts, and are reporting their accomplishments on a quarterly basis in line with annual and longer
term objectives and goals for the ISE. In accordance with IRTPA Section 1016, several of the ISA IPC Sub
Committees and Working Groups include participation by representatives of non federal organizations
in order to ensure adequate consultation and representation from all ISE stakeholders.

More than half of the ISE departments and agencies have dedicated information sharing offices,
directorates, divisions or executives. The establishment of a single office to ensure full cooperation in
the development of the ISE is considered a best practice and is encouraged across the ISE.

In October 2010, the Director of National Intelligence (DNI) strengthened the responsibilities
and title of the Intelligence Community (IC) Information Sharing Executive.
The Federal Bureau of Investigation (FBI) established an ISE and a Chief Information Sharing
Officer position in 2008 to coordinate internal and external information sharing policy issues. In
February 2011, the Directorate of Intelligence (DI) created a new DI Branch, the Intelligence
Integration Branch (IIB), to enhance sharing and outreach efforts. The IIB is specifically charged
with engaging federal, state, local, tribal, and IC partners to increase the effectiveness of
information sharing and also to coordinate efforts to combat violent extremism.

Performance and Investment Integration: Each year, OMB and the National Security Staff issue
programmatic guidance for the federal budget describing ISE priority areas. The implementation of this
guidance moves each of the agencies closer to collaborative endeavors—eliminating redundancies,
identifying reuse options, leveraging best practices, and consolidating similar projects across
organizational boundaries. Partner agencies continue to strategically invest in the ISE and to indicate
alignment of their information technology investments to the ISE priorities. Initial use of enhanced
Exhibit 53 reporting allowed analysis of federal agency information technology spending aligned to ISE
priorities.

The ISE continues to employ a performance management process to report on results. The PM ISE
monitors performance across strategic investments, mapping the ISE strategic vision to initiatives and
outlining clear measures.

Stakeholder Engagement: The PM ISE engages ISE mission partners through live events across the
country, roundtables, the ISE website (www.ISE.gov), and the use of social media. This year, PM ISE
placed a special emphasis on engagement with industry. Standards organizations and industry consortia
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assist mission partners in developing, coordinating and maintaining technical standards, and provide a
means to communicate ISE requirements to industry while providing industry with a means to
communicate potential solutions to ISE mission partners.

Refreshing the Strategy: In 2010, the Executive Office of the President asked the PM ISE to refresh the
2007 National Strategy for Information Sharing in order to outline an updated vision and strategy for
responsible information sharing and protection. Input from our ISE mission partners is critical to ensure
that this refreshed strategy supports the counterterrorism mission and provides complete solutions for
ISE mission partners. To accomplish this, the PM ISE invited partners to provide their vision for the ISE,
as well as input on various topics for incorporation into the new Strategy.

Culture: Achieving a culture in which responsible information sharing is the norm rather than the
exception is a major goal of IRTPA. Federal agencies continue to expand their programs to include
information sharing and collaboration as part of the recruitment, orientation, and performance
evaluation of all employees; to increase and improve mission specific training programs; to encourage
the use of incentive awards for collaborative efforts; to encourage joint duty like assignments to foster
knowledge sharing; and to create communities of interest around particular topics.

Improving Information Sharing Activities 
The PM ISE’s responsibilities extend to addressing and facilitating improved information sharing
between and among the intelligence, defense, homeland security and law enforcement communities.
Significant progress has been made toward building a broad foundation for information sharing across
the Federal Government, as well as with state, local, tribal, private sector, and international partners.

Suspicious Activity Reporting: The Nationwide Suspicious Activity Reporting (SAR) Initiative (NSI)
provides analysts, operators and investigators with another tool to “connect the dots” in the course of
combating crime and terrorism by establishing a national capacity for gathering, documenting,
processing, analyzing, and sharing SAR in a manner that rigorously protects the privacy, civil rights, and
civil liberties of Americans. The NSI has made substantial progress toward standardizing ad hoc methods
of reporting and analysis, and implementing these standards, policies, and processes within fusion
centers. It has also developed training for front line officers, analysts, and chief executives regarding the
behaviors and indicators of terrorism related criminal activity. To date, nearly 50,000 officers have
received line officer training.

Over the past year the NSI Program Management Office (PMO) has also been coordinating closely with
the Department of Homeland Security (DHS) on the “If You See Something, Say Something™”
campaign—a simple and effective program to raise public awareness about indicators of terrorism,
crime, and other threats, and to emphasize the importance of reporting suspicious activity to the proper
authorities.

The FBI and the NSI PMO are integrating the FBI’s eGuardian system to enhance information sharing
among all mission partners in order to protect the security of the homeland. This initiative helps
formalize the sharing of information currently taking place between state, local, and tribal partners, and
leverages the already successful relationships between SLT partners and the FBI’s Joint Terrorism Task
Forces.
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National Network of Fusion Centers: Located in state and major urban areas throughout the country,
fusion centers are uniquely situated to empower front line law enforcement, public safety, fire service,
emergency response, public health, Critical Infrastructure and Key Resources (CIKR) protection, and
private sector security personnel to understand local implications of national intelligence, enabling local
officials to better protect their communities. In September 2010, federal, state, and local officials
completed a Baseline Capabilities Assessment (BCA)–the first nationwide, in depth assessment of fusion
centers to evaluate fusion center capabilities and to establish strategic priorities for Federal Government
support. Based on the results, fusion centers made progress in building their capabilities and in
addressing identified gaps.

In 2010, all 56 FBI field offices conducted self assessments on their relationship with fusion centers,
providing a comprehensive understanding of how the FBI is currently engaging with fusion centers. The
FBI plans to continue close collaboration at both the field office and headquarters levels to standardize
processes; clarify procedures; and facilitate more effective engagement with fusion centers.

One of the Federal Government’s priorities for coordinating support to fusion centers was to clearly
define the parameters for the allocation of federal resources to fusion centers. The Fusion Center Sub
Committee of the ISA IPC developed the Federal Resource Allocation Criteria policy, which defines
objective criteria and a coordinated approach for prioritizing the allocation of federal resources to fusion
centers.

Representatives from federal, state and local agencies—including High Intensity Drug Trafficking Areas
(HIDTAs), fusion centers, the DHS, the White House Office of National Drug Control Policy (ONDCP), the
Department of Justice (DOJ), the FBI, the National Drug Intelligence Center (NDIC), and the PM ISE—met
in February to explore how best to leverage fusion centers and HIDTAs as uniquely valuable resources
and partners. As a result of their discussions, these partners are continuing to build and formalize
relationships within their states through business plans and concepts of operation to enhance intrastate
coordination and execution of the statewide fusion process.

Interagency Threat Assessment and Coordination Group (ITACG): The ITACG facilitates information
sharing between federal, state, local, tribal, and private sector partners. Since March 2010, DHS
Intelligence and Analysis (I&A) has solicited feedback on every intelligence product it has released,
including products the ITACG is involved in producing. State and local feedback has been positive. Nearly
99 percent of the DHS products are either integrated into state and local finished intelligence products;
shared with partners; or used for situational awareness, security preparations, or training purposes.
Fusion center directors also indicated that reporting has become more frequent, more relevant, and
more concise.

The Congress has recently expressed interest in knowing whether ITACG personnel have access to the
information they need, within the scope of the ISE. ITACG personnel are exposed to the main stream of
intelligence at the National Counterterrorism Center (NCTC). A significant indicator of the ITACG’s access
to information is their involvement with a special site exploitation effort currently ongoing at NCTC.

The second edition of the Intelligence Guide for First Responders, published in 2011, incorporates
feedback from the field, and includes two new sections: "Reporting Suspicious Activity," which covers
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participation in the NSI, and "Joint Partnerships," which highlights several joint federal, state, local, and
tribal activities around the country.

Tribal Information Sharing: This past year the PM ISE dedicated efforts to building a community to
increase cooperation between federal, state, local, and tribal law enforcement agencies. The National
Law Enforcement Telecommunications System (Nlets) links together state, local and federal law
enforcement, justice and public safety agencies. This year, the first connectivity pilot program between
four tribes in separate regions of the United States and Nlets was established.

PM ISE has partnered with the NSI PMO to administer the NSI Line Officer Training to all tribal law
enforcement partners, as an attempt to further integrate Indian Country into the NSI. Integration of
tribal law enforcement personnel in fusion centers has occurred successfully in Oklahoma, Arizona, and
Washington State.

Multimodal Information Sharing: ISE mission partners are pursuing information sharing initiatives
aimed at protecting and reducing vulnerabilities at our borders, ports, and airports, and enhancing
overall transportation security.

In January 2011, the Next Generation Air Transportation System (NextGen) Joint Planning and
Development Office (JPDO) kicked off an effort to develop a Concept of Operations (CONOPS) for the
Integrated Surveillance Initiative.

The U.S. Customs and Border Protection, U.S. Coast Guard, and Immigration and Customs Enforcement
components of DHS are engaged in the Joint Targeting Architecture Project to improve information
sharing relating to targeting protocols and procedures at seaports where the agencies have distinct
authorities to protect the United States against persons, cargo, and other dangers posed by seaborne
vessels.

The Multimodal Information Sharing Taskforce (MIST) is an interagency research effort designed to
foster collaboration and to capture best practices in information sharing in a regional port environment.
MIST has identified a number of best practices for collaboration, including the U.S. Customs Trade
Partnership Against Terrorism program, the expansion of industry run education programs for
government employees, and the inclusion of industry in emergency preparedness activities and
Integrated Operations Centers.

Weapons of Mass Destruction (WMD) Information Sharing: The PM ISE supports DHS's Domestic
Nuclear Detection Office by funding the initiation of their inter governmental information sharing
exchange. This mechanism will facilitate and standardize the real time sharing of radiological and
nuclear alarm adjudication data, as well as shipment and licensee data, and will improve analysis of
post seizure data.

Intelligence Community (IC) Intelligence Sharing Services: A variety of IC intelligence sharing services
provides analysts, operators, and investigators on demand electronic dissemination applications to
facilitate information sharing at and across all levels of security. For example, NCTC CURRENT is the
premier classified resource for counterterrorism (CT) reporting and analysis throughout the IC.
Intelligence Today, the daily online compendium of analytic products from across the IC, marked its first
anniversary on 22 March 2011 by posting its 48,450th article. Intelink recently crossed the 100 million
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document threshold for records exposed to Intelink search services across the Unclassified, Secret, and
Top Secret networks combined. In one month alone this year, Intelink recorded over two million
searches. These milestones highlight the ability of IC personnel to access more information quicker and
more effectively, enabling them to better share information and thus perform their missions.

Watchlisting and Screening: Since the development of the consolidated terrorist watchlist that is in use
today, there have been many successes and improvements to watchlisting processes. Some of the more
recent improvements include clearer definitions of the roles and responsibilities of federal agencies,
streamlining and standardizing nominations processes, improving the use of biometrics for
identification, and improving analytical and technological capabilities.

Private Sector Information Sharing: Last year, the Office of the Director of National Intelligence (ODNI)
and DHS I&A jointly established a program to develop partnerships between members of the private
sector and teams of experienced IC analysts. The goal of this effort is to provide IC analysts with a better
understanding of select national and homeland security related industries.

The CIKR ISE is making substantial progress in providing useful critical infrastructure protection and
resilience content to an increasing number of critical infrastructure sector partners to identify their risks,
reduce their vulnerabilities, and respond to and recover from incidents.

Foreign Partner Information Sharing: Foreign partners are vital in the effort to combat terrorism by
sharing key information, conducting surveillance, collaborating with U.S. overseas air passenger and
maritime cargo screening, arresting members of terrorist cells, interdicting terrorist financing and
logistics, and contributing to efforts in Afghanistan, Iraq, and other key places around the world. In
February 2011, President Obama and the Prime Minister of Canada released the Beyond the Border
Declaration: A Shared Vision for Perimeter Security and Economic Competitiveness, which identified
information sharing, particularly along our shared border, as a key priority between the United States
and Canada. The ISE is currently developing an online knowledge base that describes important core
concepts, approaches, and best practices of the ISE, including governance, standards, policy, budget,
performance management, privacy policies, and a process for SAR.

Recognizing the value that the National Information Exchange Model (NIEM) could provide for
facilitating information sharing within the Canadian and Mexican governments and along their borders
with the United States, both Mexico and Canada have shown interest in adopting NIEM in the public
safety, law enforcement, and defense and disaster management domains.

Law Enforcement Information Sharing: The FBI’s Criminal Justice Information Services (CJIS) is the focal
point for some of the most important and relevant criminal history databases used by law enforcement.
CJIS’s National Data Exchange System (N DEx) is a criminal justice information sharing system that
provides nationwide connectivity to disparate local, state, tribal, and federal systems for the exchange
of information. In March 2011, the final increment of the N DEx system was delivered, increasing its
power, speed, and accessibility while greatly improving the user’s information sharing experience.

Programs like the Technical Resource for Incident Prevention (TRIPWire), the National Law Enforcement
Telecommunications System (Nlets), the Law Enforcement Information Sharing Initiative (LEISI) the
Domestic Highway Enforcement Initiative (DHE), and INTERPOL I 24/7 have also provided significant
improvements in information sharing.
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In the wake of the tragic Fort Hood shootings in November 2009, a Department of Defense (DoD) board
reviewing the incident cited the need to “adopt a common force protection threat reporting system for
documenting, storing, and exchanging threat information. In 2010, the FBI’s eGuardian system was
selected by DoD.

Homeland Security Standing Information Needs: Documenting information needs is key to enabling
effective information sharing. In 2010, DHS reorganized its Homeland Security Standing Information
Needs into10 topics that align with the information needs of consumers. In November 2010, DHS
launched a SINs development initiative for the private sector. This initiative included actively engaging
interagency governmental partners, as well as owners and operators from the 18 CIKR sectors.

Establishing Standards for Responsible Information Sharing  
and Protection 
PM ISE is working with mission partners and standards organizations to identify the best existing
standards for reuse and implementation across the ISE.

Advancing Existing Standards for Information Sharing and Protection: Functional standards set forth
rules, conditions, guidelines, and characteristics of data and mission products to support ISE business
process areas. The number of departments and agencies that are incorporating functional standards
into the management and implementation of ISE related mission business processes has steadily
increased over the past year. The ISE Functional Standard for Suspicious Activity Reporting (ISE SAR) is
an example of a functional standard now advanced by mission partner specific efforts via the NSI.

Coordination of Standards to Enable Interoperable Capabilities: Recognizing the critical role of
standards in enabling the ISE and mission partner operations, in May 2011 the ISA IPC approved the
creation of a Standards Working Group to coordinate efforts across departments, agencies, and levels of
government.

The National Information Exchange Model (NIEM): NIEM is gaining significant adoption as a common
framework for information sharing for a number of state, local and tribal agencies. In May 2011, PM ISE
collaborated with the NIEM PMO and members of the Object Management Group (OMG), a consortium
of both industry and government members, in an effort to develop a Unified Modeling Language (UML)
profile for NIEM that will further NIEM success and adoption.

PM ISE is currently working with its mission partners on a strategic sourcing approach based on industry
standards and implementation profiles. Strategic approaches like these will allow mission partners to
procure products that are interoperable, cost effective, and policy and standards compliant.

Identity, Credential and Access Management: This year, the PM ISE convened the leaders associated
with the multiple logical access related management activities of the Federal Government. Leaders
agreed to a broad vision of enabling these different standards to ultimately become aligned across all
levels of government so that users accessing data could be authenticated and authorized appropriately
for access.
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The National Strategy for Trusted Identities in Cyberspace (NSTIC) charts a course for the public and
private sectors to collaborate to raise the level of trust associated with the identities of individuals,
organizations, networks, services, and devices involved in online transactions.

Security, Auditing and Cross Domain Frameworks: Information security and assurance helps partners
manage connections between what data people are allowed to access and share, in a way that
promotes responsible information sharing across partners. In August 2010, the President issued
Executive Order (EO) 13549 “Classified National Security Information Program for State, Local, Tribal and
Private Sector Entities,” to all federal departments and agencies, which establishes a program designed
to safeguard and govern access to classified national security information shared by the Federal
Government with state, local, tribal, and private sector entities.

Significant progress in the area of security reciprocity continued over the past year as evidenced by
continued promulgation of harmonized National Institute for Standards and Technology (NIST)
Committee on National Security Systems (CNSS) Intelligence Community Directive (ICD) standards.
Progress also has continued with regard to developing the policy and procedural framework for
reciprocity for information systems security.

Recently promulgated IC standards implement uniform information security requirements and
procedures concerning audit information in the IC information environment, and address the use of
collected audit data for insider threat detection. The IC’s experience in audit functions presents an
opportunity for leveraging best practices for other federal, state, and local networks to improve the
overall assurance of the ISE.

Enabling Assured Interoperability Across Networks 
The Information Integration Sub Committee (IISC) of the ISA IPC coordinates high priority interagency
efforts to accelerate the delivery of the ISE, including interoperability among Sensitive But Unclassified
(SBU)/Controlled Unclassified Information (CUI) and Secret networks, identification of best practices in
support of data aggregation activities, and advancement of industry based standards in support of all ISE
activities.

Data Aggregation: The mission to disrupt terrorist acts before they occur is enabled by finding, sharing
and collaborating on data that comes from trusted and reliable mission partners. The goals of data
aggregation in the ISE are achieved through an established governance process that enables mission
partners to obtain the data, through shared ISE enterprise services, that is necessary to perform their
missions while protecting the privacy of persons for whom no nexus to terrorism exists.

Under the joint leadership of DHS and ODNI, the Data Aggregation Working Group (DAWG) was formally
approved and chartered by IISC to focus on capabilities that are entity (identity) focused, and to employ
automated data discovery, data characterization, data correlation, and disambiguation algorithms to
aggregate information from multiple domains into a mission specific enterprise level analytic service.
The DAWG has completed a review of the U.S. Government oversight and governance structures that
provide strategic policy as well as technical and mission guidance for terrorism related data aggregation,
data integration and data management efforts.
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As DAWG identifies best practices and lessons learned, it is expected that mature technical solutions,
that can be shared across the ISE will be identified.

Assured Secret Network Interoperability: The ability to effectively and responsibly share classified
information among federal and non federal mission partners is a key capability needed to support the
counterterrorism mission and homeland security. In 2010 the ISA IPC chartered the Assured Secret
Network Interoperability Working Group (ASNI WG) to serve as a forum for federal agencies operating
Secret networks to work together to develop governance, to resolve interoperability issues, and to
support assured information sharing among federal Secret networks. Over the past nine months, the
ASNI WG has delivered a number of key incremental accomplishments towards increasing
interoperability and information sharing. For example, ASNI WG partnered with the Fusion Center Sub
Committee to document, validate, and prioritize fusion center information needs. This establishes the
foundational requirements needed to inform the development of technical connectivity and access to
sensitive information for fusion centers.

The ASNI WG also supported progress on mission capabilities for fusion centers including: improved
access to white listed sites on DoD’s Secret network, the Secret Internet Protocol Router Network
(SIPRNet), via DHS’s Homeland Secure Data Network (HSDN); preserved and expanded fusion center
access via HSDN to NCTC CURRENT during its relocation to SIPRNet; expanded Secret level video
conferencing capabilities as a shared service between FBI’s Secret network and HSDN for fusion centers;
and new access to the FBI’s white pages and email directories through HSDN.

Assured Sensitive but Unclassified (SBU) Network Interoperability: The multiple SBU/CUI networks,
portals, and systems currently in existence contain a rich variety of data and services. However,
differences in policy and technology prevent authorized users from gaining access to many of those
resources without having to individually log on to these multiple systems, using multiple credentials. The
ability to login just once to an approved system, and to be granted access to an interoperable and
protected SBU/CUI environment, commonly referred to as Simplified Sign On (SSO), is an overarching
requirement for federal, state, local, and tribal law enforcement officers and analysts.

Over the past year, the Assured SBU Network Interoperability Working Group has made significant
progress towards achieving SSO. For example, in December 2010, CJIS’s Trusted Broker Version 2
became operational, providing SSO capabilities by allowing law enforcement online users to access
Intelink U, RISSNET, and many other systems. The Assured SBU Network Interoperability Working Group
tracks the effectiveness of their efforts by monitoring a set of user metrics that are collected from
partners on a monthly basis. Those metrics have been designed by the SBU partnership to indicate
progress towards interoperability goals and to assist in fine tuning particular interoperability efforts.

Controlled Unclassified Information (CUI): On 4 November 2010, President Obama signed EO 13556
“Controlled Unclassified Information,” establishing a CUI program to manage all unclassified information
that requires safeguarding and/or dissemination controls pursuant to and consistent with applicable
law, regulations, and government wide policies. The EO identifies National Archives and Records
Administration (NARA) as the Executive Agent to implement the EO and to oversee departmental and
agency actions to ensure compliance.
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On 9 June 2011, the NARA’s CUI Office issued the “Controlled Unclassified Information (CUI) Office
Notice 2011 01: Initial Implementation Guidance for Executive Order 13556.” In the coming months,
the CUI Office will lead an interagency process to establish an Executive Branch wide definition and
taxonomy of categories for CUI, and departments and agencies will submit CUI compliance plans by 6
December 2011. Federal agencies are expected to initiate efforts to develop CUI guidance specific to
their agency and unique mission requirements.

Enhancing Privacy, Civil Rights, and Civil Liberties Protections 
(P/CR/CL)   
IRTPA aims at the broadest possible sharing of information for counterterrorism purposes. It also
explicitly recognizes that such sharing must respect P/CR/CL protections. A critical step in the
safeguarding of P/CR/CL is the development and adoption of a written P/CR/CL policy that meets the
standards of the White House ISE Privacy Guidelines. Nine out of 14 ISE departments and agencies have
reported that they have developed ISE Privacy Policies. These agencies have also made measurable
progress in implementing the ISE Privacy Policies by modifying business processes and updating sharing
agreements to align with the new policies.

State, local, and tribal partners have worked to develop privacy policies that are “at least as
comprehensive as” the ISE Privacy Guidelines, a standard prescribed as a prerequisite for receiving
terrorism related information from federal entitites. For example, all operational state and major urban
area fusion centers were determined to have privacy policies that are “at least as comprehensive as” the
ISE Privacy Guidelines. The NSI PMO has also worked diligently with NSI participants to implement all of
the elements of the NSI Privacy Framework for SAR.

All federal agencies reported that personnel receive training with a specialized privacy and civil liberties
protection component at least annually.

The Privacy and Civil Liberties (P/CL) Sub Committee was established under the ISA IPC in September
2010. Over the past year, the P/CL Sub Committee has established three working groups: the Privacy
and Civil Liberties Legal Issues Working Group, the Privacy and Information Technology Working Group,
and the Compliance Review Working Group.
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and why it did; and finally we have taken and continue to take the actions necessary to minimize the
chances of it happening again.

The 9/11 Commission Report, issued in the summer of 2004, concluded that a combination of factors—
not one single cause—prevented us from detecting and preventing the planned attack. One of the
factors cited by the Commission as among the “most serious weaknesses” leading to the attacks was a
breakdown in information sharing among federal agencies and with state, local, and tribal governments.
The Commission specifically called for “unifying the many participants in the counterterrorism effort and
their knowledge in a network based information sharing system that transcends traditional government
boundaries,” the first reference to what would eventually become the Information Sharing Environment
(ISE).4 Removing legal, policy, procedural, and technological impediments to more effective sharing of
terrorism related information—in a way that still protects national security and privacy and civil
liberties—thus became, and continues to be, one of the major focuses of the effort to help protect our
nation against future attempts by terrorists.

This effort cuts across all levels of government and extends to the private sector and to international
partners. It has been notably bi partisan, championed by both Democratic and Republican
administrations and congressional leaders. Even before the Commission Report was issued, Congress
had taken preliminary steps to address some of the known information sharing deficiencies both the
USA PATRIOT Act and the Homeland Security Act of 2002 included provisions that improved information
sharing among government agencies.5

It was, however, the Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) that gave the
effort its focus and strategic direction. IRTPA implemented many of the Commission’s specific
recommendations including establishing an ISE for terrorism related information and requiring the
President to designate a program manager (PM ISE) to “plan for and oversee the implementation of,
and manage, the ISE,” thus positioning the ISE as a critical part of the Nation’s efforts to combat
terrorism. Six years after passage of IRTPA, some of the most significant barriers to federal, state, local,
tribal, and private sector collaboration have already fallen and others are being aggressively addressed
by the PM ISE and mission partners.

On 1 May 2011 Osama Bin Laden was killed near Abbottobad, Pakistan. In the words of President
Obama, “Tonight, we give thanks to the countless intelligence and counterterrorism professionals
who’ve worked tirelessly to achieve this outcome. We give thanks to the men who carried out this
operation, for they exemplify the professionalism, patriotism, and unparalleled courage of those who
serve our country. And they are part of a generation that has borne the heaviest share of the burden
since that September day.”6

4 9/11 Commission Report, p.400.

5 USA PATRIOT Act, PL 107 56, (October 26, 2001), Section 314, et al. and Homeland Security Act of 2002, PL 107 296,
(November 22, 2002) Section 891, et al.

6 http://www.whitehouse.gov/the press office/2011/05/02/remarks president osama bin laden
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In his remarks on the Senate floor regarding the resolution honoring the members of the military and
the Intelligence Community (IC) who carried out the mission, Senator Reid stated, “Resolution is an
appropriate name for this legislation. It honors the resolution to a problem that has lingered for nearly a
decade—one whose weight has grown heavier each day on the shoulders of the families Osama Bin
Laden traumatized and the many more he terrorized.”7

The operation that resulted in Bin Laden’s death was a significant achievement by the IC who
collaborated across agencies to gather and analyze the information needed to conduct the assault. DNI
Clapper stated, “In my nearly 50 years in intelligence, I have never seen a more remarkable example of
focused integration, seamless collaboration, and sheer professional magnificence as was demonstrated
by the Intelligence Community in the ultimate demise of Osama Bin Laden.”8 Former Central
Intelligence Agency Director Panetta added, “The raid was the culmination of intense and tireless effort
on the part of many Agency officers over many years…Along with our partners at the NGA [National
Geospatial Intelligence Agency], NSA [National Security Agency] and ODNI [Office of the Director of
National Intelligence], we applied the full range of our capabilities (and) produced the results that the
American people expect of their intelligence service.”9

Notably, the co chairs of the 9/11 Commission also connected the successful operation to the
implementation of the intelligence reforms that included the creation of the ISE. In a joint statement
they concluded, “As a result of these reforms, there is much closer collaboration between intelligence
and military components of the Federal Government.”10

Nearly 10 years after the attacks of 9/11, our government is challenged by the evolving nature of
terrorism. While al Qaeda itself continues to threaten the United States, al Qaeda also inspires an array
of affiliated terrorist groups and there is an escalation of a significant new threat that takes advantage of
radicalized violent Islamic extremists within our borders.11 We will remain vigilant and continue to work
to ensure that terrorism related information, properly managed and protected, is shared in time to be
used effectively to counter threats to our people and institutions. We will do this consistent with our
open society, federated democracy, equality, and traditional American values of democracy and
individual liberties. In this endeavor we must work with all the energy and commitment that the
challenge demands. We can do no better than to adopt as our guiding maxim the words of Todd
Beamer—"Are you guys ready? Let's roll!"

7 http://democrats.senate.gov/newsroom/record.cfm?id=332678

8 http://www.dni.gov/press_releases/20110502_release_clapper.pdf

9 https://www.cia.gov/news information/press releases statements/press release 2011/justice done.html

10 This statement is available at http://www.nydailynews.com/opinions/2011/05/09/2011 05
09_winning_the_postbin_laden_war.html

11 Hearing of the Senate Homeland Security And Governmental Affairs Committee, Subject: "Nine Years After 9/11:
Confronting The Terrorist Threat To The Homeland," September 22, 2010
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1 Introduction 

1.1 Purpose and Scope of the Information Sharing Environment (ISE) 
This Fifth Annual Report to the Congress on the state of the ISE is submitted in accordance with
requirements in Section 1016(h) of the Intelligence Reform and Terrorism Prevention Act of 2004
(IRTPA), as amended12 and Section 210D(c) of the Homeland Security Act of 2002, as amended.13 This
Report builds upon the mission partner accomplishments highlighted in the 2010 Report and reflects:

Progress on ISE implementation by the bureaus and agencies of federal, state, local, and tribal
governments and our private sector and international partners;
The collective accomplishments of the terrorism and homeland security information sharing and
access community;
Individual agency initiatives that stand out as best practices in information sharing and that help
form the fabric of the ISE; and
Successful partnerships between the PM ISE and federal and non federal mission partners,
involving terrorism, homeland security, and weapons of mass destruction (WMD) information
sharing.14

12 Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA), as amended, P.L. 108 458 (December 17, 2004), §1016(h).

13 Homeland Security Act of 2002, Pub. L. No. 107 296, 116 Stat. 2135, sec. 210D(c), codified as amended at 6 U.S.C. 124k(c),
details specific reporting requirements pertaining to the Interagency Threat Assessment and Coordination Group (ITACG).

14 The IRTPA definition of Terrorism Information encompasses all terrorism related information “whether collected, produced,
or distributed by intelligence, law enforcement, military, homeland security, or other activities,” and was explicitly amended in
2007 to include Weapons of Mass Destruction information. For brevity, these types of information are collectively referred to
as “terrorism related” information.

“President Obama's highest priority is to keep the American people safe.

Effective and efficient information sharing and access are essential to enhancing

the national security of the United States and the safety of the American people.

As we move forward together on this important issue, it will be important that we

make tangible, meaningful progress on the development of an effective

information sharing environment.”

– John Brennan, Deputy National Security Advisor for Homeland Security and

Counterterrorism, and Assistant to the President (2 July 2009)
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This year, the Program Manager, Information Sharing Environment (PM ISE) orchestrated a
comprehensive effort to ensure broad based agency participation in compiling the Annual Report. To
most accurately report progress on the extent to which the ISE has been implemented, we used inputs
from the 2011 ISE Annual Performance Assessment Questionnaire, which was issued to ISE departments
and agencies; we solicited input from the ISE governance bodies that define goals for and monitor the
progress of ISE mission partners; and we solicited descriptions of accomplishments from all mission
partners, federal and non federal, to ensure the best possible representation of the state of the ISE and
information sharing across the enterprise.15 In addition, we leveraged data collected by the Office of
Management and Budget (OMB) to determine the extent to which ISE priorities are being incorporated
into agency Information Technology (IT) budgets.

Scope of the ISE

As depicted in Figure 1, the ISE provides integrated terrorism related information to support analysts,
operators and investigators as they carry out their responsibilities across the law enforcement/public
safety, defense, intelligence, homeland security, and diplomacy communities. The ISE facilitates
information sharing among federal agencies; across all levels of government—federal, state, local, and
tribal; as well as with our private sector partners and our international allies.

Figure 1. Scope of the ISE

The ISE comprises any mission process, anywhere in the United States, that is intended or is likely to
have a material impact on detecting, preventing, disrupting, responding to, or mitigating terrorist
activity. Examples include: terrorism watchlisting, person and cargo screening, suspicious activity
reporting (SAR), and alerts, warnings and notifications.

15 IRTPA Sec 1016(i) requires the head or each department or agency that participates in the ISE to submit, at the request of
PM ISE, any reports on the implementation of the requirements of the ISE within its department or agency.
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The ISE in Action 

A law enforcement officer conducting a routine traffic stop, queries the National
Crime Information Center and is told to contact the Terrorist Screening Center to
evaluate a potential match against the Terrorist Watchlist

An intelligence analyst uses the Library of National Intelligence, or A Space, to
collaboratively develop new intelligence products

Coast Guard personnel responding to the Gulf oil spill leverage DHS’s Homeland
Security Information Network and Federal Emergency Management Agency’s
(FEMA) Web Emergency Operations Center (these technologies and applications
support ISE mission partners when responding to both man made and natural
disasters)

A local law enforcement analyst, a DHS Intelligence Officer, and an FBI Analyst, co
located at a fusion center, collaborate to develop finished intelligence products that
support FBI Joint Terrorism Task Force investigations and to inform line officers of
potential indicators and warnings of terrorist threats

A local law enforcement officer notices a suspicious activity and submits the
information through eGuardian for vetting against the ISE SAR Functional Standard.

The PM ISE facilitates the development of the ISE by bringing together mission partners and aligning
business processes, standards and architecture, security and access controls, privacy protections, and
best practices. Consistent with the direction and policies issued by the President and the Director of the
Office of Management and Budget, the PM ISE issues government wide procedures, guidelines,
instructions, and functional standards, as appropriate, for the management, development, and proper
operation of the ISE.16 The PM ISE serves as a change agent and center for innovation and discovery in
providing ideas, tools, and resources to mission partners and assists them in removing barriers,
facilitating change, and ensuring that ISE implementation proceeds efficiently and effectively. The PM
ISE ensures that the ISE is built to improve sharing and protection of terrorism, homeland security, and
weapons of mass destruction (WMD) information.

A practical way to think of the ISE is as an infrastructure and capability – analogous to the Interstate
highway system. The ISE represents the structure and “rules of the road” – including commonly
understood road signs, traffic lights, and speed limits – that allow information traffic to move securely,
smoothly, and predictably. PM ISE is not pouring the concrete – rather, it is providing leadership and

16 IRTPA Section 1016 (f)(2) requires the Program Manager to assist in developing policies, as appropriate, to foster the
maturity and proper operation of the ISE.
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coordinating a complex set of factors that make the highway safe and navigable: governance and
engagement, strategy and policy alignment, business process harmonization, and guidelines, standards,
and architecture. This leadership and coordination enables our mission partners – the general
contractors building and managing the day to day operation of the highways – to build to common
specifications. If built properly, everyone can use the roads within appropriate mission and policy
context. Indeed, like other infrastructures, the ISE is a public good and has the potential to pay dividends

by supporting information sharing and protection
beyond its initial mission space. Terrorism related
information can flow between partners, as can other
classes of information such as those related to non
terrorism intelligence and law enforcement while
ensuring the protection of privacy, civil rights, and
civil liberties.

In January 2005, the Government Accountability
Office (GAO) designated terrorism related
information sharing as “high risk” because it
determined that there were serious challenges in
analyzing key information and sharing it among
federal, state, local, and other security partners in a
timely, accurate, and useful way in order to protect

against terrorist threats. During the 2011 review, GAO found that the government has made progress
during the past two years in sharing terrorism related information among its many security partners, but
that it does not yet have a fully functioning environment in place. To facilitate the development of this
environment, PM ISE co chairs, with the National Security Staff (NSS), the ISA IPC, which governs its
direction and progress; and also partners with OMB.

It is primarily through the OMB/NSS–PM ISE partnership that program direction, funding, and
performance measurement are effectively achieved. Departments and agencies are responsible for
developing, deploying, modifying and maintaining their respective investments; they play an active role
in determining the policies, priorities, and direction of the ISE and are an integral part of the ISA IPC. In
addition, the information they share and the tools used to share it are, by their nature, a part of the ISE.
Working with OMB/NSS to provide integrated, cross government guidance, we establish a framework
for departments and agencies investments within the ISE. OMB/NSS programmatic guidance, our policy
framework, and the ISE standards and guidelines provide the tools to effectively manage performance
throughout the ISE and the ISA IPC. These strategies, together with ISA IPC governance, the
commitment of departments and agencies, and the above mentioned tools, support the strategic
roadmap toward achieving a more robust ISE.

 

PM ISE enables our mission partners to better

perform their operations by facilitating access

to information and services that contribute

toward our shared anti terrorism mission.

Our tools in this effort are: governance and

engagement; strategy and policy alignment;

business process harmonization; guidelines;

standards; and architecture.
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1.2 ISE Mission Partners 
It is the mission of the bureaus and agencies of federal, state, local, and tribal governments, in
cooperation with the ISE’s mission partners in the private sector and internationally to help protect our
people and our institutions. These agencies build, own and operate the ISE, and are accountable for
information sharing that will enable end to end mission processes that support counterterrorism (CT).

The support of mission partners is critical to the success of
the ISE. They have mission responsibility and a vital
leadership role for the delivery, operation, and use of the
ISE, and are accountable for delivering value by aligning
policy, processes, and information. While the law granted
the PM ISE government wide authority—a unique
capability allowing the office to work with existing
programs to facilitate assured information sharing—the
actual point of implementation, the heavy lifting, is with
mission partners. They are the engines that deliver the ISE.
It is the agencies that conduct mission operations, develop
and implement policy and procedures, and make
investments to interconnect systems, networks,
databases, and business processes.

In the six years since the Congress directed the creation of the ISE, mission partners have taken
significant steps toward establishing a strong foundation. Important mission initiatives, such as the
Nationwide SAR Initiative (NSI), and core capabilities and enablers, such as the National Network of
fusion centers, the Federal Bureau of Investigation’s (FBI) Field Intelligence Groups (FIGs) and Regional
Intelligence Groups (RIGs),17 and the National Information Exchange Model (NIEM), have produced
results and show ongoing promise. PM ISE’s role is to help mission partners find common mission
equities, to help them implement functional and technical standards, and to drive resolution of policy
issues.

Throughout this Report, mission partner achievements are highlighted to emphasize the many
incremental steps taken throughout the ISE to build capabilities and ensure information sharing across
domains and mission equities. The hallmark projects and achievements within the ISE have often been
developed through many steps involving smaller combined efforts that have a significant cumulative
effect. In the same way, we recognize the breadth of work and the investment our mission partners
make to constantly enhance the success of the ISE. They are the essential pieces in a very large and
important puzzle.

17 In 2010, the FBI created six Regional Intelligence Groups for the purpose of identifying regional threats and to facilitate
information sharing from a national and local perspective. RIGs are also establishing a strong record in creating intelligence
products regarding domain awareness to the state and local community, including the fusion centers. Information from the
RIGs is also coordinated through the FIGs.

The ISE is realized by the investment of

mission partners—the bureaus and

agencies of federal, state, local, and

tribal governments and our partners in

the private sector and internationally—

and it is made relevant through its use by

front line law enforcement, public safety,

homeland security, intelligence, defense,

and diplomatic personnel.
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1.3 Strengthening Information Sharing and Information Protection 
One of the biggest roadblocks to expanding information sharing is the fear by many agencies that other
organizations will fail to adequately protect the information they are provided with. As the WikiLeaks
story emerged, concerns were voiced that information sharing efforts would suffer a setback. This
Administration is committed to improving information sharing by better protecting the information that
is shared. Guidance throughout the Executive Branch has been consistent: we must continue to
accelerate our information sharing in a responsible and secure way. As reinforced by Senate Homeland
Security and Governmental Affairs’ Chairman Lieberman, Ranking Member Collins, Secretary of Defense
Gates, OMB Director Lew, and Director of National Intelligence Clapper, we must champion efforts to
further strengthen information sharing as well as to protect that information.

The WikiLeaks disclosures primarily involved classified
information, but the fundamental challenges associated with
sharing and protecting sensitive information span across all
security domains. Missions do not stop at the security domain
or at organizational boundaries. Fundamental policies and
solutions should be framed to address all types of protected
information, classified and unclassified, held by the Federal
Government and by our state, local, tribal, private sector, and
international mission partners. Across all mission partners, we

need to establish structural elements such as strong governance, strategy, and policy to promote
common, comprehensive solutions and to discourage individual agency based, bilateral, and fragmented
approaches.

PM ISE is leading the process, along with ISE mission partners, of developing the National Strategy for
Information Sharing and Protection, which will update and replace the 2007 National Strategy for
Information Sharing. While the new Strategy is still under development, it is clear that to make the ISE
work, we need to focus on information –discovering it, sharing it, protecting it, fusing it, and reusing it.
The ISE needs an information centric approach in alignment with the original mandate for the ISE.
Further, to “open the aperture” to the totality of terrorism related information as directed by law,
efforts must continue to enhance partnerships with mission partners across all five communities—law
enforcement/public safety, defense, intelligence, homeland security, and diplomacy. Moving forward,
solutions must have broad applicability to a variety of mission needs, including CT and homeland
security.

 

“To ensure we share and protect

information effectively, we must

work to find the sweet spot

between the two.” – DNI Clapper
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1.4 Structure of this Report 
Building the ISE is not a short term effort. It is a process that must evolve and adapt to emerging
technologies and threats. To remain relevant and effective, enhancements and extensions to the
foundations of the ISE are critical. While we celebrate the achievements and progress made towards
sharing information and disrupting terrorist attacks, we also recognize that improvement is always both
possible and necessary.

This Report describes information sharing progress since July 2010, including information on major ISE
projects and activities launched by mission partners that have contributed significantly to inter
governmental information sharing. The Report is organized into five central themes encompassing the
specific requirements set forth in IRTPA, the guidelines and requirements supporting the creation and
implementation of the ISE18 and the guiding principles and foundational elements included in the 2007
National Strategy for Information Sharing:

1. Strengthening Management and Oversight

2. Improving Information Sharing Activities

3. Establishing Standards for Responsible Information Sharing and Protection

4. Enabling Assured Interoperability Across Networks

5. Enhancing Privacy, Civil Rights, and Civil Liberties Protections

While primarily focused on terrorism related initiatives, the Report also describes mission partner
accomplishments, some of which may not have been developed explicitly to support CT, but which may
ultimately become “best practices,” with applicability to information sharing and collaboration
government wide, including within the ISE.19

Classified Supplement

The PM ISE is responsible for reporting on the state of the ISE and information sharing across the
Federal Government. To more accurately inventory important developments that encompass terrorism
related information sharing, it is necessary to include a classified supplement that will be sent to
Congress under a separate cover letter.

18 White House Memorandum for the Heads of Executive Departments and Agencies, SUBJECT: Guidelines and Requirements
in Support of the Information Sharing Environment, 16 December 2005

19 The fact that the ISE can leverage these achievements is consistent with one of its key attributes identified in IRTPA—to
build upon existing systems capabilities currently in use across the government.
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2 Strengthening Management 
and Oversight 

The Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA), as amended, established the
position of a Program Manager to "plan for and oversee the implementation of, and manage” the
Information Sharing Environment (ISE), and to be "responsible for information sharing across the
Federal Government."20 Consistent with the direction and policies issued by the President, the Director

of National Intelligence (DNI), and the Director of the
Office of Management and Budget (OMB), the Program
Manager, Information Sharing Environment (PM ISE)
issues government wide procedures, guidelines,
instructions, and functional standards,21 as appropriate,
for the management, development, and proper
operation of the ISE. In strengthening the management
and oversight of the ISE, the PM ISE actively governs,
integrates performance and investment, engages
stakeholders, and encourages a culture of information
sharing.

2.1 ISE Governance 
The ISE is realized by the investment of mission partners
and made relevant through its use by front line law
enforcement, public safety, homeland security,
intelligence, defense, and diplomatic personnel. To
effectively coordinate and govern the many information
sharing activities, the PM ISE has been leading
interagency policy harmonization.

2.1.1 Information Sharing and Access 
Interagency Policy Committee (ISA IPC) 
The ISA IPC is the interagency forum for overseeing the
planning and implementation of the ISE. The ISA IPC was
formed by a White House memo in 200922, which
integrated the existing Information Sharing Council (ISC)
established by IRTPA into the IPC framework and

20 IRTPA §1016(f)

21 Ibid.

22 White House Memorandum, “Strengthening Information Sharing and Access,” 2 July 2009

ISA IPC members include:

Central Intelligence Agency

Department of Commerce

Department of Defense

Department of Energy

Department of Health and
Human Services

Department of Homeland
Security

Department of the Interior

Department of Justice

Department of State

Department of Transportation

Department of Treasury

Federal Bureau of
Investigation

General Services
Administration

Joint Chiefs of Staff

National Counterterrorism
Center

Office of the Director of
National Intelligence
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strengthened national information sharing efforts by bringing the work of the ISC’s Sub Committees and
working groups under the auspices of the Executive Office of the President (EOP). The ISA IPC prioritizes
interagency efforts and aligns policy to facilitate the implementation of the ISE.

In its capacity as the ISC, the ISA IPC formally charters Sub Committees to provide advice and support to
the IPC on a range of related issues within their designated portfolios, and inform ISE planning and
implementation. Sub Committees are generally chaired by ISE mission partners and supported by PM
ISE staff. The ISA IPC directs the actions and tasks assigned to the Sub Committees and regularly
monitoring their progress on goals and objectives.

ISA IPC Sub Committees have formed a number of Working Groups to address discrete issues or topics
within the Sub Committees portfolio. For example, on 1 June 2011, PM ISE hosted an information
sharing and protection Standards Summit, kick starting a new interagency working group across federal,
state, local, and tribal government representative partners, focused on identifying “best of breed”
information sharing standards in government. Unlike other federal initiatives which focus on standards
for just one set of partners, this working group will include all federal as well as state, local, and tribal
government representative partners. This initiative will reuse the best existing government standards
for responsible information sharing and protection, refine them, and encourage industry adoption of
their standards into commercial products the government can buy with interoperable standards "baked
in" from the start.

Figure 2 shows the Sub Committees and Working Groups of the ISA IPC. The five Sub Committees and
their corresponding Working Groups are discussed in greater detail in this chapter and throughout this
Report.

Figure 2. ISA IPC Sub Committees and Working Groups
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Since June 2010, the PM ISE has served as a co chair of the ISA IPC, along with a counterpart from the
White House National Security Staff (NSS). This dual role for the PM ISE is an acknowledgment that
policies, business practices, architectures, standards, and systems developed for the ISE can be
applicable to other types of information beyond terrorism and vice versa, because the scope of the IPC
is broader than the scope of the ISE.23 As co chair, the PM ISE helps ensure that there will be the closest
possible alignment between the ISE and broader national security information sharing activities.

Since January 2011, ISA IPC Sub Committees and Working Groups have organized and managed their
efforts and report their accomplishments on a quarterly basis in line with annual and longer term
objectives and goals for the ISE. Sub Committees and Working Groups derive these key objectives and
areas of responsibility in the form of concrete goals aligned to the mission needs as specified in the
annual ISE programmatic guidance, the National Strategy for Information Sharing, and priorities
specified by the Administration. This process is discussed in the Performance and Investment Integration
section below.

2.1.2 Working with State, Local, and Tribal Partners 
Several of the ISA IPC Sub Committees and Working Groups communicate and coordinate closely with
representatives of non federal organizations because they are recognized as valued partners by all ISE
stakeholders. These representatives are chosen because they are members of an association, an
advisory committee, or a wholly owned national subsidiary of state or local governments. These
representatives function as spokespersons for nongovernmental groups or stakeholders, providing the
views and perspectives of their respective entities.

As of this Report, the following non federal organizations coordinate closely with select ISA IPC Sub
Committees and working groups:

Criminal Intelligence Coordinating Committee (CICC) – Fusion Center Sub Committee and the
SAR Sub Committee
Global Justice Information Sharing Initiative (GLOBAL) – Fusion Center Sub Committee, SAR
Sub Committee, Information Integration Sub Committee (Standards Working Group)
Regional Information Sharing Systems (RISS) – Information Integration Sub Committee
(Assured SBU Network Interoperability Working Group)

 

23 White House Memorandum, Subject: Appointment of the Program Manager, Information Sharing Environment (3 June 2010)
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2.1.3 Interdependencies 
Responsible information sharing is cross cutting and a number of dependencies can be found across the
ISE governance organization. A key role of Sub Committee and Working Group Chairs is to assist the ISA
IPC in identifying these interdependencies and to collaborate on developing solutions. For example, a
joint effort of the Assured Secret Network Interoperability Working Group of the Information
Integration Sub Committee and the Fusion Center Sub Committee led to the development of the State,
Local, Tribal User Validated Fusion Center Mission Requirements Initiative report. This document
communicates fusion center information needs to federal mission partners and application owners, and
informs the technical access and connectivity solutions that are being developed by the Federal
Government to securely share information with fusion centers.

2.1.4 Department and Agency Information Sharing Offices 
More than half of the ISE departments and agencies have dedicated information sharing offices,
directorates, divisions or executives. These offices serve as focal points for federal information sharing
issues and direct department or agency compliance with information sharing policies, procedures,
guidelines, rules, and standards. The establishment of a single office to ensure full cooperation in the
development of the ISE is a best practice and is encouraged across the ISE.

In October 2010, the DNI strengthened the responsibilities and title of the Intelligence Community
Information Sharing Executive (IC ISE). The IC ISE is now directly accountable to the Principal Deputy
Director of National Intelligence and works in close coordination with the Deputy Director of National
Intelligence for Intelligence Integration, the Assistant Directors of National Intelligence, the PM ISE, and
IC elements. The IC ISE is developing a coordinated and comprehensive plan for responsibly managing
information sharing activities within the ODNI, across the IC, and with all of its mission partners. To this
end, the IC ISE has established an internal governance process, the Information Sharing Executive Group,
for ensuring a coordinated information sharing approach within ODNI, and has refashioned and
reinvigorated the IC ISE's engagement activities and governance across the IC, via the Information
Sharing Steering Committee, to do the same. A close working relationship with PM ISE helps ensure that
information sharing and protection activities within the IC are consistent and interoperable with the
steps being taken across the entire U.S. Government, as well as with state, local, tribal, and private
sector partners.

The Department of Homeland Security (DHS) designated the Under Secretary for Intelligence and
Analysis (USIA) to concurrently serve as the Department’s Information Sharing Executive. In that
capacity, the USIA chairs the Department’s Information Sharing Governance Board (ISGB), which was
established in 2007 to serve as the Department’s senior level governance body for information sharing.
The ISGB develops departmental policy recommendations and resolves issues involving information
sharing across DHS components, as well as with federal state, local, tribal, territorial, private sector and
foreign partners. For the past year, the ISGB has identified information sharing priorities using the
Quadrennial Homeland Security Review strategic framework. To continue to strengthen and mature the
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information sharing governance structure, the ISGB is working to ensure that the Department’s
information sharing priorities are integrated within the Department’s overall, Planning, Programming,
Budgeting and Execution processes and are reflected in the Future Year’s Homeland Security program.
DHS also works closely with the PM ISE to ensure alignment and coordination with the ISE. In January
2011, the DHS Chief Information Officer (CIO) established and filled an Information Sharing Executive
position to ensure the removal of technical barriers associated with implementing the ISE.

The FBI established an ISE and a Chief Information Sharing Officer (CISO) position in 2008 to serve as the
senior FBI official for information sharing and the principal advisor to FBI executives for information
sharing matters. The CISO is the Executive Secretary of the FBI’s Information Sharing Policy Board and
coordinates internal and external information sharing policies. In February 2011, the Directorate of
Intelligence (DI) created a new DI Branch, the Intelligence Integration Branch (IIB), to enhance
information sharing and outreach efforts. The IIB is specifically charged with engaging federal, state,
local, tribal, and IC partners to increase the effectiveness of information sharing and to coordinate
efforts to combat violent extremism.

2.1.5 Other Interagency Policy Coordination and Implementation Bodies 
In addition to using the ISA IPC as the primary interagency policy coordination body for information
sharing and access, ISE mission partners also coordinate through a number of other IPCs related to
national information sharing and protection functions. These include: the Transborder Security
Portfolio's IPC, and its associated Sub IPCs and associated working groups, which include topics such as
maritime security, surface transportation, global supply chain, and aviation security; the Records Access
and Information Security IPC, which addresses the protection and handling of sensitive information; the
Information Communications Infrastructure IPC, which addresses cybersecurity issues; the Critical
Infrastructure Protection and Resilience IPC; and the Countering Nuclear Threat IPC.

Additionally, PM ISE coordinates with strategic and tactical efforts across interagency governance
bodies that involve information sharing and access issues. These bodies include: the Federal CIO Council
and its component committees, including the Information Security and Identity Management
Committee; the IC CIO Council and its component committees; the Committee on National Security
Systems (CNSS) and its component working groups; the Unified Cross Domain Management Office; the
National Information Exchange Model (NIEM) Program Management Office at DHS, and the Controlled
Unclassified Information (CUI) Program Office at the National Archives and Records Administration
(NARA). By leveraging these bodies, PM ISE ensures that equities related to information sharing and
access are fully coordinated and that they are represented consistently across all federal departments
and agencies and across all related disciplines, without duplicating efforts.
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2.2 Performance and Investment Integration  
Governance and decision making across the ISE are supported by the integrated performance and
investment process, shown in Figure 3. The PM ISE actively monitors agencies’ progress toward
information sharing performance objectives and goals and ensures the integration of performance with
investment.

Figure 3. Performance and Budget Integration Process

2.2.1 Three-way Partnership (Agencies, OMB/NSS, and PM-ISE) 
The ISE continues to embrace the whole of government approach as documented in the President’s May
2010 National Security Strategy. Jointly, ISE member agencies, OMB/NSS, and PM ISE are defining the
way forward and have demonstrated their commitment to an interagency process dedicated to
information access and sharing. The governance and decision making process, tightly interwoven with
budget and performance integration, has been keeping pace with this progress.

Performance and investment processes focus on ensuring that the ISE continues to make progress in
advancing its goals and objectives. The ISE programmatic guidance, annual budgets and investments,
and committee and staff work plans for each subsequent year are developed based on the prior year
accomplishments and any relevant changes in policy, strategy, technology, and other external factors.

2.2.2 Programmatic Guidance 
To codify the initiatives in the President’s Budget, OMB/NSS issues programmatic guidance each year for
the federal budget describing ISE priority areas. It provides direction to agencies for future spending on
mission priorities, critical information resources, and supporting information technology investments
focusing on increased federal collaboration with state, local and tribal governments, as well as with the
private sector. The implementation of this programmatic guidance through the governance process
moves each of the agencies closer to collaborative endeavors—eliminating redundancies, identifying re
use options, leveraging best practices, and consolidating similar projects across organizational
boundaries.
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2.2.3 Strategic Investment 
Partner agencies continue to strategically invest in the ISE and indicate alignment of their information
technology investments to the ISE priorities via OMB’s annual agency Information Technology (IT)
portfolio data request. The data captured via the OMB Circular A 11 Exhibit 5325 reporting for FY 2012 is
only one step of many used to understand the ISE priority area costs of mission partners. This data
revealed that approximately 15 percent of the Federal Government IT spending is aligned to one or
more of the ISE priorities. As reported by agencies, Figure 4 depicts the percentage of their agency’s IT
budget that is aligned with at least one of the ISE priority areas. This chart illustrates that several
agencies—e.g. State, DHS, Department of the Interior (DOI) and the Department of Justice (DOJ)—
continue to align a substantial portion of their IT budgets to the ISE priority areas.

Initial use of the enhanced Exhibit 53 reporting allowed analysis of federal agency IT spending aligned to
the ISE priority areas focuses around the primary functional mappings to the lines of business (LOB)
within the Federal Enterprise Architecture Business Reference Model (FEA BRM). As anticipated with IT
investments, the strongest primary mapping was attributed to the FEA BRM IT management LOB (38
percent), as depicted in Figure 5. IT management is broad; it captures the coordination of information
and technology resources and systems to support or provide a service.26 The two largest sub functions
under the IT management LOB are IT Infrastructure Maintenance (30 percent) and Information Sharing
(3 percent). The analysis also revealed significant primary mapping to other mission LOBs such as
Homeland Security (18 percent), Community and Social Services (9 percent), Health (7 percent) and Law
Enforcement (6 percent), demonstrating a focus of these investments toward advancing agency mission
areas. Further analysis and improved data quality in future reporting will help to identify potential
opportunities for investment decisions in these areas.

25 OMB Circular A 11 Section 53, 21 July 2010
(http://www.whitehouse.gov/sites/default/files/omb/assets/a11_current_year/s53.pdf)

26 Federal Enterprise Architecture Consolidated Reference Model v2.3, October 2007 (http://www.whitehouse.gov/omb/e
gov/fea/)
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2.2.4 Performance Management 
The ISE continues to employ a performance management process to report on results. This will flow
from the new National Strategy for Information Sharing and Protection (as discussed later in this
chapter) and the priorities defined by the White House. As this process matures, ISE partners and
stakeholders will be held accountable by monitoring operation and maintenance; self reporting;
mitigation of risks; and exercising the ISE through a combination of quantitative and qualitative
measures. Each initiative will be assessed, measuring its progress and value to the overall ISE.

The PM ISE works closely with each ISE agency to obtain feedback and gather insights on improving the
processes and measures, with the intent of influencing the performance at each of the agencies. The
results of this year’s annual performance assessment can be found throughout this Report and in
Appendix A.

The PM ISE will continue to revise the existing performance framework to ensure alignment and build
upon previous performance measurement best practices. The PM ISE will monitor performance across
strategic investments, mapping the ISE strategic vision to initiatives, and outlining clear measures. This
systematic approach requires a clear strategic vision to define the expected mission capabilities, and
requires full representation and performance measurement of all the ISE initiatives.

The Performance Framework will consist of the following four views:

1. ISE Strategic View: Defines the vision and scope and answers the questions, “Why?” and
“Toward what outcomes are we working?”

2. Initiative View: Defines a work breakdown structure that answers the question, “What are we
doing to achieve the vision?”

3. Measure View: Describes the value to the community and answers the question, “How well are
we doing in terms of achieving the vision?”

4. Roadmap View: Presents a schedule of the priority work that remains to be completed.

Because the ISE has made substantial strides in maturity, this effort will not only measure current
progress, but also the community’s collective capacity to achieve mission capabilities.
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2.3 Stakeholder Engagement 
Stakeholder engagement has remained a top priority for the ISE community this year and will continue
to be a key component for strengthening management and oversight of the ISE in the months and years
ahead. As such, the PM ISE has focused on building a multi tiered governance and engagement strategy
driven by mission partners and inclusive of the technology industry.

First, the PM ISE brings the voice of the analysts, operators,
investigators, practitioners, and subject matter experts from
across communities to a collective table. Regular
engagement with these communities of interest (COIs),
formed to promote collaboration, provides ISE mission
partners with advice and recommendations on specific
topics, activities, and operational needs. In January 2011,
the PM ISE met with the Executive Director of the
International Association of Chiefs of Police (IACP). At this
meeting a number of common goals were identified and
related transactions were put into place to establish a
partnership. For example, the IACP is now a listed partner
on the ISE website, and information sharing success stories
told in Police Chief’s magazine (the official publication of the
IACP) are highlighted on the ISE website.

The ISE also provides a means for mission partners to
regularly communicate and collaborate with industry.
Standards development organizations assist mission
partners in developing, coordinating and maintaining
technical standards that address the interests of their varied
users.

As COIs naturally form around agencies, mission partners,
and ISE initiatives based on their specific domains of activity,
PM ISE strives to engage these communities through live
events and roundtables scheduled across the country; the ISE website; and the use of social media. The
PM ISE has actively engaged with representatives from every level of government; state, local, and tribal
partners; industry; international allies; and the public. The Program Manager, or his delegate, has
spoken at more than 40 events, reaching thousands of people. In the last year, the PM ISE participated
in the Law Enforcement Information Management Conference, the National Fusion Center Conference,
Integrated Justice Information Systems (IJIS) Institute Briefings, the DoD Identity Protection and
Management Conference, and many others. A list of events is included in Table 2.

The PM ISE also recognizes that the community does much of its work online. This venue for
communications enables bi directional interaction and is critical for bringing our state, local, tribal, and
international partners together with industry. Online tools are an essential complement to direct
outreach enabling us to support the interaction called for by IRTPA, Section 1016. Accordingly,

Emphasis on Industry

This year, the PM ISE placed a special

emphasis on engagement with

standards organizations and industry

consortia. Standards organizations assist

mission partners in developing,

coordinating and maintaining technical

standards that address the interests of

their varied users. Industry consortia

provide a means to communicate ISE

requirements to industry and provide

industry with a means to communicate

potential solutions to mission partners.

From here, mission partners can

develop mission driven requirements,

standards and processes for the ISE

which industry can then use for product

development.
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Specific upgrades include:

Mission Partner Pages featuring our information sharing mission partners, latest news and
social media updates
Multimedia Gallery with informative podcasts, videos, and news
Collaboration Tools that allow the community to provide feedback and discuss initiatives and
policies
Calendar to keep track of upcoming events and trainings
Document Library offering important documents easily in our comprehensive repository
ISE Partners Resource Directory to help locate key information sharing partners’ websites
Improved timeliness for news, featured stories, blog posts, and job opportunities

Figure 7.www.ISE.gov

2.3.1 Refreshing of the Vision for Information Sharing 
In 2010, the EOP asked the PM ISE to refresh the 2007 National Strategy for Information Sharing in
order to outline an updated vision and strategy for responsible information sharing and protection.
Leveraging the 2007 Strategy, the refreshed strategy will bring forward the foundational pieces of the
2007 document and will provide a target vision for the ISE which embraces a trusted, data centric
information sharing and protection vision. The new strategy will also anchor on the National Security
Strategy’s call for a ‘Whole of Government’ approach and focus on the mandates within the IRTPA to
empower investigators, analysts, and operators with actionable and timely information and intelligence.

Input from ISE mission partners is critical to ensure this refreshed strategy supports the CT mission and
provides complete solutions for ISE mission partners. To accomplish this, the PM ISE is inviting mission
partners and agencies to provide their vision for the ISE, as well as their valuable input on various topics
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2.4 ISE Culture Initiatives 
Achieving a culture where responsible information sharing is the norm rather than the exception is a
major goal of IRTPA that was further expressed in the 2005 Presidential Guidelines and Requirements in
Support of the ISE.27 The 2007 National Strategy for Information Sharing called for changing
“government culture to one in which information is regularly and responsibly shared and only withheld
by exception.”28 However, changing the culture of an organization, particularly a large organization, is a
formidable challenge. The breadth and complexity of the ISE compounds the task since the environment
extends across all levels of government in the United States, into parts of the private sector, and
includes foreign government partners as well.

Leaders who endorse and advocate for responsible information sharing are essential to meeting mission
objectives in the post 9/11 era. Information sharing has traditionally been an organizational
prerogative, with a bias for protecting information, due to the perceived risks associated with
information sharing. However, the events of 9/11 clearly demonstrated that the aversion to information
sharing among governmental agencies in fact created risks to national security that far outweighed the
benefits of protecting information.

In order to achieve a change in the culture, leaders at all levels of federal, state, local, and tribal
government must set expectations and clearly demonstrate their commitment to responsible
information sharing policies and goals. Positive use of appraisal system tools, commitment to quality

training, and judicious, credible use of incentives by leaders
at all levels of government can contribute to the imperative
for cultural change.

The PM ISE identified concrete steps and business practices
that could facilitate change in three broad areas: making
information sharing an evaluation factor in performance
appraisal systems; incorporating information sharing and
collaboration modules into agency training programs; and
encouraging agencies to recognize information sharing as
part of their awards programs. These three key areas—
appraisals, training, and incentives—are essential elements
for changing behaviors of employees and promoting
accountability.

Creating a culture of sharing involves changing the way people value information sharing and
collaboration by encouraging behaviors that foster sharing and discouraging those that do not.
Rewarding behaviors that foster information sharing and adoption of collaborative cross agency work

27 Memorandum for the Heads of Executive Departments and Agencies, Subject: Guidelines and Requirements in Support of
the Information Sharing Environment President’s Guidelines, December 16, 2005

28 NSIS, p.11.

The FBI reports that 16,082

employees (13,515 Special Agents

and 2,567 Intelligence Analysts) have

formally adopted ISE requirements

for information sharing into their

performance work plans.

(2011 ISE Annual Performance

Assessment)
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teams will improve performance throughout the government and enhance efforts conducted with non
governmental partners. People who are held accountable, properly trained, and rewarded for sharing
and collaborating not only provide short term improvements but, by serving as role models for others,
effect lasting long term culture change.

While tangible progress has been made in all three areas, we recognize that culture change
encompasses a much broader range of activities and involvement of all mission partners. For example,
work underway to support building communities of trust has been instrumental in changing the way
that law enforcement agencies work with local communities—an important culture shift. In addition,
other activities related to the Administration’s Open Government Initiative are also relevant to culture
change. PM ISE also continues to utilize performance management and investment tools such as
programmatic guidance to motivate, facilitate and reward information sharing behaviors and practices.
Essentially, all of the work done within the ISE facilitates the development of a culture of information
sharing, as we develop the capabilities, policies, and mutual trust necessary to ensure that sharing
information is the way we do business.

2.4.1 Appraisal/Information Sharing Behavior 
Federal agencies continue to expand their programs to include information sharing and collaboration as
part of the recruitment, orientation and performance evaluation of all employees; to increase and
improve mission specific training programs; to encourage the use of incentive awards for collaborative
efforts; to encourage joint duty like assignments to foster knowledge sharing; and to create COIs around
particular topics. In October 2009, the Director, Office of Personnel Management (OPM) issued a
memorandum to federal Chief Human Capital Officers in which he stated “information sharing and
collaboration should be a common, core behavior across all departments and agencies.” Information
sharing is also a component of the Performance Management System Requirements under Intelligence
Community Directive (ICD) 651, requiring IC agencies to take steps to include sharing and collaboration
in their professional standards and evaluation processes.

Each respondent to the 2011 ISE Annual Performance Assessment reported that their ISE related
employees have information sharing and collaboration as components of their performance appraisals,
showing a 14 percent growth from 2010. Moreover, 10 out of 14 of these same responding agencies
reported that these information sharing and collaboration components were even included in the
performance appraisals of employees without ISE responsibilities. This marks an improvement of 30
percent over the past year and consistent commitment to promoting this value within the ISE. The FBI’s
Senior Executives as part of their performance evaluations, are rated on “Collaboration and Integration”
indicative of the Bureau’s interest in rewarding information sharing efforts. The DoD provides authority
to individual components and managers to include information sharing in performance appraisals and
organizations such as the Joint Intelligence Task Force for Combating Terrorism Defense Intel Unit have
incorporated these criteria into performance evaluations. The Assistant Secretary of Defense for
Homeland Defense and America’s Security Affairs also evaluates employees on information sharing and
collaboration. Further, the CIA, DHS, DNI, DoD, DOI, DOJ, and NCTC reported that they have specific
policies to ensure that information sharing and collaboration are included in personnel appraisals.
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2.4.2 Information Sharing Training 
Training staff to both appreciate the importance of information sharing at all levels of operation and to
effectively share information through existing and emerging mechanisms is essential to ensuring
progress. In 2009, PM ISE issued an ISE Core Awareness Training as an introduction to the ISE and its
components; this module continues to be publically available online and generates a foundational
understanding of the ISE. This year, DHS continued
to work towards ensuring all required staff
completes the ISE Core Awareness Training. In
addition to ISE Core Awareness Training, the FBI
provides numerous courses to contractors and
personnel, including U.S. Persons and Information
Sharing and how to use various FBI information
sharing systems such as LEO, N DEx, and eGuardian.
Various seminar opportunities are also provided
such as the Knowledge Week Seminar on IC
Information Sharing and the Information Sharing
Technology Speaker Series, which often addresses
information sharing.

Information sharing training promotes not only the importance of information sharing, but also the
importance of teambuilding, collaboration, best practices, and the specific skill development needed to
execute sharing activities. Ten out 14 (71 percent) of respondents to the 2011 ISE Annual Performance
Assessment reported that they have implemented mission specific training that supports information
sharing and collaboration; compared to 2010, this equates to a positive growth rate of seven percent.
Training efforts in the ISE have been ongoing since the passage of the IRTPA, beginning with basic
foundational training, and now advancing to more focused, mission specific efforts. PM ISE is dedicated
to linking mission partners with similar interests and training priorities in order to identify potential joint
projects resulting in better products and cost efficiencies. Almost all partners with a CT mission report
having implemented training that supports information sharing. In fact, all departments under the
purview of the DNI reported implementing mission specific training to support information sharing and
collaboration in this year’s ISE Annual Performance Assessment. The DoD provides several related
training opportunities through its Joint Knowledge On Line portal, enhancing availability and ease of
education. DHS not only has information sharing training for its own employees; it has also initiated a
project with the Federal Law Enforcement Training Center to develop an information sharing training
tailored to the law enforcement community. Meanwhile, the DOI has implemented information training
for both sworn and non law enforcement personnel. All of these efforts reflect a collective commitment
to enabling information sharing through personnel training.

The NSI Program Management Office (NSI PMO) has developed and conducted extensive training
including executive briefings, analytic training, and line officer training. According to the NSI First
Quarter 2011 Activity Summary, the NSI is making great strides in providing SAR training to law
enforcement and support personnel to help ensure that they are trained to recognize behavior and
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incidents identified by law enforcement officials and CT experts from across the country as being
reasonably indicative of criminal activity associated with terrorism. The NSI has been working with the
IACP, the Major Cities Chiefs Association, the Major County Sheriffs’ Association, the National Sheriffs’
Association, the Association of State Criminal Investigative Agencies, and others to help deliver this
training as quickly and efficiently as possible to all law enforcement officers.

The Washington State Patrol (WSP) posted the SAR Line Officer Training video on the WSP Web
site, and as of 31 March 2011, more than 1,400 WSP employees have viewed the training.
The Virginia Fusion Center pushed the training out to the Virginia State Patrol staff, officers, and
personnel, and has successfully trained every state trooper.
The Georgia Bureau of Investigation has worked to get POST credit for officers who take the
required SAR line officer and CICC privacy trainings, and will mandate that training be completed
by 15 July 2011.
The Southern Nevada Counter Terrorism Center (SNCTC) posted the line officer training to the
SNCTC Web site, which has allowed access to all law enforcement officers in the state of
Nevada.
The Florida Fusion Center is one of the first fusion centers to develop a customized line officer
training program through LEAPS.TV, which also offers individual jurisdictions the opportunity to
customize the program by adding information on specific procedures and practices within their
agencies to the basic NSI PMO program.
The Los Angeles County Sheriff’s Office and the Memorial Institute for the Prevention of
Terrorism have partnered to provide training to all deputies.

In response to the 2010 Baseline Capability Assessment (BCA), the DHS Office of Intelligence and
Analysis (I&A) and the Homeland Infrastructure Threat and Risk Analysis Center sponsored three
deliveries of the Introduction to Risk Analysis Course. The five day course was offered in September
2010, December 2010, and February 2011 and was intended to support fusion centers in building the
capability to regularly assess the local implications of time sensitive and emerging threat information,
contributing to risk analysis. Participant feedback, collected voluntarily after the conclusion of each
course, suggests that the course provided fusion centers with the resources they need to enhance their
ability to assess the local implications of threat information through the use of a formal risk assessment
process.

The Watchlisting community, led by the NCTC and FBI’s Terrorist Screening Center (TSC), in coordination
with nominating and screening agencies, is developing a standardized training course to educate the
community on the updated Watchlisting Guidance. The course is designed to help standardize
watchlisting and screening processes and decisions and to improve the quality of information regarding
known and suspected terrorists. To date, NCTC has facilitated pilot training sessions and is planning
additional pilots in late spring/early summer. The classroom based training is scheduled to be fully
implemented by July 2011. An additional, web based training module is scheduled to for development
after implementation of the classroom based training.
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Another indicator of success regarding the production and availability of appropriate training and
educational materials to support information sharing, is that all mission partners responding to the ISE
2010 ISE Annual Performance Assessment responded that the currently available ISE training is sufficient
to support their mission. In addition, all federal agencies reported that their personnel receive training
with a specialized privacy and civil liberties protection component at least annually.

2.4.3 Incentives 
Positive reinforcement also plays an important role in encouraging an information sharing culture.
Routinely recognizing and rewarding effective information sharing, as well as expertise and competency
development, will serve to increase its frequency and the desire of personnel to improve efforts. To this
end, 86 percent of ISE departments and agencies reported offering an award that includes information
sharing and collaboration directly or indirectly as criteria. Moreover, the number of responding ISE
departments and agencies that have identified an increase in information sharing and collaboration
award nominations has doubled over the past year. But only three agencies—the DOJ, the Department
of Transportation (DOT), and the FBI—report offering agency specific incentives to encourage
information sharing, indicating a clear area for improvement. FBI created the Chief Information Sharing
Officer Award to enhance awareness of information sharing goals and the central role they play in the
FBI’s National Security and Criminal missions. DOT offers cash awards to employees to acknowledge
their involvement in information sharing efforts. And DHS reports that they continue to work towards
implementing an award program to recognize information sharing.

2.4.4 Exercises 
As information sharing becomes institutionalized, we expect to see elements of the ISE reflected in
organizational exercises. For example, the FBI recently created a “National Level Exercise (NLE)
Coordinator” position to ensure that the FBI’s intelligence component is being fully integrated with the
NLE process.

In 2011, PM ISE began looking at exercises being conducted at the national and interagency levels to
understand how operational reality impinges on theory. While neither conducting nor directly
participating in the exercises, PM ISE will endeavor to collect lessons learned, to identify exercise driven
requirements for the ISE, and as necessary, to provide general guidance on incorporating ISE elements
into operational exercises.
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Federal Geospatial Concept of Operations 

Now in its third year of development, the Federal Geospatial Concept of Operations (Federal
GeoCONOPS) effort, led by the DHS, has reached a state of maturity for inclusion in National
Level Exercises and transition to routine operational use. The goal of the Federal
GeoCONOPs is to assure that sharing geospatial information for situation awareness is
conducted effectively and in alignment with the Incident Command System, Homeland
Security Presidential Directive (HSPD) 5 “Management of Domestic Incidents,” and National
Response Framework policy and doctrine. In accordance with incident response doctrine,
the Federal GeoCONOPS is being developed as an all threats, all hazards, all phases of the
emergency management lifecycle resource. The Federal GeoCONOPS provides
comprehensive guidance on authoritative sources of information, defines the roles of
Emergency Support Functions for the development and sharing of geospatial information,
and addresses mission specific areas such as life saving and damage assessment.

2.4.5 Best Practices 
In order to facilitate the quick integration of new ideas, and more importantly, those that are proven to
generate results, the ISE must readily identify, communicate, and implement best practices. Identifying
and packaging them in a way that allows replication and innovation based on proven concepts is critical.
To this end, PM ISE is developing “Building Blocks of the ISE,” a toolkit that includes the many
components of the ISE which work together to facilitate information sharing and protection. This web
based resource will allow ISE mission partners at any level (state, local, tribal, or international) to better
understand what makes the ISE function with guidance on how replication is possible in different
environments.
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 Building the Foundation  
Six years after passage of IRTPA, some of the most significant barriers to federal, state, local, tribal, and
private sector collaboration have been overcome and others are being aggressively addressed by the
PM ISE and mission partners.

Comprehensive ISE Privacy Guidelines and implementation guidance are in place;
A comprehensive program for designating, handling, and marking Controlled Unclassified
Information (CUI) has been developed and will standardize more than 100 unique markings
currently used for Sensitive But Unclassified (SBU) information;
A solid blueprint for a standards based ISE, founded on the National Information Exchange
Model (NIEM)—ISE Enterprise Architecture Framework—is in place and helps guide federal
agency architectures and IT investment planning;
Common information sharing standards, such as the ISE Functional Standard for Suspicious
Activity Reporting (SAR) Version 1.5, documents the rules, conditions, guidelines, and
characteristics of business processes, production methods, and products that support
information sharing; and
An Executive Order designed to safeguard and govern access to classified national security
information shared by the Federal Government with state, local, tribal, and private sector
entities, has been released.

In addition, much work has been done to improve sharing with state, local, tribal, and territorial (SLTT)
governments. The establishment of a national, integrated network of state and major urban area fusion
centers permits SLTT governments to: (1) receive classified and unclassified information from federal
partners; (2) assess local implications of threat information through the use of a formal risk assessment
process; (3) further disseminate threat information to SLTT authorities, and private sector entities
within their jurisdiction; and (4) gather, aggregate, analyze, and share locally generated information
with federal partners as appropriate.

Another significant example is creating the Nationwide Suspicious Activity Reporting (SAR) Initiative
(NSI). The NSI builds on what law enforcement and other agencies have been doing for years—gathering
information regarding behaviors and incidents associated with criminal activity—and establishes a
standardized process whereby that information can be shared among agencies to help detect and
prevent terrorism related criminal activity. The NSI provides an interrelated set of common policies and
mission processes which leverage ISE core capabilities and enable fusion centers, as well as the men and
women on our nation’s counterterrorism front line, to access and share the information they need to
keep the country safe.

There has also been significant information sharing improvements by other mission partners. Perhaps
the most significant and visible change in terrorism related information sharing was the establishment
of the National Counterterrorism Center (NCTC). Further, the Director of National Intelligence, in
partnership with the Intelligence Community (IC) advanced integration of information sharing processes
by issuing ground breaking Intelligence Community Directive (ICD) 501 Discovery and Dissemination or
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Retrieval of Information. This directive promotes responsible information sharing by distinguishing
between discovery (obtaining knowledge that information exists) and dissemination or retrieval
(obtaining the contents of the information). And finally, the Interagency Threat Assessment and
Coordination Group was established to bridge the intelligence information gap between traditional
intelligence agencies and state, local, tribal, territorial, and private sector partners.
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3  Improving Information Sharing Activities 
The Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) makes it clear the PM ISE’s
responsibilities extend to addressing and facilitating improved information sharing between and among
the components of the Intelligence Community (IC), the Department of Defense (DoD), as well as the
homeland security and law enforcement communities. In addition, the PM ISE is required to address

and facilitate responsible information sharing between
federal departments and agencies and state, local and tribal
governments; federal departments and agencies and the
private sector; and federal departments and agencies and
foreign partners and allies. In ensuring responsible
information sharing between all of these mission partners,
the PM ISE must also ensure the protection of privacy, civil
rights, and civil liberties (P/CR/CL).29

Since Congress called for the creation of the ISE, significant
progress has been made to build a broad foundation for
information sharing across the Federal Government, as well
as with our state, local, and tribal partners and the private
sector and international community. This chapter speaks to
a wide range of mission partner activities improving
information sharing between and among these vital ISE
mission partners, encompassing the full range of mission
activities.

Although the focus of this Report remains on terrorism
related initiatives, this chapter also describes mission
partner activities, some of which may not have been
developed explicitly to support counterterrorism (CT), but
indirectly support the CT mission, or may ultimately serve as
“best practices” with applicability to information sharing and
collaboration government wide, including the ISE.30

29 IRTPA Sec. 1016 (f)(2).

30 The fact that the ISE can leverage these achievements is consistent with one of its key attributes identified in IRTPA—to
build upon existing systems capabilities currently in use across the government.

We are improving information

sharing and cooperation by linking

networks to facilitate Federal, state,

and local capabilities to seamlessly

exchange messages and

information, conduct searches, and

collaborate. We are coordinating

better with foreign partners to

identify, track, limit access to

funding, and prevent terrorist

travel. Recognizing the inextricable

link between domestic and

transnational security, we will

collaborate bilaterally, regionally,

and through international

institutions to promote global

efforts to prevent terrorist attacks.

– National Security Strategy,

May 2010
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3.1 Suspicious Activity Reporting 
The findings in the 9/11 Commission Report31 and the Markle Foundation32 clearly demonstrated the
need for a nationwide capacity to share information that could detect, prevent or deter a terrorist
attack. IRPTA, followed by the 2007 National Strategy for Information Sharing, indicates both legislative
and executive intent to establish locally controlled, distributed information systems wherein potential
terrorism related information could be contributed by the 18,000 state, local and tribal law enforcement
agencies for analysis, to determine if there are any significant emerging patterns or trends. Following
this guidance, the Nationwide Suspicious Activity Reporting (SAR) Initiative (NSI) was born.

The NSI is a partnership that establishes a capacity for sharing terrorism related Suspicious Activity
Reports, also known as ISE SAR. “An ISE SAR is a SAR that has been determined, pursuant to a two part
process, to have a potential terrorism nexus (i.e., to be reasonably indicative of criminal activity
associated with terrorism).”33 The NSI provides analysts, operators and investigators with another tool
for “connecting the dots” in combating crime and terrorism, by establishing a national capacity for
gathering, documenting, processing, analyzing, and sharing SAR—referred to as the SAR process—in a
manner that rigorously protects the privacy and civil liberties of Americans.

The SAR process is critical to preventing crimes, including those associated with domestic and
international terrorism. In developing the standards and processes, the NSI leveraged the guidance and
expertise provided by GLOBAL which serves as a federal advisory committee and advises the U.S.
Attorney General on justice information sharing and integration initiatives. This includes leveraging the
National Information Exchange Model (NIEM), which is the backbone of the technology component of
the NSI process, as well as privacy guidelines and checklists, to develop a comprehensive program.

NSI in Action 

In January 2010, a Los Angeles Police Department (LAPD) line officer who was trained in SAR
discovered a store owner who was selling illegal cigarettes, brass knuckles, counterfeit
name brand purses and wallets, and drug paraphernalia. While conducting a search at the
store, LAPD officers observed a bomb making recipe taped to the wall. Subsequently, the
store owner was arrested, the recipe was determined to be a viable bomb making formula,
and an investigation into possible terrorism financing is ongoing.

31 9 11 Commission Report, July 2004

32 Nation At Risk: Policy Makers Need Better Information to Protect the Country, 1 March 2009

33 ISE SAR Functional Standard v. 1.5, http://nsi.ncirc.gov/documents/ISE FS 200 ISE
SAR Functional Standard V1 5 Issued 2009.pdf.
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3.1.1 Implementation of the NSI – Building on Success 
Every day, law enforcement officers observe suspicious activity or receive reports from concerned
civilians, private security, and other government agencies about behaviors that could have a potential
nexus to terrorism. Until recently, this information was generally stored at the local level and shared
within the agency—or, at most, regionally shared–as part of an incident reporting system. Since the
standup of the NSI PMO—led by the DOJ, Bureau of Justice Assistance (BJA), and implemented in
partnership with the FBI and DHS–the NSI has made substantial progress with standardizing these ad
hoc methods of reporting and analysis, and implementing these standards, policies, and processes
within the National Network of fusion centers so that timely, relevant information can be shared across
federal, state, local, and tribal law enforcement agencies, while also working to ensure that the privacy
civil rights, and civil liberties of citizens are protected.

NSI Privacy Framework

The protection of P/CR/CL is paramount to the success of the NSI. Given this importance, the NSI has
worked with key partners—including the American Civil Liberties Union and other advocacy groups—to
develop protections that, when consolidated, make up the NSI Privacy Framework, which is derived
from the protection requirements of the ISE Privacy Guidelines and has elements specific to NSI
operations. The NSI requires each site to consider privacy throughout the SAR process by fully adopting
the elements within the NSI Privacy Framework prior to NSI participation: development and adoption of
a written privacy policy which addresses specific SAR protection requirements; designation of an official
for privacy and civil liberties; adhering to the business processes of the ISE SAR Functional Standard
Version 1.5; and providing personnel with information on P/CR/CL protections through the NSI role

based training modules.

In addition, NSI participant sites are strongly
encouraged to engage in outreach with privacy, civil
liberties, and community based advocacy groups to
foster transparency and trust as well as to obtain
feedback and perspective on information sharing
initiatives.

NSI Training

The 850,000 uniformed officers in the United States
are the foundation for the NSI. To ensure that these
officers are properly trained, the NSI PMO takes a
multifaceted approach designed to increase the
effectiveness of state, local, and tribal law
enforcement professionals in identifying, reporting,
evaluating, and sharing pre incident terrorism
indicators to prevent acts of terrorism. The
overarching goals of the training strategy are to
facilitate agency implementation of the SAR process
and to enhance a nationwide SAR capability. The NSI

“In my twenty five years of law

enforcement experience this was without

a doubt the best training session I have

ever attended. I left Oklahoma City excited

to bring this information back to my

agency and get this training to the front

line officers. I look forward to participating

in the next phases of the InCop training

program. I truly believe in this training and

believe it is in the best interests of our

nation’s safety to have every front line

officer in every law enforcement agency

trained in the InCop techniques.”

– Sergeant, Jersey City Police Department,

April 2011
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has developed training for front line officers, analysts, and chief executives regarding the behaviors and
indicators of terrorism related criminal activity. These training efforts focus on behaviors that have been
previously established as potential precursors to criminal acts leading to terrorist activity – the “what,”
not the “who.” Training is offered through direct and indirect programs, such as the Memorial Institute
for the Prevention of Terrorism’s Information Collection on Patrol (InCop) and Train the Trainer (TtT)
programs, and online through training videos. Participant feedback on these programs has been very
positive. To date, nearly 50,000 officers have received direct, indirect, or on line training.

NSI training will be enhanced this year to include language about placing a behavior into the NSI
Federated Space and eGuardian if, based on their own training, experience, or location (target or critical
infrastructure), a participant feels that an observation has a reasonable nexus to a potential terrorism
event. In the end, the “totality of the environment” is the defining guidance. Also, leveraging resources
and advancing integration, all FBI Joint Terrorism Task Forces (JTTF) personnel will receive full
recognition of their own training.

To provide support to front line officers in particular, the NSI PMO, in partnership with the IACP, Major
Cities Chiefs Association (MCCA), Major County Sheriffs’ Association (MCSA), National Sheriffs’
Association (NSA), the Association of State Criminal Investigative Agencies (ASCIA), and the National
Network of fusion centers, is working to deliver a training video for law enforcement and support
personnel, training them to recognize those behaviors and incidents that are potentially indicative of
criminal activity associated with terrorism. The goal is to have all officers trained by the fall 2011.

Implementation of NSI on America’s Rails 

The SAR process has been fully implemented throughout the entire East Coast Amtrak
network, which including SAR training for all Amtrak police and rail staff. Commuter rail
systems that have implemented most elements of the NSI include: the Maryland
Transportation Authority, Southeastern Pennsylvania Transportation Authority, New Jersey
Transit, New York/New Jersey Port Authority, Massachusetts Bay Transportation Authority,
and the New York Metropolitan Transportation Authority. Elements introduced or in place
include staff and police training in behavioral recognition, messaging, SAR reporting, SAR
analysis, entry of data into the Shared Space or eGuardian, and implementation of privacy
policies that are in compliance with the ISE Privacy Guidelines. The next steps are to
complete the East Coast implementation; move on to the national freight rail systems and
Midwest Amtrak and Chicago; and begin implementation on the West Coast.

Stakeholder Outreach

The success of the NSI largely depends on the ability of law enforcement to earn and maintain the
public’s trust. Therefore, NSI sites are encouraged to engage in outreach to members of the public,
including privacy and civil liberties advocacy groups and private sector partners, to explain how these
new tools will be used, while ensuring the protection of citizens’ P/CR/CL. This has resulted in the
creation of the Building Communities of Trust (BCOT) initiative, discussed later in this chapter.
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Over the past year the NSI PMO has also been coordinating closely with DHS on the “If You See
Something, Say Something™” campaign. This campaign—originally implemented by New York City’s
Metropolitan Transportation Authority—is a simple and effective program to raise public awareness of
the indicators of terrorism, crime, and other threats, and to emphasize the importance of reporting
suspicious activity to the proper transportation and law enforcement authorities. Campaigns have been
launched over the past several months with the National Football League, the National Collegiate
Athletic Association, the Indianapolis 500, the National Basketball Association, the Mall of America, and
the Pentagon Force Protection Agency.

DHS is also working to align the efforts of the "If You See
Something, Say Something™" campaign with a similar
program within the Coast Guard, "America's Waterway
Watch" (AWW). AWW engages public and private
stakeholders to be aware of suspicious activity along U.S.
ports and waterways and report suspicious activity via a
24x7 hotline, 877 24WATCH. The "If You See Something,
Say Something™" campaign and AWW recently developed a
joint outreach program for the Washington State Ferry
System and are planning on rolling out this joint awareness
campaign to include all major ferry systems.

The NSI also recognizes the importance of incorporating the private sector—which owns and operates
more than 80 percent of the Critical Infrastructure and Key Resources (CIKR) in our country—and has
therefore been working with the DHS Office of Infrastructure Protection (IP) to incorporate the 18
identified sectors into the future NSI process.

Interagency Coordination Bolsters the NSI 

DHS IP is providing additional avenues of communication between critical infrastructure
owners and operators and the SAR process through the Critical Infrastructure and Key
Resources Information Sharing Environment (CIKR ISE), the primary private sector
component of the ISE. In support of Secretary Napolitano’s “If You See Something, Say
Something™” campaign, IP created a standardized format for stakeholders to submit
reports. The SAR for Critical Infrastructure tool, currently in the pilot phase for two sectors,
will allow stakeholders to share SAR reporting within their sector and with the National
Infrastructure Coordinating Center (NICC) through portals on the Homeland Security
Information Network Critical Sectors (HSIN CS). The NSI PMO’s strategic engagement plan
for critical infrastructure highlights and supports expanded availability of the tool for
additional sectors upon the completion of this pilot.

Since the inception of the “If You See Something, Say Something™” campaign in July 2010,
the NICC Watch has observed a significant increase in SAR reporting. Once a SAR is received
from sector partners, the NICC analyzes the information and, if the SAR has a potential
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nexus to terrorism, generates a report called a “Patriot Report.” A redacted version of the
Patriot Report is shared with cross sector critical infrastructure stakeholders through HSIN
CS and with the National Operations Center (NOC) Fusion Desk. The NICC Watch also
disseminates the full Patriot Report within the Federal Government to include the DHS
Office of Intelligence and Analysis (DHS I&A), the NOC Intelligence Watch and Warning, the
FBI, and the NSI.

Enabling Technology

To support the operational mission, the NSI Federated Search facilitates information sharing using NIEM.
NIEM enables information sharing, focusing on information exchanged among organizations as part of
their current or intended business practices. The NIEM exchange development methodology results in a
common semantic understanding among participating organizations, with data formatted in a
semantically consistent manner. NIEM is being used to standardize content (actual data exchange
standards), provide tools, and managed processes. By utilizing NIEM, the NSI has made it possible for
agencies to search and share terrorism related SAR across a federated environment.

There are several ways in which NSI participants can make their SAR information available to the NSI
Federated Search: by installing an NSI Shared Space Server; by using an existing legacy Computer Aided
Dispatch/Record Management System that is in line with NIEM standards; or by creating an eGuardian
account. NSI participants can access NSI Federated Search through either RISSNet or LEO, and
participants will be able to access the search through Homeland Security Information Network Law
Enforcement (HSIN LE) sometime in the future.

Standardized Processes

The standardized processes and policies established by the NSI PMO provide federal, state, local, and
tribal law enforcement with the capability to share timely, relevant SAR information that has been
determined to have a potential nexus to terrorism while ensuring that P/CR/CL are protected. The
National Network is a critical part of this connectivity. The NSI PMO has closely coordinated with the
State and Local Program Office within DHS I&A, which has the lead for providing support to fusion
centers and has also been tasked with providing NSI training and implementing NSI processes within all
relevant DHS components. This continued relationship will be critical as the NSI completes the initial
implementation and capability of accessing these tools within state and major urban area fusion
centers, and moves toward sustainment and utilization of these capabilities.

Focus over the next year will turn to continued implementation within the Federal Government,
including all DHS and DOJ law enforcement components, as well as key partners within the private
sector and non traditional homeland security sectors.34

34 DoD is already using eGuardian as discussed later in this chapter

IA_00419



2011 ISE Annual Report to the Congress

38

Information from Public Yields Arrest 

On 28 October 2010, the FBI Public Access Center Unit received information submitted from
an individual, via the Internet, reporting what he or she believed to be threats to the
Washington D.C. Metro system. According to the source, the subject indicated, through his
Facebook account, his intentions of placing pipe bombs on Metro trains in Washington, DC.
The subject also discussed planting bombs in sewers in Georgetown neighborhoods. This
information was entered into the FBI Guardian system where a terrorism assessment was
initiated. At the same time, the information was pushed down from Guardian to the
eGuardian system, ensuring that more than 1,000 eGuardian agency partners were also
informed of the threat information.

Upon conclusion of the assessment, on 2 December 2010, the FBI Washington Field Office
opened a case to investigate the threats. The investigative efforts resulted in the 14
December 2010 arrest of Awais Younis, a.k.a. Mohhanme Khan, a.k.a. Sundullah Ghilzai for
communicating threats via interstate communications. On 14 December 2010, Younis was
ordered to undergo a mental evaluation. He was subsequently indicted by a federal grand
jury.

On 11 April 2011, Younis pled guilty to conspiring to provide material support to al Qaida
and collecting information for a terrorist attack on a transit facility. Younis’ guilty plea was
part of a negotiated plea agreement with federal prosecutors, and he apologized in court for
his conduct. Younis is a naturalized U.S. citizen from Pakistan, who resided in Northern
Virginia. He had conducted video surveillance of DC’s Metro rail system and had suggested
ways of bombing the Northern Virginia subway stations to inflict the highest number of
casualties.

3.1.2 Suspicious Activity Reporting (SAR) Sub-Committee 
The SAR Sub Committee of the ISA IPC focuses on a standardized process in which SAR information can
be shared among agencies to help detect and prevent terrorism related criminal activity. The Sub
Committee is chaired by the DOJ, BJA with additional membership from the FBI, DHS, NSI PMO, PM ISE,

and ODNI.

The SAR Sub Committee is responsible for leading the
development of strategy, guidance, and policy documents for
gathering, analyzing and sharing SAR information; ensuring
interagency coordination on related efforts; and resolving
interagency issues. In the last year, the SAR Subcommittee and
the FBI’s JTTFs worked together to incorporate the eGuardian
system with the NSI shared spaces. This helps formalize
information sharing between state, local, and tribal partners,
and leverages the already successful relationships between SLT

In the last year, the SAR

Subcommittee and the FBI’s Joint

Terrorism Task Forces (JTTF)

worked together to incorporate

the eGuardian system with the

NSI shared spaces.
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partners and the FBI’s Joint Terrorism Task Forces. It also streamlines processes and aligns privacy
policies among various partners.

In the coming year, the SAR Sub Committee will focus on several initiatives aimed to further mature the
NSI. These efforts include leveraging the Sub Committee members to identify and improve the use of
SAR in intelligence and homeland security threat documents; identifying the scope and requirements for
development of an ISE SAR Functional Standard v2.0; creating a roadmap to better align SAR technology
solutions; seeking the most efficient training and communications processes; and providing policy
recommendations on incorporation of the private sector, including CIKR into the NSI.

3.1.3 Enhancing SAR Analysis 
To further strengthen the strategic analysis of SAR data, the DHS SAR Initiative Management Group (DSI
MG) is assisting components with engaging the NSI PMO. In addition to sharing their respective SAR with
other NSI participants, components are providing an enriched SAR data set that can be leveraged by I&A
for the purpose of producing analysis. Some of the products serve as tactical intelligence that assists the
decision making efforts of state, local, tribal and federal law enforcement agencies as they provide
protective measures.

SAR Analysis Survey 

DHS I&A conducted a survey in April 2011 with the goal of documenting SAR Analysis
products that are being produced at the federal as well as the state, local, and tribal (SLT)
levels, and recommending areas for future production by the community. The survey has
spurred I&A’s initiation of a regional analytical working group that will discuss current
tradecraft and best practices as they relate to SAR related intelligence products.

As of May 2011, the FBI, in addition to various offices within DHS, is regularly producing SAR products
for use by DHS components, the IC, SLTT law enforcement, and the private sector. Products range from
stand alone SAR products to routine analytic products that incorporate SAR data.

DOI Establishes Dam Sector Intelligence Working Group  
to Share and Coordinate SAR 

This year, the DOI stood up the Dam Sector Intelligence Working Group to share and
coordinate SAR on dams across the United States. The Working Group includes
representatives from DHS, the U.S. Army Corps of Engineers, the Tennessee Valley
Authority, and DOI. This effort has significantly improved the overall situational awareness
regarding the safety and security of dams, some of which are national critical infrastructure.
DOI is a member of the National Infrastructure Protection Plan’s Sector Partnership as part
of the Dams Sector and participates in the information sharing activities of the entire Dams
Sector. The Dams Sector, under the CIKR ISE, initiated the first form of a sector wide SAR
process among the critical infrastructure sectors two years ago.
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3.1.4 Building Communities of Trust (BCOT) 
The BCOT initiative focuses on developing relationships of trust between police departments, fusion
centers, and the communities they serve—particularly immigrant and minority communities—to
prevent terrorist related crime and to help keep our communities safe. Under the leadership of the NSI,
the BCOT initiative expanded in 2010, with roundtables held in Chicago and Los Angeles. Several more
meetings are planned for 2011. The NSI also partnered with the DHS Countering Violent Extremism
(CVE) efforts with meetings held in Dearborn, MI and Minneapolis, MN.

In the fall of 2010, the Guidance for Building Communities of Trust was released at the International
Association of Chiefs of Police (IACP) annual conference in Orlando, Florida. This guidance provides
advice and recommendations to law enforcement, fusion center personnel, and the community on how
to initiate and sustain trusting relationships that support meaningful sharing of information,
responsiveness to community concerns and priorities, and the reporting of suspicious activities that
appropriately distinguish between innocent cultural behaviors and behaviors that may legitimately
reflect criminal enterprise or terrorism precursor activities.

Maritime SAR initiative 

The Maritime SAR initiative, led by the National Maritime Intelligence Center (NMIC), aims
to establish a process or to leverage NSI’s process for maintaining and disseminating all
maritime SAR; to work with the global maritime community of interest to populate the NSI
Shared Space with maritime related information to maximize information sharing; and to
establish and designate a Federal Maritime SAR entity with analytical responsibilities. This
initiative is also aimed at training maritime related industry employees on SAR reporting.
Further, it is imperative that as a nation we ensure that maritime SAR data is brought
together for dialog and trending analysis.

3.1.5 Leveraging the SAR Experience 
In addition to its successful use in the reporting of suspicious activities, the SAR process and its
innovative use of common terminology to describe incidents, its use of NIEM as a methodology for data
exchange, and its focus on training to achieve consistency of reporting are potentially scalable to other
information sharing processes. In particular, the SAR process and its functional standard is being
considered as a repeatable best practice which can be applied to the sharing of cybersecurity incident
reporting information, a key element of the Comprehensive National Cybersecurity Initiative.35

Accordingly, the NIEM Program Management Office is developing a NIEM Information Exchange Package
Documentation (IEPD) for cybersecurity incident reporting, and PM ISE is promoting the use of the SAR
Functional Standard as a model for collaboration across six centers that are responsible for carrying out
U.S. cyber activities.

35 http://www.whitehouse.gov/sites/default/files/cybersecurity.pdf
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3.2 National Network of Fusion Centers 
Fusion centers serve as focal points for the receipt, analysis, gathering, and sharing of threat related
information between the Federal Government and state, local, tribal, and private sector (SLTPS)
partners. Located in state and major urban areas throughout the country, fusion centers are uniquely
situated to empower front line law enforcement, public safety, fire service, emergency response, public
health, CIKR protection, and private sector security personnel to understand local implications of
national intelligence, enabling local officials to better protect their communities. Fusion centers provide
interdisciplinary expertise and situational awareness to inform decision making at all levels of
government. They conduct analysis and facilitate information sharing while assisting law enforcement
and homeland security partners in preventing, protecting against, and responding to crime and
terrorism. Fusion centers are owned and operated by state and local entities with support from federal
partners in the form of deployed personnel, training, technical assistance, exercise support, security
clearances, and connectivity to federal systems, technology, and grant funding. Since June 2010, DHS
has provided the following support to fusion centers:

In partnership with DOJ, assisted 57 fusion centers with privacy policies, bringing the total
number to 71 fusion centers with privacy policies, which represents a 407 percent increase since
the last Annual Report (see Figure 8)
Deployed the Homeland Secure Data Network (HSDN) to an additional 15 fusion centers,
bringing the total number to 52 fusion centers with HSDN, which represents a 41 percent
increase since the last Annual Report
Deployed 12 DHS Intelligence Officers to fusion centers, bringing the total number to 70
deployed officers, which represents a 21
percent increase since the last Annual
Report
Granted 1,173 security clearances for
state, local, and tribal fusion center
personnel
Delivered security liaison training to 68
fusion center security liaisons
Deployed the CIKR ISE to five pilot fusion
centers to support local and regional
critical infrastructure protection

3.2.1 Fusion Centers and the FBI 
In 2010, all 56 FBI field offices conducted self assessments on their relationship with fusion centers,
providing a comprehensive understanding of how the FBI is currently engaged with fusion centers.
During this process, the FBI program managers also worked closely with PM ISE and DHS to evaluate and
validate fusion center baseline capabilities and to address areas of common concern discovered during
this process.

The FBI continues to assess and develop field office fusion center engagement based on lessons learned
and knowledge gleaned from the assessments, as well as improvements in fusion center capabilities.
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The FBI plans to continue close collaboration at both the field office and headquarters levels to
standardize processes; clarify procedures; and facilitate more effective engagement with fusion centers.
The FBI understands the value of collaboration with other law enforcement entities in maintaining
homeland security, and remains committed to strengthening ties at all levels of government.

FBI in Fusion Centers 

Currently, 103 FBI personnel are assigned to 59 fusion centers, with 48 embedded full time
in 26 fusion centers and 55 working on a part time basis in 33 fusion centers. Of these, 32
are Special Agents (SAs) and 71 are Intelligence Analysts (IAs). FBINet, the FBI's primary
network system for the daily investigative and administrative functions of the FBI, is
available to 37 fusion centers. The FBINet presence enables assigned FBI personnel to more
fully collaborate with all fusion center personnel since FBI information is at their fingertips.
Plans and equipment for FBINet installation in 15 additional fusion centers is scheduled to
commence in 2011 and be completed by fiscal year 2012.

3.2.2 Baseline Capabilities Assessment (BCA) 
The most notable interagency effort in support of the National Network in 2010 was the BCA. In
September 2010, federal, state, and local officials completed the first nationwide, in depth assessment
of fusion centers to evaluate their capabilities and to establish strategic priorities for Federal
Government support. The BCA was designed to evaluate the fusion centers’ Critical Operational
Capabilities (COC) in an effort to understand the overall maturity of the National Network and to aid
fusion centers in reaching their full potential as focal points within the state, local, tribal, and territorial

environment for the receipt, analysis, gathering, and sharing
of threat related information. The BCA also evaluated the
fusion centers’ capability to protect P/CR/CL, a key enabling
capability for the fusion process. On behalf of the DHS, the
2010 BCA was conducted by the PM ISE, in coordination with
Fusion Center Directors, the DHS, the FBI, and other federal
interagency partners.

In response to DHS Secretary Napolitano’s challenge for state
and major urban area fusion centers to reach an enhanced
level of capability for all four COCs and P/CR/CL protections
by 31 December 2010, DHS, in coordination with Fusion
Center Directors and interagency partners, developed the
COC Gap Mitigation Strategy. This strategy consisted of both
short and long term activities for mitigating gaps in fusion
center capabilities. The short term approach outlined
immediate actions to help fusion centers execute the COCs
during situations involving time sensitive and emerging

In September 2010, PM ISE, in

coordination with Fusion Center

Directors, DHS, FBI and other

federal interagency partners,

completed a comprehensive

assessment of each of the

operational fusion centers’

capabilities. While the assessment

reflected that some fusion centers
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the capability of the National
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IA_00424



2011 ISE Annual Report to the Congress

43

threat information. The long term COC gap mitigation activities will support fusion center efforts to
maintain the COCs and P/CR/CL protections. From September 2010 through December 2010, DHS, in
coordination with interagency partners, focused its support to state and major urban area fusion centers
on the activities identified in the short term strategy. These activities provided fusion centers with the
skills, tools, and resources to support the development and implementation of their plans, policies, and
standard operating procedures, enabling the effective execution of the fusion process in situations
involving time sensitive and emerging threat information.

Beginning in January 2011, DHS launched an effort to evaluate both the results of the short term COC
gap mitigation activities and the effectiveness of their support in building fusion center capabilities in
line with each COC. As part of this effort, a survey was developed for Fusion Center Directors to help
assess each center’s progress toward achieving the short term gap mitigation objectives. To help gauge
the Department’s support, the survey asked questions regarding the federal assistance to fusion
centers. Fusion Center Directors overwhelmingly responded that DHS provided a clear understanding of
the intent and expected timeframe associated with the short term strategy and offered adequate
guidance to meet the short term gap mitigation objectives. A majority of the Directors also agreed that
DHS offered adequate resources to meet those objectives. In addition to the survey, DHS also leveraged
a variety of other data sources, including the 2010 BCA, official activity after action reports, and data
from other federal departments and agencies. Based on the results of this evaluation, fusion centers
made progress from September 2010 to December 2010 in building their capabilities and addressing
gaps identified in the BCA in each of the four COCs and P/CR/CL protections. Fusion centers continue to
build their capabilities in these critical areas. These findings have been captured in the April 2011 COC
Short Term Gap Mitigation Strategy Progress Report.

Fusion Centers in Action 

In October 2010, an advisory was sent out by the New York Police Department concerning a
suspicious tractor trailer whose driver reportedly diverted its route to Times Square in New
York City in exchange for $10,000. The deployed DHS Intelligence Officer (IO) in New York
informed several fusion centers in the affected area. Subsequently, the Rhode Island Fusion
Center discovered that the original owner of the truck was a California native and requested
a background check from the Northern California Regional Intelligence Center. Within two
hours of the advisory’s release, information from these two fusion centers was used to
coordinate with the Connecticut Intelligence Center, which assisted the Connecticut State
Police in locating the vehicle before it reached its reported target. Ultimately, officials
concluded that there was no threat, but the fact that these fusion centers, supported by the
DHS IO, were able to resolve this SAR in a matter of three hours demonstrates the value of
the National Network.

* * *
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The Arizona Counter Terrorism Information Center supported a five month investigation led
by a tribal partner, the Tohono O’odham Nation (TON) Police Department and the Bureau of
Indian Affairs (BIA) Division of Drug Enforcement. This investigation led to the arrest of 10
suspects and the apprehension of weapons, cash, vehicles, cocaine, marijuana, and Ecstasy–
the largest drug enforcement operation in TON history. The investigation marked a key
opportunity to collaborate with tribal partners and opened information sharing initiatives
between several other agencies, including the FBI, the Bureau of Alcohol, Tobacco, Firearms,
and Explosives, and other police departments in the area.

* * *

In the fall of 2010, the FBI’s Western Regional Intelligence Group and Sacramento Field
Intelligence Group began collaborating with the California State Threat Assessment Center
on threats to the Southwest Border. As a result of this federal and state partnership, in April
2011, the Center released their first detailed assessment on widespread criminal effects of
Mexico’s drug war. This product drew accolades from the Los Angeles Police Department,
the DHS, and state executives from Texas and California. Due to this partnership with the
FBI, collaboration has increased throughout the state of California.

3.2.3 Fusion Center Sub-Committee 
The Fusion Center Sub Committee of the ISA IPC focuses on coordinating federal support to fusion
centers by providing the guidance and standards necessary to support interconnectivity to help ensure
information sharing between and among fusion centers and all levels of government. The Sub
Committee is chaired by DHS and the FBI, and includes members from DoD, the Joint Staff, DOJ, ODNI,
PM ISE, and the White House Office of National Drug Control Policy (ONDCP). The Fusion Center Sub
Committee advises and supports the ISA IPC by:

Recommending priorities for federal support to fusion centers;
Developing strategies for strengthening and maturing the National Network;
Preparing guidance and policy on fusion center related activities;
Providing a forum for sharing best practices, lessons learned, and resolving interagency issues;
and
Serving as a resource to SLTTPS partners for the sharing of homeland security, terrorism, and
law enforcement information.

The Fusion Center Sub Committee is facilitating a number of near and mid term projects intended to
mature the National Network including the development and implementation of a Federal Resource
Allocation Criteria Policy; a common operational and sustainment cost reporting system; and a
repeatable BCA and gap mitigation process.
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3.2.4 Federal Resource Allocation Criteria (RAC) 
One of the Federal Government’s first priorities for coordinating support to fusion centers was to clearly
define the parameters for the allocation of federal resources to fusion centers. The Fusion Center Sub
Committee developed the Federal Resource Allocation Criteria (RAC) policy, which was formally issued
in June 2011. This policy defines objective criteria and a coordinated approach for prioritizing the
allocation of federal resources to fusion centers. The goal of this policy is to enhance the effectiveness of
federal support to the National Network and strengthen support to fusion centers to execute the
statewide fusion process.

Recognizing that while the Federal Government does not
dictate where fusion centers should be built and
maintained, it does have a shared responsibility with state
and local governments to promote the establishment of a
National Network to facilitate effective information
sharing. Since 2001, the Federal Government has provided
significant grant funding, training, technical assistance,
exercise support, federal personnel, and access to federal
information and networks to support fusion centers.

In the face of increasing demands and limited resources, the prioritized resource allocation established
through the criteria in the RAC policy will enable the Federal Government to concentrate resources in a
manner that will improve the efficiency of its support to fusion centers. The implementation of the RAC
policy will enable fusion centers to mature their capabilities in order to effectively execute the statewide
fusion process and fulfill their roles in the ISE.

The RAC policy is intended to guide the allocation of federal resources to fusion centers in a manner
that:

Collectively supports the development of a National Network;
Effectively balances the need for supporting SLT as well as federal imperatives; and
Ensures efficient information sharing across federal and SLT partners.

Implementing the RAC policy will help bring consistency and transparency to the process of prioritizing
the allocation of federal resources to fusion centers. It is a key first step in establishing coordinated,
long term sustainment of the National Network.

The New York State Intelligence Center’s Vigilance Project 

The New York State’s fusion center—the New York State Intelligence Center (NYSIC)—
recently published a report titled, The Vigilance Project: An Analysis of 32 Terrorism Cases
Against the Homeland. This report identifies trends and themes among 32 terrorism cases in
the United States that have been investigated since 11 September 2001. The Center plans to
regularly update the product with new terrorism investigation case information, so that it
may be shared with law enforcement personnel to support their efforts in identifying
patterns and trends that may be indicative of criminal or terrorist activity. The product
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identifies 25 variables for analysis when looking for trends among the terrorism cases,
including demographics of individuals, plot targets, and tactics. According to the report,
"The variables selected for analysis best capture potential indicators of terrorist activity."
Fusion center staff can use this tool to enhance their efforts in detecting and preventing
terrorist activities by maintaining awareness of the trends noted in this product. It is also
meant to provide law enforcement officers in the field with a greater ability to recognize
and report suspicious activity and keep them engaged in the fight against terrorism.

3.2.5 Fusion Center – High Intensity Drug Trafficking Area (HIDTA) Partnership 
On 10 February 2011, approximately 30 representatives from federal, state, and local agencies—
including HIDTAs, fusion centers, DHS, ONDCP, DOJ, the FBI, the National Drug Intelligence Center
(NDIC), and PM ISE—met in Atlanta to explore how best to leverage fusion centers and HIDTAs as
uniquely valuable resources and partners for its customers and participating entities. This session was a
part of the Fusion Center Sub Committee’s effort to establish stronger partnerships between HIDTAs
and fusion centers, and to further define the operational roles, responsibilities, and relationships among
these unique yet complementary intelligence and information sharing entities.

The significant breadth of expertise and the cumulative years of experience represented at this meeting
produced an incredibly valuable discussion. Throughout the session, several key themes continued to
emerge:

When done properly, the collocation and/or integration of fusion centers and HIDTA
Investigative Support Centers into a unified command structure may bring significant benefits;
but this should not be advocated as a universal approach.
Directors do not generally view each other as competing for mission space as they do for quality
resources, e.g. well trained analysts; but mission drift can potentially dilute the unique value of
each program.
There is a need to continually reeducate and revalidate with customers, i.e. police chiefs and
sheriffs, the value and respective capabilities available to their agencies through BOTH fusion
centers and HIDTAs.
Formalized requirements and collection processes would enable fusion centers to convey what
to look for, but would also provide a process for better understanding what line officers are
seeing, and feeding the NSI, as well as ultimately benefiting HIDTA investigations.
Enhanced concepts of operation and commonly understood terminology (e.g. national security
vs. criminal intelligence and threat vs. target) are necessary to help clear the uncertainty in the
delineation between HIDTA and fusion center missions among both leadership and customers,
as well as those working within the respective entities.

This meeting underscored the importance of the role of the National Network to the greater national
security enterprise, as well as the need to ensure appropriate operational relationships with existing
entities such as the HIDTAs.
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In addition to the meeting in Atlanta, a panel at the National Fusion Center Conference (NFCC), entitled
Promoting Stronger Partnerships with Fusion Centers, highlighted ongoing efforts to strengthen
relationships between fusion centers and major cities intelligence units, as well as fusion centers and
HIDTAs. Building upon the meeting in Atlanta, the objectives of this panel were to further discuss the
common obstacles and key enablers to effective coordination and communication among fusion centers
and stakeholders; to learn about best practices currently being implemented throughout the network to
address information sharing challenges, and to discuss tools and resources to assist fusion centers with
building more effective partnerships with their customers and partners.

As a result of discussions at the NFCC, these partners will continue to build and formalize relationships
within their states through business processes and concepts of operation, and to enhance intrastate
coordination and execution of the statewide fusion process. Both fusion center and HIDTA directors are
essential partners in leading these efforts.

3.2.6 Improving Information Sharing On Threats to the Southwest Border  
On 27 April 2011, DHS hosted the “2011 Southwest Border Law Enforcement Intelligence and
Information Sharing” meeting for more than 100 local, state, and federal law enforcement and IC
participants at the El Paso Intelligence Center. The purpose of the meeting was to bring Southwest
Border security stakeholders together to examine ways to improve information sharing on threats to our
Southwest Border.

The meeting focused on perceptions of the threats along the Southwest Border, intelligence needs to
combat those threats, information sharing challenges, and information holdings which might be useful
to a broader group. This meeting recognized that state and local authorities require more focused and
timely analysis from their federal partners and need better collaboration with federal, state, and local
authorities, as well as with the HIDTAs and fusion centers. It was also noted that increased HIDTA and
fusion center collaboration will support efforts to meet state and local information sharing needs and to
avoid duplication of efforts.

3.2.7 Major City Chiefs Intelligence Unit Commanders Group 
Over the past year, DHS hosted a series of regular meetings with the Major City Chiefs Intelligence
Commanders Group. These meetings provided an opportunity to improve information sharing efforts
among these stakeholders, discuss existing information sharing challenges, and examine and identify
agency specific information needs. These meetings also provided an opportunity to discuss best
practices, lessons learned, and opportunities to further enhance the operational roles and relationships
between major city intelligence units and fusion centers.

3.2.8 National Fusion Center Conference (NFCC) 
In March 2011, nearly 1,000 federal, state, local, tribal and territorial fusion center stakeholders
attended the fifth annual NFCC in Denver, Colorado. The conference served as a forum for fusion center
stakeholders to discuss key policy issues and receive training, technical assistance, and other support to
achieve a baseline level of capability through a series of plenary and breakout sessions. Attendees
included Fusion Center Directors, state Homeland Security Advisors, fusion center analysts, and
homeland security and law enforcement professionals representing all levels of government. This annual
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conference also informs and advances the efforts of the Fusion Center Sub Committee, providing a vital
feedback loop to the directors, and an opportunity to engage them in preparing future work plans. In
Denver, fusion center personnel and federal partners collectively identified priorities for the upcoming
year to enhance the national network:

Reaffirm the four COCs;
Continue to use partnerships to advocate for fusion center sustainment;
Strengthen statewide fusion process activities; and
Engage in performance management efforts

National Terrorism Advisory System (NTAS) 

The NTAS went live on 26 April 2011.36 Under the new, two tiered system, DHS will
coordinate with other federal entities to issue formal, detailed alerts regarding information
about a specific or credible terrorist threat. Each of these alerts will include a clear
statement that there is an “imminent threat” or “elevated threat.” Each alert will also
provide a concise summary of the potential threat, information about actions being taken to
ensure public safety, and recommended steps that individuals and communities can take.

Depending on the nature of the threat, the alert may be sent to a limited, particular
audience like law enforcement, or a segment of the private sector, like shopping malls or
hotels. Or the alert may be issued more broadly to the American people distributed—
through a statement from DHS—to the news media as well as via the DHS website and
social media channels such as Facebook, Twitter and blogs.

A key component of the new NTAS process is that it incorporates points of contact from
across the Federal Government, state and local representatives, and the public sector, as
applicable, to coordinate input prior to issuing the NTAS alert. This process will ensure that
NTAS alerts are tailored for a specific sector, including components of the Federal
Government; state, local, and tribal entities; critical infrastructure entities; and selected
private sector partners, as needed, to facilitate appropriate action. In addition, all NTAS
alerts require a set duration date, so that information can be re evaluated on a regular
basis.

NTAS was developed in that same collaborative spirit: it was largely the work of a bi partisan
task force that included law enforcement, former mayors and governors, and members of
the previous Administration.

36 Presidential Policy Directive – 7, National Terrorism Advisory System (NTAS), directed the Secretary of Homeland Security to
establish the NTAS as a refinement to the Homeland Security Advisory System.
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3.3 Interagency Threat Assessment and Coordination Group (ITACG) 
The end state goal of the ITACG is improved information sharing between federal and state, local, tribal,
territorial, and private sector partners to help deter and prevent terrorist attacks. To achieve this goal,
the ITACG Detail, housed at the NCTC, assists analysts in integrating, analyzing, and otherwise preparing
versions of intelligence products, derived from information within the scope of the ISE, that are either
unclassified or classified at the lowest possible level and suitable for dissemination to these mission
partners. The ITACG Detail is directed by a senior intelligence official appointed by the DHS. A deputy
director is appointed by the FBI. ITACG detailees, who are representatives of state, local and tribal
homeland security, law enforcement, fire, and health agencies, serve on a one year fellowship
sponsored by the DHS. PM ISE is responsible for monitoring and reporting on the efficacy of the
ITACG.37,38

3.3.1 Assessment of the Detail’s Access to Information 
The Congress has recently expressed interest in knowing whether ITACG detailees have access to the
information they need, within the scope of the ISE, at the NCTC to accomplish their mission.39 In
December 2010, the ITACG Detail was realigned under NCTC’s Deputy Director for Operations Support
(DD/OS). Based on interviews with NCTC leadership and ITACG personnel, this realignment served to
improve detailees’ access to information by exposing them to the main stream of intelligence at NCTC.
According to the DD/OS, the detailees have more than adequate access to information at NCTC for what
they are expected to do.

A significant indicator of the ITACG detailees’ access to
information is their involvement with a special site exploitation
effort currently ongoing at NCTC. From the outset, the
detailees were brought in “front and center” for the primary
purpose of determining what is important to SLTTPS
consumers for classified and unclassified “tearline” products.40

According to the DD/OS, the decision to involve the detailees
was easy—“no one even had to think about it.” The ITACG
Detail is integrated into NCTC operations and their involvement
with the special site exploitation effort is evidence of both their
access to information at NCTC, and their centrality to the effort
to produce relevant information for SLTPS partners. ITACG
Detailee Lieutenant Sam McGhee, from the Aurora (Colorado)
Police Department, summarized it best by stating, “In my 30

37 Homeland Security Act of 2002, Pub. L. No. 107 296, 116 Stat. 2135, sec. 210D(c), codified as amended at 6 U.S.C. 124k(c).

38 The last report was dated November 2010, and can be found at: www.ise.gov. Future reporting on the ITACG will be
included in PM ISE’s Annual Report to the Congress on the State of the ISE.

39 Reducing Over Classification Act, Pub. L. No. 111 258, 124 Stat. 2648, sec. 5(c).

40 Portion of an intelligence report which has been cleared for disclosure or release.

“In my 30 year tenure as a law

enforcement officer, I never would

have thought I would have this

level of access. It’s a testament to

the commitment in improving

information flow to prevent

something bad from happening

again.”

– ITACG Detailee Lieutenant

Sam McGhee, Aurora Police

Department (Colorado)
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year tenure as a law enforcement officer, I never would have thought I would have this level of access.
It’s a testament to the commitment in improving information flow to prevent something bad from
happening again.”

While all detailees are faced with a steep learning curve initially, they become quickly acclimated and
gain a deep appreciation of how much information is available to them. According to one detailee,
“access is not an issue—it’s more than adequate. The real challenge is how to manage the deluge of
information, and use it in a manner that makes a difference.” The permanent federal intelligence
analysts assigned to the ITACG—by the FBI, NCTC, and DHS—are key to the ITACG detailees’ success.
These analysts provide the detailees with on the job training, assistance in performing their day to day
activities—including conducting intelligence related activities—and help in preparing and delivering
presentations.

3.3.2 ITACG Involvement in Intelligence Production 
Since June 2010, the ITACG Detail reviewed 128 draft intelligence products and 254 daily summaries in
support of SLTTPS partners. In addition, the Detail authored, co authored, or recommended the
production of 27 Roll Call Release products—a collaborative DHS, FBI, and ITACG product line—intended

for “street level” first responders.

Another critical function of the ITACG Detail is to identify
intelligence products that should be downgraded in
classification, for release to SLTTPS partners. Since June
2010, the ITACG Detail has requested 64 product
downgrades of which 39 have been approved and
disseminated.

3.3.3 ITACG Performance 
Since March 2010, DHS I&A solicited a customer feedback
survey on every intelligence product it released, including
products the ITACG is involved in producing. While this
feedback is not necessarily a direct reflection on ITACG’s
performance, since the ITACG is not responsible for DHS I&A
intelligence production, the surveys provide insight into how
customers use products ITACG is involved with, to include a
rating on how relevant the product is to the their missions.41

State and local survey feedback during the period March
2010 to March 2011 was positive. Approximately 80 percent of the respondents rated the intelligence
products as either “very important” or “critical” to their mission. In addition, DHS I&A tracks product

41 DHS I&A also submits an annual report to the Congress on voluntary feedback on DHS intelligence or other information
products, as required by Section 210A9(g) of the Homeland Security Act of 2002, as amended. The third annual report was
submitted in November 2010.

“NYPD and FDNY find the Roll Call

Releases to be extremely

useful…it’s just what the doctor

ordered. The bullet point format is

ideal for police officers and

firefighters who must retain a great

deal of information which is

necessary to help them protect

their own lives and the lives of

others, and which makes them alert

to questionable activities that they

may witness in a given situation.”

– NYPD Representative
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utilization and found nearly 99 percent of its products are either integrated into state and local finished
intelligence products; shared with federal, state, local, and private sector partners; or used for
situational awareness, security preparations, or training purposes.

Another indicator of ITACG’s performance is reflected in the feedback gathered from state and major
urban area fusion centers. During the Fusion Center BCA, fusion center directors were asked to
comment on the utility of federally produced intelligence. The majority of the directors noted distinct
improvements in the intelligence products provided to them, especially over the past year. They
indicated that intelligence reporting has become more frequent, more relevant, and more concise, and
attributed these improvements to the leaderships’ focus on improving intelligence dissemination. They
specifically indicated that joint seal DHS I&A and FBI products, including Roll Call Releases, contribute
significantly to their ability to fulfill their missions.

3.3.4 Intelligence Guide for First Responders, 2nd Edition 
The first edition of the Intelligence Guide for First Responders was published in October 2009. Seventy
five thousand copies of the guide were mailed to more than 16,000 police departments and more than
32,000 fire departments across the country, including to Hawaii, Guam, Puerto Rico, and the Virgin
Islands. The state and local response to the Guide has been overwhelmingly positive, and based on
continued requests for additional copies, the ITACG has requested to
print an additional 50,000 copies.

The 2nd edition of the Intelligence Guide for First Responders
incorporates feedback from the field, and includes two new
sections—"Reporting Suspicious Activity," which covers participation
in the NSI, and "Joint Partnerships," which highlights several joint
federal, state, local, and tribal activities around the country. This
edition has been sent to the fusion centers and the JTTFs for further
dissemination to state, local, and tribal partners. The guide is also
posted to ise.gov, nctc.gov, leo.gov, and all HSIN portals.

3.3.5 Guide for Public Safety Personnel 
In addition to the First Responders Guide, ITACG, in collaboration with DHS, DOJ, the FBI, and NCTC, has
produced the Countering Terrorism: ITACG’s Guide for Public Safety Personnel. This reference guide is
designed to assist first responders in recognizing activities or conditions that may be indicative of
potential terrorist activity. The Guide focuses on three key areas: Indications and Warning; Tactics and
Targets; and Chemical, Biological, Radiological, Nuclear, and Explosive threats. ITACG is producing
250,000 copies of this Guide for dissemination to fusion centers and JTTFs, for further dissemination to
state, local and tribal mission partner.

3.3.6 Federal Community Orientation Program  
A critical function of ITACG is educating and advising intelligence analysts about the needs of SLT
homeland security and law enforcement officers, and other emergency response providers. Last year,
ITACG instituted the Federal Community Orientation Program to facilitate direct interaction with IC
member agencies in the Washington, DC region. During each site visit, ITACG personnel explain the
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ITACG mission, receive briefings about the host agency’s mission, and tour the components’ operations
centers. To date, ITACG detailees visited the Terrorist Screening Center, the Transportation Security
Operations Center, the National Security Agency, and the Open Source Center.

3.4 Tribal Information Sharing  

3.4.1 Information Sharing Implications of the Tribal Law & Order Act (TLOA) 
On 29 July 2010, President Obama signed into law the TLOA.42 The TLOA establishes accountability
measures for the federal agencies responsible for investigating and prosecuting reservation crime, and
provides Indian tribes with additional tools to combat crime locally. Specifically, the TLOA strengthens
tribal law enforcement agencies’ criminal intelligence information sharing capabilities by permitting
federally recognized Indian tribes to access national criminal information databases for the purpose of
either entering information into these databases or obtaining information from these databases.

Indian Country covers an expansive area of the United States; nearly 56.2 million acres, encompassing
ports and spanning international borders. For example, the Chippewa Tribal Nation is located at the port
of Sault Ste Marie, Michigan—a key point where cargo passes into the United States from Canada—and
the Tohono O’odham Indian Reservation includes 75 miles of the U.S. Southwest Border. Tribal
governments counter threats to homeland security, alongside their federal, state, and local
counterparts, every day. Gaps in information sharing with tribal partners could result in either criminal
and/or violent extremist activity going undetected. According to the DOJ’s National Drug Intelligence
Center, most illicit drugs available in the United States and thousands of illegal immigrants are smuggled
into the United States across the Southwest Border. Of some concern to law enforcement officials is the
potential for cross border drug smuggling routes to be used to move terrorists or weapons of mass
destruction (WMD) into the United States.43 Therefore, seamless information sharing between federal,
SLT, and international partners is necessary to address smuggling and to combat transnational threats.

3.4.2 Building the Community 
This past year PM ISE dedicated efforts toward building a community to increase cooperation between
federal and SLT law enforcement agencies. Increasing Indian Country representation in the ISE required
focused outreach efforts, including outreach to:

DHS I&A
Fusion centers
NSI PMO
FBI Criminal Justice Information Services (CJIS)

42 Public Law 111 211

43 U.S. Southwest Border Smuggling and Violence, National Drug Threat Assessment 2010, February 2010, available at:
http://www.justice.gov/ndic/pubs38/38661/swb.htm
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FBI Indian Country Unit
DOI Bureau of Indian Affairs
National Law Enforcement Telecommunications System (Nlets)
International Association of Chiefs of Police (Indian Country Section, Intelligence Led
Community Policing, and Victim Services)
Michigan Tribal Chiefs Association
California Tribal Police Chiefs Association

3.4.3 Providing Access to all Tribal Front Line Officers 
The National Law Enforcement Telecommunications System (Nlets) links together and supports every
state, local, and federal law enforcement, justice and public safety agency for the purposes of sharing
and exchanging critical information. Because tribes are sovereign nations, each tribe interacts with
state, local, and federal law enforcement in different ways. Tribes in some states, for example, have
comprehensive law enforcement agencies that can access Nlets through their state owned systems.
However, the majority of tribes with law enforcement
organizations have less sophisticated systems that limit their
access to the state systems. The sharing of information between
law enforcement and tribes is essential to ensure that state,
local, and tribal law enforcement officers approach vehicles with
all the information necessary for a safe traffic stop. Recently, the
Nlets Program Management Office asked PM ISE to assist in
improving Nlets access for tribal law enforcement organizations.
PM ISE reached out to Indian Country, expanded their
knowledge of Nlets benefits, and established the first ever
connectivity pilot with four tribes in separate regions of the
United States.

3.4.4 Tribal Integration with NSI and Fusion Centers 
The Tribes have used SAR like approaches for many years, particularly those that have gaming facilities.
PM ISE has partnered with the NSI PMO to administer the NSI Line Officer Training to all Tribal law
enforcement agencies, as an attempt to further integrate Indian Country into the NSI. As a result of this
initiative, NSI PMO has mailed NSI training materials to 172 out of approximately 200 tribal law
enforcement agencies.

Fusion centers are also expanding their participation with Indian Country. PM ISE, in coordination with
federal partners and various state authorities, is supporting the integration of tribal law enforcement
personnel in fusion centers. Successful examples of these efforts have occurred in Oklahoma, Arizona,
and Washington State. Tribal presence in fusion centers is most often realized through their
participation in liaison programs, serving as liaison officers, or as embedded analysts. These programs
allow the fusion centers to support robust information sharing on lands that are under the complete
control of tribal governments, giving a full threat picture of the region.

KOMOnews.com
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3.4.5 FBI and Tribal Integration 
The FBI is responsible for developing and implementing strategies to address the most egregious crime
problems in Indian Country where the FBI has responsibility, as well as supporting joint investigative
efforts with the Bureau of Indian Affairs Office of Justice Services (BIA OJS), tribal law enforcement, and
Safe Trails Task Force (STTF) personnel.

The FBI has approximately 105 Special Agents working in support of Indian Country investigations.
Criminal jurisdiction in Indian Country is a complex maze of tribal, federal, and state jurisdictions. The
FBI has investigative responsibility for approximately 200 Indian Reservations out of the 565 federally
recognized Indian Tribes in the United States. The FBI initiated and leads the STTF, program which is
designed to unite federal and SLT law enforcement agencies to combat crime and enhance information
sharing practices in Indian Country. There are 19 active FBI led STTFs in the United States.

3.5 Multimodal Information Sharing  
Building on a strong foundation of information sharing between and among federal, state, local, and
tribal governments as well as international and private sector partners, ISE mission partners are
pursuing information sharing initiatives aimed at protecting and reducing vulnerabilities at our borders,
ports, and airports, and to enhance overall air, maritime, and transportation security, consistent with
the National Security Strategy. PM ISE supports multiple aspects of information sharing in the air and
maritime domains, primarily to promote cross domain information integration, and is also participating
in efforts to develop core concepts for the National Strategy for Global Supply Chain Security.44

Air Domain Awareness Initiative 

The Department of Transportation (DOT), in coordination with the Federal Aviation
Administration (FAA), played a leadership role in the Information Sharing Working Group
within DHS’s ongoing Air Domain Awareness (ADA) initiative. The initiative was begun to
develop an integrated, ‘whole of government’ approach to ADA, with the ultimate goal of
fusing intelligence, surveillance data, and analysis across federal, state, local, and tribal
governments, as well as private entities and foreign partners with aviation safety and
security responsibilities. Throughout this past year, the Information Sharing Working Group
established a Sub Committee focused on identifying and offering solutions to existing
information sharing barriers, and coordinated with DHS to stand up a collaborative online
ADA information sharing portal for the ADA community of interest.

44 This strategy, and the subsequent National Action Plan for Global Supply Chain Security, will provide the framework to
better secure the global supply chain and identify opportunities to improve the sharing of threat information as it relates to
intermodal cargo transport.
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3.5.1 Information Sharing in the Air Domain 
In response to the need for a whole of government approach to achieving Air Domain Awareness (ADA),
stakeholders participated in a series of ADA Summits that provided the impetus for development of a
governance structure to provide direction and oversight for ADA implementation. From these summits,
the concept for an ADA Board emerged, along with four working groups: the Information Sharing
Working Group; the Capabilities and Resources Working Group; the Policy, Guidance, and Governance
Working Group; and the Air Surveillance Working Group. The ADA Board will coordinate interagency
activities and leverage the National Security Staff Transborder Security Interagency Policy Committee
(IPC) when required.

In January 2011, the Next Generation Air Transportation System (NextGen) Joint Planning and
Development Office (JPDO) kicked off an effort to develop a Concept of Operations (CONOPS) for the
Integrated Surveillance Initiative. The goal of this effort is to provide multi agency integrated aviation
surveillance capabilities by 2016. The CONOPS includes cross community sharing of pre flight
information, enhanced information sharing and situational awareness, and automated sharing of in
flight updates and changes to flight characteristics. The planning and creation of the Integrated
Surveillance Initiative will facilitate the use and reuse of data from the entire aviation community of
interest, saving time, money, and efficiencies.

PM ISE is supporting these air domain initiatives by actively participating at the ADA Summits and in the
working groups; by providing technical assistance in their development of information sharing
architectures; and by sharing ISE best practices and tools to promote information sharing in the air
domain.

The DoD Civil Aviation Intelligence Analysis Center (CAIAC) 

In July 2010, the Under Secretary of Defense for Intelligence designated the Department of
the Air Force as the lead DoD intelligence representative for the civil aviation intelligence
mission, to establish the DoD CAIAC. This new Center, which is expected to reach Full
Operating Capability in FY 2013, will serve as a Department level shared resource that brings
in depth knowledge and expertise of the global commercial aviation industry to the nation’s
most challenging intelligence problems. The CAIAC will also provide a critical link in an
emerging coordinated interagency approach to Air Domain Awareness.

3.5.2 Information Sharing in the Maritime Domain 
The National Maritime Intelligence Center (NMIC) and PM ISE are analyzing opportunities to improve
information sharing between federal and SLTPS entities in the maritime domain. Currently several port
based, cross governmental programs and initiatives exist to monitor and track vessel, cargo, and
passenger data. The standardized sharing of vessel, cargo, and passenger data would maximize
situational awareness and emergency response across transportation domains. Some of the agencies
and offices that can contribute to dissemination methods, such as a common or user defined operating
picture, shared space, or dashboard, include the DOT’s MARVIEW, the Coast Guard’s Interagency
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Operations Centers, Navy Maritime Operations Centers, JTTFs, port authorities, and state, county, tribal,
and municipal law enforcement and safety offices.

The U.S. Customs and Border Protection (CBP), U.S. Coast Guard (USCG), and Immigration and Customs
Enforcement (ICE) components of DHS are engaged in the Joint Targeting Architecture Project to
improve information sharing relating to maritime targeting protocols and procedures, since all three
agencies have distinct authorities to protect the United States against persons, cargo, and other dangers
in the seaports. In addition, in March 2011, DHS held an Executive Summit for the DHS Small Vessel
Security Implementation Plan Report to the Public. This included stakeholders from the private sector,
USCG, CBP, and other federal and SLT authorities.

To increase Maritime Domain Awareness (MDA), the National MDA Coordination Office approved the
MDA Interagency Solutions Analysis to identify and prioritize interagency MDA capability gaps and to
identify collaborative interagency solutions to address and mitigate those gaps.45 The Office has also
asked the DoD Executive Agent for MDA to develop a national architecture for sharing unclassified MDA
information. This funded effort is tasked with improving the real time sharing of data regarding vessel
arrivals, vessel tracking, and related U.S. threat response activity. PM ISE is providing planning,
technical, and governance support to this whole of government initiative.

Additionally, on the MDA Information Portal—www.mda.gov—the “Maritime Domain Awareness
Information Exchange” has been implemented and designed to provide a collaborative environment
where members of the maritime community of interest can learn and share information that will
enhance and improve situational awareness within the maritime domain.

Maritime Safety and Security Information System

The Maritime Safety and Security Information System is a multilateral non classified data sharing system
to improve the MDA of the United States and its allies and partners through the sharing of Automatic
Identification System data through an Internet based system. This initiative has obtained international
acceptance as a standard for the exchange of maritime data and has become a maritime data sharing
system of choice by more than 60 nations.

Multimodal Information Sharing Taskforce (MIST)

The MIST is an interagency research effort designed to foster collaboration and capture best practices in
information sharing in a regional port environment. MIST creates a structure for collaborative problem
solving that focuses on uncovering unique local issues and communicating these to national policy
makers. The fourth MIST workshop, held in Philadelphia in September 2010, provided a venue for
private sector input into the development of information sharing processes. MIST findings show that
industry government collaboration is improved by providing financial and social incentives to industry;
by improving two way communication; by addressing issues with interagency collaboration; and by
increasing cultural awareness. MIST also surfaced a number of best practices for collaboration, including

45 These issues were captured in the MDA Interagency Solutions Analysis 1.0 Report, 31 January 2011.
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the U.S. Customs Trade Partnership Against Terrorism program, the expansion of industry run education
programs for government employees, and the inclusion of industry in emergency preparedness activities
and Integrated Operations Centers.

The Maritime Exchange 

To promote and protect maritime commerce for the Delaware River maritime community,
the Maritime Exchange46 developed and operates the electronic information center for ship
and cargo processing in the Delaware River and Bay. Maritime On Line provides
comprehensive web based services to fulfill a variety of commercial, security, and safety
related maritime needs. The system includes ship schedules, navigational safety
information, electronic cargo and vessel clearances through multiple federal agencies,
notice of arrival/departure, real time position information, and crew list reporting.
Developed under the specific direction of the members of the maritime business community
and the federal and state government agencies that regulate them, Maritime On Line is the
one stop information source for Delaware River and Bay international commerce activity.
Live data feeds are also provided, in real time, to the Pennsylvania Criminal Intelligence
Center. There, analysts review data and collaborate on tactical operations in concert with
federal, state, and local partners.

3.6 WMD Information Sharing 
As introduced in the 2010 ISE Annual Report, PM ISE supported DHS's Domestic Nuclear Detection
Office (DNDO) by funding the initiation of their inter governmental information sharing exchange. This
mechanism will facilitate and standardize the real time sharing of radiological and nuclear alarm
adjudication data, shipment and licensee data, and will improve analysis of post seizure data.

In July 2011, DNDO, with the cooperation of DHS/CBP, Defense Threat Reduction Agency (DTRA), and
state and local representatives in Los Angeles and Kansas City will demonstrate the real time
information exchange of radiological/nuclear alarm adjudication data derived from the screening,
scanning, or inspection of transient cargo. Participants committed to this live exchange include: LAPD,
LA County Sheriff, LAFD, LA County Fire, Long Beach Fire Department, federal entities (DNDO, CBP,
DTRA), and the Kansas City Terrorism Early Warning Center. This effort is included in DHS's Information
Sharing Governance Board for executive sponsorship, oversight, and intra departmental support.

46 The Maritime Exchange for the Delaware River and Bay is a non profit trade association which serves as “the voice of the
port” for the Delaware River maritime community.
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3.6.1 Securing the Cities (STC) 
STC was launched in July 2006 as way to protect a high risk urban area, such as the New York City (NYC)
region, from a potential radiological or nuclear attack. The initial emphasis was on building a regional
enterprise architecture for the NYC region that will allow real time sharing of data from fixed, mobile,
maritime, and human portable radiation detection systems. The NYC program is entering into a new
phase where a greater emphasis will be placed on integration of state and local Preventive Radiological
Nuclear Detection (PRND) capabilities into federal operations. In addition, the President’s FY 2012
budget has called for the expansion of STC into one additional Urban Areas Security Initiative region.

3.6.2 West Coast Maritime Pilot 
The West Coast Maritime Pilot was intended to assess capabilities that reduce vulnerabilities from
nuclear and radiological weapons and materials delivered via small vessels across maritime borders.
DNDO provided technical assistance to local authorities in the Puget Sound and San Diego areas to
develop a nuclear detection architecture that reduces high consequence maritime vulnerabilities. The
pilot, which began in 2007, involved four phases: 1) collect information on existing maritime PRND
capabilities in each port area; 2) design an enhanced maritime PRND architecture including
development of response protocols; 3) deploy capability, including training and equipment; and 4)
assess and document each pilot. The pilot training evolutions, exercises, and drills successfully
concluded in 2010, and a final report was released in February 2011.

3.7 Intelligence Community (IC) Intelligence Sharing Services  
A variety of IC intelligence sharing services provide analysts , operators, and investigators with on
demand electronic dissemination applications to facilitate information sharing at and across all levels of
security.47 Through these services, intelligence products are shared to appropriately cleared consumers
via the Joint Worldwide Intelligence Communications System (JWICS), the Secret Internet Protocol
Router Network (SIPRNet), and the Internet.

3.7.1 NCTC CURRENT 
In September 2010, NCTC CURRENT replaced NCTC Online. NCTC CURRENT is the CT Community’s
premier web site for reporting and analysis. It allows users to easily browse titles and summaries, with
full text articles, graphics, and multimedia presentations just a point and click away. NCTC CURRENT also
features links to related articles, maps, photos, and videos, as well as the ability to search analytical
products published by the IC and other important partners. NCTC CURRENT is available on JWICS with a
valid public key infrastructure (PKI) certificate and on SIPRNet with a valid Passport account.

3.7.2 Worldwide Incidents Tracking System (WITS) 
NCTC’s WITS is the U.S. Government’s authoritative database of terrorist attacks, compiled exclusively
from open source information. WITS supports both the NCTC Report on Terrorism and the State

47 IRTPA, Sec. 1016(b)(2)(F)
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Department’s annual Country Report on Terrorism. Policymakers, intelligence analysts, adjudicators,
academics, and foreign partners use WITS data for a variety of purposes.

NCTC has recently launched the next generation of the WITS. WITS NextGen includes a page that
incorporates all of the information and links from the previous WITS Classic public site, which was
decommissioned on 31 August 2010. WITS NextGen is available to the public at https://wits.nctc.gov
and includes the following features:

Incident maps – WITS NextGen enables users to plot incidents using Google Maps or Google
Earth (Google Earth plug in required). The data can be plotted using cluster maps, heat maps, or
density maps.
Time maps – This feature allows users to plot incidents on maps over time, showing
chronological changes by merely sliding a pointer.
Improved search filters – WITS users can easily add and remove search filters to tailor their
searches and find the exact data that is desired.
Intuitive menu tabs – Once the WITS database delivers search results, users can “tab” through
the results, further tailoring the results by criteria such as event types or locations.
Customizable views – Column headings for search results can be added or removed, allowing for
greater flexibility in viewing the data.

3.7.3 Intelligence Today 
Intelligence Today, the daily online compendium of analytic products from across the IC, marked its first
anniversary on 22 March 2011 by posting its 48,450th article. Intelligence Today uses the power of the
secure Internet to produce an online newspaper for more than 9,600 IC and policymaker subscribers.
Products are drawn from more than 60 sites, and organized into a “front page” with links to top stories,
individual sections devoted to geographic and subject matter areas, and archives of previously published
material. Intelligence Today’s readers are drawn from more than 30 agencies and organizations across
the policymaking realm, the IC and the military. About 1,150 readers visit the site on a daily basis.

3.7.4 Intelink 
Intelink is a suite of web based applications, tools, and services (including search) provided by the
Intelink Enterprise Collaboration Center. It exists on JWICS, SIPRNet, and on the Unclassified network
DNI U. Intelink recently crossed the 100 million document threshold for records exposed to Intelink
search services across the Unclassified, Secret, and Top Secret networks combined. In one month alone
this year, Intelink recorded over two million searches. These milestones highlight the ability of IC
personnel to access more information quicker and more effectively, enabling them to better share
information and thus perform their missions. In addition, Intelink’s user base passed the 200,000 mark
in the spring of 2011. Increased use by the DoD and the law enforcement community over the past year
have contributed to the growth, nearly doubling use on the Secret and Unclassified networks.
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3.8 Watchlisting and Screening   
The Watchlisting and Screening Sub Committee of the ISA IPC focuses on the identification of
watchlisting, screening and sharing policies, business processes, and technology, with particular focus on
the Counterterrorism Watchlisting Community's end to end nomination and screening processes. The
Sub Committee is chaired by the National Security Staff and includes additional members from the CIA,
DOT, DHS, DoD, DOJ, DOS, ODNI, the FBI, and the FBI managed TSC.

Since the development of the consolidated terrorist watchlist that is in use today,48 there have been
many successes and improvements to watchlisting processes. Some of the more recent improvements
include clearer definitions of federal agencies’ roles and responsibilities, streamlining and standardizing
nominations processes, improved use of biometrics for identification, and improved analytical and
technological capabilities.

Despite the many successes and improvements to terrorist watchlisting and screening that have been
institutionalized across the community since 9/11, the attempted bombing of Northwest Airlines Flight
253 on Christmas Day 2009 demonstrated that challenges still remained and improvements to the
watchlisting and screening processes were necessary to keep our nation safe.

The National Security Staff led an effort to review current processes and provided recommendations to
improve watchlisting business processes and rules while safeguarding the P/CR/CL of Americans.

3.9 Private-Sector Information Sharing  

3.9.1 Collaborative Partnerships between the Private Sector and the IC 
In March 2010, the ODNI Private Sector Partnerships office and the ODNI Analysis office sponsored a
joint pilot project that brought together experts from the private sector with experienced IC analysts to
develop collaborative partnerships. The goal of this effort is to provide IC analysts with a better
understanding of select national and homeland security related industries. It seeks to increase the depth
of expertise among the participating analysts and is not intended as a mechanism either for operational
activities or for formal coordination between industries and the IC.

The six month pilot was successful and in March 2011 the Analyst Private Sector Program was launched
as a joint ODNI and DHS I&A program. Beginning in 2012, DHS I&A will serve as the executive agent of
the program for the IC with oversight from the ODNI Private Sector Partnerships office.

3.9.2 InfraGard 
InfraGard is an FBI information sharing and analysis effort serving the interests and combining the
knowledge base of a wide range of members. At its most basic level, InfraGard is a partnership between
the FBI and the private sector. InfraGard is an association of businesses, academic institutions, state and
local law enforcement agencies, and other participants who are dedicated to sharing information and

48 Per HSPD 6
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intelligence to prevent hostile acts against the United States. InfraGard Chapters are geographically
linked with FBI Field Office territories and have more than 42,000 members.

3.9.3 Domestic Security Alliance Council (DSAC) 
The DSAC is a strategic partnership between the FBI and the U.S. private commercial sector and
enhances communications and promotes the timely and effective exchange of information. The DSAC
advances the FBI mission in preventing, detecting, and investigating criminal acts, particularly those
affecting interstate commerce, while advancing the ability of the U.S. private sector to protect its
employees, assets, and proprietary information. The DSAC membership consists of 400 individuals
representing 211 companies.

3.9.4 Tripwire Program 
The FBI’s “Tripwire” program is designed to involve private sector entities in identifying groups or
individuals whose suspicious behavior may be a precursor to an act of terrorism. Tripwires are used by
the private sector to alert authorities to activities which may not have risen to the level of law
enforcement or intelligence scrutiny.

Terrorist Plot Thwarted in Texas 

On 22 February 2011, Khalid Aldawsari, a chemical engineering major studying at South Plains
College in Levelland, Texas, was arrested by federal authorities on the charge of attempted
use of a weapon of mass destruction. One of the many targets of his plot was the home of
former President George W. Bush in Dallas, Texas. Aldawsari came to the United States on a
student visa to study at Texas Tech University, transferring to South Plains College in the fall of
2010.

Aldawsari raised the suspicions of North Carolina chemical supply company representatives
when he unsuccessfully tried to receive a shipment of phenol, a chemical that can be used to
manufacture explosives.49 Aldawsari was informed that such a shipment could not be sent to
his residence due to safety regulations. Aldawsari subsequently provided a Texas address of
the freight company as an alternative shipping destination. When the shipment arrived at the
freight company, officials refused receipt and it was sent back to the chemical supply
company.

When the shipment was returned to them, representatives from the chemical supply
company in North Carolina contacted the FBI to report Aldawsari’s attempted purchase.
Additionally, in Texas, officials from the freight company contacted the Lubbock Police
Department with their concerns. These two phone calls placed by private citizens, provided
critical information that assisted in the investigation and the subsequent arrest of Aldawsari.

49 As outlined in the ISE SAR Functional Standard 1.5, the acquisition of unusual quantities of chemicals is one of the behaviors
reasonably indicative of pre operational planning related to terrorism or other criminal activity.
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3.9.5 Critical Infrastructure Information Sharing  
The CIKR ISE, developed and operated by DHS IP, supports the critical infrastructure protection and
resilience homeland security mission. It is making substantial progress in providing useful critical
infrastructure protection and resilience content to an increasing number of Critical Infrastructure Sector
partners to identify their risks, reduce their vulnerabilities, and respond to and recover from incidents. It
has also demonstrated that it successfully supports two way information sharing across agencies,
between all levels of government, and between public and private sectors.

The CIKR ISE includes Sensitive But Unclassified/Controlled Unclassified Information (SBU/CUI) and
classified information. It delivers more than 12,000 SBU/CUI or unclassified products, reaching more
than 30,000 federal and SLTTPS partners. The CIKR ISE also provides the private sector entry into the NSI
via the SAR Tool for Critical Infrastructure, and is a mechanism for fusion centers to share regional
infrastructure protection information directly with their private sector partners via the Homeland
Security Information Network–Critical Sectors (HSIN CS) platform. IP also operates the Private Sector
Clearance Program, which has granted more than 1,300 national security clearances for CIKR owners
and operators of nationally critical assets in order to receive classified physical and cyber threat and
vulnerability briefings as well as to provide subject matter expertise to the IC to develop useful
actionable products at the unclassified level for broader distribution.

In addition to core information exchange, the CIKR ISE also serves as a comprehensive training,
education, and collaboration tool. Accomplishments in critical infrastructure information sharing include
a marked increased in the number of active users participating in the environment, increased availability
and dissemination of actionable content, and the development and usage of relevant training, a form of
information delivery in itself.

The increase in new and active users registered on the CIKR ISE information sharing
platform HSIN CS exemplifies its relevance for enabling decisions to protect and enhance
the resilience of the nation’s critical infrastructure. The number of active users grew by 67
percent over the last year. Currently, a new user registers every 1.5 hours.

New content is made available on HSIN CS at a rate of every 2.5 hours. As of the end of the
2nd quarter of FY 2011, 12,250 documents were available, representing a 100 percent
increase over the same time last year.

During the Deepwater Horizon Oil Spill, the Homeland Infrastructure Threat and Risk
Analysis Center (HITRAC) produced and posted 31 products to HSIN CS and the Homeland
Security Information Network Emergency Management (HSIN EM) to facilitate information
sharing across the broad spectrum of response operations.

TRIPwire Community Gateway (TWCG), part of HSIN CS, is designed to provide improvised
explosive device (IED) awareness information specifically for the nation’s critical
infrastructure owners, operators, and private security personnel. TWCG provides expert
threat analyses, reports, and relevant planning documents to help key private sector
partners anticipate, identify, and prevent IED incidents. Over the past year, the number of
registered users increased by 63 percent.

HSIN Connect was utilized over the past year to host more than 28 educational events for
approximately 17,500 critical infrastructure stakeholders. Briefing topics include CIKR
resilience, threat detection, protective actions, best practices, and specific methodologies
or CIKR tool training.
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The foundation for the development and sustainment of the CIKR ISE is the National Infrastructure
Protection Plan (NIPP) Sector Partnership, under the Critical Infrastructure Partnership Advisory
Committee (CIPAC) framework. It consists of more than 700 active private sector and government
leaders from every critical sector and from relevant government agencies at all levels, who develop the
requirements, promulgate the processes, and execute the information sharing operations on a regular
basis. They drive and deliver the CIKR ISE.

Most of the information that is shared day to day within the CIKR ISE consists of information necessary
for the coordination and management of risks resulting from natural hazards and accidents. There is
substantial overlap between how the CIKR sectors secure and build resiliency against natural disasters,
accidents, and terrorist attacks. Natural disasters occur on a relatively predictable annual basis in the
United States–hurricanes in the Southeast and on the East Coast, tornadoes in the Midwest,
earthquakes and floods on the West Coast, snowstorms in the Northeast, and wildfires in the
Southwest. Consequently, the foundation for sustainability for CIKR information sharing comes from
leveraging the structures, processes, and mechanisms already in place. When there is a terrorist
incident, the relationships will already be in place, and training for the use of tools, as well as familiarity
and experience with executing the roles and responsibilities for operational coordination and
information sharing will already be established.

Additionally, DHS, DoD, and the Financial Sector signed a memorandum of agreement in December 2009
initiating a pilot to address cyber threat information sharing. This pilot, which is ongoing, is based on
lessons learned developed as a result of DoD’s ongoing collaboration with approximately 35 companies
in the voluntary Defense Industrial Base Cyber Security/Information Assurance program. This program is
in the process of transitioning from a pilot to a program in 2011 and is opening up to all qualified cleared
defense contractors through a rule in the Federal Register.

DHS Information Sharing Partnerships in the Field 

The DHS investment in federal, state, local, tribal, public and private information sharing is
much more than its investment in fusion centers alone. Fusion centers depend on and
benefit from the expertise and information resources of tens of thousands of DHS
component field personnel whose partnerships and collaboration venues turn information
sharing into operational action nearly every day. Direct support to the fusion centers is one
of many information sharing responsibilities of DHS components in the field. Here are just a
few of the numerous examples of DHS information sharing partnerships in the field.

U.S. Customs & Border Protection (CBP)

CBP is developing an Operational Integration Center near Detroit which supports and
improves information sharing, threat assessment, and joint response tactics between border
security stakeholders in the Great Lakes region, so that CBP and its mission partners have a
complete view of Northern Border security across their operating areas.
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Immigration & Customs Enforcement (ICE)

Information sharing between fusion centers and the ICE Border Enforcement Security Task
Force teams has increased the effectiveness of law enforcement operations, resulting in
several major arrests and seizures within four ICE areas of operations. Also, through ICE’s
administration of the DHS Law Enforcement Information Sharing Initiative (LEISI), LEISI has
engaged in extensive outreach to law enforcement partners within and external to DHS in
an effort to promote law enforcement information sharing.

U.S. Secret Service (USSS)

The USSS leads a nationwide network of 31 Electronic Crimes Task Forces, bringing together
federal, state and local law enforcement as well as prosecutors and representatives of
private industry and academia. Their common purpose is to prevent, detect, mitigate, and
aggressively investigate cyber related crimes and cyber attacks on our nation’s financial and
critical infrastructures, with a primary focus on prevention. The USSS also makes the
Targeted Violence Information Sharing System available to federal, state, and local law
enforcement agencies with protective responsibilities to facilitate threat assessments.

U.S. Coast Guard (USCG)

USCG, as designated lead agency for the DHS Interagency Operations Centers program, is
developing new information sharing procedures and capabilities to support federal, state,
local, tribal, public and private partners in up to 35 U.S. critical ports. This program is
improving joint targeting, prevention, and response collaboration with DHS and non DHS
partners in seven ports to date.

3.10 Foreign Partner Information Sharing 
The United States and its foreign partners are committed to information sharing and cooperation in the
prevention, investigation, and prosecution of terrorism related offenses. Foreign partners are vital in the
effort to combat terrorism by sharing key information, conducting surveillance, collaborating with U.S.
overseas air passenger and maritime cargo screening, arresting members of terrorist cells, interdicting
terrorist financing and logistics, and contributing to efforts in Afghanistan, Iraq, and other key places
around the world.
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3.10.1 International Information Sharing Pacts 
In December 2010, the United States and the European Union (EU) began negotiating a new Passenger
Name Record (PNR) agreement, to replace the 2007 pact that is temporarily in force. The United States
is also in the process of negotiating an umbrella Data Privacy and Protection Agreement with the EU that
will further facilitate the sharing of information. These negotiations began on 28 March 2011.50

The State Department, along with DHS and DOJ, also continues to work bilaterally on Preventing and
Combating Serious Crime (PCSC) initiatives with countries that participate in the Visa Waiver Program.
PCSC agreements, like HSPD 6—Integration and Use of Screening Information—are designed to increase
border security and law enforcement cooperation between the U.S. government and its foreign
partners, and also authorize the spontaneous sharing of information for the purpose of detecting and
preventing terrorist and criminal activity. Under PCSC, each party agrees to provide the other with
electronic access to their fingerprint databases.51

One of the notable projects that the US VISIT program is
involved in is the Five Country Conference High Value Data
Sharing Protocol. This protocol allows for biometrically based
information sharing among the United States and the four
other member countries: Australia, Canada, New Zealand,
and the United Kingdom. Separate bilateral Memoranda of
Understanding (MOUs) that facilitate the matching of
immigration and nationality cases against each others'
biometric databases, and the exchange of relevant
information in cases where biometric matches are made, for
the collective benefit of the participants, were developed
between all of the partner countries. All participating
countries are using this biometric information exchange to
aid in immigration decisions. There have been several cases
where immigration or law enforcement officials of participating countries have received new case
information and/or taken direct action as a result of this biometric information sharing.

The FBI has also expanded its operations and is viewed as a global organization for a global age. Besides
its 56 field offices and almost 400 resident agencies in the United States, the FBI has more than 250
special agents and support professionals in more than 60 overseas offices, pursuing terrorist,
intelligence, and criminal threats with international dimensions in every part of the world. The Legal
Attaché Program and the strategic placement of FBI offices has enhanced information sharing with
international law enforcement and intelligence agencies The FBI also takes part in all manner of global
and regional crime fighting initiatives, including with INTERPOL and Europol; the Budapest Project; and
Resolution 6, which co locates FBI agents in DEA offices worldwide to combat drugs.

50 Statement for the Record, Ambassador Daniel Benjamin, Coordinator For Counterterrorism, Counterterrorism Cooperation
With Europe And Eurasia, House Foreign Affairs Committee, Subcommittee On Europe And Eurasia, 5 May 2011

51 Ibid.
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Finally, in February 2011, President Obama and the Prime Minister of Canada released the Beyond the
Border Declaration: A Shared Vision for Perimeter Security and Economic Competitiveness, which
identified information sharing, particularly along the border, as a key priority between the United States
and Canada. In response to the Declaration, the National Security Staff formed an interagency working
group to prioritize initiatives and develop action plans for implementing the cross border information
sharing priorities outlined in the Declaration.52

3.10.2 Sharing Best Practices 
A goal of the ISE’s efforts for international information sharing is the sharing of ISE best practices. The
ISE is currently developing an online knowledge base that describes important core concepts,
approaches and best practices of the ISE, including governance, standards, policy, budget, performance
management, privacy policies, and a process for suspicious activity reporting. The knowledge base will
be available to international partners, including Canada, to assist them in developing and adopting
similar models and applying ISE concepts to new environments. As this initiative is underway, Canada
and Mexico have already reached out to their U.S. counterparts to inquire and learn about some of
these concepts, such as utilizing NIEM and interoperability standards and solutions for inter
departmental and inter jurisdictional information sharing with international allies. In addition, the
United States, Canada and Mexico are considering several pilot programs using NIEM to demonstrate
information sharing in the public health or law enforcement arenas. The ISE is supporting and
encouraging these information exchanges through outreach with international partners and
participation in internationally attended conferences.

3.10.3 Cross-Border Sharing Empowered by the National Information Exchange 
Model (NIEM) 

Recognizing the value that NIEM could provide for facilitating
information sharing within the Canadian and Mexican
governments and along their borders with the United States,
both Mexico and Canada have shown interest in adopting
NIEM in the public safety, law enforcement, defense, and
disaster management domains. The ISE is supporting and
encouraging these information exchanges through outreach
with international partners and participation in
internationally attended conferences and forums, such as
North American Day.

Annually, the United States, Canada and Mexico participate in
the North American Day conference, a meeting of national
Chief Information Officers (CIO) and government

52 http://www.whitehouse.gov/the press office/2011/02/04/declaration president obama and prime minister harper canada
beyond bord
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representatives. The purpose of North American Day is to exchange ideas and approaches for improving
electronic government (e government), including information sharing programs, interoperability,
standards, investments, and partnerships between the private and public sector, among others. One of
the outcomes from North American Day 2010 included a commitment from the three countries to
conduct an international information sharing pilot program using NIEM. Since then, portions of the
Canadian government, particularly Public Safety Canada, in coordination with the NIEM PMO, have
explored and initiated two NIEM proofs of concept with Canada’s Royal Canadian Mounted Police and
the Canadian Association of Chiefs of Police. In addition, Canada has launched a web presence through
the NIEM website, niem.ca, for public use and consumption.

The next North American Day, scheduled for July 2011, will include a continued and renewed
commitment to e government and information sharing among the three countries. One of the goals of
the meeting is to confirm a three way, pilot project between the United States, Canada, and Mexico,
using NIEM to demonstrate information sharing in the public health or law enforcement arenas. The
meeting is planning to conclude with the signing of an MOU, formalizing the commitment of the three
countries to international information sharing, which has been agreed to in principle.

Canada’s Chief Information Office is also working to develop common interoperability standards and
solutions for inter departmental and inter jurisdictional information sharing. To address this challenge,
Canada is standing up an Interoperability Centre of Excellence that is investigating interoperability
frameworks that are likely to be instrumental in forming an interoperability solution for the Government
of Canada, which includes the solutions and ideas currently underway with U.S. NIEM and ISE efforts.
PM ISE and the ISE (particularly the NIEM PMO) have been supporting this effort by providing
information on the current NIEM ISE architecture, best practices, and lessons learned from the ISE’s
interoperability efforts.

3.11 Law Enforcement Information Sharing 
Because of the threat of terrorism within our homeland, state, local, and tribal law enforcement
agencies have adopted an “all crimes, all threats, all hazards” business model to protecting life and
property within their jurisdictions. Coupled with an arsenal of law enforcement information sharing
systems, police officers today are better able to identify threats. While the focus of the ISE is terrorism
related information, public safety information sharing techniques and tools are not bifurcated between
terrorism and law enforcement. For a trooper patrolling America’s highways, his or her next stop might
be a potential terrorist.

3.11.1 Criminal Justice Information Services (CJIS) 
The FBI’s CJIS is the focal point for some of the most important and relevant criminal history databases
used by law enforcement including: wanted persons, stolen property, stolen vehicles, the national sex
offender database, and the national domestic violence database, as well as databases for offenders who
may not legally purchase firearms. The nationwide reach and application of CJIS proves that information
can be shared and accessed securely on a large scale and ensures that an officer can discover if a
suspect in rural Texas presents a danger to his safety, even if the criminal history was documented in
urban California.

IA_00449



2011 ISE Annual Report to the Congress

68

National Data Exchange System (N Dex)

FBI’s National Data Exchange System (N DEx) is a criminal justice information sharing system that
provides nationwide connectivity to disparate local, state, tribal, and federal systems for the exchange
of information. Through N DEx, law enforcement officers have the ability to search, link, analyze, and
share investigative information (e.g., incident and case reports), but the data that is shared through N
DEx remains with the law enforcement agency that provided it. In March 2011, the final increment of
the N DEx system was delivered, increasing its power, speed, and accessibility while greatly improving
the user’s information sharing experience. As of April 2011, the N DEx system had approximately 8,000
registered users and approximately 100 million records contributed by 26 local, state, regional, and
federal information sharing systems, consisting of the FBI and more than 3,600 other agencies.

N-DEx in Action 

A Hood River County detective in Oregon investigating a homicide developed a list of
persons of interest living outside the state using N DEx. The detective found that one of the
subjects of the investigation had contacts in California, and two of the records provided a
telephone number in the Los Angeles area. The Oregon detective contacted the Los Angeles
Sheriff’s Department, which provided vital information on the subject. As a result, the
detective located the suspect in Los Angeles, and the Sheriff’s Department arrested the
suspect. After the detective interviewed the suspect in Los Angeles, the suspect was then
extradited to Oregon and is currently awaiting trial.

A Colorado state trooper was assigned to assist in an organized crime case initiated by a
local law enforcement agency. During the investigation, a person of interest was identified,
but a current address and other valuable information could not be found in accessible
databases. Through N DEx however, the trooper discovered prior charges against the
subject in a closed federal drug case in another state; additional drug related cases in
California; and learned that the subject was a known Armenian Power Gang member. This
investigation uncovered the Armenian Power Gang’s presence in Colorado. Colorado is now
preparing awareness reports to notify law enforcement and is working on adding this gang
to the state’s database.

3.11.2 eGuardian Adopted by DoD 
In 2010, the FBI’s eGuardian system was selected by DoD to replace its previous threat reporting
structure, which was terminated in 2007. After two years of analysis, review of more than 60 systems,
and the culmination of a six month pilot program in June 2010, DoD selected eGuardian.

The eGuardian system was developed by the FBI’s Counterterrorism Division in response to mandates by
IRTPA, other statutes and Executive Orders, and the National Strategy for Combating Terrorism.
eGuardian is a complete, web based reporting system where federal, state, local, and tribal law
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enforcement officers, state fusion centers, regional intelligence centers, and FBI task force officers can
share timely information about suspicious activity and terrorist threats. This system gives law
enforcement and IC partners a greater degree of connectivity with regard to the collection and
dissemination of suspicious activity and threat reporting.

By sharing such information in a near real time system, partners can avoid jurisdictional and
bureaucratic impediments that may delay communication between agencies. All partner organizations
are able to contribute to and extract information from eGuardian according to their needs and can keep
their reports continually updated.

In the wake of the tragic Fort Hood shootings in November 2009, a DoD board reviewing the incident
cited the need to “adopt a common force protection threat reporting system for documenting, storing,
and exchanging threat information related to DoD personnel, facilities, and forces in transit.”53 The
answer to this need for the DoD was the FBI’s eGuardian system.

3.11.3 Technical Resource for Incident Prevention (TRIPwire) 
TRIPWire is DHS’s 24/7 online, collaborative, information sharing network for bomb squad, law
enforcement, and other emergency services personnel to learn about current terrorist IED tactics,
techniques, and procedures, including design and emplacement considerations. Developed and
maintained by the Office for Bombing Prevention within DHS IP, the system combines expert analyses
and reports with relevant documents, images, and videos gathered directly from terrorist sources to
assist law enforcement in anticipating, identifying, and preventing IED incidents. Over the past year, the
number of registered users has increased by 88 percent.

3.11.4 Next Generation Identification System (NGI) 
The NGI program will incrementally replace the FBI’s CJIS Division’s existing Integrated Automated
Fingerprint Identification System, in service since July 1999. The NGI improves, expands, and creates
new biometric services, providing identification, criminal history, and investigative information to more
than 18,000 law enforcement agencies, multiple federal partners, and authorized screening/
employment agencies. On 25 February 2011, the FBI achieved Initial Operating Capability for its NGI
System, with the deployment of the Advanced Fingerprint Identification Technology (AFIT). The AFIT
provides the foundation on which the rest of the NGI services will reside and provides new advanced
matching algorithms, elevating the systems current accuracy to greater than 99 percent. Due to the
improved NGI AFIT accuracy, 910 additional candidates were identified during the first five days of
service, quickly validating the anticipated superior AFIT performance. One noteworthy success resulting
from this new technology emerged with a civil applicant fingerprint background check submission. The
FBI received a submission for a person who was applying to provide housing for foster care and child
placement. The NGI’s AFIT led to the identification of a subject with prior violent criminal charges,
including armed robbery.

53 Protecting the Force: Lessons from Fort Hood, Report of the DoD Independent Review, January 2010
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Another example of how the new services delivered by the NGI can benefit specific organizations and
individuals is through the Repository for Individuals of Special Concern (RISC) Pilot project. The RISC Pilot
allows officers on the street to use a mobile ID device to rapidly search a national repository of 1.2
million fingerprint records of “the worst of the worst” to quickly assess the threat level of any subject
encountered during their normal law enforcement activities, receiving a response within seconds. In this
pilot, Ohio, Florida, Maryland, Georgia, and Texas law enforcement agencies, using mobile ID devices,
employ the CJIS Wide Area Network to securely transmit “live” fingerprints from the field to the RISC for
a rapid search. As of 13 June 2011, 76,791 total RISC live submissions have been received, resulting in
1,357 hits. This RISC Pilot functionality will be enhanced and will be available nationwide in September
2011. One example of success with the RISC Pilot occurred on 23 January 2011 in Ohio, in the early
morning hours, when the West Chester Police Department encountered an individual who was stopped
for a vehicle equipment violation. The subject was nervous and was unable to provide proper
identification. Officers captured the individual’s fingerprints on the mobile ID device and received a
response from the state database as well as the FBI RISC. The responses confirmed the identity of the
individual and provided information that the subject had warrants in Dearborn County, Indiana for
felony drug charges.

3.11.5 United States Visitor and Immigration Status Indicator Technology (US-
VISIT) 

DHS’s US VISIT Program provides homeland security decision makers with a consolidated source of
biometric and biographic information on visitors and immigrants entering and exiting the United States
or applying for immigration benefits. Although the vast majority of US VISIT information is non
derogatory immigration information, US VISIT’s watchlist includes information about criminals,
immigration violators, and known or suspected terrorists. US VISIT helps federal, state, local, and
international partners quickly and accurately identify individuals and assess whether these individuals
pose a risk to homeland or national security.

US-VISIT and FBI Fingerprint Records Tie Suspected Serial Killer  
to Arrest Warrants 

In August 2010, CBP officers at Atlanta’s Hartsfield Jackson International Airport arrested a
man after fingerprint records confirmed there were outstanding warrants for his arrest in
connection with a murder in Michigan. The interoperability between FBI and US VISIT
systems helped CBP obtain the information they needed in a timely fashion. The man,
suspected of several murders and assaults in Michigan and Virginia, was arrested as he
attempted to board a flight bound for Tel Aviv, Israel. CBP officers took the man into
custody and turned him over to law enforcement authorities.
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US-VISIT Assists Joint Terrorism Task Force by Identifying  
Counterfeit Document 

In November 2010, US VISIT assisted in a case to determine the true identity and overstay
status of a Turkish man attempting to gain employment at a nuclear power plant. It was
determined that the subject was using a false document under a false identity to prove his
legal status to reside and work in the United States. The subject was subsequently arrested
by local DHS law enforcement authorities as an “overstay” and placed into federal custody
awaiting removal proceedings.

US-VISIT Helps CBP Identify Illegal Alien with Outstanding Homicide  
Warrant and Considered Armed and Dangerous 

In August 2010, the Border Patrol in Yuma, Arizona apprehended a man who had entered
the United States illegally. The subject’s fingerprints were checked against the Automated
Biometric Identification System and it was determined that he had two outstanding
warrants, including one for homicide, and that he was considered armed and dangerous. He
was taken into custody and faces charges in the 2004 stabbing death of his girlfriend in
Oregon.

3.11.6 Law Enforcement Information Sharing Initiative (LEISI) 
The DHS LEISI has engaged in numerous partnerships with law enforcement agencies in order to share
and exchange law enforcement information. These bi directional information sharing collaborations not
only allow federal, state, local, and tribal agencies to access DHS law enforcement information, but they
also afford DHS law enforcement officers access to critical law enforcement information held by their
external law enforcement partners. This sharing of information is usually through access to
computerized law enforcement information systems, and can sometimes be accessed from mobile
devices. This quick access to law enforcement information can allow officers to make tactical
adjustments in ongoing operations so as to increase the chances for a safe and successful operation.

ICE agents in Arizona, using a Portable Digital Assistant (PDA), were able to access state and local law
enforcement information through the Tucson Police Department’s law enforcement information
sharing system and were able to make last minute changes in the direction of travel during the
surveillance of Drug Trafficking Organization suspects. With updated address information obtained
through the PDA, the agents were able to maintain surveillance of the suspects and achieve the
goals of the surveillance. The information also provided a mug shot of one of the suspects who was
previously unknown to agents. The newly identified suspect was found to be armed during the
surveillance, and the identification of the suspect allowed other agents to be alerted.

In the past year, through its LEIS Service, the LEISI has established a direct connection to Nlets making
DHS criminal and enforcement biographic data available to all law enforcement personnel connected to
Nlets. The LEISI is also in the process of establishing LEIS Service connections to the FBI/CJIS N DEx. LEISI
is also a proponent of NIEM and is currently developing metrics to measure the success of DHS law
enforcement information sharing.
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The LEISI continues to engage international law enforcement agencies in developing partnerships that
will aid in international law enforcement information sharing. These efforts have been through PCSC
initiatives with Spain, Germany, and South Korea, and have also been through negotiations with the
government of Canada. Currently, DHS law enforcement information is made available to the Royal
Canadian Mounted Police through the Nlets. DHS LEISI is also negotiating an information sharing
agreement with Canada that will allow a bi directional exchange of law enforcement information
between RCMP and DHS.

3.11.7 National Law Enforcement Telecommunications System (Nlets) 
Nlets paved the way for information sharing by implementing Extensible Markup Language (XML) and
off the shelf technologies and spearheading the effort to provide crucial information, like criminal
histories, to the CBP in real time. Currently, Nlets is teaming with the DOJ to pursue the necessary
security measures for enhanced law enforcement information sharing. Recently, the Nlets Program
Management Office asked PM ISE to assist in improving Nlets access for tribal law enforcement
organizations. PM ISE reached out to Indian Country, expanded their knowledge of Nlets benefits, and
established the first ever connectivity pilot with four tribes in separate regions of the United States.

3.11.8 Domestic Highway Enforcement Initiative (DHE) 
U.S. highway troopers are a critical line of defense against all crimes, all threats, and all hazards,
including terrorism in the homeland. For example, in July 2001, a police officer stopped and ticketed
Muhammad Atta in Florida. In September 2001, Atta crashed a plane into the North Tower of the World
Trade Center. In August 2001, Hani Hanjour was pulled over for speeding in Arlington, Virginia. Hanjour
piloted the plane that crashed into the Pentagon. On 9 September 2001, a Maryland trooper stopped
Ziad Jarrah for speeding. Two days later, Jarrah piloted the plane that crashed in Shanksville,
Pennsylvania.

The DHE initiative promotes collaborative, intelligence led, unbiased policing in coordinated and
mutually supportive multi jurisdictional law enforcement efforts on the nation’s highways. The DHE
improves the investigative efforts of HIDTAs and has a significant impact on traffic safety, homeland
security, and other criminal activity. The DHE operational model has contributed to numerous success
stories regarding the disruption of significant criminal activity along U.S. highways. For example, in
February 2011, a DHE supported Iowa Highway Patrol trooper seized more than $49,000 during a
routine traffic stop. Iowa Department of Narcotics Officers shared the information with their state
fusion center, which passed along information to Minnesota authorities. Authorities in Minnesota seized
another $25,000 from a second suspect at the Minneapolis Airport. Intelligence information on the
original suspect revealed that he had recently shipped $40,000 in cash California. DHE supported
analysts and officers in Aptos, California, worked the case. They seized guns, processed marijuana and
1,400 marijuana plants in an indoor grow operation.
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Information Sharing Improves Training and Enhances Interdiction 

The Department of Transportation’s Federal Motor Carrier Safety Administration (FMCSA)
has partnered with the Drug Enforcement Administration (DEA) and the ONDCP in support
of its Drug Interdiction Assistance Program (DIAP). This multi agency information sharing
effort has directly contributed to the apprehension of suspects on the terrorism watchlist,
illegal aliens, and multiple seizures of contraband and drugs. In 2010, seizures from
commercial vehicles included 769,696 pounds of marijuana, 16,612 pounds of cocaine, 297
pounds of methamphetamine, 15 pounds of heroin, and $59.2 million dollars in illicit U.S.
currency. Two recent examples include:

In March 2011, an Alabama state trooper stopped a tractor trailer for a traffic
violation. The trooper, remembering his FMCSA DIAP criminal activity indicators
training, decided to make inquires to various law enforcement systems and
determined that the driver was a known smuggler and a wanted fugitive.
Subsequently, the trooper discovered 1,403 pounds of marijuana mixed in with the
trailer’s cargo.

Also in March 2011, an Iowa state trooper stopped a tractor trailer for a traffic
violation. Based on his FMCSA DIAP training, the trooper observed a number of
visual threat and criminal indicators. The trooper obtained consent to search the
vehicles which resulted in the discovery of $2.5 million dollars of illicit currency in
the trailer’s modified wall and refrigeration unit.

3.11.9 INTERPOL I-24/7 
The U.S. National Central Bureau of INTERPOL (INTERPOL Washington) serves as the statutorily
designated U.S. representative to the International Criminal Police Organization (INTERPOL) on behalf of
the Attorney General. Through INTERPOL Washington, local, state, federal, and tribal law enforcement
authorities can communicate in near real time with their counterparts in the 187 other member
countries of INTERPOL, either individually or with multiple countries simultaneously, by means of an
encrypted, Internet based virtual private network (VPN) known as I 24/7. This highly secure system
provides a full messaging capability and access to INTERPOL databases containing vital international
investigative information on wanted and missing persons, terrorists, fingerprints, biometric information,
stolen and lost travel documents, stolen motor vehicles, as well as stolen and recovered works of art
and significant cultural artifacts. In addition, I 24/7 supports the exchange of international humanitarian
assistance requests involving death notifications, threatened suicides, and health and welfare checks on
U.S. citizens overseas, and foreign nationals in the U.S. INTERPOL Washington has established secure
network partnerships with the Nlets, RISS, the FBI’s Law Enforcement Online (LEO), DOJ, DHS, and a
number of other government law enforcement agencies, to facilitate secure information exchange and
to allow access to the INTERPOL database for investigative assistance.
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By providing access to INTERPOL’s worldwide police to police communications and criminal intelligence
network, INTERPOL Washington significantly enhances international investigative support and
cooperation between U.S. law enforcement agencies and their foreign counterparts–cooperation that is
oftentimes critical in the apprehension of a fugitive or the recovery of an abducted child.

INTERPOL in Action 

In January 2011, a foreign national arrived in the United States and proceeded to travel to
his ex wife’s residence in Alabama, where he kidnapped his five year old daughter. The
father and daughter left the United States for France, but had to travel through the
Netherlands. INTERPOL Washington coordinated communications and information with U.S.
Justice Department officials, the Alabama Police Department, INTERPOL The Hague and
INTERPOL France. Based on this exchange of information, the offender was arrested upon
arrival in the Netherlands. The child was taken into protective custody and reunited with the
custodial parent within three days.

In February 2011 a Colorado Police Department contacted INTERPOL Washington advising
that an offender wanted for a sexual assault with serious injury had fled the United States
on a commercial flight with a destination of Libya. As the offender’s travel was to take him
through the United Kingdom (UK), INTERPOL Washington immediately contacted INTERPOL
London. Upon arriving in the UK, the offender was denied entry and placed on a flight back
to the United States. After landing in Chicago, the offender was immediately taken into
custody on the Colorado warrant.

In all instances, INTERPOL Washington coordinates U.S. law enforcement action and response, ensuring
that the exchange of information is consistent with U.S. interests and law, as well as INTERPOL policies,
procedures, and regulations. Even for U.S. law enforcement agencies with a well developed
international criminal investigative presence, INTERPOL Washington’s services are complementary–not
competitive or duplicative–and are available 24/7/365.

Law Enforcement Integrated Information Architecture 
In October 2010, ONDCP, the Joint Interagency Task Force South, DHS's Office of
Counternarcotics Enforcement, and DHS I&A sponsored an Interdiction Committee initiative
to apply technology in the fight against drugs. Titled the Law Enforcement Integrated
Information Architecture, this program will develop an information sharing architecture to
create advanced analytical awareness, resulting in more actionable law enforcement
intelligence, ultimately resulting in increased interdictions. This effort, focusing on the
Southwest Border initially, is undertaken in partnership with ONDCP, DHS, the Southwest
Border Intelligence Integration Working Group, and the DEA.
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3.12 Homeland Security Standing Information Needs 
Documenting information needs is essential to the production of intelligence that is responsive to
consumers, and is key to enabling effective information sharing. In 2010, DHS reorganized its Homeland
Security Standing Information Needs (HSEC SINs) into10 topics that align with the information needs of
other IC and HSEC Community of Interest (COI)54 members. This alignment enhances the ability of
federal, state, local and tribal partners to collaborate during every step of the intelligence cycle.

For example, HSEC COI partners have been asked to tag raw information reports and finished
intelligence products with relevant HSEC SINs. The practice of tagging items using common categories
enables partners throughout the HSEC COI to more effectively share information and intelligence with
target audiences, ensuring that homeland security stakeholders are receiving what they have identified
as important and relevant to their operations. DHS continues to work with state, local and tribal
partners, through the fusion centers, to develop SINs that are relevant to each fusion center’s area of
responsibility. Documenting SINs provides fusion centers with a baseline to guide their information
collection activities and it further enables fusion centers to effectively communicate their information
needs with the broader HSEC COI.

In November 2010, DHS launched a SINs development initiative for the private sector. This initiative
included actively engaging interagency governmental partners, as well as owners and operators from
the 18 CIKR sectors, in the information needs identification process. The effort began with a pilot
between DHS and the Oil and Natural Gas sector owners/operators, private sector analysts, key trade
association representatives, sector leadership, and analysts from the Department of Energy (DOE), DOT,
and Transportation Security Administration (TSA). The pilot brought together interested government
sector and intelligence personnel with private sector personnel to educate each another about their
respective missions, roles, and business processes. These sessions ended with a facilitated discussion of
the sector’s specific information needs.

The SINs identified by each CIKR sector will be integrated by DHS into the overarching HSEC SINs, and
will enhance the ability of homeland security and IC partners to effectively collaborate with the private
sector during every step of the intelligence cycle. Over the next year, DHS will continue to employ this
new process for working with the other CIKR sectors to identify and address their information needs.

54 Homeland Security Community of Interest (HSEC COI) is defined as DHS and its federal, state, local, tribal, territorial, and
private sector stakeholders and homeland security partners.
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Building Beyond the Foundation 
The ISE is building beyond the foundation set over the last several years and is making critical
improvements in responsible information sharing. The foundation of the ISE was built through strategic
coordination and mission partner investment. The 2007 National Strategy for Information Sharing
provided specific goals, guidance, and performance assessment criteria by which progress is measured.
As the ISE moves into the next phase of implementation, PM ISE is focusing its attention on new
priorities, while ISE mission partners continue to sustain and grow existing capabilities. The PM ISE is
refreshing the National Strategy for Information Sharing to bring a new performance framework, with
identified goals, objectives, and metrics for monitoring progress, into action.

Governance has emerging as a critical enabler and guiding force for accelerating the implementation of
the ISE and coordinating efforts among multiple agencies at all levels of government and with the
private sector. The Information Sharing and Access Interagency Policy Committee (ISA IPC) and its
subordinate Sub Committees and Working Groups are at the forefront of achieving effective interagency
governance, coordinated implementation, and results measurement. Sub Committees and Working
Groups, which are chaired by senior representatives from throughout the ISE, are achieving consensus
on how to develop a unified ISE and are realizing whole of government results for new and improved
sharing and protection capabilities for all ISE partners. The ISA IPC has reached a strong operating state,
with a quarterly battle rhythm that drives progress toward the ISE goals.

The National Security Staff and the Office of Management and Budget issue annual ISE programmatic
and implementation guidance that leads to cohesion and focus across the ISE. This and other Federal
Government wide guidelines, rules, procedures and functional standards are creating further
momentum to enable the ISE to be an effective and efficient environment to responsibly share critical
national and homeland security information. In addition to this top down governance construct,
communities of interest have formed around many key information challenges and these communities
are accelerating progress and implementation of the ISE.

An ISE roadmap, with important components such as standards adoption, industry engagement, and
strategic sourcing, will help steer the ISE in the right direction. Shared functional capabilities like identity
management, information security, and auditing are necessary to provide a secure and functional
technical space for information sharing. Further, continuing to develop human capital through
enhancing training, conducting exercises, and replicating best practices remains a critical success factor
for all ISE mission partners.

Increased interaction with all stakeholders, including industry and standards development organizations,
is enabling standards based procurement, strategic sourcing, and a deep collaboration that benefits all
participants of the ISE. Ensuring that all mission partners are synchronizing efforts will ensure that the
ISE continues to grow efficiently, and to enable analysts, investigators, and operators to prevent
terrorist attacks and promote homeland security.

IA_00458



2011 ISE Annual Report to the Congress

77

4 Establishing Standards for 
Responsible Information Sharing and Protection 

The PM ISE is working with mission partners and standards organizations to identify the best existing
standards for reuse and implementation across the ISE. Following the Office of Management and Budget
(OMB) direction on voluntary consensus standards in Circular No. A 119, the PM ISE is leveraging and
influencing industry standards to help make information transfer simpler and more predictable.
Engagement with industry to build products based on standards both improves “off the shelf”
interoperability of commercial solutions and ensures availability of technical solutions in shorter
timeframes and at a lower incremental cost overall to mission partners.

4.1 Advancing Existing Standards for Information Sharing and 
Protection   

To build the foundation of the ISE, the Common Information Sharing Standards (CISS) Program, was
created to develop functional and technical standards to enable broader federal, state, local, tribal, and
private sector access to, as well as the distribution and sharing of information. Functional standards set
forth the rules, conditions, guidelines, and
characteristics of data and mission
products supporting ISE business process
areas. There has been a steady increase in
the number of departments and agencies
that are incorporating functional standards
into the management and implementation
of ISE related mission business processes;
over the past year there has been a 36%
increase to a total of 10 out of 14
departments and agencies (See Figure 9.)

The ISE Functional Standard for Suspicious Activity Reporting (ISE SAR) is an excellent example of a
functional standard now advanced by mission partner specific efforts via the Nationwide Suspicious
Activity Reporting Initiative (NSI). The ISE SAR functional standard allows present and new participants
in the NSI to use common terminology, data elements, and formats and also provides the necessary
definitions, and outlines the behaviors, so that a police department in New Jersey, for example, can
easily understand the details of a suspicious activity occurring in Los Angeles. Sixty four percent of the
ISE department and agencies indicate that functional standards such as ISE SAR are helping to improve
CT processes, interfaces to other ISE partners, and the structure of data/information for sharing in the
ISE; this is a 21% improvement over the last year.
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Similar functional standards currently being developed and implemented include:

The NIEM AMBER Alert Specification, which improves the sharing of Amber Alerts between
jurisdictions and across multiple communications networks and technologies.
The Standard NIEM Prescription Monitoring Program Information Exchange, which assists law
enforcement, health agencies, and prescribers in identifying potential abuse and diversion.
NIEM enabled Cyber Incident Information Sharing, which will bring cyber security specialists
from around the world together to respond to cyber incidents as a collective force, to minimize
loss and disruption.

CISS technical standards document the specific technical methodologies and practices used to design
and implement information sharing capabilities into ISE systems. Many technical standards development
efforts have evolved out of the growing needs of the Internet community, and are managed by industry
consortia, often referred to as Standards Development Organizations (SDOs). These SDOs develop
standards using robust methodologies and tools which are designed to simplify and unify the way in
which applications communicate, interact and interface in order to handle their information exchange
needs. At present, seven out of 14 responding ISE departments and agencies have incorporated CISS
Technical Standards into their architectures, accounting for a 7% increase since 2010.

Technical standards also include a specific type of standard for securing information technology systems.
Without commonly understood definitions for security controls and how they are implemented and
maintained at the application, network, and enterprise levels, either costly retesting of security controls
must be performed prior to interconnecting systems so they can share information, or significantly
higher levels of risk must be accepted. In the federal space, several organizations have the authority,
pursuant to the Federal Information Security Act of 2002 (FISMA; 44 USC §3541), to promulgate security
standards, including: the National Institute for Standards and Technology (NIST) (the Special Publications
800 Series); the Intelligence Community (IC); the Department of Defense (DoD); and the Committee on
National Security Systems (CNSS). This year the ISE has significantly increased coordination with these
groups in order to adopt or establish common security standards. Increased standardization also
enables industry partners to “bake in” common security controls in their products and services, thereby
improving the overall security of such products and supporting downstream assured information
sharing.

4.2 Coordination of Standards to Enable Interoperable Capabilities  
Standards are critical enabling capabilities as they allow the ISE to deliver the decentralized, distributed,
coordinated, and interoperable capabilities described in IRTPA. The way in which standards are
identified, developed, adopted, and implemented requires significant cooperation and shared vision
among interagency groups utilizing a rigorous governance structure that incorporates the values,
expertise, and priorities of relevant partners.
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Registry of USG Recommended Biometric Standards 

The Registry of USG Recommended Biometric Standards (Registry), which was updated in
February 2011, supplements the National Science and Technology Council (NSTC) Policy for
Enabling the Development, Adoption and Use of Biometric Standards. This Registry lists
recommended biometric standards for U.S. Government wide use. It is based upon
interagency consensus on biometric standards required to enable the interoperability of
various federal biometric applications, and to guide federal agencies as they develop and
implement related biometric programs. The NSTC Subcommittee on Biometrics & Identity
Management will continuously review the content of this document, and release updated
versions as required to assist agencies in the implementation and reinforcement process of
biometric standards to meet agency specific mission needs.

4.2.1 Standards Governance 
Recognizing the critical role of standards in enabling the ISE and mission partner operations, in May
2011 the ISA IPC approved the creation of a Standards Working Group to coordinate efforts across
departments, agencies, and levels of government. The Standards Working Group, which replaces
interagency efforts previously under the Common Information Sharing Standards (CISS) Program, is
developing a work plan focusing on standards and implementation profiles that should be coordinated
and developed to ensure agreement, reduce duplication of effort, and influence existing standards
efforts across the whole of government. The purpose of the interagency effort is to facilitate cross
domain, enterprise wide interoperability and information sharing through standards. The initial goal of
the group is to clearly define a process by which a standard is taken from need recognition to solution
implementation, whether by adopting an existing standard, harmonizing or modifying a standard, or
leading the creation of a new standard. To enable the government wide approach, the Standards
Working Group is also developing a shared lexicon, or term dictionary, wherein languages across many
standards groups and domains can be aligned to prevent fragmentation or communication gaps.
Another key to making standards work, is making them accessible, thus the working group is aiming to
adopt a central repository so that government consumers will have a single location to locate and
explore the available resources.

4.2.2 Industry Engagement 
In 2011, PM ISE joined both the Object Management Group (OMG) and the Organization for the
Advancement of Structured Information Standards (OASIS). PM ISE’s aim in joining these organizations
is to bring federal, state, local, and tribal government partners together to leverage existing work on
specifying government standards and to harmonize those standards. Additionally, PM ISE aims to work
with OMG and OASIS to institutionalize those efforts as standards that industry can incorporate into
their products and services.

In addition to engaging industry, PM ISE is currently working with its ISE mission partners on a strategic
sourcing approach based on industry standards and implementation profiles. Strategic approaches like
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these will allow mission partners to procure products that are interoperable, cost effective, and policy
and standards compliant. Mission partners can communicate these ISE based requirements to industry
in their requests for proposals (RFP) and realize targeted solutions which deliver the ISE. Industry reacts
to customer demand (via RFPs, procurements, acquisitions) and this sourcing approach will encourage
industry to create standards based interoperable solutions for the ISE.

4.3 The National Information Exchange Model (NIEM)  
NIEM is a “community built” initiative that was born as a best practice developed by a handful of state
and local practitioners. NIEM connects communities of people who share a common need to exchange
information to advance their missions. The NIEM community is now a large partnership between federal
agencies, state governments, the private sector and several international countries. NIEM is designed to
develop, disseminate and support enterprise wide information exchange standards and processes that
can enable jurisdictions to effectively share critical information in emergency situations, as well as
support the day to day operations of agencies throughout the nation. NIEM has become a well tested
and mature repeatable, reusable process for developing information exchange requirements that
improves efficiency, saves time, reduces costs, and advances and fulfills organizational missions

Since its inception in 2005, NIEM has focused on data: understanding it, ensuring that it is discoverable,
and standardizing it so that the data moves easily across departments and agencies. NIEM provides a
commonly understood way to connect data to improve government decision making for the greater
good. This program has seen substantial mission area growth in the last several years, extending well
beyond its original justice and homeland security roots. For example, this year saw the U.S. Department
of Health and Human Services (HHS) joining the Federal Government’s NIEM Steering Group with HHS’s
commitment to adopt NIEM into the health records data standardization process. NIEM has played a
critical role in establishing a common vocabulary that has significantly enabled development of
information exchanges, such as the SAR Information Exchange Package Documentation (IEPD), which
defines the terms that would comprise a SAR anywhere a SAR is used if generated by participating
partners at the federal, state, or local level, or by private sector partners. These exchanges represent
formal, machine executable models that ensure universal meaning even if the exchanging parties have
no direct relationship with each other and do different jobs in different locations or agencies.

4.3.1 Advancing Use of NIEM Across All Levels of Government  
NIEM creates a standardized way of doing business and as such, is a core process and framework for the
ISE. In FY 2010, OMB provided guidance to all federal agencies to evaluate the adoption and use of NIEM
as the basis for developing reference information exchanges. The initial results of the evaluation were
very positive. To date, 12 federal agencies have committed to using NIEM. NIEM is also gaining
significant adoption as a common framework for information sharing for a number of states, as well as
local and tribal agencies. Seven more federal agencies and some international partners are evaluating
the potential to use NIEM for their missions. Agencies that are not already using NIEM are required to
exchange information with those that are, which will drive further adoption.
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In April 2011, the Federal CIO Council released the NIEM adoption and use report. This Report indicates
that:

NIEM is gaining significant adoption as a common framework for information sharing. NIEM
architecture allows the flexibility for different domains and agencies to leverage the common
infrastructure and architecture offered by NIEM, while allowing them to maintain the
information exchange requirements for their domains. This flexibility is a key contributing
component for NIEM success and adoption.
A growing number of federal, state, local, tribal and international mission partners are adopting
NIEM for their information sharing needs
Twelve federal agencies have committed to using NIEM. Seven more federal agencies and some
international partners are evaluating the potential to use NIEM for their missions
Recent additions to NIEM domains include Cyber security, Federal Health and Human Services,
Youth and Family Services, and Agriculture

4.3.2 Advancing NIEM and UML Tools  
To foster the evolution of the NIEM toolkit, the NIEM
Program Management Office (PMO) and the PM ISE,
with support from SEARCH (the National Consortium
for Justice Information and Statistics), are partnering
with OMG to develop a Unified Modeling Language
(UML) Profile for NIEM IEPD. A Request for Proposal
(RFP) for developing this UML Profile was submitted
to OMG by the Government Domain Task Force for
consideration during the June 2011 OMG Technical
Meetings in Salt Lake City. The RFP received a very
strong response and OMG approved the issuance of
the RFP to their community of U.S. based and
international government and private sector industry
membership. The next steps include submission and
development of the UML profile, followed by the
development of at least one commercial or open
source product that will use the new NIEM UML
profile.

The goal of this effort is that the standard, which
mixes the best of NIEM with that of the UML standard
is adopted by industry. Then government will be able
to purchase commercial products with standardized
information sharing “baked in” from the start.

Advancing Industry Standards

In May 2011, PM ISE engaged a multi

partner effort with the NIEM PMO and

members of the OMG, a consortium of both

industry and government members, to

develop a UML profile for NIEM that will

further NIEM success and adoption. This

UML profile will be an industry standard

that will enable NIEM developers to

graphically develop models of information

sharing across systems, agencies, and levels

of government. NIEM’s success and

adoption as a consensus standard has led to

the recognition that we need better support

and integration for NIEM in commercial

products, enabling native support for NIEM

throughout the Systems Development

Life Cycle.
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Recently, members of the NIEM community from outside the NIEM PMO—including both for profit and
non profit organizations—have begun offering data standard development tools, signaling the maturity
of NIEM and the formation of a robust market for like tools. The UML profile will specify a standard way
of capturing IEPD content and structure in UML, the leading industry standard for modeling supported
by dozens of tool vendors and open source projects. When the implementation profile is complete, and
has been adopted as a standard by OMG, the NIEM UML Profile will be available for use in any number
of UML tools available to the developer community today. NIEM support will be an extension of the
existing tools and products, and IEPD developers will be able to use off the shelf UML tools to model
exchanges and generate NIEM conformant IEPDs from their models.

The resulting expansion of UML tools will encourage an ever growing community of developers as they
implement interoperable components for responsible information sharing across departments and
agencies, across different levels of government, and between government and the private sector. All are
welcome to join the efforts. The challenges and opportunities our modern world faces requires such
interoperability, since they no longer exist in the domain of just one government department or
jurisdiction.

4.4 Identity, Credential and Access Management (ICAM) 
Responsible information sharing can occur when partners are able to share the identity of users
requesting access to information in a form that is understandable to all partners. ICAM capabilities help
with both tagging people in a form that can be recognized, and that can assist with the management of
responsible information sharing across partners.

In November 2009, the Identity, Credential, and Access Management Subcommittee (ICAMSC) of the
Information Security & Identity Management Committee (ISIMC) released the Federal Identity,
Credential, and Access Management (FICAM) Roadmap and Implementation Guidance, Part A. This
document provides common segment architecture and associated implementation guidance for use by
federal agencies as they continue to invest in FICAM programs. The FICAM segment architecture will
serve as an important tool for providing awareness to external mission partners and will drive the
development and implementation of interoperable solutions. Part B of the FICAM Roadmap is scheduled
for release in August 2011 and will include detailed implementation guidance for departments and
agencies.

4.4.1 Implementing Federated Identity Standards into the ISE’s Interoperability 
Efforts   

Throughout the last year, ISE partners have participated in various forums addressing ICAM. In order to
synchronize efforts, the PM ISE convened the leaders associated with the multiple logical access related
management activities of the Federal Government in May 2011. All leaders agreed to a broad vision of
enabling these different identity frameworks to ultimately become aligned across all mission partners to
provide the critical foundation for authenticating and appropriately authorizing access to information
and systems.
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There are at least five ICAM frameworks in use by federal agencies:

The Federal CIO Council’s FICAM Roadmap55 and Personal Identity Verification Interoperable
(PIV I) guidance for unclassified networks;
The DOJ’s and DHS’s Global Federated Identity and Privilege Management (GFIPM) standards
for unclassified networks and non federal partners;
The FBI’s Criminal Justice Information Services (CJIS) Division Federated Identification and
Management Service (FIMS) for unclassified networks and non federal partners;
The Committee on National Security Systems (CNSS) Public Key Infrastructure (PKI) for National
Security Systems; and
The IC’s Identity and Access Management (IdAM) effort across all IC networks at all security
domains.

Each ICAM framework covers separate communities and separate security domains. The goal in bringing
all frameworks together is to achieve interoperability from both a horizontal – spanning all mission
partners across a single security domain – and a vertical – spanning across security domains –
perspective. Horizontal and vertical ICAM interoperability will eventually support key assured
information sharing capabilities such as federated cross domain searching and discoverability, and
insider threat detection and prevention. In the near term, the focus is on first achieving horizontal ICAM
alignment to support assured information sharing across all mission partners within a security domain.
For example, FICAM, GFIPM, FIMS, and IC IdAM at the unclassified level will need to be interoperable to
achieve simplified sign on (SSO) capability for the Assured SBU Interoperability Initiative. Similarly for
federal Secret networks, CNSS PKI, IC IdAM at the Secret level, and other existing PKI solutions deployed
on Secret networks will need to be aligned to preserve and expand assured intra network access to
mission critical information.

When fully implemented, the ISE’s efforts at promoting federated identity, in concert with FICAM, will
close identified security gaps in the areas of user identification and authentication, access control, and
logging and auditing. These efforts support the integration of physical access control with enterprise
identity and access systems, and enables information sharing across systems and agencies with common
access controls and policies. The transformation of these business processes is vital to the security of the
United States.

55 http://www.idmanagement.gov/documents/FICAM_Roadmap_Implementation_Guidance.pdf
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National Strategy for Trusted Identities in Cyberspace (NSTIC) 

The National Strategy for Trusted Identities in Cyberspace (NSTIC) charts a course for the
public and private sectors to collaborate on raising the level of trust associated with the
identities of individuals, organizations, networks, services, and devices involved in online
transactions. The NSTIC focuses on ways to establish and maintain trusted digital identities,
which are critical for improving the security of online transactions. Online transactions are
electronic communications among two or more parties, connected via networks, systems,
and computers. Individuals, organizations, hardware, networks, and software are all
participants in an online transaction; therefore, each of these may be identified,
authenticated, and authorized. Technology and processes for identification (establishing
unique digital identities) and authentication (verifying the identity of a user, process, or
device) are at the forefront of this Strategy. In addition, the Strategy focuses on ways of
providing trusted and validated attributes to enable organizations to make decisions about
authorization (approving or giving consent for access benefits). Identification,
authentication, and authorization provide the information and assurances necessary for the
parties within a given transaction to trust each other. The strategy as laid out in the NSTIC is
based upon the FICAM Roadmap and is foundational to satisfying the needs of the ISE to
provide assured information sharing.

4.4.2 Advancing Attribute Governance and Backend Attribute Exchange (BAE) 
A challenge for acceptance and usage of both the PIV and PIV I credentials is how to make
authentication decisions based on attributes of an individual user to allow access to information that is
not held within the home organization essentially, how can an organization verify the that an individual
from an outside entity meets the required criteria to access their information. Attributes can be an
affiliation with an organization, a role within that organization, specific training or certification, as well
as information about the operating environment.

The BAE standard and service is intended to satisfy the enterprise wide need to verify attributes:
providing for the exchange of information between an Attribute Authority (i.e., the information’s
authoritative source) and a Relying Party (RP) to make access decisions. The RP requests specific
attributes of the individual who is trying to obtain information. The Attribute Authority responds,
returning requested information as appropriate. The RP uses the returned information as necessary to
make authorization decisions.

In partnership, PM ISE and U. S. General Services Administration (GSA) are leading the effort to develop
a business case and life cycle sustainment analysis which will fully develop the need for the BAE and
outreach to stakeholders to gauge their level of involvement and document their commitment of
support. This analysis will also include the development of attribute governance and a sustainability plan
for the BAE.
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4.5 Security, Auditing and Cross-Domain Frameworks 
World events–starting with 9/11, continuing through the WikiLeaks disclosures, and most recently
culminating in the take down of Osama bin Laden–have generated a number of questions related to the
appropriate relationship between information security and information sharing. Information security
and assurance helps partners manage connections between what data people are allowed to access and
share, in a way that promotes responsible information sharing across partners.

Some world events have been characterized as evidence of the limits of safe information sharing, while
others have been highlighted as positive examples. These questions and the continuing tension between
sharing and protection illustrate the complexity of the situation mission partners collectively face in
developing the ISE. This complexity cannot be simply described as an inverse relationship between
sharing and protection; rather, it is a more nuanced relationship of appropriate calibration between
sharing and protection aimed at effectively managing the risks associated with both.

In March 2011, ISE leaders from the State Department, DoD, the Office of the Director of National
Intelligence (ODNI) and PM ISE, testified before the Senate Homeland Security and Governmental
Affairs Committee hearing, “Information Sharing in the Era of WikiLeaks: Balancing Collaboration and
Security.” As the WikiLeaks story evolved over the past year, many voiced concerns that information
sharing would suffer a setback. This hearing presented an opportunity to discuss the root causes as well
as our efforts to accelerate and strengthen both information sharing and information security.

IRTPA recognized the complex relationship between information sharing and protection in its
description of the characteristics associated with the ISE. Half of the fifteen characteristics identified as
crucial for the ISE include elements of information protection – a clear recognition that protection and
sharing are indivisible aspects of the ISE. Assured and responsible information sharing continues to be
the overarching goal of the ISE.

4.5.1 Securely Sharing Classified Information with State, Local, Tribal, and 
Private-Sector (SLTPS) Partners 

The need to share actionable and relevant classified
information with SLTPS partners in support of homeland
security is evident. Equally evident is the need for a unified,
consistent program for the application of standardized security
procedures for security clearance management and the
safeguarding of classified information across the executive
branch and in support of classified information sharing efforts
with our partners in the SLTPS communities.

In August 2010, the President issued Executive Order (EO)
13549 to all federal departments and agencies, establishing the
Classified National Security Information Program designed to
safeguard and govern access to classified national security
information shared by the Federal Government with SLTPS
entities.
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This EO establishes a governance and oversight structure that will serve to ensure the uniform
application of security standards within the executive branch and SLTPS communities while maintaining
consistency with existing national policy and standards.56 The EO also called for the establishment of the
SLTPS Policy Advisory Committee (PAC) to discuss the program related policy issues in dispute in order
to facilitate their resolution. They will also recommend changes to policies and procedures that are
designed to remove undue impediments to the sharing of information under the Program. The SLTPS
PAC conducted its initial meeting on 11 January 2011.

The EO designated the Secretary of Homeland Security as the Executive Agent (EA) for the program. The
Secretary subsequently assigned responsibility for the execution of the EO and the implementation,
management, and oversight of the program to the DHS Office of the Chief Security Officer (OCSO). The
OCSO is completing work with interagency and STLPS partners to develop the implementing directive
that will establish a governance and oversight structure to instill and promote the uniform application of
security standards within the executive branch and SLTPS communities consistent with existing policies
and standards.

In the coming months, the EA, in collaboration with other federal agencies and the SLTPS PAC, will work
to fully implement the requirements of the EO. Among the efforts that will be addressed are the
development of systems that are able to document and track the final status of security clearances and
to maintain security implementation profiles of SLT facilities that have access to classified information
and the development of an SLTPS Security Awareness and Training for program.

4.5.2 Policy and Procedural Framework for Security Reciprocity 
Security reciprocity is an important means for developing a consistent, transparent approach to security
that minimizes administrative burdens and cost for all mission partners. Through harmonizing the
standards and processes used for security clearances for personnel, facilities security, and information
technology systems security, mission partners can better understand the security measures used by one
another, make well informed risk management decisions, and achieve predictable security outcomes.
Consistency and transparency in turn generate the trust that enables mission partners to accept the
security determinations of one another and to minimize the administrative burden of re examining
security measures taken by others.

Significant progress in the area of security reciprocity continued over the past year as evidenced by
continued promulgation of harmonized National Institute for Standards and Technology (NIST)
Committee on National Security Systems (CNSS) Intelligence Community Directive (ICD) standards.
These improvements are laying the foundation for an assured information sharing ecosystem among
federal departments and agencies; state, local and tribal mission partners; private sector owners of
critical infrastructure; and international partners. At present, 9 out of 14 ISE departments and agencies
responding to the 2011 ISE Performance Assessment have documented policies and/or implementation

56 Executive Order (EO) 13526, “Classified National Security Information;” EO 12968, “Access to Classified Information;” EO
13467, “Reforming Processes Related to Suitability for Government, Fitness for Contractor Employees, and Eligibility for Access
to Classified National Security Information;” and EO 12829, as amended, “National Industrial Security Program.”
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NIST Leads Effort to Harmonize Security Standards 

The National Institute of Standards and Technology (NIST), an agency under the Department
of Commerce (DOC), continued to lead the interagency effort to harmonize security
standards among federal civilian agencies, DoD, and the IC, and published two additional
security standards in the past 12 months. These harmonized standards represent the
beginning of a single coordinated federal baseline for information systems security that will
enable security reciprocity among federal mission partners, and will also enable reciprocity
to be extended to non federal partners such as fusion centers.

NIST also created the program management office for the National Strategy for Trusted
Identities in Cyberspace (NSTIC) in April 2011. This strategy, which is aligned with key
existing federal identity management efforts, will provide an important framework to
enable interoperable identity management solutions among federal and non federal
mission partners, including state, local, and tribal governments and private sector partners.

4.5.3 Information Assurance and Auditing 
Generating records of individual activities on networks and in handling information provides an
important part of the overall function that is information assurance. When individual users understand
that their actions are being monitored, they are more likely to be vigilant in avoiding mistakes; they are
also more likely to think twice about committing acts of deliberate malfeasance. Audit data and the
analysis of patterns of use also constitute the means of predicting and detecting security problems as
they occur.

However, to be useful in its role in information assurance, audit data must be shared effectively both
vertically and horizontally. To assemble a comprehensive picture of date use, audit data covering
activities on different networks and systems must be shared among mission partners. But audit data
must also be shared or aggregated vertically across security domains to achieve a complete picture of
use. Consequently, audit data present a uniquely broad challenge for information sharing.

Through the use of common standards for capturing audit data, and interoperable processes for
aggregating it across networks and security domains, the complete picture of use becomes an
achievable goal. The ISE, and the tools it employs to enable assured information sharing, is the optimal
ecosystem for supporting an effective audit function.

In the past year, the IC has made progress in harmonizing audit data and procedures. Recently
promulgated IC standards implement uniform information security requirements and procedures
concerning audit information in the IC information environment, and address the use of collected audit

IA_00470



2011 ISE Annual Report to the Congress

89

data for insider threat detection. These standards enable the capture and analysis of user activities to
protect sensitive information, promote interoperability and efficiency, support identification of threats,
and promote effective information sharing. The IC’s experience in audit functions presents an
opportunity for leveraging best practices for other federal, state, and local networks to improve the
overall assurance of the ISE.

4.5.4 Information Sharing Across Security Domains  
Security reciprocity and the use of common security standards and implementation profiles also support
key ISE capabilities such as federated searching and the aggregation of audit data. In the future, security
reciprocity and common standards will support capabilities that span horizontally across different
networks at the same classification level, as well as capabilities that operate vertically across security
classification domains, where appropriate. The ability to provide capabilities that cross security domains
is necessary for certain functions, such as auditing (as previously noted), and it enables significant
efficiencies for users in functions such as federated searching.

For example, an authorized individual operating on a classified domain should be able to search across
both classified networks and unclassified networks. Inversely an individual operating only an unclassified
domain may not see the classified results of a search; nevertheless, the search and discovery processes
can trigger a notification to authorized individuals at the classified domain regarding interest from the
unclassified domain for information. In the future, such a notification may then trigger actions to make
some form of the classified information available to the unclassified domain. By achieving cross domain
federated search and information discovery, the ISE empowers members to find information actively
and to have timely, relevant, and accurate information to find them. In both cases, use of interoperable
security standards, privacy standards, and identity standards are a necessary condition to enable cross
domain functions.

4.5.5 Guiding Departments and Agencies  
As part of previous efforts to establish the ISE through structural standardization, an Enterprise
Architecture Framework was released in 2008 and continues to be utilized by many agencies. Sharing
information in an electronic world requires agreement on the structures, policies, processes, and
protocols under which sharing takes place. This is especially important in a distributed, decentralized
environment like the ISE, where sharing takes place across a vast array of information technology
systems and networks. This framework provided specific guidance to ensure that information
technology investments are driven by the need for interconnectedness, interoperability, and seamless
information sharing and collaboration. Its concepts and principles have been incorporated into OMB’s
Federal Segment Architecture Methodology (FSAM) as a best practice and are being adopted by other
government wide information sharing initiatives, such as the Next Generation Aviation Transportation
System, the Maritime Domain Awareness Initiative, and the Federal Health ISE.
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Adherence to ISE concepts has proven beneficial to members of the ISE community, to include ISE’s
broad guidance and recommendations to departments and agencies resulting in:

Seven of 14 responding ISE departments and agencies applying Enterprise Architecture
transition plans at key decision points in the investment cycle;
Eleven of 14 responding ISE departments and agencies mapping at least one IT investment to its
information sharing segment architecture, a 14% increase from 2010;
Eight of 14 responding ISE departments and agencies representing all major ISE IT investments
in their enterprise transition plans, a 7% increase from 2010; and,
Five of 14 responding ISE departments and agencies including at least one information sharing
measurement indicator for FY 2010 in Section E Performance Information table (Table I.E.1) of
their annual OMB Exhibit 300s for ISE investments.

As the ISE continues to develop and move forward, a roadmap will continue to accelerate the provision
of guidance and recommendations to departments and agencies, to focusing on standards adoption,
industry engagement, and strategic sourcing across all levels of government.
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Information Sharing and 
Protection Challenges and Opportunities 

As the WikiLeaks story emerged, concerns were voiced that information sharing would suffer a setback.
The guidance throughout the Executive Branch has been consistent: we need to accelerate our
information sharing in a responsible and secure way. While complex and challenging, the imperatives to
share and protect are not in conflict. In fact, as our information protection measures mature, are
accepted by more and more mission partners, and become more and more transparent – our trust of
one another’s practices and security controls will result in increased reciprocal acceptance of
information systems certification and accreditation, Identity, Credential, and Access Management, and
audit procedures. In this new trusted environment, information sharing is facilitated by the very
protections put in place to prevent another WikiLeaks type incident.

We do not yet enjoy the benefits of the trusted environment described above and the challenges
highlighted by the WikiLeaks breach are complex and go to deeply rooted issues:

Our legacy of agency based, bi lateral, and fragmented rather than common, consistent,
transparent, and comprehensive solutions for trusted, assured information sharing and
protection;
Our inconsistent and uneven counterintelligence posture against the insider threat and related
technical considerations;
Our inclination to fix the surface level problem, namely our focus on securing the specific
classified network involved, while ignoring the fact that the challenge of sharing information in a
secure manner applies to and spans all security domains.

A whole of government approach is necessary to effectively address these issues in a robust way. We
cannot hope to build a truly trusted ISE without addressing the concerns and mitigating the risks of all
ISE mission partners.

In addition, the ISE is mandated to address terrorism, homeland security, and weapons of mass
destruction information regardless of classification. Fundamental policies and solutions must be framed
to address all types of protected information, classified and unclassified, held by the Federal
Government and by our state, local, and tribal partners, as our critical national and homeland security
issues cut across security domains.

Finally, a strong and broadly applied governance, strategy, and policy framework is foundational to
improving information sharing and protection. We can achieve the trusted environment that we want,
but every entity that has an ISE equity must have a seat at the table and be incorporated into the
strategic vision from the outset.

The ISE has, since its inception, focused on information sharing in a responsible and assured manner.
The risk of future WikiLeaks like incidents can be reduced; but, fixing these government wide challenges
is complex, difficult, and requires sustained commitment. To share and protect information effectively,
we must work to find what the DNI has termed the “sweet spot” between these critical imperatives.
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5 Enabling Assured  
Interoperability Across Networks 

The Information Integration Sub Committee (IISC) of the Information Sharing and Access Interagency
Policy Committee (ISA IPC) coordinates high priority interagency efforts to accelerate the delivery of the
ISE, including interoperability among Sensitive But Unclassified (SBU)/Controlled Unclassified
Information (CUI) and Secret networks, identification of best practices in support of data aggregation57

activities, and advancement of industry based standards in support of all ISE activities, as discussed in
Chapter 4. The IISC also ensures that both federal and non federal partners (e.g., fusion centers, state
and local law enforcement activities, and public safety endeavors) have appropriate input in guiding and
implementing shared information integration capabilities, policies, and processes that satisfy their
mission needs. The 2011 Annual Performance Assessment indicates there are opportunities for
improving information integration across the interagency. For example, only five of 14 responding ISE
departments and agencies have a plan for implementing interconnection capability for sharing terrorism
and homeland security information across SBU/CUI networks.

The IISC accomplishes this mission through its Working Groups by coordinating functional and technical
standards, interoperability, data methods, and other responsible information sharing efforts
harmonizing governance, policy, and investments across agencies and departments. These efforts are
further discussed in the sub sections below.

5.1 Data Aggregation  
The mission to disrupt terrorist acts before they occur is enabled by finding, sharing and collaborating on
data that comes from trusted and reliable mission partners. Mission partners are continually producing
and consuming data from a wide variety of sources. The goals of data aggregation in the ISE are
achieved through an established governance process that enables mission partners to obtain the data,
through shared ISE enterprise services, that is necessary to perform their missions while protecting the
privacy of persons for whom no nexus to terrorism exists. Key to enabling the access and dissemination
of aggregated data within the ISE will be the capability to authenticate users across the environment.
Through positive user authentication, logging of data access, and auditing of data trails, the risks
associated with the sharing of aggregated data are mitigated.

Under the joint leadership of Department of Homeland Security (DHS) and Office of the Director of
National Intelligence (ODNI), the Data Aggregation Working Group (DAWG) was formally approved and
chartered by the IISC to focus on capabilities that are entity (identity) focused, and to employ
automated data discovery, data characterization, data correlation, and disambiguation algorithms to

57 Data aggregation refers to the collection of processes, policies, procedures, and technologies that allows for the detection of
relationships between people, places, things and characteristics, linking information across organizations and helping analysts
to identify the connections between data that are not obviously related.
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aggregate information from multiple domains into a mission specific enterprise level analytic service.
The objectives of the DAWG are to:

1. Provide a forum for sharing best practices, developing enterprise solutions, reviewing
architectures, and resolving interagency issues related to data aggregation.

2. Explore options and provide recommendations to the IISC for implementing data aggregation
approaches as part of the broader ISE.

3. Provide a forum for linking National Security related matters with federal information
technology, information systems, and architectural guidance as they relate to the data
aggregation.

4. Evaluate options and provide recommendations
to the IISC for enabling cross security domain
search, discovery, and retrieval in aggregated
data sets.

5. Serve as a technical forum of federal wide
engagement for assessing and providing
recommendations to the IISC on the optimization
of data related processes, standards, and
architectures that lead to data aggregation
capabilities in support of non traditional
screening for terrorism.

6. Remain in synchronization with the Privacy and
Civil Liberties Sub Committee of the ISA IPC so
that technical, policy, standards, and privacy
issues related to data aggregation are consistent
across multiple security domains.

The Working Group envisions the ISE as an enterprise and applies enterprise data management
principles to precisely define, easily integrate, and effectively retrieve data for both internal applications
and external communications and sharing. This approach supports a more flexible ISE with lower costs
by leveraging partner systems and applications and data for re use and re purposing through
aggregation.

Since its creation, the DAWG has completed a review of the U.S. Government oversight and governance
structures that provide strategic policy, technical and mission guidance for terrorism related data
aggregation, data integration, and data management efforts. To complete its tasking from the IISC, the
Working Group has created questionnaires and survey tools to:

Develop an accurate inventory of programs that perform counterterrorism data aggregation
across the U.S. Government. The goal of the inventory is to increase efficiencies by sharing best
practices, lessons learned, and architectures for data aggregation programs with interagency
partners;
Increase information sharing by cataloging data sources (highly valued/consumed data) in a way
that highlights technical and policy issues related to data sharing; and

The mission of the ISE is to improve

the management, discovery, fusing,

sharing, delivery of, and collaboration

around terrorism related information

to enhance national security and to
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identifying and characterizing systems

and programs that aggregate ISE data.
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Identify best practices and architectures and make recommendations on moving forward and to
set the standards by which next generation data aggregation systems are built across the U.S.
Government.

As the DAWG identifies best practices and lessons learned, it is expected that mature technical solutions
will be identified that can be shared across the ISE. The DAWG is collaborating with the Privacy and Civil
Liberties sub committee of the ISA IPC to identify legal and/or policy protection constraints over data
discovery, access, ingestion, use, and retention for person centric data. The group is also working with
other joint agency teams and the working groups under the Watchlisting and Screening sub committee
of the ISA IPC to ensure that business processes and best practices can be leveraged.

Finally, as a complete picture of data aggregation efforts across the U.S. Government is completed,
overlaps and/or gaps in analytic responsibilities and information sharing among the ISE agencies will be
identified, and business practices that bridge or close the gaps in the counterterrorism (CT) mission will
be proposed and implemented.

5.2 Assured Secret Network Interoperability 
The ability to effectively and responsibly share classified information among federal and non federal
mission partners is a key capability needed to support the CT mission and overall homeland security.
However, federal Secret networks were not built with information sharing capabilities in mind, and the
cross departmental governance structures to coordinate functions that would support assured sharing
across all federal Secret networks–that is, to manage federal Secret networks as an enterprise–have not
previously existed. This coordination is necessary to ensure that classified information can be shared
consistently and predictably with the appropriate level of assurance – not only among federal
departments and agencies, but also between the Federal Government and key mission partners, such as
fusion centers.

In April 2010, PM ISE completed a study of the current state of federal Secret network connectivity and
accessibility by non federal partners. The study identified the need for consistent processes for planning
and coordinating implementation of assured information sharing capabilities across the Federal Secret
Fabric, and the need for a cross federal governance body in which to hold such discussions. Based on
these recommendations, in 2010 the ISA IPC chartered the Assured Secret Network Interoperability
Working Group (ASNI WG) to serve as a forum for federal agencies operating Secret networks to work
together to develop enterprise governance for the Federal Secret Fabric, to resolve interoperability
issues, and to support assured information sharing among federal Secret networks. A particular focus of
the ASNI WG is to develop efficient and assured information sharing between Federal mission partners
and fusion centers.

The goal of the ASNI WG is to coordinate and facilitate interoperability between Secret systems–through
establishing effective governance and harmonizing standards, policy, and technology–in order to ensure
effective and efficient enablement of national security missions. In doing so, the ASNI WG partners with
other existing working groups and advises the ISA IPC on all issues that require, or would be most
effectively addressed by, coordination across multiple departments and agencies related to the secure
sharing of information through the interconnection of federal Secret level computing environments.
DHS currently chairs the ASNI WG.
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Over the past nine months, the interagency ASNI WG has
delivered a number of key incremental accomplishments
towards increasing interoperability and information sharing
among federal Secret networks and between federal Secret
networks and fusion centers.

In 2010, the ASNI WG identified a requirement to better
understand fusion center information needs in order to
ensure an appropriate basis for coordinated network
connectivity and access. A joint interagency team,
representing a partnership between the Fusion Center
Sub Committee and the ASNI WG, conducted a study in the
spring of 2011 that drew upon data gathered from existing
fusion center reports as well as discussions with key analytic
personnel. These information needs were aligned to the
Homeland Security Standing Information Needs (HSEC SINs), further supporting the ability of federal,
state, local and tribal partners to use a common lexicon as they engage in information sharing activities.

Documenting fusion center information needs will help in communicating these needs to federal
mission partners and application owners and will inform the technical access and connectivity solutions
that are being developed by the Federal Government in order to securely share information with fusion
centers. The results of this study were also shared with the DAWG and the Assured SBU/CUI
Interoperability Working Group.

The ASNI WG also supported demonstrated progress on mission capabilities on Secret networks for
fusion centers, which were announced at the 2011 Fusion Center Conference. These capabilities
included: improved access to white listed sites on DoD’s Secret network (SIPRNet) via DHS’s Homeland
Secure Data Network (HSDN); preserved and expanded fusion center access via HSDN to NCTC CURRENT
during its relocation to SIPRNet; expanded Secret level video conferencing capabilities as a shared
service between the FBI’s Secret network and HSDN for fusion centers; and new access to the FBI’s
white pages and email directories through HSDN.

The ASNI WG also made progress toward several goals related to interoperability and governance of the
Federal Secret Fabric. ASNI WG completed an initial study of DHS’s authorities related to Secret network
access provisioning and coordination for non Title 10 and non Title 50 organizations. The Working
Group developed and began administering a survey to federal Secret networks to develop a body of
information around network characteristics that impact information sharing. Finally, the Working Group
began a study of the impacts on information sharing resulting from new security controls implemented
after the WikiLeaks disclosures, raising awareness among the information sharing community of
potential mission impacts.

Over the coming year, the ASNI WG will continue its work to improve coordinated classified connectivity
and access, and to improve information sharing with fusion centers. It will also continue to develop
governance among all Secret network stakeholders toward the overall goal of coordinating the Federal
Secret Fabric to support assured information sharing. Key activities that will support this goal include
completing work on developing a current picture of Secret network characteristics that support
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information sharing; developing an end state vision for protected sharing; and prioritizing gaps between
the two, based on fusion center mission based requirements for information and other use cases. The
ASNI WG will also continue to strengthen linkages and to leverage activities between other coordination
bodies related to Secret networks, such as the Committee on National Security Systems. Finally, the
ANSI WG will monitor the impact of new WikiLeaks related security measures on information sharing
and will coordinate among member agencies to ensure that information security and information
sharing on the Federal Secret Fabric increase in tandem.

Multi-Agency Collaboration Environment (MACE) 

The Multi Agency Collaboration Environment (MACE) develops interagency alliances of
partners to demonstrate the power of data sharing within a common enterprise
architecture. MACE and PM ISE, in coordination with federal, state, local, and tribal entities,
are sponsoring a pilot effort to demonstrate the value of interagency data sharing to disrupt
the financial networks used to support threats to our national security, our economic
interests, and our allies. Participating organizations will work together to facilitate
information discovery, planning, and the execution of operations across departmental and
agency boundaries. The impact of integrating architectures, data, and technology on
operations, tactics, techniques, and procedures will also be analyzed. This pilot will act as a
catalyst to accelerate the interoperability, policy, and security advancements needed to
meet the challenges that will be encountered by our nation in the coming years.

5.3 Assured Sensitive But Unclassified (SBU) Network Interoperability 
In the spring of 2010, PM ISE conducted a user requirements survey with thousands of SBU system
users. Those users identified that there are multiple SBU/CUI networks, portals, and systems currently in
existence containing a rich variety of data and services that they regard as essential for doing their jobs.
However, differences in policy and technology prevent authorized users from gaining access to many of
those resources without having to individually log on to multiple systems using separate sets of
credentials. System users stated that the ability to reduce the number of credentials needed to access
SBU/CUI systems was their most desired requirement. Specifically, the overarching requirement is to
provide federal, state, local and tribal law enforcement officers and analysts with the ability to log in just
once to an approved system that would grant users access to an interoperable and protected SBU/CUI
environment. Commonly referred to as Simplified Sign On (SSO) and branded by the SBU partnership as
the “no wrong door” concept, achieving this capability has been identified by operators and analysts a
top priority.

The SBU/CUI interoperability initiative has been in existence since 2007. To formalize this effort, the
group was renamed the Assured SBU Network Interoperability Working Group, and it was brought
under the Information Integration Sub Committee of the ISA IPC. The Working Group (aka “SBU
Partners”) is composed of representatives of four systems listed in Table 5. The goal of the Working
Group is to coordinate and facilitate interoperability between SBU/CUI systems through efficient
governance and establishment of standards. Reaching consensus on the standards and architecture
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Figure 11. Unique Registered Users
by SBU System

5.3.1 Simplified Sign On (SSO) 
Over the past year, the Assured SBU Network Interoperability Working Group has made significant
progress towards achieving SSO. In December 2010, FBI’s CJIS Trusted Broker Version Two became

operational, providing SSO capabilities by allowing LEO
users to access Intelink U, RISSNET, and many other
systems that are not yet part of the SBU partnership. In
addition, the CJIS Trusted Broker allows RISSNET users to
access the Joint Automated Booking System (JABS) and
Intelink U without having to obtain separate accounts. In
March 2011, RISSNET achieved interoperability with the
Pennsylvania Justice Network via the National Information
Exchange Federation (NIEF) mechanism, enabling SSO for
users of those two systems. Also, as a prerequisite for SSO,
HSIN successfully tested Identity Provider (IP) and Service
Provider (SP) capabilities, with RISSNET complying with the
Global Federated Identity and Privilege Management
(GFIPM) reference federation. In order to illustrate SSO
capabilities and communicate these accomplishments to
leadership and the SBU user base, the partnership
produced a series of demonstration videos illustrating
specific SSO use cases. Over the next year, the partnership

will continue to release additional videos that will demonstrate the services that are made available
through the SBU/CUI effort.

5.3.2 Measuring SBU Progress 
The Assured SBU Network Interoperability Working
Group tracks the effectiveness of their efforts by
monitoring a set of user metrics that are consistently
collected from all partners on a monthly basis. These
metrics have been designed by the SBU partnership to
indicate progress towards the group's interoperability
goals and to assist in fine tuning particular
interoperability efforts. Specifically, all partners report
metrics on the total and external usage of their top
services, such as web portals, document repositories,
or instant messaging systems. External usage indicates
user activity originating from one of the other three
partners. Additionally, partners report the number of
unique registered users each quarter (see Figure 11).
This metrics collection effort has proven a valuable tool
for fine tuning SBU interoperability efforts and will
continue to evolve as the SBU partnership adds
additional participants in the future.
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5.3.3 Future Plans 
The SBU partnership has set goals for the coming fiscal year that are designed to further enhance
interoperability among the partner systems. The group will continue to add IPs and SPs and to expand
the user base that has access to an SSO capability. The group will also be focusing on other key
capabilities, such as cross partner federated search, discovery, and retrieval. In the 2010 SBU User
Requirements Survey, the search capability was the second most requested requirement, after SSO. The
Working Group plans to demonstrate cross partner federated search, discovery, and retrieval through a
pilot before the end of fiscal year 2011. Finally, the SBU partnership intends to work to standardize
system security practices to include user account vetting, user account de provisioning, and system
certification and accreditation reciprocity.

New HSIN COI Goes Operational on New Year’s Eve in Times Square 

Every year on New Year’s Eve, approximately one million people gather in New York City’s
Times Square. Keeping them safe is the job of thousands of police officers, emergency
service squads, drug and bomb sniffing canine units, and counterterrorism personnel. As
2011 approached, New York’s Mayor Bloomberg ordered the implementation of an
information sharing program to connect the metropolis’s 44 agencies, including six federal,
10 New York/New Jersey state, and 28 local agencies. In response, HSIN stood up the New
York City Office of Emergency Management Community of Interest (COI) to connect the
various citywide command posts of the New York City Office of Emergency Management
and the Fire Department of New York. The COI went operational for the first time on New
Year’s Eve 2010, merging all the various emergency, law enforcement, and federal
personnel, and feeding them up to the minute information. It marked the first time an
information sharing operation of this size and breadth has been conducted in the nation’s
largest metropolitan area.

HSIN Storms the Hill 

The Legislative Branch Emergency Planners Group, composed of such elements as the
United States House of Representatives, the United States Senate, the Capitol Police, the
Architect of the Capitol, the Library of Congress, and many others, has adopted HSIN as their
new command, control, and communications platform. They did so in order to increase
situational awareness across three primary areas: exercises, general events (daily member
movements) and special events (Presidential inaugurations, State dinners, State of the
Union addresses, etc.). The site sponsor, the Office of the United States Senate Sergeant at
Arms, was also interested in a centralized platform capable of coordinating information and
manpower during emergencies such as the Capitol has faced in the past—gunmen on the
grounds, anthrax mailings, etc. HSIN is now being used to compliment the emergency
operations for 50 core users at the United States Capitol complex.
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LEO Performance 

Approximately 54,700 active vetted users

Approximately 41,700 unique users log in per quarter

More than 960 Virtual Command Centers (VCC)

More than 1,100 Special Interest Groups created

An average of 28 new VCCs per user request activated monthly

5.3.4 Controlled Unclassified Information (CUI) 
While interoperability between networks, systems, and data is critical to enabling information sharing
among different partners, the imperative to achieve interoperability also applies to the rules by which
information is marked. Historically, executive departments and agencies have employed ad hoc, agency
specific policies, procedures, and markings to safeguard and control the dissemination of SBU
information. As a result, there are more than 100 different policies and markings for handling such
information across the Executive Branch. This inefficient, confusing patchwork system has resulted in
inconsistent marking and safeguarding of documents, led to unclear or unnecessarily restrictive
dissemination policies, and created impediments to authorized information sharing.

On 4 November 2010, President Obama signed Executive Order (EO) 13556 “Controlled Unclassified
Information,”58 establishing a CUI program to manage all unclassified information that requires

safeguarding and/or dissemination controls pursuant to
and consistent with applicable law, regulations, and
government wide policies. The Order identifies the
National Archives and Records Administration (NARA) as
the Executive Agent to implement the EO and to oversee
department and agency actions to ensure compliance; and
NARA established the CUI Office to manage the program.
The Order also rescinded the May 2008 terrorism related
memorandum.

The designated bottom up approach of EO 13556
prescribes an ongoing conversation between the CUI
Office, departments and agencies, the private sector,
representatives of the public, and state, local and tribal
stakeholders to consolidate and standardize an Executive
Branch wide taxonomy and policy for CUI.

58 Executive Order 13556 “Controlled Unclassified Information,” 4 November 2010.

In November 2010, the President

released Executive Order 13556

“Controlled Unclassified

Information,” establishing a CUI

program to manage all unclassified

information that requires

safeguarding and/or dissemination

controls pursuant to and consistent

with applicable law, regulations, and

government wide policies

IA_00482



2011 ISE Annual Report to the Congress

101

5.3.5 Progress on CUI 
Per EO 13556, departments and agencies have reviewed all categories, subcategories, and markings
used to designate unclassified information for safeguarding and dissemination controls, and in May
2011, they submitted their proposed categories, subcategories, and markings to the EA for review and
approval. All approved CUI terms will be published in the CUI Registry, discussed below.

On 9 June 2011, the CUI Office issued the “Controlled Unclassified Information (CUI) Office Notice 2011
01: Initial Implementation Guidance for Executive Order 13556.”[1] This guidance applies to agencies
that create or handle unclassified information requiring safeguarding or dissemination controls pursuant
to and consistent with applicable law, regulation, or government wide policy. During the directive
development process, the CUI Office hosted multiple working group meetings and consulted with
affected agencies and representatives of the public and private sector, as well as state, local, and tribal
partners.

In conjunction with the issuance of Executive Order 13556, the CUI Office comprehensively updated its
website to reflect the background, current status, and anticipated future direction of the CUI program.
This website can be accessed at http://www.archives.gov/cui/. CUI Office staff represented the program
at conferences, symposiums, and meetings for various audiences, including federal, state, local, and
tribal governments, the private sector, law enforcement, military, academic, and public interest entities.

The CUI Office also produced CUI Awareness and Executive Order 13556 training modules. These
computer based tools are designed for stakeholders at all levels, and are publicly available at
http://www.archives.gov/cui/ for either direct access or download.

5.3.6 The Way Ahead 
In the coming months, the CUI Office will lead an interagency process to establish an Executive Branch
wide definition and taxonomy of categories for CUI. After consultation with additional stakeholders and
representatives of the public, the EA will create a public registry of all approved CUI terms. This Registry
will consist of categories, subcategories, and markings of CUI and their definitions, along with applicable
safeguarding, dissemination, and decontrol procedures to increase transparency and ensure consistent
application. The CUI Registry will be available on the CUI website beginning November 2011.

Departments and agencies will submit CUI compliance plans to the CUI Office by 6 December 2011. The
CUI Office will review and, in consultation with affected agencies and the OMB, will establish deadlines
for phased implementation by agencies. Follow on guidance will be issued as the CUI program and
schedule is developed.

Federal agencies are expected to initiate efforts to develop CUI guidance specific to their agency and
unique mission requirements. The CUI Office will serve as a resource for departments and agencies to
ensure coordination of CUI policy government wide. Outreach efforts will continue, with increased
attention to stakeholder groups that are new to the CUI effort. Additional future progress may include
the development of attribute based rules for CUI information sharing, allowing the integration of the
Assured SBU Network Interoperability efforts.
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Senior Privacy and Civil Liberties Officers 
As technology has changed, Congress has identified the need for empowered leaders to protect
privacy, civil rights, and civil liberties (P/CR/CL) around federal agency collection, maintenance, use,
sharing, and dissemination of personally identifiable information (PII). DHS was the first department to
have both a statutorily created Chief Privacy Officer and Office for Civil Rights and Civil Liberties under
the Homeland Security Act of 2002, as amended (6 U.S.C. 552). In 2005, Congress, through the Violence
Against Women and Department of Justice Reauthorization Act of 2005, established the position of
Chief Privacy Officer in the Department of Justice. In 2007, amendments to IRTPA through the
Implementing the Recommendations of the 9/11 Commission Act of 2007 (Public Law 110 53) firmly
established the Congress’ expectation that “each executive department or agency with law enforcement
or antiterrorism functions should designate a privacy and civil liberties officer.” As directed by the 9/11
Act, senior privacy and civil liberties officers were appointed at ODNI, DOJ, State, Treasury, DoD and the
CIA. In addition, the authorities of existing privacy officers, to include DHS, were enhanced.59

Senior privacy and civil liberties officers work across their departments and agencies to ensure
compliance with P/CR/CL requirements. P/CR/CL issues do not have “one size fits all” solutions, so these
officers must rely upon policy, guidance, and compliance tools to fashion mission appropriate
protections. Using tools such as a Privacy Impact Assessment (PIA)60 or a Civil Rights and Civil Liberties
Impact Assessment,61 privacy and civil liberties officers work with program and system managers,
developers and administrators to identify data needs and to mitigate risks associated with the
collection, use, and maintenance of PII and protected activities. Tools such as a PIA help to ensure that
the use of technology does not erode individuals’ P/CR/CL. Privacy and civil liberties officers provide
training to department and agency personnel on the importance of P/CR/CL protections in day to day
operations. They also conduct outreach to their mission communities and to the P/CR/CL advocacy
community. The ISE has leveraged these relationships with external groups to develop strong
protections that are appropriately tailored to activities of the NSI and of fusion centers.

Over the past year, DOJ and DHS have worked to assist state, local, and tribal information partners in
building a community of privacy and civil liberties officers within fusion centers. In 2010, the DHS Privacy
Office and Office for Civil Rights and Civil Liberties provided core P/CR/CL “Train the Trainer” sessions to
68 fusion center privacy and civil liberties officers. DHS has hosted NSI supervisor training for fusion
center analysts, which includes an extensive P/CR/CL protection component.

Going forward, the ISE is working to bridge the federal and state, local, and tribal communities to ensure
that privacy and civil liberties officers at all levels of government can identify and address P/CR/CL issues
impacting cross cutting priorities and areas of focus. The ISA IPC Privacy and Civil Liberties Sub
Committee and other ISA IPC governance bodies will be venues for developing strong P/CR/CL
protections necessary for cross government efforts.

59 Most of these officers have extensive experience and hold professional certifications for P/CR/CL.

60 A PIA is a risk management tool for privacy required by the E government Act of 2002 (Public Law 107 347).

61 DHS’s Office for Civil Rights and Civil Liberties conduct Civil Rights and Civil Liberties Impact Assessments to determine
whether a DHS program, policy, or activity has an impact on the civil rights or civil liberties of individuals.

IA_00484



2011 ISE Annual Report to the Congress

103

6 Enhancing Privacy, Civil Rights, and  
Civil Liberties Protections 

The Intelligence Reform and Terrorism Prevention Act of 2004 (IRTPA) aims at the broadest possible
sharing of information for counterterrorism purposes, while also explicitly recognizing that such sharing
must respect privacy, civil rights, and civil liberties (P/CR/CL). Only by zealously protecting these rights
and liberties will we continue to secure the confidence and support of the American people for critical
information sharing efforts.62 The ISE based community of federal, state, local, and tribal privacy and
civil liberties officers works diligently to ensure that privacy protections are identified and addressed
with regard to terrorism information sharing activities. A critical factor in the success of the ISE lies in
maintaining the trust of the American people that P/CR/CL is protected as information is shared.
Accordingly, the Executive Branch is also working with interested privacy advocacy groups to ensure
P/CR/CL are appropriately addressed as part of the WikiLeaks mitigation efforts.

The ISE Privacy Guidelines, approved by the White House in 2006, requires agencies to implement
policies and processes to protect P/CR/CL.63 The Guidelines also require federal departments and
agencies, as well as non federal partners, to implement protections that are “at least as comprehensive”
as the Guidelines. The Privacy and Civil Liberties Sub Committee of the Information Sharing and Access
Interagency Policy Committee (ISA IPC), the successor of the ISE Privacy Guidelines Committee, serves as
a resource for information sharing partners for best practices and tools to implement this protection
framework. Over the last several years, additional implementation guidance, which provides detailed
direction on ISE privacy policy development and white papers on privacy related topics, has been
developed to support the development of P/CR/CL protection policies.

6.1 Privacy, Civil Rights, and Civil Liberties Protection Policies  
A critical step in the safeguarding of P/CR/CL during information sharing activities is the development
and adoption of a written P/CR/CL policy that meets the standards of the ISE Privacy Guidelines.

As federal mission partners, PM ISE, the Department of Justice (DOJ), and the Department of Homeland
Security (DHS) have supported the development of ISE privacy protection policies by issuing guidance
and providing technical assistance to assist ISE participants in implementing their agency or
departmental ISE privacy protection policies. These efforts have helped ISE mission partners achieve
consistent and uniform implementation of ISE Privacy Guidelines.

62 See page 27 of the 2007 National Strategy for Information Sharing for the Core Privacy Principles for Protecting Privacy and
Other Legal Rights in the Sharing of Information: http://www.ise.gov/sites/default/files/nsis_book_0.pdf

63 Section 1016(d)(2)(A) of IRTPA requires the President to issue guidelines to “protect privacy and civil liberties in the
development and use of the ISE.” Presidential Guideline 5, ‘Guidelines to Implement Information Privacy Rights and Other
Legal Protections in the Development and Use of the Information Sharing Environment,” implemented this requirement:
http://www.ise.gov/sites/default/files/guideline%205%20 %20privacy%20rights%20and%20legal%20protections.pdf
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Currently, nine out of 14 ISE departments and agencies have reported that they have developed ISE
P/CR/CL protection policies. Federal agencies have also made measurable progress toward
implementing these policies by modifying business processes and updating sharing agreements to align
with the new policies. For example, the DOJ Deputy Attorney General issued a notification memo to all
DOJ component heads outlining their responsibilities under the DOJ ISE Privacy Policy. In addition, eight
out of 14 departments and agencies report that they have implemented mechanisms to assist senior
privacy and civil liberties officers in verifying compliance with P/CR/CL protection policies, including the

department or agency’s ISE policy. For example, the
DHS Privacy Office, the DHS Office for Civil Rights
and Civil Liberties, and the DHS Office of the General
Counsel now review all DHS agreements for sharing
information with external partners to identify
P/CR/CL equities, and to ensure that provisions
addressing compliance measures and reviews are
included.

State, local, and tribal partners have worked to
develop ISE P/CR/CL protection policies that are “at
least as comprehensive as” the ISE Privacy
Guidelines, a standard prescribed by the Guidelines

as a prerequisite for receiving terrorism information from federal entitites. For example, all operational
fusion centers were determined to have privacy policies that are “at least as comprehensive as” the ISE
Privacy Guidelines. All fusion centers have designated privacy and civil liberties officers who have
received core training in P/CR/CL protections from the DHS Office for Civil Rights and Civil Liberties and
the DHS Privacy Office. Additionally, from late 2010 to early 2011, 14 fusion centers conducted the first
round of peer to peer P/CR/CL compliance reviews using a P/CR/CL compliance verification template
issued by GLOBAL and the Criminal Intelligence Coordinating Council (CICC).

The Nationwide Suspicious Activity Reporting (SAR) Initiative (NSI) Program Management Office is
working diligently with NSI participants to implement all of the elements of the NSI Privacy
Framework64, including alignment with the privacy protections of the most current ISE SAR Functional
Standard. As part of the NSI expansion to federal agencies, the Department of the Interior (DOI) SAR
Policy Working Group met with FBI personnel and with the DOI Chief Privacy Officer for two days in
2010 to develop the DOI policy for SAR.

64 The protection of P/CR/CL is paramount to the success of the NSI. Given this importance, the NSI has worked with key
partners—including the American Civil Liberties Union and other advocacy groups—to develop protections that, when
consolidated, make up the NSI Privacy Framework, which is derived from the protection requirements of the ISE Privacy
Guidelines and has elements specific to NSI operations.

As of 31 March 2011, all operational fusion

centers have adopted ISE consistent privacy

policies. These privacy policies will ensure

strong privacy protections for state and local

partners and the public, and address the

protection requirements for participation in

the Nationwide SAR Initiative.
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6.2 Privacy Training and Outreach 
ISE mission partners have expanded training efforts to re enforce and institutionalize P/CR/CL
protections. All federal agencies reported that personnel receive training with a specialized privacy and
civil liberties protection component at least annually. For example, the DOI trained members at all of
their bureaus on P/CR/CL protection responsibilities during three sessions in late 2010.

As departments and agencies move forward with adopting P/CR/CL protections, agencies report an
increase in P/CR/CL training for personnel with information sharing responsibilities. Currently, half of all
responding ISE departments and agencies reported providing this training to ISE personnel on P/CR/CL
protection policies, which is a seven percent improvement from 2010.

Under the auspices of the NSI, over 800,000 law enforcement officers nationwide are being provided the
NSI Front Line Officer Training, a critical portion of which emphasizes the relevance of P/CR/CL
protections in identifying and documenting suspicious
activity. Through the full day NSI Analytic training
course, analysts and supervisory analysts receive
extensive training in P/CR/CL protections applicable to
the specialized SAR vetting process.

Outreach is central to achieving ISE privacy protections.
ISE participants at all levels of government engage with
external advocacy groups to demonstrate current
protections and to solicit input for enhanced
protections. Federal ISE participants are engaged in
internal outreach among department and agency
personnel. For example, the State Department
distributed several cables about commercial data privacy
to personnel at overseas posts, providing these posts
with relevant background about privacy considerations
specific to the host country, and increasing consular
awareness and understanding of disparate regional
approaches to P/CR/CL protection.

6.3 Privacy & Civil Liberties (P/CL) Sub-Committee 
The P/CL Sub Committee was established under the ISA IPC in September 2010. The P/CL Sub
Committee is the successor to the ISE Privacy Guidelines Committee and serves to advise and support
the ISA IPC by addressing national security issues (including homeland security issues) that are necessary
to facilitate the sharing of information to enhance the national security of the United States while
protecting P/CR/CL. The P/CL Sub Committee consists of senior privacy and civil liberties officials from
all departments and agencies who are represented on the ISA IPC and is governed by an Executive
Committee consisting of the senior privacy and civil liberties officials of the ODNI, the DHS, and the DOJ.

The State Department recently announced

a mandatory distance learning course for

employees. The purpose of this course is to

provide employees with the skills and

knowledge necessary to comply with laws

and regulations by identifying and

protecting personally identifiable

information.

In addition, all DHS personnel must take the

annual "Culture of Privacy" training, which

incorporates the elements of the DHS ISE

Privacy and Civil Liberties Protection Policy.
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Over the past year, the P/CL Sub Committee has established three working groups: the Privacy and Civil
Liberties Legal Issues Working Group, the Privacy and Information Technology Working Group, and the
Compliance Review Working Group. The Sub Committee and its working groups are working on the
following projects over the next year, including:

Examining the ISE Privacy Guidelines and the Key Issues Guidance to identify areas in which
P/CR/CL protections should be strengthened, clarified, or supplemented as a result of the
implementation experience of ISE mission partners.
Developing tools and processes for automated P/CR/CL practices within federal ISE departments
and agencies, to achieve a more standardized application of principles across federal ISE
departments and agencies. This effort will include an assessment of automated compliance
review solutions currently in use by federal ISE mission partners to identify effective tools for
standardizing and strengthening audit, accountability, and oversight capabilities.
Developing a compliance review and best practices tool to ensure consistency and
standardization as federal ISE participants implement the ISE Privacy Guidelines. Through the
compliance review process, each federal ISE agency will evaluate its internal operating policies,
processes, and procedures to assess its compliance with all applicable constitutional provisions
and laws protecting P/CR/CL in the gathering and collection, use, analysis, retention,
destruction, sharing, and disclosure of information.
Developing and delivering P/CR/CL training for ISE mission partners as needed.

These projects reflect the P/CL Sub Committee’s strategic focus on strengthening and regularizing
protections for P/CR/CL via compliance or enforcement mechanisms; harmonizing processes, tools, and
terms of agreement; and leveraging capabilities. These efforts will support the work of privacy and civil
liberties officers going forward.
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8 APPENDIX B —  
Acronyms 

ADA Aviation Security and the Air Domain Awareness

ASCIA Association of State Criminal Investigative Agencies

ASNI WG Assured Secret Network Interoperability Working Group

AWW America’s Waterway Watch

BAE Backend Attribute Exchange

BCA Baseline Capabilities Assessment

BCOT Building Communities of Trust

BIA Bureau of Indian Affairs (DOI)

BJA Bureau of Justice Assistance (DOJ)

CAIAC Civil Aviation Intelligence Analysis Center (DoD)

CBP U.S. Customs and Border Protection (DHS)

CIA Central Intelligence Agency

CICC Criminal Intelligence Coordinating Council

CIKR Critical Infrastructure and Key Resources

CIKR ISE Critical Infrastructure and Key Resources Information Sharing Environment

CIO Chief Information Officer

CIPAC Critical Infrastructure Partnership Advisory Council (DHS)

CISO Chief Information Sharing Officer

CISS Common Information Sharing Standards

CJIS Criminal Justice Information Services (FBI)

CNSS Committee on National Security Systems

COC Critical Operational Capabilities

COI Community of Interest

CONOPS Concept of Operations

CT Counterterrorism

CUI Controlled Unclassified Information

CUI Office Controlled Unclassified Information Office (NARA)

CVE Countering Violent Extremism

DAWG Data Aggregation Working Group
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DD/OS Deputy Director for Operations Support (NCTC)

DEA Drug Enforcement Administration (DOJ)

DHE Domestic Highway Enforcement

DHS Department of Homeland Security

DI Directorate of Intelligence (FBI)

DIAP Drug Interdiction Assistance Program (ONDCP)

DNDO Domestic Nuclear Detection Office (DHS)

DNI Director of National Intelligence

DOC Department of Commerce

DoD Department of Defense

DOE Department of Energy

DOI Department of the Interior

DOJ Department of Justice

DoS Department of State

DOT Department of Transportation

DSAC Domestic Security Alliance Council (FBI)

DSI MG DHS SAR Initiative Management Group

DTRA Defense Threat Reduction Agency (DoD)

EA Enterprise Architecture or Executive Agent

EO Executive Order

EOP Executive Office of the President

EU European Union

FAA Federal Aviation Administration (DOT)

FBI Federal Bureau of Investigation

FBINet Federal Bureau of Investigation Secret Domain Network

FEA BRM Federal Enterprise Architecture Business Reference Model

FEMA Federal Emergency Management Agency (DHS)

FICAM Federal Identity, Credential, and Access Management

FIGs Field Intelligence Groups

FIMS Federated Identity and Management Service

FMCSA Federal Motor Carrier Safety Administration (DOT)

FSAM Federal Segment Architecture Methodology
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FTF Federal Transition Framework

FY Fiscal Year

GAO Government Accountability Office

GeoCONOPS Geospatial Concept of Operations

GFIPM Global Federated Identity and Privilege Management

GLOBAL Global Justice Information Sharing Initiative

GSA General Services Administration

HHS Department of Health and Human Services

HIDTA High Intensity Drug Trafficking Area

HITRAC Homeland Infrastructure Threat and Risk Analysis Center (DHS)

HSDN Homeland Security Data Network (DHS)

HSEC SINs Homeland Security Standing Information Needs (DHS)

HSIN Homeland Security Information Network (DHS)

HSIN CS Homeland Security Information Network Critical Sectors (DHS)

HSIN EM Homeland Security Information Network Emergency Management (DHS)

HSIN LE Homeland Security Information Network Law Enforcement (DHS)

HSPD Homeland Security Presidential Directive

I&A Office of Intelligence and Analysis (DHS)

IA Intelligence Analyst

IACP International Association of Chiefs of Police

IC Intelligence Community

IC ISE Intelligence Community Information Sharing Executive (ODNI)

ICAM Identity, Credential, and Access Management

ICAMSC Identity Credential and Access Management Subcommittee

ICD Intelligence Community Directive

ICE Immigration and Customs Enforcement (DHS)

IdAM Identity and Access Management

IED Improvised Explosive Device

IEPD Information Exchange Package Description

IIB Intelligence Integration Branch (FBI)

IISC Information Integration Subcommittee

IJIS Integrated Justice Information System
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InCop Information Collection on Patrol

INTERPOL International Criminal Police Organization

IO Intelligence Officer

IP Office of Infrastructure Protection (DHS) or Identity Provider

IPC Interagency Policy Committee

IRTPA Intelligence Reform and Terrorism Prevention Act of 2004

ISA Information Sharing and Access

ISA IPC Information Sharing and Access Interagency Policy Committee

ISC Information Sharing Council

ISE Information Sharing Environment

ISGB Information Sharing Governance Board (DHS)

ISPE Information Sharing and Partner Engagement (DoD)

IT Information Technology

ITACG Interagency Threat Assessment and Coordination Group

JABS Joint Automated Booking System

JCS Joint Chiefs of Staff (DoD)

JPDO Joint Planning and Development Office

JTTF Joint Terrorism Task Force

JWICS Joint Worldwide Intelligence Communications System

LAPD Los Angeles Police Department

LEISI Law Enforcement Information Sharing Initiative

LEO Law Enforcement Online (FBI)

LOB Lines of Business

MACE Multi Agency Collaboration Environment

MCCA Major Cities Chiefs Association

MCSA Major County Sheriffs’ Association

MDA Maritime Domain Awareness

MIST Multimodal Information Sharing Taskforce

MOU Memorandum of Understanding

NARA National Archives and Records Administration

NCIX National Counterintelligence Executive (ODNI)

NCTC National Counterterrorism Center (ODNI)
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N DEx Law Enforcement National Data Exchange (FBI)

NDIC National Drug Intelligence Center (DOJ)

NextGen Next Generation Air Transportation System

NFCC National Fusion Center Conference

NGA National Geospatial Intelligence Agency

NGI Next Generation Identification

NICC National Infrastructure Coordination Center (DHS)

NIEF National Information Exchange Federation

NIEM National Information Exchange Model

NIPP National Infrastructure Protection Plan

NIST National Institute for Standards and Technology

NLE National Level Exercises

Nlets National Law Enforcement Telecommunications System

NMIC National Maritime Intelligence Center

NOC National Operations Center (DHS)

NPPD Directorate for National Protection and Programs (DHS)

NSA National Sheriff’s Association or National Security Agency

NSI Nationwide Suspicious Activity Reporting (SAR) Initiative

NSIS National Strategy for Information Sharing

NSS National Security Staff

NSTC National Science and Technology Council

NSTIC National Strategy for Trusted Identities in Cyberspace

NTAS National Terrorism Advisory System

NYC New York City

NYPD New York Police Department

NYSIC New York State Intelligence Center

OASIS Organization for the Advancement of Structured Information Standards

ODNI Office of the Director of National Intelligence

OMB Office of Management and Budget

OMG Object Management Group

ONDCP Office of National Drug Control Policy

OPM Office of Personnel Management
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OSD Office of the Secretary of Defense (DoD)

P/CL Privacy and Civil Liberties

P/CR/CL Privacy, Civil Rights, and Civil Liberties

PAC Policy Advisory Committee

PCSC Preventing and Combating Serious Crime

PDA Portable Digital Assistant

PIA Privacy Impact Assessment

PII Personally Identifiable Information

PIV I Personal Identity Verification – Interoperable

PKI Public Key Infrastructure

PM ISE Program Manager, Information Sharing Environment

PMO Program Management Office

PRND Preventive Radiological Nuclear Detection

RAC Resource Allocation Criteria

RFP Request for Proposal

RIGs Regional Intelligence Groups (FBI)

RISC Repository for Individuals of Special Concern

RISS Regional Information Sharing System

RISSNET Regional Information Sharing System Network

SA Special Agent

SAR Suspicious Activity Report(ing)

SBU Sensitive But Unclassified

SDOs Standards Development Organizations

SIPRNet Secret Internet Protocol Router Network

SLT State, Local, and Tribal

SLTPS State, Local, Tribal and Private Sector

SLTT State, Local, Tribal and Territorial

SLTTPS State, Local, Tribal, Territorial, and Private Sector

SNCTC Southern Nevada Counter Terrorism Center

SP Service Provider or Special Publication

SSO Simplified Sign On

STC Securing the Cities
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TLOA Tribal Law & Order Act

TON Tohono O’odham Nation

TRIPWire Technical Resource for Incident Prevention (DHS)

TSA Transportation Security Administration (DHS)

TSC Terrorist Screening Center (FBI)

TtT Train the Trainer

TWCG TRIPWire Community Gateway

UML Unified Modeling Language

US VISIT United States Visitor and Immigration Status Indicator Technology

USCG U.S. Coast Guard (DHS)

USD(I) Under Secretary of Defense for Intelligence (DoD)

USIA Under Secretary for Intelligence and Analysis (DHS)

USSS U.S. Secret Service (DHS)

VCC Virtual Command Centers

WITS Worldwide Incidents Tracking System

WMD Weapons of Mass Destruction

WSP Washington State Police

XML Extensible Markup Language
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