






























































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































































Message

From: Brown, Katherine (RIS-HBE) [katherine.brown@lexisnexisrisk.com]

Sent: 8/1/2019 2:28:02 PM

To: I (V'PD) [/o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=f5e97cd6aae84a5f8c81d83d8b55105 1 | GG

Subject: LexisNexis

Attachments: SIU.pdf; Accurint Virtual Crime Center.pdf

CAUTIGN: This email originated from outside of the DC Government. Do not click on links or open attachments unless you recognize
the sender and know that the content is safe. If you believe that this email is suspicious, please forward to phishing@dc.gov for
additional analysis by OCTO Security Operations Center (SOC).

Hello Lt. Parker,

By means of introduction, | am the Account Manager for the Metropolitan Police Department’s Accurint accounts. |
understand you met with Nicole and my colleagues at the FBI NAA Conference in Arizona. | hope you enjoyed the
conference. | was there last year in Canada and thought it was a well-run event.

| wanted to make sure you have my contact should you need anything from us. | have also included some information
about our SIU who is available as part of the support we provide our law enforcement customers. | am also including
some information on the Accurint Virtua Crime Center which includes additional Law Enforcement data. There are
several agencies utilizing AVCC in the DC area including next door at Montgomery County.

Please let me know if | can be of assistance. | am not local to DC now, but originally from the DC/MD area and there
frequently. | will reach out next time | will be visiting MPD should you have time for me to introduce myself.

Thanks,
Katherine

Katherine Brown
Account Manager

Public Safety

LexisNexis Risk Solutions
617.543,7389 Maoblle

katherine.brown@|exisnexisrisk.com

#E*Please note my new emailF**

The information contained in this e-mail message is intended only for the
personal and confidential use of the recipient(s) named above. This message may be an attorney-client
communication and/or work product and as such is privileged and confidential. If the reader of this message is
not the intended recipient or an agent responsible for delivering it to the intended recipient, you are hereby
notified that you have received this document in error and that any review, dissemination, distribution, or
copying of this message is strictly prohibited. If you have received this communication in error, please notify us
immediately by e-mail, and delete the original message.
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Special | Investigations Unit:
Case Assistance

The Special Investigations Unit |

1} s comprised of former law enforcement superts who leverage the LexisNexis
faw

solutions and data offsring ta; rovide real-time Investigative insight for LexisNaxds customers, Tha SiU | i§
aenforcement analyze dats, find patterns and if: sarage the full sulte of LexisNexis” offer m;i; o solve, manage and
predict erime. Acgessto tE e S s included with owr pmdi wt s ﬁ”‘mrmﬁs and also avallable to lay 'f(nfos'cer“ent during
critical incldents and major nvestigations, and s gvailable to provide support rem@t@iy or on stte when applicable,

SIU Snapshot When should | reach out to the SIUY

= More than 15 analysts fooused exclusively on * Heant incident has occurred In or near
arient cdiction and P want assistance ,gcm,
. ree in investigations Hormation from law enfornes
snce analysis, and ¢ g across the nation
» Work at the local, state, and federal Law = There is a major event occurring in my
Enfarcement lavals jurisdiction and &wu,d fike to utilize Soclal
. More than 210 combined years of Law Maedia to prepare for and monitor the event
Enforcement experiance s There {s an {dentified crime serles r}z;curring;
« Acness to all of LexdsNexds products avaliable s and Twould |

. . ' ok savent predictio
for Law Enforcement ggencies in add tlm 0 ! ant prediction
standard tools, such as Excal, &rcGiS, and Tableau Pwantto ook for potentialiy relatad casesto g

erime that has occurred Inmy jurisdiction

%

-

Able to leverage detalled law enforcement data
contributed from agezaff 5 across the country fneed to locate a suspent and need help
including detailod BMS, CAD, Fleld Contact, fdentifying relatives, associates, addresses, elc,
1l combine this fov aid in this effort

s

-~

i

Accidents, and( ?“emﬁﬂr dats ar
data with extensive public records data aswell as

#

{have g phona number, license plate, bus

283

social media snalytics name, or gddress that | nesd more information
an

What should | @Xgﬁ;@@:‘t from the SIU? + thave a cold case crime that P'm investigating

s iEiSiL analysts arg wliant and handle

ensitive data ,mf

« Receive a reply prompiiv ¢

manney
= Biscuss the dets ?‘m i avent of investigation « Contact your LexisNaxds account manager and
pith & Law Enforcement expert ask for 31U assistanne

Analyst will leverage all tools and data resour
available

LexisNexis:
RISK SOLUTIONS

About LexisNexis Risk Solutions

i data a : ¢ aciinng bi& i
.mia“(ie for securi acy. Headguar "a‘d in met‘ a A *la ira, L emx
af i ation and :

Buest loge ara registered rademarks of RELX inc., used under Beanse

coripht © 2617 L
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LexisNexis Government
RISK SOLUTIONS

Foy years, law enforcement agencies have been seeking a place to link

cross-jurisdictional data with public records In one interface to help
them predict and solve crime. The next generation policing platform,
Accurint® Virtusl Crime Center, alows you 1o access law enforcement
data from vour neighboring agencles and from agencies across the country
o budld a cormplete picture of individuals, locarions and incidents,

With Accurint Virtuad Crime Center, one search refuras public records
linked to your agency’s data and law enforcement data nationwids,

DC_2022-CA-000922 B-00746611



[}

Accuring Virtual Crime Center i a next generation policing platform used for
COMPSTAT, Analytics, Crime Analysis and Investigations. This schution lnls billions

of public records 1o agency-provided data in a cross-furisdictional data exchanges

o provide law enforcement with unprecedented visibility into crime in thelr own
jurisdiction and around the country, Linking across data types delivers a more
comprehensive view into an identity, helping law enforcement o target Investigatons;
identity patterns and predict upcoming events; and deploy resources more efficlently.

Criminals have no boundavies,
Accurint Virtual Crime Center provides
agencies with a view bevond thelr

own jurisdictions into reglonal and
nationwide crime data. Each year, abowt
12% of the population moves, a statistic
that is even higher for voung aduliz, To
predict and solve crime patterns, you
need visibility not just to the jurisdiction
next door, but across the country, The
ability to view information such as crime
incident data, CAD, offender date, crash
data and license plate readers in the
same place will assist in resolving and
preventing crimes in a thmely manner,

curint® Virtual Crime Centar

Finding the “who” in an lpvestigation.
Uncovering and locating key individuais
is vastly sbmplified through Accurint
Virtual Crime Center, By adding owr
proprietary Unking technology, LexiD®,
to agency data, you will have cross-
jurisdictional agency data linked to
identity information from over 10,000
sources , including social media and
web presence datg, This gives your

faw enforcement agency the ability to
disambiguate RMS records, find non-
obvious connections, and generate leads
with one search.

DC_2022-CA-000922 B-00746612



Agency Data Linked National Map

Flexible views for all users within an agency. Accurint Virtual Crime Center allows
you to design your dashboard for your role within the agency. Whetheryou are a

part of a command staff, supervisor, investigator or analyst, you will have the ability
i search across all vour own data and public records information while using the
same predictive policing capabilities from Accuring Crime Analysis, Acouring Vivtual
Crime Canter will replace multiple tools agencies currently use for public records, data
analytics and social media, allowing all members of the agency to be more efficlent
across all cases through strong dats ansiytics.
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with Public Records of Crime
Cross-jurisdictional Agency data from across Custom dashboards Paople, Places,
agency data inked to the country including for analysts, command Vahicles PRE-LIMKED

identity information

fromoverl
using Lexil

« Crime Incident data staff, patrol and

) . . « Complete picture of
0,000 sources mvestigators

o CAD ﬁ an ilda%'f“zt:ty, Location
fond » Industry leading or Vehicle
= Offender Data oy oy b e )
Visual Analytics « Load Generation
» Crash Data « Predictive Policing
s License Plate Reader tools

LexisNexis® Accurint® Virtual Crime Ceonter
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Search Crit

LB5Y Warse

mient Dats (351

8 incidenis

One segrch returns public records Hink

For more information, call 866.242.1440 or visit www.lexisnexis.com/risk

LexisNexis®  covernment
RISK SOLUTIONS

ons, v

uphinkding .,he highest stz
rethan 100 ¢ mutmx r’hffi isp
ingduatrd

3 e the

3
ord
tpoarly
25, 311
Buest lege ar

@ w(wasgun 3t wm 3, it should be 1ndepea‘sdent3y\
1-1057-EM-US
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Message

From:
Sent:
To:

Subject:

TransUnion TLOxp [solutions@transunion.com]
5/1/2019 2:30:55 PM

(MPD) [/o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=f5e97cd6aae84a5f8c81d83d8b55105 1 NG
Access more social and web insights now

CALTIGNE This emall originated from outside of the DC Government. Do not click on links or open attachments unless you recognize
the sender and know that the content is safe. If you believe that this email is suspicious, please forward to phishing@dc.gov for
additional analysis by OCTO Security Operations Center (SOC).

View online

DC_2022-CA-000922 B-00746615



We're excited to launch the all-new Sggial Media Comprehensive Beport — a new,
powerful way to research a subject’s digital identity.

TransUnion's TLOxpe solution now offers search and report functionality for access to
(publicly-facing) social media and web data to support and enhance your investigations,
research and due diligence. In a single search, you can now reveal more about a subject's
digital identity through information not readily accessible via other forms of public records
data - helping you gather information and assess risk more effectively.

DC_2022-CA-000922 B-00746616



The information you're looking for could be closer than you think.

Try i now >»

DC_2022-CA-000922 B-00746617



Message

From:
Sent:
To:

Subject:

TransUnion TLOxp [digitimrktng@transunion.com]
7/9/2019 2:00:49 PM
I (/'PD) [/o=Exchangelabs/ou=Exchange Administrative Group

(FYDIBOHF23SPDLT)/cn=Recipients/cn=f5e97cd6aae84a5f8c81d83d8b551051-jeffrey Par]

Conduct more powerful research today

CALTIGNE This emall originated from outside of the DC Government. Do not click on links or open attachments unless you recognize
the sender and know that the content is safe. If you believe that this email is suspicious, please forward to phishing@dc.gov for

additional analysis by OCTO Security Operations Center (SOC).

The & L

3

Giﬁmm@hmmm Rey

View online

In an effort to continually enrich our offerings, we recently launched the Sogial Media
Comprehansive Report - a newly upgraded and more powerful way to research a

subject's digital identity.

DC_2022-CA-000922 B-00746618



TransUnion's TLOxp® solution now includes search and report functionality when
accessing publicly-facing social media and web data, helping support and enhance your
investigations, research and due diligence. Today, a single search can reveal more about
a subject’s digital identity with information not readily accessible via other forms of public
records data - allowing you to gather intel and assess risk more effectively.

The information you're looking for could be closer than you think.

Ty it nows

TransUnion has entire depariments dedicated to data management and hygiene, with
data scientists pushing the limits of our analytics-based models to improve the quality of
our information.

Law enforcement and government agencies can capitalize on our affinity for fresh data by
scrubbing files - in bulk - in as quickly as several hours. This translates to more efficient
operations.

Roefrash vour data nowo

DC_2022-CA-000922 B-00746619



We're here o help

If you have guestions on any TLOxp features, call 800-856-5599 or contact your account
manager Monday-Friday: 8 a.m.-8 p.m. Eastern Time.

TransUnion”

DC_2022-CA-000922 B-00746620



To: Montagna, Carolyn (MPD)[carolyn.montagna@dc.gov]; | | | | I V~0) I G c.oov]; I
I (\PD) I ) dc.gov]; Parsons, Leslie (MPD)[leslie.parsons@dc.gov]

Cc: Clow, David (OCTO)[david.clow@dc.gov]; I \PD)kaylin.castelli@dc.gov]; Sternbeck, Dustin
(MPD)[dustin.sternbeck@dc.gov]

From: I (VPD)[/O=EXCHANGELABS/OU=EXCHANGE ADMINISTRATIVE GROUP
(FYDIBOHF23SPDLT)/CN=RECIPIENTS/CN=123443503B8B4C3E8156D2CB4CC5F 093 IIIIEIEIGEGE

Sent: Wed 9/11/2019 2:24:17 PM (UTC)

Subject: RE: Status of Voyager Analytics, Inc.'s Social Media Proposal

Looping in Commander Parsons. Voyager came a few months ago and did a demo for us. | believe they sent the price proposal to
Behyar.

I

Lieutenant, Intelligence Branch
Homeland Security Bureau

D.C. Metropolitan Police Department
Cell: (202) IR

Email: I Cdc.gov

“We are here to help”

From: Montagna, Carolyn (MPD)

Sent: Wednesday, September 11, 2019 9:28 AM

To: I (D) S o <> I - ) I o o>

Cc: Clow, David (OCTO) <david.clow@dc.gov>; | N (V PD) G dc.cov>; Sternbeck, Dustin (MPD)
<dustin.sternbeck@dc.gov>; I I (VPO) I

Subject: Re: Status of Voyager Analytics, Inc.'s Social Media Proposal

Good afternoon,

| don't believe | had the newest price proposals as Behyar and Marty were taking lead from the IT side. However, the
first time they gave us a proposal (back in 2017 or so), the licenses were $30,000 each. At that time, we had putin a
request for 3 licenses, which was not approved due to the pricing. While the product is great, | think it's extremely pricy.
I'd like to see how other agencies are using it before we invest in it.

Best,

Carolyn

Carolyn M. Montagna

Acting Director

Joint Strategic & Tactical Analysis Command Center

Homeland Security Bureau

Metropolitan Police Department
Cell: IR

From: [ NEEEEEEEEEE ~o) S - -

Sent: Wednesday, September 11, 2019 8:58 AM

e 00 WENE 000 GREERUS

Cc: Clow, David (OCTO) <david.clow@dc.gov>; | E5Gz_ (VD) ¥ © cc.cov>; Sternbeck, Dustin (MPD)

<dustin.sternbeck@dc.gov>; Montagna, Carolyn (MPD) <carolyn.montagna@dc.gov>

Subject: Re: Status of Voyager Analytics, Inc.'s Social Media Proposal

Hi Gustavo - Carolyn Montagna, JSTACC Director is a main point person for this. Looping her in on this email.
Thank you!

Heidi

Sent from my iPhone

On Sep 11, 2019, at 8:56 AM, I N D) FNlEGzGNGEGEGEGEGE (oo > wrote:

Hi all,

I'm not aware of this proposal but adding the Office of Communications and EOCOP folks in case they have.
Thank you,
I

From: Clow, David (OCTO) <david.clow@dc.gov>

Sent: Tuesday, September 10, 2019 9:36 AM

To: MPDOCIO.ITManagement (MPD) <MPDOCIO.ITManagement@dc.gov>

Subject: Status of Voyager Analytics, Inc.'s Social Media Proposal

Team,
DC_2022-CA-000922 B-00746621



Anyone familiar with this proposal?
Thank you,
David Clow
Acting ClO - MPD
Associate CTO - OCTO/DCNET
Government of the District of Columbia
Desk/Mobile: 202-715-3823
david.clow@dc.gov

From: Hendrik van der Meulen <hendrik@voyagerlabs.co>

Sent: Monday, September 9, 2019 6:05 PM

To: Johnson, Tige (OCTO) <tige.johnson@dc.gov>

Cc: Amit Gavish (amitg@voyagerlabs.co) <amitg@voyagerlabs.co>; Lofton, Henry Jr (OCTO) <henry.lofton@dc.gov>;
Clow, David (OCTO) <david.clow@dc.gov>

Subject: Past correspongence - Status of Voyager Analytics, Inc.'

s Social Media Proposal

D lic

hing@d inalysis by OCTO Security Operations Center (SOC).
Greetings, ease see the background of e-mails below.
Per my previous e-mail, please advise if you would like me to update our demonstration of capabilities and
pricing proposal. Our current clients include some of the most prominent police departments and district
attorney offices in the US, as well as state government and federal government clients, which I can brief you
about at your convenience.

With my best regards, Hendrik

B e I g an b
Dest negaras,

<image001.png>
Hendrik van der Meulen
Industry Executive - Public Sector
M: 571-499-9117
0:703-621-9001

hendrik@vovyagerlabs.co
www.voyagerlabs.co

This email communication, including attachments (if any), contains confidential and/or proprietary information
intended only for use by the intended recipients. Any unauthorized review, use, dissemination, distribution,
downloading, or copying of this communication is prohibited. If you are not the inten cipient and have received
this communication in error, please immediately notify the sender by reply email, delete the communication and any
attachments and destroy all copies.

Begin forwarded message:
From: Hendrik van der Meulen <hendrik@vovagerlabs.co>

DC_2022-CA-000922 B-00746622



Subject: Status of Voyager Social Media Proposal

Date: July 25, 2019 at 8:07:50 AM EDT

To: I \'PD)" S o>

Cc: "Ghahramani, Behyar (MPD)" <behyar.ghahramani@dc.gov>

Dear Mr. _ Please advise if you need any additional or new information from Voyager
Labs about our proposal and pricing for Voyager Analytics social media software.

I would like to confirm that our proposal is still being considered, and to learn any estimates of
timing for a decision.

I stand by to answer any questions and provide any additional information you might need.
With my best regards, Hendrik

Best Regards,

<image001.png>
Hendrik van der Meulen
Industry Executive - Public Sector
M: 571-499-9117
0: 703-621-9001

hendrik@voyagerlabs.co
www.vovagerlabs.co

This email communication, including attachments (if any}, contains confidential and/or proprietary information
intended only for use by the mtwndwd re 2nts. Any unauthorized review, use, dissemination, distribution,
downloading, or copying of this communi (at jon is prohibited. If you are not the intended reci p‘w’zt and have
received this communication in error, please immediately notify the sender by reply email, d “
communication and any attachments and destroy all copies.

On Feb 4, 2019, at 5:19 PM, | G_ D) T ) dc.co >
wrote:

All:

There will be a roughly 20-25 users to start with. Obviously some power users, but will
leave for you to determine how many of each, based on your experience.

For the gang unit, they will probably do a 1000 initial collections and then several a week.
For the other units we are estimating approximately 50 collections a week or 200
collections a month.

Please do not hesitate to contact me directly if you have any further questions/comments.
Thank you,

Enterprise Data Officer

information Technology Bureau

Metropolitan Police Department (MPD}

300 Indiana Ave NW, Suite# 4058, Washington, DC 20001

ddc.gov | 20 | Mobile: 202 EGzG
<image00l.png>
“We are here to help.”
From: Ghahramani, Behyar (MPD)
Sent: Monday, February 04, 2019 3:13 PM
To: IR -o) I << <>
Cc: Scott Arthur <scott@vovagerlabs.co>; Hendrik van der Meulen
<hendrik@voyagerlabs.co>; Fred Baradari <fred@voyagerlabs.co>
Subject: RE: estimate
Marty,

DC_2022-CA-000922 B-00746623



Can you provide a guesstimate number for the analysts, users (consumers), etc.?
Thanks,

Behyar Ghahramani

Executive Director, Chief Information Officer & CJIS Systems Officer (CSO)
information Technology Bureau

Metropolitan Police Department (MPD}

@ Office: 202-727-8599

<image001.png> We are here to help.

From: Fred Baradari [mailto:fred@vovagerlabs.co]

Sent: Monday, February 04, 2019 2:25 PM

To: Ghahramani, Behyar (MPD) <Behyar.Ghahramani@dc.gov>
Cc: Scott Arthur <scott@vovyagerlabs.co>; Hendrik van der Meulen
<hendrik@vovagerlabs.co>

Subject: Re: estimate

| will be happy to provide you what you need............ How many analysts all together will be
using the system across different investigative units? | can estimate the ratio between
“Power users” and “analysts” but it will be helpful to see what population | am looking at.
Furthermore, do you have a feel for how many collections per month (to start with) you
are considering?

It would be best to “ramp up” into the collection and analysis based on our experience and
do the “change management”, one department (or group) at a time to get people
(analysts) on board. The typical group to start is probably the group with the highest
number of cases that need to be solved quickly (e.g. criminal investigations perhaps, or
gang violence group).....I don’t know if all the investigators are lumped into one group or
each group will have their own budget and investigators.......That is why | suggested to
have a discovery day and discuss all the relevant issues.

Do you think we can have a conference call sometimes tomorrow around noon time to get
a lay of the land as far as roll-out plans, number of analysts, etc. is concerned so we can hit
your target estimates better? If you don’t think you can assemble that level of granularity,
that is fine, and we can work around it by just providing some pricing based on collection
volume and let you figure out how to land on a number that makes sense.

What | want to avoid is to “pigeon hole” the pricing based on just assumptions but that will
give you some ROM estimates if that is what you are driving toward. Please advise.

Best Regards,

<image002.png> Fred Baradari
Vice President - Federal
0: +1 703-587-4000
fred@vovagerlabs.co
www.voyagerlabs.co

This email communication, including attachments (if any), contains confidential and/or
proprietary information intended only for use by the intended recipients. Any
unauthorized review, use, dissemination, distribution, downloading, or copying of this
communication is prohibited. If you are not the intended recipient and have received this
communication in error, please immediately notify the sender by reply email, delete the
communication and any attachments and destroy all copies.

From: "Ghahramani, Behyar (MPD)" <Behyar.Ghahramani@dc.gov>

Date: Monday, February 4, 2019 at 1:44 PM

To: Fred Baradari <fred@vovagerlabs.co>

Cc: Scott Arthur <scott@vovyageriabs.co>

Subject: estimate

DC_2022-CA-000922 B-00746624



Hi Fred,
| need pricing detail to insert into our grant funding request/application.

1- Based on your experience, please give us an high estimate of number of a) power
users (analysts) and b)office users (consumer of data), or any other variation your
products offer.

2- Please provide estimates of the cost for each user.

| need this information as soon as possible please.
Thanks,

Behyar Ghahramani

Executive Director, Chief Information Officer & CJIS Systems Officer (CSO)
Information Technology Bureau

Metropolitan Police Department (MPD)

300 Indiana Ave NW, Suite# 4152, Washington, DC 20001

<image003.png> We are here to help.
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Message

From: Brown, Katherine (RIS-HBE) [katherine.brown@lexisnexisrisk.com]

Sent: 10/22/2019 11:08:41 AM

To: Haines, John (MPD) [/o=Exchangelabs/ou=Exchange Administrative Group
(FYDIBOHF23SPDLT)/cn=Recipients/cn=18f7a4f8578a4a07a02920974fc992bd-John Haines]

Subject: LexisNexis

Attachments: LN SIU.pdf; Accurint Virtual Crime Center.pdf

CAUTIGN: This email originated from outside of the DC Government. Do not click on links or open attachments unless you recognize
the sender and know that the content is safe. If you believe that this email is suspicious, please forward to phishing@dc.gov for
additional analysis by OCTO Security Operations Center (SOC).

Commander Haines,
Thank you to you and your staff for taking the time for the Accurint Virtual Crime Center Demonstration. | welcome any
feedback or thoughts.

Please find answers to the 2 follow ups.

1. Regarding the legal language with our data. Yes, we do have some language in our contracts regarding the
gathering of data from third party sources. | have included it below. We do include coverage information on
Accurint.com to provide information about the data sources and update schedules. We can also look into
specific results to provide more information if necessary.

“PERFORMANCE. LN will use commercially reasonable efforts to deliver the LN Services requested by Customer and to
compile information gathered from selected public records and other sources used in the provision of the LN Services;
provided, however, that the Customer accepts all information as is. Customer acknowledges and agrees that LN obtains
its data from third party sources, which may or may not be completely thorough and accurate”.

2. Business Information. Derogatory business data can be found within the business searches but also under the
court information.

Please feel free to forward my information along to anyone who would like me to follow up with them regarding the
data, utilizing accurint, or potential assistance from the Special Investigative Unit with the social media. Please let me
know if | can be of assistance going forward.

Thanks,
Katherine

Katherine Brown

Account Manager

Public Safety

LexisMexis Risk Solutions
$17.543.738% Moblie

katherine. brown@lexisnexisnisk.com

Follow Risk Solutions on Linkedin, Twitter and Facebook

The information contained in this e-mail message is intended only for the personal and confidential use of the
recipient(s) named above. This message may be an attorney-client communication and/or work product and as
such is privileged and confidential. If the reader of this message is not the intended recipient or an agent
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responsible for delivering it to the intended recipient, you are hereby notified that you have received this
document in error and that any review, dissemination, distribution, or copying of this message is strictly
prohibited. If you have received this communication in error, please notify us immediately by e-mail, and delete
the original message.
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Special | Investigations Unit:
Case Assistance

The Special Investigations Unit |

1} s comprised of former law enforcement superts who leverage the LexisNexis
faw

solutions and data offsring ta; rovide real-time Investigative insight for LexisNaxds customers, Tha SiU | i§
aenforcement analyze dats, find patterns and if: sarage the full sulte of LexisNexis” offer m;i; o solve, manage and
predict erime. Acgessto tE e S s included with owr pmdi wt s ﬁ”‘mrmﬁs and also avallable to lay 'f(nfos'cer“ent during
critical incldents and major nvestigations, and s gvailable to provide support rem@t@iy or on stte when applicable,

SIU Snapshot When should | reach out to the SIUY

= More than 15 analysts fooused exclusively on * Heant incident has occurred In or near
arient cdiction and P want assistance ,gcm,
. ree in investigations Hormation from law enfornes
snce analysis, and ¢ g across the nation
» Work at the local, state, and federal Law = There is a major event occurring in my
Enfarcement lavals jurisdiction and &wu,d fike to utilize Soclal
. More than 210 combined years of Law Maedia to prepare for and monitor the event
Enforcement experiance s There {s an {dentified crime serles r}z;curring;
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LexisNexis Government
RISK SOLUTIONS

Foy years, law enforcement agencies have been seeking a place to link

cross-jurisdictional data with public records In one interface to help
them predict and solve crime. The next generation policing platform,
Accurint® Virtusl Crime Center, alows you 1o access law enforcement
data from vour neighboring agencles and from agencies across the country
o budld a cormplete picture of individuals, locarions and incidents,

With Accurint Virtuad Crime Center, one search refuras public records
linked to your agency’s data and law enforcement data nationwids,

DC_2022-CA-000922 B-00746629



[}

Accuring Virtual Crime Center i a next generation policing platform used for
COMPSTAT, Analytics, Crime Analysis and Investigations. This schution lnls billions

of public records 1o agency-provided data in a cross-furisdictional data exchanges

o provide law enforcement with unprecedented visibility into crime in thelr own
jurisdiction and around the country, Linking across data types delivers a more
comprehensive view into an identity, helping law enforcement o target Investigatons;
identity patterns and predict upcoming events; and deploy resources more efficlently.

Criminals have no boundavies,
Accurint Virtual Crime Center provides
agencies with a view bevond thelr

own jurisdictions into reglonal and
nationwide crime data. Each year, abowt
12% of the population moves, a statistic
that is even higher for voung aduliz, To
predict and solve crime patterns, you
need visibility not just to the jurisdiction
next door, but across the country, The
ability to view information such as crime
incident data, CAD, offender date, crash
data and license plate readers in the
same place will assist in resolving and
preventing crimes in a thmely manner,

curint® Virtual Crime Centar

Finding the “who” in an lpvestigation.
Uncovering and locating key individuais
is vastly sbmplified through Accurint
Virtual Crime Center, By adding owr
proprietary Unking technology, LexiD®,
to agency data, you will have cross-
jurisdictional agency data linked to
identity information from over 10,000
sources , including social media and
web presence datg, This gives your

faw enforcement agency the ability to
disambiguate RMS records, find non-
obvious connections, and generate leads
with one search.
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Agency Data Linked National Map

Flexible views for all users within an agency. Accurint Virtual Crime Center allows
you to design your dashboard for your role within the agency. Whetheryou are a

part of a command staff, supervisor, investigator or analyst, you will have the ability
i search across all vour own data and public records information while using the
same predictive policing capabilities from Accuring Crime Analysis, Acouring Vivtual
Crime Canter will replace multiple tools agencies currently use for public records, data
analytics and social media, allowing all members of the agency to be more efficlent
across all cases through strong dats ansiytics.
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LexisNexis® Accurint® Virtual Crime Ceonter
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Message

From: Ennis, Ralph (MPD) [ralph.ennis@dc.gov]

Sent: 10/23/2014 7:57:07 PM

To: m— P0) [ @ o 2ov]
Subject: FW: LexisNexis Accurint - Social Media

Attachments: 1582466-09.29.14 Metropolitan PD.PDF

Commander Rulph G. Ennis
c: 2(}2_[ ralph.ennis@dc.gov

Cctober is National Disability Employment Awareness Month. To learn what you can do to foster a more inclusive workforce,
visit www.dol.gov/odep and www.dds.dc.gov.

From: I (RIs-HBE) I
Sent: Thursday, October 09, 2014 11:31 AM

To: Ennis, Ralph (MPD)

Subject: RE: LexisNexis Accurint - Social Media

Attached is the October invoice for SMM like before.

Steve P, Hecht
Account Manager —~ Law Enforcement
LexisNexis | State and Local Government
937-602-4088 Cell
550-9583 Office

5 4 P—
Figve LEMISBNIE. oOMm

Customer Service — 24/7 - 1.866.277.8407

Connect with us on ldentityGov.com, FraudoftheDay.com, Linkedin, Twitter and Googla+

From: I (RIS-HBE)
Sent: Thursday, August 28, 2014 9:36 AM

To: Ennis, Ralph (MPD)
Subject: RE: LexisNexis Accurint - SMM Proposal

Ralph,

Attached is the September invoice for SMM like before. The social media solution has had some enhancements and

| look forward to talking more about these along helping your agency with current challenges. | am starting to put
together the documents for next month that we will need to get in place. Let me know when we can talk so we are both
on the same page.

Steve P, Hecht

Account Manager — Law Enforcement
LexisNexis | State and Local Government
937-602-4088 Cell

937-550-9583 Office
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Customer Service — 24/7 - 1.866.277.8407

Connect with us on ldentityGov.com, FraudoftheDay.com, Linkedin, Twitter and Gooaglet

From: Ennis, Ralph (MPD) [mailto:ralph.ennis@dc.gov]
Sent: Tuesday, August 12, 2014 2:20 PM

To: I (R1S-HBE)
Subject: Re: LexisNexis Accurint - SMM Proposal

We are getting ready to pay. Will reach out this week.

Commander Ralph G. Ennis

Homeland Security Bureau Intelligence and Tactical Information Division
Metropolitan Police Department (Washington, DC)

300 Indiana Avenue NW Room 5031

cell: (202) I G—_—_

Email: Ralph.Ennis@dc.gov

Webpage :www.mpdc.dc.gov

From I-phone

On Aug 4, 2014, at 10:01 AM, I (R/!S-HBE)" <Steve.Hecht@lexisnexis.com> wrote:

Ralph,

Attached is the August invoice for SMM like before. | will send you August as individual like this and
then we can have everything role into the standard invoice you get each month. Let me know if you
have guestions.

Steve

Help DC become an Age-Friendly city by participating in the Block-by-Block Walk on Saturday,
September 6. Sign up here to volunteer.

From: I (R1S-HBE)

Sent: Tuesday, June 24, 2014 2:33 PM

To: 'Ennis, Ralph (MPD) (ralph.ennis@dc.gov)'
Subject: RE: LexisNexis Accurint - SMM Proposal

Ralph,
Attached is the July invoice for SMM like before. Let me know if you have any guestions.

Staeve
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From: I (R1S-HBE)
Sent: Monday, June 23, 2014 3:00 PM

To: Ennis, Ralph (MPD) (ralph.ennis@dc.qov)
Subject: FW: LexisNexis Accurint - SMM Proposal

Commander Ennis,

We are going to be back in town this week and plan to work with the users on the social media
monitoring. We also want to work with the individuals that work with the shot spotter to implement
the use of SMM in real time. Per our discussion the social media monitoring will be extended this
month and then thru September. | will send you the new invoice each month like | have done for you to
process on your end. Let me know if you have any concerns or questions.

In regards to the bundled plan | outlined to you back in April the pricing was based upon your existing
Accurint business and adding the SMM component. As we move forward we will be able to put the
SMM users in an account that will only have access to SMM or if a user has an existing Id we will be able
to allow just that user to both. This will ensure that the billing is kept straight and matches the PO.

I am very excited about working with the users and helping them get the most out of our complete
solution and combined Accurint with SMM. | know Misty is working smart to help each user gain
information to meet your department and organizations strategy. In regards to the bundled solution
the mobile access with the unlimited number of users will be managed as its own group. All training and
support will be the same for this group just like the others. It is part of the program so the extent to
which you use this is based upon your objectives.

A few points | want to make about the proposed bundled solution pricing:

e  The additional user we added to your existing Accurint Law Enforcement plus account was at
no additional cost

e  The unlimited mobile users was added at no additional cost

e The batch scrub was added at no additional cost

By adding on the Social Media Monitoring to your existing account | was able to provide the additional
access. Itis a very exciting program and one | look forward to helping you manage. Every timelam at
the department | come away with more ideas on how to help you with your investigations and | can’t
wait to come back. The complete access is pretty complete from a department standpoint. Listed
below is the breakdown of the access and how it could be managed in the fall. Obviously this can be
changed and | will work with you to put the right people in place.

Existing Accurint account — managed by | I
Social Media Monitoring — Managed by || EENNEGzGzGz<z<GE

Accurint Mobile — Managed by ? ( Patrol? Warrants? )

I would like to put the agreement together and send to you for the September 1 start date. | just want
to be sure we get everything in place and all the billing set to ensure everything goes smoothly. Let me
now if thatis OK? | know itis a little early but with summer and the process you follow 1 think it would
be best.

Also how did your conversation go with finance person we discussed? Hope to see you this week.

Steve P. Hecht

Account Manager — Law Enforcement
LexisMNexis | 3Sisis and Logal Government
837 8651234 Direct
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837-602-4088 Cell

837-550-8583 Office

Customer Service ~ 1-886-277-8407
Steve HMechi@lexisnexiscom

From: I (RIS-HBE)
Sent: Wednesday, April 02, 2014 8:29 AM

To: Ennis, Ralph (MPD) (ralph.ennis@dc.gov); KNG
Cc: Jackman, Scott V (RIS-HBE)
Subject: LexisNexis Accurint - SMM Proposal

Commander Ennis,
I wanted to get this to you for our meeting this morning.

Thank you for the opportunity to work with your staff on the 24" and 25" of March. We feelit was a
very productive session and are confident the 20 users of the trial will gain important Intel using the
LexisNexis Social media monitoring solution. We are working with Officer_ to ensure that
the social media collections are being set up in a way that will allow your department to group certain
collections. This is the best way to keep collections confidential. A follow up training session has been
set to ensure the users gain a deeper understanding of how to get the most out of the solution, along
with answering questions.

As we move forward, the users will have access to a training consultant for unlimited one on one
training sessions, and access to our customer service 24/7. As we continue to work together | wanted to
lay out a program that meets the needs of the entire department. Based on our conversation on the
25™, we would like you to review the following proposal. This proposal takes into account your existing
program with LexisNexis which consists of Accurint LE Plus, with access for 35 users. Your current
financial commitment with LexisNexis is $39,348 year/$3,279 per month. Your current fees will be
rolled into the program we have outlined below, and will not be an additional cost. Users will maintain
the same access.

Listed below is the proposal we believe meets all the needs of DC Metro PD. Implementation to begin
May 1, 2014.

e lexisNexis LE Plus — 50 users { we want to increase the user access to accommodate the Social
Media Monitoring Access).

e LexisNexis Accurint — Social Media Monitoring — 1 Million Events — 1000 Objects ( each month )

e LexisNexis Identity Scrub/Batch — 250 records

e LexisNexis Accurint — Mobile Access — Unlimited users

Accurint Mobile Access -only

People — Person Search — First, Last, Middle, SSN#, Street, City, State, Zip, DOB

Phones — Phone Search — Phone, First, Last, Middle Street ,City, State, Zip, SSN

Vehicle — Vehicle Search — SSN, First , Last, Middle Street, City, State Zip, VIN, Plate/Tag, License Number
Property — Property Search — First, Last, Middle, Parcel Number, Company Name, Street, City, State, Zip, County
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Business — Business Search — Company Name, First, Last, Middle, SSN# Street, City, State, Zip, FEIN
ID Verification — Information verification along with 5 question Quiz to verify identity

Total Cost - $82,150 year/$6,845 per month.

We have worked to design a program that takes into account not just the needs of the current users but
the social media monitoring users along with the patrol or boots on the street folks. We have seen
everyone working together and want to continue this momentum in the department.

Look forward to talking to you this morning to review and answer any questions you have.

Steve P. Hecht

Account Manager — Law Enforcement
LaxisMNexis | State and Loga!l Government
Q37 .885.1234 Direct

937-602-4088 Cell

937-550-9583 Office

Cusiomsr Servics - 1-888-277-8407
Steve Hechi@®ledisnexis.oom

The information contained in this e-mail message is intended only for the personal and
confidential use of the recipient(s) named above. This message may be an attorney-client
communication and/or work product and as such is privileged and confidential. If the
reader of this message is not the intended recipient or an agent responsible for delivering it
to the intended recipient, you are hereby notified that you have received this document in
error and that any review, dissemination, distribution, or copying of this message is strictly
prohibited. If you have received this communication in error, please notify us immediately
by e-mail, and delete the original message.

<1570195-08.01.14 Metropolitan PD.PDF>

The information contained in this e-mail message is intended only for the
personal and confidential use of the recipient(s) named above. This message may be an attorney-client
communication and/or work product and as such is privileged and confidential. If the reader of this message is
not the intended recipient or an agent responsible for delivering it to the intended recipient, you are hereby
notified that you have received this document in error and that any review, dissemination, distribution, or
copying of this message is strictly prohibited. If you have received this communication in error, please notify us
immediately by e-mail, and delete the original message.
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LexisNexis*

PO Box 7247-6157
Philadelphia, PA 19170-6157
(866) 528-0570

LexisNexis, a division of Reed Elsevier Inc.

» Due Date 10/29/2014

For itself or its affiliates

To:
Metropolitan Police Dept
attn:

6805 Long Beach Blvd
Washington, DC 20001-2106

Previous Balance

Total 0.00 Questions about your bill?
(866) 528-0570
billing@lexisnexis.com

Payments, Credits & Adjustments

Total 0.00

New Activity
10/31/2014  Contract Fee 10/1/2014 to 10/31/2014 To view account activity details online:
One Time Charge for SMM Trial 3,500.00 1. Log on to http/fww.accurint.com
2. Go to "My Account” menu

3. Click on "Billing Info”
Note: Only Systems Administrators can

view account details

For Prepay Purposes ONLY, Not Final Billing

Total 3,500.00
Account Summary
Previous Balance 0.00
New Activity 3,500.00
Payments, Credits & Adjustments 0.00
Total Due 3,500.00
Plrase includde your full invaice number on Please Remit Payment To:
all remiftance 1o ensure proper credit, LexisNexis Risk Data Management Inc.
Account # 1582466

PO Box 7247-61567
Philadelphia, PA 19170-6157

LexisNexis Risk Data Management Inc. TIN 65-0852445 LexisNexis Risk Solutions FL Inc. TIN 41-1815880
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Message

From: I (v'PD) I i c.gov]

Sent: 8/21/2014 10:06:54 AM

To: Ennis, Ralph (MPD) [ralph.ennis@dc.gov]

Subject: FW: Geofeedia revised proposal and sole source documentation
fyi

|

Homeland Security Bureau

intelligence and Tactical Information Division
Washington, DC

202- 1 Office

202 C-i

From: Brandon Filoramo [mailto:brandon.filoramo@geofeedia.com]
Sent: Wednesday, August 20, 2014 7:06 PM

To: I (MPD)

Subject: Re: Geofeedia revised proposal and sole source documentation

Hi I

I apologize for the delayed response, 1 have been out on the road today. Unfortunately Geofeedia does not
currently have the capability to track craigslist - as the software is entirely "social media" tracking, we do not
have craigslist as a source. I do remember one of the individuals in my original demo to Washington Metro
explaining that this is a big problem in your jurisdiction.

Did you receive the documents I sent over?

Please let me know how else I can help.

Best,

Brandon Filoramo
East Coast Representative

Geofeedia, Inc. |

3 3127248457 £ 24877038608
101 North Wacker Dirive, Sutte 2008
Chicago, 1L 60606

On Wed, Aug 20, 2014 at 12:15 PM, I (M PD) I ¢ dc.cov> wrote:

Brandon,
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Quick question for you. Is there a way to track down stolen cellphones from craigs list or other venues with your
produce?

Appreciate your responss

Homeland Security Bureau

Intelligence and Tactical Information Division
Washington, DC

[

I -

From: Brandon Filoramo [mailto:brandon.filoramo@geofeedia.com]
Sent: Monday, August 18, 2014 11:51 AM
To: I (PD)

Subject: Fwd: Geofeedia revised proposal and sole source documentation

Brandon Filoramo
East Coast Representative
Geofeedia, Inc. | gepfeedincom

{3: 312.724.8457 : 248.703.8608

101 North Wacker Drive, Suite 2008

Chicago, 1L 60606
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—————————— Forwarded message ----------

From: Brandon Filorame <brandon.filoramoe@geofeedia.com>

Date: Tue, Aug 12, 2014 at 11:33 AM

Subject: Geofeedia revised proposal and sole source documentation

To: NG dc.oov
Hi I

I've attached sole source documentation and a revised quote which includes a 2-year option. Let me know if you
think the 3-year option is the way you would want to go, I would need to run that one by my CEO.

When you have a moment, could you send over information in regards to registering as a vendor in the District

of Columbia?

Thanks again for your help here.

Best,

Brandon Filoramo
East Coast Representative
Geofeedia, Inc. | geofeedincom

PRt b o

{3: 312.724.8457 : 248.703.8608

101 North Wacker Drive, Suite 2008

Chicago, IL 60606
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Sign up here to volunteer.

Brandon Filoramo

East Coast Representative
Geofeedia, Inc. | geolfeedia.com

32 312.724.8457 ' 248,703.8608
101 North Wacker Drive, Suite 2008
Chicago, 11 60606

On Wed, Aug 20, 2014 at 12:15 PM, IS (MPD) IS . c.¢ov> wrote:

Brandon,

Quick question for you. Is there a way to track down stolen cellphones from craigs list or other venues with your
producs?

Appreciate your response

Homeland Security Bureau

Intelligence and Tactical Information Division
Washington, DC

—Ofﬁce

-

From: Brandon Filoramo [mailto: brandon.filoramo@geofeedia.com]
Sent: Monday, August 18, 2014 11:51 AM
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To: I (MPD)

Subject: Fwd: Geofeedia revised proposal and sole source documentation

Brandon Filoramo
East Coast Representative
Geofeedia, Inc. | geoleedia.com

€3 312.724.8457 °: 248.703.8608

101 North Wacker Drive, Suite 2008

Chicago, IL 60606

—————————— Forwarded message ----------

From: Brandon Filoramo <brandon.filoramo@gecofeedia.com>
Date: Tue, Aug 12,2014 at 11:33 AM

Subject: Geofeedia revised proposal and sole source documentation

To: _@dc.gov
i

I've attached sole source documentation and a revised quote which includes a 2-year option. Let me know if you
think the 3-year option is the way you would want to go, I would need to run that one by my CEO.

When you have a moment, could you send over information in regards to registering as a vendor in the District
of Columbia?

Thanks again for your help here.
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Brandon Filoramo
East Coast Representative
Geofeedia, Inc. | geoleedia com

€ 312.724.8457 € 248.703.8608

101 North Wacker Dirive, Suite 2008

Chicago, IL 60606

Sign up here to volunteer.
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Message

From: I (VPD) I ©dc.gov]

Sent: 8/19/2014 3:55:48 PM

To: I /D) I < c c.cov) I © c c.cov); I (\\PD)
(I @ dc.cov) G dc.gov]

Subject: FW: I Gift SMC4 Social Media Management and Crime Fighting Tool to Police and Schools

Don't know if vou guys signed up for their free account but | think this one was pretty good

From: Integritie [mailto:debra_leibowitz=integritie.com@mail48.atl51.rsgsv.net] On Behalf Of Integritie
Sent: Friday, August 15, 2014 10:25 AM

To: I (MPD)
Subject: I Gift SMC4 Social Media Management and Crime Fighting Tool to Police and Schools

Infegritie GIft SMOC4 Socis! Media Management and Crime Fighling

Tool to Police and Bchools

Pwould be grateful I vou can forward this email fo the person within
your agenoy that owns social media orime management solutions. You

may recall you regislered Tor our events where we demonstrated our

soctal media management and orime fighting ool , that cheerves

social media sites for people of interest, plus criminal and oyber

bullying activities.

Since owr avent Integritie has announced a global strategy of gifting

sach school and Police ageney g two 'Admin User lcence of |

which includes ohserving up to 100 social medis acoounis,

Flease find allached our

| along with our

how 0 register for your free Department licences and how (o gst
started with 3MC4.

Integritie will alsoe be providing education on SMC4 on Thursday 21st

August vig one of our monthly webex presentations. Please register

yvourself and colleagues
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For more information about SMCOC4 please visil

O alternatively email myself Debra Leibowitz, Director of World Wide

Sales & Marketing for Police, Government & Education at

Copyright © 2014 Integrilie, Al rights reserved,
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unsubsoribe from this et update subscription preferences
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Message

From: I ~0) - 2o

Sent: 6/10/2014 2:13:23 PM

To: steve.hecht@lexisnexis.com || IEIGNGNGIGINININININEEE

cC: Turner, Leeann {MPD) [Leeann.Turner@dc.gov]; Ennis, Ralph (MPD) [ralph.ennis@dc.gov]
Subject: FW: LexisNexis Accurint - Social Media Monitoring

Attachments: 1582466-06.05.14 Metropolitan PD.PDF

Good morning Steve,

Is there a good number I can reach you at? I tried to call the number on the invoice last week but they
could not bring up this specific invoice. Please advise a convenient time for me to call you as well.

Thanks.

Thank you,

Management Ana|yst

Corporate Support Bureau
Metropolitan Police Department

300 Indiana Avenue, NW
Room 5138

washington, DC 20001
p: ZOZilll.llllll

f:A 202 I
I ©dc . gov

From: NI (r1s-H3E) [N
sent: Thursday, June 05, 2014 11:44 AM

To: Ennis, Ralph (MPD)
Subject: RE: LexisNexis Accurint - Social Media Monitoring

Commander Ennis,

Attached 1is the June invoice for the SMM. Please process like you did last month. Thanks and let me
know if you have any questions.

Steve

From: [N (RIS-HBE)

Sent: Thursday, May 01, 2014 1:07 PM

To: 'Ennis, Ralph (MPD)'

Subject: RE: LexisNexis Accurint - Social Media Monitoring

Commander Ennis,

Per our conversation the other day attached you will find a one month Schedule A that will allow us to
continue providing access to the Social Media Monitoring Solution thru the month of May 2014 at a cost
of $3500. Please sign and send back today if possible or let me know if you have questions.

once I get this back I can then create the one month Invoice for this service and send to you. Is there
anything I need to reference on this invoice for your process?

Steve

From: Ennis, Ralph (MPD) [mailto:ralph.ennis@dc.gov]

Sent: Tuesday, April 01, 2014 1:18 PM

To: RIS-HBE)

cc: (MPD)

Subject: RE: LexisNexis Accurint - Social Media Monitoring

Tomorrow is better. Can you call me at 09307 202_

T T
c: |ralph.ennis@dc.gov<mailto:ralph.ennis@dc.gov>

From: [N (rR1s-+5)
Sent: Tuesday, April 01, 2014 9:59 AM

To: Ennis, Ralph (MPD)

cc: N (vPD)

Subject: LexisNexis Accurint - Social Media Monitoring
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Commander Ennis,

As a follow up to our discussion last week would you be available later today or Wednesday morning to
discuss the proposal we have put together for DC Police. Let me know a good time and I will set up a
conference call.

Steve
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LexisNexis*

PO Box 7247-6157
Philadelphia, PA 19170-6157
(866) 528-0570

LexisNexis, a division of Reed Elsevier Inc.

» Due Date 71512014

For itself or its affiliates

To:
Metropolitan Police Dept

attn: |

6805 Long Beach Blvd
Washington, DC 20001-2106

Previous Balance

Total 0.00 Questions about your bill?
(866) 528-0570
billing@lexisnexis.com

Payments, Credits & Adjustments

Total 0.00

New Activity
6/30/2014  Contract Fee 6/1/2014 to 6/30/2014 To view account activity details online:

One Time Charge for SMM Trial 3,500.00 1. Log on to http/fww.accurint.com
2. Go to "My Account” menu

3. Click on "Billing Info”
Note: Only Systems Administrators can

view account details

For Prepay Purposes ONLY, Not Final Billing

Total 3,500.00
Account Summary
Previous Balance 0.00
New Activity 3,500.00
Payments, Credits & Adjustments 0.00
Total Due 3,500.00
Plrase includde your full invaice number on Please Remit Payment To:
all remiftance 1o ensure proper credit, LexisNexis Risk Data Management Inc.
Account # 1582466

PO Box 7247-6157
Philadelphia, PA 19170-6157

LexisNexis Risk Data Management Inc. TIN 65-0852445 LexisNexis Risk Solutions FL Inc. TIN 41-1815880
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Message

From: TransUnion | TLO [TLOManagement@TLO.com]

Sent: 5/15/2014 6:14:35 PM

To: I (VPD) I ©dc.gov]

Subject: Important Admin Information: TLOxp launches New Social Media Search 5/16/14

Deary

TransUnion | TLO is pleased (0 announce the release of g powerful new Social
Meodia Search featurs to TLOxp

Leveraging TLOxp's massive data reposiiory, the Bocial Media Search provides
information from over 145 social media sources. Polentially verily identity and gain
insight on associglions and relationships through data thal helps creste a more
complieie view of g subject

By entering up 1o fve emall addresses associated with a subiect, users are
provided a social overview within seconds. Social Media Search results can
inciude:
»  Mame, age and gender
s Potential online profiles for a subject that link directly to external social
weobsites
= Profile photographs

For additionsl convenience, this powerful search can be run whenaver you see the
“Sooial Medis/Bun Search” lcon within other TLOwp searches and reports,
The Social Media Search is priced at $1.00 per hit {no hit, no charge).
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¥ you utilize User Groups for managing vour users, you will need to activale
the Sccial Media Search for your users. This can be done easily by clicking "My
Account” and then selecting the “User Groups” ivb. The Sociel Media Ssarch
wifl he available for selection upon product relfease.

H you do not utilize User Grouns, the Social Media Search will be
auvlomatically available to vour users upon release. You may customize your

users access by setling up User Groups. Additionally, vou may restrict access
o this report upon release by olicking "My Account” and then selecting the
“Users” tab.
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Message

From: thomas.bazel@thomsonreuters.com [thomas.bazel@ThomsonReuters.com]

Sent: 5/15/2014 2:19:32 PM

To: thomas.bazel@thomsonreuters.com [thomas.bazel@ThomsonReuters.com]; Ennis, Ralph (MPD)
[ralph.ennis@dc.gov]

CC: I (' P0) I ) cic.oov]; kristine.martinez@thomsonreuters.com;
barrett.thies@thomsonreuters.com

Subject: RE: Follow up to our meeting, CLEAR -New Social Media Threat tool demonstration

Attachments: Threat Analysis in TIP.PDF; District of Columbia Metropolitan Police Department CLEAR TAA.PDF; IMG.PDF

Good morning Commander Ennis,
Thanks again for letting us show you CLEAR and we look forward to starting your trial access.

| just wanted to follow up with you on 2 items:

1-Can you give me the status of the paperwork completion for setting up the trial access to CLEAR Investigator? Is there
someone there you would like me to connect with on this?

2-In addition to our CLEAR Investigator application we have a NEW Social Media Threat Detection Tool that leverages
our robust public records, news, and open source information. —I have attached some general information on it for your
review. You really need to see this new powerful tool. | am sure you will agree that it is much better than our
competition’s new social media tool that you have been trialing. Can we set up a time to give you a demonstration?

We look forward to your experiencing why CLEAR is a superior service to your current provider! | hope to hear from
you soon. Thanks.

Tom Bazel
Federal Ssles Executive

HSMBON BEUTERS

ot

i: thomas.bazel@thomsonreuters.com

From: Bazel, Tom (Legal)

Sent: Wednesday, May 07, 2014 11:24 AM

To: Ennis, Ralph (MPD)

Cc: B (VPD)'; Martinez, Kristine (Legal); Thies, Barrett W. (Legal)
Subject: Follow up to our meeting, Tetra

Commander Ennis,
As we discussed yesterday, attached is some information on the CLEAR Batch Alerting services and also on Tetra for

your review.

Tetra is an easy to use, aggregation software that enables you to effectively and efficiently gather data from across
multiple data sources, whether internal or external, and deliver the results in a readable format.
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The power and flexibility of Tetra can greatly enhance your social media investigative efforts. Also, as we discussed,
Tetra can bolt on to any system out there.

I would like to suggest that we set up a meeting to discuss Tetra in greater detail. | can bring out one of the Tetra
product specialist and give you a better feel for all that you can accomplish with Tetra. | know you will be impressed.

| recall your mentioning that we could possibly join one of your scheduled meetings (on Thursdays)?

Thanks again for your time and we look forward to exploring all the ways the DC MPD can benefit from the power of
Tetra.

Best Regards,

Tom Bargd
Federal Sales Executive

ROMBOM BREUTERS
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Preventing or reducing damage and loss from “bad actors,” whether they are trusted employees,
external adversaries, or disruptive events, is of critical importance to Government and Commercial
organizations. Identifying early threat indicators is essential for the Intelligence Community and Law
Enforcement to reduce their risks and exposure. Historically, the volume of data, rate of change, and
limited resources have made it nearly impossible to effectively detect and mitigate threats in real time.
This trend towards deriving actionable intelligence from the world of big, real-time data can now be
simplified using advancements in commercial data processing and technology. By leveraging Thomson
Reuters Special Services’ (TRSS) access to proprietary data sets combined with cutting edge analytics, we
increase accuracy, reduce risk, and lower cost and resource expenditures.

Thomson Reuters is the world’s leading source of intelligent information for businesses and
professionals. Thomson Reuters’ offerings combine industry content and expertise with innovative
technology to deliver critical decision making information to business leaders around the world.
Thomson Reuters’ products and services are integral to major global industries including: financial,
legal, scientific, healthcare, and media.

Established in 2008, Thomson Reuters Special Services, LLC (TRSS) is a wholly-owned subsidiary of TR
and is U.S. based and independently operated. TRSS delivers a comprehensive suite of solutions
designed to help professionals achieve mission objectives, address uncertainty, and identify and manage
risk. TRSS leverages Thomson Reuters’ market-leading solutions to help our clients perform intelligence
collection/analysis, cybersecurity, counter threat finance, insider threat, and risk management.

THE TRSS SOLUTION

TRSS delivers a comprehensive portfolio of Threat Intelligence Solutions that help our clients with
strategic initiatives focused on Threat Analysis.

Taking advantage of Thomson Reuters’ expertise in automated data processing and machine learning
models for real time analysis, TRSS has developed solutions to support intelligence and law enforcement

missions. These solutions streamline the process of detecting harmful threats around events, facilities and
individuals.

TRSS
Proprietary and Confidential
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TRSS Threat Intelligence Solutions go beyond simple collection of social media and open source data.
TRSS has created a novel approach to the filtering and prioritizing of data presented for analysis. TRSS
uses statistical modeling and machine learning techniques to model specific behavioral and contextual
concepts to score dynamic text, from sources like social media, to filter and rank data for the analysts in
a way that helps analysts prioritize the most important information related to the modeled concepts.

Through an automated, continuous process, the Threat Analysis service has been built to collect massive
amounts of social media and open source data in real-time to collect results matching the query terms.
Once the data has been collected, the system will evaluate and score the data for potential threats.
Features include:

e Targeted real-time data collection for geo-location, keywords, phrases, and entities
e Data evaluation and threat scoring

e Heat map display of results based on geo-code data and threat score

¢ Topic discovery

e Collection of user metadata

The process for producing a threat score is to inspect the text based on linguistic features corresponding
to psychological and sociological behaviors associated with making and carrying out threats.

In addition to the threat scoring model, sentiment analysis is performed on several languages.
Sentiment analysis delivers a measure of the positive or negative sentiment in a post.

TRSS Threat Intelligence Solutions can be delivered to clients through a number of different platforms
dependent upon client capabilities and requirements.

Standard deliverables include raw data, direct data feeds, and/or finished intelligence reports provided

by trained TRSS analysts. Deliverables can be customized to meet client requirements and complement
current programs.

Based on client needs, custom scoring models can be generated.

TRSS
Proprietary and Confidential
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THOMSON REUTERS

CLEAR® SERVICES TEMPORARY ACCESS AGREEMENT

AGREEMENT entered into between District of Columbia Metropolitan Police Department (“Licensee”) and West, a Thomson Reuters business (“West”) regarding

certain West research services, as follows:

1.  License.

a. CLEAR Services. Subject to paragraph 9 below and upon completion
of this paragraph la, West hereby grants Licensee, at no charge, 10 CLEAR
temporary access passwords and a non-exclusive, non-transferable, limited
license to access CLEAR Services and associated ancillary services (collectively
“Services” or “Product” unless specified otherwise) for a period of 14
consecutive days unless further extended by oral or written agreement of the
parties. Licensee shall assign each CLEAR password issued hereunder to an
individual user. Licensee shall provide such password assignments to West upon
West’s request. Sharing of CLEAR passwords is strictly prohibited. Licensee is
responsible for ensuring that all end users comply with this Agreement.

b. Grant. Services consist of various West-owned and supplier
databases, services, functions and remotely-accessed gateways, which may
change from time to time. Access to certain Services may be restricted at
anytime by West. Licensee is licensed to use data made available through
Services solely for the permissible purposes identified herein or otherwise
authorized by West in writing, which takes precedence over the license granted in
this paragraph.

c¢.  Usage. Subject to the restrictions set forth in paragraph 2 (License
Restrictions) below, Licensee may use the CLEAR Services, including Data (as
defined below) in the regular course of Licensee’s business, legal, and other
research and related work subject to the limitations contained herein. “Data”
means all information and representations of information, including, but not
limited to, graphical representations, and other content made available to
Licensee through the CLEAR Services. Licensee may: (i) display Data
internally; (i) quote and excerpt from Data (appropriately cited and credited) by
electronic cutting and pasting or other means in memoranda, briefs, reports, and
similar work product created by Licensee in the regular course of Licensee’s
research and work; and (iii) to the extent not expressly prohibited by the terms of
the Agreement, use Data as permitted under the fair use provision of the
Copyright Act (17 U.S.C.A. § 107). Downloaded information shall not be stored
or used in an archival database or other searchable database except as expressly
permitted by this Agreement.

2. License Restrictions.

a.  Usage Restrictions. Licensee may not copy, download, scrape, store,
publish, post, transmit, retransmit, transfer, distribute, disseminate, broadcast,
circulate, sell, resell, or otherwise use the Data, or any portion of the Data, in any
form or by any means except as expressly permitted by paragraph 1 (License
Grant) above, or as otherwise expressly permitted in writing by West. Licensee
shall not reverse engineer, decompile, disassemble, or otherwise attempt to
discern the source code of the Products, their components, or any avenue by
which Products are accessed.

b. Compliance with Applicable Law. Licensee shall not use any Data
and shall not distribute any Data to a third party for use in a manner contrary to or
in violation of any applicable federal, state, or local law, rule or regulation.

¢.  Copyright Notices. Licensee shall not remove or alter any copyright
notices from any saved, downloaded, or otherwise reproduced Data. Licensee
shall indicate that use of, distribution, and dissemination of Data is with the
permission of West.

3. Regulated Data. Certain Data available through the Products is subject to
heightened regulatory scrutiny under state and federal law (“Regulated Data”).
a. Regulated Data Restrictions
i.  Licensee acknowledges that West provides Regulated Data to
support Licensee’s own processes and decisions, and Licensee
should not deny any service or access based solely on Regulated
Data provided through the Product or results provided by West.
Licensee is responsible for any denial of services or access and
Licensee will not deny such services or access without first
conducting its own appropriate internal review in conjunction
with its decision-making process.

# Template CLEAR without Batch.doc

il.  West is not a consumer reporting agency, and Licensee certifies
that it will not use any Data as a factor in establishing a
consumer’s eligibility for credit or insurance to be used
primarily for personal, family, or household purposes, for
employment purposes, or for any other purpose authorized under
section 1681b of the Fair Credit Reporting Act (15 U.S.C.A. §
1681b).

ii.  Licensee acknowledges that access to Regulated Data, available
through the Product, including but not limited to credit header
Data, motor vehicle Data, driver license Data, and voter
registration Data is regulated by state or federal laws, such as the
Gramm Leach Bliley Act (“GLBA™), the Driver’s Privacy
Protection Act (“DPPA”™), or other state or federal laws and
regulations, or is subject to Contributor restrictions.

iv. If Licensee is permitted to purchase motor vehicle records
(*MVR Data”) from West, without in any way limiting
Licensee’s obligations to comply with all state and federal laws
governing use of MVR Data, the following specific restrictions
apply and are subject to change:

s  Licensee shall not use any MVR Data provided by West,
or portions of information contained therein, to create or
update a file to the end that Licensee develops its own
source of driving history information.

& As requested by West, Licensee shall complete any state
forms that West is legally or contractually obligated to
obtain from Licensee before serving Licensee with state
MVR Data.

v. Licensee agrees not to access Regulated Data for any purpose
that is not allowed by the GLBA, by the DPPA, by any other
applicable state or federal laws or regulations, or that is contrary
to any Additional Terms, as defined in paragraph 5 (Additional
Terms) below.

vi. Licensee represents and warrants that it is the end user of
Regulated Data and shall limit use and dissemination of
Regulated Data solely to the permissible uses stated by Licensee
in the application and online (Licensee’s “Permissible Use™).
Licensee agrees to keep confidential and shall not disclose any
Regulated Data except to Licensee employees in the United
States of America whose duties reasonably require access to
such Regulated Data to carry out Licensee’s Permissible Use.

Regulated Data Usage Compliance. West retains the right to
temporarily or permanently block access to certain Data if West, in its
sole discretion, reasonably believes that the Data may be or has been
used for an improper purpose or otherwise in violation of the terms of
the Agreement, or as otherwise required by a Contributor. By
accessing Data, Licensee acknowledges that from time to time, West
and its Contributors and/or various government entities will require
Licensee to identify a permissible use (if applicable) and may inquire
as to Licensee's compliance with applicable laws or the Agreement.
Licensee agrees to reasonably cooperate with any inquiry, subject to
any attorney-client confidentiality. Licensee shall immediately report
to West any misuse, abuse, or compromise of Data of which Licensee
becomes aware.
Regulated Data Licensee Credentials. West’s provision of access to
Regulated Data is contingent on West’s verification of Licensee’s
credentials in accordance with West’s internal credentialing
procedures. Licensee shall notify West immediately of any changes to
the information on Licensee’s application for Services and, if at any
time Licensee no longer meets such credentialing requirements, West
may terminate this Agreement.

Regulated Data Indemnification. Except as otherwise prohibited by

law and without waiving any defenses to which it may be entitled,
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Licensee hereby agrees to protect, indemnify, defend, and hold
harmless West and all its Contributors from and against any and all
costs, claims, demands, damages, losses, and liabilities (including
actual attorneys’ fees) arising from or in any way related to (i) the
misuse of Regulated Data by Licensee (or any other party receiving
such Regulated Data from or through Licensee); and (ii) Licensee’s
breach of any representation or warranty relating to its use of or
purpose in using Regulated Data.

4. Rights in Data. Except for the license granted in this Licensee Agreement,
all rights, title, and interest in the Product, including Data, in all languages,
formats, and media throughout the world, including all copyrights, are and will
continue to be the exclusive property of West and its Contributors.

5.  Additional Terms. Certain third-party Data and features are governed by
terms and conditions which are supplemental to and may be different from those
set forth in this Licensee Agreement (“Additional Terms™). Additional Terms are
available for review at the following locations: http:/legalsolutions.com/clear-
additional-terms.

6. . In the event of a conflict between any Additional Terms and terms set
forth in the Agreement, the Additional Terms will control.

7. Disclaimer of Warranties. EXCEPT AS SPECIFICALLY PROVIDED
HEREIN, DATA AND INTERNET-BASED SERVICES ARE PROVIDED
“AS IS,” WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, WARRANTIES OF
PERFORMANCE, MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, ACCURACY, OMISSIONS,
COMPLETENESS, CURRENTNESS, AND DELAYS.

8. Limitation of Liability. NEITHER WEST NOR ITS SUPPLIERS
SHALL BE LIABLE TO LICENSEE OR TO ANY PERSON CLAIMING
THROUGH LICENSEE OR TO WHOM LICENSEE MAY HAVE
PROVIDED SERVICE-RELATED INFORMATION FOR ANY LOSS OR
INJURY ARISING OUT OF OR CAUSED IN WHOLE OR IN PART BY
WEST’S OR ITS SUPPLIER’S NEGLIGENT ACTS OR OMISSIONS IN
PROCURING, COMPILING, COLLECTING, INTERPRETING,
REPORTING, COMMUNICATING, OR DELIVERING DATA OR
OTHERWISE PERFORMING THIS AGREEMENT. IN NO EVENT
SHALL WEST, ITS AFFILIATES, AND/OR CONTRIBUTORS BE
LIABLE TO LICENSEE FOR ANY CLAIM(S) RELATING IN ANY WAY
TO () LICENSEE’S INABILITY TO USE PRODUCTS, DATA,
SOFTWARE, OR INTERNET BASED SERVICES, OR ITS INABILITY
OR FAILURE TO PERFORM LEGAL OR OTHER RESEARCH OR
RELATED WORK OR TO PERFORM SUCH LEGAL OR OTHER
RESEARCH OR WORK PROPERLY OR COMPLETELY, EVEN IF
ASSISTED BY WEST, ITS AFFILIATES, OR CONTRIBUTORS, OR ANY
DECISION MADE OR ACTION TAKEN BY LICENSEE IN RELIANCE
UPON DATA; OR (i) THE PROCURING, COMPILING,
INTERPRETING, EDITING, WRITING, REPORTING, OR
DELIVERING DATA. IN NO EVENT SHALL WEST, ITS AFFILIATES
AND/OR CONTRIBUTORS BE LIABLE TO LICENSEE FOR ANY LOST
PROFITS OR OTHER CONSEQUENTIAL, EXEMPLARY,
INCIDENTAL, INDIRECT, OR SPECIAL DAMAGES RELATING IN
WHOLE OR IN PART TO LICENSEE’S RIGHTS UNDER THE
AGREEMENT EVEN IF WEST, ITS AFFILIATES AND/OR
CONTRIBUTORS HAVE BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

9. Reservation of Rights. West reserves the right to modify the terms and
conditions of this Agreement from time to time including, but not limited to, the
right to impose access and usage limitations. Such modifications shall be
effective immediately upon written notice to Licensee.

10. Termination. This Agreement shall become effective upon verification by
West of Licensee’s credentials in accordance with this Agreement and upon
approval and execution by West in St. Paul, Minnesota. This Agreement shall
terminate after the period set forth in paragraph la. Notwithstanding the term of
the Agreement set forth in paragraph la, West may suspend the Services or
terminate this Agreement at any time and for any reason.
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11. Effect of Agreement. This Agreement embodies the entire agreement
between the parties with respect to the subject matter hereof and supersedes any
and all prior understandings and agreements, oral or written, relating thereto.
West may amend the terms and conditions of this Agreement by giving Licensee
written notice thereof. Any other amendment hereto must be in writing and
signed by both parties.

12. Notices. All notices hereunder shall be given in writing to West at 610
Opperman Drive, P.O. Box 64833, St. Paul, Minnesota 55164-0833, Attention:
Customer Service and to Licensee at the address set forth below.

13.  Governing Law. This Agreement shall be governed by and construed
under the laws of the State of Minnesota.

13. Feedback. Any and all Feedback that Licensee provides to West shall
become the exclusive property of West without any payment, accounting,
remuneration, or attribution to Licensee. “Feedback™ means information
provided, in any manner, by or on behalf of Licensee with respect to any feature,
West product or service, or their enhancement, customization, configuration,
installation, or implementation, including but not limited to ideas, concepts,
suggestions, materials, functions, methods, processes, and rules.

| Licensee Certifications

Licensee Certifications must be completed by Licensees that interact with,
manage or house inmates or detainees.

Licensee by his/her initials below certifies and acknowledges understanding
and acceptance of the security limits of CLEAR and Licensee’s responsibility
for product, Internet and network access:

Licensee’s Initials. Functionality of CLEAR cannot and does not limit
access to non-West Internet sites. It is the responsibility of Licensee to control
access to the Internet.  Licensee by his/her initials acknowledges its
understanding and acceptance of the security limits of CLEAR and Licensee’s
responsibility for controlling Internet access.

Licensee’s Initials. Licensee certifies that it shall be responsible for
controlling network access to the Internet or internal Licensee sites. Licensee
agrees to provide its own firewall, proxy servers or other security technologies as
well as desktop security to limit access to the CLEAR URL and West software.
Licensee must design, configure and implement its’ own security configuration.

Licensee’s Inmitials. Licensee shall not use any Data, and shall not
distribute any Data to any other party for use, in a manner contrary to or in
violation of any applicable federal, state, or local law, rule or regulation or in any
manner inconsistent with the this Agreement.

Licensee’s Initials. CLEAR will be accessed by Licensee employees
only for administrative or internal business purposes. All such access use will
fully comply with the following restrictions:

° In no event shall anyone other than approved Licensee employees be
provided access to or control of any terminal with access to CLEAR or
CLEAR Data.

° Terminals with CLEAR access, access credentials, and CLEAR Data will
be in secured locations that do not provide inmate/detainee access.

e No access shall be outsourced or otherwise provided to any other parties.

® Licensee shall be solely responsible for ensuring that no sensitive
information is made available beyond its stated permissible use.

| LUsage Logging

All subscribers will be restricted to “standard logging™; provided, however,
authorized law enforcement agencies with arrest powers may request that user
input values entered in a search or report be “blind logged”. Authorized law
enforcement agencies choosing Blind Logging must initial below:

Licensee initials if Licensee is an authorized law enforcement agency with arrest
powers and requests Blind Logging
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Required for, and applicable to, only accounts with arrest powers.
Licensee by his/her signature below acknowledges his/her understanding and
West reserves the right to change the logging type based on credentialing and acceptance of the terms and conditions of the Temporary Access Agreement.
account validation.
West Publishing Corporation

By:

Title:

Date:

In-House Contact

Name: Linda Burton
E-mail Address: Linda.burton@thomsonreuters.com
Cost Center: 39011

41011059 CLEAR PRO TRIAL W/WEB ANALYTICS BANDED
41268569 CLEAR PRO TRIAL ARREST GATEWAY BANDED
Service #: 41533108 CLEAR PRO TRIAL GOV WORLDCHECK BANDED

Licensee

By (signature):

Name (please print):

Title:

Date:

Firm Name:

Address:

E-mail Address:

Telephone:

Contact:
5/7/14
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IP Address Section
Only External IP Address(es) or Range(s) Must Be Provided

Valid External IP Addresses or IP Ranges belonging to your organization and meeting the following requirements must be provided for all CLEAR
orders:
° IP Addresses assigned to jurisdictions outside the United States or West appreved U.S. Territories are prohibited.
® IP Addresses will not be accepted from the following ranges which are reserved by the Internet Assigned Numbers Authority for
special use or private networks: 10.0.0.0 - 10.255.255.255, 127.0.0.0- 127.255.255.255, 172.16.0.0 - 172.31.255.255, 192.168.0.0 -
192.168.255.255, 169.254.0.0 - 169.254.255.255.
® Al TP addresses must be IPv4 addresses.
Permissible IP Address(es) will be those provided below as well as any previously provided IP Address(es) for this Subscriber/Licensee
Subscriber’s Internet Service Provider Name
Provide IP Address{es) or IP Address Range(s) below
Additional page(s) may be attached if needed
=
Beginning IP Address Ending IP Address &
~
Beginning IP Address Ending IP Address :
=
Beginning IP Address Ending IP Address e
o
Beginning IP Address Ending IP Address
Subscriber initials if roaming access to CLEAR, permitting user access outside of Subscriber’s designated IP Address/range, should be
prohibited. Please note that if this is requested Subscriber’s users will be required to access CLEAR only through Subscriber's designated entity IPs on file
with West.
If you do not know your company’s external IP address(s), try the following:
1. Contact your network administration, firewall or security team
2. Contact your Internet Service Provider, ISP (i.e. Cable, DSL, Satellite, etc.)
3. Go to the following URL in your browser: hitp:/tools.whois.net/vourip/ orhttp:/www.whatismyip.com to identify your external IP address (NOTE: If
you have multiple IP addresses, this tool will only detect one IP address)
Yomel
Technical Contact for CLEAR Products (if applicable) (Contact for IP Address Issues) ™
>
Name (please print) ::
- o
Telephone s
@
E-Mail z
e
e
CLEAR Users (if applicable)
Last Name First Name, M.I. Email Address Phone Number IN AD AN SV TC
IN = Investigator
If there are additional CLEAR users additional page(s) must be submitted with the order User Type Key AD = Administrator SV = Supervisor
AN = Analyst TC = Technical

# Template CLEAR without Batch.doc
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Account Validation and Certification (AVC) Form
Westlaw and CLEAR (Government)

Subscriber informatin
Aceount Momber (f applicable)

Full Legal NameBntiey  Listrict of Calumbia Metropolitan Police Depariment

Business Unti/DeptiAgency

The apphicant’s address below is {please chack oney. . aConuercial Location P11 aResdence (1e. # home-based businass)
steet address 990 Indiana Ave SW, 5th Floor

Cuy Washington Country (i not US)

sme  District of Columbia Zip 20001

uon Telephone 202-727-8098

vain Orge

Ml Address

Cell Phons (1 no land line avatinble) | Cheel here 1f 8o website availabie

ACCOUNT TYPE SECTION
Select the applicable type and continue fo nest step

Select Tyvpe of Academicinstitution
i Privately Funded Academiy Institution (nen-govi funded)
D Government Fanded Acndemic Institntion

U8 - Emai
E} Tribal Government
D Oher Government {(please desceribe)

iber's end osers have arr I} No ]
Will the produet be used for collections, skip-tracing, debt buving, or other similar activities related to consumier debi? [} No [ Yes
if other similar activities, please deseribe:
s subscriber reguesting acvess to Ltility data? 7 No .

riber may need (o successfidly complere an onsite inspeciion.

Sife Inspection coniael. SHe Inspections may be required if vou are requesting aceess 1o Uity data or otherwise requited by a third party duta provider.

Name Telephone Mumber

Lo netheu{ oF Hk’gﬁi Activi mes

s it worked to
als and Blocked

e compieted Addenduns to Account Vahdation and Cartification Form-
sance information provided i this AV Foon applies to all locations set
i noourate.

ibing to servioes for use at mudly
sertifies that the Account Type and Privacy Coy
mfommation set forth inthe Addenduin is camplete &

h Blidey Axt
< by the U8, ;
below {check box) what perve tt:d usels) wil

ot {15 UR.C 6807 et seg) and can ondy be used for specilic asn-FORA {Fair Credit Reporting Act)
1pply to your research needs:

;mfpnsca Please indicate

At feast one permissible yuse must be selected to be granted access or the Subscrber must select the non- pernussible use

Sehscriver cortifies there 1s no poormss SE,

nefictal interest relating fo the consumer.

For use by a peesan holdwg o fegal ot

For use in cx}mpiying with feder: e, or tonal laws, rules, and other applicable legal requirements.

sted or authorized by the consamer,
-ation, subpoena, or summons by federal, state, or

fiset, admuinister, or nforce a transaction reque
th 2 properly authorized civil, crinunal, or regulatory nves

For use as nece
For use in
ingal aathor

potential frawd, unaumtherized fransactions, clabms, or other liability,

For use to protect against of prevers actusl ar

For use by any Law Eaforcoraant Agendy, self regulatory organizations or fur an investigation on a matier related o public safety.

ralt of the cobsumer.

oo onoonn

To persons acting 1o a fduciary or representative capacity on 't
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&% O InguIries.

1 For required institutional nisk coutrol or for resolving consumer d
f—’ With the consent or at the divection of the consume
Pevmissible Use under Drivers Privagy Pmtectixm Act

Subseriber’s use of the data is fimited by the U &, Urivers Privacy Protection Act (12
Reporting Act) purposes. Please indicate bdow {eheck boxy what permitted use{s) wil

82721 et seqy and can amv be used for specific nea-FORA (Fair Credit
ap!)i‘ 1o your research need

]

A least one permismible use must be sclected 10 be granted acoess or the Subseriber must select the non- permi

e use

{j Subscriber vertifios there is no permiss

v of othey Govermment agency

Q Tor afficial use by a Court, Law Enforcement Ag

edigs of recover o debt; &

D acing.

3 Tovent v o goreect indormation provided 1o you by a person in order to prevent fraud, pursee |

L_ Fai use in connection with w ¢ivil, criminal or arbitral legal proceedin research,
f:j For e in connection with an msurance claims investigation or surance antifrand activities,

MASKED OR FULL DISPLAY OF SENSITIVE PERSONAL INFORMATION SECTION
Qualified Accounty Only

N

Complete the below section if Subseriber reguests unmashed ov full display of full Security Numbers, Bay of Date of Birth anal/or Driver’s License Wallet

7 s

] Subscriber 1S requesting unmasked or full displas

riber IS MNOT requesting unmasked or full display of Sensitive Personul Intormation,
of Sensttive Personal Tnformation,

PERSONAL INFORMATION DISPLAY PUI i( '
(ﬁu enities as ailr‘wd W xth n ﬁ he provisior
ws A3 g general mk $ens
dispiny (li scmmw data 1s warranted, West requires vahdation on a
rsonal information fo certify that the unmasked and splay of
T, i 318 sode discrenion, reserves the right o discontinue access to wrumasked

WESY FUBLISHING CORPORATION (WEST' - AUTHORIZED SENSITIVE
indsvidual privacy needs and concerns with the firoats persaonal mformatior i
(S US.C§ 882 erseg) (118 GLE), U8, Drivers Privasy Aty lSl:’ S
Pubix hcwrd Databases 15 truncated. {n order to belp susuwe CES IO &
Ty *‘(':r r:ach aceount t'&':(;dus. ¢ access to unmagked and

<o batance overall
Leach Bi
e data on West

ling.

LLEAR Sabseribers: A4l CLEAR Uxers on this geoount will be pronted geoess g0 8 sume fvpe of sengitive personal information upan opproved credentia
Westlaw Sudncribers, Unly those Westlow ysers hisred below will fe gramted gocess the sensinve persongd mformation,
Please provide the narses and passwords of those individuals for which anmasked access should be added or removed. Use additional page with the

ARE

information below if needed,

Westlaw |
f.ast Namy First namg Password {applivable only if active subscrib Add or Hemove
information Profeciive Affivmation

erageL. Wx’t]‘aut lmiiina

Subseriber shall sty responsible for any
Subseriber shall evoploy appropri
SGUICES 10 questipg. Seb
f Pers unai Emorma

of any Infrm
mi lrml«'e ai

i immedistely no
23 th=s A.gmen Sis

3

onabie 3
on with 1es;
ees, shall alse be degred the

acts or omissions of Subscriber.

s, goals, and initi:ﬁi 28 and st 1

3 wiil be for legitimate business purposes oaly and %n
i ceess o of use of mm~pr_miic on must be in accon with all applicable law.

a0Cess records 1hui ,rr‘(:une @ P Lﬂlbsib i PUIPOSe U siich a purpose seek guidance and clanijcation in case of any question JLLS.H thq pm e

use of West resogrees, including bet net Umited to the use of non- pmh( REE0 nally Hiahle information. Al emplovees associsted with the Subse

personnat must adhere o these raquirements.

Mn‘( red;; Regortmﬁ Act{FURA) Use Probibited
hat it hq‘s rcug., under stands and w l comply with the terms of b Rubseriber Agreement inefuding fo particular {(but oot Hinited o} the Data
a Cossumer Reporting Ammv : d ‘auimnt,u will ot use any Westhaw/CLEAR Data for any purpose regulated by

the U8, !-a;r (.mmt hcptsrting Act{l3 UAS.C. & 1681 et sod.) or any similar stz

933301
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By signing below, you avkuowiedge that you and alf avthorized persens under your sccoumi(s) agree to Hmit the use of this infornation, s deseribed above, sud 1o
comply with the previsions of the U8, Gramin Leach Blifey Act (18 U8.C, § 6821 of sq.} (1.8 GLB), DS, Drivers Privacy Protection Aot (38 1.8 §2721 el seq.)
LEDPPA} and alf other applicable federsd, state, and locsd laws, rules, and regulations.

riher cortify that vou are authonzed o ex
provided in this foom are true and correct.
inforraation provided barein,

uie this Aceount Validation and et i of the Subscr
arther, you agree to the enns and conditions set forth in tas form and unde

er l1sted above and that statements vou have
ratand that you may periodically be requirad to 1

AUTHORIZED REPRESENTATIVE FOR CERTIFICATION

Printed Rame

e by an suthorized wpresentative of the
Fitde Subscriber, please pravide - West Sales Consaltant with a s
1y B66-294- 1047 or epatl to vponi v o i

Date . . W

Aldl information is subject to verification sod approval by West.
Siguature X
1

SAMnet G337 don
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Message

From: thomas.bazel@thomsonreuters.com [thomas.bazel@ThomsonReuters.com]

Sent: 5/7/2014 2:59:20 PM

To: Ennis, Ralph (MPD) [ralph.ennis@dc.gov]

CcC: I ' P0) [ @ c sov); kristine.martinez@thomsonreuters.com;
barrett.thies@thomsonreuters.com

Subject: Follow up to our meeting-CLEAR Trial Access for DC MPD

Attachments: District of Columbia Metropolitan Police Department CLEAR TAA.pdf; IMG.PDF

Good morning Commander Ennis,
Kristine, Barrett, and I enjoyed meeting you and Amanda yesterday and we want to thank you for your time to
discuss Thomson Reuters’ CLEAR Investigative database, batch services, and integrated solutions.

It was good to learn of your needs at the District of Columbia Police Department and discuss how CLEAR can
support your work by saving you time, improving your workflow, and quickly providing the critical answers
you need.

I know the social media is a key interest and the trial access to CLEAR with Web Analytics will give you a
better feel for all that is included in CLEAR. In a separate email I will forward over some information on our
batch alerting services and also on Tetra. 1 look forward to exploring how the flexibility and power of Tetra
can benefit the DC MPD and enhance your workflow.

As we discussed, I have put together the trial paperwork to get the ball rolling on the 2 weeks of trial access to
CLEAR with Web Analytics.—see attached. 1 am happy to walk through the forms with any of your people to
aid with completion. Once you have completed the forms simply email them back to me and we will have your
access set up within a few days. We will then schedule a convenient time for a kickoff training session for your
users to begin the trial access.

We look forward to your getting a chance to see why so many police departments and agencies have chosen
CLEAR as their preferred investigative tool. Please call or email me with any questions. Thanks.

Best Regards,

Tom Bazel
Faderal Sales Executive

THOMSON REUTERS

CUETF SR Ty
v & F el § o

il: thomas.bazel@thomsonreuters.com

T e
SHIHR
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THOMSON REUTERS

CLEAR® SERVICES TEMPORARY ACCESS AGREEMENT

AGREEMENT entered into between District of Columbia Metropolitan Police Department (“Licensee”) and West, a Thomson Reuters business (“West”) regarding

certain West research services, as follows:

1.  License.

a. CLEAR Services. Subject to paragraph 9 below and upon completion
of this paragraph la, West hereby grants Licensee, at no charge, 10 CLEAR
temporary access passwords and a non-exclusive, non-transferable, limited
license to access CLEAR Services and associated ancillary services (collectively
“Services” or “Product” unless specified otherwise) for a period of 14
consecutive days unless further extended by oral or written agreement of the
parties. Licensee shall assign each CLEAR password issued hereunder to an
individual user. Licensee shall provide such password assignments to West upon
West’s request. Sharing of CLEAR passwords is strictly prohibited. Licensee is
responsible for ensuring that all end users comply with this Agreement.

b. Grant. Services consist of various West-owned and supplier
databases, services, functions and remotely-accessed gateways, which may
change from time to time. Access to certain Services may be restricted at
anytime by West. Licensee is licensed to use data made available through
Services solely for the permissible purposes identified herein or otherwise
authorized by West in writing, which takes precedence over the license granted in
this paragraph.

c¢.  Usage. Subject to the restrictions set forth in paragraph 2 (License
Restrictions) below, Licensee may use the CLEAR Services, including Data (as
defined below) in the regular course of Licensee’s business, legal, and other
research and related work subject to the limitations contained herein. “Data”
means all information and representations of information, including, but not
limited to, graphical representations, and other content made available to
Licensee through the CLEAR Services. Licensee may: (i) display Data
internally; (i) quote and excerpt from Data (appropriately cited and credited) by
electronic cutting and pasting or other means in memoranda, briefs, reports, and
similar work product created by Licensee in the regular course of Licensee’s
research and work; and (iii) to the extent not expressly prohibited by the terms of
the Agreement, use Data as permitted under the fair use provision of the
Copyright Act (17 U.S.C.A. § 107). Downloaded information shall not be stored
or used in an archival database or other searchable database except as expressly
permitted by this Agreement.

2. License Restrictions.

a.  Usage Restrictions. Licensee may not copy, download, scrape, store,
publish, post, transmit, retransmit, transfer, distribute, disseminate, broadcast,
circulate, sell, resell, or otherwise use the Data, or any portion of the Data, in any
form or by any means except as expressly permitted by paragraph 1 (License
Grant) above, or as otherwise expressly permitted in writing by West. Licensee
shall not reverse engineer, decompile, disassemble, or otherwise attempt to
discern the source code of the Products, their components, or any avenue by
which Products are accessed.

b. Compliance with Applicable Law. Licensee shall not use any Data
and shall not distribute any Data to a third party for use in a manner contrary to or
in violation of any applicable federal, state, or local law, rule or regulation.

¢.  Copyright Notices. Licensee shall not remove or alter any copyright
notices from any saved, downloaded, or otherwise reproduced Data. Licensee
shall indicate that use of, distribution, and dissemination of Data is with the
permission of West.

3. Regulated Data. Certain Data available through the Products is subject to
heightened regulatory scrutiny under state and federal law (“Regulated Data”).
a. Regulated Data Restrictions
i.  Licensee acknowledges that West provides Regulated Data to
support Licensee’s own processes and decisions, and Licensee
should not deny any service or access based solely on Regulated
Data provided through the Product or results provided by West.
Licensee is responsible for any denial of services or access and
Licensee will not deny such services or access without first
conducting its own appropriate internal review in conjunction
with its decision-making process.

# Template CLEAR without Batch.doc

il.  West is not a consumer reporting agency, and Licensee certifies
that it will not use any Data as a factor in establishing a
consumer’s eligibility for credit or insurance to be used
primarily for personal, family, or household purposes, for
employment purposes, or for any other purpose authorized under
section 1681b of the Fair Credit Reporting Act (15 U.S.C.A. §
1681b).

ii.  Licensee acknowledges that access to Regulated Data, available
through the Product, including but not limited to credit header
Data, motor vehicle Data, driver license Data, and voter
registration Data is regulated by state or federal laws, such as the
Gramm Leach Bliley Act (“GLBA™), the Driver’s Privacy
Protection Act (“DPPA”™), or other state or federal laws and
regulations, or is subject to Contributor restrictions.

iv. If Licensee is permitted to purchase motor vehicle records
(*MVR Data”) from West, without in any way limiting
Licensee’s obligations to comply with all state and federal laws
governing use of MVR Data, the following specific restrictions
apply and are subject to change:

s  Licensee shall not use any MVR Data provided by West,
or portions of information contained therein, to create or
update a file to the end that Licensee develops its own
source of driving history information.

& As requested by West, Licensee shall complete any state
forms that West is legally or contractually obligated to
obtain from Licensee before serving Licensee with state
MVR Data.

v. Licensee agrees not to access Regulated Data for any purpose
that is not allowed by the GLBA, by the DPPA, by any other
applicable state or federal laws or regulations, or that is contrary
to any Additional Terms, as defined in paragraph 5 (Additional
Terms) below.

vi. Licensee represents and warrants that it is the end user of
Regulated Data and shall limit use and dissemination of
Regulated Data solely to the permissible uses stated by Licensee
in the application and online (Licensee’s “Permissible Use™).
Licensee agrees to keep confidential and shall not disclose any
Regulated Data except to Licensee employees in the United
States of America whose duties reasonably require access to
such Regulated Data to carry out Licensee’s Permissible Use.

Regulated Data Usage Compliance. West retains the right to
temporarily or permanently block access to certain Data if West, in its
sole discretion, reasonably believes that the Data may be or has been
used for an improper purpose or otherwise in violation of the terms of
the Agreement, or as otherwise required by a Contributor. By
accessing Data, Licensee acknowledges that from time to time, West
and its Contributors and/or various government entities will require
Licensee to identify a permissible use (if applicable) and may inquire
as to Licensee's compliance with applicable laws or the Agreement.
Licensee agrees to reasonably cooperate with any inquiry, subject to
any attorney-client confidentiality. Licensee shall immediately report
to West any misuse, abuse, or compromise of Data of which Licensee
becomes aware.
Regulated Data Licensee Credentials. West’s provision of access to
Regulated Data is contingent on West’s verification of Licensee’s
credentials in accordance with West’s internal credentialing
procedures. Licensee shall notify West immediately of any changes to
the information on Licensee’s application for Services and, if at any
time Licensee no longer meets such credentialing requirements, West
may terminate this Agreement.

Regulated Data Indemnification. Except as otherwise prohibited by

law and without waiving any defenses to which it may be entitled,
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Licensee hereby agrees to protect, indemnify, defend, and hold
harmless West and all its Contributors from and against any and all
costs, claims, demands, damages, losses, and liabilities (including
actual attorneys’ fees) arising from or in any way related to (i) the
misuse of Regulated Data by Licensee (or any other party receiving
such Regulated Data from or through Licensee); and (ii) Licensee’s
breach of any representation or warranty relating to its use of or
purpose in using Regulated Data.

4. Rights in Data. Except for the license granted in this Licensee Agreement,
all rights, title, and interest in the Product, including Data, in all languages,
formats, and media throughout the world, including all copyrights, are and will
continue to be the exclusive property of West and its Contributors.

5.  Additional Terms. Certain third-party Data and features are governed by
terms and conditions which are supplemental to and may be different from those
set forth in this Licensee Agreement (“Additional Terms™). Additional Terms are
available for review at the following locations: http:/legalsolutions.com/clear-
additional-terms.

6. . In the event of a conflict between any Additional Terms and terms set
forth in the Agreement, the Additional Terms will control.

7. Disclaimer of Warranties. EXCEPT AS SPECIFICALLY PROVIDED
HEREIN, DATA AND INTERNET-BASED SERVICES ARE PROVIDED
“AS IS,” WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING, BUT NOT LIMITED TO, WARRANTIES OF
PERFORMANCE, MERCHANTABILITY, FITNESS FOR A
PARTICULAR PURPOSE, ACCURACY, OMISSIONS,
COMPLETENESS, CURRENTNESS, AND DELAYS.

8. Limitation of Liability. NEITHER WEST NOR ITS SUPPLIERS
SHALL BE LIABLE TO LICENSEE OR TO ANY PERSON CLAIMING
THROUGH LICENSEE OR TO WHOM LICENSEE MAY HAVE
PROVIDED SERVICE-RELATED INFORMATION FOR ANY LOSS OR
INJURY ARISING OUT OF OR CAUSED IN WHOLE OR IN PART BY
WEST’S OR ITS SUPPLIER’S NEGLIGENT ACTS OR OMISSIONS IN
PROCURING, COMPILING, COLLECTING, INTERPRETING,
REPORTING, COMMUNICATING, OR DELIVERING DATA OR
OTHERWISE PERFORMING THIS AGREEMENT. IN NO EVENT
SHALL WEST, ITS AFFILIATES, AND/OR CONTRIBUTORS BE
LIABLE TO LICENSEE FOR ANY CLAIM(S) RELATING IN ANY WAY
TO () LICENSEE’S INABILITY TO USE PRODUCTS, DATA,
SOFTWARE, OR INTERNET BASED SERVICES, OR ITS INABILITY
OR FAILURE TO PERFORM LEGAL OR OTHER RESEARCH OR
RELATED WORK OR TO PERFORM SUCH LEGAL OR OTHER
RESEARCH OR WORK PROPERLY OR COMPLETELY, EVEN IF
ASSISTED BY WEST, ITS AFFILIATES, OR CONTRIBUTORS, OR ANY
DECISION MADE OR ACTION TAKEN BY LICENSEE IN RELIANCE
UPON DATA; OR (i) THE PROCURING, COMPILING,
INTERPRETING, EDITING, WRITING, REPORTING, OR
DELIVERING DATA. IN NO EVENT SHALL WEST, ITS AFFILIATES
AND/OR CONTRIBUTORS BE LIABLE TO LICENSEE FOR ANY LOST
PROFITS OR OTHER CONSEQUENTIAL, EXEMPLARY,
INCIDENTAL, INDIRECT, OR SPECIAL DAMAGES RELATING IN
WHOLE OR IN PART TO LICENSEE’S RIGHTS UNDER THE
AGREEMENT EVEN IF WEST, ITS AFFILIATES AND/OR
CONTRIBUTORS HAVE BEEN ADVISED OF THE POSSIBILITY OF
SUCH DAMAGES.

9. Reservation of Rights. West reserves the right to modify the terms and
conditions of this Agreement from time to time including, but not limited to, the
right to impose access and usage limitations. Such modifications shall be
effective immediately upon written notice to Licensee.

10. Termination. This Agreement shall become effective upon verification by
West of Licensee’s credentials in accordance with this Agreement and upon
approval and execution by West in St. Paul, Minnesota. This Agreement shall
terminate after the period set forth in paragraph la. Notwithstanding the term of
the Agreement set forth in paragraph la, West may suspend the Services or
terminate this Agreement at any time and for any reason.

# Template CLEAR without Batch.doc

11. Effect of Agreement. This Agreement embodies the entire agreement
between the parties with respect to the subject matter hereof and supersedes any
and all prior understandings and agreements, oral or written, relating thereto.
West may amend the terms and conditions of this Agreement by giving Licensee
written notice thereof. Any other amendment hereto must be in writing and
signed by both parties.

12. Notices. All notices hereunder shall be given in writing to West at 610
Opperman Drive, P.O. Box 64833, St. Paul, Minnesota 55164-0833, Attention:
Customer Service and to Licensee at the address set forth below.

13.  Governing Law. This Agreement shall be governed by and construed
under the laws of the State of Minnesota.

13. Feedback. Any and all Feedback that Licensee provides to West shall
become the exclusive property of West without any payment, accounting,
remuneration, or attribution to Licensee. “Feedback™ means information
provided, in any manner, by or on behalf of Licensee with respect to any feature,
West product or service, or their enhancement, customization, configuration,
installation, or implementation, including but not limited to ideas, concepts,
suggestions, materials, functions, methods, processes, and rules.

| Licensee Certifications

Licensee Certifications must be completed by Licensees that interact with,
manage or house inmates or detainees.

Licensee by his/her initials below certifies and acknowledges understanding
and acceptance of the security limits of CLEAR and Licensee’s responsibility
for product, Internet and network access:

Licensee’s Initials. Functionality of CLEAR cannot and does not limit
access to non-West Internet sites. It is the responsibility of Licensee to control
access to the Internet.  Licensee by his/her initials acknowledges its
understanding and acceptance of the security limits of CLEAR and Licensee’s
responsibility for controlling Internet access.

Licensee’s Initials. Licensee certifies that it shall be responsible for
controlling network access to the Internet or internal Licensee sites. Licensee
agrees to provide its own firewall, proxy servers or other security technologies as
well as desktop security to limit access to the CLEAR URL and West software.
Licensee must design, configure and implement its’ own security configuration.

Licensee’s Inmitials. Licensee shall not use any Data, and shall not
distribute any Data to any other party for use, in a manner contrary to or in
violation of any applicable federal, state, or local law, rule or regulation or in any
manner inconsistent with the this Agreement.

Licensee’s Initials. CLEAR will be accessed by Licensee employees
only for administrative or internal business purposes. All such access use will
fully comply with the following restrictions:

° In no event shall anyone other than approved Licensee employees be
provided access to or control of any terminal with access to CLEAR or
CLEAR Data.

° Terminals with CLEAR access, access credentials, and CLEAR Data will
be in secured locations that do not provide inmate/detainee access.

e No access shall be outsourced or otherwise provided to any other parties.

® Licensee shall be solely responsible for ensuring that no sensitive
information is made available beyond its stated permissible use.

| LUsage Logging

All subscribers will be restricted to “standard logging™; provided, however,
authorized law enforcement agencies with arrest powers may request that user
input values entered in a search or report be “blind logged”. Authorized law
enforcement agencies choosing Blind Logging must initial below:

Licensee initials if Licensee is an authorized law enforcement agency with arrest
powers and requests Blind Logging
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Required for, and applicable to, only accounts with arrest powers.
Licensee by his/her signature below acknowledges his/her understanding and
West reserves the right to change the logging type based on credentialing and acceptance of the terms and conditions of the Temporary Access Agreement.
account validation.
West Publishing Corporation

By:

Title:

Date:

In-House Contact

Name: Linda Burton
E-mail Address: Linda.burton@thomsonreuters.com
Cost Center: 39011

41011059 CLEAR PRO TRIAL W/WEB ANALYTICS BANDED
41268569 CLEAR PRO TRIAL ARREST GATEWAY BANDED
Service #: 41533108 CLEAR PRO TRIAL GOV WORLDCHECK BANDED

Licensee

By (signature):

Name (please print):

Title:

Date:

Firm Name:

Address:

E-mail Address:

Telephone:

Contact:
5/7/14

# Template CLEAR without Batch.doc
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IP Address Section
Only External IP Address(es) or Range(s) Must Be Provided

Valid External IP Addresses or IP Ranges belonging to your organization and meeting the following requirements must be provided for all CLEAR
orders:
° IP Addresses assigned to jurisdictions outside the United States or West appreved U.S. Territories are prohibited.
® IP Addresses will not be accepted from the following ranges which are reserved by the Internet Assigned Numbers Authority for
special use or private networks: 10.0.0.0 - 10.255.255.255, 127.0.0.0- 127.255.255.255, 172.16.0.0 - 172.31.255.255, 192.168.0.0 -
192.168.255.255, 169.254.0.0 - 169.254.255.255.
® Al TP addresses must be IPv4 addresses.
Permissible IP Address(es) will be those provided below as well as any previously provided IP Address(es) for this Subscriber/Licensee
Subscriber’s Internet Service Provider Name
Provide IP Address{es) or IP Address Range(s) below
Additional page(s) may be attached if needed
=
Beginning IP Address Ending IP Address &
~
Beginning IP Address Ending IP Address :
=
Beginning IP Address Ending IP Address e
o
Beginning IP Address Ending IP Address
Subscriber initials if roaming access to CLEAR, permitting user access outside of Subscriber’s designated IP Address/range, should be
prohibited. Please note that if this is requested Subscriber’s users will be required to access CLEAR only through Subscriber's designated entity IPs on file
with West.
If you do not know your company’s external IP address(s), try the following:
1. Contact your network administration, firewall or security team
2. Contact your Internet Service Provider, ISP (i.e. Cable, DSL, Satellite, etc.)
3. Go to the following URL in your browser: hitp:/tools.whois.net/vourip/ orhttp:/www.whatismyip.com to identify your external IP address (NOTE: If
you have multiple IP addresses, this tool will only detect one IP address)
Yomel
Technical Contact for CLEAR Products (if applicable) (Contact for IP Address Issues) ™
>
Name (please print) ::
- o
Telephone s
@
E-Mail z
e
e
CLEAR Users (if applicable)
Last Name First Name, M.I. Email Address Phone Number IN AD AN SV TC
IN = Investigator
If there are additional CLEAR users additional page(s) must be submitted with the order User Type Key AD = Administrator SV = Supervisor
AN = Analyst TC = Technical

# Template CLEAR without Batch.doc
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Account Validation and Certification (AVC) Form
Westlaw and CLEAR (Government)

Subscriber informatin
Aceount Momber (f applicable)

Full Legal NameBntiey  Listrict of Calumbia Metropolitan Police Depariment

Business Unti/DeptiAgency

The apphicant’s address below is {please chack oney. . aConuercial Location P11 aResdence (1e. # home-based businass)
steet address 990 Indiana Ave SW, 5th Floor

Cuy Washington Country (i not US)

sme  District of Columbia Zip 20001

uon Telephone 202-727-8098

vain Orge

Ml Address

Cell Phons (1 no land line avatinble) | Cheel here 1f 8o website availabie

ACCOUNT TYPE SECTION
Select the applicable type and continue fo nest step

Select Tyvpe of Academicinstitution
i Privately Funded Academiy Institution (nen-govi funded)
D Government Fanded Acndemic Institntion

U8 - Emai
E} Tribal Government
D Oher Government {(please desceribe)

iber's end osers have arr I} No ]
Will the produet be used for collections, skip-tracing, debt buving, or other similar activities related to consumier debi? [} No [ Yes
if other similar activities, please deseribe:
s subscriber reguesting acvess to Ltility data? 7 No .

riber may need (o successfidly complere an onsite inspeciion.

Sife Inspection coniael. SHe Inspections may be required if vou are requesting aceess 1o Uity data or otherwise requited by a third party duta provider.

Name Telephone Mumber

Lo netheu{ oF Hk’gﬁi Activi mes

s it worked to
als and Blocked

e compieted Addenduns to Account Vahdation and Cartification Form-
sance information provided i this AV Foon applies to all locations set
i noourate.

ibing to servioes for use at mudly
sertifies that the Account Type and Privacy Coy
mfommation set forth inthe Addenduin is camplete &

h Blidey Axt
< by the U8, ;
below {check box) what perve tt:d usels) wil

ot {15 UR.C 6807 et seg) and can ondy be used for specilic asn-FORA {Fair Credit Reporting Act)
1pply to your research needs:

;mfpnsca Please indicate

At feast one permissible yuse must be selected to be granted access or the Subscrber must select the non- pernussible use

Sehscriver cortifies there 1s no poormss SE,

nefictal interest relating fo the consumer.

For use by a peesan holdwg o fegal ot

For use in cx}mpiying with feder: e, or tonal laws, rules, and other applicable legal requirements.

sted or authorized by the consamer,
-ation, subpoena, or summons by federal, state, or

fiset, admuinister, or nforce a transaction reque
th 2 properly authorized civil, crinunal, or regulatory nves

For use as nece
For use in
ingal aathor

potential frawd, unaumtherized fransactions, clabms, or other liability,

For use to protect against of prevers actusl ar

For use by any Law Eaforcoraant Agendy, self regulatory organizations or fur an investigation on a matier related o public safety.

ralt of the cobsumer.

oo onoonn

To persons acting 1o a fduciary or representative capacity on 't

SAMInet 233 3ot
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&% O InguIries.

1 For required institutional nisk coutrol or for resolving consumer d
f—’ With the consent or at the divection of the consume
Pevmissible Use under Drivers Privagy Pmtectixm Act

Subseriber’s use of the data is fimited by the U &, Urivers Privacy Protection Act (12
Reporting Act) purposes. Please indicate bdow {eheck boxy what permitted use{s) wil
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Appointment

From: I (VPD) I

Sent: 5/7/2014 2:21:45 PM

To: I (ViPO) I | 2ne, Morgan (MPD) [morgan.kane@dc.gov]
Subject: Webinar: May 8th 2014 - 4pm -4.30pm GMT

Location: Cmdr Ennis Office

Start: 5/8/2014 8:00:00 PM

End: 5/8/2014 8:30:00 PM

Recurrence: (none)

From: Ennis, Ralph (MPD)

Sent: Tuesday, May 06, 2014 4:52 PM

To: Lanier, Cathy (MPD); Sam_Martin-woodgate@Integritie.com; [N (vrD)

cc: Gersten, Barry (MPD); [N (VD) ; I (Vr0) ; I (VPD) ;
EEN (vPD)

Subject: RE: Webinar: May 8th 2014 - 4pm -4.30pm GMT

sam, myself and captain B vi11 participate. I oversee the departments Intel function. <Can you
please send me the particulars?

Commander Ralph G. Ennis
c: 202- | ra1ph.ennis@dc.gov

————— original Message-----

From: Lanier, Cathy (MPD)

Sent: Tuesday, May 06, 2014 2:47 PM
To: Sam_Martin-Woodgate@Integritie.com

Cc: Gersten, Barry (MPD); Ennis, Ralph (vrD); N (D)
Subject: RE: Webinar: May 8th 2014 - 4pm -4.30pm GMT

Sam
we will have someone on the webinar.

————— original Message-----

From: Sam_Martin-wWoodgate@Integritie.com [mailto:Sam_Martin-Woodgate@Integritie.com]
Sent: Tuesday, May 06, 2014 4:11 AM

To: Lanier, Cathy (MPD)

Cc: Gersten, Barry (MPD)

Subject: RE: Webinar: May 8th 2014 - 4pm -4.30pm GMT

will you be looking to attend the event on the 8th or should I just wait for Barry or his team to contact
me directly by email as I haven't heard anything yet?

From: "Lanier, Cathy (MPD)" <cathy.lanier@dc.gov>

To: "sam_Martin-woodgate@Integritie.com"
<Sam_Martin-wWoodgate@Integritie.com>,

Cc: "Gersten, Barry (MPD)" <barry.gersten@dc.gov>

Date: 30/04/2014 19:32

Subject: RE: wWebinar: May 8th 2014 - 4pm -4.30pm GMT

Thanks Sam. Barry or a member of his team will follow up with you.

April is National Financial Capability Month!
Evaluate your financial well-being with a free personal financial health assessment <

DC_2022-CA-000922 B-00746673



http://disb.dc.gov/page/national-financial-capability-month-%E2%80%93-april-2014
> provided by the D.C. Dept. of Insurance, Securities and Banking.
DISB.DC.gov <http://disb.dc.gov/>

————— original Message-----

From: Sam_Martin-Woodgate@Integritie.com [ mailto:Sam_Martin-woodgate@Integritie.com]
Sent: Wednesday, April 30, 2014 12:32 PM

To: Lanier, Cathy (MPD)

Cc: Gersten, Barry (MPD)

Subject: Webinar: May 8th 2014 - 4pm -4.30pm GMT

Hi Cathy,

I hope you are well? You may recall speaking with me previously regarding the presentation we invited
you to on 13th March in washington.

I understand that you probably have a very hectic schedule which is one of the reasons we decided to host
a number of webinar the next being on May 8th at 11.30am (your time).

I feel that it would be extremely beneficial for either yourself or Barry to register and attend this
webinar, we will be showing once again our SMC4 Observer tool. Wwe will cover off the benefits of this
tool and the importance of having such technology in place to:

Reduce the risks to departments of the misuse of social media,
compromising of criminal cases, department exposure to civil and
criminal Tiability.

Manage the outward and inward communications in a streamlined and speedy
manner to best serve the communities you protect.

Provide the department with a tool which is secure/cost
effective/requires minimal training and consultancy.

Provide the department with a tool which you can
store/retrieve/retain/archive social media communications - to the
advantage and benefit of investigators who are using social media.

SMC4 Observer automates processes which inevitably relieves the demand for dedicated resource within your
department, our tool will provide your department with 'real time' reports and statistics regarding
criminal risk and builds a legal archive of information supporting you in criminal proceedings and legal
action.

Polk County are currently using our tool to monitor the social media activity across 100,000 children in
an effort to stamp out 'Cyber Bullying’
as children being constantly abused were killing themselves.

Please also take a look at the attached case study for Regina Police, who also use SMC4 1its 'content
analytics' ensures that no profanities appear on the police social media pages amongst other things read
more here => (See attached file: Regina Police Service - 7.3.2014.pdf)

our technology 1is built on IBM FileNet engine and as such is robust and secure and most importantly of
all has been tested and approved by other governed agencies.

Please, allow us the opportunity to educate you further on this fantastic solution (30 mins) of your time
to ensure that you are then able to make an informed decision regarding ongoing interactions with our
organisation.

If you are not available on the 8th May then I would be happy to schedule in a 10-15 minute call with you
to explain everything in more detail and how we would 1ike to work with you.

I look forward to hearing back from you soon,
Best Regards
Sam Martin-wWoodgate

Business Development Manager
Integritie

Email: Sam_Martin-wWoodgate@Integritie.com
skype: sammartinlé
web www.integritie.com

Twitter www. twitter.com/integritiecom
LinkedIn: uk.Tlinkedin.com/pub/samantha-martin-woodgate
office: +44 (0) 2392 970121
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Fax: +44 (0) 2392 325724
Mobile: +44 (0) 797 143 6366

Integritie (an e-ASL Company) are global Content Management specialists for imaging, document management,
email archival and storage offerings.
Integritie assist customers to Capture, Archive, Retrieve and Manage business data.

This message and accompanying data may contain information that is confidential and subject to legal
privilege. If you are not the intended recipient you are notified that any use, dissemination,
distribution or copying of this message or data is prohibited. If you have received this e-mail message
in error, please notify us immediately and erase all copies of the message and attachments. This e-mail,
and any attachments, may contain views or opinions that are those of the sender and not necessarily the
views or opinions of Integritie.
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Message

From: I (/~D) I @ dc.sov]
Sent: 4/15/2014 7:24:48 PM

To: I ('PO) I @ o c.cov]
Subject: Sales Pitch

Mr. Michale Mendoza representing a group called Snap Trends called and wants to pitch some
new Social Media monitoring tools to us. Figured you may want to reach out to him. His

number is 512-584-3346

I
Metropolitan Police Department
Washington, DC

Command Information Center

Cell: NG
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Message

From: I (D) I cc.cov]
Sent: 4/14/2014 2:47:19 PM
To: S (\PO) [ @ dc.cov]; I ~0) S @ dccov); I

(MpD) I @ dc.cov); I (VD) I @ dc.cov]; I (VPD) I @ dc.cov);
I (VPD) I > cc.cov]; I (V'PO) I c.cov]; I
(MPD) I @dc.gov]; I (VPD) I ©dc.cov]; I (VPD)
I i cov]; I (VPO) I < dc.cov]; I (V'PD)
I <> clc.gov]; I (' PO) I @ dc.cov]; I (\\PD)
(N <) dic.gov]; I (MPD) IR @ dc.cov]; I (VPD)
I < cic.cov]; I (VPO) I @ dc.cov); I (PD)
[amanda.caligiuri@dc.gov]

cc: I (/PO) I @ cc.cov)

Subject: Social Media Monitoring

Misty Connors from LexisNexis will be here Thursday and Friday for one-on-one training and assistance, starting at 9a.
We will NOT be in the JOCC but in the Intel office. There should be plenty of computers available.

If there is anyone | missed on this email, please forward this. Any questions, please let me know.

Ofe,
Metropolitan Police Department
Homeland Security Bureau
Criminal Intelligence Branch
Office: I

Cell: I

RUCG

April is National 9-1-1 Education Month!

It’s free, 100% private and secure.
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Message

From: — (r0) .
Sent: 3/31/2014 4:50:26 PM

To: I (/P0) I
Subject: FW: LexisNexis Accurint Accounts

-can you please get me the below requested info? Thanks

From: Ennis, Ralph (MPD)

Sent: Monday, March 31, 2014 12:44 PM

To: I (PD)

cc: I (VP0); N -0); m—— (~0); I (o)

Subject: Re: LexisNexis Accurint Accounts
Mike, please follow up.

Commander Ralph G. Ennis

Homeland Security Bureau Intelligence and Tactical Information Division
Metropolitan Police Department (Washington, DC)

300 Indiana Avenue NW Room 5031

Cell: (202) I

Email: Ralph.Ennis@dc.gov

Webpage :www.mpdc.dc.gov

From I-phone

On Mar 31, 2014, at 12:41 Pv, [ (' PD)" <INNG@G@Mo o o> wrote:

In order for me to start the donation process | will need the following,

The name of the Donor: LexisNexis

There address, e-mail address, fax and phone number.

The name and tittle of the person who will sign the donation agreement.
The estimated cost of the donation

A brief description of the donation and how it will benefit MPD.

Once | get this information | can start the process. This process takes about a wesk so the sooner | get
this information the better.

From: I (MPD)

Sent: Monday, March 31, 2014 12:28 PM

To: I (MPD); Ennis, Ralph (MPD); I (MPD); I (MPD); I
I (MPD)

Subject: RE: LexisNexis Accurint Accounts

We need a donation agreement for the trial accounts.
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- will you please let folks in this email chain know what information you need to process a
donation agreement?

Tharks,
[

Metropolitan Police Department, Corporate Support Bureau
300 Indiana Avenue NW, Room 5144
Washington, DC 20001

202

From: I (MPD)
Sent: Monday, March 31, 2014 12:24 PM

To: I (MPD); Ennis, Ralph (MPD); NN (MPD); I (VPD)

Subject: Re: LexisNexis Accurint Accounts

Individuals from the Intelligence Branch are currently under a free 30 day trial with LexisNexis Accurint
Social Media Monitoring. it is to my understanding from LexisNexis that once the 30 days has expired,
CiB's access to anything other than the Social Media Monitoring tab will no longer be accessible or
operable under our accounts,

Also, after the 30 days trial, we will present to the Command Staff our ability to utilize this tool. At that
paint, they will make the decision to proceed with purchasing or continue to research for other options
for vetting social media.

ofc. I

Metropolitan Police Department

Investigative Services Buresau

Criminal Investigations Division

cell: 202 || R

From: I (MPD)
Sent: Monday, March 31, 2014 11:54 AM

To: Ennis, Raiph (MPD); I (MPD); I (MPD)

Subject: FW: LexisNexis Accurint Accounts

Good morning,

Please make sure that we don't have more than 35 active Accurint accounts (see following breakdown
from current PO} Let me know if we need to talk about this.

Thank you,
Celia

From: I (MPD)
Sent: Monday, March 31, 2014 11:49 AM

To: I (MPD)

Subject: RE: LexisNexis Accurint Accounts

Item | Action  Description Part Number Unit Qty Need By Unit Price Extended
: i ; Amount
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| $9,672.00
USD

4 Added | Monthly fee ($93) for 13 users in Billgroup... month |8 Thu, 31 Oct, 2013 | $1,209.00 USD

Monthly fee ($93) for 13 users in Billgroup#1227390 to access Accurint Law Enforcement Plus Online and Desktop Software with Real Time Phone
Search and Virtual Identity Search & Report for a period of 8 months. (2/1/14-9/30/2014)

Ship To:
Metropolitan Police Department
300 Indiana Ave. NW Rm 5020
Washington, DC 20001
United States

Deliver To:

 Order No.: PO487225

Item | Action | Description Part Number Unit Qty i Need By Unit Price Extended
Amount

5 Added : Monthly fee ($93) for 20 users in Billgroup... month |8 Thu, 31 Oct, 2013 | $1,860.00 USD $14,880.00
USD

Monthly fee ($93) for 20 users in Billgroup#1570195 to access Accurint Law Enforcement Plus Online and Desktop Software with Real Time Phone
Search and Virtual Identity Search & Report for a period of 8 months. (2/1/14-9/30/2014)

Ship To:
Metropolitan Police Department
300 Indiana Ave. NW Rm 5020
Washington, DC 20001
United States

‘ Deliver To:

" Order No.: PO487225

Item | Action | Description Part Number Unit Qty :Need By Unit Price Extended
Amount

6 Added Monthly fee ($105) for 2 users to access ... month |8 Thu, 31 Oct, 2013 { $210.00 USD $1,680.00
UsD

Monthly fee ($105) for 2 users to access Accurint Law Enforcement Plus Online and Desktop Software with Sex Offender Registry Alerts (30/month)
for a period of 8 months. (2/1/2014-9/30/14)

Ship To:
Metropolitan Police Department
300 Indiana Ave. NW Rm 5020
Washington, DC 20001
United States

Deliver To:

From: I (MPD)
Sent: Monday, March 31, 2014 6:23 AM

To: I (MPD)

Subject: LexisNexis Accurint Accounts

Good morning Ms.-,

I noticed that there has been an increase of users with Accurint which | was unaware of having
additional licenses/accounts being made available. |1 would like to if the department is still paying for
the additional fees for the sex offender registry which was once used by Detective Barry Fine. Please let
me know the total count of accounts that we have in use. | see that presently we are reflecting 52 users
(to include 2 for myself) between two accounts. The last count that | showed in use were for 31 users.
Thanks.
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Respectfully,

Officer I NN
Metropolitan Police Department
Homeland Security Bureau
Tactical Information Division
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Detailed to: Homeland Security Emergency Management Agency
2720 Martin Luther King Jr., Ave., SE

Washington, DC 20032

(202) 481-3085 (HSEMA Desk)

april. manley@dc.gov

Have questions about your new Supercan, trash can or larger recycling bin? Check out this
helpful FAQ from the Department of Public Works.
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Message

From: I (VPD) I

Sent: 2/19/2014 11:31:29 PM

To: steve.hecht@Iexisnexis.com I e (-0) [
cC: I (PD) G dc.zov]

Subject: Re: LexisNexis Accurint - Social Media Monitoring Trial

Sleve,

Fam out of the office this week, but can definitely set up a call for Monday first thing. If this is too late, let me know and
we can work something out for this week.

ofc. NN

Metropolitan Police Departmant

Investigative Services Bureau

Criminal Investigations Division

Cell: I

From: I (R1s-HBE) I
Sent: Wednesday, February 19, 2014 02:57 PM

To: I (MPD)
Cc: N (MPD); I (MPD)

Subject: RE: LexisNexis Accurint - Social Media Monitoring Trial
Valkyrie.

Did yvou ever figure out a time | could set up a conference call to discuss the timing for the social media trial. |am
getting ready to set everything up and | would like to know the date we are going to kick this off. Could we set up a call
Friday afternoon or early next week. The call should only be about 30 minutes...Let me know,

Steve P. Hecht

Account Manager — Law Enforcement
LexisNexis | State and Loca! Government
937 8651234 Direct

837-802-4088 Cell

837-550-0583 Offics

Customer Service - 1-B86-277-8407
Stave HMechi@ilexisnaxis.com

From: I (MPD)
Sent: Wednesday, February 12, 2014 3:59 PM

To: I (RIS-HBE)
Cc: I (VPD); I (MPD)

Subject: Re: LexisNexis Accurint - Social Media Monitoring Trial

Outstanding Steve. Thanks.

From: I (R1S-HBE) [ mailto:Steve Hecht@lexisnexis.com]
Sent: Wednesday, February 12, 2014 03:01 PM

To: I (MPD)
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Subject: RE: LexisNexis Accurint - Social Media Monitoring Trial

Thank you sir....| talked to Valkyrie and she s going to give me some dates for a quick precall so we can all get on same
page of whatl is expected of LexisNexis during the trial

From: I (MPD)
Sent: Wednesday, February 12, 2014 12:58 PM

To: I (R1s-HBE); I (MPD)

Subject: RE: LexisNexis Accurint - Social Media Monitoring Trial

Sorry 've been swamped Steve, the signed copy is attached. Thanks, Mike

Look out for the homeless this winter. When the actual or forecasted temperature or wind chill is 32 degrees F
or below, the District issues a Hypothermia Alert. To request support for persons who are homeless and on
the street now, contact the Shelter Hotline at 1-800-535-7252 or 311 or email uposh@upo.org.

From: I (RI1S-HBE) [ mailto: Steve, Hecht@lexisnexis.com]
Sent: Monday, February 10, 2014 4:18 PM

To: I (MPD); I (MPD)

Subject: LexisNexis Accurint - Social Media Monitoring Trial

Captain IR

Attached is the document | need to set up the 30 day trial access of the social media monitoring solution we highlighted
for your staff. Once | get this back we can set a start date and schedule time with each of the users to go over the use of
the system and help them begin to set up their collections.

Let me know if you have any questions.

Steve P. Hecht

Account Manager — Law Enforcement
LexisNexis | State and Local Government
937 8651234 Direct

937-602-4088 Cell

937-550-9583 Office

Customer Service - 1-886-277-8407
Steve Mechi@ilexisnexis.com
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Message

From: I (VPO) I

Sent: 2/12/2014 5:57:47 PM

To: I (Ris-HBE) I G oxisnexis.com]; NN (VP0) I
Subject: RE: LexisNexis Accurint - Social Media Monitoring Trial

Attachments: Lexisnexis 30 day.pdf

Sorry 've been swamped Steve, the signed copy is attached. Thanks, Mike

From: I (RIS-HBE) [ mailto:Steve.Hecht@lexisnexis.com]
Sent: Monday, February 10, 2014 4:18 PM

To: N (MPD); I (MPD)

Subject: LexisNexis Accurint - Social Media Monitoring Trial
Captain IR

Attached is the document | need to set up the 30 day trial access of the social media monitoring solution we highlighted
for your staff. Once | get this back we can set a start date and schedule time with each of the users to go over the use of
the system and help them begin to set up their collections.

Let me know if you have any questions.

Steve P. Hecht

Account Manager — Law Enforcement
LexisNexiz | Siate and Loos! Government
437 865.1234 Direct

937-602-4088 Cell

937-550-9583 Office

Customsr BSarvigs - 1-888.277-8407
Sigve Hechiflexisnexis.com
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@ LexisNexis:

SCHEDULE A

SM Monitor via Accurint for Law Enforcement Plus
FREE TRIAL

Agency (Company) Name: DC Police Dept
Billgroup #: ACC 1570195
LN Account Manager: Steve Hecht

This Schedule A sets forth additional or amended terms and conditions for the use of the Accurint for Law
Enforcement Plus services (‘LN Services”), as set forth in the services agreement between Customer and LN or
LN’s affiliate(s) for the LN Services (“Agreement”), to which this Schedule A is incorporated by reference. The
LN Services herein shall be provided by LexisNexis Risk Solutions FL Inc. ("LN"). The services set forth in this
Schedule A are non-FCRA Services.

The parties agree that the LN Services provided herein are provided in exchange for good and valuable
consideration, the receipt and sufficiency of which is hereby recognized and agreed upon.

1 SCHEDULE A TERM

The free trial of the LN Services will begin upon LN's activation of the Customer’s account and will end after: (i)
30 days; or (ii) 1,000 objects and up to 1,000,000 events of SM Monitor, whichever occurs first (“Trial Term”).
Either party may, at any time, terminate this Schedule A by providing written notice to the other party to that
effect.

2 FEES
During the Trial Term, LN agrees to waive the applicable charges for Customer’s use of the LN Services.

3 EXPIRATION
Unless otherwise accepted by LN, the terms herein are valid if the Schedule A is signed by the Customer and
received by LN on or before 02/24/2014.

4 CONFIDENTIAL INFORMATION

This Schedule A contains the confidential pricing information of LN. Customer acknowledges that the disclosure
of such pricing information could cause competitive harm to LN, and as such, Customer agrees to maintain
Schedule A in trust and confidence and take reasonable precautions against such disclosure to any third party.

AGREED TO ANDACGEPTED

Signed:

Name:

Title: Cﬂuﬁ‘{'
Date: D—’ \2* / L/

Page 1 of 1 172267.1v2
Accurint for Law Enforcement Plus Free Trial
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Message

From: I (°0) I cov)

Sent: 2/7/2014 6:04:52 PM
To: Lanier, Cathy (MPD) [cathy.lanier@dc.gov]
Subject: RE: Follow-up Note from Jamie Hammill, LexisNexis - regarding Frank Abagnale round table discussion in March

twas waiting for o set back. We are going to sit down and do them together noe.

Look out for the homeless this winter. When the actual or forecasted temperature or wind chill is 32 degrees F
or below, the District issues a Hypothermia Alert. To request support for persons who are homeless and on the
street now, contact the Shelter Hotline at 1-800-535-7252 or 311 or email uposh{@upo.org.

From: Lanier, Cathy (MPD)

Sent: Friday, February 07, 2014 1:04 PM
o NI (D)

Subject: Fwd: Follow-up Note from Jamie Hammill, LexisNexis - regarding Frank Abagnale round table discussion in
March

Did we answer

Cathy L. Lanier

Chief of Police

Metropolitan Police Department
Washington, DC

(202) 727-4218

Begin forwarded message:

From: "Hammill, Jamie (RIS-HBE)" <Jamie.Hammill@lexisnexis.com>

Date: February 7, 2014 at 11:34:23 AM EST

To: "Lanier, Cathy (MPD)" <cathy.lanier@dc.gov>

Subject: Follow-up Note from Jamie Hammill, LexisNexis - regarding Frank Abagnale
round table discussion in March

Dear Chief Lanier,

It was great to see you again vesterday! Thank you so much for allowing us a few minutes to show your
Command Staff our Social Media Monitoring solution. Qur local team will be working with yvour folks to
get a trial in place soon.

At the end of the meeting, | briefly mentioned LexisNexis’ close partnership with Frank Abagnale —
famous identity fraudster vears ago — and the “real” character, who was portrayed by Leonardo DiCaprio
in the movie “Catch Me If You Can.” Fast-forward to the present, Mr. Abagnale has been associated
with the FBI for over 35 vears, and he is one of the world’'s most respected authorities on fraud and its
prevention.

On March 27 {exact time/place TBD), Mr. Abagnale has agreed to host a high level round-table
discussion — covering a number of topics related to identity fraud, forgery, embezzlement, and other
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security issues. | will keep you informed on the specifics and would love for you to come as one of my
special guests.

P will be in touch as we have more details worked out. Look forward to your joining us, if you can!
~Jamie

Jamie Hammill

Vice President

State and Local Government
LexisNexis | Risk Solutions
267,253 8068 Mobils
Jamie.Hammill@LexisNexis.com

The information contained in this e-mail message is intended only for the personal and
confidential use of the recipient(s) named above. This message may be an attorney-client
communication and/or work product and as such is privileged and confidential. If the
reader of this message is not the intended recipient or an agent responsible for delivering it
to the intended recipient, you are hereby notified that you have received this document in
error and that any review, dissemination, distribution, or copying of this message is strictly
prohibited. If you have received this communication in error, please notify us immediately
by e-mail, and delete the original message.

Look out for the homeless this winter. When the actual or forecasted temperature or wind chill is 32°F or below,
the District issues a Hypothermia Alert. To request support for DC residents who are homeless and on the street
now, contact the Shelter Hotline at 1-800-535-7252 or 311 or email uposh@upo.org.
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Appointment

From: I (VPD) I

Sent: 5/7/2014 2:21:45 PM

To: I (ViPO) I C nis, Ralph (MPD) [ralph.ennis@dc.gov]

cc: I (VPD) I I (VPD) I
Subject: Canceled: Webinar: May 8th 2014 - 4pm -4.30pm GMT

Location: Cmdr Ennis Office

Start: 5/8/2014 8:00:00 PM

End: 5/8/2014 8:30:00 PM

Importance: High

Recurrence: (none)

From: Ennis, Ralph (MPD)

Sent: Tuesday, May 06, 2014 4:52 PM

To: Lanier, Cathy (MPD); Sam_Martin-Woodgate@lIntegritie.com; | NG (\VPD)

Cc: Gersten, Barry (MPD); I ('PD); I (PD); I (VPD); I
(MPD)

Subject:RE: Webinar: May 8 2014 - 4pm -4.30pm GMT

Sam, myself and Captain IIIIM will participate. | oversee the departments Intel function. Can you please send me
the particulars?

Commander Ralph G. Ennis

c: 2_02;—Jralph.ennis@dc.qov

From: Lanier, Cathy (MPD)
Sent: Tuesday, May 06, 2014 2:47 PM
To: 8am_Martin-Woodgate@Integritie.com

Cc: Gersten, Barry (MPD); Ennis, Ralph (MPD); I NN (VPD)
Subject:RE: Webinar: May 8" 2014 - 4pm -4.30pm GMT

Sam

We will have someone on the Webinar.

From: Sam Martin-Woodgate@Integritie.com GG
Sent: Tuesday, May 06, 2014 4:11 AM

To: Lanier, Cathy (MPD)
Cc: Gersten, Barry (MPD)
Subject:RE: Webinar: May 8" 2014 - 4pm -4.30pm GMT

Will you be looking to attend the event on the 8% or should | just wait for Barry or his team to contact me directly by
email as | haven’t heard anything yet?
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From: “Lanier, Cathy (MPD)” <cathy.lanier@dc.gov>

To: “Sam_|HGcG_—_—_—_————————
.

Cc: “Gersten, Barry (MPD)” <barry.gersten@dc.gov>
Date: 30/04/2014 19:32
Subject:RE: Webinar: May 8™ 2014 - 4pm -4.30pm GMT

Thanks Sam. Barry or a member of his team will follow up with you.

April is National Financial Capability Month!
Evaluate your financial well-being with a free personal financial health assessment <
http://disb.dc.gov/page/national-financial-capability-month-%E2%80%93-april-2014
> provided by the D.C. Dept. of Insurance, Securities and Banking.
DISB.DC.gov <http://disb.dc.gov/>

From: Sam |GGG |
Sent: Wednesday, April 30, 2014 12:32 PM

To: Lanier, Cathy {(MPD)
Cc: Gersten, Barry (MPD)
Subject:Webinar: May 8" 2014 - 4pm -4.30pm GMT

Hi Cathy,

I hope you are well?  You may recall speaking with me previously regarding the presentation we invited you to on 13
March in Washington.

| understand that you probably have a very hectic schedule which is one of the reasons we decided to host a number of
Webinar the next being on May 8" at 11.30am (your time).

| feel that it would be extremely beneficial for either yourself or Barry to register and attend this Webinar, we will be
showing once again our SMC4 Observer tool. We will cover off the benefits of this tool and the importance of having
such technology in place to:

Reduce the risks to departments of the misuse of social media,

compromising of criminal cases, department exposure to civil and

criminal liability.

Manage the outward and inward communications in a streamlined and speedy
manner to best serve the communities you protect.

Provide the department with a tool which is secure/cost

effective/requires minimal training and consultancy.

Provide the department with a tool which you can
store/retrieve/retain/archive social media communications - to the

advantage and benefit of investigators who are using social media.
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SMC4 Observer automates processes which inevitably relieves the demand for dedicated resource within your
department, our tool will provide your department with ‘real time’ reports and statistics regarding criminal risk and
builds a legal archive of information supporting you in criminal proceedings and legal action.

Polk County are currently using our tool to monitor the social media activity across 100,000 children in an effort to
stamp out ‘Cyber Bullying’

as children being constantly abused were killing themselves.

Please also take a look at the attached case study for Regina Police, who also use SMC4 its ‘content analytics’ ensures
that no profanities appear on the police social media pages amongst other things read more here => (See attached file:
Regina Police Service - 7.3.2014.pdf)

Our technology is built on IBM FileNet engine and as such is robust and secure and most importantly of all has been
tested and approved by other governed agencies.

Please, allow us the opportunity to educate you further on this fantastic solution {30 mins) of your time to ensure that
you are then able to make an informed decision regarding ongoing interactions with our organisation.

If you are not available on the 8™ May then | would be happy to schedule in a 10-15 minute call with you to explain
everything in more detail and how we would like to work with you.

| look forward to hearing back from you soon,
Best Regards

Sam Martin-Woodgate
Business Development Manager

Email: Sam Martin-Woodgate@ Integritie.com
Skype: sammartin14

Web I

Twitter  www.twitter.com/integritiecom

LinkedIn: uk.linkedin.com/pub/samantha-martin-woodgate
Office:  +44 (0) 2392 970121

Fax: +44 (0) 2392 325724

Mobile: +44 (0) 797 143 6366

B (2n c-ASL Company) are global Content Management specialists for imaging, document management, email
archival and storage offerings.

B =ssist customers to Capture, Archive, Retrieve and Manage business data.

This message and accompanying data may contain information that is confidential and subject to legal privilege. If you
are not the intended recipient you are notified that any use, dissemination, distribution or copying of this message or
data is prohibited. If you have received this e-mail message in error, please notify us immediately and erase all copies of
the message and attachments. This e-mail, and any attachments, may contain views or opinions that are those of the
sender and not necessarily the views or opinions of | I
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Message

From: Ennis, Ralph (MPD) [ralph.ennis@dc.gov]

Sent: 5/1/2014 7:07:25 PM

To: (v P0) [ o . cov]
Subject: FW: LexisNexis Accurint - Social Media Monitoring

Print the original email.

From: Turner, Leeann (MPD)

Sent: Thursday, May 01, 2014 2:41 PM

To: Ennis, Ralph (MPD)

Subject: RE: LexisNexis Accurint - Social Media Monitoring

Ok. Sign and send back and then forward me the invoice.

Sent from my Verizon Wireless 445 LTF smartphone

———————— Original message --------

From: "Ennis, Ralph (MPD)"

Date:05/01/2014 2:32 PM (GMT-05:00)

To: "Turner, Leeann (MPD)"

Subject: Fwd: LexisNexis Accurint - Social Media Monitoring

Commander Ralph G. Ennis

Homeland Security Bureau Intelligence and Tactical Information Division
Metropolitan Police Department (Washington, DC)

300 Indiana Avenue NW Room 5031

celt: (202) [

Email: Ralph.Ennis@dc.gov

Webpage :www.mpdc.dc.gov

From I-phone

Begin forwarded message:

From: I (R!S-HBE)" <Steve.Hecht@lexisnexis.com>
Date: May 1, 2014 at 1:07:03 PM EDT

To: "Ennis, Ralph (MPD)" <ralph.ennis@dc.gov>

Subject: RE: LexisNexis Accurint - Social Media Monitoring

Commander Ennis,
Per our conversation the other day attached vou will find a one month Schedule A that will allow us to

continue providing access to the Social Media Monitoring Solution thru the month of May 2014 at a
cost of $3500. Please sign and send back today if possible or let me know if you have questions.
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Once | get this back | can then create the one month Invoice for this service and send to you. s there
anything | need to reference on this invoice for your process?

From: Ennis, Ralph (MPD) [mailto:ralph.ennis@dc.gov]
Sent: Tuesday, April 01, 2014 1:18 PM

To: I (RIS-HBE)

Cc: I (MPD)

Subject: RE: LexisNexis Accurint - Social Media Monitoring

Tomaorrow is better. Can you call me at 08307 202- R

Commander Rolph G. Ennis

¢: 202 R 2lph.ennis@dc.gov

From: I (RIS-HBE) [mailto:Steve.Hecht@lexisnexis.com]
Sent: Tuesday, April 01, 2014 9:59 AM

To: Ennis, Ralph (MPD)

Cc: I (PD)

Subject: LexisNexis Accurint - Social Media Monitoring

Commander Ennis,
As a follow up to our discussion last week would you be available later today or Wednesday morning to

discuss the proposal we have put together for DC Police. Let me know a good time and | will setup a
conference call,

The information contained in this e-mail message is intended only for the personal and
confidential use of the recipient(s) named above. This message may be an attorney-client
communication and/or work product and as such is privileged and confidential. If the
reader of this message is not the intended recipient or an agent responsible for delivering it
to the intended recipient, you are hereby notified that you have received this document in
error and that any review, dissemination, distribution, or copying of this message is strictly
prohibited. If you have received this communication in error, please notify us immediately
by e-mail, and delete the original message.
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Message

From: I (VPD) I

Sent: 12/15/2014 12:53:51 PM

To: Ennis, Ralph (MPD) [ralph.ennis@dc.gov]

cc: e (v~0) E— N -0) S c.cov]
Subject: FW: LexisNexis - #1582466-20141130 - November Invoice

Attachments: LexisNexis Invoice 11-01-14.pdf

Good morning Commander Enns,
This invoice is for the social media monitoring which they are requesting payment.

Respectfully,

From: LexisNexis Billing Statements [mailto:LNbilling@Ilexisnexis.com]
Sent: Monday, December 08, 2014 6:17 PM

To: I (MPD); I (PD)
Subject: LexisNexis - #1582466-20141130 - November Invoice

Dear Accurint customer:

Your Accurint account #1582466 invoice for November 2014 is now available. Please note for security
reasons this email does not contain any direct links to the Accurint website or your billing documents.
For more important security information please see the bottom of this email.

Accurint offers the following ways you can access your billing documents:

1. Retrieve your invoices and statements directly from our website

Have your System Administrator log onto Accurint.com and click on "My Account”, then the
“Billing Information" Tab. Your accounting history with Accurint is displayed as well as options for
viewing and printing billing documents and making online payments.

2. If you are a system administrator you can access your invoices directly through your
web browser

To view your INVOICE copy and paste the text below into the address bar of
your web browser.

hitps://billing.lexisnexis.com/acc/ag74203eb74c058e23de3087ab08a0c Bl 1411 . pdf

How do | copy and paste the text link above into my web browser?

1. Move your mouse cursor to the end of the text link you wish to copy.

2. With your left mouse button, click and slide over the text link you wish to highlight, releasing
the button when you reach the beginning of the text.

3. Right-click anywhere over the highlighted text and select "Copy" from the menu that opens.

4. Open your web browser.

5. Go to your web browser's address bar, highlight the existing address, and click the "Delete"
button on your keyboard.

6. Right-click in the now empty address bar and select "Paste” from the menu that opens.

7. Press the "Enter" key on your keyboard or click the "Go" button within your web browser.
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Pay your account online!

For your convenience we accept credit cards (Visa, MasterCard and American Express) and
electronic checks as forms of payment. To make a payment online login to the Accurint website, go to
MY ACCOUNT, BILLING INFORMATION TAB and follow the instructions on the screen. Please note
that only your System Administrators can make payments online.

Questions about your bill?
Please contact Accurint Billing at 866-528-0570.

Important Security Information

¢ Never click or follow links to Accurint from any email messages because if you do so you may be
taken to a site that looks like Accurint but is not the Accurint site. If you did follow such links, please
change your password immediately.

¢ When logging in through the Accurint "Account Login" page always verify the URL on your
browser's address bar is hitps://secure.accurint.com/app/bps/main and that you see a "secure padlock
icon" within your web browser.

Thank you,

Accurint LexisNexigy
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. .. . Invoice
LexisNexs

Philadelphia, PA 19170-6157 Invoice Number 1582466-20141130
(866) 528-0570 Invoice Date Nov 30, 2014
LexisNexis, a division of Reed Elsevier Inc
For itself or its affiliates Account Number 1582466
Terms Net 30
Metropolitan Police Dept
Attn - I Representative  Steve P Hecht
6805 Long Beach Blvd. - :
WASHINGTON, DC 20001-2106 Biling Period - 11/1/2014
11/30/2014
Previous Balance
Total $10,500.00
H H Questions about your bill?
Payments, Credits & Adjustments (866) 528-0570
LNBilling@lexisnexis.com
Total $0.00 ) o , .
To view account activity details online:
1. Log on to http.//www.accurint.com
New Activity Summary 2. Go to "My Account” menu
3. Click on "Billing Info”
11/18/2014 November 2014 SM Monitor Objects Fee-BG 1570195 $2,100.00 Note: Only Systems Administrators can
11/18/2014 Backbill October 2014 SM Monitor Objects Fee-BG 1570195 $2,100.00 view account details
11/18/2014 Backbill October 2014 SM Monitor Events Fee-BG 1570195 $1,400.00
11/18/2014 November 2014 SM Monitor Events Fee-BG 1570195 $1,400.00
Total $7,000.00
Please Remit Payment To:
Account Summary LexisNexis Risk Data Management
. Account # 1582466
Previous Balance $10,500.00 PO Box 7247-6157
New Activity $7,000.00 Philadelphia, PA 19170-6157
Payments, Credits & Adjustments $0.00
Total Due $17,500.00
Please include your full invoice number on all
reritiance 1o ensure proper credil
LexisNexis Risk Data Management Inc. TIN 65-0852445 LexisNexis Risk Solutions FL Inc. TIN 41-1815880 Page 1 of 1 V1
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Appointment

From: I ~0) I @ dc cov]
Sent: 6/16/2014 10:43:04 PM
To: Bromeland, Matthew (MPD) [matthew.bromeland@dc.gov];_ (MPD) _@dc.gov];

Kucik, George (MPD) [george. kucik@dc.gov]; I I (VPO) NG G- sten, Barry (MPD)
[barry.gersten@dc.gov]; Ennis, Ralph (MPD) [ralph.ennis@dc.gov]; Newsham, Peter (MPD)

[peter.newsham@dc.gov]; Greene, Lamar (MPD) [lamar.greene@dc.gov]

Subject: REMINDER: Geofeedia Demo

Attachments: Geofeedia-OneSheet-LawEnforcement-Brandon.pdf
Location: Jocc

Start: 7/1/2014 5:00:00 PM

End: 7/1/2014 5:40:00 PM

Recurrence: (none)

&)

PR
Geofeedia-Ones...

With the D.C. Free Summer Meals Program <http://onecityyouth.dc.gov/page/featured-programs™>, kids and teens eat for free at
schools, parks, libraries and community organizations all suammer long! Call 211, text FOOD to (202) 656-5EAT or visit
www.onecityyouth.dc.gov <http://www.onecityyouth.dc.gov> to find a site near you.
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Create a virtual perimeter in seconds and monitor activity
across seven social networks, in real time.

An invaluable ool for public safely
monitoring and surveillance

We help crime analysts, detectives, and
task force operations improve responsa
through real-time, location-based situational

awareness. Social media has become an

D

invaluab

variety of mis

now a potential eyewitness and source of
on-location images and information.

Turn information into
acticnable intelligence

sical tool to support a wide

sions, and every observer is

& natinn

Seamiless information sharing
between analysts and ground ops

2

ee what's happening in real
time and search historical data
in critical locations to find
witnesses and ieads, establish
timelines, and identify suspects.

The cornerstoneg of a real-time
crime center operation

Leverage real-time, hyper-local

KEY FEATURES

social media monitoring and

analytics to assess crisis areas
and quickly coordinate responses REAL-TIME MONITORING
anywhere in the worid. RECORDING AND ARCHIVAL OF DATA
AUTOMATIC EMAIL ALERTS

ROBUST ANALYTICS AND REPORTING

SUSPECT TRACKING

RELATIONSHIP DIAGRAMS

Enhance event and venue
security efforts

Assess, prevent, and react to
threats by aligning location-
bhased social media monitoring

and analysis with other
intelligence sources.

T geofesdia.com Ghgeofescla

Hyper-local search allows
specific venues, down tc the
building, to be monitored for
potential security threats,

greatly reducing response times,
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Appointment

From: I ('°D) I © dc ov]
Sent: 6/16/2014 10:43:01 PM
To: I ('P0) I dc cov]; Greene, Lamar (MPD) [lamar.greene@dc.gov];

S. (MPD) IR @ c.gov]; Bromeland, Matthew (MPD) [matthew.bromeland@dc.gov]; Ennis, Ralph (MPD)
[ralph.ennis@dc.gov]; Newsham, Peter (MPD) [peter.newsham@dc.gov]; Kucik, George (MPD)

[george.kucik@dc.gov]; Gersten, Barry (MPD) [barry.gersten@dc.gov); || N (VrO) I

Subject: REMINDER: Geofeedia Demo

Attachments: Geofeedia-OneSheet-LawEnforcement-Brandon.pdf
Location: Jocc

Start: 7/1/2014 5:00:00 PM

End: 7/1/2014 5:40:00 PM

Recurrence: (none)

Py

Py
Geofeedia-Ones...

With the D.C. Free Summer Meals Program <http://onecityyouth.dc.gov/page/featured-programs™>, kids and teens eat for free at
schools, parks, libraries and community organizations all suammer long! Call 211, text FOOD to (202) 656-5EAT or visit
www.onecityyouth.dc.gov <http://www.onecityyouth.dc.gov> to find a site near you.
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Create a virtual perimeter in seconds and monitor activity
across seven social networks, in real time.

An invaluable ool for public safely
monitoring and surveillance

We help crime analysts, detectives, and
task force operations improve responsa
through real-time, location-based situational

awareness. Social media has become an

D

invaluab

variety of mis

now a potential eyewitness and source of
on-location images and information.

Turn information into
acticnable intelligence

sical tool to support a wide

sions, and every observer is

& natinn

Seamiless information sharing
between analysts and ground ops

2

ee what's happening in real
time and search historical data
in critical locations to find
witnesses and ieads, establish
timelines, and identify suspects.

The cornerstoneg of a real-time
crime center operation

Leverage real-time, hyper-local

KEY FEATURES

social media monitoring and

analytics to assess crisis areas
and quickly coordinate responses REAL-TIME MONITORING
anywhere in the worid. RECORDING AND ARCHIVAL OF DATA
AUTOMATIC EMAIL ALERTS

ROBUST ANALYTICS AND REPORTING

SUSPECT TRACKING

RELATIONSHIP DIAGRAMS

Enhance event and venue
security efforts

Assess, prevent, and react to
threats by aligning location-
bhased social media monitoring

and analysis with other
intelligence sources.

T geofesdia.com Ghgeofescla

Hyper-local search allows
specific venues, down tc the
building, to be monitored for
potential security threats,

greatly reducing response times,
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Message

From: I (VPD) I

Sent: 3/31/2014 4:24:12 PM

To: I VPO) B s, Ralph (MPD) [ralph.ennis@dc.gov]; I (MPD)
I B (vPO)

Subject: Re: LexisNexis Accurint Accounts

Individuals from the Intelligence Branch are currently under a free 30 day trial with LexisNexis Accurint Social Media
Monitoring. It is to my understanding from LexisNexis that once the 30 days has expired, CIB's access to anything other
than the Social Media Monitoring tab will no longer be accessible or operable under our accounts.

Also, after the 30 days trial, we will present to the Command Staff our ability to utilize this tool. At that point, they will
make the decision to proceed with purchasing or continue {0 research for other options for vetting social media.

ofc. I

Metropolitan Police Department

investigative Services Bureau

Criminal Investigations Division

Cell. I

From: I (MPD)
Sent: Monday, March 31, 2014 11:54 AM

To: Ennis, Ralph (MPD); I (MPD); I (MPD)
Subject: FW: LexisNexis Accurint Accounts

Good morning,

Please make sure that we don’t have more than 35 active Accurint accounts {see following breakdown from current PO
Let me know if we need to talk about this.

Thank you,
.

From: I (MPD)
Sent: Monday, March 31, 2014 11:49 AM

To: I (MPD)

Subject: RE: LexisNexis Accurint Accounts

Ttem | Action Description Part Number Unit Qty {Need By Unit Price Extended
Ameount

: 4 Added Monthly fee ($93) for 13 users in Billgroup... month |8 Thu, 31 Oct, 2013 | $1,209.00 USD $9,672.00
USD

Monthly fee ($93) for 13 users in Billgroup#1227390 to access Accurint Law Enforcement Plus Online and Desktop Software with Real Time Phone
Search and Virtual Identity Search & Report for a period of 8 months. (2/1/14-9/30/2014)

Ship To:
Metropolitan Police Department
300 Indiana Ave. NW Rm 5020
‘Washington, DC 20001
United States

‘ Deliver To:

" Order No.: PO487225
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i Ttem | Action Description Part Number Unit Qty i Need By Unit Price Extended
Ameount

s Added | Monthly fee ($93) for 20 users in Billgroup... month {8 Thu, 31 Oct, 2013 | $1,860.00 USD $14,880.00
UsD

Monthly fee ($93) for 20 users in Billgroup#1570195 to access Accurint Law Enforcement Plus Online and Desktop Software with Real Time Phone
Search and Virtual Identity Search & Report for a period of 8 months. (2/1/14-9/30/2014)

Ship To:
Metropolitan Police Department
300 Indiana Ave. NW Rm 5020
Washington, DC 20001
United States

‘ Deliver To:

" Order No.: PO487225

‘ Item : Action | Description Part Number Unit Qty iNeed By Unit Price Extended
Amount

6 Added Monthly fee ($105) for 2 users to access ... month |8 Thu, 31 Oct, 2013 | $210.00 USD $1,680.00
USD

Monthly fee ($105) for 2 users to access Accurint Law Enforcement Plus Online and Desktop Software with Sex Offender Registry Alerts (30/month)
for a period of 8 months. (2/1/2014-9/30/14)

Ship To:
Metropolitan Police Department
300 Indiana Ave. NW Rm 5020
Washington, DC 20001
United States

‘ Deliver To:

" Order No.: PO487225

From: I (MPD)
Sent: Monday, March 31, 2014 6:23 AM

To: I (MPD)

Subject: LexisNexis Accurint Accounts

Good morning Ms. [

I noticed that there has been an increase of users with Accurint which | was unaware of having additional
licenses/accounts being made available. | would like to if the department is still paying for the additional fees for the sex
offender registry which was once used by Detective IIIJEIE. Please let me know the total count of accounts that we
have in use. | see that presently we are reflecting 52 users (to include 2 for myself) between two accounts. The last
count that | showed in use were for 31 users. Thanks.

Login ID Last Name First Name
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Respectfully,

Officer I N

Metropolitan Police Department

Homeland Security Bureau

Tactical Information Division

Detailed to: Homeland Security Emergency Management Agency
2720 Martin Luther King Jr., Ave., SE

Washington, DC 20032

(202) 481-3085 (HSEMA Desk)

I > cov

Have questions about your new Supercan, trash can or larger recycling bin? Check out this helpful FAQ from
the Department of Public Works.
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Message

From: Snaptrends Team [snaptrendsinfo@snaptrends.com)

Sent: 3/22/2016 7:03:38 PM

To: I (VPD) I

Subject: [eBook] 7 Ways to Use Social Media Intelligence for Corporate Security

Get our latest ebook on how social media can help secure your employees, assets and facilities.

Hi I,

Even companies with the best securily analysts will tell you that you won't see the entire
picture unless you're monitoring social media to help secure your employees, assels
and bottom line.

As a follow up 1o our recent webinar with Security Magazine, we put together an eBock onthe 7

Ways o Use Sccial Media for Corporate Security. This 10-page eBook walks you through the

most common ways securily professionals are using social media to 1o mitigate risks and threats

across all aspects of their organizations.

Sincerely,
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Message

From: Snaptrends Team [snaptrendsinfo@snaptrends.com)

Sent: 3/16/2016 8:41:08 PM

To: I (VPD) I

Subject: [eBook] 6 Ways to Use Social Media Intelligence for Education

Education leaders and school resource officers have everything to gain from using social media
intelligence.

Hi

Kaeping students, staff and facilitizs safe is of the ulmost imporiance o educalion leaders and
school rescurce officers. With social media moniloring, it's easier than ever o see the entire

picture of what's happening in and around schools and school districts.

As a followup 1o last week's webinar - How to Protect Students & Schools Using Location-Based

Social Media - we put together an eBook with 6 Ways to Use Social Media for Education. This

short eBook walks you through the most common ways school administrators and SROs are

using social media {0 increase securily and safety across all aspecis of the education sector,

| Download sBook |

i

7

Sincerely,
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Join us to learn more about how Snaptrends aids Corporate Security professionals and learn about
the new Snaptrends integration with Esri.

Message

From: Snaptrends Team [snaptrendsinfo@snaptrends.com]
Sent: 3/11/2016 8:57:19 PM

To: I (VPD) I
Subject: Join Us for Two FREE Webinars This Month

Hi [

We are excited {o team up with Security Magazine, Directions Magazine and Esri to

bring vou two FREE webinars this month. We hope you'll join us!

Can't make it? Register anyway and you'll receive a recorded version of the webinar to

walich at vour convenience.

DC_2022-CA-000922 B-00746710



“3 I Bleeedy ©F 1900 sevy (EEYTY
hursday, March 17 | 2.3 pm (BB

Social Media in Corporate Security: Using Social Media to Secure

Emplovess, Assets and Your Boltom Line

From protecting C-level executives, (o preventing losses and identifying workplace
violence, social media provides corporate security groups the ability to pinpoint and
undersiand problems, react quickly {o minimize the effects, and ensure the safely and

well-being of both the organization and the people who work there.
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Social GeoService: Learn How to Tap into the Combined Power of
Eari GI8 and Boclal Media

Helping people from all corners of the globe visualize thelr world In amazing detall has
been a goal of Esri GIS for many years. Join us to learn how combining kst GIS data
and maps with untapped social media intelligence from Snaplrends can help your
organization quickly identify, understand and utilize location-based social media to make

more informed decigions and take more effective actions.
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Education Groups have everything to gain from using social media intelligence.

Message

Snaptrends Team [snaptrendsinfo@snaptrends.com]

3/3/2016 6:36:01 PM

From:
Sent:
To:

(MPD)
FREE WEBINAR | How to Protect Students & Schools Using Location-Based Social Media

Subject:

Join us for a FREE Live Webinar!
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Hi

Join us Wednesday, March 8 for a free webinar in which we'll dive into the benefits of using

social media intslligence for education and alk about why geo-location based social media

ity and safety of students, faculty and facililies.

SECUY

es o the

£Om

s vital when i

3ig |

analy

Please forward 1o your agency's School Resource Officers as welll
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What we'll cover:

s Student Protection & Advocacy - Understand the sentiment and concerns of students
as it relates to bullying, hazing, community issues and more

s Threat ldentification & Crisis Management - Gain situational swareness to gauge
potertial for crises or threats o school, students or staff

s ilegal Activity - Use social media to discover actionable evidence relating to drug

use/sales, campus vandalism, gangs and more

Wednesday, March 8
1-2pm. (EST) / 10 - 11 a.m. (PST)

Can't make it? Register anyway and we will email vou the recording to watch on-
demand.

Meet the hosis:

Kristie Toruno

Kristie is a Solutions Consultant at Snaptrends, providing subject matier
expertise to Snaptrends clients. Previously, Kristie developed and
managed Ceniral Florida’s Intelligence Liaison Officer (1LO) Program and

was the lead intelligence analyst for the Emergency Services Seclor as a
part of the Nalional initiative for information sharing and all-hazards integration. In 2012,
Ms. Toruno was nationally recognized as the Intelligence Program Coordinator of the
Year.

Detective Eulises Mufioz

Detective Eulises Mufioz is with the School District Palm Beach County
Police Department in and for Palm Beach County, Florida. He became an
officer for the School District Palm Beach County Police Department in
October 2003 and is currently assigned to the Delective Bureau where he
is periodically assigned cases involving Property/Theft Crimes, Sex Crimes, Financial
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Fraud Investigations, and FPersonnel investigations. Prior {o that, he was a police officer
for the City of Lake Worth Police Department (LWPD). He is also a Special Investigator
with the Palm Beach County Stale Attomey’s Office 15th Judicial Cirouit, where he
received training using the internet as a law enforcement investigative tool and
investigated computer related crimes for more than three years as a defective.
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Law Enforcement organizations have everything to gain from using social media intelligence.

Message

From: Snaptrends Team [snaptrendsinfo@snaptrends.com]

Sent: 2/25/2016 3:32:34 PM

To: I (e0) I

Subject: Social Media & Intelligence-Led Policing | FREE eBook & Webinar

Hi I

Even agencies with the best analysts will tell you that wor't see the entire picture unless you're

monitoring social media to help protect communities, respond o emergencies, and conduct

investigalions.

As a followup o our webinar a couple months ago - How Social Media Analysis Enables

Intelligence-Led Policing - we put together an eBook with 9@ Ways to Use Social Media for Law

Enforcement. This short eBook walks you through the most common ways law enforcement

professionals are using social media to support intelligence-led policing efforts.

e RS

G
 Wiatch Webinar On Demand
L

' DownioadsBook
o
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Sincerely,
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Message

From: Wight, Lee (MPD) [Lee.Wight@dc.gov]

Sent: 12/22/2016 8:05:11 PM

To: Adminbox, HSB (MPD) [hsb.adminbox@dc.gov]

cC: Adminbox, JSTACC (MPD) [jstacc.adminbox@dc.gov]; NG (\r0; I c.cov); Delgado,
Edward (MPD) [edward.delgado@dc.gov]; N IEEEEEEEEN ( ~o) I B
(MPD) I

Subject: Voyager Analytics Social Media Intelligence and Investigations Software Demo Request

Attachments: image00l.png; Voyager Demo Request.pdf

All:
Please see attached request. Recommend Approval.
v/r
Tip

Lee “Tip” Wight

Director, Joint Strategic and Tactical Analysis Command Center
Homeland Security Bureau

DC Metropolitan Police Department

300 Indiana Ave, NW #5031; WDC 20001

Lee.wight@dc.gov

0O: 202-727-1516

c¢: 202

STATEMENT OF CONFIDENTIALITY: The information contained in this electronic message and any attachments to it are
intended for the exclusive use of the addressea{s) and may contain confidential or privileged information. If you are not
the intended recipient, please notify the sender immaediately and destroy all copies of this message and any
attachments.
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300 indiana Avenue N.W, Room 5050, Washinglon, D.C. 20001 (202) 727-9858

MEMORANDUM
TO: Chief Operating Officer
THRU: Assistant Chief of Police

Homeland Security Bureau

THRL: Commander
Technical Services Division

FROM: Director  fay. LE AFPRAAE

Joint Strategic and Tactical Analysis Command Center
DATE: December 22, 2016
SUBIECT:  Social Media Analysis Tool {(Voyager Analytics) Test Request

1. The Criminal Research Specialists ({CRS) assigned to the Investigative Support
Unit (ISU) and MPD personnel assigned to the Criminal Intelligence Branch
{CIB) currently have no automated method of searching social media for relevant
information to persons that are subjects of MPD criminal investigations, nor do
they have a method of conducting that search from non-attributable platforms;
furthermore, all “network analysis” conducted by the CRS or CIB are done
manually, resulting in an very-labor intensive process that does not have the
capabilities of relying on automated, big-data analytics.

2. Voyager Analytics Social Media Collection and Analysis Software offers an
automated solution to this problem along with integrated analytics to conduct
network analysis and provide in-depth information from over six social media
platforms from nop-attributable proxy servers. This is primarily an investigative
tool that can directly support the missions of the CRS, CIB and MPD personnel
assigned to the JTTF. This is not an alerting or aggregation tool (such as
Dataminr or Sprinklir) and has distinctly different capabilities. Additionally,
Voyager offers its “Cenesis” tool that “efficiently reads and parses PDF files
received from social media platform providers in response to a search warrant or
subpoena” which then allows the results to be analyzed quickly and efficiently
using Vovager’s proprictary analytic suite, significantly simplifying the
investigative process and reducing the manpower burden following receipt of
massive amounts of data received in response to these court orders,

3. Voyager Analytics iz a web-based tool that reguires no software installation on
MPD systems, nor any access to MPD data. Furthermore, as it only collects data
in the public domain from proxy servers, it does not depend on social media
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2

providers such as Twitter, elc., granting access to their data, and thus is not
subject to having ifs services available at the whim of the social media providers.

4. Voyager has heen previously tested by the Intelligence Division and found to
exceed the capabilities of all other social media investigative tools they had tried.
However, prior to recommending departmental purchase, due to the similarity of
mission, a second trial is requested to see if this tool will also benefit the CRS
personnel assigned to the ISU and CIC. Voyager Analytics has offered MPD a
two-week trial period during the period of the Presidential Inauguration to see if
the tool will meet our needs. Additionally, CIB has not had the opportunity to try
the Genesis tool, which will also be offered for trial during this period. This test
period will also help determine the appropriate number of licenses and necessary
data packages should it meet MPI)’s needs and a purchase decision is made.

5. Happroved for a trial period with MPD, its usage will be covered by existing
social media policies or the previously submitfed drafl social media policy and
will be reviewed by the MPD privacy officer prior to beginning the test.

6. I approved for test, a “donation agreement” will be completed separately with
Vovyager covering the proposed trial period from 9-23 January 2017,

7. Expected performance outcomes and measures for the test period are:

a. Expected Outcomes:

i. Validation of the Vovager tool as an effective investigation tool for
Intelligence and CRS personnel.

ii. Validation of Voyager’s Genesis tool as an effective means of
sorting and analyzing social media search warrant/court order
returns

b, Performance Measures:

i. Voyager provides investigative leads in 75% of the use cases
attempted that would have been previously unavailable with
existing MPD systems and software tools.

. Genesis reduces the time necessary to process social media returns
from a court order by an average of 50% over existing processes.

8. 1strongly recommend approval of this free trial and | am happy to facilitate 2
meeting with Voyager Analytics personnel if additional information is desired.

Respectfully,

Ly/; iﬁ

LEE T. WIGHT, Director, Joint
Strategic and Tactical Analysis
Command Center
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Attachments:
i—E-mail from Voyager to ISTACC Director proposing trial period.
2-¥Yoyager Social Media Intelligence and Investigations software description.
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Wight, Lee (MPD)

From: Kathleen O'Leary <kathleen@voyager-analytics.com>

Sent: Tuesday, December 20, 2016 449 PM

Tow: Wight, Lee (MPD)

Subject: Following up - Voyager Analylics

Attachments: Vovager Analytics - Social Media Intelligence & Investigations softwareDec2016.pdf;

Yoyager Analytics- Capabilities Statement Dec 2018.pdf

Hi Tip,

Thanks so very much for letting me come spend time with several from your department vesterday 1o talk sbout
Voyager's social media intelligence software. I'm so glad the Commander was impressed and that|jjjjjjjjj reem bas
need for the kind of information our system provides so quickly and efficiently.

&5 a first step, | said D would follow up with 3 write up of technical specifications. Attached you will find 2 PDF that locks
somewhal similar to vesterdays’ PPT, as well a5 2 2 page overview if that format is preferred,

As a second step, we neead 1o start the process of getting the 2-week trial set up for early January. You mentioned a
“donations” document | need to prepare? Can you send that along? Also, | don't have [l eeil address as it
wasn't on the list you had on yesterdays’ invite. Would you like to connect us so that we can talk about the schedule for
the trial?

Thanks again, talk to you soon!

Hathisen Oleary

B+t 5404712128 §Er Ra&hi@m@m\mgﬂépmath:&mm
veww vovageriabs co
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» Voyager allows for non-attributable collection and
analysis of publicly-available social media data
across six social media platforms: Facebook,
Twitter, Instagram, Google+, Tumbir, and VK.

»  Profiles and Topic queries are run from web-based
Voyager platform where deep analysis of posts,
connections and behavior patterns can be
performed anonymously without requiring
investigators to use manual methods for infiltrating
a target's network to gain insights about their
social media presence,

k> s
Vovager.
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Voyager's visualization engine displays a profile’s
network of connections (ie. Facebook “Friends”,
Twitter “Foliowers”) in Topologies.

Each clickable Node in a Topology represents a
connection, whose publicly available information is

also collected and analyzed within Voyager

Topologies can be searched by keywords, filtered

by various factors such as strength of

relationship to the target or location, and

exported into .csv file for integration with other

analytics platforms.

Voyager automatically identifies Ghosts,

Mediators, Top Connections and Previously -
Identified profiles within each Topology with color- S s

coded Nodes.
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« [Lexicon searches can be used to search a
Topology for multiple words, phrases, or
names at once,

» Users can build their own Lexicon search
strings, such as the one shown at right.

» Applying the Lexicon search function, a
profile’s connections can be filtered for
more targeted analysis of connections
and their content relevant to an
investigation.

Dperation Caplial llis Names

Dot by ormies D CHEBAIG 5017 P
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« By combining the networks of multiple individuals
into one topology, Voyager is able to display the
network of profiles that are connected to at least
two of the targets (which are represented by
Nodes with photos inside).

« Group topologies can also be searched using the
Lexicons, as indicated by the Topology with relevant
red Nodes highlighted and visible in the right
information bar.

» Group topologies can also be manipulated using
several analysis functions such as the Clique tool,
which filters a Topology to only display the
mutual connections of certain accounts,
identifying new key persons of interest.
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« By combining the posts of multiple
individuals into list, Voyager is able fo
analyze, search and filter the content of
profiles of the group.

« Group post content can also be searched
using the Lexicons search sirings and
manipulated by several analysis functions
such as the impact algorithm, or the
location, media, and date range of the
post.
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* Profile Spotlight Reports are customizable and
exportable in PDF form for viewing outside the
Voyager platform

« Friendship Reports are exportable as for any two
profiles collected within the Voyager platform. The
list of mutual connections is dynamic and the
link(s) to the posts showing interactions
between the fwo targets are live. Additional
information included in this report, such as
interaction histories.
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« Voyager users can run topic queries searching all 6
social media networks, {(and additional networks
such as YouTube, Pinterest, Medium, and Vimeo) for
posts that include the user’s keywords or hashtags
of choice. These queries can be specified for a certain
geolocation or time period.

Collected topic-related data can be sorted by date, type
of content, or impact score (which is a measure of how
many people interacted with a given post).

The impact score metric can be used to determine Top
Influencers on the topic, displaying information along
with the most prolific posters and the most commonly
mentioned associated keywords.
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* Once a target profile has been collected, the data is
retained for the life of the Voyager system. As users
collect and analyze profiles of interest, tagging
Persons of interests with notes, Voyager will
automatically identify these Persons of Interests
in each newly-displayed Topology.

= Revealing connections to networks previously
unrealized, over time, Voyager users build a robust
database of Persons of Interest (displayed as orange
nodes in Topology at right)

7

Voyager s
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For more information or to schedule a demonstration:

Kathleen O'Leary

Director of Business Development & Partnerships
+1 540 421 2128
kathleen@vovager-analytics.com
www.vovageriabs.co

‘Labs
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Voyager Analytics Social Media Collection and Analysis Seftware:

Capabilities Statement

Yoyager Analytics’ has developed an innovative, disruptive and proprietary solution for integrating next
generation open-source, social media analytics into existing investigation and intelligence operations.
Yoyager is currently employed with law enforcement, security & criminal intelligence agencies offering
unique capabilities to improve mission-critical outcomes:

» Non-attributed, near-real-time coliection of publicly-available informatien from 6+ secial
media networks and beyond; Voyager's tool utilizes proprietary multi-mode data coliection
proven to be non-attributable by even the most sophisticated adversary.

» Advanced data visunlization & user-friendly anslysis capahilities for deep Investigation
of people and groups. Inproving both efficiency and effectiveness of investipation operations.

Voyager provides critical insights into target affiliations, associations, contacts, and motivations. The
system’s most important features and capabilities include:

1} Anonymized, near-resl-time collection in nearly any language. Voyager Analytics’
capability can anonymously collect, analyze, and archive the social media presence and activities
of users of several social media networks, with capability to collect, analyze, and database social
media presence, activities and postings in s total of 103 foreign languages. Principal networks
covered are Facebook, Twitter, Tumblr, Google+, Instagram, and VEontakte.

2}  Unprecedented speed and accuracy of actionable insights derived from mass,
unstructured data. In minutes or hours, we collect and analyze datasets which manually require
weeks or months to investigate. The Voyager application applies previously-gathered data to a
current search; the software employs machine-learning strategies in a given social environment
1o improve results.

3} Exploratory collection, geslocation and target menitoring. Voyager can “survey” a region,
country or city identify social media habits and local or “ethnic” blogs or local/emerging social
media sites worth covering. While only a small percentage of social media posts are "geo-
locatable,” Voyager can use such geo-located posts as a starting point to survey and “cover”, via
ongoing collections, people, networks, and organizations of interest.

4) In-depth network snalysis. Ability to visualize social media setworks and
personaliorganizational relationships. Voyager is the sole solution for analyzing groups based on
their connectivity on social media; we can identify core groups, potential new members in a

CONFIDENTIAL & PROPRIETARY
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group, connections (o and among organizations and more. Our Group Topology, Second- and
Third-Connections, and Clique algorithms provide “early warning” or unique indictors of direct
or indirect connections o individuals and groups of interest. Vovager identify “Ghosts” and “Top
Connections”, people with the strongest connections {o & subject. We can identify persons by
direct data collection or inferred characteristics from antomated and human analysis of personal,
organizational, and geographical information.

5} Avrchived, exporisble dats sels. OQur team also offers an extensive and growing pool of
historical data on ISIS-affiliated and ISIS-svmpathetic users of Social Media (Facebook, Twitter,
Googlet, Instagram, and VKontakte). The data is archived and persists even if users delete
accounts or providers change data policies. This curated dataset, and any dataset produced using
Yoyager, can be made available for ingest into our customers’ analytic environment. We can
build similar “group” reference data sets on reguest.
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Voyager Analylics® is a Big Data platform for analyzing human
behavior in social networks. It conducts real-time deep analysis
and provides actionable insights that empower our clients to
strengthen and protect thelr interests. Voyager Analytics is a
_ proprietary solution that was crested by analysts for analysts,
and is now commercially available to companies and agencies.

Vﬁyager Analytics’ algorithms interact with multiple social
networks, identifying and analyzing the relevant data in order to
present a holistic view of the imteractions between individuals
and groups. Utilizing cutting-edge technologies, Voyager
Ana%yﬁ cs reveaﬁs mmpr@henswe faweachmg, and high

a%yzes data on individuals, groups and their relationships
from multiple social networks
L stp?ays the most recent social media content and activities
Searches keywords to identify relevant connections and
content

. Fséters photos and posts by relevant time period, proximity to
:;k ywmds or mzeractuans

eates an internal database of mdsvsdua%s and networks
inked to prior searches

The piaﬁfmm works at scale, searching, aggregating, and fusing billions of publicly available data points and human
behavior indicators from social networks {including text, images, videos, and metadata). All of this data s intelligently
pmc&ssed and analyzed to provide valuable insights for our dients.

Tﬁe insights derived from Voyager Analytics are used by our clients to address various challenges, such as:

Anti-Bribery/Anti-Corruption Compliance & (orporate Risk
 Fraud Investigations ’ . Muman Resources -
Criminal Investigations Know Your Employee (KYE}
8 Organized Retall Crime Governance
® Third Party Due Diligence Due Diligence
 Know Your Client (KYC) Marketing Analysis
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