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OVERVIEW
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• Preservation Requests

• Definition of “Exigent 
Circumstances”

• Emergency Disclosure Requests
• Social Media
• Cell Phones
• Voice over Internet Protocol
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SOCIAL MEDIA: PRESERVATION REQUEST
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Many social media companies will allow for a preservation 
request for potentially relevant evidence in legal 
proceedings. The companies will preserve, but not 
disclose, a temporary snapshot of the relevant account 
records for a period of time (usually 90 days) pending 
service of valid legal process.

Electronic Communications Privacy Act, 18 
U.S.C. § 2701, et seq. (ECPA). ECPA 
mandates that US social media companies 
disclose certain user information to law 
enforcement only in response to specific 
types of legal process, including subpoenas, 
court orders, and search warrants
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PRESERVATION REQUEST REMINDERS
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• IMPORTANT:  It is imperative to preserve social media posts 
immediately upon discovery.  This can be done by taking a screen 
shot of the post, taking a picture, or capturing it on BWC.  A 
preservation request should also be submitted for legal purposes.  
If the post is deleted prior to submitting the preservation 
request, it is gone forever.
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EMERGENCY DISCLOSURE REQUESTS: EXIGENT CIRCUMSTANCES
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Determine if the case involves exigent circumstances:

“circumstances that would cause a reasonable person to believe that relevant prompt 
action is necessary to prevent serious physical harm to the officers or other persons, the 
destruction of relevant evidence, the escape of the suspect, or some other consequence 
improperly frustrating legitimate law enforcement efforts”

Examples – suicidal person, kidnapping/abduction victim, person in imminent danger, at-risk 
missing person (mentally/physically impaired), dangerous fugitive, bomb threat or threat of 
mass shooting
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SUPPORTING FACTS FOR EMERGENCY DISCLOSURE (ED)
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These four facts are universally applicable for all emergency disclosure requests: 

• Describe the emergency and why it poses a risk of serious physical injury or 
death to a specific person or group of people?

• When do you expect this emergency to take place and why do you think that it 
will happen at this particular time?

• What information are you seeking and how will it assist in preventing serious 
physical injury?

• Have you obtained or tried to obtain legal process to compel the disclosure of 
this data? If not, please explain why.
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SOCIAL MEDIA
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• Commonly used social media platforms:
– Facebook
– Instagram
– Twitter
– YouTube
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SOCIAL MEDIA: FACEBOOK AND INSTAGRAM
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Facebook and Instagram Emergency 
Disclosure Requests 
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SOCIAL MEDIA: FACEBOOK AND INSTAGRAM
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• In 2012, Facebook 
purchased 
Instagram

• All requests for FB 
& IG are completed 
on the same site 

• Account records 
for both platforms 
can be submitted 
during one visit to 
site https://www.facebook.com/records/login/A009
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SOCIAL MEDIA: FACEBOOK AND INSTAGRAM
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SOCIAL MEDIA: FACEBOOK AND INSTAGRAM – PRESERVATION REQUEST
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SOCIAL MEDIA: FACEBOOK AND INSTAGRAM – RECORDS REQUEST
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SOCIAL MEDIA: FACEBOOK AND INSTAGRAM – RECORDS REQUEST
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SOCIAL MEDIA: FACEBOOK AND INSTAGRAM – RECORDS REQUEST
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SOCIAL MEDIA: FACEBOOK AND INSTAGRAM
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Twitter and Periscope Emergency 
Disclosure Requests 
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SOCIAL MEDIA: TWITTER
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• This section applies to emergency disclosure and preservation requests for 
Twitter and Periscope

• In the event of an imminent threat that involves death or seriously bodily 
injury, law enforcement members can submit an emergency disclosure 
request through Twitter’s Legal Request Submissions site:

• https://legalrequests.twitter.com/forms/landing_disclaimer 

• For additional information regarding law enforcement requests through 
Twitter:

• https://help.twitter.com/en/rules-and-policies/twitter-law-enforcement-
support#15
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SOCIAL MEDIA: TWITTER
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SOCIAL MEDIA: TWITTER – EMERGENCY DISCLOSURE REQUESTS
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• Name, Title, Organization, Work Email, Phone Number, Address of Work Place
• Authorizing jurisdiction is “United States – District of Columbia” (drop down menu)
• Requires internal reference number

– Whatever helps you remember the case easily
• Can submit numerous accounts at one time

– Require Twitter account ID(s), username(s), Periscope username(s), email address(es) and phone number(s)
• Matter type, criminal or civil
• Requested information

– Basic account info
• Creation date, email address and or phone number

– Creation IP
– Phone number
– IP Session Logs
– Tweets
– Direct messages
– Media
– Other information

• Requested Dates
• Attach any supporting documents

A018



SOCIAL MEDIA: TWITTER – EMERGENCY DISCLOSURE
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SOCIAL MEDIA: TWITTER – EMERGENCY DISCLOSURE
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Determining Twitter Account ID
• http://gettwitterid.com
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SOCIAL MEDIA: TWITTER – EMERGENCY DISCLOSURE

21

• Requires same “reporting” elements as the Preservation
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SOCIAL MEDIA: GOOGLE
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• Encompasses
– YouTube
– Gmail
– Blogger
– Chrome
– Google….Play, Photos, Drive, Maps, Search, Voice
– AdSense
– Pixel Phone
– AdWords

• Google has a LERS which sworn LE members can establish an account and can 
access this system at any time to submit court orders, preservation requests 
and/or EDs
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SOCIAL MEDIA: GOOGLE
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• First time users need to set up a Law Enforcement Request System (LERS) account at 
https://lers.google.com

• Your log in for LERS will be _______@lers.google

• You will be required to enter a unique code upon logging in if you haven’t accessed the 
account in the last 30 days
– Have the phone linked to the account available

• Many times will be required to draft a letter stating the nature of the emergency and what 
information you are requesting

• Emergency Disclosure/Exigent contact number: (650) 417-9011
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SOCIAL MEDIA: SNAPCHAT
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Preservation Requests
• Signed & dated on MPD letterhead
• Must identify the account attempting to preserve
• Request, once processed, is valid for 90 days

Emergency Requests
• Snapchat “voluntarily discloses information when we believe in good 

faith that an emergency posing a threat of imminent death or 
serious bodily injury requires immediate disclosure of this 
information.”

• lawenforcement@snapchat.com
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SOCIAL MEDIA: SNAPCHAT
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EMERGENCY DISCLOSURE REQUESTS –
CELL PHONES 
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CELL PHONE PROVIDER EMERGENCY DISCLOSURE
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DETERMINE THE TARGET PHONE’S PROVIDER
If you do not have a target number, attempt to get one using Accurint, TLO, or other 
resources. 

• Accurint/TLO: (If you do not have access, ask the ISS CRS for assistance)

• ZetX: https://zetx.com Phone Lookup
• Fone Finder: http://www.fonefinder.net/

(Free online site to determine probable wireless provider)

Once you have the probable wireless provider follow the instructions on the provided
resource list, determine what information is needed. A027
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CELL PHONE PROVIDER EMERGENCY DISCLOSURE
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WHAT INFORMATION DO YOU NEED?
In the case that you have a “Target Number”, you must determine 
what information do you need from the provider.
• Location of the phone?

– Current location
– Past location
– Continuous location

• Subscriber Information?
– Name
– Home address

A028



COMMON SERVICE PROVIDERS
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Sprint/Nextel/Virgin/Boost: Call 1-888-877-7330 press 1
• Call first then email request form, email will be provided by call center at the time of the
request.

Verizon Wireless: Call 1-800-451-5242 / press 9 and press 1
• Can only get nearest cell tower which is not very accurate. Lat/Long coordinates sometimes
available but is estimated

Verizon Landline: Call 1-800-997-9981 press 9

T-Mobile/MetroPCS: Call 1-866-537-0911 press 1
• Call first then Email request form to LER3@T-MOBILE.COM

AT&T/Cingular/Cricket/GoPhone: Call 1-800-635-6840 then press 4
• No forms necessary. Subscriber information will be provided immediately over the phoneA029



CELL PHONE PROVIDER EMERGENCY DISCLOSURE
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RECEIVING LOCATION INFORMATION
• Most wireless provides will 

be able to send the 
location either as a one 
time “ping” or a periodic 
track received every 10, 
15,or 30 minutes.

• Generally, this information 
can be obtained for 24-48 
hours without the need of 
a warrant. 

• Reminder: only the 
member who submits the 
request can obtain 
additional location results
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VOICE OVER INTERNET PROTOCOL (VOIP)
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Voice over Internet Protocol (VoIP), is a technology that 
allows you to make voice calls using a broadband Internet 
connection instead of a regular phone line.

Because a number is a VoIP number and NOT a cellular 
telephone number, there is no pingable/GPS or cell site 
location information native to the number itself. However, the 
last time the number has been used will likely link back to a 
specific IP address that may be able to be traced.

Some companies sell VoIP numbers in bulk to other 
companies.  Two common companies are:

• Bandwidth
• Inteliquent/Onvoy
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VOICE OVER INTERNET PROTOCOL (VOIP)
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Bandwidth: https://www.bandwidth.com/legal/law-enforcement-guide/
• All exigent requests must be made in writing via email, as Bandwidth does not provide customer of 

record information based only on a verbal request.
• Send an email to: uslawenforcement@bandwidth.com
• Include the target number, your law enforcement agency name, your contact information, and indicate 

in the subject line of your email that you have an exigent situation. 
• Bandwidth will respond back via reply email with customer of record information promptly after 

assessing the request.

Inteliquent: https://www.inteliquent.com/contact-legal/contact-for-exigent-circumstances
• Fill out requested information on the above website and then call 800-933-1224, Option 2.

Onvoy: http://www.onvoy.com/legal/law-enforcement-support
• For after-hours emergency situations, please contact their Network Operation Center (“NOC”) at 1-800-

933-1224, Option 2. The NOC is able to process and respond to after-hours emergency requests. 
• An emergency disclosure form will be emailed to you (use MPDCIC@dc.gov)
• Fill out form and send it back.

Once the information has been received from these companies, you’ll likely have to put in an 
Emergency Disclosure with another company.
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VOICE OVER INTERNET PROTOCOL (VOIP)

33

Below are some secondary companies that may have IP addresses that belong to Bandwidth or Inteliquent.  
Many of these companies have “Apps” you can download on your phone.

• WhatsApp: https://faq.whatsapp.com/en/general/26000050
• Download Emergency Disclosure Form: https://www.whatsapp.com/legal/WhatsApp-

Emergency-Disclosure-Request---For-Official-Use-Only.pdf
• Fill out the form and send to records@whatsapp.com (with the subject line of 

“Emergency”)

• Text Now: https://supportfree.textnow.com/hc/en-us/articles/206318775-Law-Enforcement-
Emergency-Disclosure-Process

• See link for Emergency Disclosure Process: www.textnow.com/lawenforcement
• Email lawenforcement@textnow.com (with the subject line "Emergency Disclosure 

Request”)   fastest
• Call 202-888-4004 
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VOICE OVER INTERNET PROTOCOL (VOIP)
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Once you receive an IP address,  you’ll need to find out the Internet Service Provider (ISP):
• https://whatismyipaddress.com
• https://www.ultratools.com/tools/ipWhoisLookup

Some common ISPs:
• AT&T: call the National Compliance Center (NCC) at 800-635-6840, Option 4
• Comcast Xfinity: https://www.xfinity.com/~/media/403eeed5ae6f46118ddbc5f8bc436030
• Charter Communications/Time Warner/Spectrum: https://www.spectrum.com/policies/lea.html
• Verizon FIOS: call the Law Enforcement Resource Team (LERT) at 800-451-5242, Option 4 

(https://info.publicintelligence.net/VerizonLawEnforcementResourceTeam.pdf) 

When in doubt, Google the name of the ISP with either “law enforcement” or “emergency disclosure”.

Subscriber Information
• Name
• Home address
• Phone number
• Email address
• Last login
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INTERNET SERVICE PROVIDER CONTACT LIST
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• The following website can be used to obtain contact information to submit Emergency Disclosure 
Requests and legal process to many social media sites and Internet service providers:

• https://www.search.org/resources/isp-list/ 
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CELL PHONES DISPLAYING A 911 AREA CODE
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• Most telephone calls made to 9-1-1 contain Automatic Numbering Information/Automatic 
Location Information (ANI/ALI)

• Automatic Numbering Information with a 911 area code prefix indicates that the cell phone used 
to make the 9-1-1 call is not active, and the 7-digit phone number after the area code is seven 
digits of the phone’s Electronic Serial Number (ESN), Mobile Equipment ID (MEID), or International 
Mobile Equipment Identity (IMEI)

• Deactivated cell phones are usually untraceable as they cannot be “pinged” or called back

• Automatic Location Information may provide GPS location of device in that instant; however, you 
cannot get updated location information on the phone unless caller places another 9-1-1 call
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EMERGENCY DISCLOSURE REMINDERS
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• Although Emergency Disclosure Requests can be used to obtain 
information quickly in emergency situations, you should always 
follow up with proper legal process (subpoena or search warrant)

• Any EDR information used as evidence in a criminal case without a follow 
up subpoena or search warrant may be ruled inadmissible, e.g. cell phone 
content, social media posts

• NOTE:  Most social media companies will disclose to the user that 
a preservation request, emergency disclosure request, or search 
warrant for subscriber information has been submitted unless a 
court order requiring nondisclosure is obtained. A037
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Distributed 12/19/14 

 
 
Criminal Research Specialist – Social Media Use Policy 
 
The Criminal Research Specialists will only utilize social media to seek or retain information that: 

1. Is based upon a criminal predicate or threat to public safety; or  
2. Is relevant to the investigation and prosecution of suspected criminal incidents; the resulting 

justice system response; the enforcement of sanctions, orders, or sentences; or the prevention 
of crime; or  

3. Is useful in crime analysis or situational assessment reports for the administration of criminal 
justice and public safety. 

 
The Criminal Research Specialist staff shall not use their own personal accounts to perform any searches 
via social media.  Instead, they will use the specified CRS accounts to search publicly available 
information via social media sites.  There shall be absolutely no interaction between the CRS personnel 
and the subject/group.   The accounts shall be used solely for monitoring and viewing “open” profiles.  
The CRS staff will not try to “friend”, “follow”, “like”, “post”, etc. on any of the subjects’ pages or 
information.  Any violation of this policy is a direct violation of MPD Policy and will result in disciplinary 
action. 
 
Additionally, the CRS staff will not change or alter the CRS social media accounts in any way unless 
instructed to do so by the CRS Supervisor.   The CRS accounts shall not be used for any purposes that are 
not work-related.   
 
After a major incident (such as a homicide or shooting), the CRS personnel shall try to obtain 
information in reference to the victim’s or suspect’s social media accounts.  Any information found in 
these accounts shall be relayed to the detective in a Preliminary Investigative Report. 
 
The method behind finding any information found via social media must be documented properly in the 
report.  For example:   
 

- The following information was obtained from Accurint’s “Virtual Identity Report”. 
- The following information was obtained by searching the phone number xxx-xxx-xxxx through 

the Facebook search function. 
 
Additionally, if an individual is found by searching any of their known associates, the source individual 
must be noted. 
 
If social media has been found, the website links and relevant screenshots must be sent to the detective.  
It is ultimately the job of the detective to determine accuracy, validity, and/or authenticity of the 
information.  Information obtained by the CRS via social media may not be submitted as evidence.  The 
detective must subpoena the information for it to be admitted to court.  Social media postings should 
not be disseminated to outside agencies, unless approved by the CRS Supervisor. 
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Execution of Social Media Searches                                                       Last Revision: 02/06/2018 

 
Section 1: Minimum social media requirements 
Section 2: Taking social media results and searches a step further 
Section 3: Negative social media results 
 

- All ISS usernames and passwords for social media searches are saved in the Social Media folder as “CRS Social 
Media Passwords.doc” 

- Access links to various online resources and internet search tools in the document saved as “ISS Online 
Resources” in the Social Media folder. 

- Additional social media search tips are located in the document “Social Media Search Techniques” in the Social 
Media folder. 

 
Section 1: 
At a minimum, the following procedures are required to uncover social media profiles: 
 

1. Query various name combinations, phone numbers, and email addresses for the subject through the following 
sites:  

a. Facebook, Google, and at least two other search engines from the ISS Online Resources document. 
2. Access Accurint 

a. Query the subject in Accurint’s Virtual Identity Report. 
i. Click on all URLs provided in the Virtual Identity Report that are associated to the subject. 

b. If the subject is a juvenile or no information is returned in public records, also search for relatives and/or 
current address(es) of that subject through Accurint and/or TLO to find a relative that resides at the 
subject’s address. 

i. If a social media profile is obtained for a relative (mother, father, sibling), thoroughly search the 
profile (friends list, about section, posts, etc.) in an effort to locate a profile for the individual of 
interest.  

1. The document “Social Media Search Techniques” saved in the Social Media folder 
provides guidance on searching private social media profiles.  

c. If no profile can be found for the individual of interest, include the relative’s social media profile and 
URL in the report. 
 

Section 2: 
If a profile is uncovered, the following procedures are required: 
 

1. If a social media account is uncovered, the URL handle as well as the name/alias provided on the social media 
account should be searched in Google, Facebook, Instagram, Twitter, YouTube, and at least one additional site 
that has a username search in an effort to uncover additional profiles.  

 
Use the following template to document positive search results. Plug in or take out what parameters were searched in 
the italicized portion of the template.  This information should appear in the beginning of the social media section. 
 

POSITIVE results 
- I conducted searches based on the parameters available on each site using the [arrestee, person of interest, 

decedent, etc] name(s), DOB(s), SSN(s), email(s), phone(s) and other various identifiers.  The following 
systems returned results that appear to be relevant: [list websites accessed here] 

 
If profiles are found, the following template should be used in the body of the social media section of the report 
for every social media site that produced results, as seen below: 
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- I conducted [website] searches based on [search parameters] and received the following results:  

Facebook URL: https://www.facebook.com/CRS 
**Insert screenshots of any relevant timeline, about section, photos, etc. 
 

- I conducted [website] searches based on [search parameters] and received the following results: 
Instagram URL: https://www.instagram.com/CRS 
**Insert screenshots of the about section, photos, etc. 

 
2. If a photo or video is posted on a social media account where firearms or ammunition is viewable; the account 

URL, image URL, and screenshot of the image in which a firearm is shown must be emailed to the following GRU 
and Intel members: Cmdr. John Haines, Lt , Sgt. , and Lt. . 

 
If photos on social media reveal firearms or ammunition; the following template should be used under the website URL: 
 

- The account URL, image URL, and screenshot of the image in which a firearm is shown was sent on [DATE] to 
GRU and Intel for situational awareness.  

 
Section 3: 
If no profile is uncovered, the following procedures are required: 
 

1. Access TLO, as TLO tends to provide more phone numbers and email addresses tied to search results.  Include or 
exclude this information in the report based on your judgment as not all information is accurate. 

2. If searches have been exhausted, and no relevant social media information has been found; see below on how 
to document negative results. 

 
In the Possible Social Media section, use the following template to document negative search results. Plug in or take out 
what parameters were searched in the italicized portion of the template.  This information should appear after any 
positive results or in the beginning of the social media section if no results are returned. 

 
NEGATIVE results 
- I conducted searches based on the parameters available on each site using the [arrestee, person of interest, 

decedent, etc] name(s), DOB(s), SSN(s), email(s), phone(s) and other various identifiers.  The following 
systems yielded negative or unrelated results: [list websites accessed here] 
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CHALLENGES: SEARCH RESTRICTIONS TWITTER DOWNLOAD
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WHAT’S NEXT?

Check-in on known recidivists and gang/crew members with a social media footprint A071
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