
 

 

 

October 13, 2022 

Sent via DC Government Public FOIA Portal 

Metropolitan Police Department  
General Counsel 
300 Indiana Ave., NW 
Room 4125 
Washington, DC 20001 
 

RE: Freedom of Information Act Request 

To Whom it May Concern: 

This is a request under the District of Columbia’s Freedom of Information Act (“FOIA”), 
D.C. Code § 2-531 et seq., on behalf of the Brennan Center for Justice at NYU School of Law 
(“Brennan Center”) and Data for Black Lives (“D4BL”). Brennan Center and D4BL seek all 
records concerning the Metropolitan Police Department’s (“MPD”) use of undercover 
and/or covert accounts from September 1, 2021 through the date of the production.  This 
request is set forth more fully below at pages 2-3. To aid the MPD in processing the request, we 
first provide the following background information. 

Background 

According to an MPD training presentation previously released to Brennan Center and 
D4BL, “Covert [undercover social media] accounts are used for focused contact on predicated 
individuals.”1  MPD uses covert accounts for “focused investigations” to “gain information on 
bumping (contacting) subjects through a starting point,” for which officers “need to have a 
reason.” Ex. A at 105. The Presentation states that “with covert Accounts, the end goal is an 
arrest. This may be done through an operation that introduces an Undercover or Confidential 
Informant, or in the case of threats by way of a search warrant for the account.”  Id. at 114. An 
Executive Order published in 2021 regarding social media monitoring defines an undercover 

 
1 Detective Sergeant [Redacted], Joint Terrorism Task Force, Social Media Investigations: Gun 

Recovery Unit Edition (the “Presentation”) at 103.  The Presentation, which contains MPD’s 
redactions, is attached as Exhibit A.    
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account as a “social media identity that has been created by a member of MPD for the purpose of 
concealing his or her identify [sic] as a law enforcement officer in order to gain information.”2   

Several public records describe the policies surrounding MPD’s use of undercover and/or 
covert social media accounts for police business. Criminal Intelligence Branch (“CIB”) 
Lieutenant Michael J. Pavlik issued a memorandum to CIB members regarding Operation 
Summer ICE Social Media teams in April 20, 2011 (the “2011 Memo”), attached as Exhibit C, 
which permitted the use of undercover social media accounts in connection with MPD’s summer 
crime enforcement initiative if a member of the social media team could make a showing of 
reasonable suspicion and received explicit permission from a CIB lieutenant. On June 5, 2013, 
the same memorandum was published as a Social Media Monitoring Policy, creating general 
CIB social media teams and extending the reporting requirements as applicable to all of CIB (the 
“2013 Memo”), attached as Exhibit D.   

The Executive Order provided department-wide procedures for using social media in 
police investigations. It further specified that the use of “non-official MPD social media accounts 
(i.e., undercover accounts) in the course of legitimate criminal investigations or intelligence 
collection efforts related to public safety or potential criminal activity” was limited to the 
following divisions: Criminal Investigations Division, Intelligence Division, Internal Affairs 
Division (criminal investigations only), Narcotics and Special Investigations Division 
(“NSID”),3 and Youth and Family Services Division.  Ex. B at 1. The Executive Order requires 
the creation of several written documents for MPD employees using undercover social media 
accounts.  

Request 

To reiterate, the Brennan Center and D4BL request all records concerning MPD’s use 
of undercover and/or covert accounts in MPD’s control or possession from September 1, 
2021 through the date of the production.4 Such records include, but are not limited to: 

 
2 Chief Robert J. Contee III, Metro. Police, Exec. Order 21-025: Social Media for Investigative 

and Intelligence-Gathering Purposes (Nov. 8, 2021) (the “Executive Order”) at 3.  The 
Executive Order is attached as Exhibit B.    

3 It is our understanding that NSID was recently renamed as the Violent Crime Suppression 
Division (“VCSD”).  Please construe any reference to NSID as applicable to VCSD and vice 
versa. 

4 To the extent that the Executive Order did not supersede the division-specific policies and 
procedures described in the 2011 and 2013 Memos, the following documents would also be 
responsive to the request: (a) written requests from CIB social media team members to a 
CIB lieutenant articulating reasonable suspicion to support a member’s accessing non-public 
social media pages, such as those that require an invitation, approval or membership, 
including exigent circumstance written requests that may be submitted the following 
business day; (b) documentation of reasonable suspicion that the CIB lieutenant is required 
to keep for at least 30 days; (c) written requests to extend monitoring past 30 days; and (d) 
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1. All written approval requests that the Executive Order requires be sent to the 
NSID commander prior to using or creating an undercover account in the following divisions:  
Criminal Investigations Division, Intelligence Division, Internal Affairs Division, Narcotics and 
Special Investigations Division, and Youth and Family Services Division.  See Ex. B at 1. 

2. All documentation or logs relating to obtaining and documenting consent to use 
proprietary images or another person’s likeness in an undercover account or profile.  See Ex. B at 
2.  

3. The centralized registry of all active undercover social media accounts that NSID 
is required to maintain for de-confliction purposes pursuant to the Executive Order.  Id. at 3. 

4. All reports of potential compromises of online aliases that the Executive Order 
requires be reported to the member’s commanding official immediately and all documentation of 
any guidance by the member’s commanding official.  Id. at 3.  

5. All written approvals by a member’s commanding official to use an individual’s 
personal account for covert and/or undercover purposes, as required by the Executive Order.  Id. 
at 2. 

6. All documented reviews of all undercover and/or covert accounts that 
commanding officials are required to conduct every 30 days pursuant to the Executive Order.  Id. 
at 3. 

7. All documentation and presentation of training that members are required to 
undergo prior to using an undercover account.  Id. at 2.  

Fee Waiver and Expedited Processing Requested 

The above requests are a matter of public interest. The disclosure of the public records is 
not for commercial purposes; instead, it will contribute to the public’s understanding of police 
operations. Accordingly, Brennan Center and D4BL request a fee waiver and expedited 
processing pursuant to D.C. Code § 2-532(b).   

The Brennan Center for Justice is a nonpartisan, non-profit law and policy institute 
dedicated to upholding the American ideals of democracy and equal justice for all. The Center 
has a long history of compiling information and disseminating analysis and reports to the public 
about government functions and activities, including policing. 

Data for Black Lives is a nonprofit organization dedicated to the mission of using data 
and technology to make concrete change in the lives of Black people. Through advocacy, 
movement-building, and leadership development, D4BL supports a network of grass-roots racial 
justice organizations to challenge discriminatory uses of data and algorithms across systems.  
With a national network of thousands of activists and data-scientists, D4BL seeks to build a 

 
weekly reports that members must share for “each OSS area” and urgent reports that must be 
shared ASAP.  See Ex. C at 1-2; Ex. D at 1-2. 
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future where data and technology are forces for good in Black communities, instead of 
instruments of oppression. 

Accordingly, the primary purpose of the above requests is to obtain information to further 
the public’s understanding of important policing policies and practices. Access to this 
information is crucial for the Brennan Center and DB4L to evaluate such policies and their 
effects. 

Should the Metropolitan Police Department choose to charge a fee, please inform the 
Brennan Center of the total charges in advance of fulfilling this request via email at 
levinsonr@brennan.law.nyu.edu.  

Prompt Response Required 

Brennan Center and D4BL appreciate the MPD’s attention to this request and look 
forward to a response within fifteen business days of receipt (by November 3, 2022). D.C. Code 
§ 2-532. If MPD withholds any records, please list, in writing, each document that is withheld as 
well as the specific claimed exemption.  Id. § 2-533. We request that, where possible, documents 
be produced in electronic format.  If documents must be produced in hard copy or if you have 
any questions concerning this request, please first contact Rachel Levinson-Waldman at (202) 
249-7193 or levinsonr@brennan.law.nyu.edu.  

 

Sincerely,  

Brennan Center for Justice 
Data for Black Lives  



 

 

Exhibit A 



















































































































































































































































 

 

Exhibit B 



EXECUTIVE ORDER 
    
 

 
 
 
 
 
 

DISTRICT OF COLUMBIA 
 
 
 
I. PURPOSE 
 

The purpose of this executive order is to provide Metropolitan Police Department (MPD) 
members with guidance on the use, management, administration, and oversight of 
social media for investigative and intelligence-gathering purposes.  

 
II. PROCEDURES 
 
 A. Use of Social Media for Investigations and Intelligence-Gathering 
 

1. Overt monitoring, searching, and collecting of information available in the 
public domain for any legitimate law enforcement purpose is permitted 
and requires no supervisory authorization. Overt use of social media in 
the public domain may include the use of fictitious accounts created to 
monitor social media provided the account is not used to engage in 
conversation. 
 

2. In certain circumstances and pursuant to the procedures set forth in this 
order, members of the following elements may request approval to use 
non-official MPD social media accounts (i.e., undercover accounts) in the 
course of legitimate criminal investigations or intelligence collection efforts 
related to public safety or potential criminal activity.  

  
Undercover Accounts 

a. Criminal Investigations Division 
b. Intelligence Division 
c. Internal Affairs Division (criminal investigations only) 
d. Narcotics and Special Investigations Division 
e. Youth and Family Services Division 

 
3. Members shall request written approval from the Narcotics and Special 

Investigations Division (NSID) commander through the chain of command 
prior to using or creating an undercover account. The NSID commander 
shall ensure new accounts are reviewed to ensure de-confliction with 
existing accounts and investigations.  

Subject: 
Social Media for Investigative and 
Intelligence-Gathering Purposes  
Number 
EO-21-025 
Effective Date 
November 8, 2021 
Replaces: 
EO-21-024 (Social Media for Investigative and Intelligence-
Gathering Purposes), Effective Date October 15, 2021 
Related to: 
GO-OPS-304.01 (Operation and Management of Criminal 
Investigations) 
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SOCIAL MEDIA FOR INVESTIGATIVE AND … (EO-21-025)   PAGE 2 OF 4 

4. If approved, the member may create or use an undercover social media 
account, profile, avatar, or a similar form of online identification.  

 
a. Members shall complete training prior to using an undercover 

account. 
 

b. Members shall not use a proprietary image or another person's 
likeness without prior consent.  

 
c. Members using an undercover account to engage in conversations 

with a subject may only do so when the member is physically 
located in the District of Columbia (i.e., to ensure compliance with 
one-party consent). 

 
d. Members shall not use their personal social media account or 

personal information to access content that is being used as part of 
an investigation or intelligence-gathering effort.  

 
5. Members have no expectation of privacy when using fictitious social 

media accounts for overt monitoring or when using undercover social 
media accounts as all accounts are subject to discovery. 

 
6. Members shall ensure that any criminal investigations involving or 

overlapping investigations related to First Amendment activities shall be 
subject to the procedures set forth in GO-HSC-801.03 (Investigations 
Involving First Amendment Activities).  

 
7. Members shall use only department or federal law enforcement 

equipment throughout the investigation.  
 
8. Members shall not use another individual’s personal account without his 

or her consent and the written approval of their commanding official, the 
rank of commander or above. 

 
9. Members shall not use undercover social media accounts on personal 

devices. 
 
10. Members seeking to use the personal account of confidential informants 

or cooperating witnesses shall request specific approval from NSID 
through the member’s commanding official. 

 
11. Members shall not post content that is disparaging to a person or group 

based on race, color, religion, national origin, sex, age, marital status, 
personal appearance, sexual orientation, gender identity or expression, 
familial status, family responsibilities, matriculation, political affiliation, 
genetic information, disability, source of income, status as a victim of an 
intrafamily offense, place of residence or business, and status as a victim 
or family member of a victim of domestic violence, a sexual offense, or 
stalking.   
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SOCIAL MEDIA FOR INVESTIGATIVE AND … (EO-21-025)   PAGE 3 OF 4 

12. Members shall report any potential compromise of an online alias to their 
official immediately upon becoming aware and be guided by his or her 
direction.    

 
B. Oversight and De-Confliction 

 
1. NSID shall provide oversight by maintaining a centralized registry of all 

active undercover social media accounts for de-confliction purposes. The 
registry shall include any assigned central complaint numbers (CCNs) or 
incident summary (IS) numbers, name of primary investigating member 
responsible for the account, date that the account was created, social 
media platform used to create the account, and log in credentials (i.e., 
username and password).  

 
2. Commanding officials shall monitor the use of undercover social media 

accounts in use by their members. Commanding officials shall conduct a 
documented review of all accounts every 30 days to ensure: 

 
a. That members are operating accounts pursuant to this order and 

not in a manner which could be interpreted as biased, 
unprofessional, or otherwise in violation of policy; and 

 
b. That each investigation warrants the continued use of an 

undercover account. 
 

III. DEFINITIONS 
 

When used in this directive, the following terms shall have the meanings designated. 
 

 Term Definition 

1. Fictitious account 

Social media identity that has been created by a member of MPD 
for the purpose of concealing his or her identify as a law 
enforcement officer in order to engage in overt monitoring of social 
media. 

2. Monitor Observing social media accounts and content including sending 
requests to follow individual social media accounts. 

3. Post Uploaded content or added response uploaded by another user. 

4. Profile Information that a user provides about him or herself on a social 
media or similar site. 

5. Social media 

Online sources that allow people to communicate, share, and 
exchange information with others via some form of online or cellular 
network platform (e.g., Facebook, Twitter, Instagram, LinkedIn). 
Information may include, but is not limited to, text, photographs, 
video, audio, and other multimedia files, message or online bulletin 
boards, and other similarly developed formats, to communicate with 
others using the same groups while also networking with other 
users based upon similar interests (e.g., geographical location, 
skills, occupation, ideology, beliefs).  

6. Undercover account 
Social media identity that has been created by a member of MPD 
for the purpose of concealing his or her identify as a law 
enforcement officer in order to gain information. 
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SOCIAL MEDIA FOR INVESTIGATIVE AND … (EO-21-025)   PAGE 4 OF 4 

       
 
 
      Robert J. Contee III 
      Chief of Police   
 
RJC:KDO:MOC:SMM 



 

 

Exhibit C 



 
Homeland Security Bureau 
Intelligence Fusion Division 

300 Indiana Ave, NW Room 3044, Washington DC, 20001 Office: 724-4252   Fax: 202-727-5783 
           
          
 
 
MEMORANDUM 
        
TO:  Criminal Intelligence Branch Members 
   
FROM: Lieutenant Michael J. Pavlik 
  Criminal Intelligence Branch 
 
DATE: April 20, 2011 
              
SUBJECT: Operation Summer ICE Social Media Teams 
 
As part of the Summer Crime Initiative, Operation Summer ICE, the Criminal 
Intelligence Branch (CIB) has been tasked with creating Social Media Teams.  The 
mission of these teams is to monitor social media websites for possible information on 
criminal activity and that care is exercised so as to protect person’s constitutional rights, 
and that matters investigated are confined to those supported by a legitimate law 
enforcement purpose.  To that end, the following guidelines shall be followed.  
 
Members may observe and monitor social media websites that are open to the public, 
with no invitation, approval or membership required. No prior approval is necessary.      
 
Should members observe or have a reasonable suspicion that a social media website 
may have posts or contain information concerning criminal activity and criminal 
associations and such site requires an invitation, approval or membership a written 
request articulating such reasonable suspicion shall be submitted to the CIB lieutenant 
for approval prior to requesting to join or create a connection.   
 
Members shall only monitor such websites for discussions of possible criminal activity 
and criminal associations and shall not engage discussions or interactions unless prior 
approval has been given by the CIB lieutenant. 
 
In exigent circumstances approval maybe requested by phone followed by a written 
request the next business day.    
 
Members shall print or document information only as it pertains to having reasonable 
suspicion of criminal activity or associations. 

FOIA Request No.:  2021-FOIA-01634 
Requester:  Brennan Center for Justice 

MPD 1 
CIB 2011 Social Media Policy 
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Approval for the above monitoring will only be approved for thirty days.  Prior to the 
expiration members shall request a written request for an extension to the CIB 
lieutenant as necessary.  
 
The CIB lieutenant shall maintain a file of all requests and shall conduct a review to 
determine if reasonable criminal suspicion still exists prior to the 30 day expiration.  
 
Members shall continually monitor open pages that may have ties to known gang areas.  
Additionally, upon learning of a violent incident members shall query all known sites for 
the area that the incident occurred and any known rivals for any information that could 
assist in the case as well as assist in identifying any potential retaliation.   
 
Members shall prepare a weekly report for each OSS area detailing any information 
gleaned.  However, should a member gain information regarding any criminal acts, 
potential suspects, or acts of retaliation, this information shall be forwarded ASAP.     
 

FOIA Request No.:  2021-FOIA-01634 
Requester:  Brennan Center for Justice 

MPD 2 
CIB 2011 Social Media Policy 
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Homeland Security Bureau 
Intelligence Fusion Division 

300 Indiana Ave, NW Room 3044, Washington DC, 20001 Office: 724-4252   Fax: 202-727-5783 
           
          
 
 
MEMORANDUM 
        
TO:  Criminal Intelligence Branch Members 
   
FROM: Lieutenant Michael J. Pavlik 
  Criminal Intelligence Branch 
 
DATE: June 5, 2013 
              
SUBJECT: Social Media Monitoring Policy 
 
The Criminal Intelligence Branch (CIB) has been tasked with creating Social Media 
Teams.  The mission of these teams is to monitor social media websites for possible 
information on criminal activity and that care is exercised so as to protect person’s 
constitutional rights, and that matters investigated are confined to those supported by a 
legitimate law enforcement purpose.  To that end, the following guidelines shall be 
followed.  
 
Members may observe and monitor social media websites that are open to the public, 
with no invitation, approval or membership required. No prior approval is necessary.      
 
Should members observe or have a reasonable suspicion that a social media website 
may have posts or contain information concerning criminal activity and criminal 
associations and such site requires an invitation, approval or membership a written 
request articulating such reasonable suspicion shall be submitted to the CIB lieutenant 
for approval prior to requesting to join or create a connection.   
 
Members shall only monitor such websites for discussions of possible criminal activity 
and criminal associations and shall not engage discussions or interactions unless prior 
approval has been given by the CIB lieutenant. 
 
In exigent circumstances approval maybe requested by phone followed by a written 
request the next business day.    
 
Members shall print or document information only as it pertains to having reasonable 
suspicion of criminal activity or associations. 
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Approval for the above monitoring will only be approved for thirty days.  Prior to the 
expiration members shall request a written request for an extension to the CIB 
lieutenant as necessary.  
 
The CIB lieutenant shall maintain a file of all requests and shall conduct a review to 
determine if reasonable criminal suspicion still exists prior to the 30 day expiration.  
 
Members shall continually monitor open pages that may have ties to known gang areas.  
Additionally, upon learning of a violent incident members shall query all known sites for 
the area that the incident occurred and any known rivals for any information that could 
assist in the case as well as assist in identifying any potential retaliation.   
 
Members shall prepare a weekly report for each OSS area detailing any information 
gleaned.  However, should a member gain information regarding any criminal acts, 
potential suspects, or acts of retaliation, this information shall be forwarded ASAP.     
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