
From: l(b)(6), (b)(?)(C) I 
Sent: Thu 10 Jun 202112:16:44 +0000 
To: (b)(6); (b)(?)(C) 

Subject: RE: Case# (b)(?)(E) ossible Victim Identified 

Attachments: 

(b)(6); 
/h \/7\/1.\ 

r;;-:-;:;;-:-,::-=;-:i...------__J (b)(6); (b)(?) etwork.pdf 

See attached findings, let me know if you have any questions. 

Side note: have you searched in FinCENs narrative section? You may have luck with returns on 
information. 

(b)(6); 
(b)(?)(C) 

Fromfb)(6); (b)(?)(C) ~ice.dhs.gov> 

Sent: Wednesday, June 9, 2021 2:33 PM 
To: (b}(6); (b}(?)(C) ice.dhs.gov>l(b)(6); (b)(?)(C) 

(b)(5); (b)(?)(C) ice.dhs.gov> 

Subject: Case#b)(?)(E) Possible Victim Identified 

Hj(b)(6); 

Can you ru~\~/\~/;,~, ~hrough Shadow Dragon, see attachment (Color Coded BLUE). Please note, the 
individual is considered a minor. If you get any phone #s, emails, and usernames, can you let me know? 
I'm having a hard time identifying additional information. 

Al h. . d' 'd I .d 'f ' d 'bl h I f · d (b)(5); so, t 1s in 1v1 ua was I ent1 1e as a poss1 e sc oo nen t (b)(?)(C) hrough a police report 
located on LexisNexis. 

I will send the password in another email. 

Thanks. 

Regards, 

l(b}(6); (b)(?)(C) 

Intelligence Research Specialist 
Immigration And Customs Enforcement I Homeland Security Investigations I 
Office of Intelligence Global Trade & Cyber Intelligence Unit I Counter Proliferation Investigations 
Office#: 202-73 ~\/~\re I Office Email :l(b)(6); (b)(?)(C) l@ice.dhs.gov 
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"We cannot teach people anything; we can only help them discover it within themselves." -Galileo Galilei 

CONFIDENTIALITY NOTE 
This email is covered by the Electronic Communications Privacy Act, 18 U.S. C. §§ 2510-2521 and is legally privileged. This 
electronic message transmission, which includes any files transmitted with it, may contain confidential or privileged information and 
is only intended for the individual or entity named above. If you are not the intended recipient of this email, please be aware that you 
have received this email in error and any disclosure, copying, distribution or use of the contents of this information is strictly 
prohibited. If you have received this email in error, please immediately purge it and all attachments and notify me immediately by 
electronic mail. 
IMPORTANT: This communication may contain confidential and sensitive U.S. Government information. The U.S. Immigration and 
Customs Enforcement has not approved its review, retransmission, dissemination, or use by anyone other than the intended 
recipient(s). If you have received this communication in error, please notify the originating party immediately. 
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Withheld pursuant to exemption 
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1. Top 10 Entities 

Total number of entities 

Total number of links 

Rank Type 

1 Pandora User 

2 Pandora User 

3 Pandora User 

4 Email Address 

5 Venmo User 

6 Email Address 

7 Twitch User 

8 Affiliation - Twitter 

9 Pinterest User 

10 Google User 

Rank Type 

1 Alias 

2 Alias 

3 Email Address 

4 Alias 

5 Email Address 

6 Email Address 

7 Email Address 

8 Phone Number 

9 Alias 

10 Email Address 

Rank Type 

1 Alias 

2 Alias 

3 Email Address 

4 Alias 

5 Email Address 

6 Email Address 

7 Email Address 

8 Phone Number 

9 Alias 

10 Email Address 

49 
47 

Ranked by Incoming Links 
Value 

(b)(6); (b)(7)(C) 

(b)(6); (b)(7)(C) 
~ mail.com 

b)(6); (b)(7)(C) ) icloud.com 

Ranked by Outgoing Links 

Value 
(b)(6); (b)(7)(C) 

icloud.com 

gmail.com 

+ 

gmail.com 

Ranked by Total Links 

Value 
b)(6); (b)(7)(C) 

icloud.com 

2 

2022-ICLl-00058 2897 

Incoming links 

2 

2 

2 

Outgoing links 

10 

7 

5 
5 
4 

4 

3 

2 

2 

1 

Total links 

11 

7 

6 

6 

5 
5 
4 

2 

2 

2 
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2. Entities by Type 

Affiliations - Twitter (2) 

f b)(6); (b)(7)(C) I 

Aliases (7) 
b)(6); (b)(7)(C) 

CashApp Users (1) 
f b)(6); (b)(7)(C) I 

Duolingo Users (3) 
(b)(6); (b)(7)(C) 

Email Addresses (5) 

b)(6); (b)(7)(C) mail.com 

gmail.com 

gmail.com 

Etsy Users (2) 

f b)(6); (b)(7)(C) I 

FB Users (1) 
[ b)(6); (b)(7)(C) I 

Google Users (5) 

rb)(6); (b)(7)(C) 

Gravatar Users 1) 
b)(6); (b)(7)(C) 

lnstagram Users (1) 
(b)(6); (b)(7)(C) 

Kik Users (2) 

f b)(6): (b)(7)(C) 

b)(6); (b)(7)(C) 

(b)(6); (b)(7)(C) 

b)(6); 
b)(7)(C) 

(b)(6); (b)(7)(C) 

rb)(6); (b)(7)(C) 

b)(6); (b)(7)(C) 

3 

2022-ICLl-00058 2898 

~gmail.com 
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Pandora Users (4) 
(b)(6); (b)(?)(C) 

PayPal Users (1) 
l(b)(6); (b)(?)(C) I 

Phone Numbers (2) 
b)(6); 

+ 1 980 21 h\/7 \/r.\ 

Pinterest Users (3) 
b)(6); (b)(?)(C) 

Roblox Users 1 ) 
(b)(6); (b)(?)(C) 

Skype Users (4) 

rb)(6); (b)(?)(C) 

Spotify Users (2) 

l(b)(6); (b)(?)(C) I 

Twitch Users 1) 
b)(6); (b)(?)(C) 

Ven mo Users 1) 
(b)(6); (b)(?)(C) 

b)(6); (b)(?)(C) 

(b )(6); 
+ 1 980 26 /h \/? \lr.\ 

f b)(6); (b)(?)(C) 

r b )(6 ), (b )(7)(C) 

b)(6); (b)(?)(C) 

4 
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3. Entity Details 

--* Weight 

Alias 

Incoming (1) 

Alias 
ma tego.Alias 

rb)(6); (b)(7)(C) 

t b)(6); (b)(7)(C) 

@ Email Address 

Outgoing (10) 

(b)(6); (b)(7)(C) ~icloud.com 

/al Affiliation - Twitter 
@ Email Address 
@ Email Address 

Etsy User 

~ Kik User 

~ Pandora User 

/aJ PayPal User 

/aJ Pinterest User 

~ Roblox User 

Spotify User 

Alias 
ma tego Alias 

l(b)(6); (b)(7)(C) 

Weight 

Alias 

Attachments 

Outgoing (7) 

~ Affiliation - Twitter 

@ Email Address 

~ Kik User 

~ Pandora User 

~ Pinterest User 

/aJ Twitch User 

/iii/ Venmo User 

0 
(b)(6); (b)(7)(C) 

(b)(6); (b)(7)(C) 

Email Address 
ma tego.EmailAddress @ 

i<bl<5l; (bl<7J<ci @icloud.com 

Weight 

Email Address 

Attachments 

0 
(b)(5); (b)(7)(C) icloud.com 

5 

ogmail.com 

oicloud.com 

1mail.com 
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Incoming (1) 
• •* Alias 

Outgoing (5) 
• 
-* c.:::J 
~ 

c.:::J 
~ 

fg1 

00 

Alias 

Duolingo User 

Google User 

Gravatar User 

Pandora User 

Weight 

Alias 

Incoming (1) 

@ Email Address 

Outgoing (5) 

@ Email Address 

Iii! Etsy User 

00 Pandora User 

/iB Pinterest User 

Spotify User 

@ 
Weight 

Email Address 

Attachments 

Incoming (1) 
• •* Alias 

Outgoing (4) 
• 
-* Alias 
fie Duolingo User 
[al Google User 

00 Pandora User 

@ 
Weight 

Email Address 

Alias 
maltego Alias 

r )(6); (b)(?)(C) 

b)(6); (b)(?)(C) 

(b)(6); (b)(?)(C) 

b)(B); (b)(?)(C) -nail.com 

Email Address 
maltego EmailAddress 

f bl<5J; (bl(7J(cJ ~ gmail.com 

0 
fb)(6); (b)(?)(C) ~ gmail.com 

Email Address 
maltego. EmailAddress 

(b)(6); (b)(?)(C) 

fbl (BJ; (b)(?J<cJ jg}gmail.com 

1 
f b)(6); (b)(?)(C) l@gmail.com 

6 

-nail.com 
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Incoming (1) 
• •* Alias 

Outgoing (4) 
G::I 
~ Duolingo User 
G::I 
~ Google User 

[R] Pandora User 

fii1 Skype User 

Email Address 
maltego EmailAddress 

(b)(6); (b)(7)(C) 

@ 
l
(b)(6); (b)(7)(C) b , I 
_ ~ gma1 .com 

Weight 

Email Address 

Incoming (1) 
• •* Alias 

Outgoing (3) 

liiJ Google User 

rn Pandora User 

Iii! Skype User 

••• ••• ·3-
Weight 

Phone Number 

Country Code 

City Code 

Area Code 

Last Digits 

Attachments 

Outgoing (2) 

~ CashApp User 

~ Skype User 

Weight 

Alias 

Attachments 

l(b)(6); (b)(7)(C) ~ gmail.com 

l(b)(6); (b)(7)(C) 

l(b)(6); (b)(7)(C) 

l(b)(6); (b)(7)(C) 

Phone Number 
maltego PhoneNumber 

+ 1 980 21 0 (b)(6); 
/h \/7 \/r.\ 

Alias 
maltego Alias 

l(b)(6); (b)(7)(C) 

0 

+ 1 980 210 ,~/\~/;,..,, 

+1 

980 

210 
(b)(6); 
f l,-,.\ / 7 \/I"'\ 

b)(6); (b)(7)(C) 

0 
~b)(6); (b)(7)(C) 

7 
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Outgoing (2) 
u:::J 
~ lnstagram User 
u:::J 
lllal Skype User 

Email Address 
maltego EmailAddress 

b)(6); (b)(7)(C) 

@ 
Kb}(6); (b}(7)(C) h · 1 
L ~ gma, .com 

Weight 

Email Address 

Incoming (1) 
• •* Alias 

Outgoing (1) 

~ Google User 

Weight 

ID 

Avatar URL 

Name 

Birthday 

Gender 

Image URL 

About 

Image 

Language 

URL 

Website URL 

Location 

Username 

Image Link 

l(b)(6); (b)(7)(C) ~ gmail.com 

f b)(6); (b)(7)(C) 

Skype User 
shadowd rago n .skype. user 

r )(6); (b)(7)(C) 

1 

1 
rb)(6); (b)(7)(C) 

t b)(6); (b)(7)(C) 

unspecified 

https ://avatar. skype. com/v 1 /a vatars/Iive:75b4497893a 12877 /public 

https ://avatar. skype. com/v 1 /avatars/I ive :7 5b4497893a 12877 /public 

r b)(6); (b)(7)(C) 

Click here to view profile picture 

Incoming (1) 

'!L Phone Number 

Outgoing (1) 
• •* Alias 

(b )(6); 
+1 980 21 / h\f7\lr 

l(b)(6); (b)(7)(C) 

CashApp User 
shadowdragon.cashapp.user 

l(b)(6); (b}(7)(C) 

8 
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Weight 

ID 

Name 

Image 

URL 

Image URL 

Username 

Is Verified 

Profile Link 

b)(6); (b)(7)(C) 

https://franklin-
assets.s3.amazonaws.com/a s/imgs/wz00tgquvjYqbDQX6VFflE.jpeg 
https://cash.app/ b)(5); (b)(l)(C) 

https://franklin­
assets.s3.amazonaws.com/apps/imgs/wz0otgquvjYqbDQX6VFflE.jpeg 

l(b)(6); (b)(7)(C) I 
False 

Click here to view profile 

Image Link 

Click here to view profile picture 

Incoming (1) 

ijL Phone Number 

Outgoing (1) 
• •* Alias 

Weight 

Alias 

Incoming (1) 

~ CashApp User 

Outgoing (1) 

@ Email Address 

Weight 

ID 

Name 

URL 

Image URL 

Hometown 

About 

Employer 

School 

Links 

l(b)(6); (b)(7)(C) 

Alias 
ma tego Alias 

icb)(6); (b)(7)(C) 

l(b)(6); (b)(7)(C) 

(b)(6); (b)(7)(C) 

Kb)(6); (b)(7)(C) !§>gmail.com 

Pandora User 
shadowdraqon. andora.user 

(b)(6); (b)(7)(C) 

b)(6); (b)(7)(C) 

https ://www .pandora.com/profile i~(/~(rc:\ 

9 
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Profile Link 

Click here to view profile 

Incoming (2) 
• 
•• Alias 

@ Email Address 

Weight 

ID 

Name 

URL 

Image URL 

Hometown 

About 

Employer 

School 

Links 

Profile Link 

Click here to view profile 

Incoming (2) 
• 
•• Alias 

@ Email Address 

b)(6); (b)(7)(C) 

Pandora User 
shadowdragon.pandora.user 

siannastorey 

(b)(6); (b)(7)(C) 

pg mail.com 

https://www.pandora.com/profi1ef b)(6); (b)(7)(C) I 

b)(6); (b)(7)(C) 

~gmail.com 

Pandora User 
shadowdragon.pandora.user 

l(b)(6); (b)(7)(C) 

Weight 

ID 

Name 

URL 

Image URL 

Hometown 

About 

Employer 

School 

Links 

Profile Link 

Click here to view profile 

Incoming (2) 
• 
•• Alias 

@ Email Address 

b)(6); (b)(7)(C) 

https://www.pandora.com/profi1•(b)(6); (b)(7)(C) I 

(b)(6); (b)(7)(C) 

pg mail.com 

10 
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-•• 
Weight 

Alias 

Attachments 

Outgoing (1) 
~ 
r.i FB User 

Weight 

Name 

ID 

Image 

Username 

URL 

Image URL 

Bio 

Created At 

Profile Link 

Alias 
maltego.Alias 

l(b)(6); (b)(7)(C) 

0 
fbl(6); (b)(7)(C) 

(b)(6); (b)(7)(C) 

Venmo User 
shadowdragon.venmo.user 

fb)(6); (b)(7)(C) I 

1 
fb)(6); (b)(7)(C) 

87397835 

https ://pies. venmo .com/855d22d2-5c30-4534-b 7b 1 -
2c85094332b ??width= 1 00&height= 1 00&photoVersion= 1 

l(b)(6); (b)(7)(C) I 
https://venmo.co~(b)(6); (b)(7)(C) I 
https ://pies. venmo .com/855d22d2-5c30-4534-b 7b 1 -
2c85094332b7?width=1 00&height=1 00&photoVersion=1 

2020-08-11T19:09 :45Z 

Click here to view profile 

Image Link 

Click here to view profile picture 

Incoming (1) 
• 
•• Alias 

l(b)(6); (b)(7)(C) I 

Twitch User 
shadowd raqo n. twitch. user 

rb)(6); (b)(7)(C) 

1 

11 
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Weight 

ID 

Name 

Image 

Username 

URL 

Image URL 

Offline Image URL 

Description 

Broadcaster Type 

Views Count 

Profile Link 

Click here to view profile 

Incoming (1) 
• •• Alias 

b)(6); (b)(7)(C) 

ps: s a 1c-can.jtvnw.net/user-default-pictures-uv/ebb84563-db81-4b9c-
8940-64ed33ccfc 7b-prof i le _i mage-300x300. png 

l(b)(6); (b)(7)(C) I 
https://www.twitch.tf b)(6); (b)(7)(C) J 

https :/ /static-cdn. jtvnw. net/user-defau lt-pictures-uv/ebb84563-db81-4b9c-
8940-64ed33ccfc 7b-prof i le _i mage-300x300. png 

(b)(6); (b)(7)(C) 

Affiliation - Twitter 
maltego affiliation Twitter 

rb)(6); (b)(7)(C) 

1 

Weight 

Name 

Network 

UID 

Profile URL 

Twitter ID 

Screen Name 

Friend Count 

Real Name 

Image 

ID 

Internal Id 

Username 

Name 

URL 

Image URL 

Description 

Location 

Is Protected 

Is Verified 

Created At 

Followers Count 

Following Count 

Likes Count 

Tweets Count 

1 
fb)(6); (b)(7)(C) 

Twitter 

l(b)(6); (b)(7)(C) I 
https ://twitter .corrf:b)(6); (b)(7)(C) I 

(b)(6); (b)(7)(C) 

5 
i<b)(6); (b)(7)(C) 

https ://pbs. twi mg. com/profile _ i mag es/891466284876955650/Oe9i latn_norm al. 
jpg 

rb)(6); (b)(7)(C) 

783123872921034752 
(b)(6); (b)(7)(C) 

https://twitter.cor (b)(6); (b)(7)(C) I 
https ://pbs. twi mg. com/profile _ i mag es/891466284876955650/Oe9i latn_norm al. 
jpg 

Country Music Funniest Scene 

North Carolina, USA 

False 

False 

2016-10-04T01 :57:35Z 

5 

29 

0 

21 

12 
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Uri Link 

Click here to visit the Uri in your browser 

Image Link 

Click here to visit the Image in your browser 

Incoming (1) 
• 
•• Alias 

(b)(6); (b)(7)(C) 

Pinterest User 
shadowdragon.p nterest.user 

j<b)(6); (b)(7)(C) I 

Weight 

ID 

Name 

Image 

URL 

Image URL 

Location 

Website URL 

About 

Followers Count 

Following Count 

Profile Link 

Click here to view profile 

Image Link 

1 
(b)(6); (b)(7)(C) 

https://i.pinimg.com/280x280_ RS/3c/72/e3/3c72e3827d1 fa65db650638f9ad03 
96e.Jpg 

https://www .pinterest.com~(b)(6); (b)(7)(C) I 
https://i.pinimg.com/280x280_ RS/3c/72/e3/3c72e3827d1 fa65db650638f9ad03 
96e.jpg 

0 

8 

Click here to view profile picture 

Incoming (1) 
• 
•• Alias l(b)(6); (b)(7)(C) 

Google User 
shadowdragon.google.user 

13 
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Weight 

ID 

Name 

Image 

Email 

URL 

Image URL 

Cover Image URL 

Updated At 

Profile Link 

Click here to view profile 

Image Link 

Click here to view profile picture 

Incoming (1) 

@ Email Address 

Kik User 

~b)(6); (b)(7)(C) 

https://lh3.googleusercontent.com/a­
/AOh14GigvyNPzO6CriEz0HvZk6mMYOWSfEOaug3R1 Qlg 

tb)(6); (b)(7)(C) ~ gmail.com 

https ://www.google.com/maps/contrib/1 00588667644603278788 

https://lh3.googleusercontent.com/a­
/AOh14GigvyNPzO6CriEz0HvZk6mMYOWSfEOaug3R1 Qlg 

https://lh3.googleusercontent.com/c5dqxl-
2uHZ82ah9p7yxrVF1 ZssrJNSV _ 15Nu0TUZwzCWqmtoLxCUJgEzLGtxsrJ6-
v6R6rKU_-FYm881 TTiMCJ_ =S1600 

2021 -05-02T19:17:26Z 

fb)(6); (b)(7)(C) ~ gmail.com 

shadowd rago n .k1k. user 

Weight 

ID 

Name 

Image 

URL 

Image URL 

Profile Link 

l(b)(6); (b)(7)(C) 

b)(6); (b)(7)(C) 

http://profi!epics.cf.kik.com/bX N4sLcA VU LQu8LiTy D urlZR jcl/orig. jpg 

https://ws2.kik.com/use~(b)(6): (b)(7)(C) I 
http ://profi I epics. cf. kik.com/bX N4sLcA VU LQu8LiTy D urlZRjc l/orig. jpg 

Click here to view profile 

Image Link 

Click here to view profile picture 

Incoming (1) 
• •• Alias 

Skype User 
shadowd rago n .skype. user 

fb)(6); (b)(7)(C) 

!/h\lR\ /h\/7)/<.\! 

14 
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Weight 

ID 

Avatar URL 

Name 

Image 

URL 

Image URL 

Username 

About 

Location 

Gender 

Language 

Birthday 

Website URL 

Image Link 

b)(6); (b)(7)(C) 

ps: ava ar.s ype.com/v1/avatarsfb)(6); (b)(7)(C) !ublic 

hit s://avatar.skype.com/v1/avatarsfb)(6); (b)(l )(C) tpublic 
(b)(6); (b)(7)(C) 

unspecified 

Click here to view profile picture 

Incoming (1) 
• •* Alias 

FB User 
shadowdragon.fb.user 

f b)(6); (b)(7)(C) I 

fb)(6); (b)(7)(C) 

15 
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Weight 

ID 

Profile ID 

URL 

Avatar URL 

Name 

Image 

Username 

Image URL 

Cover Image URL 

Is Verified 

Birthday 

Gender 

Interested In 

Friends Count 

Followers Count 

Following Count 

Groups Count 

Albums Count 

Events Count 

Email 

Websites 

Hometown 

Relationship 

Family Members 

Profile Link 
Click here to view profile 

l(b)(6); (b)(7)(C) 

https://www.facebook.com{ bl(5); (b)(?)(C) 

l(b)(6), (b)(7)(C) I 
https://scontent-lax3-1.xx.fbcdn.net/v/t1 .6435-
1/68353063_2419511538305754_ 4932462346783162368_n.jpg? _nc_cat=1 0 
3&ccb=1-3&_ nc_sid=7206a8&_nc_ohc=v0GtjiQfLQ4AX-
4Vuoz& nc ht=scontent-lax3-
1.xx&oh~844f95b45518308de35c13894b69f24f&oe=60E92C37 

b)(6); (b)(7)(C) 

tips: scontent- ax3-1.xx.fbcdn.net/v/t1 .6435-
1/68353063_2419511538305754_ 4932462346783162368_n.jpg? _nc_cat= 10 
3&ccb= 1-3&_ nc_sid= 7206a8&_nc_ohc=v0GtjiOfLO4AX-
4Vuoz& nc ht=scontent-lax3-
1.xx&oh~ 844f95b45518308de35c13894b69f24f&oe=60E92C37 

https://scontent-lax3-1.xx.fbcdn.net/v/t1 .18169-
9/10394780_ 1541444229445827 _ 4951605834332409835_n.jpg?_nc_cat=10 
8&ccb=1-3& nc sid=e3f864& nc ohc=JKf2mPu04k8AX-
1 lkkt& nc ht=scontent-lax3- - -
1.xx&oh=9b9c9d564a070c5191 ca489d7ddfc2c3&oe=60E7 AEBE 

False 

FEMALE 

130 

0 

65 

0 

3 

0 

eyJpZCl6IjExMjM3ODY3MjEwODl3MilslnR5cGUiOiJwYWdlliwibmFtZSl6IIdhe 
GhhdywgTm9ydGggQ2Fyb2xpbmEiLCJ1cmwiOiJodHRwczovL3d3dy5mYWNI 
Ym9vay5jb20vMTEyMzc4NjcyMT A4MjcyliwidXNlcm5hbWUiOm51 bGwslmltY 
WdlX3VybCl6Imh0dHBzOi8vZXhOZXJuYWwtbGF4My0xLnh4LmZiY2RuLm5Id 
C9zYWZIX2ItYWdlLnBoc09kPUFRRkwxTzA4OHQzZXVTdlUmdz0xMDAwJm 
g9MTAwMCZ1 cmw9aHR0cHMIMOEIMkYIMkZ1 cGxvYWOud2IraW1 IZGlhLm9 
yZyUyRndpa2IwZWRpYSUyRmNvbW1 vbnMIMkY1 JT JGNTclMkZXYXhoYXcl 
MjUyQ19kb3dudG93biUyNT J DX2J 1 a WxkaW5nLmpwZyZjZn M9MSZm YWxs Y 
mFjaz 1 odWJfY2I0eSZzeD0wJnN5PT Amc2g9MSZleHQ9anBnJmNjYjOzL TUm 
X25jX2hhc2g9QVFHN2dRVl82aWtja3I3WilslmNvdmVyX2ItYWdlX3VybCl6bn 
VsbCwicGxhY2VfdHlwZSl6IkNJVFkiLCJhYm91dCl6bnVsbCwiY3JIYXRIZF9h 
dCl6bnVsbCwiY2FOZWdvcmllcyl6bnVsbCwiZW1 haWwiOm51 bGwslnBob25llj 
pudWxsLCJnZW5Icm F sX2IuZm8iOm51 bGwsl mlzX2Fsd2F5c1 9vcG Vu ljpudW 
xsLCJpc19wZXJtYW5IbnRseV9jbG9zZWQiOm51 bGwslmlzX3ZlcmlmaWVkl/·p 
udWxsLCJ2ZXJpZmljYXRpb25fc3RhdHVzljpudWxsLCJ3ZWJzaXRIX3VybC 6 
bnVsbCwiYWRkcmVzcyl6bnVsbCwibGlrZXJzX2NvdW50ljpudWxsLCJmb2xsb 
3dlcnNfY291 bnQiOm51bGwslnZpZGVvc19jb3VudCl6bnVsbCwiYWxidW1 zX2 
NvdW50IjpudWxsLCJldmVudHNfY291 bnQiOm51 bGwslmJlc3RfcGFnZSl6bnV 
sbCwibG9jYXRpb24iOnsic3RyZWV0ljoiNTl5IE4gQnJvb21 IIFN0liwiY2I0eSl6II 
dheGhhdylslnNOYXRlljoiTkMiLCJ6aXAiOilyODE3My03Mzc2IiwiY291 bnRyeSI 
6IIVTQSlslmxhdGI0dWRlljozNC45MjgzMzMzMzMzMzMslmxvbmdpdHVkZSl6 
L TgwLjc0NDcyMjlyMjlyMn19 
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Image Link 

Click here to view profile picture 

Incoming (1) 
• • • Alias 

Bio 

Weight 

ID 

URL 

Avatar URL 

Name 

Image 

Internal ID 

Image URL 

Username 

Website URL 

Is Private 

Is Verified 

Bio 

Followers Count 

Following Count 

Posts Count 

fb)(6); (b)(7)(C) 

Profile Link 

l(b)(6); (b)(7)(C) 

lnstagram User 
shadowd raao n. i nstagram.user 

(b)(6); (b)(7)(C) 

l(b)(6); (b)(7)(C) I 
https ://www.instagram.co~(b)(5); (b)(?)(C) 

(b)(6); (b)(7)(C) 

https://scontent-ort2-2.cdninstagram.com/v/t51.2885-
19/s150x150/ 198362120_2919344358301750_7214925188145791244_n.jpg? 
Ip= 1 &_nc_ht=scontent-ort2-
2.cdninstagram.com&_nc_ohc=O4EkXLj05XEAX9iaPif&edm=ABfd0MgBAAA 
A&ccb=7-
4&oh=9b970c2389fb 7 891 06f2e50abf76ff0a&oe=60C90834&_nc _sid= 7bff 83 

5537759506 

https://scontent-ort2-2.cdninstagram.com/v/t51.2885-
19/s150x150/198362120_2919344358301750_7214925188145791244_n.jpg? 
tp=1 &_nc_ht=scontent-ort2-
2.cdninstagram.com&_nc .ohc=O4EkXLj05XEAX9iaPif&edm=ABfd0MgBAAA 
A&ccb=7-
4&oh=9b970c2389fb 789106f2e50abf76ff0a&oe=60C90834& nc sid= 7bff83 

l(b)(6); (b)(7)(C) I - -

False 

False 
(b)(6); (b)(7)(C) 

amos ~ 
2488 

4579 

4 

Click here to view profile 

Image Link 

Click here to view profile picture 

Incoming (1) 
• •• Alias 

f b)(6); (b)(7)(C) 

Gravatar User 
shadowdragon.gravatar.user 

rb)(6); (b)(7)(C) 
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Weight 

ID 

Name 

Image URL 

About 

Image 

Location 

Links 

URL 

Profile Link 

Click here to view profile 

Image Link 

rb)(6); (b)(7)(C) 

https ://www .g ravatar .com/avatar/bd75 7567b81 ca4bcc93fc6c5c323e580 ?size= 
250 

https ://www .g ravatar .com/avatar/bd75 7567b81 ca4bcc93fc6c5c323e580 ?size= 
250 

https ://www .g ravatar .com/bd7 57567b81 ca4bcc93fc6c5c323e580 

Click here to view profile picture 

Incoming (1) 

@ Email Address 

Weight 

ID 

Name 

Hometown 

School 

Image URL 

About 

Employer 

Links 

URL 

Profile Link 

l(b)(6 ); 
f h \f7\f('\ 

Pandora User 
shadowdragon.pandon.user 

r )(6); (b)(7)(C) 

1 

1 

(b)(6); (b)(7)(C) 

~ icloud.com 

https ://www .pandora.com/profilef b )(B); (b )(l )(C) 

Click here to view profile 

Incoming (1) 

@ Email Address 
(b)(6); (b)(7)(C) 

Duolingo User 
shadowdragon.duolingo.user 

l(b)(6); (b)(7)(C) 

18 
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Weight 

Id 

Username 

Name 

Internal Id 

Image URL 

Image 

Bio 

Created At 

From Language 

URL 

Uri Link 

Click here to visit the Uri in your browser 

Image Link 

b)(6); (b)(?)(C) 

411074518 

https://s3.amazonaws.com/duolingo-images/avatar/default_2/xlarge 

https://s3.amazonaws.com/duolingo-images/avatar/default_2/xlarge 

(b)(6); (b)(?)(C) 
https://www.duolingo.com/profi le 

Click here to visit the Image in your browser 

Incoming (1) 

@ Email Address 
b)(6); (b)(?)(C) 

icloud.com 

Google User 
shadowdragon.google.user 

Weight 

ID 

Name 

Updated At 

Image URL 

Cover Image URL 

Image 

Email 

URL 

Profile Link 

Click here to view profile 

Image Link 

Click here to view profile picture 

Incoming (1) 

@ Email Address 

Alias 
malteqo Alias 

i<b)(6); (b)(?)(C) 

f b)(6); (b)(7)(C) 

2021 -01 -10T04:10:492 

https://lh3.googleusercontent.com/a-
/ A Oh 14GjcmXqv4vumgVd8a VAima9kwNgCTkiH3PS7-xkj 

https://lh3.googleusercontent.com/c5dqxl-
2uHZ82ah9p7yxrVF1 ZssrJNSV _ 15Nu0TUZwzCWqmtoLxCUJgEzLGtxsrJ6-
v6R6rKU_-FYm881 TTiMCJ_ =S1600 

https:// lh3.googleusercontent.com/a-
/ A Oh 14GjcmXqv4vumgVd8a VAima9kwNgCTkiH3PS7-xkj 

l(b)(6); (b)(?)(C) ~icloud.com 

https ://www .google.com/maps/contri~ .... (b_)(_6)_; (_b)_(7_)(C_) ____ __. 

(b)(5); (b)(?)(C) icloud.com 
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Weight 

Alias 

Attachments 

Incoming (1) 
c.:::!I 
i.J Skype User 

f b)(6); (b)(7)(C) 

rb)(6); (b)(7)(C) 

Skype User 
shadowd rago n .skype. user 

rb)(6); (b)(7)(C) 

Weight 

ID 

Avatar URL 

Name 

Image 

URL 

Image URL 

Username 

About 

Location 

Gender 

Language 

Birthday 

Website URL 

Image Link 

(b)(6); (b)(7)(C) 

https ://avatar .skype.com/v1 /avatars, Cb l(6); (b)(?)(C) public 

https://avatar.skype.com/v1/avatars, public 
l(b)(6); (b)(7)(C) I ,__ _____ _, 

unspecified 

Click here to view profile picture 

Incoming (1) 

@ Email Address 

Weight 

ID 

Name 

Image 

Email 

URL 

Image URL 

Cover Image URL 

Updated At 

b)(6); (b)(7)(C) gmail.com 

Google User 
shadowdragon.google.user 

l(b)(6); (b)(7)(C) 

https://lh3.googleusercontent.com/a­
/AOh14GjsMno15tUueJDPxNyLO7fiCtAni213ioxly6b6 

1Cb)(6); (b)(7)(C) ~ gmail.com 

https://www.google.com/maps/contri~ ..... (b_)(_6)_; (_b)_(7_)(_C_) ----~ 

https://lh3.googleusercontent.com/a­
/AOh14GjsMno15tUueJDPxNyLO7fiCIAni213ioxly6b6 

https://lh3.googleusercontent.com/c5dqxl-
2uHZ82ah9p7yxrVF1 ZssrJNSV _ 15Nu0TUZwzCWqmtoLxCUJgEzLGtxsrJ6-
v6R6rKU_-FYm881 TTiMCJ_ =S1600 

2021-05-03T10:34:35Z 
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Profile Link 

Click here to view profile 

Image Link 

Click here to view profile picture 

Incoming (1) 

@ Email Address 

Weight 

Id 

Name 

Image 

Payer Id 

Username 

URL 

Image URL 

Cover Image URL 

Location 

Primary Currency 

Description 

(b)(6); (b)(?)(C) gmail.com 

PayPal User 
shadowdragon.paypal.user 

sianna storey 

(b)(6); (b)(7)(C) 

https ://www.paypalobjects.com/dig italassets/c/consu mer/paypal me/networkide 
ntity/profi le_ man.svg 

rb)(6); (b)(7)(C) 

https ://www .paypal.com/paypalm~(b )(6); (b )(7)(C) 

https://www.paypalobjects.com/digitalassets/c/consumer/paypalme/networkide 
ntity/profi le_ man.svg 

https ://www.paypalobjects.com/profiles/cover/blue .jpg 

USO 

Network Identity Status OPTED_ IN 

Uri Link 

Click here to visit the Uri in your browser 

Image Link 

Click here to visit the Image in your browser 

Cover Link 

Click here to visit the Cover in your browser 

Incoming (1) 
• 
•• Alias rb)(6); (b)(7)(C) 

Skype User 
shadowdraoao skypP. 11sec 

rb)(6); (b)(7)(C) 
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Weight 

ID 

Avatar URL 

Name 

Image 

URL 

Image URL 

Username 

About 

Location 

Gender 

Language 

Birthday 

Website URL 

Image Link 

Click here to view profile picture 

Incoming (1) 

@ Email Address 

(b)(6); (b)(7)(C) 

https://avatar.skype.com/v1/avatarsf~b-)(6_)_; (_b)_(7_H_C) _____ ~~ublic 

https://avatar.skype.com/v1/avatar~(b)(6); (b)(?)(C) public 
fb)(6); (b)(7)(C) I ~------~ 

unspecified 

fb)(6); (b)(7)(C) ~ gmail.com 

Pinterest User 
"'"(b..,.,)(,,..,6)-; (,..,b)"""(7'"'"')<""c'"") __ ........ -.,,.,st user 

Weight 

ID 

Name 

Image 

URL 

Image URL 

Location 

Website URL 

About 

Followers Count 

Following Count 

Profile Link 

Click here to view profile 

Image Link 

Click here to view profile picture 

Incoming (1) 
• • • Alias 

b)(6); (b)(7)(C) 

https://i.pinimg.com/280x280_RS/52/9e/26/529e2670e78aa99b563a495c2cff3 
10c.jpg 

https://www .pinterest.comfb)(6); (b)(7)(C) I 
https://i.pinimg.com/280x280_RS/52/9e/26/529e2670e78aa99b563a495c2cff3 
10c.jpg 

0 

14 

l(b)(6); (b)(7)(C) 
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Weight 

ID 

Name 

Image 

URL 

Image URL 

Profile Link 

Kik User 
shadowdragon.k1k.user 

rb)(6); (b)(7)(C) 

1 

b)(6); (b)(7)(C) 

http://profilepics.cf.kik.com/EXbWm-F8M_QmLye8SwosHgPBORk/orig.jpg 

https://ws2.kik.com/userj(b)(6); (b)(7)(C) I 
http://profilepics.cf.kik.com/EXbWm-F8M_QmLye8SwosHgPBORk/orig.jpg 

Click here to view profile 

Image Link 

Click here to view profile picture 

Incoming (1) 
• •* Alias 

Weight 

ID 

Name 

URL 

Image URL 

Profile Link 

(b)(6); (b)(7)(C) 

Spotify User 
shadowdragon.spot fy.user 

rb)(6); (b)(?)(C) 

b)(6); (b)(?)(C) 

https://open.spotify.com/usekb)(6); (b)(7)(C) 

Click here to view profile 

Incoming (1) 
• •* Alias 

(b)(6); (b)(?)(C) 

Google User 
shadowdragon.google.user 

23 
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Weight 

ID 

Name 

Image 

Email 

URL 

Image URL 

Cover Image URL 

Updated At 

Profile Link 

Click here to view profile 

Image Link 

Click here to view profile picture 

Incoming (1) 

@ Email Address 

Weight 

ID 

Name 

Username 

URL 

Image URL 

Location 

About 

Followers Count 

Following Count 

About 

SLIME 

Profile Link 

Etsy User 
shadowdr;., 

b)(6); (b){7)(C) 

Click here to view profile 

Incoming (1) 
• 
•• Alias 

l(b)(6); (b)(7)(C) 

https://lh3.googleusercontent.com/a­
/AOh14GijRz7NcHhTXv5j_ 4VWm522ctwQNIFY _LwUG-Fm 

l(b)(6); (b)(7)(C) ~gmail.com 

https ://www .google.com/maps/contri~~(b_l<_
5
>_; <_b >_<

7
_H_c_) ----~ 

https://lh3.googleusercontent.com/a-
/AOh14GijRz7NcHhTXv5j_ 4VWm522ctwQNIFY _LwUG-Fm 

https://lh3.googleusercontent.com/c5dqxl-
2uHZ82ah9p7yxrVF1 ZssrJNSV _ 15Nu0TUZwzCWqmtoLxCUJgEzLGtxsrJ6-
v6R6rKU_-FYm881 TTiMCJ_ =S1600 

2019-07-31T03:31 :00Z 

(b)(6); (b)(7)(C) 
gmail.com 

b)(6); (b)(7)(C) 

https://www.etsy.com/peop1~(b)(6); (b)(7)(C) 

Waxhaw, North Carolina 

SLIME 

0 

0 

fb)(6); (b)(7)(C) 

Pinterest User 
shadowdragon.pinterest user 

l(b)(6); (b)(7)(C) I 
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Weight 

ID 

Name 

Image 

URL 

Image URL 

Location 

Website URL 

About 

Followers Count 

Following Count 

Profile Link 

Click here to view profile 

Image Link 

Click here to view profile picture 

Incoming (1) 
• 
•• Alias 

(b)(6); (b)(7)(C) 

https://s.pinimg.com/images/user/default_280.png 

https://www.pinterest.comA{b)(6); I 
https://s.pinimg.com/images/user/default_280.png 

0 

10 

b)(6); (b)(7)(C) 

Duolingo User 
shadowdragon.duol ngo.user 

rb)(6); (b)(7)(C) 

Weight 

Id 

Username 

Name 

Image 

Internal Id 

URL 

Image URL 

Bio 

From Language 

Created At 

Uri Link 

Click here to visit the Uri in your browser 

Image Link 

1 
b)(6); (b)(7)(C) 

https://duolingo-
imag es. s3. amazonaws. com/avatars/63900497 4/q ?CR R4E CZm/xlarge 

639004974 

https://www.duolingo.com/profi1ef bl(6); ~-

https://duolingo-
i mag es. s3. amazonaws. com/avatars/63900497 4/q?CR R4E CZm/xlarge 

Click here to visit the Image in your browser 

Incoming (1) 

@ Email Address l(b)(6); (b)(7)(C) ~ gmail.com 
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Weight 

ID 

Name 

Image 

Username 

URL 

Image URL 

Location 

About 

Etsy User 
shadowdragon.etsy .user 

f b)(6); (b)(7)(C) 

(b)(6); (b)(7)(C) 

https ://i.etsystatic.com/iusa/e9e895/86915684/ iusa_ 400x400.86915684_nbi9.j 
pg?version=0 

l(b)(6); (b)(7)(C) I 
b)(6); 

https://www .etsy.com/people b)(7)(C) 

https ://i.etsystatic.com/iusa/e9e895/86915684/iusa_ 400x400.86915684 _nbi9 .j 
pg?version=0 

Followers Count 

Following Count 

0 

0 

Profile Link 

Click here to view profile 

Image Link 

Click here to view profile picture 

Incoming (1) 
• 
•• Alias 

Affiliation - Twitter 
maltego affiliation Twitter 

l(b)(6); (b)(7)(C) 

b)(6); (b)(7)(C) 
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Weight 

Name 

Network 

UID 

Profile URL 

Twitter ID 

Screen Name 

Friend Count 

Real Name 

Image 

ID 

Internal Id 

Username 

Name 

URL 

Image URL 

Description 

Location 

Is Protected 

Is Verified 

Created At 

Followers Count 

Following Count 

Likes Count 

Tweets Count 

Uri Link 

f b)(6); (b)(7)(C) 

0 
b)(6); (b)(7)(C) 

tips: p s.twimg.com/profile_ images/1274515599562063872/Qoy­
ewid normal.· 

(b)(6); (b)(7)(C) 

https://twitter.co b)(5); (b)(?)(C) 

https ://pbs. twimg.com/profile_ images/127 4515599562063872/Qoy­
ewid_normal.jpg 

False 

False 

2020-06-21 T01 :32:0SZ 

0 

0 

0 

0 

Click here to visit the Uri in your browser 

Image Link 

Click here to visit the Image in your browser 

Incoming (1) 
• •* Alias 

Roblox User 
shadowdraqon.roblox user 
f b)(6); (b)(7)(C) I 

f b)(6); (b)(7)(C) 
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Weight 

Name 

ID 

Image 

Username 

URL 

Image URL 

Description 

Created At 

Is Banned 

Uri Link 

Click here to view profile 

Image Link 

Click here to view profile 

Incoming (1) 
• •• Alias 

b)(6); (b)(7)(C) 

tips: tr.r xc n.com/21 c1 e5c0dd6f97d83522c28cf98dc66d/352/352/Avatar/Pn 
g 

b)(6); (b)(7)(C) 

t ps: www.ro ox.com/users/300044735/profile 

https://tr.rbxcdn.com/21 c1 e5c0dd6f97d83522c28cf98dc66d/352/352/Avatar/Pn 
g 

2017-05-1 0T22:29:07Z 

False 

(b)(6); (b)(7)(C) 

Spotify User 
shadowdragon.spot fy.user 

fb)(6); (b)(7)(C) I 

Weight 

ID 

Name 

URL 

Image URL 

Profile Link 

Click here to view profile 

Incoming (1) 
• •• Alias 

1 
(b)(6); (b)(7)(C) 

ps: open.spotify.com/userf bl(5); (b)(?)(C) 

(b)(6); (b)(7)(C) 

Google User 
shadowdragon.google.user 

fb)(6); (b)(7)(C) I 
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Weight 

ID 

Name 

Image 

b)(6); (b)(7)(C) 

b)(6); (b)(7)(C) 

https://lh3.googleusercontent.com/a-
/ A Oh 14GgZUtRICibn HCYfXS26oMXUUztpJu-R5HbR5sGx 

Email 

URL 

l(b)(6); (b)(7)(C) ~ gmail.com 

https://www.google.com/maps/contribll .... <b_)<_6>_; (_b)_<7_><_c _) ____ _. 

Image URL 

Cover Image URL 

Updated At 

Profile Link 

Click here to view profile 

Image Link 

Click here to view profile picture 

Incoming (1) 

@ Email Address 

https://lh3.googleusercontent.com/a-
/ A Oh 14GgZUtRICibn HCYfXS26oMXUUztpJu-R5HbR5sGx 

https://lh3.googleusercontent.com/c5dqxl-
2uHZ82ah9p7yxrVF1 ZssrJNSV _ 15Nu0TUZwzCWqmtoLxCUJgEzLGtxsrJ6-
v6R6rKU_-FYm881 TTiMCJ_ =S1600 

2021-05-02T20:27:19Z 

(b)(6); (b)(l)(C) gmail.com 

Duolingo User 
shadowdragon.duol ngo.user 

l(b)(6); (b)(7)(C) 

Weight 

Id 

Username 

Name 

Image 

Internal Id 

URL 

Image URL 

Bio 

From Language 

Created At 

Uri Link 

Click here to visit the Uri in your browser 

Image Link 

b)(6); (b)(7)(C) 

https://duolingo-
images.s3.amazonaws.com/avatars/433386273/JL T7L9EkhP/xlarge 

433386273 

https://www.duolingo.com/profile/heyitssgra 

https://duolingo-
images.s3.amazonaws.com/avatars/433386273/JL T7L9EkhP/xlarge 

Click here to visit the Image in your browser 

Incoming (1) 

@ Email Address 
(b)(6); (b)(7)(C) 

gmail.com 
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••• ••• ·3.. 
Weight 

Phone Number 

Country Code 

City Code 

Area Code 

Last Digits 

Attachments 

Phone Number 
maltego. PhoneNumber 

+1 980 260 (b)(6); 
/ h \/7 \/(:\ 

0 

+ 1 980 26 (b)(6); 
(h\17\(C:\ 

+1 

980 

260 
b)(6); 
h\17 \//"' 
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