
1.0GENERAL 

DEPARTMENT OF HOMELAND SECURITY 

U.S. IMMIGRATION AND CUSTOMS ENFORCEMENT 

HOMELAND SECURITY INVESTIGATIONS 

OFFICE OF INTELLIGENCE (INTEL) 

STATEMENT OF NEED 

FOR 

SHADOW DRAGON 01 MONITOR 

Department of Homeland Security (DHS), U.S. Immigration and Customs Enforcement (ICE), 
Homeland Security Investigations (HSI) Office oflntelligence (INTEL) has a broad and complex 
public safety mission which is furthered through the collection and sharing of timely and 
accurate intelligence on illicit trade, travel, and financial activity with a nexus to the United 
States. 

1.lBACKGROUND

HSI INTEL has a responsibility for identifying and exploiting emerging data from traditional and 
non-traditional sources which can significantly enhance its 's capability of furthering ICE 's 
mission. ICE analysts conduct research on readily available public domain open source 
information that spans beyond US domain websites and require ICE to effectively track and 
investigate known criminal elements and locations to mitigate the flow of illegal goods and 
personnel into the United States borders and territories. OI Monitor is an online monitoring tool 
that collects relevant TI data from the open, closed source and deep web. Users can tailor a 
collection of their own online sources and alert parameters creating an automated gathering 
process that returns customer-specific threat data. OI Monitor Real-time and germane data cuts 
down the analysis time enabling professionals to operationalize the intelligence on impending 
threats more quickly. In addition to monitoring cyber threats, it can also be used for collection of 
online intelligence about physical threats or humans. 

HSI INTEL must remain diligent in seeking new and improved means of combatting the 
challenges that face our Law Enforcers and Intelligence Analysts for identifying, tracking, 
investigating, and apprehending criminal entities. OI Monitor data adds to HSI INTEL's ability 
to successfully meet those mission goals and their public responsibility by leveraging capabilities 
with proven results for both cyber or physical criminal investigations and social media forensics. 

1.2 SCOPE 

The purpose of this requirement is to provide HSI INTEL with one (1) base year and four (4) 
optional years of 01 Monitor access on a prorated basis for a minimum of 34 licenses, up to 100 
licenses. 

1.3 OBJECTNE 
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HSI INTEL is seeking to procure Shadow Dragon (manufacture) 01 Monitor on a Brand Name 
sole source basis. Due to rapidly advancing technology and the need to remain vigilant, HSI 
INTEL must continuously identify tools that can enhance and support ICE's law enforcement 
and intelligence mission. Shadow Dragon 01 Monitor access is provided to HSI Office of 
Intelligence on a prorated basis up tqbl(4l I 

Shadow Dragon develops cyber intelligence solutions that provide threat-related information to 
organizations, enabling them to stop and attribute targeted actions of malicious actors in the 
physical or digital world. These solutions are achieved through monitoring and analyzing data 
from proprietary threat databases, the Internet, and the dark web. 

01 Monitor performs live searches on open, deep, and dark web, and the dark net. Investigators 
choose data sources and define alerts to automate intelligence gathering, eliminating the need to 
manually identify trends and correlate alerts. 01 Monitor enables target-centric analysis for link 
analysis output. It provides customizable monitoring that returns highly relevant alerts and 
keyword monitoring that works in any language. 

01 Monitor common use cases: 

•Social Media Attribution
• Background Checks
• Executive Protection
•Physical Criminal Investigations
•Cybercrime Investigations

01 Monitor features include: 

• Flexible search terms & alerts
• Automated data gathering
• Archives TOR/Darknet sites and artifacts
• Full screen shot support
• Forum monitoring
• Dialogue protocol monitoring
• Customized collection from specific sources
• API full swagger configuration

•Corporate Security

•Human Intelligence Gathering
•Brand Awareness

•Lifestyle Analysis

• Target-centric Analysis

HSI INTEL analysts conduct research on readily available public domain open source 
information spanning beyond US domain and the nature of ICE investigations spans across 
national borders and languages. The need for tools that capture social networking digital tracks 

Page 2 of 30

2022-ICLl-00058 1912 




























































