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MEMORANDUM OF AGREEMENT
BETWLEN
THE DEPARTMENT OF HOMELAND SECURITY
AND
THE NATIONAL COUNTERTERRORISM CENTER
REGARDING
THE STUDENT AND EXCHANGE VISITOR INFORMATION SYSTEM
. INTRODUCTION AND PURPOSE.

The U.S. Department of Homeland Security {DHS), Homeland Security Investigations,
Initiative Programs, National Security Investigations (DHS/HSI/IP/NSI), through U.S.
Immigration and Customs Enforcement (ICE) Student and Exchange Visitor Program
(SEVP} and the National Counterterrorism Center (NCTC), hereinafter collectively referred
to as the “Parties,” have entered into this Memorandum of Agreement (“MOA” or
“Agreement”) to govern the information sharing, use and safeguarding of certain data within
the Student and Exchange Visitor Information System (SEVIS) and any successor system for
the purpose of identifying information within SEVIS as terrorism information.

2. BACKGROUND.
A, NCTC

Pursuant to the National Security Act of 1947, as amended, NCTC “serve[s] as the
central and shared knowledge bank on known and suspected terrorists and international
terror groups. as well as their goals, strategies, capabilities, and networks of contacts and
support.” 50 U.5.C. § 4040. In order to enhance information sharing, the President issued
Executive Order 13388, Further Strengthening the Sharing of Terrorism Information to
Protect Americans (October 27, 2005), which provides that the head of each agency that
possesses or acquites terrorism information shall promptly give access to that inlormation
to the head of each other agency that has counterterrorism functions,
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The Directoratc of Opcrations Support is responsible for providing the counterterrorism
community with 24/7 counterterrorism intelligence monitoring, assessment and
notification support. The Directorate of Operations Support provides situational
awareness, terrorism threat reporting and management, and incident information tracking.
The Directorate of Operations Support conducts immediate analysis of active threat
streams 24/7. The Directorate of Opcerations Support will also use SEVIS Data to
facilitate a recurrent requirement to vet names based on new threat information provided
to NCTC overnight, which enhance the counlerierrorism communily’s awareness of
emergent terrorist threats. SEVIS Data that constitutes terrorism information will be used
for two products: 1) the NCTC Daily Special Topics, which 1s an internal NCTC product
and will not be coordinated prior to intemal dissemination; and 2) the NCTC Situation
Report (SITREP), which NCTC will coordinate with the DIIS NOC prior to
dissemination to the extent such product includes SEVIS Data.

The Dircctorate of Intelligence (DI) at NCTC is the designated lead within the
Intelligence Community (IC) for all-source counterterrorism analysis and data
integration. If a correlation is found between SEVIS Data and information regarding an
emerging terrorist threat, the SEVIS Data, compiled with other analysis, could be used by
the DI in finished intelligence disseminated to [C partners as part of an ongoing effort to
determine the extent and severity of the threat. The DI will use the SEVIS Data in
coordination with various types of derogatory travel data from multiple government
sources to discover leads to terrorism and travel to countries of concern. The DI is
focused on supporting operators in the Intelligence Community with tactical intelligence,
to include operational leads of possible terrorists and/or violent extremists traveling to the
Homeland, and will usc SEVIS Data to identify possible future travel of terrorists and/or
violent extremists, glean additional details on known or suspected terrorists and/or violent
extrenmists, enhance watch list records, and include the information in leads passcd to
DHS and other partners via cable.

The Directorate of Terrorist Identitics (D11} maintains the Terrorist Identitics Datamart
Environment (TIDE), TIDE serves as the central knowledge bank for all-source
information on international terrorist identities [or use by the Intelligence Community
(1C), law enforcement community, and others. DTI works to enhance TIDE records with
biographic information to support identity analysis and watchlisting activities, including
"upgrading” known terrorists to the no-fly list, with additional data such as full dates of
birth and names. DT1 receives information from across the IC. Any indication that a
TIDE-listed person has applied for student status is closely reviewed; DTI needs access
to the firll SEVIS record to ensure that sourcing is cotrect, all appropriate information 1s
utilized and to identify and handle correctly U.S. Person information.

DTT also does select searches through external databases, if applicable. These searches

are done only on terrorism information fo either further vet someone for the watch list or
no-fly list or to take someone off the list.
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B. SEVP AND THE SEVIS DATABASE

SEVP operates the SEVIS database under the authority of 8 U.S.C. § 1372 in
coordination with the Department of State {IDOS), which oversees the operation of the
Exchange Visitor (EV) program. Section 1372 requires DHS to develop and conduct a
program to clectronically collect certain information about Aliens who have applied or
are applying, for F, M. or J status from approved educational institutions and designated
EV programs in the United States. Section 1372 also requires that particular information
be collected, such as identifying information about the Alien: field of study. status and
compliance information from educational institutions and exchange visitor programs; and
the Alien’s date and port of entry.

Student, exchange visitor and dependent information is maintained in the Student and
Exchange Visitor Information System (SEVIS). SEVIS is an internet based system that
maintains real time information on nommmigrant students (F and M visa), exchange
visitors (J visa) and their dependents (F/M/J-23. Designated school officials of SEVP-
certified schools and responsible officers of Department of State approved programs use
SEVIS to transmit mandatory information and event notification via the internet to DHS
and DOS throughout the hfecycle of a student or exchange visitor. from entry, to stay and
to exit from the United States.

SEVIS is described in a published Privacy Act System of Records Notice (SORN) 75 FR
412 (January 5, 2010). Disclosure of SEVIS information pursuant to this MOA is
authorized by law and as contemplated under the routine uses set forth in that SORN;
specifically, SEVIS Data is being provided o NCTC to facilitate NCTC’s
counterterrorism cfforts. This information sharing also aligns with DHS’s mission to
prevent and deter terrorist atiacks.

The Parties are members of the Information Sharing Environment (ISE). Fach Party will

conduct its activities under this MOA in accordance with its own ISE Privacy and Civil
Liberties Protection Policy.
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3. DEFINITIONS.

As used in this Agreement, the following terms will have the following meanings:

Al

H.

SEVIS Data: The specific biographic, school, sponsor, and related data elements in
the SEVIS database identified in Appendix A. This data relates to Aliens who have
applied for or received F-1, F-2, M-1, M-2, }-1, or J-2 status in the United States.

. Alien: Any person not a citizen or national of the United States (§ US.C. §

1101(a)(3)).

. F-1: An Alicn having a residence in a foreign country which he has no intention of

abandening, who is a bona fide student qualified to pursue a full course of study and
who seeks to enter the United States temporarily and solely for the purpose of
pursuing such a course of study at an established college, university, seminary,
conservatory, academic high school, elementary school, or other academic institution
or in a language training program in the United States.

F-2 Dependent: The spousc and/or minor, dependent children of any Alien seeking to
enter the United States as an F-1 Alien.

M-1: An Alien having a residence in a foreign country which he has no intention of
abandoning who seeks to enter the United States temporarily and solely for the
purpose of pursuing a full course of study at an established vocational or other
recognized nonacademic institution {other than in a language training program} in the
United States.

M-2 Dependent: The spouse and/or minor, dependent children of any Alien seeking
to enter the United States as an M-1 Alien,

J-1: An Alien having a residence in a foreign country which he has no intention of
abandoning who is a bona fide student, scholar, trainee, teacher, professor, research
assistant, specialist, or leader in a field of specialized knowledge or skill, or other
person of similar description, who is coming temporarily to the United States as a
participant in an exchange visitor program.

J-2 Dependents: The spouse and/or minor, dependent children of any Alien seeking
to enter the United States as a J-1 Alicn.
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1. Terrorism Information: As defined in section 1016(a)}(5) of the Intelligence Reform
and Terrorism Prevention Act of 2004 (IRTPA).!

J. U.S. Person: As defined in section 3.5(k) of Executive Order 12,333.2

K. Personallv ldentifiable Information (PII); Any information that permits the identity of
an individual to be directly or indirectly inferred, including any other information
which is linked or linkable to that individual. This definition applies regardless of
whether the individual 1s a 1.8, citizen, lawful permanent resident, or visitor to the
U.S,

4. AUTHORITY.

The information sharing and enhanced cooperation among the Parties to this MOA is
authorized under and complies with the provisions of:

A. Homeland Security Act of 2002, as amended;

B. 50 U.S.C. §§ 4040, 4040 note, and 501 note;

C. Privacy Act of 1974, as amended (5 U.S.C. § 552a);

D. 8US.C. §§ 1103-1104, 1202, 1365a, 13652 note, 1365b, 1372, and 1379;

E. The Uniting and Strengthening America by Providing Appropriate Tools Required to
Intercept and Obstruct Terrorism {USA PATRIOT) Act of 2001;

' Section 1016 of the IRTPA currently defines the term “terrorism information™ as foltows:

(A). .. [A]ll information, whether coliceted, produced, or disiributed by intelligence, law

enforcement, military, homeland security, or other activities relating to—
(i) the existence, organization, capabilities, plan, intentions, vulncrabilities, means of
finance ar material support, or activitizs of foreign or international terrorist groups or
individuals, or of domestic groups or individuals involved in transnational tervorism;
(i) threats posed by such groups or individuals to the United States, United States
persons, or United States interests, or to those of other nations;
(iii) communications of or by such groups or individuals; or
(iv) groups or individuals reasonably believed to be assisting or associated with such
groups or individuals; and

{B) includes weapons ot mass destruction information.

* Executive Order 12,333 currently defines the term “United States person™ as follows:
[A] United States citizen, an Alien known by the intelligence element concerned to be a permanent
resident Alien, an unincorporated association substantially composed of United States citizens or

permanent resident Aliens, or a corporation incorporated in the United States, except for a
corporation directed and controlied by a foreign government or governments.
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. Intelligence Reform and Terrorism Prevention Act {IRTPA) of 2004, as amended;

National Security Act of 1947, as amended;

Section 711 of the Implementing Recommendations of the 9/11 Commission Act of
2007 8 US.C. § 1187(a)(1 1), (h)(3); 8 C.F.R. § 217.5;

8 U.S.C. §1255a(c)(4)-(5) and & C.F.R. §§ 210.2(e), 245a.2(), 245a.3(n), and 245221
(Information related to Legalization/Seasonal Agricultural Worker claims);

8 U.S.C. §1254a(c)(6) and 8 C.F.R. § 244.16 (Information Relating to Temporary
Protected Status claims);

. Executive Order 12333, as amended;

. Executive Order 13388, Further Strengthening the Sharing of Terrorism Information

to Protect Americans, 70 Fed. Reg. 62023, Oct. 25, 2005;

Directorate of Central Intelligence Directive 6/3, Intelligence Community Directive
503 and National Institute for Standards and Technology 800-53;

Homeland Sccurity Presidential Directives (HSPD) 2, 6, and 11, all of which direct
the strengthening of information sharing, screening and analysis programs to detect,
identify, and interdict individuals entering or already within the United States who
pose a terrorist threat to national sccurity;

8 CT.R. § 208.6;

Memorandum of Understanding between the Intelligence Community, Federal Law
Enforcement Agencies, and DHS Concerning Information Sharing, March 4, 2003;

Memorandum of Understanding on the Integration and Use of Screening Information
to Protect Against Terrorism, as amended by Addendum B, effective Jan. 2007;

. Memorandum from the Secretary of DHS, Disclosure of Asylum-Related Information

to U.S. Intelligence and Counterterrorism Agencies, dated April 18, 2007, or any
subsequently issued or superseding guidance issued by the Secretary of Deputy
Secretary of Homeland Security;

The DHS Federal Information Sharing Environment Privacy and Civil Liberties
Protection Policy, Privacy and Civil Libertics Guidance Memorandum 2009-01;

Office of the Director of National Intelligence Instruction Ne, 80.05, Implementation
of Privacy Guidelines for Sharing Protected Information, September 2, 2009;
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U. Office of the Dircctor of National Intelligence Instruction §0.13 (2006-3). Protection
of Privacy and Civil Liberties, 27 February 2006;

V. Office of the Director of National Intelligence lnstruction 80.02, Managing Breaches
of Personally Identifiable Information, 20 February, 2008;

W. Memorandum of Agreement Between the Attorney General and The Director of
National Intelligence on Guidelines for Access, Retention, Use, and Dissemipation by
the National Counterterrorism Center of Terrorism Information Contained within
Datasets Identified as Including Non-Terrorism Information and Information
Pertaining Exclusively to Domestic Terrorism, November 4, 2008

X. Illegal Immigration Reform and Immigrant Responsibility Act (HIRIRA) of 1996, as
amended;

Y. DHS Privacy Policy Guidance Memorandum 2007-01, “Regarding Collection, Use,
Retention and Dissemination of nformation on Non-1.5. Persons,” January 7, 2009,

Z. Routine use “W” of the Student and Exchange Visitor Information System (SEVIS)
System of Record Notice, 75 Federal Register 412, dated January 5, 2010.

5. RESPONSIBILITIES.

The following roles and responsibilities have been defined for each of the Parties to this
MOA.

A. DATA SENSITIVITY.

DHS considers the SEVIS Data provided to NCTC as “Unclassified” and “For
Official Use Only.” Sperific technical and security details are set forth in the
SAFEGUARDS section below.

DHS will provide SEVIS Data to NCTC as described within this MOA in accordance
with its policies and procedures concerning the handling of sensitive information
including, as appropriate, appticable rules poverning the safeguarding of sensitive
unclassified information and classified national security information.

NCTC will provide data and other responsive information back to DHS under this
MOA in accordance with its policies and procedures concerning the handling of
sensitive information including, as appropriate, applicable rules governing the
safeguarding of sensitive unclassified information and classified national sccurity
information. The fact of classification, alone, shall not be a prohibition upon sharing
with appropriately cleared DS personnel.
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B. DATA TO BE SHARED; METHOD OF DELIVERY,

DHS will deliver to NCTC all SEVIS Data identified in Appendix A from January
30, 2003 to present as soon as practicable after the signing of this MOA. The
procedures and method of delivery, to include the periodicity of deliveries of new and
modified data, will be detailed in the forthcoming Interface Control Agreement (ICA)
between NCTC and DHS. DHS/ICE will work with NCTC to identify fields in
Appendix A that may contain information about USPER individuals or entities and
will document those fields in the ICA or through an addendum to Appendix A within
180 days of the signing of this Agreement. Until such time as the ICA is
implemented, DIIS will provide weekly manual updates for any modified or new
SEVIS Data only 1dentificd in Appendix A to NCTC.

Modification of Data Set: Under the terms of this MOA, at any time, NCTC may
request additional data elements through the SEVP POCs listed in this MOA. Upon
such request DS will consider sharing additional data elements with NCTC, through
appropriate internal DHS processes, to include ICE, the Office of the General
Counsel, Privacy Office and Office for Civil Rights and Civil Liberties, If DHS
consents to add additional data elements to the scope of this MOA, Appendix A will
be amended accordingly.

Ad Hoc Requests for Additional Information: DHS, through SEVP, will provide
NCTC additional SEVIS information regarding a particular individual or institution,
beyond that captured in Appendix A, upon request, when that SEVIS information is
identified as Terrorism Information.

Support: DHS, through SEVP, will regularly provide NCTC with successor data to
SEVIS Data should the format of data collection be changed or modified, provided
such transmission continues to be authorized by law and regulation,

Technical Updates: Simultaneous 1o the signing of this MOA, both Parties will
mitiate discussions to develop a capability to transmit the SEVIS Data from DHS to
NCTC in an automated manner. Subsequently agreed to procedures for such
automated transmission will be ouwtlined in an ICA and Interconnection Sccurity
Agreement (ISA) if appropriate. All associated documentation (newly created and or
existing) will be consistent with and refer back to this MOA.

Special Clags Restrictions: SEVIS information and other SEVIS-related data
pertaining to special protected class individuals covered by the protections of 8
U.S.C. § 1367 (VAWA, 1”7 and “U™ visa) may be provided to NCTC under this
agreement only when authorized and not otherwise prohibited by statute.
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C. SEVIS DATA TRANSFER, PROCESSING AND HANDLING.
NCTC will securely maintain ali SEVIS Data rcceived from DHS.

Loervption and Safeguards: All information provided to NCTC must be protected by
administrative, technical, information security, and physical safeguards approprtate to
the sensitivity of the information, including the encryption {per FIPS 140-2 or a
successor Federal standard) of all P11 and all other For Official Use Only (FOUO)
information held on portable media such as information tapes, compact discs (CDs),
or laptop computers. Information provided to DHS must be protected in the samc
manner.

Records of Transfer: The Parties agree to maintain a log of all information received
and sent, including names of recipients and senders, as well as the date and method of
transfer.

Marking of SEVIS Data: NCTC shall appropriately mark the origin of SEVIS Data
received under this MOA as derived from “ICE SEVP™ when entered into intelligence
reports, TIDI, or other authonzed reports or databases.

Feedback to DHS: NCTC will provide the following information to DHS/ICE
Counterterrorism and Criminal Exploitation Umt (CTCEU) and the DHS/I&A
Watchlisting Cell immediately upon identification of SEVIS Data that constitutes
Terrorism Information:

1. Specific SEVIS Data identified as constituting Terrorism Information;
A list of those agencies to which that SEVIS Data has been disseminated;
Any intelligence reports generated as a result of the use of that SEVIS Data;
and
4. The NCTC POC for each notification.

LV B

The primary mechanism of transmission of this feedback to DHS/ICE and the
DHS/1& A Watchlisting Cell shall be through a CIA Intelligence Report (CIR) cable.
The report should be provided as originally written and NCTC will attempt to provide
an unclassified tear line report to facilitate law enforcement action, if relevant and
practicable. DHS/ICE and the DHS/I&A Watchlisting Cell may request additional
reporting vehicles from NCTC at anytime. In addition, the CIR shall be sent to the
attention of “ICE: Unit Chief CTCEU, Director JIOC, and Deputy Assistant Director
National Security Division.”
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D. USE OF SEVIS DATA,

NCTC Dircetorate of Operations Support, Directorate of Intelligence, and Directorate
of Terrorist Identities will analyze SEVIS Data in conjunction with other data it holds
to determine if any of the SEVIS Data constitutes Terrorism Information, in which
case NCTC will retain the SEVIS Data pursuant to its authorities.

The Directorate of Operations Support:

‘The Directorate of Operations Support is responsible for providing the
counterterrorism community with 24/7 counterterrorism intelligence monitoring,
assessment and notification support. All Directorate of Operations Support’s watch
officers require access to the data because they rotate shifts. The watch officers will
search all NCTC data holdings (1o include SEVIS) for information that can further
enhance knowledge of terrorism threat and travel information in order o conduct
immediate analysis of active threat streams 24/7. The Directorate of Operations
Support will also use SEVIS Data to facilitate a recurrent requirement to vet names
based on new threat information provided to NCTC overnight, which enhances the
counterterrorism community’s awareness of emergent terrorist threats. SEVIS Data
that constitutes Terrorism Information will be used for two products: 1) the NCTC
Datly Spectal Topics, which is an internal NCTC product and will not be coordinated
prior to intermal dissemination; and 2) the NCTC Situation Report (SITRLEP), which
NCTC will coordinate with the DHS NOC prior to dissemination to the extent such
products contain SEVIS Data.

The Directorate of Intelligence (DI):

The DI at NCTC 15 the designated lead within the Intelligence Community (IC) for
all-source counterterrorism analysis and data integration. D analysts on the Pursuit
Team, those involved in the Information Integration Group (I11G), as well as those
involved in targeting terrorists and supporting screening missions will search NCTC
data holdings, to include SEVIS Data, for correlations to terrorism. [I1G will perform
machine correlation of SEVIS Data against all NCTC Terrorism Information
holdings. In addition, the DI analysts will also use SEVIS Data to facilitate recurrent
vetting of Terrorism Information based on new threat-bascd information in order to
detect and prevent emergent terrorist threats. The DI will use derogatory SEVIS Data
in coordination with various types of travel data from multiple government sources to
discover leads to terrorism and travel to countries of concern.
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The D1 is focused on supporting operators in the 1C with tactical intelligence, 1o
include operational leads of possible tervorists and/or violent extremists traveling 1o
the Homeland, and will use SEVIS Data to identify possible future travel of terrorists
or violent extremists, glean additional details on known or suspected terrorists or
violent extremists, enhance watch list records, and include the information in leads
passed to DHS and other partners via cable. If a correlation 1s found between SEVIS
Data and information regarding an emerging terrorist threat, the SEVIS Data,
compiled with other analysis, could be used by the DI in finished intelligence
disseminated to IC partners as part of an ongeing effort to determine the exient and
severity of the threat. NCTC will usc the SEVIS Data to determine any corollary
between students and SEVIS Data and travel to couniries of concern, which could
lead to the identification of Terrorism Information. Any dissemination of SEVIS Data
will be as part of an analytic product provided to IC partners and ICE/CTCEU.

The Directorate of Terrorist Identities (DTT):

The Directorate of Terrorist Identities (DTT) maintains the Terrorist Identities
Datamart Environment {TIDE). Terrorist Identity Analysts and Analytic
Methodologists will search on NCTC data holdings (to include SEVIS) for
information that can further enhance knowledge of known or suspected terrorists.
Analytic Methodologists will primartly search the NCTC data holdings to provide
Identity Analysts subsets of SEVIS to look at if they are correlated with Terrorism
Intformation. Terrorist Identity Analysts will access NCTC data holdings should they
have a question concerning the Analytic Methodologist’s findings. Both will work to
enhance TIDE records with biographic data and verification of fragmentary
nomijnations by using SEVIS Data corrclated with Terrorism Information. This
includes supporting waichlisting and “upgrading" known terrorists to the no fly list
with full dates of birth and names. DTI will need access to the full SEVIS record 1f
the DI Information Integration Group determines that a partial record constitutes
Terrorism Information so DTI analysts can perform further analysis and input the
data, if verified, inte TIDE. D'T'T will provide the DHS Watchlisting Ccll feedback on
any DHS information correlated to a TIDE record.

NCTC may only utilize SEVIS Data that does not constitute Tertorism Information
received under this MOA for the purposes authorized by this MOA. This MOA does
not alter or impair the right of DHS to use any information subject to this MOA in
support of its lawful missions in accordance with its statutory and executive
authorities.
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E. RECORDS RETENTION.

Terrorism Inlormation: NCTC may retain SEVIS Data containing Terrorism Information
in accordance with NCTC authorities and policies, applicable law, and the terms of this
MOA., NCTC will review, refain. and disseminate SEVIS Data it has determined to
constitute Terrorism Information in accordance with procedures approved for NCTC by
the Attorney General in accordance with Section 2.3 of Executive Order 12333 and any
additional terms specified in Appendix C.

Non-Terrorism Information:

FIMAT Individuyals Whose SEVIS Statuy is Initial or Active Are Presumed Non-US Persons
Any F-1, F-2, M-1, M-2, J-1, or J-2 individual whose status in SEVIS is listed as either
“Initial” or Active” is presumed to be a non-U.S. Person for purposes of this MOA.} For
as long as these individuals remain in Initial or Active status, NCTC may retain data
about them subject to NCTC’s authorities and internal retention guidelines for non-U.S.
Person data, but no longcr than the time period that DHS is authorized to retain SEVIS
Data under its records retention schedule (currently 75 years). Once an individual’s
SLVIS status changes to a status other than Initial or Active, they are presumed to be a
U.S. Person and NCTC may only retain such data about them in accordance with the
provisions of this MOA pertaining to U.S. Persons (below).

Individuals Who Are Identified as 1S, Persons

NCTC will promptly notify ICE if it determines from other information that an F-1, I-2,
M-1, M-2, J-1, or J-2 individual (collectively, ¥/M/J individuals) who has an Initial or
Active status is a U.S. Person. ICE will conduct research to confirm the individual’s
status and notify NCTC of the outcome. If ULS. Person status is confirmed, ICE will take
the appropriate steps to terminate the individual from the SEVP program. Upon
receiving notification that an individual has become 4 U.S. Person, NCTC will analyze
the individual’s SEVIS Data to determine if it is Terrorism Information within 180 days
of notification. I'NCTC determines it is Terrorism Infermation, or had previously
determined the information met that definition, it will ensure that the individual’s status
as a []1.8. Person is included or updated in TIDE and other NCTC databases. NCTC will
also Inform the U.S. Terrorist Screcning Center of this change in status so it will be
reflected in the TSDB. This process will be andited as required in Section N of this
MOA.

* The specific data fields in Appendix A that contain the status of these individuals are as follows: (1} for F-1 and
M-1, “Student.StudentBioInfo.SevisStatus™; (2) for F-2 and M-2, “StudentDependent. SevisStatus™; (3) for J-1,
“ExchangeVisitor. EVBiolnfo. SevisStatus”; and (4) for J-2, “ExvDependents.DependentBiolnfo. DepStatus™,
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Al Other Individual/Entity Data in SEVIS Is Presumed to be US Person Data

Except for the F/M/J individuals whose SEVIS status is Initial or Active, all other SEVIS
Data about individuals or entities (including schools, exchange visitor programs,
dependents and employers) is presumed to be U.S. Person data. NCTC will process all
such SEVIS Data within 180 calendar days of receipt from DHS to determine whether a
nexus to terrorism exists, NCTC will purge all SEVIS Records that do not constitute
Terrorism Information within no more thani80 days from receipt of the data from DHS
or from the date NCTC received notification of the status change that triggered the ULS.
Person presumption, whichever is later. This process will be audited as required in
Section N of this Agreement.

Future Identification of U.S. Person Data: The Parties will explore the feasibility of
creating and implementing a process to identify SEVIS Data provided to NCTC about an
individua! who has changed in status from a non-U.S. Person to a U.S. Person {e.g.. when
an Alien adjusts status to become a Lawful Permanent Resident (LPR)), until such time
as a system-to-system connection shall provide automatic notifications of changes in U.S.
Person status.

VAWA, T-Visa, and U-Visa Information: In the event that DHS identifies SEVIS Data
that was sent to NCTC pursuant to this MOA as information protected by 8 U.S.C. §
1367 (VAWA, T-Visa, or U-Visa information), DHS will notify NCTC that the data is
protected information and NCTC will delete the data, unless DHS determines that
disclosure of that information to NCTC is authorized and not otherwise prohibited by
law.

. DISSEMINATION.

NCTC may not disseminate to third parties information derived from SEVIS Data, unless
that data was identified as contamning Terrorism Information. NCTC shall maintain an
electronic copy of the SEVIS Data that was disseminated, to whom, and the purpose for
the dissemination.

If there is a question on SEVIS Data and its relationship to terrorism, NCTC may requcst
in writing that DHS allow the provision of that information to other IC agencies for

further judgment. Upon such a request, DHS will respond to NCTC within ten working
days.
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THIRD PARTY REQUESTS FOR INFORMATION.

Until such time as NCTC determines SEVIS Data to be Terrorism Information, DHS/ICE
will be deemed to have retained control of SEVIS Data provided to NCTC under this
MOA for the purpoescs of the provisions of the Freedom of Information Act, Privacy Act
and any other legal proceeding. Any requests or demands for information received by
NCTC will be referred to DIIS/ICE for processing by or otherwise in coordination with
the appropriate DHS Component(s) or clement(s) with whom the requested data
originated.

SAFEGUARDS.

The Parties agree to maintain rcasonable physical, electronic, and procedural safeguards
to appropriately protect the information shared under this MOA against loss, theft, or
misuse, as well as unauthorized access, disclosure, copying, use, modification or deletion.
Neither Party will use data provided to it under this MOA. in affidavits, subpoenas, or
submissions in legal, judicial, or administrative proceedings unless authorized by the
providing Party.

TRAINING.

The Parties shall be appropriately trained regarding the proper treatment of PII and
proper care of the information systems to ensurc the overall safeguarding of the
information, in addition to applicable U.S. Person rules. Each Party will ensure that its
employees, including contractors with access 1o any of the other Party’s data, have
completed privacy training on the handling of PII. SEVP will provide training to NCTC
personnel on the proper interpretation of the data contained in SEVIS.

DHS/ICE will provide annual and periodic training to appropriate NCTC personnel on
proper interpretation of the data contained in SEVIS and on proper treatment of data from
certain categories which require special handling, such as asylum, refugee, U Visa, T
Visa, VAWA and U.S. Person data.

PRIVACY AND CIVIL LIBERTIES.

The Parties are members of the Information Sharing Environment. Each Party will
conduct its activities under this MOA in accordance with its own Information Sharing
Exchange Privacy and Civil Liberties Protection Policy.

NCTC is the responsible agency for purposes of the Privacy Act concerning any violation
of applicable Privacy Act provisions resulting from NCTC’s treatment, handling,

dissemination, and/or use of SEVIS Data provided under this MOA, and for which
NCTC is solely responsible.
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The collection, use, disclosure, and retention of PIE shall be limited to that which is
necessary for purposes of the Parties as set forth in this MOA. PII shall be protected by
adminisirative, technical and physical safeguards appropriate to the sensitivity of the
information. PTI will only be disclosed to authorized individuals with a need to know and
only for uses that are consistent with the stated purposes under this MOA and for which
the information was originally collected.

NCTC’s Knowledge Repository Privacy Act System of Records Notice (SORN)
(ODNI/NCTC-004), or any successor SORN, will apply to the maintenance, sharing, use,
and disclosure of SEVIS Data retained by NCTC.

. CORRECTION AND REDRESS.

PII shared and maintained under this MOA shall. to the extent feasible, be as accurate,
complete, and up-to-date as necessary for the purposes identified in this Agreement. The
Parties shall cooperate with each other in this regard. NCTC will, in a timely manner,
take appropriate action with regard to any request made by DHS for additions, changes,
deletions, or corrections of PII. In addition, NCTC will, in a timely manner, notify DHS
of any data errors that it discovers.

NCTC shall maintain an ability to locate and update specific SEVIS Data identified by
DHS as requiring correction. Additionally, NCTC shall correct any disseminated
information based on SEVIS Data that is later deemed to be untimely or erroneous.
including U.S. Person status. Location and correction of data stored in NCTC holdings
shall be accomplished in not more than 14 calendar days and NCTC will provide
confirmation to DHS of the corrections made. To this end, NCTC will further request
that all recipients of disseminated SEVIS Data make the appropriate corrections as well
within the same 14 calendar days.

.. COOPERATION AND DECONFLICTION.

The Parties shall work together to the greatest extent possible to achieve the maximum
preventative, preemptive, and disruptive effect on potential threats, including
coordinating simultaneons and complementary activities when appropriate. The Partics
further agree to coordinate operational activities to the greatest possible extent when
based upon the information exchanged pursuant to this MOA. Specifically, each party
shall take all reasonable steps to ensure coordination and de-confliction of homeland
security-related law enforcement or intelligence, or other activities under its authority,
with such activities of the other party.
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Where the Parties have a mutual interest based on information shared pursuant to this
Agreement, the Parties will coordinate with each other to determine the appropriate
course of action. In such matters, unless there are exigent circumstances requiring
immediate action, NCTC will verify information and coordmate with CTCEU before
taking action on leads or disseminating intelligence products developed as a result of
information shared pursuant to this Agreement. In the event of exigent circumstances,
NCTC will notify the Unit Chief of CTCEU or his delegate as soon as possible and no
fonger than 24 hours after taking the action, CTCEU will provide SEVP with an
unclassified briefing of the information provided by NCTC in a timely fashion not to
exceed two weeks after the initial contact.

REPORTING AND COMPLIANCE.

Each organization will report privacy or security incidents in accordance with their own
privacy or security procedures. However, the Parties must notify each other by telephonc
and e-mail of any breach in security, especially those that result in unauthorized use or
disclosure of any PII or other infonmation shared under this MOA. NCTC shall make
such notification in accordance with ODNI Instruction 80.2. NCTC must notify the
DHS/Homeland Sceurity Investigations Information Sysiem Security Manager (1SSM),
the ICF Privacy Officer by telephone at (202) 732-3300 and via e-mail at
ICEPrivacy(@dhs.gov, DHSPrivacylncident@ DHS.GOV, and the SEVIS ISSO by
telephone at (703) 603-3400. DHS will notify NCTC, Information Sharing Policy Office
by telephone at[™ o or the NCTC Legal Office at P00 © o0 o o

To further safeguard the privacy, security. confidentiality, integrity and availability of the
connecled systems and the information they store, process and transmit, the Partics agree
to maintain records of information provided to each other under the terms of this
Agreement consistent with applicable law, as well as established records retention
policics and guidance of the respective Parties.

The Parties shall designate responsible officials to mect annually, or at the request of any
Party. 1o discuss and review the implementation of this MOA. Any disagreement over
the implementation of this MOA shall be resolved in accordance with Section 10 Issue
Resolution, below:.

NCTC must track and report results from the use of SEVIS Data to DHS on a quarterly
basis. The content of these reports are detailed in this MOA’s Appendix B.
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N. AUDITING.

NCTC must perform system audits and ensure that any PII is shared consistent with
applicable laws, regulations, and guidelines.

In order to ensure that data is only used for the purposes described in this MOA, DI1IS
shall havc the right to review NCTC’s audit records as they pertain to DHS data in
accordance with NCTC information security policy and procedures, and to view NCTC"s
audit records and inspect NCTC’s usc of SEVIS Data, Audited events shall include who
has accessed the data, what reports have been generated based on the SEVIS Dama and to
whom the reports have been disseminated. NCTC systems storing and accessing SEVIS
Data shall be Certificd and Accredited in accordance with ICD 503 and shall contain
security controls including auditable events appropriate to the data stored in the systems.

POINTS OF CONTACT.

The individuals responsible for overseeing implementation of this MOA and the
identification and resolution of issues hercunder shall be:

DIS/ICE:

Branch Chief, Information Technology Management Branch
Student and Exchange Visttors Program

SEVP@DIIS.GOV

(703) 603-3400

Unit Chief, Countertetrorism and Criminal Exploitation Unit (CTCEU)
CTCEU@DHS.GOV
(703) 235-3405 or (703) 235-3300

ICE Privacy Officer
ICEPrivacy@dhs.gov
(202) 752-3300

National Counterterrorism Center
(b)(6);(b)3): 50 U.S.C. § 3024 (m)(1)

SEVERABILITY.

Nothing in this Agreement is intended to conflict with current law or regulation or the
directives of the DHS or NCTC. If a term of this Agreement 18 inconsistent with such

authority. then that term shall be invalid, but the remaining terms and conditions of <his
Agreement shall remain in full force and effect.
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NO PRIVATE RIGITT.

This MOA is an inlernal agreement between DHS and NCTC. It docs not crcate or confer
any right or benefit, substantive or procedural, enforceable by any third party against the
Parties, the United States, or the officers, employvees, agents, or associated personnel thereof,
Nothing in this MOA 15 intended to restrict the authority of erther party to act as provided by
law, statute, or regulation, or to restrict any party from administering or enforcing any laws
within its authority or jurisdiction.

FUNDING.

This MOA. is not an obligation or commitment of funds, nor a basis for transfer of funds.
Unless otherwise agreed to in writing. each Party shall bear its own costs in relation to this
MOA. Expenditures by each Party will be subject to its budgetary processes and to the
availability of funds and resources pursuant to applicable laws, regulations, and policies. The
Parties expressly acknowledge that this in no way implies that Congress will appropriate
funds for such expenditures.

ISSUE RESOLUTION,

Throughout the course of this MOA, issues such as scope of the agreement, interpretation of
its provisions, unanticipated technical matters, including improvements, and other proposed
modifications can be expected. Both Parties agree to appoint their respective points of
contact to work in good faith towards resolution.

EFFECTIVE DATE.

The terms of this Agreement will become effective upon the signature of the second party to
this MOA.

MODIFICATION.

This Agreement or any appendices thereto may be modified upon the mutual written consent
of the Parties, which shall be recorded and incorporated into this MOA as a separate
appendix,

TERMINATION.

The terms of this Agreement, as modified with the consent of both Parties, will remain in
effect for three (3) years from the EFFECTIVE DATE. The Agrecment may be extended by
mutual written agreement of the Parties. Either Party upon thirty (30) days’ written notice to
the other Party may terminatc this Agreement.
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14, ENTIRE AGREEMENT.

This MOA, and any concurrently or subsequently approved appendices, constitutes the entire
agreement between the Parties.
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APPROVED BY:

This MOA represents the understanding reached between DHS and NCTC. By signing below,
the Parties have caused their duly authorized representatives to execute this MOA.

FOR THE U.S. DEPARTMENT OF HOMELAND SECURITY

Conpdfreo’ C/2F /o

Caryn A. Wagner néz [Date]
Undersecretagf for Intelligen'e€ and Analysis

Intelligence and Analysis
Department of Homeland Security

ot A § /23 [zor

John P. Woods N [Date]
Deputy Assistant Director

National Security Investigations

Homeland Security Investigations

O6/ty/2ed

Jameg A. Dinkins [Date]
Exécutive Associate Director Investigations

Homeland Security Investigations

U.S. Immigration and Customs Enforcement

Department of Homeland Security

FOR THE NATIONAL COUNTERTERRORISM CENTER
(b)(6):(b)(3): 50 U.S.C. § 3024 (m)(1)
6/2-9///

[Date]

Principal Deputy Director
National Counterterrorism Center
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Appendix A
Exhibit 1: SEVIS F-1/M-1 Record Data Elements Table
Data
XML Element (F-1/0M-1) Data Type | Length Data Definition

The DHS-assigned number given to the

student when he/she entered the United

States and was admitted upon review hy a
Student.Educationalinfo. AdmissionNumber String 11 DHS Inspector. B

Mumber of menths that a person would

normally take to complete the program in
Student.Educationalinfo.LengthOfStudy String 2 which the student is enrolling.

The date on which the student is expected
Student.Educationallnfo.PrgStartDate Date 10 1o begin his/her program. .

The expectad date of completion of the
Student.Educationalinfo.PrgEndDate Date 10 academic or vocational pregram.
Student.Educaticnalinfo.Registrationindicat An indication of whether or not the student
or String 1 has heen registered for school.
Student.Educationalinfo.CurrentSessionEnd The currernt session end date for the
Date Date 10 | student in DD/MM/YYYY format. o
Student Educationalinfo.NextSessionStartD The next session start date for the student
ate Date 10 in DD/MM/YYYY format.

The date the record was changed to the

; associated SEVIS status in DD/MM/YYYY

. Student.StudentBiolnfo.StatusChangeDate __Date 10 format.

- Student.StudentFinancial.FinancialExpense. The estimated average cost for tuition for

[ Tuition fnteger 10 the academic term.

. Student.StudentFinancial. FinancialExpense. The student’s estimated total living

' LivingExpense Integer 10 expenses for one academic term,

: The student’s expenses for his/her
Student.StudentFinancial.FinancialExpense. dependents, if any, during one academic
DependentExp Integer 10 term.

Student.StudentFinancial FinancialExpense. An estimate of any other known student
OtherExp.Amount Integer io expenses, if any, during one academic term,.

The personal funds available to the student
Student.StudentFinancial.Funding.Personal in one academic term to defray his/her
Funds Integer 10 educzational expenses.

The amount of funding, if any, that the

school will provide to the student in one
Student.StudentFinancial.Funding.SchoolFu academic term to help defray educational
nds. Amount Integer 10 expenses,

The amount of funding, if any, that is

available to the student during one
Student.StudentFinancial. Funding. OtherSou academic term from sources not otherwise
rceFunds Amount integer 10 specified.

The amount of funding, if any, the F-1
Student.StudentFinancial, Funding.Employm student will receive from on-campus
entFunds Integer 10 employment,
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The level of education pursued by the

Student. Educationalinfo.Edulevel String 2 student. (Student Education Level Codes)
Student.StudentBiolnfo.SevisStatus String 20 The SEVIS status of the student.
Student.Events.Termination. TerminationRe if in terminated siatus, the reason. {(Student
ason String 2 Termination Codes)
Student.Educationalinfo.PrimaryMajor String 7 ! The student’s primary field of study.
Indicator used to determine primary major
Student primary major CIP indicator String i (CIP} version
The student’s secondary field of study, if
Student.Educationatinfo.SecondMajor String 7 any.
Indicator used to determine secondary
Student secondary major CIP indicator String 1 major {CIP) version
The student’s minor field of study, if
Student.Educationalinfo.Minor String 7 applicable.
Indicator used to determine minor (CIP)
Student minor CIP indicator String 1 version
If reinstaterment has been requested, the
date it was requested in SEVIS, in
Student.Events.ReinstateReqDate Date 10 DD/MM/YYYY farmat.
Student.kvents.120Information.DateSubmitt The date the record was submitted in
ed Date 10 SEVIS, in DD/MM/YYYY format.
Student.Events.Transferinformation. Transf
- erStatus o String 10 If transferring, the transfer status.
The date the record was created in SEVIS, in
Student.RecordCreatedDate Date 10 DD/MM/YYYY format.
Student.StudentBiolnfo.FullName.Suffix String 3 The suffix or title in the student’s name.
Student.StudentBicInfo.FullName.FirstNam
e String 40 The first name of the student.
Student.StudentBiclnfo.FullName.MiddleN
ame String 40 The middle name of the student.
Student.StudentBiolnfo.FullName.LastNam
e String 40 The surname or last name of the student.
The 1D number assigned to the student in
Student.sevisid String 11 SEVIS.
Student.StudentBiolnfo.Gender String 1 The student’s gender.
The visa type for which the form was
Student.StudentBiolnfo.VisaType String 2 issued. {Visa Classes)
The student's date of birth in DO/MM/YYYY
Student.StudentBiolnfo.BirthDate Date 10 format,
The code for the country where the student
Student.StudentBioinfo.BirthCountryCode String 2 was horn. (Country Codes) o
¢ Student.StudentBioinfo.CitizenshipCountry The code for the country where the student
{ Code . String 2z malintains citizenship. (Country Codes)
; The port through which the student last
Student.POEntryinfo.PoriGfEntry String 3 entered the United States. {(POE Codes)
The date on which the student last entered
Studemt,POEmtryinfo.DateOfEntry Date 10 the United States, in DO/MM/YYYY format.
Student.StudentBiolnfo.CountrvofLegalResi Country of legal residence {this will be null  ;
dence String 2 for student records). i
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The date on which the student record was
Student.StudentBiolnfo.DateCreated Date 10 created, in DD/MM/YYYY format.
The date on which the student’s
bipgraphical information was last updated,
Student StudentBiolnfo.DateUpdated Date 10 in DD/MM/YYYY format,
Student.Schoolinformation.SchoolNamae String 1000 | The name of the schoaol that issuad the 1-20.
The name of the campus that issued the |-
Student.Schoollnformation.CampusName String 40 20,
Student.Schoolinformation.Campusaddress
.USAddrl String 60 The first line of the carnpus address.
‘student.Schoollnformation.CampusAddress
USAddr? String =) The second line of the campus address,
Student.Schoollnformation.CampusAddress
I USCity String 60 The city name of the campus address.
! Sxtudent.Schoolinformation.CampusAddres
| 5.USState string 2 The state of the campus address.
© Student.Schoollnformation.CampusAddress
- .USPostalCode String 3 The postal code of the campus address.
The date on which the student record was
Student.RecordLastUpdatedDate Date 10 ¢ last updated, in DD/MM/YYYY format.
i The date on which the student’s status was
Siudent.Events. Termination. TerminationDa updated to Terminated, in DD/MIM/YYYY
te Date it | format.
Student.Events.Transferinformation. Transf An indication of whether the student is
erfype String 3 transferring in or out of the school/campus,
If the student is transferring in, the school
Student.Events. Transferinformation.Transf code of the school the student is
eringSchool String 300 | transferring from.
The type of 1-901 record last received for
Student.Events 1901 RecordTypelndicator String 5 the student (payment or cancellation).
The receipt number of the 1-801 record last
Student.Events.|901.ReceiptNumber ___String 30 received.
The amount of the -901 record last
Student.Events.i901. TransactionAmount String 10 received.
The date on which of the 1-901 record was
Student.Events.1801.DateOfTransaction Date 10 made, in DD/MM/YYYY format.
Student.USAddress.Addressl String 60 The first line of the student’s U.5. address,
The second line of the student’s U.5.
Student.USAddress. Address? String ) address,
The unabbreviated name of the city in the
Student.USAddress.City String &0 student’s U.S. address.
Student.UsAddress. State String 2 The state of the student’s U.5. address.
The postal code of the student’s U.S.
Student.USAddress.PostalCode String 5 address.
The postal routing code of the student’s
StudentUSAddress PostalRoutingCode String 4 U.S. address,
: The first line of the student’s foreign
© Student.ForeignAddress Addressi String 60 | address.
¢ Student.ForeignAddress. Address2 String 60 | The second line of the student’s foreign
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' address.

i The unabbreviated name of the city in the

| Student.ForeignAddress.Cit String 60 student’s foreign address,
The province of the student’s foreign
Student.ForeignAddress,Province String 30 acdress.
The code for the country of the student’s
Student.FareignAddress.CountryCode String 2 foreign address. {Country Codes)
The postal code of the student’s foreign
Student.ForeignAddress.PostalCode String 20 | address.
The code for the port through which the
; student departed the United States. {POE
Student.PGEntryinfo PortOfDeparture i String 3 Codes}
The date on which student last departed
Student.POEntryinfo.DateOfDeparture Date 10 the United States, in DD/MM/YYYY format
Student.POEntryinfo.PassportNumber String 25 The passport number of the student.
The code for the country that issued the
Student.POEntryInfo. PassportissuingCniry String 2 _student’s passport. (Country Codes)
Student.POEntryinfo. VisaNurmber String 25 The visa number of the student.
The daie of when the student’s visa was
Student.POEntryInfo.VisalssueDate ~_Date 10 issued, in DD/MM/YYYY format.
The post code of the country that issued
Student.POEntryinfo.VisalssuingCnlry String 3 the visa. {Visa Post Codes)
i The date a disciplinary action was taken
against the student due to the student
being convicted of a crime, in DD/MIM/YYYY
Student.kvents.Disciplinary.ActionDate Date 10 format.
Student.Events.Transferlnformation.Releas The date on which a student transfer will
elate Date 10 take effect, in DD/MM/YYYY format.

An indicator of whether the student has
Student.Events.StatusChangeRequest String 1 requested a change of status,

If in Cancelled status, the cancelation '
Student.Events.Cancellation.Reason String 2 reason. (Cancelation Reasons) "

The date and time the record was changed
Student.StudentBiolnfo. StatusChangeDateT to the associated SEVIS status, in yyyy-mm-
ime Timestamp 29 ddThh:mm:ss format.

The status of the schoot that issued the
Student.Schoollnformation.SchaolStatus String 9 student’s I-20.
Off-Campus Employment {OCE)

The start date of OCE in DD/MM/YYYY
Student. OffCampusEmployment.StartDate Date 10 format,

: The end date of OCE in DD/MM/YYYY

| Student.OffCampusEmployment.EndDate Date 10 | format,

. Student.OffCampusEmployment.Empioyme The recommendation remarks associated

" ntType String 1000 | with the QCE request,

- Student.OffCampusEmployment. The code for the type of OCE. {employment
EmploymertType ) String 2 - off-campus)
Student.OffCampusEmployment.ReguesiSt The status of the OCE reguest. {Student
atus String 1 Status reguest values)

Gptional Practical Training {OPT)
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The start date of OPT employment in

Student.OPTEmployment.StartDate Date 10 DD/MM/YYYY format.
The end date of OPT employment in
Student.OPTEmployment.EndDate Date 10 DO/MIM/YYYY format.
The name of the employer for the OPT
Student, OPTEmployment.EmployerName String 100 empioyment request.
Student.OPTEmployment.EmployerAddress The first line of the address of the OPT
Addressl. String &0 employer,
Student.OPTEmployment.EmployerAddress The second fine of the address of the OPT
Address2 String 60 employer.
Student.OPTEmployment. EmployerAddress The city of the address of the QPT
:.City String &0 employer.
© Student.OPTEmployment.EmployerAddress ‘The state of the address of the OPT
! State String 2 employer.
| Student.OPTEmployment.EmployerAddress The postal code line of the address of the
.PostalCode String 5 OPT employer,
- Student.OPTEmployment.FullPartTimeindic An indication of whether the employment
! ator String 2 is full or part time.
The status of the OPT request. {Student
. Student.OPTEmployment RequestStatus String 1 Status request values)
Curricular Practical Training (CPT) )
: The start date of CPT employment in '
. Student.CPTEmployment StartDate Cate 10 DD/MM/YYYY format.
The end date of CPT employment in
Student.CPTEmployment.EndDate Bate 10 DD/MM/YYYY format.
Student.CPTEmp-lnoyment‘FuiIPartTimelndic Ar indication of whether the employment
ator String 2 is full or part time.
The name of the employer for the CPT
Student.CPTEmployment.EmployerName String 100 employment request,
Student.CPTEmployment.EmployerAddress. The first line of the address of the CPT
_Addressi String 60 employer,
Student. CPTEmployment.EmployerAddress, The second line of the address of the CPT
Address2 String 60 | employer,
Student.CPTEmployment.EmployerAddress. | The city of the address of the CPT
City string &0 employer. |
Student, CPTEmMployment.EmployerAddress. The state of the address of the CPT
State String 2 employer.
Student. CPTEmployment. EmployerAddress, The postal code line of the address of the
PostalCode String 5 CPT emplovyer,
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Exhibit 2: SEVIS F-2/M-2 Record Data Eiements Table

Data |
XML Element (F-2/M-2) Data Type | Length Data Description i
The relationship of the dependent !
nonimmigrant to the principal ;
StudentDependent. Relationship string 2 nanimmigrant. {spouse o1 child} I‘
StudentDependent.SevisStatus String 20 The SEVIS status of the dependent,
The date the record was changed to the
associated SEVIS status in DD/MM/YYYY
StudentDependent.StatusChangebate Date 10 format.
StudentDependent.Events. Termination.Ter The reason the dependent was terminated.
minationReason String 2 {Dependent Termination Codes)
The date on which the dependent’s status
StudentDependent.Events. Termination.Ter changed to terminated in DO/MM/YYYY
minationDate Date 10 format.
The date and time on which the dependent
StudentDependent.DateTimeCreated Date 10 record was created.
The date and time on which the dependent
StudentDependent.DateTimeUpdated Date 10 record was last updated.
StudentDependent.FullName.Suffix String 3 The suffix or titie in the dependent’s name,
_StudentDependent FullName. FirstName String 40 The first name of the dependent.
StudentDependent.FullName MiddleName String 40 The middle name of the dependent.
The surname or last name of the
StudentDependent.FullName.LastName String 40 dependent. ]
The ID number assigned te the dependent
StudentDependent.dependentSevisid String 11 in SEVIS.
StudentDependent.Gender String 1 The dependent's gender.
The visa type for which the form was
StudentDependent.VisaType String 2 issued. {Visa Classes)
' i The dependent's date of birth in
. StudentDependent BisthDate Date 10 DD/MM/YYYY format.
: : The code for the country where the
i studentDependent.BirthCountryCode String 2 . dependent was born. {Country Codes)
. The code for the country where the
dependent maintains citizenship. {Cauntry
" studentDependent.CitizenshipCountryCode String 2 ! Codes)
StudentDependent.POEntrylnfo.PortOfEntr The port through which the dependent last |
\r String 3 entered the United States. {POE Codes)
The date on which the dependent last
StudentDependent.POEntryinfe.DateCfEntr entered the United States in DD/MM/YYYY
¥y Date 10 format.
The ID number assigned to the dependent’s
StudeniDependent.PrincipalSevisld String 11 principal in SEVIS,
The DHS-assigned number given to the
dependent when he/she entered the
United States and was admitted upen
StudentDependent.AdmissionNumber String 11 review by a DHS Inspector.
StudentDependent.Events.Cancellation.Rea String 2 If in Cancelled status, the cancelation
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StudentDependent.POEntryInfo.PortOfDep

reason. [Student Cancelation Reasons)

The code for the port through which the
dependent departed the United States.

arture String 3 (POE Codes)
StudentDependent.POEntryinfo.DateCGiDep The date on which dependent last departed
arture Date 10 the United States in DD/MBM/YYYY format,
The date and time the record was changed
to the associated SEVIS status, in yyyy-mm-
StudeniDependent.StaiusChangeDateTime | Timestamp 29 ddThh:mm:ss format,

Exhibii 3: SEVIS J-1 Record Data ElemenisTable

Data
XML Element (J-1} | Data Type | Length Data Definition
The code related to the category of the EV
at the time the form was issued. {EV
ExchangeVisitor.Programinfo.CategoryCode String 2 Category Codes)
ExchangeVisitor.EVBiolnfo.SevisStatus string 20 The SEVIS status of the record.
The date the record was changed to the
ExchangeVisitor. EvVBioinfo.SEVISStatusDate associated SEVIS status in DD/MM/YYYY
: Change Date 10 | format.
i ExchangeVisitor. Events.Completion.Comple i The date the status of the EV changed to
tionDate Date 10 Inactive in DD/MM/YYYY format.
The code related to the reason the EV's
ExchangeVisitor.Events.Completion.Comple status changed to Inactive. {EV Completion
tionCode String | 4 Codes)
: | The code related to the reason the EV's
© ExchangeVisitor.Events. Termination.Termin status changed to Terminated. (EV
ationCode String & Termination Codes)
ExchangeVisitar.Events. Termination.Termin The date the status of the EV changed to
ationDate Date 10 Terminated in DD/MM/YYYY format.
ExchangeVisitor. Events. inactivity.InactiveRe The reason the EV's status changed to
ason String 40 Inactive. {FV Completion Codes)
The code related to the EV’s position in
their home country. (Program Position
ExchangeVisitor.Programinfo.PositionCode String 3 Codes}
ExchangeVisitor.Pregraminfo.SubjectField.S
ubjectFieldCede String 7 The code for the subject field.
Indicator used to determine the
Exv CIP indicator String 1 subject/field (CIP) version
The amount of funding the £V received
ExchangeVisitor, EVFinancial.ProgSponFund from the program that is sponsoring
s Integer 10 hirn/her.
ExchangeVisitor.EVFinancial. GovFunds. Rece An indicator if the EV has or has not
IvediUSGovFunds String 1 received funding from the U.S, government.
The code related 1o the first of two U.S.
ExchangeVisitor.EVFinancial.GovFunds.Age government agencies that provided funding
neyCodel String 10 for the EV.
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ExchangeVisitor.EVFinancial GovFunds.Age

The amount of funding the EV received
from the first of two U.5. government

ncyCodelAmt Integer 10 agencies.
The code related to the second of two U.S.
ExchangeVisitor EVFinancial.GovFunds.Age government agencies that provided funding
ncyCode2 String 1¢ for the EV,
The amount of funding the EV received
ExthangeVisitor.EVFinancial, GovFunds.Age from the second of two U.5, government
ncyCode2Amt Integer 10 agencies.
The code related to the first of two
international organizations that provided
ExchangeVisitor.EVFinanciai. IntIFunds.IntiC funding for the EV. {Internaticnai
odel String 10 Qrganizations)
The amount of funding the £V received
. ExchangeVisitor.EVFinancial.intiFunds.intlC from the first of two international
. adelAmt Integer 10 organizations.
The code related to the second of bwo
international organizations that provided
ExchangeVisitor.EVFinancial.Int/Funds.intlC funding for the EV. (International
¢ ode2 String 10 Qrganizations)
| The amount of funding the EV received
ExchangeVisitor.EVFinancial.IntIFunds.IntiC from the second of two international
ode2Amt . Integer 10 organizations.
ExchangeVisitor.EVFinancial. OtherFunds.EV | The amount of funding the EV received
GovFundingAmt Integer 1C from his/her own government.
ExchangeVisitor.Programinfo.ProgramDates The date the program will/did start, in
PrgStartDate Date | 10 DD/MM/YYYY format. .
ExchangevVisitor.Programinfo.ProgramDates The date the program will/did end, in
_PrgkndDate ) Date 10 DO/MM/YYYY format.
1AP-66 form numbers provided to the EV if
the EV started participating in their
ExchangeVisitor.Pregraminfo.ProgramNum program before the beginning of the SEVIS
bers.ExistingFormNbr String 100 system.
ExchangeVisitor.Programinfo.lssueReason The code related to the reason a form was
ode String 5 initially created for an EV.
Indicator if the EV is subject to Section
ExchangeVisitor.Programinfe.Residence.5u 212(e) of immigration and Natianality Act
hj2YrGavFin String 1 due to povernment funding.
Indicator if the EV is subject to Section
212{e) of Immigration and Nationality Act
ExchangeVisitor.Programinfo.Residence.5u due to the EV acquiring a skill that is on the
bjPI1S4484Amended String 1 Exchange Visitor Skills List.
The date the record was submitted in
_ExchangeVisitor Events.SubmissionDate __ Date 10 DD/MM/YYY format.
ExchangeVisitor.Events.Inactivity. Inactivity The date the EV’s status changed to
bate Date i0 Inactive, in DD/MM/YYYY format,
! The date the record was created, in
ExchangeVisitor.RecaordCreatedDate Date 10 DD/MM/YYYY format,
: The date the record was last updated, in
¢ ExchangeVisitor.RecordlastUpdatedDate Date 10 DD/MM/YYYY format.
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ExchangeVisitor.EVBioinfo FullName.Suffix String 3 The suffix of the EV.
ExchangeVisitor.eVBioinfo.FullName. FirsiN
ame String 40 The first name of the EV,
ExchangeVisitor.EVBioinfo.FullName.Middl
eNgme 1 String 40 The middle name of the £V,
ExchangeVisitor.EVBioinfo.FullName.LastNa
me String 40 The last name of the EV.
ExchangeVisitor.sevis|D String 11 The 1D number assigned to the EV in SEVIS.
ExchangeVisitor EVBicInfo.Gender String 1 The EV's gender.
ExchangeVisitor EVBioInfo.OtherBioinfo. Vis The visa type for which the form was
aType String 2 issued. {Visa Classes)

The EV's date of birth in DD/MM/YYYY
ExchangeVisitor EVBiolnfo.BirthDate Date 10 farmat.
ExchangeVisitor.EVBioInfo.BirthCity ; String 50 The city where the EV was born.
ExchangeVisitor EVBioInfo.BirthCountryCod | The code for the country where the EV was
e L String 2 born. (Country Codes)
ExchangeVisitor.EVBiolnfo.CitizenshipCount | The code for the country where the EV
ryCade i String 2 maintains citizenship. {Country Codes)

The port through which the EV last entered
ExchangeVisitor.POEinfo.POECode String 3 the United States. {(POE Codes)

The date on which the EV last entered the
ExchangeVisitor POEInfo.lastEntryDate Date 10 United States, in DD/MM/YYYY format.
ExchangeVisitor.EVBioinfo.PermanentResid The code for the EV's country of legal
enceCountryCode String 2 permanent residence. {Country Codes}
ExchangeVisitor.EVBicInfo.OtherBioinfo.Bio The date on which the EV's record was
CreationDate Date 10 created, in DD/MM/YYYY format.

The date on which the EV's biographical
ExchangeVisitor EVBiolnfo.OtherBioinfo.Bio information was last updated, in
LastUpdatedDate Date 10 DR/MM/YYYY format.

indicator if there is a pending reguest for
ExchangeaVisitor.Events.Adjudicationind String 1 the EV with DoS.

The number related to the program that

issued the EV's form. (includes Program
ExchangeVisitor.Programinfo.Program|D String 9 Serial Codes)
Exchangevisitor.Programinfo.ProgramNam The name of the program that issued the
) String 20 EV's form.
£xchangeVisitor.SiteQfActivity . SiteOf Activit The name of the physicai location where
yName String 120 the EV is participating in the program.
ExchangeVisitor.SiteOfActivity SiteOfActivit The first line of the EV's site of activity
yAddress.USAddri String 60 address.
ExchangeVisitor. SiteOfActivity. SiteOfActivit The second {ine of the EV's site of activity
yAddress. USAddr2 String 60 address.
ExchangeVisitor.SiteOfActivity. SiteOfActivit The city associated with the EV's site of
yAddress. USCity String 60 activity.
ExchangeVisitor. SiteOfActivity. SiteOfActivit The state associated with the EV's site of
vAddress.USState String P activity. .
ExchangeVisitor. SiteQfActivity. Site Of Activit The zip code associated with the EV's site of
vAddress.USPostalCode String 5 activity.
ExchangeVisiter.Events.|901.RecordTypelnd String 5 The type of -801 record last received for
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icator

the EV (payment or cancelation).

ExchangeVisitor.Events.|901.ReceiptNumbe

The receipt number of the 1-901 record tast

r String 30 received.
ExchangeVisitor.Events.|901, TransactionAm The amount of the I-801 record last
out...~ Integer 10 received.
ExchangeVisitor.Events 1901, DateOfTransac The date on which of the 1-901 record was
tion Date 10 made, in DD/MM/YYYY format.
ExchangeVisitor, USAddress Addressl String &0 The first line of the EV’s U.S. address.
ExchangeVisitor. USAddress. Address2 String 60 The second line of the EV’s U.S. address.
The unabbreviated name of the ¢ity in the
ExchangeVisitor.USAddress.City String 60 EV’s 1).5. address.
ExchangeVisitor.USAddress.State String 2 The state of the EV's U.5. address.
The postal code of the student’s U.5.
ExchangeVisitor.USaddress.PostalCode String 5 address. (Postal Codes)
ExchangeVisitor.USAddress.PostalRautingC The postal routing code of the EV's U.S.
ode String 4 address.
ExchangeVisitor.ForeignAddress. Addressl String 60 ' The first line of the EV's foreign address.
ExchangeVisitor.ForeignAddress.address2 String 60 | The second line of the EV's foreign address,
! The name of the city in the EV's foreign
. ExchangeVisitor. ForeignAddress.City String 60 address.
The name of the province in the EY's
ExchangeVisitor. ForeignAddress.Province String 30 foreign address.
ExchangeVisitor.ForeignAddress.CountryCo | The country code in the EV's foreign
de String 2 ¢ address. (Country Codes)
ExchangeVvisitor.ForeignAddress.PostalCode String 20 The postal code in the EV's foreign address.
The code for the port through which the EV
. ExchangeVisitor. POEinfo.PortOfDeparture String 3 departed the United States. [POE Codes)
The date on which EV last departed the
ExchangeVisitor. POEInfo.DateOfDeparture Date 10 United States, in DD/MM/YYYY format.
ExchangeVisitor. POEInfo PassportNumber String 25 The EV's passport number,
ExchangeVisitor. POEInfo.PassportissuingCn The code for the country that issued the
try String 2 passport. (Country Codes)
ExchangeVisitor. POEInfo. AdmissionNumber String 11 The EY’'s admission number.
ExchangeVisitor.POEInfo.VisaNumber String 25 The EV's visa number.
The date the visa was issued, in
ExchangeVisitor. POEInfo VisalssueDate Date 10 DD/MM/YYYY format.
The code for the post that issued the visa.
txchangeVisitor.POEInfo. VisalssuingCntry String 3 {Visa post codes)
An indicatar of whether the £V has a
ExchangeVisitor.Events.StatusChangeReque ! change of status request. {5tudent status
st String 1 reguest vaiues)
The date and time the record was changed
ExchangeVishtor.EVBioinfo.StatusChangeDa to the associated SEVIS status, in yyyy-mm-
teTime Timestamp 29 ddThh:mm:ss format.
ExchangeVisitor.Programinfo.ProgramsStatu The status of the program that the EV is
5 String 9 associated with.
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Exhibit 4: SEVIS J-2 Record Data Elementis Table

Data
XMI. Element {1-2) Data Type | Length Data Definition _
ExvDependents.DependentBioinfo.OtherBi The relationship of the dependent to the EV ;
oinfo.Relationship String 2 (ie., spouse, chiid). {
ExvDependents. DependentBiolnfo.DepStat
us String 20 The SEVIS status of the record.
The date the record was changed to the
Exvhependents.DependentBiclnfo.DepSiat associated SEVIS status, in DD/MM/YYYY
usDateChange Date 10 format.
ExvDependents.Programinfo.ProgramDates The date the program will/did start, in
.PrgStartDate Date 10 DD/MM/YYYY format.
ExvDependents.Programinfo.Programates The date the program wili/did end, in
.PrgéndDate Date 10 DD/MM/YYYY format,
The code related to the reason the
ExvBependents.Events.Termination.Reason dependent’s status changed to Terminated.
Code String 2 {Dependent Termination Codes)
The date the status of the dependent
ExvDependents.Events. Termination. Termin changed to Terminated, in DD/MM/YYYY
ationDate Date 10 format.
The date the record was created, in
i ExvDependents RecordCreatedDate Date 10 DD/MM/YYYY format.
. The date the record was last updated, in
. ExvDependents.RecordLastUpdatedDate Date 10 DD/MM/YYYY format.
. ExvDependents.DependentBiolnfo.FullNam :
e.5uffix String 3 | The suffix of the dependent.
¢ ExvDependents.DependentBiolnfo.FullNam
e FirstName String 40 The first name of the dependent, §
ExvDependents.DependentBicInfo. FullNam
e.LastName String 40 The last name of the dependent.
ExvDependents.DependeniBioinfo.FullNam
e.MiddieName String 40 The middle name of the dependent.
The ID nember assigned to the dependent
ExvDependents.dependentsevisid String 11 in SEVIS.
ExvDependents.DependentBioinfo.Gender String 1 The dependent's gender,
ExvDependents.DependentBioinfo.OtherBi The visa type for which the form was
olnfo. VisaType String Z issued. {Visa Classes)
ExvDependents.DependentBiolnfo. BirthDat | The dependent's date of birth in
& Date 10 DD/MM/YYYY format.
ExvDependents.DependentBiolnfo.OtherBi
olnfo.BirthCity String 60 The city where the dependent was born,
ExvDependents. DependentBicinfo.BirthCou The code for the country where the
ntryCode String 2 dependent was born, {Country Codes)
The code for the country where the
ExvDependents.DependentBicinfo Citizens dependent maintains citizenship. {(Country
hipCountryCode String 2 Codes)
The port through which the dependent last
ExvDependents.PCEinfo.POECode String 3 entered the United States, (POE Codes)
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The date an which the dependent last
. entered the United States, in DD/MM/YYYY
ExvDependents.POEInfo.LastEntryDate Date 10 format.
Exvbependents.DependentBioinfo.OtherBi The date on which the dependent’s record
oinfo.BioCreationDate . Date | 10 was created, in DD/MM/YYYY format.
: | The date on which the dependent’s
txvDependents.DependentBioinfo.OtherBi biographical information was last updated,
- olnfo.BicLastUpdatedDate Date 10 in DO/MM/YYYY format.
i Exvbependents.DependentBioinfo.Principal The ID number assigned to the dependent’s
Sevisld String 11 principal in SEVIS, )
The code rejated to the reason the
ExvDependents.Events.EndStatus.ReasonCo dependent’s status changed to Inactive, {EV
de String 2 Completion Codes)
The date the dependent’s status changed
ExvDependenis.Events.EndSiatus.EndDate Date 10 to Inactive, in DD/MM/YYYY format.
The code for the port through which the
tependent departed the United States,
ExvDependents, POEInfo. PortOfDeparture String 3 {POE Codes)
The date on which the dependent last
departed the United States, in
ExyDependents.POEInfo.DateOfDeparture Date 10 DD/MM/YYYY format.
The date and time the record was changed
ExvDependents.DependentBiolnfo.StatusCh 10 the associated SEVIS status, in yyyy-mm-
angeDateTime Timestamp 29 ddThh:mm:ss format.
ExvDependents. DependentBiocinfo.Perman | The cade for the dependent’s country of
entResidenceCountryCode String 2 iegal permanent residence. {Country Codes)

Exhibit 5: Primary and Foreign Keys

Data
XML Element Data Type | Length Data Definition
NOTE: For Oracle Export and XML
E primary key for sev_dos_exv, foreign key
Cexv id Integer 10 for other tables
: primary key for sev_nonimg_bio; foreing
i nonimg_id fnteger | 10 key for other tables
primary key for sev_student; foreign key for
student_id o B Integer 10 othertables
L : NOTE: For Oracle Export Only _
addr_code Sting L3 Type of address: US, Foreign, Site of Activity 5
doc_type String L35 Type of docurmnent: VISA or PASSPORT
| Type of employment: OPT, OCE, OFF-
EMPMNT_CODE String | 2 CAMPUS
NOTE: For Oracle Export and XML
emp_id integer 10 primary key for sev_student_empmnt
i | NOTE: For Oracle Expart Only

UNCLASSIFIED/FOR OFFICIAL USE

32

DHS-001-0427-001765




DHS-001-0427-001766



UNCLASSIFIED/FOR OFFICIAL USE

issued

VISA_POST_DESC

Visa post description

SEV_LK_EMPMNT

¢ Types of student
! employment

EMPMNT_CODE

Avalue representing an employment type

EMPMNT_DESC

The name of a type of student employment

. Time basis of student

SEV_LK_EMPMNT_T} EMPMNT TIME_ | Avalue representing the time basis of a
ME o ¢ employment CODE student’s employment {fulf time, part time)
i EMPMNT TIME | The name of a time-type of student
DESC employment, i.e. full time or part time

SEV_LK_EXV_CAT

Exv categaries

EXV_CAT_CODE

A code representing the exchange visitor
categaries

EXV_CAT DESC

A category of exchange visitor,

SEV_LK_EXV_COMPLE

TION

Reasons for
completing exv

EXV_COMPLETIO
N_CODE

Completion code for an EV. Why an EV is
completed. CHG is a new status added per
CLAIMS requirements

EXV_COMPLETIO
N_DESC

A reason for an exchange visitors completing
his/her program.

SEV_LK_EXVY_TERMINT

N

Reasons for
terminating Exv

EXV_TERMINTN_
CODE

A code representing the exchange visitor
terminating reason

EXV_TERMINTN_
DESC

A reason for changing an exchange visitor's
stalus to Terminated.

SEV_LK_GENDER

valid values of
gender

GENDER_CODE

A value representing a person’s gender

| GENDER_DESC

The name of a value of Gender

SEV_LK_INTERNATL_O

International

INTERNATL_ORG_

The code representing the international

RG organization ¢ CODE organization
: INTERNATL_ORG_
; DESC The name of an international arganization.
valid reasons for off- ;| OFFCAMPUS_CO
SEV_ LK _OFFCAMPUS campus employment | DE Off-campus employment type code

OFFCAMPUS_DES
C

Off-campus employment type

| SEV_LK_POE

DHS ports of entry

POE_CODE

Portof Entrycode

POE_DESC

Port of Entry Description

List of program
majors

PROG_CLASS CO
DE

Program-of-study class code

| SEV_LK_PROG_CLASS

PROG_CLASS_DES
C

Program class description

CiP_VERSION

Value used to determine the CIP version
{2000 or 2010)

SEV_LK_PROG_POS

Types of program
positions

PROG_POS_CODE

A code representing the position

PROG_POS DESC

A description of a position held by an
exchange visttor in his/her home country, or
a category of positions,

SEV_LK_PROG_STATU

S

Program statuses

PROG_STATUS_C
ODE

A value representing the status of an EV
program.

PROG_STATUS D
ESC

The status of an EV program.
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APPENDIX B

NCTC Reporting Requirements

Pursuant to section 3.M of this MOA, NCTC will report to SEVP and CTCEU the following
information on a quarterly basis:

1.

Number of SEVIS records reviewed.

2. Number of records identified as possible terrorism information reviewed

distinguishing U.S. Person and non-U.S. Person records.

. Number of records confirmed as terrerism information distinguishing U.S, Person,

and non-U.S. Person records.

Number of NCTC intelligence reports created and disseminated based on information
from SEVIS.

Number of TIDE rccords enhanced with SEVIS Data.

Number of SEVIS records matched to terrorism information that are initially deemed
valid that are later determined to be invalid.

Numbecr of SEVIS records removed from or corrected in NCTC holdings.

Number of SEVIS records NCTC deleted after an individual becomes a 11.S, Person
and NCTC has determined to the record does not constitute terrorism information.
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APPENDIX C

NCTC AG Guidelines Implementing Instructions

NCTC will follow all documented instructions as outlined within the memoerandum of agreement
(MOA) between the Attorney General (AG) and the Director of National Intelligence (DNI) on
Guidehnes for Access, Retention, Use and Dissemination by the NCTC - or any successor
procedures subscquently approved by the DNI and AG concerning the access, retention, use, and
dissemination - of terrorism information within datasets indentified as including non-terrorism
information and information pertaining exclusively to domestic terrorism and clauses indentified
within this MOA.

With respect to the Department of Homeland Security’s provision of United States Person,
refugee, or asylee information from SEVIS, NCTC will review and process all the provided
information within 180 calendar days of receipt from DHS to determine whether the information,
in whole or in part, constitutes terrorism information. Records determined to be terrorism
information will be retained, used and disseminated according io the conditions set forth in the
underlying agreement. All other records will be deleted upon a determination that they are not
terrorism records, but not more than 180 days from the date of receipt of the records.
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