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MEMORANDUM OF UNDERSTANDING
BETWEEN
THE DEPARTMENT OF HOMELAND SECURITY
AND
THE NATIONAL COUNTERTERRORISM CENTER
REGARDING

THE ARRIVAL AND DEPARTURE INFORMATION SYSTEM (U/FOUO)

1. (U) INTRODUCTION AND PURPOSE.

2. (U) BACKGROUND.
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(U/FOUQ) At NCTC, the Information and Incidents Analysis Group is responsible for,
among other things, identilying terrorism information from data sets that may also include
non-terrorism information to facilitate the identification of known or suspected terrorists and
terrorist activities. The Terrorist Travel Branch provides all-source strategic analysis on how
terrorists circumvent border controls and provides analytic support to U.S. visitor screcning.
The Pursuit Group was stood up after the December 25", 2009 terrorist attempt to identify
and examine, as carly as possible, leads that could become terrorist threats to the Homeland
and US interests abroad.

(U//FOUO) ADIS is a system for the storage and use of biographic, biometric indicator, and
encounter data on alicns who have applied for entry, entered, or departed the United States.
ADIS consolidates information from various sources such as U.S. Customs and Border
Protection, U.S. Immigration and Customs Enforcement, and U.S. Citizenship and
Immigration Services, to provide a repository of data held by DHS for pre-entry, entry, status
management, and exit tracking of immigrants and non-immigrants. Its primary use is to
facilitate the investigation of subjects of interest who may have violated their immigration
status by remaining in the United States beyond their authorized stays. The information is
collected by, on behalf of, in support of, or in cooperation with DIIS and its components and
may contain personally identifiable information collected by other Federal, State, local,
tribal, foreign, or international government &gﬁ"@?b

(U//FOUQ) ADIS is described in a published Privacy Act System of Record Notice (SORN)
72 FR 47057 (August 22, 2007). Disclosure of ADIS information pursuant to this MOU is
authorized by law and as contemplated under the routine uses set for that SORN: specifically
ADIS Data is being provided to NCTC to facilitate NCTC’s counterterrorism efforts. This
information sharing also aligns with DHS s mission to prevent and deter terrorist attacks.

(U//FOUQ) ADIS includes data collected by DHS pursuant to 8 U.S.C. §§ 1103-1104, 1158,
1187(a)(11), (h)(3), 1201, 1202, 1221, 1225, 1324, 1357, 1360, 1365a, 1365a note, 1365b,
1372,1379, 1732; 8 C.F.R. Part 204, § 215.8, 217.5, 231.1, 235.1; 44 U.S.C. § 44909; 19
CFR 88 122.49a-c; 122.75a-b.The majority of ADIS Data has no nexus to terrorism and is not
terrorism information as defined in both section 1016 of the Intelligence Reform and
Terrorism Prevention Act of 2004, as amended, and Executive Order 13388. As described in
the ADIS SORN, DHS provides visitors to the United States with certain administrative
privacy protections and safeguards of the Privacy Act.

(U//FOUQ) The Partics are members of the Information Sharing Environment (ISE). Each
Party will conduct its activities under this MOU in accordance with its own ISE Privacy and
Civil Liberties Protection Policy.
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5. (U) RESPONSIBILITIES.
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C. (U) USE.
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D. (U) RECORDS RETENTION.
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E. (U) DISSEMINATION.
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. (U) SUPPORT.

G. (U) SAFEGUARDS.

. ) PRIVACY.
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J. (U) CORRECTION AND REDRESS.

K. (U) COOPERATION/DECONFLICTION.

(U) The Parties shall work together to the greatest extent possible to achieve the
maximum preventative, preemptive, and disruptive cffect on potential threats, including
coordinating simultaneous and complementary activities when appropriate. The parties
further agree to coordinate operational activities to the greatest possible extent when
based upon the information exchanged pursuant to this MOU. Specifically, cach party
shall take all reasonable steps to ensure coordination and de-confliction of homeland
sccurity-related law enforcement or intelligence, or other activities under its authority,
with such activities of the other party.

(U) REPORTING AND COMPLIANCE.

(U) Each organization will report privacy or sccurity incidents in accordance with their
own privacy or security procedures. However, the Parties must notify each other
immediately by telephone and ¢-mail once a Party becomes aware of any breach in
security, especially those that result in unauthorized use or disclosure of any PII or other
information shared under this MOU.
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(U) NCTC must perform system audits to identify any security breaches and ensure that
any PII i1s shared consistent with applicable laws, regulations, and guidelines. Where a
privacy or security incident, including the unauthorized disclosure of information
specifically involves data related to asylum seekers, refugee applicants, Asylees, or
Refugees, NCTC must notify USCIS, ICE, and the Chief Privacy Officer, within 24
hours after becoming aware of the incident.

(U) To further safeguard the privacy, security, confidentiality, integrity and availability of
the connected systems and the information they store, process and transmit, the Partics
agree to maintain records of information provided to cach other under the terms of this
Agreement consistent with applicable law, as well as established records retention
policies and guidance of the respective Parties.

(U) The Parties shall designate responsible officials to meet annually, or at the request of
any Party, to discuss and review the implementation of this MOU. Any disagreement
over the implementation of this MOU shall be resolved in accordance with Section 10
Issue Resolution, below,

(U) NCTC must develop methods to track and report results from the use of ADIS data to
DHS on a quarterly basis. The content of these reports will be detailed in this MOU’s
Appendix C.

(U) AUDITING.

(U) Both Parties shall work together to develop review standards to conduct audits of
their compliance with the privacy, redress, and security requirements set forth in this
Agreement. When these review standards are developed, they will be incorporated as an
appendix to this agreement.
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6. (U) POINTS OF CONTACT.

(U) The individuals responsible for overseeing implementation of this MOU and the
identification and resolution of issues hereunder shall be:

Director, Information Sharing and Intelligence Enterprise Management Division
Department of Ilomeland Security

245 Murray Lane SW, Bldg 14,

Washington DC 20528

Assistant Director for Program Integration and Mission Services
National Protection and Programs Directorate/US-VISIT Program
Department of Homeland Security

1616 N. Fort Myer Drive

1lmilon VA 22209

Chief Information Sharing Program Office
National Counterterrorism Center

8. (U)NO PRIVATE RIGHT.
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(U) APPROVED BY:

(U) This MOU represents the understanding reached between DHS and NCTC. By signing
below, the Parties have caused their duly authorized representatives to execute this MOU.

a IOMELAND SECURITY

|Date] | /
cputy Under Secretary lor Intelligence & Analysis
(Plans, Policy, and Performance Management)

AUG 27 200

[Date]

Director
US-VISIT Program

FOR THE NATIONAL COUNTERTERRORISM CENTER

Russell E. Travers [Date]
Deputy Director, Information Sharing and Knowledge Development

(.

Andrew M. Liepman [Date] U
Deputy Director for Intelligence
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(b) (7)(E)
(b) (7XE)
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APPENDIX B (U)

(U) APPENDIX B: ADIS Data Transfer, Processing and Handling Procedures

(U) DELIVERY OF DATA.

UNCLASSIFIED//FOR OFFICIAL USE ONLY

17



UNCLASSIFIED//FOR OFFICIAL USE ONLY

UNCLASSIFIED//FOR OFFICIAL USE ONLY

18



UNCLASSIFIED//FOR OFFICIAL USE ONLY

APPENDIX C (U)

APPENDIX D (U)
(U) APPENDIX D: NCTC AG Guidelines Implementing Instructions

(U) APPENDIX D: NCTC Implementing Instructions for the MOA between the AG and
the DNI on Guidelines for Access, Retention, Use and Dissemination by the NCTC of
Terrorism Information Contained within Datasets Identified as Including Non-terrorism
Information and Information pertaining Exclusively to Domestic Terrorism, November
2008

(U) With respect to the Department of Tlomeland Security’s provision of United States
person, refugee, or asylee information from their Arrival and Departure Information
System, NCTC will review and process all the provided information within 30 calendar
days of receipt from DHS to determine whether the information, in whole or in part,
constitutes terrorism information. Records determined to be terrorism information will
be retained, used and disseminated according to the conditions set forth in the underlying
agreement. Records determined not to constitute terrorism information will be
immediately deleted within 30 days of receipt.
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