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Trade Center and another in the Pentagon. A fourth 
plane crashed in Pennsylvania after being hijacked 
when passengers on board attempted to retake the 
aircraft. Over 3,000 Americans were killed in the 
deadliest terror attack in U.S. history. 

b) 1998 U.S. Embassy Bombings in Africa 

(1) AO operatives conducted simultaneous suicide 
bombings against the U.S. Embassies in Dar es 
Salaam, Tanzania and Nairobi, Kenya. As a result, 
258 people are killed and over 5,000 wounded. 

c) 2002 Attempted "Dirty-Bomb" attack on U.S. 

(1) Jose Padilla, aka Abdullah al-Muhairi, a U.S.C., 
was arrested at Chicago's O'Hare International 
Airport after arriving on a flight from Zurich. Al 
Muhairi had traveled to Pakistan and Afghanistan, 
following his conversion to Islam, and discussed 
the bomb plot with AO leaders. A captured AO 
leader provided information concerning al-Muhairi 
to U.S. intelligence. AI-Muhairi met with AO leaders 
regarding a plan to acquire and detonate a 
radiological device aka a "dirty bomb." 

d) November 2002 Bombing in Mombasa, Kenya 

(1) AO operatives bombed a hotel in Mombasa 
frequented by Israelis, killing 15 and wounding 40. 
AO operatives, on the same day, attempt to shoot 
down an Israeli airliner on take-off from Mombasa's 
airport with a surface-to-air missile. 

e) 2004 Madrid Train Bombings 

(1) Four rush-hour commuter trains in Madrid were 
attacked simultaneously by AO operatives using 
explosives in back-packs detonated remotely via 
mobile phones. 191 people are killed and over 
1,800 wounded. Among the perpetrators were 
individuals of Moroccan, Syrian, Egyptian, Algerian, 
Lebanese, and Spanish descent. 

f) 2005 London Underground Bombings 

(1) AO operatives conduct suicide bombings on a 
London Underground station and bus. The attacks, 
perpetrated by four British Nationals, killed 56 
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people in what became the worst terrorist attack in 
UK history. Later in that month, AO operatives, all 
British Nationals, attempted to blow up three 
commuter trains and a bus in London but the 
bombs failed to detonate. 

g) 2006 Transatlantic Aircraft Pilot 

(1) A group of British men who were allegedly in 
contact with AO leaders began plotting to carry-out 
the near-simultaneous detonation of peroxide­
based liquid explosives by suicide bombers on as 
many as 18 transatlantic flights bound for the U.S. 
and Canada. The plot was disrupted by Britain's 
MIS and the FBI and resulted in the ban on carry-on 
liquids on commercial aircraft. 

e. Al Oa'da in the Arabian Peninsula (AOAP) 

1) Background/Origins/History 

a) AOAP, like its parent AO, is a Sunni j ihadist group which 
follows an ideological strain of Outbist, Salafist, and Takfiri 
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thought. The group was formed in 2009 from the merging 
of AO affiliated groups in Saudi Arabia and Yemen. 

(1) As with the broad AO mandate, AOAP declared its 
intention to establish an Islamic Caliphate and 
implement Sharia law. 

b) Many of AOAP's leaders and founders have strong ties to 
AO and Osama bin Laden. 

(1) Many traveled to Afghanistan in the late 1990's and 
early 2000s to train at AO camps. 

(2) In addition, eventual AOAP leaders were identified 
as being involved in the bombing of the USS Cole 
in 2000. 

c) Since the union of AO branches in Saudi Arabia and 
Yemen under the banner AOAP, the group has carried out 
violent jihadist attacks both domestically and internationally 
in service of Al Qa'ida's ideology. 

(1) Although the group carries out most of its attacks 
inside Yemen, AOAP is widely known for carrying 
out the fatal shooting at the Paris offices of French 
satirical magazine Charlie Hebda in January 2015, 
as well as for its involvement in terrorist plots on 
U.S. soil, including the "Christmas Day Bomber" in 
2009 and the "Times Square Bomber" in 2010. 

d) In 2012, following removal of Yemeni President Ali 
Abdullah Saleh from office, AOAP took advantage of the 
fractured political scene by establishing an insurgency in 
southern Yemen. 

(1) Since Yemen descended into civil war in 2015, 
AOAP has benefited from the political vacuum by 
attempting to develop its own pseudo-state in the 
southern region. 

(2) The civil war has coincidentally strengthened AOAP 
by causing Western forces to withdraw and the 
Yemeni and Saudi Arabia forces to focus on the 
opposing Houthi rebels. 

(3) AOAP has developed a pseudo-state in the 
southern region of Yemen. 

e) The struggle between Iran backed Houthi rebels and the 
Saudi Arabia supported Yemini forces, has resulted in 
AOAP being strengthened by virtue of the vast amount of 
support being given to anti-Houthi forces. 
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Anti-Houthi forces regularly enter into alliances with 
AOAP and turn a blind eye to the group's terrorist 
activities. 

f) Support for AQAP extends to the highest levels of Yemen's 
Government. In fact, several associates of the Saudi­
backed President Mansour al-Hadi have appeared on a 
U.S. Treasury list of global terrorists for allegedly providing 
financial support to, and acting on behalf of, AQAP. 

g) AQAP operates throughout Yemen, primarily in the 
country's southern and central regions. In many of these 
provinces, AQAP governs small pockets of territory with 
sharia (Islamic law) courts and a heavily armed militia. 
AQAP attempts to appeal to the Yemeni people by 
meeting their basic needs and integrating into the local 
population, including by conforming to the local 
governance structures. 

(1) According to a February 2017 report by the 
International Crisis Group, AQAP has successfully 
presented itself as "part of a wider Sunni front 
against Houthi expansion," further providing the 
organization with local allies and room to operate in 
the country. 

h) In addition to controlling large parts of Yemen, AQAP 
poses a significant terrorist threat to Western Countries, 
including the United States. Specifically, the group has 
conducted and attempted to conduct numerous terrorist 
operations worldwide. 

i) In 2012, additional AQAP objectives were enunciated 
which declared the group's primary goals to be: 

(1) The expulsion of Jews and Christians from the 
Arabian Peninsula 

(2) The establishment of the Islamic Caliphate and 
Sharia rule in areas currently governed by 
"apostate" governments in the reg ion 

j) AQAP champions a violent interpretation of "Jihad." In 
doing so the group encourages Muslims to hate the people 
of the West and to indoctrinate that hatred and "love of 
jihad" in their children. 

AQAP is believed to be the AO affiliate most 
ideolo icall similar to AQ's core tenets. 

k) Structure 
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(1) AOAP is hierarchal and has a strong division of 
labor. There is a political leader in charge of overall 
direction of the group, a military chief, and a 
propaganda wing that engages in recruits, provides 
justifications for attacks, and provides spiritual 
guidance. This structure too mirrors AO proper. 

(a) AOAP 's political leader is one of its co-
founders , Oasim al-Raymi. Raymi took 
control following the death of his 
predecessor in a U.S. drone strike. 

(b) AOAP's military branch plans all of its 
violent attacks and insurgent activities 
against the Yemeni Government and 
military. Ibrahim al-Asiri is AOAP's chief 
bomb-maker and is responsible for the 
group's most high-profile bombing attempts 
- 2009 Christmas Day Bomber and 2010 
Times Square Bomber. 

(c) Propaganda for AOAP is conducted via its 
recruiters and publications which includes a 
media channel called ''Al-Ma/ahem. " AI­
Malahem publishes a bi-monthly magazine 
in Arabic for Yemenis and the notorious 
Engl ish language magazine, Inspire, 
directed at its American audience. 

(d) In addition, AOAP publishes a digital 
newsletter, al-Masra, which includes news 
and updates on the entire AO network. 

i. Inspire magazine provides answers 
to questions about AOAP and its 
mission. 

ii. The magazine also has provided tips 
for bomb-making including making 
Vehicle Borne Improvised Explosive 
Devices (VBIEDs) and bombs 
unable to be detected by airport 
security systems. 

iii. The magazine has also published a 
list of targets for supporters, 
sympathizers, and lone-wolves to 
attack in the west. 

iv. The magazine has expanded 
AOAP's reach to people well beyond 
the Arabian peninsula and to people 
who don't speak Arabic. 
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v. AQAP has also used social media 
sites its advantage; the group, 
despite having numerous accounts 
shut down, continues to have a 
standing presence on Twitter. 

(b) Anwar al-Awlaki was a wel l-known, 
American-born, AQAP recruiter who was 
linked to the 2010 Fort Hood shooter, U.S. 
Army Major Nidal Hassan; the shooting 
resulted in the deaths of 13 soldiers. AI­
Awlaki also had contact with AQAP 
operative and Charlie Hebda attacker Cherif 
Kouachi. AI-Awlaki was killed in a U.S. 
drone strike in Yemen in 2011 . 

2) Current Trends 

a) AQAP finances its activities through robberies and 
kidnap/ransom operations. "Hostages" have been referred 
to be the group as a "profitable trade and a precious 
treasure." 

(1) AQAP also participates in gun and drug smuggling 
which has included trafficking opium. 

(2) AQAP also reportedly generated millions of dollars 
through the duration of its control of Yemen's third 
largest port; the group imposes taxes and tariffs on 
passing and entering vessels. 

(3) The group also looted the central bank branch in 
Mukalla, netting an estimated $100 million USO. 
Finally, AQAP gets funding through donations from 
like-minded supporters, mostly in Saudi Arabia. 

b) AQAP is currently competing for recruits with ISIS who 
established an affiliate in Yemen in 2015. AQAP has 
raised its recruiting standards, especially for those coming 
from the West. AQAP has also tried to inspire potential 
recruits to remain in their home countries and undertake 
attacks rather than traveling to fight in Yemen. 

c) AQAP has published and disseminated a previously 
composed training guide called the "Encyclopedia of Jihad" 
(available on the internet as of 2003); the encyclopedia is a 
collection of texts which provide information on: 
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(1) Making explosives 
(2) Using pistols, grenades, mines, artil lery, machine 

guns, and armor-piercing weapons 
(3) Espionage 
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(8) Secure communication 
(9) Reconnaissance 
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3) Notable Attacks/Operations 

a) Charlie Hebda (Paris) - January 2015 
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(1) Charlie Hebda is a satirical magazine which began 
publishing in 1970. The magazine satirizes religion, 
politics, and other topics. 

(2) In 2006, the magazine re-printed controversial 
cartoons of the Prophet Mohammad which 
originally appeared in a Danish Newspaper. 

(3) In 2011 , the satirical publication was firebombed 
after naming the Prophet Muhammad as its "editor­
in-chief." 

(4) Main attackers were brothers Said Kouachi and 
Cherif Kouachi (Known / Suspected Terrorists 
(KSTs) and on the no-fly list) were affiliated with 
AQAP and spent time in Yemen receiving weapons 
and other training from the group. 

(a) (Note: A third attacker, Amedy Coulibaly, 
claimed allegiance to ISIS before being 
killed by pol ice). 

(b) The attackers, armed with guns and 
bulletproof vests, forced their way into the 
Charlie Hebda office in Paris at 
approximately 1130 hours and kill 12 
people. 

(5) Over the next two days, the Kouachi brothers and 
Coulibaly kill two additional police officers (one 
police officer was one of the initial 12 people killed 
at the magazine). The Kouachi brothers and 
Coulibaly take hostages and stand-off with police in 
two different locations in France. Ultimately all three 
attackers and some of the hostages are killed. 

AQAP openly claimed responsibility for the 
attack. 

(6) 201 0 "Times Square Bomber" - the perpetrator, 
Faisal Shahzad, a Pakistani-born naturalized 
U.S.C., parked an SUV loaded with homemade 
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explosives in New York's Times Square. The bomb 
failed to detonate (reportedly due to an incorrectly 
set timer) and he was subsequently arrested at JFK 
while on board a fl ight to Dubai. 

(a) Initially thought to be affiliated with the 
Pakistani Taliban, Shahzad had aligned 
himself with the Pakistani Taliban (TTP) but 
was also found to have drawn inspiration 
from Anwar AI-Awlaki. 

(7) 2009 "Christmas Day Bomber" - the perpetrator, 
Umar Farouk Abdulmutallab, a Nigerian, attempted 
to detonate plastic explosives aboard a Northwest 
Airlines Flight from the Netherlands bound for 
Detroit. Abdulmutallab, known euphemistically as 
the "underwear bomber" told authorities he was in 
contact with AI-Alwaki via the internet and that he 
spent a month at a train ing camp in Yemen, north 
of Sanaa, receiving training from an AO 
bombmaker. 

f. Al-Qa'ida in the Islamic Maghreb (AQIM) 

1) Background/Origins/History 

a) AQIM, like AO at large, is a Sunni jihadist group which 
follows an ideological strain of Qutbist, Salafist, an Takfiri 
thought. It is also known as Jamaat Nusrat al-Islam wal 
Milimeen (JNIM) which name began to be used following 
merger between AQIM and local, smaller salafist groups in 
the region. Despite this, the group still identifies as AQIM 
and is under the direction of AO. 

b) AQIM was first founded in Algeria; its predecessor 
organization was known as Le Groupe Salafiste Pour La 
Predication Et Le Combat (GSPC) also known as the 
"Salafist Group for Preaching and Combat." 

(1) The GSPC was born in 1998 as a splinter group 
from the Armed Islamic Group. 

(2) The group's stated goal was the overthrow of the 
Algerian Government. Specifically, the founders of 
AQIM include Hassan Hattab and Abdelmalek 
Droukdel, both former leaders of GSPC. GSPC 
merged with Al Qaeda (and became AQIM) in 
2007. 

2) Current Trends 
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a) AOIM continues to be based in North Africa and has 
extended its operations from Algeria to the Cote d'Ivoire, 
Mali, Niger, Libya, Mauritania, and Tunisia. The group 
reportedly operates training camps in northern Mali. 

b) AOIM seeks to institute Sharia law in all of its areas of 
operations, much as AO. The group sees secular 
governments in North Africa as apostates left over from 
European colonialism and, as such, illegitimate. 

c) AOIM sustains itself through proceeds gained from 
kidnapping and extortion. Funds are also raised through 
protection rackets, robbery, people and arms trafficking, 
money laundering, smuggling, and the facilitation of drug 
trafficking from South America to Europe. 

d) AOIM also engages in global fundraising operations; this 
includes support garnered from individuals located in 
Western Europe who provided financial and logistical 
support. 

AOIM is also believed to receive support from foreign 
governments, including Iran and Sudan, and AO at large 
which provides further material and financial suooort. 

e) AOIM is believed to have recruited several fighters from 
Abu Musab Al Zarqawi's AOI and, as its operations have 
spread outward from Nigerian, in particular in Mali, Niger, 
and Cote d'Ivoire, has recruited a large number of sub­
Saharan Africans to its ranks. 

f) AOIM leadership has long standing ties to AO and its 
deceased leader and founder, Osama bin Laden. 

g) AOIM has reportedly sent fighters to train with Hezbollah in 
Lebanon and furnished technical assistance to Boko 
Haram fighters in the manufacture of Improvised Explosive 
Devices (IEDs). AOIM's assistance to Boko Haram also 
has reportedly included weapons and funding. 

3) Notable Attacks/Operations 

a) August 2017: AOIM attacks a restaurant in Burkina Faso 
killing 18 people and, on the same day, carries out attacks 
against U.N. Peacekeeping troops in two different locations 
in Mali. 

b) March 2016: AOIM attacks a beach resort in Grand­
Bassam, Cote d'Ivoire. 

HSISAT: National Security_SG_v2a 
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(1) It is the first AO attack in the country and results in 
19 people killed including various foreign nationals 
from Germany, France, Mali, Cameroon, and 
Burkina Faso (landlocked West African nation 
bordered by Mali and Cote d'Ivoire. 
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c) January 2016: AOIM stages simultaneous attacks on a 
hotel and police station in Burkina Faso; 30 people from 18 
different nations are killed. 

d) November 2015: AOIM carries out an attack on the 
Radisson Blu Hotel in Mali in which, during the attack and 
subsequent hostage-taking, 21 people were killed. 

The perpetrators used counterfeit diplomatic 
license lates to ain access to the hotel. 

e) July 2014: French Authorities foil AOIM plot targeting the 
Eiffel Tower, the Louvre, and a French nuclear power 
plant. 

f) September 2012: Attack on the U.S. Embassy in Benghazi, 
Libya by Ansar al-Sharia (AAS) which resulted in the killing 
of U.S. Ambassador J. Christopher Stevens. 

AOIM reportedly linked to the planning of the 
attack and command and control links to AAS 
fighters who carried out the attack. 

g) November 2011: AOIM kidnapped seven people - all 
foreign nationals from France, Sweden, the Netherlands, 
and South Africa - from a Uranium Compound in Niger. 

h) September 201 0: AOIM kidnapped five French Nationals 
working for a Nuclear Company in Niger. 

g. Al-Qa'ida in the Indian Subcontinent (AOIS) 

1) Background/History/Origins 

a) Founded in 2014 by AO leader Ayman Al-Zawahiri 
b) Like AO proper, AOIS follows a Salafist ideology with a 

central tenet of waging "physical j ihad" to impose sharia 
law and establish a caliphate in the Indian subcontinent. 
To that end, AOIS is active not just Afghanistan and 
Pakistan but in India, Burma, Bangladesh (AOIS branch 
referred to a Ansar al Islam), and Kashmi r. 

2) Current Operational Trends 

b)(7)(E) 
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b)(?)(E) 

3) Notable Attacks 

a) September 2014 Attempted Seizure of Pakistani Navy 
Frigate 

h. Al Shabaab 

(1) AQIS operatives attempted to seize control of a 
Pakistani Navy Frigate from which they planned to 
fire missiles at American and other Pakistani 
vessels. The operation involved a small arms attack 
and a suicide bomber. 

1) Background/Origins/History 

a) The group's name translates to "the Youth. " 
b) Sunni extremist group founded in 1996-1997 in Somalia by 

Ibrahim Hai Jaama' Al Afghani; the group grew out of the 
rebel group which fought with the Somalia regime during 
the Somali Civil War of the early 1990s. (Note: Its 
precursor was the extremist group al-ltihad al-lslami [AIAI 
aka Unity of Islam]). 

HSISAT: National Security_SG_v2a 
JUNE 2020 

(1) The group's original goal was to establish a 
"Greater Somalia" under sharia law. The group 
fought a guerilla campaign against Ethiopian 
occupation after Ethiopia, supported by the U.S. 
invaded Somalia and drove lslamist forces out of 
Mogadishu. 

(2) The Ethiopian occupation ended in 2008; the group 
has continued to target Ethiopians and Kenyans, 
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specifically, for its planned attacks outside of 
Somalia. 

c) The group's ideology adheres to many of the radical 
Islamic doctrines; chiefly, Wahabism, Salafism, Qutbism, 
Takfirism. 

The group seeks to establish an Islamic caliphate inside 
Somalia that wi ll eventually grow to encompass the 
entire Horn of Africa. 

d) Al Shabab supports "Takfir" which advocates the ex­
communication of apostates, treats them as non-believers, 
and is used to justify their killing. 

e) The group operates in Somalia, Kenya, Ethiopia, and 
Djibouti and is Al Qaeda's formal affiliate in East Africa; 
pledged allegiance to Al Qaeda in 2012. 

2) Current Operation Trends 

(b )(?)(E) 
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3) Notable Attacks 

a) Muna Hotel Attack- Mogadishu (August 2012): Al Shabaab 
gunmen attack the Muna Hotel disguised as security personnel. 
The resulting two-hour gun battle and suicide bombing kills 32 
people including several members of the Somali parliament. 

b) Westgate Shopping Center Attack - Nairobi, Kenya (September 
2013) : Al Shabaab operatives raided the Westgate Shopping 
Center in Nairobi, Kenya. The shopping center was known to be 
heavi ly frequented by Westerners. 

(1) During the attack and ensuing four-day stand-off, 67 
people were killed and over 200 wounded. 

(2) During the attack and stand-off, AI-Shabaab militants 
would ask victims if they were Muslim and had victims 
prove it by reciting verses of the Quran. Those who 
disclaimed being Muslim or who could not recite the Quran 
were executed. 

c) Somalia Presidential Palace Attack - Mogadishu (February 2014): 
AI-Shabaab militants attack the Somali Presidential Palace with a 
combination of vehicle borne improvised explosive devices 
(VBIEDs) and smal l arms. Fourteen people are killed including 
nine of the attackers. 

d) Truck Bomb Mogadishu City Center (October 2017): An Al 
Shabaab militant detonated a Truck VBIED in downtown 
Mogadishu killing between 320 and 587 people. It was Somalia's 
worst terrorist attack to date. 

8. Prominent Non-Salafist lslamist Terrorist Groups 

a. Hezbollah (translation: "The Party of God") 

1) Background/Origins/History 

a) Shi'a Extremist Group created with the help of Iran in the 
early 1980s under the pretense of fighting foreign 
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occupiers in Lebanon which refuses the right of the Jewish 
State of Israel to exist 

b) Active in Terrorist Attacks against Israelis, the Jewish State 
of Israel, as well as American and Jewish targets around 
the world 

c) Hezbollah resembles a proxy force for the Government of 
Iran (GOI) and receives funding, training, and weapons 
through the Islamic Revolutionary Guard Corps (IRGC). 

d) Consists of a Political Wing and an Armed Wing. Since 
1992, Hezbollah has had a presence and large influence in 
the Lebanese elected government. 

(1) The European Union has designated the Armed 
Wing a Terrorist Organization. 

(2) The Political Wing of Hezbollah was specifically 
exempted from this designation. 

2) Current Trends 

l(b)a}(EJ 

3) Notable Attacks 

a) Responsible for the 1983 US Marine Barracks bombing in 
Beirut; believed to be supported in the attack by Iran and 
Syria. The attack resu lted in the deaths of 241 service 
members. 
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(1) 2003: US District Court Judge finds that Hezbollah 
carried out the attack at the direction of the Iranian 
Government. 

(2) 2007: US District Court orders Iran to pay $2.65 
Billion USO to Survivors and family members of 
service members killed in the 1983 bombing. 

(3) 2010: Lawsuit filed in New York City seeking to 
force the Iranian Government to pay the $2.65 
Billion USO awarded in 2007. 

(4) 2012: Judgment for $2.1 Billion USO formally 
issued by U.S. District Court against Iran. 

(5) 2013: US District Court issues ruling to release 
$1 .75 Billion of Iranian funds, frozen in a New York 
Citibank Account, to set up a fund for victims of the 
1983 bombing. 

(6) 2014: Federal Appeals Court affirms both the 
judgment against Iran and the release of the $1.75 
Billion USO. 
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(7) 2016: US Supreme Court Affirms and rules the 
survivors and families of the 1983 bombing victims 
should be allowed to collect the $1.75 Billion USO. 

a. Background/Origins/History 

1) Official Arabic Full Name: Jama'atu Ahlis Sunn a Lidda'awati wal­
Jihad 

a) Translates as "People Committed to the Propagation of the 
Prophet's Teachings and Jihad" 

b) "Boko Haram": Literal Translation from Arabic means 
"Fake is Forbidden." 

Commonly understood translation from Arabic is 
"Western Education is Forbidden" 

2) Formed in 2002 in Nigeria (Africa's most populous nation) by a 
Salafist cleric named Mohammed Yusuf. 

3) Based in Maiduguri in Northeastern Nigeria 
4) Focused on opposing western education and establishing a 

caliphate in Nigeria. 

I The group operates in Nigeria, Cameroon, Chad, and Niger. 

5) Conducted attacks on Nigerian military and security forces and 
engaged in wholesale kidnappings of children, often girls. Most 
famously, conducted a 2013 kidnapping of 200 school girls from a 
town in Nigeria which captured the world's attention and 
condemnation. 

a) The group also kidnaps school age boys to turn them into 
Boko Haram fighters. Declared a caliphate in the areas of 
Nigeria it controlled in 2009 (Islamic State of West Africa 
Province - ISWAP) and engaged in violence against the 
Nigerian government following the Government's killing of 
Yusuf. 

b) In 2014, the Nigerian military pushed Boko Haram back 
into its regional area of Northeastern Nigeria. 

6) Boko Haram fighters are distinguishable by their facial scars and 
heavy Hausa accents which make them readi ly identifiable to 
other Nigerians. 

7) Affiliated with the Islamic State of Iraq and Al Sham (ISIS). Prior to 
this affiliation, Baka Haram maintained t ies to AQIM. Various Boko 
Haram members had previously trained and fought with AQIM in 
Mali. 
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a) Leader is Abubakar Shekau. 
b) In August 2016, ISIS recognized another individual as 

Boko Haram's leader, Abu Musab Al Barnawi. 

This has factionalized Boko Haram as Shekau 
and Al Barnawi fi ht for control of the rou . 

b. Current Operation Trends 
b)(?)(E) 

c. Notable Attacks 

1) Chibok Kidnapping- Borno State (April 2014): Boko Haram 
kidnapped over 200 girls from a school in Chibok, Nigeria. This 
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Notes: 

kidnapping triggered international condemnation and the "Bring 
Back Our Girls" social media campaign. 

2) Kidnapping of the Wife of the Cameroon Vice Prime Minister (July 
2014): Amadou Ali, a prominent Cameroon political figure and 
spouse to the Vice Prime Minister is kidnapped by Boko Haram 
militants and subsequently released three months later along with 
27 other hostages, presumably in exchange for a ransom paid by 
the Cameroonian Government. 

3) Nigerian Town Seizures (August 2014): Boko Haram begins 
attacking and seizing towns in Nigeria in an attempt to take and 
hold territory in furtherance of the establishment of its own Islamic 
State. 

4) Children Burned Alive (February 2016) : Boko Haram kills and 
burns 86 children alive in response to perceived provocation from 
the Nigerian Government. 

5) Elementary School Attack - Damasak (November 2016): Boko 
Haram militants kidnap approximately 400 people, at least 300 of 
which are elementary school students. 

F. EPO 6: Recognize risk factors and indicators of radicalization and mobilization. 

1. Homegrown violent extremists (HVEs) 

a. Persons of any citizenship who have lived and/or operated primarily in the 
U.S. or its territories who advocate, engage in, or prepare to engage in 
ideologically-motivated terrorist activities (to include providing support to 
terrorism) in furtherance of political or social objectives promoted by a 
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foreign terrorist organization, but is acting independently of direction by a 
foreign terrorist organization. 

l~)(?)(EJ 

b. HVEs can be classified as either "inspired" or "enabled" by foreign 
terrorist organizations (see above discussion concerning directed , 
enabled, and inspired) . 

2. Based on a historical analysis of HVE events by an lnteragency Analytic Focus 
Group formed by the National Counterterrorism Center, the following observable 
behaviors have been identified as possible indicators of an individual's 
preparation to engage in violent extremist activity. 1(b)(?)(E) I 

(b )(7)(E) 

a. 

b. 

~ b)(7)(E) 
Group A Indicators 

b)(7)(E) 

1) 

2) 
3) 
4) 
5) 

Group B indicators -fbl(7l(E) 

rb)(7)(E) I 
1) 

b)(7)(E) 

2) 

3) 

4) 

5) 

6) 
7) 
8) 
9) 

10) 
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14) 
15) 
16) 

17) 
18) 
19) 

20) 

Notes: 

THIS ENDS SESSION 1 
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Class Assianment 
(b)(7)(E) 

SESSION 2 

Class Assignment Presentation 
(b)(7)(E) 

G. EPO 7: Describe the United States' national security architecture and a HSI 
Special Agent's interaction with that architecture on national security­
counterterrorism matters. 

1. Terrorism, as a national security threat, is beyond the scope of any single U.S. 
Government agency to effectively respond and mitigate the threat. As a result, 
counterterrorism is an enterprise effort, requ iring cooperation and coordination 
across a host of U.S. Government agencies. 

a. Central Intelligence Agency (CIA) - As America's principal human 
intelligence (HUMINT) agency, the CIA dedicates significant resources to 
recruiting and running foreign sources to gain insight into the plans, 
intentions, and capabilities of foreign terrorist threats. The CIA primarily 
operates overseas; however, through their National Resources Division, 
they maintain offices in the United States primarily for liaison purposes. 
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HSI maintains liaisons in various CIA divisions, including the 
Counterterrorism Mission Center CTMC . 

b. National Security Agency (NSA) - As America's principal signals 
intelligence (SIGNINT) agency, the NSA has various Targeting Offices of 
Primary Interest (TOPls) focused on terrorism threats. 

c. Federal Bureau of Investigation (FBI) - the FBI is a hybrid law 
enforcement agency and domestic intelligence agency. Within the United 
States, the FBI has primary jurisdiction for all counterterrorism 
investigations. However, the FBI does not have sufficient resources to 
manage the issue alone, so therefore all counterterrorism investigations 
occur under the auspices of the Joint Terrorism Task Forces resident at 
each of the FBl's 56 field offices. 

1) HSI is the single largest contributor of personnel to JTTF outside 
of the FBI. 

2) In FY18, HSI was a contributor in 78% of the 167 terrorist 
disruptions affected by JTTF nationwide. 

3) Almost half of JTTF disruptions employ HSI authorities. 
4) The HSI Headquarters element that has oversight over HSI 

participation on the JTTF is co-located with the FBI Headquarters 
Counterterrorism Division (CTD). 

d. U.S. Special Operations Command (USSOCOM) - a unified combatant 
command under the Department of Defense that has operational control 
over U.S. special operations forces from the various military services 
(U.S. Navy Special Warfare, U.S. Army Special Forces, U.S. Marine 
Raiders, U.S. Air Force Special Operations, and others). 

1) The principal counterterrorism action element for the U.S. 
Department of Defense 

2) Since 9/11 , highly networked with U.S. law enforcement. 
Investigative leads can come from Sensitive Site Exploitation 
(SSE) conducted by SOCOM elements on objectives in conflict 
zones. 

3) HSI has several liaison officers at SOCOM and its subordinate 
elements. 

e. National Counterterrorism Center (NCTC) - NCTC, under the Office of 
Director of National Intelligence, is responsible for the integration and 
analysis of all counterterrorism information. It is staffed by a significant 
number of detailees from FBI and CIA. HSI has liaisons there, as well. 

2. Terrorism databases 

a. Terrorist Identities Datamart Environment (TIDE) 
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1) TIDE is the U.S. government's central repository for known or 
suspected international terrorists (KSTs), and it is maintained by 
NCTC. 

2) (b)(7)(E) 

3) 

4) 

5) 

b.r ..... _)(7-)(-E)--------------------------

3. Terrorist Screening Center (TSC) 

a. TSC was created in 2003 as a result of the 9/11 Attacks. 
b. TSC is a Multi-Agency Center administered by the FBI (the executive 

agency). 

1) Other participants include members of federal law enforcement 
and other IC components. 
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c. TSC is the U.S. Government's Consolidated Counter-Terrorism Watch­
Listing Component and it maintains the Terrorist Screening Database 
(TSDB). 

d. Terrorist Screening Database (TSDB) 

b)(7)(E) 

3) Subset of the TSDB 
b )(7)(E) 

e. Handl ing Codes 

1) 

2) 
3) 

b)(7)(E) 
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f. ~Records 
,.,,.(b..,..,)(?=)(=E,....) --------------------------, 

1) 

4. National Targeting Center (NTC) 

Notes: 

a. 
b. 

C. 
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H. EPO 8: Demonstrate knowledge of HSl's National Security Investigations Division 
(NSID) programmatic areas, NSID policies and procedures, as well as the 
characteristics of NSID investigations. 

1. Characteristics of National Security and Counterterrorism Investigations 
Prosecutions 

a. National Security and Counterterrorism Investigations 
(b)(7)(E) 

2) Fundamental goal of any counterterrorism Investigations is to prevent an 
attack. 

a) The number one priority is to neutralize a subject's ability 
to conduct a terrorist attack. 
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3) Two (2) aspects of national security and counterterrorism investigations 
that differ from other criminal investigations: 

b)(7)(E) 
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~(b-)(?~)(=E-) ----------------------------~ 

2. HSI Headquarters programmatic units and corresponding investigations 

a. Counterterrorism Criminal Exploitation Unit (CTCEU) 

1) CTCEU History 

a) Prior to the events of September 11, 2001 , there was no 
effective system in place to accurately monitor the status of 
foreign students and other visitors in the U.S., with 
disastrous consequences. 

b) The Counterterrorism and Criminal Exploitation Unit within 
the National Security Investigations Unit (CTCEU) is 
responsible for combating security vulnerabilities that are 
criminal in nature or pose a potential threat to the U.S. 

2) CTEU Mission: To prevent terrorists and other related criminals 
from exploiting the nation's immigration system and to expand the 
resource equities within the Intelligence Community (IC) and 
federal agencies. 

a) This goal is accomplished by: 

HSISAT: National Security_SG_v2a 
JUNE 2020 

( 1 ) 

(2) 

(b )(7)(E) 

For Official Use Oo!y 

2021-ICLl-00031 Sup 2719 

Page 77 



Page 2720 

Withheld pursuant to exemption 

(b )(7)(E) 

of the Freedom of Information and Privacy Act 



Page 2721 

Withheld pursuant to exemption 

(b )(7)(E) 

of the Freedom of Information and Privacy Act 



Page 2722 

Withheld pursuant to exemption 

(b )(7)(E) 

of the Freedom of Information and Privacy Act 



Page 2723 

Withheld pursuant to exemption 

(b )(7)(E) 

of the Freedom of Information and Privacy Act 



Page 2724 

Withheld pursuant to exemption 

(b )(7)(E) 

of the Freedom of Information and Privacy Act 



Page 2725 

Withheld pursuant to exemption 

(b )(7)(E) 

of the Freedom of Information and Privacy Act 



Page 2726 

Withheld pursuant to exemption 

(b )(7)(E) 

of the Freedom of Information and Privacy Act 



U.S. Immigration 
and Customs 
Enforcement 

(b)(?)(E) 

6) Visa Life-Cycle Program 
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a) Goal is to allow HSI to continuously monitor, vet, and 
identify any derogatory information on foreign visitors 
which may arise during the validity for their respective non-
. . ' 

b) 

c) 

3. Student Exchange Visitor Program (SEVP) 

a. SEVP Mission: To collect, maintain, and provide reliable information on 
foreign students and exchange visitors present in the U.S. 

1) Established to more effectively manage information on foreign 
students and exchange visitors in the U.S. 

2) Seeks to balance homeland security w ith the desire to continue to 
permit legitimate foreign students and exchange visitors to 
participate in high quality U.S. academic and exchange programs. 

3) Since September 11 , 2001 , SEVP's national security responsibility 
has been strengthened through collaboration with CTCEU, which 
focuses on preventing criminals and terrorists from exploiting the 
nation's immigration system through fraud. 

4) In order to sponsor foreign students and exchange visitors, 
institutions and programs need to apply and be certified by SEVP 
as an entity that can sponsor such individuals. 

5) SEVP is the HSI program that administers SEVIS and conducts 
outreach with the educational community. 
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a) SEVP approves schools and programs for certification to 
enroll nonimmigrant foreign students and cu ltural 
exchange visitors and withdraws such certification when 
the school or program is determined to be no longer 
eligible. 

b) SEVP maintains information on schools/programs that 
apply for certification and those currently certified by 
SEVP: 

Includes the Petition for Approval of School for 
Attendance by Nonimmigrant Student (Form 1-17) 
and su ortin documentation 

c) SEVP is able to audit records to ensure compliance by an 
institution or exchange program and can decertify an 
institution/program for non-compliance. 

d) SEVP has reg ional representatives who are responsible for 
liaising with institutions/programs in their geographic area. 

e) Regulations guiding the certification of schools and 
exchange visitor programs are located at 8 CFR §214 and 
22 CFR §62. 

f) Once certified, Institutions and programs can sponsor 
students/visitors on: 

(1) Nonimmigrant "F" Visas: Student in an Educational 
Program 

(2) Nonimmigrant "M" Visas: Student in a Vocational 
Program 

(3) Nonimmigrant "J" Visas: Cultural Exchange Visitors 

1) The Student & Exchange Visitor Information System (SEVIS) is a 
web-based system that maintains accurate and current 
information on nonimmigrant students (F and M visa), exchange 
visitors (J visa), and their dependents (F-2, M-2, and J-2). 

a) SEVIS enables schools and program sponsors to transmit 
mandatory information and event notifications, via the 
Internet, to OHS and DOS throughout a student's or 
exchange visitor's stay in the U.S. 

2) SEVP is the HSI program that administers SEVIS and conducts 
outreach with the educational community. 

3) The information contained in SEVIS is entered by the various 
academic institutions and exchange visitor programs. 

4) Immigration Status vs. Visa Status 

HSISAT: National Security_SG_v2a 
JUNE 2020 Fo1 Official Use 01 dy 

2021-ICLl-00031 Sup 2728 

Page 86 



U.S. Immigration 
and Customs 
Enforcement 

HSI Academy 

a) It is important to remember that a visa is merely an 
invitation to present oneself at a port of entry and apply 
with CBP for admission. 

b) If one is coming to the U.S. on an F/M/J visa, once 
admitted, the person is eligible to remain in the U.S. as a 
non-immigrant for the duration of their course of study or 
program participation (aka Duration of Status). 

c) The revocation of a non-immigrant's visa after they have 
been admitted and are present in the U.S. does not make 
that person removeable - because they have been 
admitted for the duration of their status. 

A visa revocation would only prevent a non­
immigrant from being re-admitted to the U.S. on 
that visa should they decide to leave - i.e. visa 
has been revoked and the individual no longer 
has the right to present themselves at a POE at 
apply for admission with CBP. 

c. Responsible Officers (ROs) are individuals designated by an exchange 
visitor program to perform duties pertaining to SEVIS. 

1) Though responsible for maintaining exchange visitor's records, 
these individuals are often not physically located where the 
exchange visitor is participating in his/her program. 

d. Designated School Official (DSOs) are individuals selected by an 
academic institution to perform duties pertaining to SEVIS. 

1) DSOs input all data in SEVIS and issue l-20s. 
2) These individuals do not undergo background checks and are not 

vetted by the government. 

I A sample Form 1-20 is in the Trainee Guide. 

e. Certificate of Eligibility for Nonimmigrant Student Status (l-20s) 

1) 1-20 Form is issued by an SEVP participating institution to a 
foreign national applying for enrollment in a program offered by 
that institution. 

2) Receipt of the 1-20 enables the foreign national to apply for a non­
immigrant visa at a U.S. Embassy or Consulate. 

3) Once received, the non-immigrant "F", "M," or "J" visa holder may 
travel to the U.S. and apply for admission with Customs and 
Border Protection at a POE. 

4) Once admitted, the "F," "M," or "J" visa holder can stay in the U.S. 
for the length of time required to complete their program or course 
of study. 
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f. Interplay with CTCEU 

1) SEVP and CTCEU are closely aligned as a large majority of 
CTCEU targets are present in the U.S. as SEVP participants. 

2) SEVIS Exploitation Section (SES) 

a) Section within CTCEU that combats criminal and 
administrative violations of the SEVP 

b) SEVP Analysis and Operations Center (SAOC) 
(b )(?)(E) 

3) The SES carries out its mission by: 
(b)(?)(E) 

4) Indicators of SEVP Institutional (School) Criminal Fraud 

a) 

b) 

c) 
d) 
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o) 
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(b)(7)(E) 

5) HSI SAC offices may request the withdrawal of a school's SEVP 
certification by contacting the CTCEU. 

a) Request must be accompanied by supporting 
documentation outlining the justification for the withdrawal. 

b) Final authority for the withdrawal of a school's certification 
rests with the SEVP School Certification Branch (SCB). 

6) HSI SAC Offices may also request that specific DSO's SEVIS 
access be revoked by contacting CTCEU. 
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a) Request similarly must be accompanied by supporting 
documents outlining the justification for the DSO's 
ineligibility. 

7) Administrative Violations Relative to a Student Status Violator 
b)(7)(E) 

a) 

b) 

g. Family Education Right to Privacy Act (FERPA) and SEVP 

1) FER PA (20 U.S.C. §1232g; 34 CFR Part 99) is a federal law that 
protects the privacy of student education records. 

2) FERPA applies to all schools that receive funds under an 
applicable program of the U.S. Department of Education. 

3) OHS Authority to Collect Information Related to Educational 
Programs. 

a) DHS's authority for collecting information on SEVP 
students is contained in 8 U.S.C. § 1101 and 1184. 

b) The Department of State and OHS use this information to 
determine the eligibility for the benefits requested. 

4) Authorization to Release Information by School 

a) OHS requires SEVP participating schools to provide the 
name, country of birth, current address, immigration status, 
and certain other information on a regular basis or upon 
request. 

b) The student's signature on the Form 1-20 (Certificate of 
Eligibility for Nonimmigrant Student Status) constitutes an 
authorization for release of the student's records to any 
official from OHS. 
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(b)(?)(E) 

4. Human Rights Violator And War Crimes Unit (HRVWCU) 

a. Mission 

1) HSI is the lead federal law enforcement agency charged with 
investigating Human Rights Violators and War Crimes. 

2) HRVWCU was created to place a greater emphasis on 
investigating, prosecuting, and removing individuals who 
committed acts of torture, genocide, extra judicial killings, or 
severe forms of religious persecution. 

3) Core Mission 

a) Deny human rights violators safe haven in the U.S. of by 
utilizing all of HSl's investigative techniques and legal 
authorities to identify, locate, investigate, prosecute and 
remove human rights violators, and war criminals from the 
U.S. 

b) Prevent entry to the U.S. of human rights violators and war 
criminals. 

b. HRVWCU Responsibilities 

1) Identifying suspected human rights violators 
2) Generating investigative leads which are then forwarded to the 

respective HSI field office(s) 
3) Providing intelligence, research, and coordinating intra-agency / 

international investigations 
4) Programmatic oversight of all HSI investigations relating to 

individual human rights violators, war criminals, and/or individuals 
implicated in acts of torture, genocide, or war crimes 

c. Human Rights Violator War Crimes Center (HRVWCC) and its 
Components 

1) HRVWCU is a component of the overarching Human Rights 
Violator War Crimes Center. 

2) HSI is the lead executive agency for the HRVWCC. 
3) Human Rights Law Section (HRLS), a section within ICE's Office 

of the Principal Legal Advisor (OPLA), similarly situated under the 
HRVWCC umbrella 

a) HRVWCC HRLS Historians 
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(1) HRVWCC can provide direct case support to 
ongoing criminal and administrative investigations 
via historians who are available to assist with 
necessary historical research. 

4) The FBl's Genocide and War Crimes Unit (GWCU) also operates 
under the HRVWCC. 

5) HRT3 (Human Rights Violators Targeting and Tracking Team) : 

a) Seeks to identify foreign human rights abusers/war crimes 
suspects, and to "target" them in such a manner that they 
can be identified and properly vetted regarding their 
admissibility under the INA. 

(b)(7)(E) 

d. Human Rights Violations and War Crimes 

1) Substantive Charges are the initial focus of all HRVWC cases 
2) Substantive HRVWV charges include: 

a) 8 U.S.C. 1091 - Genocide 
b) 18 U.S.C. 2340a - Torture 
c) 18 U.S.C. 2441 - War Crimes 
d) 18 U.S.C. 2442 - Recruitment of and/or Use of Child 

Soldiers 
e) 18 U.S.C. 181 - Peonage 

3) When possible, substantive charges can be used separately or in 
conjunction with the charges related to benefit fraud. 

4) If substantive charges cannot be proved or where jurisdiction of 
these substantive offenses cannot or will not be exercised, HSI 
pursues criminal charges related to visa and benefit fraud. 

a) 18 U.S.C. 1546 - Fraud and Misuse of Visa, Permits or 
other Documents 

b) 18 U.S.C. 1425 - Unlawful Procurement of Citizenship or 
Natural ization 

c) 18 U.S.C. 1001 - False Statements or Entries Generally 

HSISAT: National Security_SG_v2a 
JUNE 2020 

2021-ICLl-00031 Sup 2734 

Page 92 



U.S. Immigration 
and Customs 
Enforcement 

d) 18 U.S.C. 1621 - Perjury 

(b)(7)(E) 

e. Administrative enforcement, under INA 

1) Participation in Nazi persecution 

a) § 212(a)(3)(E)(i) 
b) § 237(a)(4)(D) 

2) Genocide 

a) § 212(a)(3)(E)(ii) 
b) § 237(a)(4)(D) 

3) Torture 

a) § 212(a)(3)(E)(iii)(I) 
b) § 237(a)(4)(D) 

4) Extrajudicial Killing 

a) § 212(a)(3)(E)(iii)(II) 
b) § 237(a)(4)(D) 

5) Severe Violations of Religious Freedom 

a) § 212(a)(2)(G) 
b) § 237(a)(4)(E) 

6) Recruitment or Use of Child Soldiers 

a) § 212 (a)(3)(G) 
b) §237(a)(4)(E) 

f. HRVWC Investigations - Lead Development 

HSI Academy 

1) Leads for HRVWC cases can come from a variety of sources. 
2) These include: 
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Demonstration Scenario 
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Trainee Practice 

Review the scenario and answer the questions. 

Practice Scenario 
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