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I. Overview of General Administration

For the General Administration (GA), the Department of Justice (DOJ) requests a total of 586
permanent positions (154 attorneys), 565 FTE (68 reimbursable), and $119.4 million for

FY 2016. This request represents an increase of $7.9 million from the FY 2015 Enactment.
Electronic copies of the Department of Justice’s Congressional Budget Justifications and Capital
Asset Plan and Business Case exhibits can be viewed or downloaded from the Internet using the

Internet address: http://www.justice.gov/02organizations/bpp.htm.

For GA, the primary mission is to support the Attorney General and DOJ senior policy level
officials in managing Department resources and developing policies for legal, law enforcement,
and criminal justice activities. GA also provides administrative support services to the legal
divisions and policy guidance to all Department organizations. GA’s mission supports every
aspect of the DOJ strategic plan. Most GA offices have significant oversight responsibilities that
shape DOJ policy and influence the way the Department works toward meeting each of its
strategic goals.

GA consists of four decision units:
e Department Leadership
o Attorney General, Deputy Attorney General, Associate Attorney General
o Privacy and Civil Liberties
o Rule of Law
o Access to Justice

» Intergovernmental Relations and External Affairs
o Public Affairs
o Legislative Affairs
o Tribal Justice

» Executive Support and Professional Responsibility, and
Legal Policy

o Professional Responsibility

o Information Policy

o Professional Responsibility Advisory Office

O

e Justice Management Division

Department I eadership

These offices develop policies regarding the administration of justice in the United States, and
direct and oversee the administration and operation of the Department’s bureaus, offices, and
divisions to ensure DOJ’s success in meeting its strategic goals. These offices also provide
advice and opinions on legal issues to the President, members of Congress, and the heads of
Executive Departments and Agencies.
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Intergovernmental Relations and External Affairs

These offices conduct legal and policy analysis of the initiatives necessary for DOJ to meet its
strategic goals, and in the many areas in which the Department has jurisdiction or
responsibilities. They also act as liaison with federal, state, local and tribal governments, law
enforcement officials, the media and Congress on Department activities.

Executive Support and Professional Responsibility

These offices plan, develop, and coordinate the implementation of major policy initiatives of
high priority to the Department and to the administration and represent the Department in the
administration’s judicial process for Article III judges. These offices also oversee the
investigation of allegations of criminal and ethical misconduct by DOJ’s attorneys, criminal
investigators, or other law enforcement personnel and encourage compliance with the Freedom
of Information Act.

Justice Management Division (JMD

JMD provides advice to senior DOJ officials and develops departmental policies in the areas of
management and administration, ensures compliance by DOJ components with departmental and
other federal policies and regulations, and provides a full range of management and
administration support services.

For performance reporting purposes, the vast majority of resources for GA offices are included
under:

e Goal Two, Prevent Crime, Protect the Rights of the American People, and Enforce
Federal Law

o Objective 2.6, Protect the federal fisc and defend the interests of the United States

Only the Office of Tribal Justice and Access to Justice are included in:
» Goal Three, Ensure and Support the Fair; Impartial, Efficient and Transparent
Administration of Justice at the Federal, State, Local, Tribal and International Levels
o Objective 3.1, Promote and strengthen relationships and strategies for the
administration of justice with law enforcement agencies, organizations,
prosecutors, and defenders through innovative leadership and programs

Environmental and Sustainability Services (ESS) is a program responsibility that falls under the
Justice Management Division. The duties of this program are:

e To provide guidance for Department compliance on legislation, executive orders, and
other regulations

= To provide leadership and support to DOJ components

e To develop and implement DOJ environmental and energy policies and management
plans

¢ To ensure the Department complies with the DOJ occupational safety and health order

o To represent DOJ at interagency workgroups to meet the various regulatory mandates and

¢ To ensure DOJ participation in the climate resilience and adaptation planning effort

W
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There are four primary Executive Orders (EOs) that govern the activities under ESS areas:

EO 13423 - “Strengthening Federal Environmental, Energy, and Transportation
Management”

EO 13514 — “Federal Leadership in Environmental, Energy, and Economic Performance”
EO 12196 — “Occupational Safety and Health Programs for Federal Employees,” and

EO 13653 — “Preparing the United States for the Impacts of Climate Change”

There are also five key pieces of legislation that guide ESS activities:

Energy Independence and Security Act, 2007

Energy Policy Act (EPAct) of 2005

Environmental Regulations, Title 40 Code of Federal Regulations (C.F.R.), Protection of
Environment, July 1, 2002

The Occupational Safety and Health Act of 1970, and

29 C.F.R. Part 1960, Basic Program Elements for Federal Employee Occupational Safety
and Health Programs

EOs 13514 and 13423 both include sustainable practices which federal agencies are encouraged
to implement. EO 13514 requires federal agencies to annually submit the Strategic
Sustainability Performance Plan (SSPP) to the Council on Environmental Quality (CEQ) Chair
and the Director of the Office of Management and Budget (OMB). The SSPP integrates
previous EOs, statutes, and requirements into a single framework that details the agency strategy
for achieving goals and targets required. The SSPP explains how the agency will progress from
today toward achieving each goal. The Department is going to submit the SSPP on June 30,
2015, and will submit the update in June 2016. There are ten goals and two additional plans
under the Department’s SSPP.

e & & & & o o o & ¢

GOAL 1: Greenhouse Gas (GHG) Reduction
GOAL 2: Sustainable Buildings

GOAL 3: Fleet Management

GOAL 4: Water Use Efficiency and Management
GOAL 5: Pollution Prevention and Waste Reduction
GOAL 6: Sustainable Acquisition

GOAL 7: Electronic Stewardship and Data Centers
GOAL 8: Renewable Energy

GOAL 9: Climate Change Resilience

GOAL 10: Energy Performance Contracts

Additional plans: Fleet Management Plan and Climate Change Adaptation Plan

In addition to having the lead on coordinating efforts to meet the SSPP goals for the Department,
ESS also has responsibility for the following:

Implementing a department-level higher-tier Environmental Management System (EMS)
as the primary management approach for addressing environmental aspects of internal
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agency operations and activities, including environmental aspects of energy and
transportation functions to achieve the sustainability goals.

Coordinating and submitting the SSPP to CEQ/OMB annually in June — submit June 30,
2015, and will submit an update in June 2016.

Submitting an updated Climate Adaptation Plan to CEQ/OMB -- submit June 30, 2015;
strategies for climate change resilience were submitted in the 2014 SSPP.

Implementing an Electronic Stewardship Program to include acquisition, operation &
maintenance and disposal of electronic products.

Submitting Department GHG inventory to CEQ and OMB annually in January — submit
January 31, 2015.

Submitting the Department OMB scorecard semiannually to OMB (January and July) and
following through with bureaus and components for improvement. Submit the OMB
scorecard on January 31, 2015.

Implementing and updating the status of the Energy Savings Performance Contracts
(ESPC) to OMB monthly through the end 0f 2016. Submit the ESPC contracts’ status in
the OMB scorecard on January 31, 2015, and update status monthly into OMB Max.
Responding to internal and external customer concerns regarding environmental, health
and safety program areas.

Working closely with the Procurement Policy and Review Group in the sustainable
acquisitions program area. Monitor Procurement Guidance Document: Requirement to
Incorporate Biobased Terms and Conditions in Solicitations, Electronic Product
Environmental Assessment Tool registered product and Green Acquisition Plan.
Implementing Sustainable Buildings Implementation Plan, Metering Plan and Recycling
& Solid Waste Management Plan.

Leading the safety program for the Offices, Boards, and Divisions.

Composing the annual Department Occupational Safety and Health Administration report
which is submitted to the Department of Labor — submit May 2015.

Conducting safety evaluations for the Bureaus, Offices, Boards, and Divisions.
Providing oversight and acting as a safety resource for all DOJ employees, including
safety training and ergonomic evaluation support.



II. Summary of Program Changes

Dollars

Pos. | FTE | (5000)
Funding and staffing is requested to support
Department the Department’s responsibilities for
Coordination, | coordination and analysis of priority
Analysis and activities, and to ensure sufficient resources 14 12 3,045 21
Compliance are available to address compliance

responsibilities.
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I11. Appropriations Language and Analysis of Appropriations Language
Appropriations Language

For expenses necessary for the administration of the Department of Justice, [$111,500,000]
$119,437,000, of which not to exceed $4,000,000 for security and construction of Department of
Justice facilities shall remain available until expended.

Analysis of Appropriations Language

No substantive changes.
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IV. Decision Unit Justification

A. Department Leadership

Department Leadership DI:l::t Eslt;;rlg te Amount

2014 Enacted . 71 54 17,313
2015 Enacted 72 - 55 18,066
Adjustments to Base and Technical Adjustments ' 485
2016 Current Services 72 55 18,551
2016 Program Increases 4 3 439
2016 R« 76 58 18,990

g

1. Program Description

The Department Leadership decision unit includes:
¢ Office of the Attorney General

Office of the Deputy Attorney General

Office of the Associate Attorney General

Office of Privacy and Civil Liberties

Rule of Law Office and

Access to Justice

The general goals and objectives of the Department Leadership decision unit are:
« Advise the President on Constitutional matters and legal issues involving the execution of the
laws of the United States.
Formulate and implement policies and programs that advise the administration of justice in
the United States.
Provide executive-level leadership in:
+ preventing terrorism
the war on drugs
+ combating violent crimes
investigating and prosecuting fraud and other white collar crimes
+ diminishing prison overcrowding, and
+ enforcing environmental and civil rights laws
Provide executive-level oversight and management of:
* international law enforcement training and assistance
financial institutions reform, recovery, and enforcement programs, and
investigative policy
Coordinate criminal justice matters with federal, state, and local law enforcement and
criminal justice agencies.
*  Prepare and disseminate an 4nnual Report to the Congress and the public regarding the
programs and accomplishments of the Department of Justice.
Develop, review, and oversee the Department’s privacy policies and operations to ensure
privacy compliance.
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The Attorney General (AG), as head of the DOJ, is the nation’s chief law enforcement officer
and is appointed by the President and confirmed by the Senate. The AG furnishes advice and
opinions on legal matters to the President, the Cabinet and to the heads of the executive
departments and agencies of the government, as provided by law, and makes recommendations
to the President concerning appointments within the Department, including U.S. Attorneys and
U.S. Marshals. The AG appears in person to represent the Federal Government before the U.S.
Supreme Court in cases of exceptional gravity or importance, and supervises the representation
of the government in the Supreme Court and all other courts, foreign and domestic, in which the
United States is a party or has an interest as may be deemed appropriate. The AG supervises and
directs the administration and operation of the DOJ, including the Federal Bureau of
Investigation; Drug Enforcement Administration; Bureau of Alcohol, Tobacco, Firearms and
Explosives; Bureau of Prisons; Office of Justice Programs; U.S. Attorneys; and U.S. Marshals
Service.

The Deputy Attorney General (DAG) advises and assists the AG in formulating and
implementing Department policies and programs and in providing overall supervision and
direction to all organizational units of the Department. The DAG is appointed by the President
and confirmed by the Senate and is second in command of the Department. The DAG exercises
all the power and authority of the AG unless any such power of authority is required by law to be
exercised by the AG personally or has been specifically delegated exclusively to another
Department official. The DAG exercises the power and authority vested in the AG to take final
action in matters specifically pertaining to:
o the employment, separation, and general administration of personnel in the Senior
Executive Service (SES) and of attorneys and law students regardless of grade or pay
e the appointment of special attorneys and special assistants to the AG
the appointment of Assistant U.S. Trustees and fixing of their compensation, and
the approval of the appointment by U.S. Trustees of standing trustees and fixing of their
maximum annual compensation and percentage fees as provided in 28 U.S.C. 586 (¢)

The DAG also coordinates departmental liaison with White House staff and the Executive Office
of the President, and coordinates and controls the Department’s reaction to terrorism and civil
disturbances.

The Associate Attorney General (AAG) is appointed by the President and is subject to
confirmation by the Senate. As the third-ranking official of the Department, the AAGisa
principal member of the AG’s senior management team and advises and assists the AG and DAG
on the formulation and implementation of DOJ policies and programs. In addition to these
duties, the AAG oversees the work of the following divisions:

»  Antitrust

o Civil

+ Civil Rights

¢ Environment and Natural Resources, and
o Tax Division
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This office also has oversight responsibility for:
o the Office of Justice Programs
e the Office of Community Oriented Policing Services
+ the Community Relations Service

the Office on Violence Against Women

the Office of Information Policy

the Executive Office for U.S. Trustees, and -

the Foreign Claims Settlement Commission

The Office of Privacy and Civil Libetties (OPCL) supports the Department’s Chief Privacy and
Civil Liberties Officer (CPCLO), who serves in the Office of the Deputy Attorney General and is
the principal advisor to Department leadership and components on privacy and civil liberties
matters affecting the Department’s missions and operations. The CPCLO determines the
Department’s privacy policy and standards, consistent with applicable law, regulation, and
Administration policy. OPCL works with the CPCLO and supports the fulfillment of the
CPCLO’s statutory duties set forth in Section 1174 of the Violence Against Women and
Department of Justice Reauthorization Act of 2005 and Section 803 of the Implementing
Recommendations of the 9/11 Commission Act of 2007. OPCL’s primary mission is to
implement the Department’s privacy policies relating to the protection of individual privacy and
civil liberties, including in the context of the Department’s counterterrorism, cybersecurity, and
law enforcement efforts, and to ensure Department compliance with federal information privacy
laws and requirements. OPCL works with the Administration, Congress, the Privacy and Civil
Liberties Oversight Board, and other executive branch agencies on high priority privacy and civil
liberties issues affecting the Federal Government. OPCL is responsible for:

providing legal and policy guidance on privacy and civil liberties issues
reviewing proposed legislation and initiatives that impact privacy issues
providing privacy training

reviewing privacy redress and complaint issues, and

fulfilling the Department’s various privacy reporting requirements

In March 2007, pursuant to his responsibilities under 22 U.S.C 3927 and 2656, the U.S.
Ambassador in Irag reorganized all civilian and law enforcement efforts supporting Rule of Law
in Iraq under a single authority, and named a senior Justice Department official as the Rule of
Law (ROL) Coordinator at the Embassy. The ROL Coordinator provided oversight for more
than 80 personnel under Chief of Mission authority, coordinated these efforts with United States
Forces-Iraq to ensure a unified effort, and served as an advisor to the Ambassador on justice-
related issues. In December 2011, with the final withdrawal of all U.S. forces from Iraq and the
normalization of the U.S. Embassy in Baghdad, DOJ made the transition from the leadership role
for ROL development in Iraq under the DOJ-led Office of the ROL Coordinator to a smaller,
more-focused mission supervised by the Office of the Justice Attaché. The Justice Attaché
position is the senior DOJ official in Iraq (deployed from the Office of the Deputy Attorney
General (ODAG)) and is responsible for the Embassy’s liaison relationship with the Iraqi court
system and the Ministry of Justice, Iraq-related operational matters within Iraqi or U.S. courts,
and the coordination of DOJ-implemented capacity building programs.

10
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The primary focus of the Access to Justice Initiative is to help the justice system efficiently
deliver outcomes that are fair and accessible to all, irrespective of wealth and status. The
Initiative’s staff works within DOJ, across federal agencies, and with state, local, and tribal
justice system stakeholders to increase access fo counsel and legal assistance and to improve the
justice delivery systems that serve people who are unable to afford lawyers.

B. Intergovernmental Relations/External Affairs

Intergovernmental Relations/External Affairs D}:rect Estimate Amount
0S. FTE
2014 Enacted 50 38 9,393
2015 Enacted 52 44 9,393
Adjustments to Base and Technical Adjustments 1 1 1,499
2016 Current Services 53 43 10,892
2016 Program Increases 1 1 374
2016 Request 54 46 11,266
Total Change 20152016 S IR W)

1. Program Description

The Intergovernmental Relations/External Affairs decision unit includes:
» Office of Public Affairs
e Office of Legislative Affairs and
s Office of Tribal Justice

The general goals and objectives of the Intergovernmental Relations/External Affairs decision

unit are to:

« Improve the process of reviewing and clearing through the Department legislative proposals
initiated by other agencies within the Administration.

« Maintain an efficient and responsive legislative liaison service operation.

« Provide support in advancing the Administration's overall legislative agenda.

« Assure policy consistency and coordination of Departmental initiatives, briefing materials,
and policy statements.

» Disseminpate timely, accurate information about the Department, the AG and the
Administration’s law enforcement priorities, policies and activities to the media and the
general public.

» Enhance and promote the enforcement goals of the Department by distributing news releases,
coordinating press conferences, telephone and video conferences to announce indictments,
settlements, and statements on civil rights, environmental, criminal, antitrust, and other
Department enforcement activities.

+ Ensure that all applicable laws, regulations and policies involving the release of information
to the public are followed so that material is not made public that might jeopardize
investigations and prosecutions, violate rights of defendants or potential defendants or
compromise national security interests.

« Promote internal uniformity of Department policies and litigating positions relating to Indian
country.

1t
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Advise Department components litigating, protecting or otherwise addressing Native
American rights and/or related issues.

The Office of Public Affairs (PAO) is the principal point of contact for DOJ with the media.
PAO is responsible for ensuring the public is informed about the Department’s activities and the
priorities and policies of the AG with regard to law enforcement and legal affairs. Its staff
advises the AG and other Department officials on all aspects of media relations and general
communications. PAO also:
¢ coordinates with the public affairs units of Departmental components and U.S. Attorneys
Offices
e prepares and issues Department news releases and frequently reviews and approves those
issued by components
e serves reporters assigned to the Department by responding to queries, issuing news
releases and statements, arranging interviews and conducting news conferences
o ensures that information provided to the media by the Department is current, complete
and accurate, and
» ensures that all applicable laws, regulations and policies involving the release of
information to the public are followed so that the maximum disclosure is made without
jeopardizing investigations and prosecutions, violating rights of individuals or
compromising national security inferests .

The Office of Legislative Affairs (OLA) has responsibility for devising and implementing
legislative strategies to carry out Department initiatives that require congressional action. OLA
also articulates the views of the Department and its components on proposed legislation and
handles the interagency clearance process for the Department with respect to views letters,
congressional testimony, and other expressions of Administration policy. OLA responds on
behalf of the Department to requests and inquiries from congressional committees, individual
Members of Congress, and their staffs. It coordinates congressional oversight activities
involving the Department and the appearance of Department witnesses before congressional
committees. OLA also participates in the Senate confirmation process for Federal judges and
Department nominees, including Assistant Attorneys General and United States Attorneys.

There are over 54 million acres of Indian country, the majority of which is under federal
jurisdiction. Hundreds of federal cases, in addition to other conflicts needing resolution are
generated in this area each year. The Office of Tribal Justice (OTJ) is responsible for serving as
the primary point of contact between the 566 federally recognized tribes and the Department in
these matters. OTJ coordinates these complex matters, the underlying policy, and emerging
legislation between more than a dozen DOJ components active in Indian country. External
coordination with numerous federal agencies, including the Departments of Interior, Health and
Human Services, and Homeland Security, as well as the Congress is another of OTJ’s duties.
OT1J also provides legal expertise in Indian law to the Department in those matters that progress
to the Appellate level, or issues being considered for legislation.

12
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C. Executive Support/Professional Responsibility

Executive Support/Professional Responsibility Dx:l:;d Es;:?l;\ te Amount

2014 Enacted 64 52 12,513
2015 Enacted 65 57 13,260
Adjustments to Base and Technical Adjustments ) 410
2016 Current Services 65 57 13,670
2016 Program Increases 9 8 1,735
2016 R t 74 65 15,405

|:Total ¢ 20152016 2,145

1. Program Description

The Executive Support/Professional Responsibility decision unit consists of:
Office of Legal Policy

Office of Professional Responsibility

Office of Information Policy, and

the Professional Responsibility Advisory Office

The general goals and objectives of this decision unit are to:

« Improve the Department's efficacy in providing substantive and timely input on the
Administration's law enforcement initiatives as well as other legislative proposals affecting
Department responsibilities.

« Handle the processing of judicial and other nominations efficiently and responsively.

« Oversee the investigation of allegations of criminal and ethical misconduct by the
Department’s attorneys, criminal investigators, or other law enforcement personnel.

« Assist Department components in processing Freedom of Information Act (FOIA) requests
from the public, as well as promote effective FOIA operations across the Executive Branch.

The Office of Legal Policy (OLP) develops and coordinates the implementation of policy
initiatives of high priority to the Department and the Administration; represents the Department
in the Administration’s judicial process for Article 11! judges; and reviews and coordinates all
regulations promulgated by the Department and its components. OLP is headed by an Assistant
Attorney General who is appointed by the President and confirmed by the Senate. OLP also
absorbed the functions of the Office of Dispute Resolution (ODR) in FY 2012 from the General
Legal Activities appropriation. The mission of ODR is to promote and facilitate the broad and
effective use of alternative dispute resolution processes in settling litigation handled by DOJ and
in resolving administrative disputes throughout the Executive Branch.

The Office of Professional Responsibility (OPR), which reports directly to the AG, is responsible
for investigating allegations of misconduct by DOJ attorneys in their duties to investigate,
represent the government in litigation, or provide legal advice. In addition, OPR has jurisdiction
to investigate allegations of misconduct by law enforcement personnel when they are related to
allegations of attorney misconduct within the jurisdiction of OPR. OPR’s primary objective is to

i3
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ensure that DOJ attorneys continue to perform their duties in accordance with the high
professional standards expected of the nation’s principal law enforcement agency. OPR is
headed by the Counsel for Professional Responsibility, who is a career government official.
Under the Counsel’s direction, OPR reviews allegations of attorney misconduct involving
violation of any standard imposed by law, applicable rules of professional conduct, or
departmental policy. When warranted, OPR conducts full investigations of such allegations and
reports its findings and conclusions to the Attorney General and other appropriate Department
officials. OPR also serves as the Department’s contact with state bar disciplinary organizations.
The objectives of OPR are different from the Office of the Inspector General (OIG) in that OPR
focuses on allegations of misconduct which affect the ability of the Department to investigate,
litigate, or prosecute, while the OIG focuses on allegations of waste and abuse and other matters
which do not implicate the ability of the Department to investigate, litigate or prosecute.

The Office of Information Policy {OIP) was established to provide guidance and assistance to all
government agencies in administering the Freedom of Information Act (FOIA). Originally part
of the Office of Legal Counsel and later the Office of Legal Policy, OIP became an independent
office in 1993. OIP is responsible for encouraging agency compliance with the FOIA and for
overseeing agency implementation of that law. To carry out those responsibilities OIP develops
legal and policy guidance for agencies, publishes the Department of Justice Guide to the FOIA,
conducts multiple training sessions, and provides counseling services to help agencies properly
implement the law. OIP also establishes reporting requirements for all agencies and conducts
assessments of their progress in implementing the FOIA. In addition to these government-wide
responsibilities, OIP adjudicates, on behalf of the Department, administrative appeals from
denials of access to information made by the Department’s components, processes initial
requests made for the records of the Senior Leadership Offices, and handles the defense of
certain FOIA litigation cases.

The Professional Responsibility Advisory Office (PRAO) is responsible for providing
professional responsibility advice and training to all Department attorneys, including United
States Attorneys andAssistant United States Attorneys, on how they may carry out their duties in
compliance with the applicable rules of professional conduct. PRAO serves as a liaison with
state and federal bar associations relating to the implementation and interpretation of the rules of
professional conduct. PRAQ coordinates with the litigating components of the Department to
defend all Department attorneys in any disciplinary or other hearings concerning allegations of
professional misconduct. PRAO assembles and maintains the professional responsibility rules,
interpretative decisions and bar opinions of every state, territory and the District of Columbia,
PRAO’s Director is a career government senior executive.

14
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D. Justice Management Division

. .., Direct Estimate Amount

Justice Management Division Pos. FTE

2014 Enacted 382 309 ;. 70,781

2015 Enacted 382 328 70,781

Adjustments to Base and Technical Adjustments 2,498

2016 Current Services 382 328 73,279

2016 Program Increases 497
73,776

1. Program Description

The Justice Management Division (JMD), under the direction of the Assistant Attorney General
for Administration, provides advice and assistance to senior management officials relating to
basic Department policy for budget and financial management, personnel management and )
training, facilities, procurement, equal employment opportunity, information processing, records
management, security, and all other matters pertaining to organization, management and
administration. JMD provides direct administrative support services such as personnel,
accounting, procurement, library, budget, facilities and property management to offices, boards
and divisions of the Department and operates several central services, such as automated data
processing and payroll, on a reimbursable basis through the Working Capital Fund. The
Division collects, organizes, and disseminates records information that is necessary for the
Department to carry out its statutory mandate and provides general research and reference
assistance regarding information to Department staff, other government attorneys, and members
of the public.

The major functions of JMD are to:

« Review and oversee management functions, programs, operating procedures, supporting
systems and management practices.

* Supervise, direct, and review the preparation, justification, and execution of the
Department’s budget, including the coordination and contro! of the programming and
reprogramming of funds.

Review, analyze, and coordinate the Department’s programs and activities to ensure that the
Department’s use of resources and estimates of future requirements are consistent with the
policies, plans, and mission priorities of the Attorney General.

« Plan, direct, and coordinate department-wide personnel management programs and develop
and issue department-wide policy in all personnel program areas.

Direct department-wide financial management policies, internal controls, programs,
procedures, and systems including financial accounting, planning, analysis, and reporting.
Formulate and administer the GA appropriation of the Department’s budget.

« Plan, direct, administer, and monitor compliance with department-wide policies, procedures,
and regulations concerning:
* records

15
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reports
+ procurement
+ printing
graphics

audiovisual activities
+ forms management
+ supply management
motor vehicles
« real and personal property
space assignment and utilization
+ employee health and safety programs, and
+ other administrative services functions

Direct all Department security programs including:
personnel

» physical

» document

» information processing

+ telecommunications, and
special intelligence

Formulate and implement Department defense mobilization and contingency planning.
Review legislation for potential impact on the Department’s resources.

Establish policy and procedures related to debt collection and asset forfeiture.

Develop, direct, coordinate, and monitor compliance with department wide policies and
programs for implementing an effective and viable equal employment opportunity program
that includes affirmative employment initiatives and procedures for the timely and equitable
processing of discrimination complaints.

Direct the Department’s ethics program by administering the ethics laws and regulations and
coordinating the work of the deputy ethics officials throughout the Department, including
issuing advice, providing ethics briefings, and reviewing financial disclosure reports.

16
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Performance, Resources, and Strategies

The mission of IMD is “Serving Justice by Securing Results with Strategic Counsel.” JMD’s
performance measures are centered on our mission and organized in the following performance
areas:

» Human Capital - to recruit, hire, train, appraise, reward, and retain a highly qualified and
diverse workforce to achieve DOJ’s mission objectives.

+ Budget and Performance - to manage DOJ resources using integrated budget and
performance criteria.

Secure and Consolidated Facilities - to maximize space utilization and ensure safe and secure
facilities.
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V. Program Increases by Item
Item Name:

Strategic Goal:

Strategic Objective:
Budget Decision Unit(s):

Organizational Program:

23

Department Coordination, Analysis & Compliance

Strategic Goal 2 and 3
Objective 2.6 and 3.1

Department Leadership, Intergovernmental
Relations/External Affairs, Executive Support/Professional

Responsibility, Justice Management Division

Multiple — See Table Below

Program Increase; Positions 14 Atty 7 FTE _12 Dollars

Description of Item

$3.045.000

Funding and staffing is requested to support the Department’s responsibilities for coordination
and analysis of priority activities and to ensure sufficient resources are available to address

compliance responsibilities.

Support of the Department’s Strategic Goals
The request supports Objective 2.6 “Protect the federal fisc and defend the interests of the United
States,” which is included in Strategic Goal 2, and Objective 3.1 “Promote and strengthen
relationships and strategies for the administration of justice with law enforcement agencies,
organizations, prosecutors, and defenders through innovative leadership and programs,” which is

included in Strategic Goal 3.

Justification

This program increase will fund the following critical enhancements which are housed in the
General Administration appropriation but support the entire Department of Justice:

Initiative Name Decision Positions | FTE Dollars

Unit (3000)
Privacy Compliance Unit DL 3 2 327
Access to Justice DL i 1 112
Tribal Justice IREA 1 1 240
Legislative Affairs IREA 0 0 134
Professional Responsibility ESPR 2 1 223
Data Analysis ESPR 7 7 1,512
Cross-Agency Priorities Transfer to GSA JMD 0 0 497
TOTAL 14 12 3,045

Privacy Compliance Unit

The privacy laws, including the Privacy Act of 1974 and the E-Government Act of 2002, were
enacted to ensure that federal agencies reviewed and assessed key privacy issues at the outset of
an agency program or system and memorialize the issues identified, assessed, and mitigated in
privacy documentation to provide notice and transparency to the public. With additional staff,
the Department could help ensure that sufficient resources are dedicated to the compliance of
these important statutory requirements.

21




24

The Office of Privacy and Civil Liberties (OPCL) has only three staff attorneys to address all of
the Department’s privacy compliance matters. The Department’s privacy compliance work
consists primarily of administrative law work, which necessarily requires numerous drafts and
reviews of documents for publication in the Federal Register, the Code of Federal Regulations,
and the Department’s website.

The privacy compliance unit would be comprised of 3 dedicated compliance attorneys with
support as needed from existing staff. Providing funding and staffing for the new privacy
compliance unit would permit the existing staff to fulfill the duties of the growing list of new
privacy and civil liberties initiatives in which OPCL is asked to participate.

OPCL’s funding request will directly enhance the Department’s ability to meet or exceed
the Department’s performance targets. It will help the Department comply with its
statutory privacy laws and requirements in a timely and efficient manner. And, it will
allow OPCL and the Department to adequately be represented at key Administration-led
reviews and inter-agency committees. These committees work on issues to improve the
US government’s protection of privacy and civil liberties that are deeply important to the
Department and the American public.

Access to Justice

The Access to Justice Initiative (ATJ) strives to address the access-to-justice crisis in the
criminal and civil justice system. ATJ’s mission is to help the justice system efficiently deliver
outcomes that are fair and accessible to all, irrespective of wealth and status. The Initiative’s
staff works within DOJ, across federal agencies, and with state, local, and tribal justice system
stakeholders to increase access to counsel and legal assistance and to improve the justice delivery
systems that serve people who are unable to afford lawyers.

The addition of one attorney would enable ATJ to:

» Expand efforts to file Statements of Interest and amicus briefs in cases that align with the
Department's commitment to the constitutionally protected right to counsel and other
access to justice issues,

¢ Identify new opportunities for cross-agency collaboration where two or more agencies
are working with the same vulnerable populations also helped by civil legal aid programs
(continuing the work of the 18-federal agency Legal Aid Interagency Roundtable jointly
convened by the Associate Attorney General and the White House Domestic Policy
Council). The new staff member would work with agencies to identify programs,
initiatives and activities where integrating legal aid with existing services would improve
program efficiency and outcomes, as well as promote research and evaluation to better
determine the effectiveness of programs that include legal services.

¢ Coordinate with the Office of Justice Programs and other parts of the Department on
important cross-cutting issues, including new items in the FY 2015 budget, related to
increased grant-making on indigent defense and new grants related to civil legal aid
research and evaluation and a civil legal aid competitive grant program to encourage best
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practices. The new staff member would assist with outreach and evaluation in these types
of new initiatives.

Tribal Justice

OTJ was established in 1985 in response to the overwhelming demand by Indian tribes for better
coordination within the Department and among other federal agencies on law enforcement and
public safety issues. There are over 54 million acres of Indian country, the majority of which is
under federal jurisdiction. Hundreds of federal cases, in addition to other conflicts needing
resolution are generated in this area each year. OTJ is responsible for serving as the primary
point of contact between the 566 federally recognized tribes and the Department in these matters.
OT]J coordinates these complex matters, the underlying policy, and emerging legislation between
more than a dozen DOJ components active in Indian country.

OTYJ also serves as the lead component in managing the Department’s complex government-to-
government relationship with tribes. This relationship and OTJ’s responsibilities are delineated
in Executive Order 13175, the Attorney General’s memorandum reorganizing the OTJ, 28 C.F.R.
0.134, establishing OTJ as a distinct component of the Department, and in provisions of the
Tribal Law and Order Act of 2010. External coordination with the Departments of the Interior,
Health and Human Services, and Homeland Security, and other federal agencies, as well as the
Congress is another of OTJ’s duties. OTJ also provides legal expertise in Federal Indian Law to
the Department in those matters that progress to the Appellate level, or issues being considered
for legislation.

To ensure that the Department’s Indian country responsibilities are met, the increase in OTJ staff
is necessary. The additional staffing requested includes one attorney to work on legal issues. OTJ
is also anticipated to need to cover trave] expenses, which is included as non-personnel funding.

Legisiative Affairs

OLA advises appropriate components of the Department on the development of the
Department’s official policies through legislation initiated by the Department, by other parts of
the executive branch, or by Members of Congress. and explains and advocates the Department’s
policies to the Congress. OLA also serves as the Attorney General’s focal point for dealing with
Department nominees, congressional oversight, congressional correspondence, and congressional
requests for documents and access to Department employees. Maintaining a robust workforce
that is sufficiently trained to work with all the stakeholders on crafting effective legislation is
important to the Department and the Administration.

Currently OLA has 27 FTE authorized, but only has sufficient funding for 24 FTE. Funding for
an additional attorney is needed to handle the substantial workload of clearing documents,
questions for the record, and testimony for presentation to Congress.

Professional Responsibility

There are over 10,500 attorneys in the Department and, as their duties have breadened to meet
the increased demands of law enforcement, national security and defense of the United States’
interest, the Professional Responsibility Advisory Office (PRAO) attorneys have been called
upon to analyze professional responsibility issues in even more novel and challenging ways.
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We anticipate, as the Department seeks to bring onboard several hundred new attorneys in the
upcoming year, that PRAO inevitably will be required to respond to more inquiries and will be
called upon to train the new Department attorneys in addition to continuing the significant
amount of customized, office-specific training PRAO already provides. In particular, the Basic
Criminal or Civil Trial Advocacy course that a majority of new Department attorneys are
required to take includes a professional responsibility component, and PRAO attorneys have
almost always taught that course and are best suited to continue to teach these courses because of
their subject matter expertise in the professional responsibility rules nationwide.

One of the most critical components of PRAQ’s mission is to respond to professional
responsibility inquiries from Department attorneys, within 24 hours if possible (at least orally).
A PRAO Legal Advisor is on duty every business day to handle inquiries the Office receives by
telephone or email, and PRAO Legal Advisors are available on an emergency basis twenty-four
hours a day, seven days a week. The number of inquiries (averaging more than 2,300/year over
the past five years) has continued to be extremely high since 2009 when PRAO had an
exponential increase in inquiries.

In addition, PRAO’s work has qualitatively increased as the Office has developed and PRAO’s
analysis of professional responsibility issues has become more sophisticated such that crafting
written advice takes more time. Moreover, the Professional Responsibility Officers (PROs) and
Department attorneys have become better educated about professional conduct issues as a result
of PRAO’s training and the thousands of inquiries handled over the past {5 years. Consequently,
some PROs and attorneys themselves more frequently handle the routine professional
responsibility questions that arise, directing the more complex inquiries to PRAO. These more
complex inquiries involve more complicated facts, demand more extensive research, and require
more nuanced and lengthy written analysis. The addition of two attorneys to PRAO will allow
the Office to continue to provide Department attorneys with the prompt, high quality advice and
Office-specific training they have come to expect and respond to the increased number of advice
and training requests expected from the significant influx of many new Department attorneys.

Data Analysis

This funding will support the creation of a quantitative analysis unit within the Office of Legal
Policy (OLP) that will provide critical support for the Department’s efforts to ensure evidence-
based policy making. The unit wili analyze, on behalf of Department leadership, the effects and
impacts of policy related to the Department’s core missions, including criminal and civil law
enforcement; the criminal justice system; and the enforcement of civil rights. That analysis will
better enable Department policy makers to make informed decisions.

Applying statistics, econometrics, and quantitative data analysis, a new data analysis unit in OLP
would benefit the Department in at least the following three ways.

¢ Policy Evaluation: Enhanced analytical capabilities would help the Department evaluate
.which policies are ripe for change, in light of problems and emerging trends. It would
also help to evaluate whether the policy changes, once implemented, achieved the desired
effect—and if not, how they might be improved. ‘
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e Policy Modeling: Enhanced analytical capabilities would help predict, with greater
precision and rigor, the impact of particular policy changes; would help guide policy
development; and would help in establishing baseline measures, based on available data,
by which new policy can subsequently be evaluated.

¢ Regulatory Development: Enhanced analytical capabilities would bolster the
Department’s regulatory development; some of the Department’s rules require significant
quantitative analysis to undertake the economic modeling required by various statutes
and Executive Orders.

Below are two representative examples of how the data analysis unit could contribute to the
Department’s work:

¢ Smart on Crime: The Department’s Smart on Crime initiative arose out of a review of all
phases of the criminal justice system — from charging to reentry -- and an examination of
state experiences and academic research. An in-house data analysis capability would have
been helpful in that process. Even more significant, now that the policy is in effect, data
analysis could be used to help assess the policy’s effectiveness. For example, and once an
appropriate amount of time has passed to allow for analysis, it would be useful to
determine how the Department’s new initiative is affecting the total population entering
the Bureau of Prison system, impacts on certain communities, and recidivism rates. The
Department does not currently have the analytical capacity necessary to make those
assessments in house.

e Significant Rules: The Department is called upon to promulgate significant rules with
regularity. Developing Regulatory Impact Assessments for these rules can be difficult,
time-consuming, and costly. The Department’s efforts in developing rules under the
Prison Rape Elimination Act and the Americans with Disabilities Act provide just two
examples in which the Department has had to rely on outside contractors to conduct the
legally required analyses. Having an in-house capability could significantly reduce such
costs.

Creating the data analysis unit within OLP will complement and strengthen the Department’s
existing policy-making apparatus. A relatively modest investment in this capacity will benefit the
entire Department—and the Department’s efforts to ensure public safety and the fair and
impartial administration of justice for all Americans.

Cross-Agency Priorities Transfer to GSA

Under Section 721 of PL 113-76, major Federal agencies currently contribute to the General
Services Administration in support of the interagency management councils, which have
supported numerous cross-agency management reforms and efficiencies for more than a decade.
Building on the success of this cross-agency work, the Department is requesting an increase of
$497,205 in FY 2016 in this authority to support implementation of the Cross Agency Priority
Goals.

25



28

Funding

Base Funding

agt/ $(000) $(000) “ETE | $(000)

atty atty atty
43 29 43 8,390 46 32 46 9,925 46 32 46 9,968

Personnel Increase Cost Summary

Modular FY 2017 Net FY 2018 Net
Cost Number of | FY 2016 Annualization Annualization
er Position Positions Request (change from (change from
P (8000) Requested | ($000) 2016) 2017)
($000) (5000)
Clerical and Office Services
(0300-0399) 147 7 864 0 0
213 7 1,159 327 0
14 2,023 327 0
Non-Personnel Increase/Reduction Cost Summary
FY 2017 FY 2018
Unit Quantity };‘i zfelsf Net Annualization Net Annualization
Cost ($800) (change from 2016) | (change from 2017)
; ($000) ($000)
Travel 35 35 0
Technology Update 15 15 0 0
Contracts 475
Inter-Governmental 0
Transfer 497 497 0
Total Non-Personnel 1,022 0 0
Total Request for this Item
Non- FY 2017 FY 2018
Agt/ Personnel Total Net Annualization Net Annualization
Pos | aay | FTE | (s000) | P ’zg)"g‘g‘)e’ (8000) | (change from 2016) | (change from 2017)
($000) ($000)
Current
Services 46 32 46 6,977 2,990 9,967 99 101
Increases 14 7 12 2,023 1,022 3,045 327 0
Grand
Total 60 39 58 9,000 4,012 13,012 426 101
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1. Overview

The FY 2016 Justice Information Sharing Technology (JIST) request is a total of $37,440,000 and
45 positions. JIST funds the Department of Justice’s enterprise investments in information
technology (IT). As a centralized fund under the control of the Department of Justice Chief
Information Officer (DOJ CIO), it ensures that investments in IT systems, cyber security, and
information sharing technology are well planned and aligned with the Department's overall IT
strategy and enterprise architecture. CIO oversight of the Department’s IT environments is critical,
given the level of staff dependence on the IT infrastructure and security environments necessary to
conduct legal, investigative, and administrative functions.

In FY 2016, the JIST appropriation will fund the DOJ CIO’s continuing efforts to transform IT
enterprise infrastructure and cyber security, the Office of the CIO’s performance of responsibilities
under the Clinger-Cohen Act of 1996 and more recently the Federal Information Technology
Reform Act (FITARA; P.L. 113-291), and the coordination of the Department’s responses to
information requests from the Office of Management and Budget (OMB). JIST will fund
investments in IT infrastructure, cyber security infrastructure and applications, and financial
management that support the overall mission of the Department and contribute to the achievement
of DOJ strategic goals. Electronic copies of the Department of Justice’s Congressional Budget
Justifications and Capital Asset Plan and Business Case exhibits can be viewed or downloaded from
the Internet using the Internet address: hittp://www.justice.gov/020organizations/bpp.htm

DOJ will continue its savings reinvestment strategy, enacted in the FY 2014 budget, which will
support Department-wide projects. As a result, up to $35,400,000 from components may be
reprogrammed in FY 2016 to augment JIST resources to advance initiatives to transform IT
enterprise infrastructure and cyber security.
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II. Summary of Program Changes

Implement cost efficient, enteiprise

IT infrastructure for shared services, storage,
Transformation | hosting, networking, facilities, and
& Cyber suppert that can be leveraged across the $4,074 18
Security Department; and continue to address new
ATT&CS) and emerging cyber sécurity threats and
implement advance intrusion detection
and response capabilities to counter
advanced persistent threats.
Fund the development of 2 DOJ Digital
Service team that will be responsibie for
Digital Services | driving the efficiency and effectiveness of $7,400 23
the agency’s highest-impact digital services,
in coordination with the U.S. Digital Service
(USDS) which was launched in August 2014.
Total $11,474
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II. Appropriations Language and Analysis of Appropriations Language
Appropriations Language

For necessary expenses for information sharing technology, including planning, development,
deployment and departmental direction, [$25,842,000] $37, 440,000, to remain available until
expended: Provided, That the Attorney General may transfer up to $35,400,000 to this account,
from funds made available to the Department of Justice in this Act for information technology, to
remain available until expended, for enterprise-wide information technology initiatives: Provided
further, That the transfer authority in the preceding proviso is in addition to any other transfer
authority contained in this Act.

Analysis of Appropriations Language
New language is proposed to make the component funds transferred to JIST available as no-year

funds as opposed to one year funds.
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IV. Program Activity Justification

A. Justice Information Sharing Technology — (JIST)

2014 Enacted 59 ‘52 25,842
2015 Enacted 45 45. 25,842
Adjustments to Base 124
2016 Current Services 45 45 25,966
2016 Program Increases 0 0 11,474
2016 Request 45 45 37,440
Total Change 2015-2016 0 0 11,598

1. Program Description

JIST programs support the attainment of the Department’s strategic goals by funding the Office of
the CI0, which is responsible for the management and oversight of the Department’s 1T
investments. The JIST appropriation supports the daily activities of the Department’s agents.
attorneys, analysts, and administrative staff, and funds the following programs to provide
enterprise-wide, cost-effective IT infrastructure, cyber security applications, information sharing
technologies, and a unified financial system.

a. IT Transformation and Cyber Security

The IT Transformation and Cyber Security (ITT&CS) Program is a long-term multiyear
commitment that aims to transform IT by implementing shared IT infrastructure for the
Department and shifting investments to the most efficient computing platforms, including
shared services and next generation storage, hosting, networking, and facilities. The ITT&CS
Program directly supports the Federal CIO’s 25 Point Plan to Reform Federal IT Management
and the Portfolio Stat (PSTAT) process, and aligns the Department’s IT operations with the
Federal Data Center Consolidation and Shared First Initiatives. Work on these initiatives began
in FY 2012 and continues. The program consists of the following projects: cyber security, e-
mail consolidation, data center consolidation, mobility and remote access, and desktops.

b. Public Key Infrastructure/HSPD-12

The Public Key Infrastructure (PKI) program is DOI’s Identity Management Services Program,
which consolidates several related cyber security initiatives by developing enterprise
architecture policies, plans, best practices, and standards for HSPD-12 and the Federat Identity,
Credential, and Access Management (ICAM) segment architecture investments; implementation
of Federal ICAM across the network fabrics as identified in the National Strategy of
Information Sharing and Safeguarding (NSISS) Priority Objective #4; program management
and implementation support of Committee on National Security Systems (CNSS) initiatives;

6
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and related IT improvements across DOJ. This program provides the planning, training,
operational support, and oversight of the HSPD-12 Personal Identification Verification card
(PIVCard) deployment process, and operates the ongoing centralized system for DOJ
component employees and contractors.

The PIVCard is the centerpiece of the HSPD-12 solution being implemented government-wide.
Standards set by the National Institute of Standards and Technology (NIST) are the basis for
satisfying identification and security requirements and for the use of a common PIVCard to
achieve both logical and physical access to Federal-controlled facilities and information
systems. The PIVCard contains logical elements including PKI certificates, digital photos, and
fingerprint biometrics. The PIVCard and related processes greatly enhance security, increase
efficiency, reduce identity fraud, and protect personal privacy.

The PK1 program serves as DOJ’s departmental issuer of PIVCards, which is a mandatory
element of the Department’s compliance with government standards that will allow cross-
agency secure communications. Additionally, the program serves as the primary governing
body for DOJ compliance and implementation of the Federal ICAM Initiative. This includes
the development and implementation of enterprise services required to use PIVCards (e.g.,
validation services, federation services, and virtual directory and attribute services); as well as
coordination and execution of agency and sub-agency ICAM implementation plans.
Compliance with the Federal ICAM will ensure that value is derived from the HSPD-12
PIVCard investment through increased security of agency facilities and information assets.

¢. Law Enforcement Information Sharing Program

The Law Enforcement Information Sharing Program (LEISP) represents a strategic approach to
sharing data with other DOJ components, other federal agencies, and partners at the state, local,
and tribal levels. LEISP is an executive oversight program that provides the lynchpin for
connecting several ongoing projects within key DOJ components under a common set of goals
and objectives, and ensures compliance with applicable DOJ policies and memoranda that
include, but are not limited to, data sharing, privacy, and technologies. LEISP-related database
application systems enable state, local, and federal law enforcement agencies nationwide to
collect, share, and analyze law enforcement information on criminal activities and separately, in
a more tightly controlled environment, to share and analyze sensitive intelligénce data.

d. Policy, Planning and Oversight

Office of the CIO - DOJ IT Management: JIST funds the Office of the CIO and the Policy &
Planning Staff (PPS), which supports CIO management in complying with the Clinger-Cohen
Act, the recent Federal Information Technology Reform Act (FITARA; P.L. 113-29), and other
applicable laws, rules, and regulations for federal information resource management. The CIO
has staff providing IT services in the Department’s Working Capital Fund (WCF). As such, the
OCIO is responsible for ensuring the delivery of services to customers, developing operating
plans and rate structures, producing customer billings, and conducting the day-to-day
management duties of the CIO. Within OCIO, PPS develops, implements, and oversees an
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integrated approach for effectively and efficiently planning and managing DOJ’s information
technology resources, including the creation of operational budget plans for JIST and the WCF
accounts, and the monitoring of the execution of funds against those plans throughout the fiscal
year.

PPS staff is responsible for IT investment management including portfolio, program and project
management. The investment management team manages the Department’s IT investment and
budget planning processes; develops and maintains the Department’s general IT program policy
and guidance documents; and coordinates the activities of the DIRB, the CIO Council, and the
newly-established Department Program Review Board (DPRB), for the Department CIO. Other
responsibilities include managing the Department’s Paperwork Reduction Act program,
coordinating IT program audits, and ensuring IT program compliance with records
management, accessibility (508), and other statutory requirements. In addition, PPS performs
valuation management, which assesses and scores both value and risk to select and compare IT
investments as part of the overall portfolio management.

Enterprise IT Architecture: Enterprise IT Architecture (EA) monitors and ensures
compliance with OMB and Government Accountability Office (GAO) enterprise architecture
requirements; advises the CIO on strategic priorities; and works to drive these priorities to
implementation. To achieve these objectives, the chief enterprise architect undertakes/monitors
IT strategic planning; documents the Department-wide EA and performs EA
governance/coordination across the Department; supports investment reviews DIRB and
Information Technology Investment Management (ITIM)); and develops detailed architectures
for Department-wide segments, such as information sharing, in collaboration with key
stakeholders from across the Department. EA also works with various cross-government
programs to represent the Department on issues which affect IT architecture, such as Green IT
and information sharing.

Chief Technology Officer: The Chief Technology Officer (CTO) identifies, evaluates, and
facilitates the adoption of innovative new technologies that can result in significant increased
value for the Department. The CTO goal is to create partnerships with DOJ components in the
exploration of new technologies by progressing through requirements, concepts, design,
component sponsorships and prototyping that eventually result in enhanced operational systems
for use across the Department.

Enterprise Radio Communications (Program Office): The Department’s CIO maintains
oversight and strategic¢ planning responsibility for DOJ’s use of wireless spectrum and the
related technologies that enable radio and other wireless communications. The JIST OCIO staff
is responsible for performing the following functions for the Department’s radio/wireless
program:

o Strategic Planning: The Program Office staff works with the law enforcement
components and represents the Department in the National Telecommunication and
Information Administration (NTIA), White House, and other external entities on issues
related to spectrum auctions, and the resulting impact on DOJ wireless operations. They
advise the DOJ executive leadership on spectrum relocation and related wireless topics
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including the Public Safety Broadband Network (PSBN). The staff also develops
common wireless strategies for the Department, and coordinates with other Federal,
State, Local and Tribal law enforcement partners on procurements, platform sharing and
technical innovations.

e Spectrum Management: Serves as the Department representative to the NTIA and
other federal agencies to coordinate all national and international radio frequency (RF)
spectrum use on behalf of DOJ. This coordination includes evaluating thousands of
spectrum use requests by other agencies for potential impact on DOJ operations,
selecting appropriate frequencies for the domestic and foreign deployment of RF
equipment during peacetime and emergency situations, as well as reviewing and
updating the approximately 24,000 DOJ-wide plans for spectrum relocation as a result
of spectrum auctions.

e Oversight/Liaison/Coordination: The staff provides oversight and investment
guidance to the Department’s wireless communications efforts, ensuring component
equities are maintained and strategic objectives are met through the administration of the
Wireless Communications Board (WCB).

e. Unified Financial Management Systems

The Unified Financial Management System (UFMS) is one of the Department’s highest
management priorities. Identified by the Department’s Inspector General as “one of the most
important challenges for the Department,” the Department is implementing UFMS to replace
legacy financial systems. This allows the Department to streamline and standardize business
processes and procedures across all components as well as provide accurate, timely, and useful
financial and procurement data to financial and program managers. In addition, UFMS assists
the Department by improving financial management performance and aids in addressing the
material weaknesses and non-conformances in internal controls, accounting standards, and
systems security identified by the Department’s Inspector General.

UFMS currently serves over 8,000 users from six DOJ organizations - Drug Enforcement
Administration (DEA), Bureau of Alcohol, Tobacco, Firearms and Explosives (ATF), the U.S.
Marshals Service (USMS), Asset Forfeiture Program (AFP), Federal Bureau of Investigation
(FBI), and the Federal Bureau of Prisons (BOP). The BOP uses only the acquisitions module at
this point.

The final FBI implementation of UFMS went live nationwide as the financial system of record
during the first quarter of FY 2014 with a total of 3,000 users. The FBI implementation was
completed on schedule and within budget as with the other UFMS implementations. The
UFMS Consolidation project, which was completed in March of FY 2014, consisted of two
parts. Part 1 was a technical refresh of the Momentum application, which incorporates new
federal data requirements and ensures compatibility with newer technology. Part 2 consisted of
migrating sensitive but unclassified (SBU) customers to the newer version (UFMS 2.2) and
transitioning DEA from UFMS 1.1 to the shared instance of UFMS, which will reduce
operational costs and reduce risk. All SBU customers now operate on the same instance and
codeline.



51

Going forward, the Department anticipates migrating the remaining users of the Financial
Management Information System (FMIS) to the shared UFMS SBU environment. These
consist of the Offices, Boards and Divisions (OBD), Grants organizations, and BOP financials.
Initial planning for the migrations began in FY 2014 and two of the smaller OBDs will go live
in FY 2016.

10
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3. Performance, Resources, and Strategies
a. Performance Plan and Report for Outcomes

JIST programs support the Department’s Strategic Goals by providing staff the enterprise 1T
infrastructure and security environments necessary to conduct legal, investigative, and
administrative functions. Specifically, JIST supports Strategic Objective 2.6: Protect the
federal fisc and defend the interests of the United States. The FY 2014 — FY 2018 Strategic
Goals are:

o Strategic Goal 1: Prevent Terrorism and Promote the Nation’s Security Consistent
with the Rule of Law.

e Strategic Goal 2: Prevent Crime, Protect the Rights of the American People, and
Enforce Federal Law.

o Strategic Goal 3: Ensure and Support the Fair, Impartial, Efficient, and Transparent
Administration of Justice at the Federal, State, Local, Tribal, and International Levels.

JIST provides resources so that the DOJ CIO can ensure that investments in IT infrastructure,
cyber security infrastructure and applications, central solutions for commodity applications,
secure communications, and information sharing technology are well planned and aligned
with the Department’s overall IT strategy and enterprise architecture. The Portfolio Stat
(PSTAT) process, along with the commodity team structure and process, has identified
investment initiatives to transform IT infrastructure which will drive efficiency and cost
savings by centralizing the delivery of commodity 1T services across the enterprise. The
DOIJ CIO focus is to advance these initiatives to transform IT enterprise structure and cyber
security.

Major IT investments are periodically reviewed by the Department IT Investment Review
Board (DIRB). The Deputy Attorney General chairs the board, and the DOJ CIO serves as
vice chair. The DIRB includes the Assistant Attorney General for Administration, the
Controller, and various Deputy CIOs.

The DIRB provides the highest level of investment oversight as part of the Department’s
overall IT investment management process. The Department’s IT investments are vetted
annually through the budget submission process, in conjunction with each component’s
Information Technology Investment Management (ITIM) process. The DIRB’s principal
functions in fulfilling its decision-making responsibilities are to:

s Ensure compliance with the Clinger-Cohen Act, the Federal Information Technology
Reform Act, and all other applicable laws, rules, and regulations regarding
information resources management;

* Monitor the Department’s most important IT investments throughout their project
lifecycle to ensure goals are met and the expected returns on investment are achieved,;
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» Ensure each project under review has established effective budget, schedule,
operational, performance, and security metrics that support the achievement of key
project milestones;

e Review the recommendations and issues raised by the components’ IT investment
management process;

¢ Annually review each component’s IT investment portfolio, including business cases
for new investments, to enable informed departmental IT portfolio decisions; and

¢ Develop and implement decision-making processes that are consistent with the
purposes of the DIRB, as well as applicable congressional and OMB guidelines for
selecting, monitoring, and evaluating information system investments.

In addition to the DIRB, the Deputy Attorney General in October 2014 established the
Department Program Review Board (DPRB) made up of key Department level and
component executives that will monitor and support major and high visibility IT projects and
services, as well as evaluate IT budget enhancement requests, among other responsibilities.
The DPRB will directly support the responsibilities of the DIRB, and its governance structure
addresses key IT management tenets included in FITARA. The Department contributes to
the Federal IT Dashboard that allows management to review various aspects of major
initiatives. The Dashboard includes Earned Value Management System (EVMS) reporting to
ensure projects are evaluated against acceptable variances for scope, schedule, and costs.
Risk analysis and project funding information are also available in this tool. This allows the
Department’s CIO and senior management team to have timely access to project information
via the web.

JIST provides resources for the executive secretariat functions of the DOJ CIO Council, the
principal internal Department forum for addressing DOJ information resource management
priorities, policies, and practices. JIST resources also operate the DOJ IT Intake process
through which commodity I'T purchases are reviewed against architectural, procurement, and
vendor management standards.

In FY 2014 the Department established a Vendor Management Office (VMO), which
provides centralized guidance and prioritization for the Department’s decentralized strategic
sourcing and commodity purchasing initiatives, utilizing the buying power of the entire
Department. The VMO has a broad representation from procurement, legal services, IT and
various business units that helps reduce costs and optimize value. The VMO will lead and
assist in the analysis of procurement data and strategies; become the central repository of
enterprise procurement vehicles; identify and communicate internal and industry best
practices; provide expertise to assist in pricing analysis, procurement strategies and
negotiations; and communicate with strategic external vendors, component partners and other
government agencies.

b. Strategies to Accomplish Ouicomes

Specific mission critical IT infrastructure investments are designed, engineered, and
deployed with JIST resources.
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The IT Transformation and Cyber Security Program is a long-term multi-year
commitment to transform the Department’s IT enterprise infrastructure to centralize
commodity IT services and cyber security. Work on this program began in FY 2012
and continues. The program currently consists of the following projects:

1.

E-mail and Consolidation: Departmental email consolidation is a long-term
multi-year effort that began in FY 2012 with the consolidation of small email
systems and the planning activities for a Department-wide email system. The
initial phase of this project reduced the number of departmental non-classified
email systernis from 22 to 9 at its completion at the end of FY 2014. In addition,
new and enhanced collaboration functionality will be introduced to participating
components in FY 2015. The long-term goal of the program is to reduce the
number of email systems as much as possible and provide enhanced enterprise
messaging tools for the Department. The Department continues to evaluate and
analyze non-classified email systems to minimize costs and maximize business
value. In FY 2016, DOJ plans to consolidate additional components into an
enterprise email solution model and is also exploring options to migrate Agency
email systems to a Cloud Service Provider (CSP) in order to further gain
efficiencies and strategic value.

Data Center Consolidation: The goals of this project are to optimize and
standardize IT infrastructure to improve operational efficiencies and agility;
reduce the energy and real property footprint of DOJ’s data center facilities;
optimize the use of IT staff and labor resources supporting DOJ missions; and
enhance DOJ’s IT security posture. These goals will be achieved by reducing the
number of DOJ data centers to three core data centers; leveraging cloud and
commodity IT services; and migrating data processing to these locations and
services with appropriate service agreements. DOJ has identified two FBI owned
data centers and one DEA leased data center as facilities that will serve as DOJ
Core Enterprise Facilities (CEF). The Department has closed 53 data centers
since 2010, and plans to close 11additional data centers in FY 2015. Activities
will continue in FY 2015 to close the Justice Data Center in Dallas by September
30, 2015. Planning activities for the transition and closure of the Justice Data
Center in Rockville, MD will begin October 2016.

Cyber Security: The primary focus of this project is the prevention and
detection of insider and advanced cyber threats. The Department will continue to
develop and implement enterprise trusted infrastructure and architecture to
provide secure and resilient systems and networks, enhanced auditing, robust data
management and access control that will safeguard Department information and
ensure data availability.

Mobile Services: The long term goal for mobile services is to enable employees
to work outside of the office. In FY 2013/14, the Department conducted market
research, collaborated with key components on research pilots, evaluated devices
and device management systems, overhauled mobile contracts, implemented an
enterprise mobile infrastructure platform for i0OS and Android mobile phones, and
began to set up broker services for service delivery. During this time, the
Department renegotiated and consolidated over 40 mobile contracts into six
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contracts — three of which are enterprise contracts that offer competitive rates for
devices and carrier services, resulting in a cost savings for the Department of $4.1
million per year. The infrastructure platform includes remote access services that
provide secure VPN access to DOJ data.

In FY 2015/16, the department will expand mobile phone services into a
comprehensive mobile solution that will include mobile laptops, tablets, and other
devices, with productivity tools and apps, to provide the user with increasingly
secure remote access to DOJ data. Future capabilities may include PIV card
access to replace the need for multiple passwords, enterprise Lync messaging
capability for mobile devices, collaboration tools for remote meetings and file
sharing, enterprise WiFi, as well as emerging technologies not yet known. On the
service delivery side, planned activities include the acquisition of enterprise
shared services for inventory management of mobile assets, mobile application
management, mobile device management, mobile content management, and
expanded suppaort for the DOJ App Catalog.

5. Desktops, Laptops, Printers and Helpdesk: The short-term goal of this project
is to understand DOJ metrics for Deskiop, Laptops, Printers and Helpdesk. This
includes all hardware, software and personnel costs, cost per user, cost per device,
and cost per helpdesk ticket. This will help inform and improve strategic sourcing
for desktops, laptops, and printers including establishing strategy, funding
models, policy, and evaluations of architectures and solutions. Funding will be
used in developing an enterprise/Virtual Desktop Infrastructure (VDI) strategy.

The FY 2016 JIST budget continues to include language to provide the Attorney General
with additional transfer authority for reinvestment in DOJ enterprise-wide IT initiatives (up
to $33.4 million). This reinvestment funding will provide for smart [T investments, and will
allow the Department’s CIO to pool purchasing power across the entire organization to drive
down costs and improve service for Department-wide initiatives. The strategy strikes the
right balance between empowering the component ClOs, while at the same time giving the
Department CIO central authority over Enterprise IT investments.

The Public Key Infrastructure/Identity Management Program develops the
enterprise architecture standards for identity management and provides planning,
training, operational support, and oversight of the HSPD-12 Personal Identification
Verification card (PIVCard) deployment process for DOJ component employees and
contractors. [t also serves as the primary governing body for DOJ compliance and
implementation of the Federal Identity, Credential, and Access Management (ICAM)
infrastructure. The PKI program serves as DOJ’s departmental issuer of PIVCards,
which is a mandatory element of the Department’s compliance with government
standards that will allow cross-agency secure communications. The card and related
processing will become integral for encrypting sensitive data, remote processing and
telework, and automating workflows and authorizations (electronic signatures).
Perhaps more significantly, the PKI program also engineers, implements, operates,
and maintains critical technology infrastructure used by all DOJ components to allow
PIVCard login to desktop and laptop computers, as well as mobile devices.
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-Additional technology infrastructure support provided to DOJ components by the
program includes enabling technologies for identity data management, digital signing,
application multi-factor authentication and more.

The Law Enforcement Information Sharing Program (LEISP) represents a
strategic approach to sharing data with other DOJ components, other federal agencies,
and partners at the state, local, and tribal levels. LEISP-related database application
systems enable state, local, and federal law enforcement agencies nationwide to
collect, share, and analyze law enforcement information on criminal activities and
separately, in a more tightly controlled environment, to share and analyze sensitive
intelligence data. LEISP develops and promotes information sharing architectural
standards and services for connecting ongoing projects within key DOJ components,
under a common set of goals and objectives, and ensures compliance with applicable
DOIJ policies and memoranda that include, but are not limited to, data sharing,
privacy, and technologies.
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V. Program Increase

Item Name: IT Transformation and Cyber Security
Strategic Goal & Objective: Support Strategic Goals 1 - 3
Budget Decision Unit(s): JST

Program Increase: Positions 0 FTE 0 Dollars $4.074.000

A. Description of Item

The increase of $4, 074,000 (all non-personnel) will continue to fund the IT Transformation and
Cyber Security Program (ITT&CS) initiated in FY 2013 to:

e Implement the Federal CIO’s 25 Point Plan to Reform Federal IT Management by
implementing a cost-efficient enterprise IT infrastructure using infrastructure building
blocks and IT systems that can be leveraged across the Department;

¢ Protect the Department against current and emerging cyber security threats by
implementing security infrastructure to address insider threats and advanced persistent
attack (APT) threats and upgrading the Department’s trusted infrastructure.

The ITT&CS Program is a long-term multiyear effort to move the Department from its highly
federated IT model to a more leveraged architecture and footprint and to protect the
Department’s networks from current and emerging cyber security threats.

1. Cyber Security

The Cyber Security and Insider Threat Program is aimed at protecting the Department against
current and emerging cyber security threats by implementing security infrastructure to address
insider threats and advanced persistent attack {(APT) threats and upgrading the Department’s
trusted infrastructure.

It is a multiyear effort to protect the Department’s networks from current and emerging cyber
security threats. The cyber security threat directed toward the Department is not static; itis a
dynamic threat with the scope, number, and complexity of cyber attacks changing and
expanding. To effectively counter a changing and evolving cyber security threat, the Department
must quickly address new threats and continually monitor, evaluate, and plan defenses against
emerging threats that present near-term risk and potential loss.

The immediate cyber security risk facing the Department is insider threats and APT undertaken
by large private/criminal organizations or nation state sponsored groups. The Department must
continue work to consolidate and secure sensitive but unclassified (SBU) and classified networks
to improve its overall security posture.
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Insider Threat

The 2010 WikiLeaks incident, the 2012 Snowden incident, and other recent data leakage
occurrences highlight the fact that insider threats pose one of the greatest risks to
government information systerns. Employees are trusted with sensitive and/or classified
information and there is often little oversight or security governing that access.
Implementing strong, flexible, and scalable measures to prevent insider attacks from
succeeding is vital.

In February 2014, the Attorney General issued DOJ Order 0901 addressing Insider
Threat. The Order establishes the Department’s Insider Threat Program and the approach
for identifying, deterring, and mitigating such threats. Of primary concern are the control
and monitoring of removable media, insider threat behavior monitoring and detection,
and prevention of data leaks on all sensitive and classified information systems.

To counter insider threats, the increase may be used to implement a defense plan and
acquire and implement hardware infrastructure and software tools to monitor, detect, and
respond to insider threats.

Advanced Persistent Threat (APT)

APT is a sophisticated and organized cyber-attack to access and steal information from
compromised computers. These attacks are usually initiated by large private/criminal
organizations or groups sponsored by nation states. The occurrence of APT attacks
against the federal government, including the DOJ, is increasing.

APT intruders have malicious code (malware) that circumvents common safeguards such
as anti-virus and intrusion detection systems and are capable of escalating their tools and
techniques as our capability to respond improves. Therefore, the APT attacks present
different challenges than addressing common computer security breaches.

New monitoring technologies such as host-based monitoring and signature detection
technologies are critical to successfully identifying malicious activity that hides in routine
network traffic or lies dormant until it is required to maintain access to the network.
These technologies will allow the Justice Security Operations Center (JSOC) to identify
malware often missed while monitoring networks. Without the implementation of these
advanced technologies, DOJ will not know if it has been targeted by an APT which
increases the risk of sensitive data loss and results in significant amounts of JSOC time
wasted to conduct tactical remediation in an effort to understand the extent of a security
compromise.

To effectively protect the networks and data, the Department’s security architect and
infrastructure must specifically take APTs into account. Next-generation software can
provide advanced analytics of data which look for network or host based anomalies that
will help uncover any attack or malware that may have slipped through the Department’s
security perimeter.
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2. IT Transformation

The transformation of enterprise IT to a cost effective building block infrastructure is a multiyear
program aimed toward implementing the shared IT infrastructure for the Department and shifting
investment to the most-efficient computing platforms, including shared services and next
generation storage, hosting, networking, and facilities. These infrastructure building blocks will
facilitate modernizing and consolidating the Department’s IT infrastructure by aligning the
Department’s IT operational requirements with the Federal Data Center Consolidation and
Shared First Initiatives.

a. Data Center Consolidation

The Data Center Transformation Initiative (DCTI) is a multiyear effort to move the
Department from its highly federated IT model to a more leveraged architecture and
footprint.” The Department has identified 3 Core Enterprise Facilities (CEFs) to provide
data center services: The existing Justice Data Centers in Dallas (JDC-D) and
Washington (JDC-W) will be closed in support of the Department’s consolidation efforts.
The JDC-D facility is planned for closure in September 2015 and JDC-W closure
planning will commence in October 2015. Consolidation of core IT services into three
facilities will significantly improve DOJ’s data center efficiency and improve [T security.
Current data centers were built using older power, heating and cooling models. The new
data centers will incorporate third generation technologies to decrease cost and improve
efficiency. Physical and information security will be improved-through consolidation by
reducing'the number of people with physical access to equipment, placing it in more
secure facilities, and consolidating equipment through virtualization. Virtualized
hardware requires fewer machines to receive OS and security patches, thereby reducing
possible vulnerabilities.

DOJ’s core IT infrastructure is currently located at 57 remaining data centers, providing
approximately 225,000 square feet of floor space for IT equipment, using 18 disparate
component-run architectures. These inefficiencies arise in all aspects of the data center,
from infrastructure, power consumption, labor, maintenance and physical and IT security.
As a result, consolidation efforts must address the inefficiencies that exist as well as
prepare the government to meet future mission demands.

The Federal Data Center Consolidation Initiative (FDCCI) mandates that the Department
consolidates data centers and optimizes infrastructure to meet environmental, budget, and
performance targets established for the federal enterprise. OnMay 11, 2012 OMB issued
memo M-12-12 Promoting Efficient Spending 1o Support Agency Operations which
provided practical guidance enforcing Presidential EO13589 Promoting Efficient
Spending. While the mandate from OMB is clear in this area, DOJ leadership along with
the CIO Council agrees with the need to consolidate infrastructure and has actively
embraced the concept by closing 53 data centers to date and plans to close 11 and 9
additional data centers in FY 2015 and 2016, respectively. It has also begun to focus
efforts on consolidating one of the Department’s largest legacy data centers by the end of
FY 2015. By shutting down and consolidating under-performing data centers and
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optimizing our 3 Core Enterprise Facilities, we stand to save taxpayers millions of dollars
and curb spending on underutilized infrastructure.

B. Justification

The ITT&CS Program is aimed toward implementing innovative and cost-efficient
infrastructure models and enhancing the Department’s security posture by implementing
cyber security architecture and infrastructure to counter new and emerging cyber threats.
Implementation of the infrastructure building-block model will reduce the cost of the
Department’s IT operations and facilitate further savings by consolidating data centers. It
will strengthen the Department’s capabilities to address new and emerging threats, ensure the
protection of sensitive data, and facilitate the availability of networks and data so the
Department’s staff can securely conduct legal, investigative and administrative functions.
The ITT&CS Program is a long-term multiyear effort that will significantly transform IT and
cyber security infrastructures resulting in reduced operating costs and a more secure IT
environment.

Impact on Performance

The Department’s ability to achieve its strategic goals depends heavily on its IT and cyber
security infrastructure to support its agents, attorneys, analysts, and administrative staff in
conducting legal, investigative and administrative functions. The complexity of the mission,
challenging business environment, and increasing need for collaboration are factors driving
investments in IT.

To meet mission investigative and information sharing requirements, DOJ’s agents,
attorneys, and analysts are increasingly reliant on connectivity to the Internet, other DOJ
components and multiple levels of government. The ITT&CS increase will allow the
Department to address weaknesses in the current network and security architecture
supporting the Department. This will not only improve the overall security of the network,
but will improve the administration and monitoring of the network. Secure and resilient
systems and networks will provide DOJ’s agents, attorneys and analysts with the necessary
IT tools to efficiently and effectively accomplish their missions.
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Funding
Base Funding
SEe P
Pos | agt/ | FTE $(000) Pos | agt/ | FTE $(000) Pos | agt | FTE $(000)
atty atty atty
S 0 2 38,749 5 0 4.5 $9.046 5 0 5 $9,129
Personnel Increase Cost Summary
ey Modular FY 2017 Net FY 2018 Net
8 Col;t Number of | FY 2016 Annualization Annualization
er Position Positions Request (change from (change from
4 P (8000) Requested (3000) 2016) 2017y
($000) (5000)
$0 0 $0 30 30
$0 0o . S0 S0 $0
Non-Personnel Increase Cost Summary
FY 2016 FY 2017 FY 2018
Non-Personnel Unit Cost Quantity Re ~uest Net Annualization Net Annualization
Item n ($800) (change from 2016) | (change from 2017)
(3000) ($000)
$4,074 $2,100 $2,100
-Support;
Total Request for this Item
Non- FY 2017 FY 2018
P Agt/ FTE Personnel Personnel Total Net Annualization Net Annualization
%1 Anty (8000) | “eiooy | (8900) | (change from 2016) | (change from 2017)
(8000) ($000)
Servi 45 0 45 3725 $8,404 $9.129 30 $0
ervices
Increases 0 0 0 50 $4,074 $4,074 $2,100 $2,100
.?;‘::f 51 o 45 $725 | $12,478 | $13,203 $2,100 $2,100

Affected Crosscuts

The Cyber Security and National Security crosscuts will be affected by this request.
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VI. Program Increase

Item Name: Digital Services
Strategic Goal & Objective: Support Strategic Goals 1 - 3
Budget Decision Unit(s): JIST

Program Increase: Positions 0 FTE 0 Dollars $7.400,000

A. Description of Item

The increase of $7,400,000 will fund the development of a DOJ Digital Service team in FY
2016. This Digital Service team will be responsible for driving the efficiency and effectiveness of
the agency’s highest-impact digital services. It will coordinate with the U.S. Digital Service (USDS)
which was launched in August 2014. The USDS’s main goal is to institutionalize the approach that
salvaged and saved Healthcare.gov and apply it to government work to avoid similar incidents by
setting standards, introducing a culture of technological accountability, and figuring out common
technology patterns that can be replicated across agencies.

B. Justification

The success rate of government digital services is improved when agencies have digital service
experts on staff with modern digital product design, software engineering, and product
management skills. This funding will enable the Attorney General and his Deputy Secretary to
build a DOJ Digital Service team that will focus on transforming the Department’s digital
services so they are easier to use and more cost-effective to build and maintain, with the greatest
impact to citizens, communities, and organizations.

These digital service experts will bring private sector best practices in the disciplines of design,
software engineering, and product management to bear on the Depariment’s most important
services. The positions will be term-limited, to encourage a continuous influx of up-to-date
design and technology skills into the agency. The digital service experts will be recruited from
among America’s leading technology enterprises and startups, and will join with the
Department’s top technical and policy leaders to deliver meaningful and lasting improvements to
services to citizens, communities, and organizations.

C. Impact on Performance

The Department’s ability to achieve its strategic goals depends heavily on its IT capability to
support its agents, attorneys, analysts, and administrative staff in conducting legal, investigative
and administrative functions. In addition, IT facilitates public access to non-sensitive
government data. The DOJ Digital Service team in cooperation with USDS is expected to
improve digital services development and delivery. 4
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The DOJ Digital Service team will be supported by the U.S. Digital Service which is “charged
with removing barriers to exceptional Government service delivery and remaking the digital
experiences that citizens and businesses have with their Government™' The U.S. Digital Service
will be a “centralized, world-class capability...made up of our country’s brightest digital talent?
The USDS was a pilot project in F'Y 2014 and formally launched in August 2014. Since standing
up, this small OMB team has worked in collaboration with Federal agencies to implement
cutting edge digital and technology practices on the Nation’s highest impact programs, including
the successful re-launch of HealthCare.gov in its second year, which led to millions of
Americans receiving health coverage; the Veterans Benefits Management System; online visa
applications, green card replacements and renewals; among others. In addition to their work on
these high priority projects, this small team of tech experts has worked to establish best practices
(as published in the U.S. Digital Services Playbook at playbook.cio.gov) and to recruit still more
highly skilled digital service experts and engineers into government. The goal is to amplify the
team’s influence by setting standards, introducing a culture of technological accountability, and
figuring out common technology patterns that can be replicated across agencies.

Base Funding

Funding

Personnel Increase Cost Summary

Modular FY 2017 Net FY 2018 Net
g utal Number of | FY 2016 Annualization Annualization
Po:' " Positions Request {change from (change from
per $5’Oé)‘°" Requested | (S000) 2016) 2017)
(¢ (5000) (8000)
$0 0 $0 $0 $0
$0 0 $0 $0 S0
Non-Personnel Increase Cost Summary
FY 2016 FY 2017 FY 2018
Unit C " Re .—uest Net Annualization Net Annualization
nit Cost Quantity ($800) (change from 2016) | (change from 2017)
(3000) (5000)
otal Non- $7.400 50 30
Personnel

! Federal CIO Steve VanRoekel’s testimony before the Senate’s Homeland Security Committee in May 2014

2 Op.cit.
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Non- FY 2017 FY 2018
Agt/ FTE Personnel Personnel Total Net Annualization Net Annualization
Atty (8000) (5000) (8000) | (change from 2016) | (change from 2017)
(3000) ($000)
Current 0 0 $0 $0 $0 50 $0
Services
Increases 0 0 $0 $7,400 $7,400 $0 $0
Grand
Total 0 0 $0 $7.400 $7,400 $0 $0
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L. Overview of the Executive Office for Immigration Review
A. Introduction

Bitdget Suinmary: The Executive Office for Immigration Review (EQIR) requests a total of
S481,873,000 in divect budget authority, including 2,138 permanent positions and 1,739 full tme
equivalents (FTE). The request is offset by $4.000.000 to be transferred to EOIR from the
Department of Homeland Security’s (DHS) Inunigration Examination Fee Account.

The request includes program increases totaling $124,262,000 and 345 positions (55
Immigration Judges, 43 Attorneys, and 247 Immigration Court Support Staff) and 173 FTE to
address the large volume of pending cases, provide sufficient support to the Immigration Judge
Corps and the Board of Immigration Appeals (BIA), improve information and data sharing with
DHS, and continue to improve efficiencies in immigration court proceedings.

EOIR continues to strategically assess current caseload volumes, trends, and geographic
concentration of cases and adjusts resource allocations accordingly to ensure that mission
requirements are met at the lowest possible cost to the U.S. taxpayer. In addition, EOIR
continues discussions with DHS to gauge the impact of enforcement activities on the
immigration courts and BIA to adjust dockets and resource allocations accordingly. These
discussions combined with the proposed program increases will allow EOIR to effectively
manage its caseload. The FY 2016 budget request is a result of these assessments and provides
the appropriate resources to continue the execution of EOIR’s mission into the future,

EOIR’s Mission and Strategic Objective: Under the delegated authority from the Attorney
General, EOIR conducts immigration court proceedings, appellate reviews, and administrative
hearings on behalf of the Department of Justice. The mission of EOIR is to provide the timely
and uniform interpretation and application of immigration law, ensuring due process and fair
treatment for all parties involved.

Organization of EOIR: EOIR operates Immigration Courts in 58 locations throughout the
country. EOIR employees assigned to Immigration Courts perform the majority of the
immigration proceedings conducted by the EOIR, Immigration judges report to the Chief
Immigration Judge.

EOIR Headquarters, located in Falls Church, VA, provides centralized operational, policy, and
administrative support to EOIR immigration proceedings and programs conducted throughout
the U.S. Under the direction of the EQIR Director and Deputy Director, this support is provided
by:

» The Board of Immigration Appeals (BIA), which hears appeals of imimigration judge
decisions and certain decisions of officers of the Department of Homeland Security

(DHS). The BIA decisions are binding on immigration judges and all DHS officers
unless modified or overruled by the Atlorney General or a federal court. Through
precedent decisions, the BIA provides guidance to immigration judges, DHS, and the
general public on the proper interpretation and administration of the immigration laws
and regulations.



82

The Office of the Chief humigration Judge (OCL), which oversees the administration of
58 immigration courts located throughout the United States and exercises administrative
supervision over ZOIR employees assigned to those courts. The OCH develops policies
and pracedures for immigration proceedings throughout the immigration court system. In
addition, the Ohicy Gns :
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La e Services Unit and other fanciionsaha coondinate management and operation

of the immigration sourts.

The Office of the Chief Administrative Hearing Officer (OCAHOQ), which adjudicatcs
cases involving illegal hiring and employment eligibility verification violations
(“employer sanctions”), document fraud and employment discrimination under the
Immigration and Nationality Act. The OCAHO is headed by a Chief Administrative
Hearing Officer (CAHO) who provides overall program direction, articulates policies and
procedures, establishes priorities, and administers the hearing process presided over by
Administrative Law Judges (ALJs). The CAHO also reviews decisions and orders issued
by OCAHO ALIJs in employer sanctions and document fraud cases, and may modify,
vacate or remand those decisions and orders.

A number of other Headquarters offices also provide EOIR-wide mission support:

The Office of the Director includes the Office of Legal Access Programs (OLAP), which
oversees various programs and initiatives aimed at increasing access to legal services and
information for indigent and low income individuals and improving the effectiveness of
the agency’s adjudication processes. These programs include the Legal Orientation
Program (LOP), Legal Orientation Program for Custodians of Unaccompanied Children
(LOPC), and the National Qualified Representative Program (NQRP).

= The LOP is designed to assist detained individuals in making better informed
decisions earlier in their immigration court proceedings, thereby improving access to
basic legal services, especially for indigent and low income individuals while
increasing the efficiency of the court hearing and detention processes. Currently, the
LOP operates at 31 sites, serving roughly 50,000 individuals per year. Non-
governmental organizations carry out the LOP under contract with EOIR. These
organizations wotrk closely with local Immigration and Customs Enforcement (ICE)
and EOIR personnel to provide group and individual orientations, self-help
workshops, and pro bono referral services to detained individuals. EOIR has found
the LOP to significantly reduce the average duration of individuals’ detained removal
proceedings before the immigration court as well as decrease their overall length of
time spent in DHS detention.

= The LOPC objectives are to improve the appearance rates of non-detained children at
their immigration court hearings, and increase access to legal and other services in
order to protect children from mistreatment, exploitation and trafficking. The LOPC
currently operates in 14 cities, and served over 12,000 custodians in FY 2014 for
children who were released from the Department of Health and Human Services’
Office of Refugee Resettlement (ORR) custody and scheduled for immigration court
hearings. The LOPC also operates the national LOPC call center to provide LOPC
scheduling assistance as well as basic legal information to custodians of children who
cannot attend a live LOPC., 8 U.S.C. 1232(b)(4).
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+ The National Qualified Representative Program (NORP) was created to carry out part
of the Department’s new nationwide policy to provide enhanced safeguards and
procedural profections to unrepresented immigration detainees with indicia of mental
incompetence. The NQRP provides Qualified Representatives (e.g. attorneys ot
aceredited representatives) to represent detained individuals tound incompetent to
represent themselves, As with the LOP and LOPC, EOIR contracts with non-
gavernmental organizations to administer these services. The NQRP is currently
operating in immigration courts located in Washington, California and Arizona, and
is in the process of being implemented nationwide.

e The Office of the General Counsel (OGC) provides legal advice on a wide variety of
matters involving EOIR and its employees in the performance of their official duties.
OGC staff handle employee labor relations issues for the agency, review and
prosecute complaints involving attorney misconduct, coordinate and respond to
requests for assistance involving immigration fraud, coordinate the development of
agency regulations and forms, provide litigation support to U.S. Attorneys, the Office
of Immigration Litigation, and the Solicitor General’s Office, coordinate inter-agency
activities and respond to all Freedom of Information and Privacy Act requests.

s The Administration Division provides administrative and financial management
support in the areas of appropriations, budget, contracts, financial management,
human resources, procurement, and property management for all EOIR employees.

¢ The Office of Planning, Analysis, and Technology conducts EOIR's strategic and
long-range planning, as well as maintains a focus on the outcome of such planning
through monitoring the agency's annual performance plans. OPAT is responsible for
the production of statistical reports, program analysis. and reporting on the mission-
critical goals and objectives established by EOIR's senior management. In addition,
OPAT oversees the design, development, operations, and maintenance of the
complete range of information technology systems supporting EOIR's day-to-day
operations.

o The Office of Management Programs manages several special emphasis and
compliance programs, including Security, Legislative and Public Aftairs. and Space
and Facilities Management. OMP also oversees the planning and development of
new activities in response to management proposals ftom the Director of EOIR, the
Department of Justice, the White House. and other government authorities.

B. Adjudication of Immigration Cases

Immigration Court Proceedings Overview: The Department of Homeland Security (DHS)
initiates virtually all cases before the Immigration Courts by charging an individual with
potential grounds of removability and issuing a Notice to Appear (NTA) in Immigration Court.
Section 240a of the Immigration and Nationality Act (INA) (8 U.S.C. 1229a).

Immigration judges are responsible for conducting formal immigration court proceedings and act
independently in deciding the matters before them. In removal proceedings. immigration judges
determine whether an individual from a foreign country (an alien) should be allowed to enter or
remain in the United States or should be removed. Immigration judges also have jurisdiction to
consider various forms of relief from removal. If the immigration judge finds the individual to
be removable, as charged, the individual can then request several different forms of relief from
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removal such as asylum and withholding of removal (including protsction under the Convention

Against Torture), cancellation of removal, voluntary departuve, or other forms of relief from

removal. i - : ny are pimindstieoely And unless sppealed or verrifiod o
Lopesis (BlAaL

.

Sote renrn ai preevedings ate conduoiad tnprisans wnd jaiks s pan of the uritutionad Hlearing
Program. s coordimation with DHS and correctional sathorities tn ali 30 srates, Pueno Rico. tie
Conunonswveaith of the orthern Mariana Islands. the District of Colombia, selected
municipalities, and Federal Bureau of Privons facilities. immigrarion judges conduct hearings to
adjudicate the immigration status of alien inmates while they are serving seatences for criminal
convictions.

The following flowchart details examples of paths to and through removal proceedings.
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o Asylum and Credible Fear: Under section 208(a) of the Immigration and Nationality
Act, the Attorney General may, in his discretion, grant asylum to an alien who qualifies
as a “refugee.” Generally, this requires that the asylum applicant demonstrate an inability
to return to his or her home country because of past persecution or a well-founded fear of
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future persecution based upon his or her race. religion. nationality, membership in a
particular social group, or political opinion. However, an alien may be ineligible for
asyluny under certain civeumatances, including having failed to file an asylum application
within an alien's first year of arrival in the United States. being convicted ot'an
aggravated fefony. or having been found to be a danger to national security, An
immigration judge hears an applicant’s claim and also hears any concerns about the
validity of the claim that arc raised by the DHS, Immigration and Customs Enforcement
attorney, who represents the U.S. government in immigration court. The immigration
judge adjudicates each case individually, on the evidence provided and in accordance
with immigration law, to determine whether the applicant is eligible for asylum and
merits a grant of asylum. If an applicant is ineligible for asylum, an immigration judge
determines whether the applicant is eligible for any other form of relief or protection
from removal. If an applicant is ineligible for any relief or protection from removal, an
immigration judge will deny the application and order the applicant removed from the
United States. If the alien or DHS disagrees with the immigration judge’s decision, either
party or both parties may appeal the decision to EOIR’s appellate component, the Board
of Immigration Appeals (BIA). If the alien disagrees with the BIA’s ruling, the alien
may file a petition for review (an appeal) with a federal circuit court of appeal.

Immigration law mandates that aliens who arrive at a U.S. port of entry without travel
documents or who present fraudulent documents must be detained and placed in
expedited removal proceedings. The expedited removal process allows DHS
immigration inspectors to remove certain aliens from the United States without placing
them in removal proceedings. During the expedited removal process: 1) Aliens who
express a fear of persecution or torture receive a “credible fear” interview with a USCIS
asylum officer or 2) Aliens previously removed from the United States who express a
fear of persecution or torture receive a “reasonable fear” interview with a USCIS asylum
officer. USCIS asylum officers refer aliens who are found to have a credible fear to
EOIR for removal proceedings. During their removal proceedings, they may apply for
asylum under 208 of the INA, withholding of removal relief under 241(b)(3) of the INA,
or Convention Against Torture (CAT) protections. When the USCIS agylum officer finds
that an alien does not have a credible fear or reasonable fear of persecution or torture, the
alien may request that an EOIR immigration judge review that finding. The immigration
judge’s credible fear review must be done within 24 hours if possible, but no later than 7
days following the USCIS asylum officer’s negative determination. The immigration
judge’s reasonable fear review must be done within 10 days after the USCIS asylum
officer refers the negative decision to the immigration court. If the immigration judge
upholds the USCIS asylum officer’s decision, the expedited removal order is upheld and
the alien is removed. If the immigration judge overturns the USCIS asylum officer’s
decision, the alien is placed in removal proceedings, or if the case emanated from a
reasonable fear determination, the alien is placed in withholding-only proceedings.
Individuals placed in withholding-only proceeding may apply for withholding of removal
under 241(b)(3) of the INA, or Convention Against Torture protections. Sections 208,
235, 240, and 241 of the INA (8 U.S.C. 1158, 1225, 122%a, and 1231(b)(3)) and 8 CFR
§§ 1208 et seq., 1235.6, and 1240 et seq.
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Unaccompanied Childven (UC): Unaccompanied children (UC) are placed in
immigration proceedings when DHS files an NTA with the immigration court, generally
after the child is placed with an appropriate sponsor (custodian) or in the long-term care
of the Department of Health and Human Services’ (HHS) Office of Refugee Resettlement
(ORR). This allows the child’s case (o begin in the immigration court tocation where the
child will be residing and to avoid delays due to changes in venue, Cases involving
unaccomnpanied children are placed on the court’s juvenile docket. All imumigration
courts have arranged for specialized juvenile dockets, which consolidates these cases for
master calendar hearings. Thirty-nine immigration courts are actively hearing such cases
on these dockets. Unaccompanied children cases involving recent border crossers are
currently scheduled for a first master calendar hearing within 21 days of the immigration
court’s receipt of the Notice to Appear. Dockets involving such cases are also being
adjusted so that judges can give appropriate continuances, irrespective of whether docket
time is available on a given date. The cases generally proceed under the laws that apply
to adults, but judges employ their training to take into consideration the special
vulnerabilities and needs of children. EOIR provides specialized training to immigration
judges who are expected to hear cases involving juveniles. In addition, the Office of the
Chief Immigration Judge has issued an Operating Policies and Procedures Memorandum
that deals exclusively with the handling of cases involving unaccompanied children.
Pursuant to section 208(b)(3)(C) of the INA, the immigration proceedings of
unaccompanied children who seek asylum protection in the United States are
administratively closed and the case is transferred to the U.S. Citizenship and
Immigration Services Asylum Program for adjudication in the first instance. Homeland
Security Act of 2002, sections 208 and 240 of the INA (8 U.S.C. 1158 and 1229a, and 8
U.S.C.S. 1232 et seq.). The following flowchart details an unaccompanied child’s
potential path in the immigration process.
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Appellate Review: In most appeals to the Board, the process begins with the filing of a notice of
appeal challenging an immigration judge’s decision. The appeal is filed either by the alien
and.‘ar the Government (which is represented by DHS, Immigration and Customs Enforcement).
When an appeal is tiled by either party, the Board acknowledges receipt of the appeal,
wranseribes the proceedings below (where appropriate), and sets a briefing schedule to alfow both
parties w present their argnments. Onee briefing coneludes, the appeal is adjudicated by a panel
of one, three, or all Board Members,

If the decision is not published, the decision is binding only on the parties. If the Board elects to
publish the decision, it becomes legal precedent and is binding nationwide.

The Board’s decision will stand unless and until modified or overruled by the Attorney General,
a federal court, or the Board itself upon favorable re-review pursuant to a motion.

Administrative Hearings: OCAHO cases begin with the filing of a complaint, either by the
DHS, Immigration and Customs Enforcement, in employer sanctions and document fraud cases
under INA §§ 274A and 274C, respectively, or by private individuals or entities and/or the DOJ,
Office of Special Counsel for Immigration Related Unfair Employment Practices, Civil Rights
Division, in immigration-related employment discrimination cases under INA § 274B. After the
complaint is filed, the respondent is given an opportunity to file an answer. Following the
answer, the parties typically file prehearing statements, undertake discovery, and participate in
one or more telephonic prehearing conferences with the ALJ. Parties may also engage in
settlement negotiations and file dispositive motions with the ALJ, Cases that are not resolved or
dismissed proceed to a formal evidentiary hearing, typically held near where the parties reside or
the alleged violation(s) occurred. Final decisions and orders issued by the ALJ in employer
sanctions and document fraud cases are reviewable by the Chief Administrative Hearing Officer
{CAHO) and/or the Attorney General. Once a final agency decision has been issued, a party may
file an appeal with the appropriate federal circuit court of appeals. Final ALY decisions in
immigration-related employment discrimination cases are not reviewable by the CAHO or the
Attorney General; rather, these decisions may be appealed directly to the appropriate federal
circuit court of appeals. The following flowcharts detail the OCAHO adjudicative process:
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C. EQIR’s 2016 Budget Strategy

EOIR’s immigration courts represent the Depariment’s front-line presence with respect to the
interpretation-and application of immigration law. Cases are received on-site, across the Nation,
directly fram DHS personnel. EOIR receives virtually all of its workload in the form of cases
brought by DHS seeking the removal of undocumented aliens thom the United States. It remains
critically important to balance EOIR*s adjudicative resources with DHS’s enforcement efforts.

EOQIR s strategy is three-fold. First, in accordance with the President’s directives, immigration
court resources are prioritizing individuals who are threats to national security and public safety,
or who are apprehended at or near the border. In addition, EOIR has refocused resources
prioritizing cases involving migrants who have recently crossed the southwest border and whom
DHS has placed into removal proceedings -~ so that these cases are processed both quickty and
fairly to enable prompt removal in appropriate cases, while ensuring the protection of asylum
seekers and others. EOIR’s top priority is the adjudication of cases that fall into the following
four groups: unaccompanied children; families in detention; families released on “alternatives to
detention;” and all other detained cases. This refocusing of resources allows EOIR to prioritize
the adjudication of the cases of those individuals involved in the summer border crisis.

EOIR is coordinating with DHS regarding the prioritization of the pending caseload before the
immigration courts and the BIA. To help preserve limited immigration court resources, EOIR
will work with DHS to prioritize the immigration docket in accordance with DHS’ application of
its prosecutorial authority. In addition, many of those cases are currently off calendar, will need
to be rescheduled, and the courts have begun that effort. EOIR is currently evaluating options
for addressing these cases involving individuals who are not threats to national security and
public safety.

Second, EOIR will continue discussions with the DHS to gauge the impact of enforcement
activities upon the immigration courts and to adjust dockets and resource allocations
accordingly. EOIR anticipates that these discussions combined with an increase in resources
will allow EOIR to more effectively manage its caseload,

Finally, EOIR will continue aggressively hiring immigration judges and critical positions that
provide support to the immigration courts.

To implement EOIR’s strategy, the request includes program increases totaling $124,262,000
and 345 positions (55 Immigration Judges, 43 Attomneys, and 247 Immigration Court Support
Staff) and 173 FTE to address the large volume of pending cases, provide sufficient support to
the immigration judge corps, improve information and data sharing with DHS, and continue to
improve efficiencies in immigration court proceedings.

D. Performance Challenges
Internal Challenges:

As a result of sequestration, EOIR halted all hiring including backfills of critical immigration
Judge teams. The immigration judge corps was reduced from a high point 0f 272 by mid-
December 2010 to 237 as of January 2015. The rate of attrition continues to outpace our ability
to backfill all positions including immigration judge positions. All of this occurred while DHS
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immigration entorcement funding increased, putting more of' a strain on our inunigration courts
across the country.

In ovder to appropriately manage both owr incoming and pending caseload, EOIR needs a
sustained commitment trom Congress to suppart budget requests for EOIR resources including
hiring inumigration judges and court support stadf. It is challenging to predict in one vear what
next vear's caseload may bring, so we need a consistent source of funding that allows EOIR to
remain flexible in its hiring processes, permitting us to ramp up statfing when needed, and
consistently account for natural attrition of the immigration judge corps and other staff.

EOIR is currently engaged in an aggressive hiring initiative to fill over 65 immigration judge
positions. However, the immigration judge hiring process is complex and multifaceted. In
addition to our need to ensure that candidates are well qualified in terms of their familiarity with
immigration law and possess necessary character traits to make them a good fit, we also must vet
them through a careful and thorough process, which includes two Deputy Attorney General
panels prior to the Attorney General appointment. This process usually takes 10 months and is
essential to adding the right people to the immigration judge corps.

External Challenges: EOIR receives virtually all of its workload in the form of cases brought
by DHS seeking the removal of undocumented alien from the United States. It remains critically
important to balance EOIR’s adjudicative resources with DHS’s enforcement efforts. For
example, last summer a high volume of families and unaccompanied children were identified
either at or near the Southwest Border. In response to this surge of aliens, DHS enforcement
efforts spiked. As such, in accordance with the President’s directives, immigration court
resources are prioritizing individuals who are threats to national security and public safety, or
who are apprehended at or near the border.

The number of cases pending adjudication rose from 262,681at the end of FY 2010 to 418,861 at
the end of FY 2014, an increase of more than 156,000 cases. This represents a nearly 60%
increase in cases pending adjudication in five years. In addition, the surge of border crossing
cases, in the summer of 2014, greatly impacted EOIR’s pending caseload.

The caseload remains the key challenge for EOIR as courts continue to receive hundreds of
thousands of cases for adjudication each year. Additionally, BIA’s sustained level of
approximately 30,000 appeals per year is an extremely large volume for any appellate body.
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Overview for the Office of the Pardon Attorney

For FY 2016, the Office of the Pardon Attarmey (OPA) requests a total o1'$6,508,000, 33 FTE,
and 46 positions, of which 27 are aftorneys, to help achieve its mission of advising and assisting
the President in the exercise of the pardon power conferved on him by Anticle 11, Section 2 of the
Constinion, This request includes a program increase of S2.012.000. 12 FTE. and 24 positions,
of which 16 ave attorneys, to help support and accomplish the goals of the Clemency Initiative
announced by the Deputy Attorney General in April 2014, The [nitiative focuses consideration
on commutation applications from low-level, non-violent offenders who have served at least 10
years in prison, have demonstrated good conduct in prison, have no history of violence and no
significant criminal history or ties to gangs or large-scale criminal organizations, and if convicted
today of the same offenses, would likely receive substantially lower sentences than those they
are serving.

Electronic copies of the Department of Justice’s Congressional Budget Justifications and Capital
Asset Plan and Business Case exhibits can be viewed or downloaded from the Internet using the
Internet address: htip://www justice.govi(2organizations/bpp.htm

1. Introduction

For over 100 years, the President has requested and received the assistance of the Attorney
General and his designees in the Department of Justice in exercising his clemency power with
regard to persons who have committed offenses against the United States. Within the
Department, OPA is the component assigned to carry out this function under the direction of the
Deputy Attorney General. The long-standing role of Department officials advising the President
on clemency matters is reflected in various public record documents dating to the late 19th
century. Moreover, since at least 1898, Presidents have adopted advisory rules to describe their
programs for processing clemency applications and their directions to the Attorney General in
carrying out the Department’s clemency advisory functions. The rules, which govern OPA’s
work but do not bind the President, are approved by the President and published by the Attorney
General. The current version of the administrative rules was promulgated in October 1993 and
amended in August and September 2000. They are published in 28 CF.R. §§ 1.1 to 1.11 and are
also available on OPA’s web site at hitp:/'www justice.gov/pardon/clemency.htm.

The two principal forms of clemency sought by applicants are pardon after completion of
sentence and commutation (reduction) of a sentence being served. The traditional standards by
which clemency applications are evaluated in connection with the preparation of the
Department’s letters of advice to the President have been utilized tor decades and are publicly
available on OPA’s web site at hittp: “www jugtice. gov pardonspetitions.htm. The criteria for
commutation consideration under the Clemency Initiative is also available on the Office’s web
site at hitp./www. justice. gov/pardon/new-clemeney-initiative html.

2. Challenges

OPA’s workload has increased significantly since FY 2007, which was the last fiscal year when
its total of new cases received numbered fewer than approximately 2,000. Thereafler, in the
seven fiscal years between FY 2008 and FY 2014, OPA received a total of more than 20,400
new petitions for processing, of which 17,690 were petitions for commutation of sentence. The
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case filings in FY 2014, consisting of 273 pardon applications and 6,561 commutation
applications, constituted a historic total ot 6,834 new filings in a fiscal year, Throughout this
period, OPA’s authorized staffing level was 15 peositions and 14 FTE - a fevel that was
established for the office in the mid-1990%s, when OPA received approximately 600 new cases
per fiseal vear. The FY 2013 appropriation inchuded an increase of $800.000 and 7 additional
positions, 4 of them being atomeys, for OP A 1o address the significant backlog in case
processing that developed as a result of its greatly increased workload over successive vears.

The announcement of the Department’s Clemency Initiative in FY 2014 has resulted in an
exponential increase in new case filings for OPA. As of the end of January 2014, when the
Deputy Attorney General first outlined plans for the Initiative in a speech to the New York Bar
Association, OPA had received 676 clemency applications for the fiscal year, including 608
commutation petitions. By the end of July 2014, that number had multiplied nearly 10 times to
6,105 clemency petitions, of which 5,916 were commutation requests. Given that trend, OPA
expected that its new filings would meet or exceed 7,000 petitions by the end of the fiscal year,
driven principally by the submission of requests for commutation of sentence. At the end of FY
2014, OPA’s estimation was only short by 166 petitions. Moreover, based on the fact that over
30,000 federal inmates have requested the assistance of pro bono counsel in order to file
commutation petitions for consideration under the Initiative, there can be no doubt that OPA will
receive many thousands of additional clemency petitions for processing in FY 2015 and FY
2016. The office is obliged to process all applications it receives, regardless of whether they are
from persons who are eligible to seek executive clemency from the President, and thus has no
control over the size of its caseload. The impact of this massive influx of new cases will be felt
by the office for many years to come and the additional staff and resources requested for FY
2016 are essential to enable OPA to continue to address the significantly increased workload.

17
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I1. Summary of Program Changes<*Executive Office for Tmmmigration Review
An additional 15 attotneys-
Tmmigration Court to support the Immigtation ..
Support Judge Corps. 15 8
Improvg;the lével and:-
o ; qualityof legal '
Legal Representation of representation for
Children vulnerable populations - 0 0
Additional fundingto o
develap.an information
sharing system and refresh . : o -
IT Modernization VTC/DAR -equipment 0 0} .-3,000% - 36
] This will allow EOIR to , L
Immigration Judge Teams | reduce the case backlog 330 -165] -+ 60,000:]-..38
‘ Expansion of 40 addijtional i o T
Legal Orientation Program | LOP sites to meet increased
(LOP) Expansion program demand. 0 0 10,0001 40
345 173

Tota!, EOIR

Summifj of Program Changes — Office of the Pardon Attorney

oo i

Office of the Pardon Attorney A

To fund the hiring of additional staff to
support the goals of the Clemency
Initiative and to advise and assist the

Clemency President in the exercise of the executive .
Initiative clemency power 24 12 20121 43
Total, OPA 24 12 $2,012
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I Appropriatious Language and Analysis of Appropriations Language
Appropriations Language
New language proposed lor FY 2016 is italicized.

Adnministrative Review and Appeals
(Including Transfer of Funds)

For expenses necessary for the administration of pardon and clemency petitions and
immigration-related activities, [$347,154,000], 488,381,000, of which $4,000,000 shall be
derived by transfer from the Executive Office for Immigration Review fees deposited in the
“Immigration Examinations Fee” account. Provided, That, of the amount available for the
Executive Office for Immigration Review:

(1) not to exceed $15,000,000 shall remain available until expended, and

{2) $50,000,000 shali be available to implement and evaluate programs to improve the level and
quality of legal representation for vulnerable populations, including through the provision of
counsel, and shall remain available until September 30, 2017.

Justification:

1) Language is needed to provide EOIR with the flexibility to carry forward up to $15 million of
the funds appropriated in FY 2016 in a no-year account. This carry-over authority is consistent
with other DOJ appropriations and provides operational flexibility for hiring, IT purchases, and
other operational needs.

2) Two-year funding of $50 million is requested for the legal representation of vulnerable
populations, such as unaccompanied children. Two-year funding would enable a phased-in
implementation to address the current strain on the capacity of experienced individuals and
organizations providing legal services to vulnerable populations.
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1V, Program Activity Justification

A, Executive Office for Immigration Review (EOIR)

Executive Office for Immigration Review © Permi. FTE Amount

. i Pes. . ; (385%)

. 2014 Enacted i 1,582 ; 1,313 ¢ 312,200
2015 Enacted 1,793 1,460 347,154
Adjustments to Base and Technical Adjustments 0 106 10,457
2016 Current Services 1,793 1,566 357,611
2016 Program Increases 345 173 124,262
2016 Request 2,138 1,739 481,873

“Total Change 2015-2016. .- 279 134,719

1. Program Description
EOIR is comprised of three components responsible for the adjudication of immigration cases.

Board of Immigration Appeals - Under the direction of the Chairman, the BIA hears appeals of
decisions of immigration judges and certain decisions of officers of the DHS in a wide variety of
proceedings in which the Government of the United States is one party and the other party is an
alien, a citizen, or a transportation carrier. The BIA is directed to exercise its independent
judgment in hearing appeals for the Attorney General, and provides a nationally uniform
application of the immigration laws, both in terms of the interpretation of the law and the
exercise of the significant discretion vested in the Attorney General. The majority of cases
before the BIA involve appeals from orders of EOIR’s immigration judges entered in
immigration proceedings.

Appeais of decisions of DHS officers, reviewed by the BIA, principally involve appeals from
familial visa petition denials and decisions involving administrative fines on transportation
carriers. The BIA also renders decisions on applications by organizations that have requested
permission to practice before the BIA, the immigration judges, and DHS, and renders decisions
on individual applications by employees of such organizations. The BIA also issues decisions
relating to the EOIR Attorney Discipline Program.

The BIA plays the major role in interpreting the iramigration laws of this country, an area of law
the courts have characterized as uniquely complex. Processing a high-volume caseload has been
a challenging task in a time of constant Federal court activity and frequent major legislative
action in the immigration field.

Office of the Chief Immigration Judge — The Chief Immigration Judge provides overall program
direction, articulates policy, and establishes priorities for the immigration judges located in 58
courts throughout the United States. Generally, immigration judges determine removability and
adjudicate applications for relief from removal such as cancellation of removal, adjustment of
status, asylum or waivers of removability. Custody redetermination hearings are held when an
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alien in DHS custody secks a reduction in the bond amount set by DHS, or a release on his or her
oW1l recoguizance.

With respect to criminal alien adjudications, the Institutional Hearing Program (1HP) provides

the framework for hearings to determine the immigration status of aliens convicled of offenses
wha are ficarcerated in federal. state and local prisons acrass the United Stares, FOIR's IHP is
designed to expedite the removal of criminal aliens and involves close coordination with DHS,
the Bureau of Prisons, and state and local corrections authorities,

Office of the Chief Administrative Hearing Officer - The Office of the Chief Administrative
Hearing Officer (OCAHO) employs Administrative Law Judges (ALJs) appointed pursuant to 5
U.S.C. § 3105 to adjudicate cases arising under Sections 274A, 274B and 274C of the INA.
Section 274A provides for sanctions (civil penalties and injunctive relief) against employers or
entities who: (1) knowingly hire, recruit, or refer for a fee, or continue to employ, unauthorized
aliens; (2) fail to comply with employment eligibility verification requirements; or (3) require the
execution of an indemnity bond by employees to protect the employer or entity from potential
liability for unlawful employment practices. Section 274B prohibits employment discrimination
based on national origin or citizenship status and provides for civil penalties and various
equitable remedies. Section 274C provides civil penalties for immigration-related document
fraud. Adjudicative proceedings are initiated by complaints filed with OCAHO by DHS (in
Section 274A and Section 274C cases), or the Office of Special Counsel for Immigration Related
Unfair Employment Practices (OSC) in the Civil Rights Division, and/or aggrieved private
parties and entities (in section 274B cases). Cases are assigned to ALJs by the Chief
Administrative Hearing Officer (CAHO), who is also responsible for program management and
policy development for the Office,

The CAHO is also authorized to conduct administrative reviews of ALJ decisions in INA
Sections 274A and 274C cases, and may affirm, modify, vacate and/or remand such decisions.
Unless the case is certified to the Attorney General, the CAHO’s decision on review constitutes
the final agency action with respect to these cases The CAHO also certifies that ALJs who hear
Section 274B cases have received the specialized training in employment discrimination matters
that is required by statute. ‘
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3. Performance, Resources, and Strategies
a. Performance Plan and Report for Outcomes

For the immigration courts, EOIR chose two priority case types as performance measures and set
the following goals:

¢ 85% of Institutional Hearing Program (criminal aliens) cases completed before release from
incarceration

s 80% of detained cases completed within 60 days

In FY 2014, the immigration courts did not meet these two priority targets but continue to
reallocate resources to strive to complete these priority cases in a timely fashion. The goal for
the Institutional Hearing Program will continue in FY 2015, while the goal for detained cases
will change to “80% of detained cases completed within 60 days.” This change is due in large
part to the new way that EOIR now counts cases as well as the changing nature of immigration
court cases. The goal in FY 2016 will remain the same for both of these measures.

The performance measure for the BIA is:
¢ 90% of detained appeals adjudicated within 150 days

In FY 2014, the BIA exceeded this target by 3%. This performance measure will continue
through FY 2016.

EOIR’s adjudication functions are part of the government’s broader immigration and border
control programs. As such, EOIR’s ability to adjudicate cases in a timely fashion allows the
larger system to operate more efficiently. This includes the efficient utilization of DHS
detention space. The guarantee of faimess and due process remains a comerstone of our judicial
system. EOIR’s role in the provision of relief in meritorious cases, and in the denial of relief in
others, helps assure the integrity of the overall process.

To sumnmarize, the FY 2016 target is to complete EOIR’s priority adjudications within
established timeframes.

b. Strategies to Accomplish Outcomes

Case adjudication is the performance indicator for EOIR. Performance measures (the number of
cases completed) have been established for several high priority case types.

EOIR has established case completion goals for the various types of cases that the immigration
courts adjudicate, and will continue to reallocate existing resources to the adjudication of priority
cases including the four new priorities resulting from the recent influx of juveniles, adults with
children, and recent border crossers. This includes adjusting court dockets to consolidate the
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amount of hearing time devoted to detained cases and to scheduling first hearings for the cases of
unaccompanied children and adults with children,

EOIR is moving ahead with its plans to transition from paper to electronic records. When fully
implemented, this initiative will improve efficiency throughout the adjudication process. For
example, data from electronically filed documents wiil be automatically uploaded to EOIR’s
database, thus decreasing data entry time; electronic Records of Proceedings (ROPs) will be
available for immediate access by staff who need to use them, eliminating the time spent waiting
for files; and digitally recorded hearings can be made available to transcribers instantly rather
than mailing audio tapes back and forth.

In accordance with this goal, OCAHO launched its E-filing Pilot Program on May 30, 2014. The
pilot program has been extended until May 29, 2015. Under the pilot program, parties who
agree to participate and comply with the procedural and technological requirements of the
program will be able to file, serve and receive OCAHO scanned case documents by email, It is
anticipated that this program will reduce the time, cost and resources attendant to filing and
serving documents by mail or overnight delivery. After the pilot program ends, OCAHO will
assess whether procedural and technological changes are necessary to implement a permanent
program. Implementation of a permanent program will require replacement of OCAHO’s
Automated Case Management System Database, new technological equipment and additional
personnel to administer the program.
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B. Office of the Pardon Attorney

Office of the Pardon Attorney Direct Pos. | Estimated Amount
FTE

2014 Enacted 15 13 2,800
2015 Enacted 22 18 3,918
Adjustments to Base and Technical Adjustments 0 : 3 578
2016 Current Services 22 21 4,496
2016 Program Increases 24 12 2,012
2016 Request 46 33 6,508
Total Change 2015-2016 24 15 2,590

1. Program Description

The primary function of OPA is to receive, evaluate, and investigate clemency applications and
prepare the recommendation of the Department of Justice as to the appropriate disposition of
each application for the signature of the Deputy Attorney General. In addition, OPA responds to
inquiries concerning executive clemency petitions and the clemency process from applicants,
their representatives, members of the public, Members of Congress, and various federal, state,
and local officials and agencies; prepares all necessary documents to effect the President’s
decision to grant clemency; and notifies each clemency applicant of the President’s decision
concerning his or her clemency request. When asked to do so, OPA also provides general advice
to the White House concerning executive clemency procedures and the historical background of
clemency matters.
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3. Performance, Resources, and Strategies
a. Performance Plan and Report for Outcomes

Because OPA s sole-mission is 40-assist the President in the exercise of the clemency power, its
performance measure is the number of clemency petitions it processes during a given fiscal year,
Likewise, the Office’s outcome measure is the number of clemency petitions that remain pending
at the end of the fiscal year. In FY 2009, OPA set its annual targets for both measures at 1,500
cases, and it consistently exceeded both targets through FY 2012, In FY 2013, OPA exceeded its
target for petitions processed, but it missed the target for petitions pending at the end of the fiscal
year due to the uncommonly large number of new filings it received (2,673 total applications).

In light of that historic number of filings, OPA increased its petitions pending target to 1,800
cases for FY 2014. However, the Office was unable to meet its outcome measure target for cases
pending at the end of the fiscal year. The degree to which the Office will be able to meet its
annual cases-pending outcome target will depend significantly on the volume of new petitions
filed in upcoming fiscal years and how quickly OPA can bring new staff on board to work
through the high cumulative number of petitions filed in the last few fiscal years.

OPA’s ability to achieve its targets has been adversely affected by the cumulative effect of the
uncommonly large number of petitions it received in FY 2013 and, especially, by the influx of
commutation petitions submitted in FY 2014 as a result of the announcement of the Clemency
Initiative. As OPA’s existing staff has discovered, expending the substantial resources required
simply to manage such a volume of clemency requests significantly decreases those available for
analyzing and evaluating the merits of individual applications and preparing the appropriate
letters of advice to inform the President. This problem will become substantially more acute in
FY 2015 and FY 2016, as more and more commutation petitioners file applications in the
expectation that they will be decided before the end of the current Administration. Given the
many thousands of inmates (over 30,000 as of December 2014) who already have requested legal
assistance from the consortium of defense.attorneys formed to provide pro bono representation
to potential applicants under the Initiative, there can be no doubt that the numbers of
commutation petitions filed by the end of FY 2016 will be extraordinary and that the cumulative
effect of such filings will be especially challenging.

Accordingly, OPA’s need for additional resources in FY2016 is essential. However, given that it
is still unclear how many thousands of new petitions will be filed in FY 2015, OPA is
significantly hampered in its effort to develop realistic performance targets for fiscal years 2015
and 2016. The number of petitions the Office can reasonably expect to process to completion
during each of those years depends critically upon the number of additional staff OPA ultimately
is able to hire and how quickly they can be brought on board and trained in commutation
evaluation.

b. Strategies to Accomplish Outcomes

Building upon the resources appropriated in FY 2015, OPA’s request for FY 2016 includes 16 ‘
attorneys, 6 paralegals, and 2 clerical staff members. Once hired and trained, these additional
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personnel would bring OPA’s staffing complement to 27 attorneys, 13 paralegals, and 6
administrative staff, including the office administrator.

Because of the electronic case processing and tracking system OPA utilizes to manage its
workload, paralegal and administrative staff are crucial to the efficient processing of clemency
petitions, The myriad tasks they fulfill include opening caeses and scanning files; obtaining
necessary records from outside agencies such as the Bureau of Prisons and United States
Probation Offices and adding them to electronic case files; flagging substantive issues for
attorneys; assisting with the production and dissemination of requests for comments from United
States Attorneys and sentencing judges, tracking and responding to mail and e-mail inquiries
from petitioners, their representatives, third parties, and government entities; preparing packages
of letters of advice for transmittal to the Office of the Deputy Attorney General and the White
House; continuously updating electronic case files and tracking cases from beginning to end;
preparing notices of decision after the President has acted; closing case files; preparing and
cross-checking caseload reports; managing Freedom of Information Act requests and responses,
drafting responses to White House mail on clemency related inquiries for the signature of the
Pardon Attorney, and maintaining clemency statistics. The FY 2016 budget request would result
in an attorney: paralegal staffing ratio of approximately 2:1 that would significantly assist with
case processing efficiency.

The additional attorey positions requested for FY 2016 are essential to OPA’s effort to make
substantial progress on the enormous caseload that has developed since the announcement of the
2014 Clemency Initiative and will grow over the next two fiscal years. Many of these cases will
raise complex legal issues, since the Clemency Initiative criteria require the determination of
whether a petitioner’s sentence would be different if imposed under current law. Given the
volume of cases OPA is expected to receive under the Initiative, it is extremely important that
the office have on staff as large a cadre of experienced clemency attorneys as possible to
evaluate the merits of incoming petitions and draft cogent, legally correct letters of advice to
assist the President’s decision-making.
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V. Program Increases by Item

Ttem Name: Immigration Court Support

Budget Decision Unit: EOIR _

Strategic Goal & Objective: 3.7: Adjudicate all immigration cases promptly and
impartiaily in accordance with due process.

Organizational Program: Immigration Adjudications

Program Increase: Positions 15 Agt/Atty 15 FTE 8 Dollars $1.262.000

Description of Item

This increase will provide EOIR with 15 additional attorneys to support the Immigration Judge
Corps and provide legal assistance with immigration matters before the courts.

Justification

DHS enforcement efforts have generated new priorities for the courts as well as more cases, and
may generate more immigration court case receipts well into the future. As a result, EOIR’s
pending caseload continues to grow. Court support staff is critical to the operations and timely
data entry of court proceeding information. This increase will aliow EOIR fo hire support
positions not included as part of the immigration judge teams. This includes critical attorney
vacancies where attrition and new lines of business have created the need for additional staffing
Tesources.

Impact on Performance (Relationship of Increase to Strategic Goals)

This initiative ties directly to Strategic Objective 3.7 and to Congress and the Administration’s
immigration priorities.
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Base Funding
FY 2014 FY 2015 Enacted FY 2016 Current Services
agt/ agt/ agt/
Pos atty FTE | $(000) Pos atty FTE | $(000) Pos atty FTE $(000)
1,582 530 1,355 | 312,200 1,793 5831 1,460 | 347,154 1,793 583 | 1,566 357611
P el Increase Cost Summ:
Modular Number of
Type of Position Cost Positions FY 2016 FY 2017 Net
per Position | Requested Request ($000) Annualization
(3000)
Attorney (0905) 84 15 1,262 1,320
Total Personnel 84 15 1,262 1,320
Non-Personnel Increase Cost Summary
Non-Personnel FY 2016 FY 2017 Net
Ttem Unit Cost Quantity Request ($000) Annualization
Total Non-Personnel
Total Request for this Ttem
P 1 Non- FY 2017 Net
Pos | AgVAtty | FTE crsonne Personnel Total | Asnualization
($000) ($000)
Current Services 1,793 583 1,566 215,174 142,437 357,611 .
Increases 15 15 8 1,262 Q0 1,262 1,320
Decreases 0 0 0 0 0 (1]
Grand Total 1,808 598 1,574 216,436 142,437 358873 1,320
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Item Name: Legal Representation of Children

Budget Decision Unit: EQIR

Strategic Goal & Objective: 3.7: Adjudicate all immigration cases nd
impartially in accordance with due process.

Organizational Program: Immigration Adfudications

Program Increase: Positions 0 Agt/Atty 0 FTE 0 Dollars $50,000.000

Description of Item

This additional funding will enable EOIR to expand its pilot program, which improves
immigration court efficiencies by providing legal counsel to children going through immigration
proceedings.

Justification

Immigration judges can conduct hearings more efficiently when unaccompanied children are
assisted by competent legal representatives. A legal representative can help identify any form(s)
of relief for which the child may be eligible and develop a record supporting the application(s)
for relief. Having a competent representative prepare and present the child’s testimony in the
case can help facilitate the child’s communication with the court. Further, the availability of a
legal representative to answer questions, explain the adjudicative process to the unaccompanied
child, and timely prepare the evidence that would be submitted to the immigration judge, would
save the court valuable time during hearings. When unaccompanied children are effectively
represented, we expect the courts will be able to reduce the number of continuances granted for
the purpose of obtaining counsel and/or evidence.

Impact on Performance (Relationship of Increase to Strategic Goals)

This initiative ties directly to Strategic Objective 3.7 and to Congress and the Administration’s
immigration priorities.
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Base Funding
FY 2014 FY 2015 Enacted FY 2016 Curent Services
agt/ agt/ agtf -
Pos atty FTE $(000) Pos atty FTE $(000) Pos atty FTE $(000)
2,000 4,824 4,824
Personnel Increase Cost Summary
Modular Number of
Type of Position Cost Positions FY 2016 FY 2017 Net
per Position Requested Request ($000) Annualization
{$000)
Total Personnel
Non-Personne] Increase Cost Summary
Non-Personnel FY 2016 FY 2017 Net
Item Unit Cost Quantity Request ($000) Annyalization
Legal Repr ion of Children 50,000
Total Non-Personnel 50,000
Total Reguest for this Item
. P 1 Non- FY 2017 Net
Pos Agt/Atty FTE (E Sl 000{ T )E  Personnel Total Annualization
(8000)
Cusrent Services 4,824 4,824
Increases 50,000 50,000
Grand Total 54,824 54,824
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Itemn Name: IT Modernization

Budget Decision Unit; EOIR

Strategic Goal & Objective: 3.7: Adjudicate all immigration cases-promptly and
impartially in accordance with due process.

Organizational Program: Imunigration Adjudications

Program Increase: Positions 0 Agt/Atty 0 FTE Q Dollars $3.000,000

Description of Item

This increase will provide EOIR with $3 million to develop an information and data sharing
system with the DHS, which will enhance information sharing between both Departments and
help improve the efficiency of processing case materials, In addition, this funding will also
allow EOIR to refresh its Video Teleconferencing and Digital Audio Recording equipment,
which is critical to the immigration courts.

Justification
As immigration reform continues to be defined and real-time challenges regarding mission
essential business requirements arise between EOIR and DHS, it is imperative that IT systems

and applications that support immigration processes owned by numerous agencies are efficient
and effective in sharing information and streamlining business processes.

Impact on Performance (Relationship of Increase to Strategic Goals)

This initiative ties directly to Strategic Objective 3.7 and to Congress and the Administration’s
immigration priorities.
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Base Funding
FY2014 FY 2015 Enzcted FY 2016 Current Services
agt/ ; agt/ agt/
Pos atty FTE | $(000) Pos atty FTE | $(000) Pos atty FTE $(000)
49,900 38,200 38,200
Personnel Increase Cost Summery
Modular Number of
Type of Position Cost Positions FY 2016 FY 2017 Net
per Position Regquested Request ($000) Annualization
($000)
Total Personnel
Non-Personnel Increase Cost Summary
Non-Personnel FY 2016 FY 2017 Net
Item Unit Cost Quantity Request ($000) Annualization
Information Technology Modemization 3,000
Total Non-Personnel 3,000
Total Request for this Item
P 1 Non- FY 2017 Net
Pos Agt/Atty FIE TBOnIe Personnel Total Annualization
(8000) (8000)
Current Services 38,200 38,200
Increases 3,000 3,000
Grand Total 41,200 41,200
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ftem Name: Immigration Judge Teams

Budget Decision Unit: EQIR

Strategic Goal & Cbjective: 3.7 Adjudicate all immmigration cases pr
impartially in accordance with due process.

Organizational Program: Immigration Adjudications

Program Increase: Positions 330 Agt/Atty 83 FTE 165 Dollars $60.000,000

Description of Item

This increase will enable EOIR to add 55 new Immigration Judge Teams to help effectively
manage and adjudicate the pending caseload.

Justification

With the current volume of receipts, this caseload will continue to grow well into the future. At
the same time, EOIRs attrition rate continues to outpace our ability to backfill all positions
including immigration judge positions. This program increase, together with the increase in the
2015 appropriation, will allow EOIR to adjudicate more cases annually and better address the
caseload.

Impact on Performance (Relationship of Increase to Strategic Goals)

This initiative ties directly to Strategic Objective 3.7 and to the Congress’ and Administration’s
immigration priorities. The volume and geographic concentration of the additional caseload will
depend upon DHS’ enforcement strategies. However, the new enforcement priorities outlined by
the Executive branch will undoubtedly impact EOIR’s dockets. Because these and other priority
case types are docketed on short time lines or adjudicated in detention or prison settings, they
will have to be handled expeditiously. At the same time, EOIR must also address the growing
pending caseload, requiring additional adjudicative resources.
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Base Funding
FY 2014 FY 2015 Enacted FY 2016 Ourrent Services
agt/ agt/ . agt/
Pox atty FTE | $(000) Pos atty FTE | $(000) Pos atty FTE $(000)
1,582 1 530 1,355 | 312,200 1,793 583 { 1,460 347,154 1,793 583 | 1,566 357,611
Personnel Increase Cost Summary
Modular Number of
Type of Position Cost Positions FY 2016 FY 2017 Net
per Position { Reguested Request ($000) Anmualization
($000)
Attorney (0905) 496 55 27,280
Information & Arts (1000-1099) 106 55 5,830
Clerical and Office Services (0300-0399) 92 110 12,394
Paralegal/Other Law (0900-0999) 126 55 6,930
Attorney (0905) - 168 28 4,704
Paralegal/Other Law (0900-0999) 106 27 2,862
Total Personnel 1,094 330 60,000
Non-Personnel Increase Cost Summary
Non-Personnel FY 2016 FY 2017 Net
Item Unit Cost Quantity Request ($000) Annualization
Total Non-Personnel
Total Request for this Item
P 1 Non- FY 2017 Net
Pos Agt/Atty FIE (SOH 8 :oom; Personnel Total Aunnualization
($000)
Current Services 1,793 583 1,566 215,174 142,437 357,611
Increases 330 83 165 60,00 0 60,000
'Grand Total 2,123 666 1,731 275,174 142,437 417,611
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Item Name: al Orientation ram

Budget Decision Unit: EOIR

‘Strategic Goal & Objective: 3.7: Adjudicate all immigration cases promptly and
impartially in accordance with due process.

Organizational Program: Immigration Adjudications

Program Increase: Positions 0 Agt/Atty 0 FTE 0 Dollars $10.000.000

Description and Justification of Ttem

This requested increase will expand the successful LOP and continue to improve efficiencies in
immigration court proceedings for detained aliens by increasing their awareness of their rights
and the overall immigration proceeding process. Evaluation reports have shown that LOP
participants complete their immigration court cases in detention on an average of 12 days faster
than detainees who do not participate in an LOP. The requested additional funding will respond
to elevated demand at existing DHS sites and enable LOP to add 40 additional sites to the 37
sites we expect to be operating by the end of FY 2015, 35 of which are in detention centers.

Impact on Performance (Relationship of Increase to Strategic Goals)
This initiative ties directly to Strategic Objective 3.7 and to the Congress’ and Administration’s
immigration priorities. This program increase would enhance immigration court efficiencies,

allowing EOIR to adjudicate cases in a more timely fashion, especially the high priority detained
cases,
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Base Funding
FY 2014 FY 2015 Enacted FY 2016 Current Services
agt/ agt/ agt/
Pos | 2 | FIE $(000) Pos ay | FTE $000) | Pos 2y FTE |  $(000)
8,610 11,434 11434
Personnel Increase Cost Summary
Modvular Number of
Type of Position Cost Positions FY 2016 FY 2017 Net
per Position | Requested Request ($000) Annualization
(3000}
Total Personnel
Non-Personnel] Increase Cost Summary
Non-Personnel FY 2016 FY 2017 Net
Item Unit Cost Quantity Request ($000) Annualization
Legal Orientation Program (LOP) \
3 . 10,000
Expansion
Total Non-Personnel 10,000
Total Request for this Item
P 1 Non- FY 2017 Net
Pos Agt/Atty FTE 3 Persomnel Total Annualization
{$000) ($000)
Current Services 11,434 11,434
Increases 10,000 10,000
Grand Total 21,434 21,434
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Base Funding - EOIR
FY 2014 FY 2013 Eacted - FY 2016 Current Services
Pos | atty FTE | $(000) Pos atty FTE | $(000) Pos atty $(000)
1,582 1 530 1,355 | 312,200 1,793 583§ 1,460 347,154 1,793 583 | 1,566 357,611
1 Increase Cost S
Modular Number of
‘ype of Position Cost Positions FY 2016 FY 2017 Net
per Position Requested Request ($000) Annualization
($000) )
\omey (0905) 496 55 27,280
wformation & Arts (1000-1099) 106 55 5,830
Jerical and Office Services (0300-0399) 92 110 12,394
aralegal/Other Law (0900-0999) 126 55 6,930
\ttormey (0905) 168 28 4,704
aralegal/Other Law (0900-0999) 106 27 2,862
Jtorney (6905) 84 15 1,262 1,320
‘otal Personnel 1,178 345 61,262 1,320
Non-Personnel Increase Cost Sumamary
Non-Personzel FY 2016 FY 2017 Net
Item Unit Cost Quantity Request ($000) Annualization
ilot - Innovative Ideas/Legal 50.000
gpresentation of Children ’
formation Technology Modernization 3,000
egal Orientation Program (LOP)
xpasion 10,000
fiscellaneous Adjustment
otal Non-Personnel 63,000
Total R« for this
_ Non- FY 2017 Net
Pos Agt/Atty FTE Persomnel Personnel Total Anmalization
($000) (8000)
wrent Services 1,793 583 1,566 215,174 142,437 357,611
1cTeases 345 98 173 31,264 92,998 124,262 1,320
‘ecreases 0 0 0 0 0 0
rand Total 2,138 681 1,739 246,438 235,435 481,873 1,320
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Item Name: Clemency Initiative

Strategic Goal: Goal 2: Prevent Crime, Protect the Rights of the American
Peaple, and Enforce Federal Law

Strategic Objective: Objective 2,6: Protect the federal fisc and defend the
interests of the United States

Budget Decision Unit: Office of the Pardon Attorney

Organizational Program: Executive clemency advisory program

Program Increase: Positions 24 Agt/Atty16 FTE 12 Dollars $2,012.000

Description of Item

This request to fund 24 additional positions, consisting of 16 attorneys, 6 paralegals, and 2
administrative support positions, is crucial to OPA’s effort to review and prepare
recommendations concerning the clemency requests of thousands of federal inmates who have
and are expected to seek commutation of sentence pursuant to the Clemency Initiative
announced by the Deputy Attorney General in 2014,

Justification

The requested program increase for FY 2016 is essential to OPA’s effort to meet the challenging
task set by the Department’s implementation of the 2014 Clemency Initiative. Given the historic
numbers of commutation applicants who have already applied for clemency and who have
indicated their desire to do so with the assistance of pro bono counsel, OPA will be unable to
keep pace with the expected influx of petitions during the next two fiscal years unless it receives
significant additional resources. OPA is obliged to process all clemency petitions it receives
from persons who are eligible to seek clemency from the President. Even with the benefit of the
additional resources appropriated in FY 2015, the Office’s staffing level is currently inadequate
to manage the expected increase in the commutation caseload, conduct the necessary review of
so many petitions, and supervise the preparation of recommendations for the thousands of
petitions that will be filed. It is crucial that the Office’s attomey and paralegal resources be
increased to address the challenge of processing the thousands of clemency applications that
have been and will be filed so as to identify and present for the President’s consideration
candidates for commutation of sentence who meet the criteria of the Initiative.
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Impact on Performance

OPA’smission supports Strategic Goal 2.6, which encompasses the Department’s responsibility
“to support the Attorney General in his role as legal adviser to the President” including “advising
the President concerning the appropriate disposition of applications for executive clemency.” As
of the end of FY 2014, OPA is faced with a historic workload that resulted in the Office
beginning FY 2015 with a huge backlog of cases that undoubtedly will grow in FY 2016,

During the past two adntinistrations, the President’s final year in office witnessed a significant
spike in the numbers of clemency petitions filed. The same effect is certain to be seen in FY
2016 and it will likely begin even earlier, in FY 2015, as thousands of commutation petitioners
seek consideration under the Clemency Initiative. These factors will inevitably lead to a
continuing backlog of cases. The size of the backlog by the end of FY 2016 depends in great
part on the level of resources made available to OPA to meet this challenge.

OPA will continue to track its performance by monitoring the number of petitions it processes
and the number of petitions that remain pending. With additional attorney and paralegal
resources, the office expects to be able to increase significantly its productivity and efficiency in
processing petitions. Once all of the requested additional positions are filled and new personnel
are fully trained, OPA projects that it would be able to increase its case processing target to
3,500 cases for FY 2016. It will take several years, however, to work through the backlog that
will only increase as the thousands of inmates who have sought pro bono legal assistance begin
submitting their clemency petitions for consideration.
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Funding
Base Funding - OPA
FY2014 E d FY 2015 Enacted FY 2016 Current Services
Pos | agt/ | FTE $(000) Pos | agt/ | FTE $(000) Pos | agt/ | FTE $(000)
atty atty atty
15 71 13 2800) 221 11 18 39181 22{ 11 21 4,496
Personnel Increase Cost Summary
FY 2017 Net
. Mgg‘s‘:“ Number of | FY 2016 | Anmualization
Type of Position/Series Position Positions | Request (change from
per Requested | ($000) 2016)
- ($000) (§000)
Clerical and Office Services
(0300-0399) (GS.6) $39 2 $78 $42
Attorneys (0905) (GS-15) $103 16 $1,640 $1,304
Paralegals / Other Law
(0900-0999) (GS-9) $49 6 $294 $186
Total Personnel 24 $2,012 $1,532
Total Request for this Item
Nom FY 2017
Agt/ Personnel Total Net Annualization
Pos | agy | FTE | (so00) | Pl (5000) | (change from 2016)
($000) (5000)
Current
Services 22 11 21 $4,496 $0 $4,496 .
Increases | 24 16 12 $2,012 $0 $2.012 $1,532
Grand
Total 46 27 33 $6,508 $0 $6,508 $1,532

45



Weyo leusheziveBio - v 1qux3

TN WBOIOH H DR
E ] ry IR Pty

S —————————

EI/9T/S

125

zoFS.o.z!
3O
=40 WO 403410 AHL, 20 FOUL0 IHL 0 301440 SHL 4O FDHO 40 auvod

VOLDIHIAQ ALNG3C

WOLOEMA

MIATY NOLLYHOINNI 304 301440 IALLNDAXT

ueys jpuonezivebio iy



126

vey) [euonez )=V quyx3

e-..h.%l;ﬂi e AMWOLYNOOWS foowd swomnovamaLy

AINNOLLY NOQUVI

AINVOLLY NOQU VY TIHL JO IDI440

Jeyo jeuoneziuebig 1y



127

sjuawannbay jo Lewwng - g Iquyxg

"PRIBUINSS St GLOT Ad PUB GLOZ A 40) pUE [EMOR ST PLOT Ad JO) 314 3U4. SION

60€'2EL v6T 69¢ abuByd 12101 HLOZ - 510
188'g8d 1474} $8L'T 1sanbay 2101 9102
viZ'9zh 581 69E sabueyn weibouy |ejoy
vl2'9ZL S8l 69€ saseasoul 'lelogng
'z zl 174 aajeniul Aouawald
000'0L 4] 0 uotsuedxy (dO1} wesboid uonguaug eban
00009 i 18 oee swea abpny uonesBruw
000°€ 0 o] uoNezIaPoW Lt
00005 0 0 UIPPYD 30 LOREIUBSIIDSY teban)
292'} 8 (1 SaANBIIL| JUBLWSI0JUT SHE UM UONELINIO0T - Joddng UN0Y uogesBuuw)
=L
sabueys weabosd
201°29€ 185'L Sig't SINAIBG JuaIND 8102
[se0's) 604 0 a1 fpy aseg pue |2auysay 1.0y,
S£0'S) 60} 0 sjusunsnipy aseg {8301
28 o} 0 sjuawisnipy 18I0
ri0'6- 1] [1] sapIoe @ Juay oNsswog
22091 601 1] sujousg pue Aed
000t 4] 0 JUNOo0Y 834 uoneuiwexy uonelBiwiw SHa
:sajsues),
sjuaugsafpy aseg,
000't 0 ] sjuaugsnipy {E2UYdaL [BIO)L
000~ 0 0 JUNOI0Y 894 LoneUIUEXT uoneIBILWY §HA
susunsnlpy jealuysay)
ZL0'16E 8Lp'L s18'% Ppayoeu3l 6107
000'GLE 92e't 266'4 pajoeus ¢107)
Junowy 314 ajewnsg | suoisod 193410
3sanbay 910Z Ad

(spuesnoy) ul sieloq)
sasuadx] pue sauejes
sjeaddy pue Mairsy SANELS|LIUPY
sjuawainbey jo Asewwng

sjuawannbay jo Lizwuwng ‘g



128

Swewaynbey 4 Jwng - g X

0 581 314 =04 PuBiS
[4] {] SWIOAD
0 o dv3]
H1d I8RO
0 8l 314 ‘quiey Pueexg o),
0 [ 314 eqesInquiey
0 v/2'9Z) U0iSSIOTeY LA 108 JEI0L
v8L'c [0 0 0 v.Z'9Z) |98} |69E  [10eu1q (B0 .
3 B 0 0 0 Zi0Z [43 [24 FawoRy USREd 84) j0 W0
654t _83 0 0 0 Az T SPE MBIAGY UCHRIBILIL] 10] GOJJ0 SAImIexg
314 | sod 3ld | sod i3 | sod
wnowy | 183 | peug | wnowy | 1s3 | wang | wnowy | 183 | waug Apgoy weiorg
3sonbox 9102 I 8a5EAISU] 8407
1851 601 8Lp°L 9zE') ETEREINEIES)
0 0 0 0 BWIAAD
o 0 ] 0 0 Qv
p= R =i0Te )
285'L ' [ 8Lt') 92e'L 314 ‘quied PUB 198117 (E10]
0 0 0 0 31 agesunquiay
10L'29¢E SEQ'LL 2L0°'LSE 000°SLE T UO{SSISaY Uit 1985)G (B0
01'29¢ |285°F |S18'L  [SEO°EE 601 |0 220°198  [8ip°1 |S18°L  {000°SLE  loze't  |Z6§'L  [1oedid (€301
g6v Y 1Z- 73 (21 0 BI6E 8L 44 [iEN3 €1 N 330Ny UoRIEd 84l 1o 050
119766 |99V |66k |Zgv oL 01 1] ¥SLLvE  [0Ov'L  [e6LL  |00Z2le  |ELEF  [¢BG L MEINSY UOEIBIWY 0] SO0 SARNGaXg
314 | sod 319 | sod 313 | sod ETERN IC
unowy | 153 | paug ! unowy | 983 | peyg | wnowy | is3 | weng | wnowy | enpy | peug % 8
sueunsnipy 1oy weaBosd
$39|A18G JUBLIND 9102 asug PUE [EONY3BL 9107 psioeu3 SLOZ pejoeu3 $i0Z

{spuesnoy] w siefog)
sesuadxy pue sauejeg
sieaddy pue maimay aajensuwpy
sjuswasnbay jo Arewwmng

sjuswasinbey jo Lewwns ‘g



129

hun woseg Aq sebueyd weiboid - 9 wawxa

v2z'orL S8l [vil 65¢ ¥12'92) [T [ 69¢ $ese0:0U] Weibold 1BoL
2102 2l a1 (33 2107 2t 57 (53 ty abed SARE] AoUSWBIG
0000} 0 0 0 0000 ] 0 [} 0¥ 5bed UGISUEdX3 (dO1) Wesboid UOREULQ) (6051
500 09 Gor €8 (53 00009 591 €8 (53 8¢ obed SWies | abpnl UOReIB|
000'€ 0 [ 0 000°¢ 0 0 ] 9t obed UOREZILISPOW Li
00008 0 0 0 60005 0 0 0 ¢ obed USIPIYD 0 UoREjUsseIday [eba
292’1 g St [ F27AD 8 Gt o1 Z¢ obed Yoddng 1ined UoReIBiiw
Ty | sod Ay | sod J—
wnowy  |3)4953] 1By | weug junowy  {354s3{ /by | aug u) uonduoseq seseesoul weiboig
saspasoy| 110), HI03 $o uopeso

{spussnoy. uj suellog)
satuadxg pue sepejeg
sieddy pue maiasy saesSIUWPY
nun vojspeq Aq sosessaul welbosd 9107 A4

BoA sl
un uorsiosq Aq sobueyn v ugd o



130

ansalgg o:feRlS pue (BODH O

"0 Ag §33Im086Y - Q HARNE

B [ T TS A
95 ¢ ¥4 ]ie'e €1

7 1909 "MISNIng

18E°88Y zLL't 101298 85 IVLOL
rira 6EL'} e LG < 120D ‘(Rojang
eL0'18p 8EL't [3%-¥i:13 895’} [VSL'LE ogv't  |o0z'ZLe ELE'L '25390sd enp ym eouepIOR

ut Arepredw) pue Ardwosd sases uogeabuw) (12 S1EPNIPY 'C
“$foamy eucREwIEL) PUR {RGUL 'R0
05 ‘1e19Pa 0\ 1¥ BIRSIC JO NORERSIULLPY Juaredsurly
PuR 'usioiy3 ‘epsedun 'ipeg i Uoddng pue minsug ¢ jeon]

3hd

SIS
PSR By} O QEAIBILI B4 PUKEP PUR I [BIOPS G4} 10010Id 9T
“AR] [RI0DI] S2I0{S

Junowy quiey
WU A0

unowy | quisy
weua %0

314
whowy | quiay

EIE] 33 319
woowy | quiey | wnowy | quiey | wnowy | quiey

pue 'sidosd usopswy s 10 BBy o e10Md ‘Suysd uaaag & P9

wong |poang | weng |poawg | pas | soasa | wena | mena
T #AR28lq0 diBaAg puk [e0D JiBerens
186nbaY 1104 9507 BIUO 102 SAORAUISL0Z  [$001008 oD BL0Z|  peldRUT 90T PMORUI $10T
(pussnous by se100)
$e5usdy PUB SaRES
sieaddy PuB MoUAGH, PANBASILILIDY
oAp9[qO/1e09 d1Beens eagene jo Juswpedeq Aq senoseY
eapefio B puR RO roa 4q ‘a




131

SUBUISNINY 88BE PUE [BIIULOS) Joj LOREOURSNI - I NAIPE

PRy

sec '
P ovEeRU il S1OZ S04 ‘WDt P Y]
& 2 03.dn spuep suogsod o X 210 UopazpRTULS Joj sopax] SIL
. L AU R O TSI YRR S RS TN
S “o00s T nogemintiy ) Fekng 403 oo AN w0L e
L oL 1300 [SULORISI-UON [#30)] e .
oW ez i i Wowdpibz
002 6t Sopenei pUB kesddng
ze't et WRUIE 0 SOUBUGIT PUE SUORRIA0 £GT .
e ey . 2R3 PoPON S
800 ‘h&m . ) £§<_§Eswzgggﬁgﬂgnnn
et Lald SN MEOTTT
) FOOAOS IHROUOD JRGD
£ Lz vomonpaxiex/ Sl
ol w e VRORTAIRD
e s onl o uopmsodesy
et 22 I
(L as's 1903 RUUTRING [50]. L
| leme oel uogeliaducn oK
= BT (0g] 5dy
v1) 123 2 30 oy Kres
ezl ——
8%&%355553- 51209 40 &xo:a..ecswmn 11$)0 eTBAU
204 1n nzwusislﬁg;?gz:_gga
Gueizod SURY dusu L1Z 0
o |
. wEprY X 307 SR By S0 U ORRRY
v (@iouna 10, 00401 PUB Aad 23 00C 2958}
.zl!uﬁie&.ai!ﬂe:e 11 20§ smoLe Ked oty suesaias '000'E5rE PRIBNLA; RINCWS 6L &vamaivu-&
S10Z 84} L1 PAPORU %0 10 Ssmaso Apd 9L0Z 8 jo o
gﬂﬁ.ﬂdﬁgﬂ
1v8's agkos.ﬁnauihos.en._cﬂ!!gu&iigﬁ G 41 Jo4 BiGu hed oG spiosdas
'000°L58'1$ ‘Perrenbi )OWe SL "BLOZ 0 KIENUET 11 GAIIEY0 89 03
o X .ﬂim.ﬁuda«.—
. .. . o fog
3 ﬂi!-: woRns , T R o ,
oay LT T ke s G
UL
000 SHO 0D A3 POTOMICO 3983 LORRUAIIN] LOGRIOUAL LY Se/suRg 1.
SIS (BORNIIAL
od
wnowy
(rpursnony, o pewog)
sorunc) puR sHAPS

SReddy pUR MAASY BARRISIILDY
V 0S¥H PUR [SIULIBL J0) SUCRBIYRSIL




132

fQuaugsnipy sseg pue e 3 uogeayasnf - 3 Janpg

_nmleﬂ., Tear SININLISATQY 2GVE PUB TYONHOAL 10510 WLOL
78 o BT e
a2 .
wesis g oweq weKne
390D JOM U1 ¥y
BT M DL 0 LUy AISIEPUELL R 51 SILA) J0 AOBURLITL PUT LORRIGAO S99USCHD RUOKAOEID J0 K008 0 SULEL U4 SOM, I3
N SERADU US XU 8] QL IR0 4999 SO) ey Awdasd pue
g alveq ) PO B1p WRILAN NZAUR Ppik-o8 A0 KO 3 200U8 GG
g oddns o X3 6 51 anba (@LV) #1en 03 KRLRSIEDR 0M oul Jo esoxdind ey,
B X R R T4 T
‘caummen
Rpres Buymbe 10 J0 DO M3 0§ UWAEA KIONPRI SERRIX 000'CE WYL
“SUSSTTRAR NSRS 3
. pi
s S0 Pt Ko ST TERATTS
ozve ‘0% Ad U3 SI6RM 10 ORI i) KQ DA BUOGEOOR S0
£1300 04 Joj AL SUDGRAGKD BIEW L POIBROSTY 61100 UOMEOGHE ARd ) 590G T2 s9ANba) VSD
TERRRTT STED WAOH ©
0z o Kaunoo my stoce yroes
% b (SHQ} AR PUURLOH J0 ISURRERQ $I00I1Y SUL
. SERRI RS 2
620'c
POHANI00 6 OF 8CS MOU JO RECO AR TU JoM £R 1 AQ pex 4 Buping
R0 X8 GL A OAGD O 85T LR 10 @1 94 WBN0RR
R0 BUL 0 youu €8 20 #380U0U| POTRnbAI Oy)
ssoms [y veo
T TVEDY ERODT SR7065 FR0SS |
SIUROTA DT 1 SRENUOT
12091 jeat TNG Dav Frd WIS
cas " .
o joow UL D JUeLIAY 1O J0 SARK ¢ 1R 8LG U0 POERq ‘G THION PUY 01 W J0f
3k sed praxed 100 04k 8 T Y34 €1 SHSD WAL PBALC e SXPICM (O] B4 PR 1061aK) Uk ‘Sepenes AsueBy eoqeny o NRUSROG)
SN UPRETY SAAORLS ST £Q PEORIOR) A U BRI fovely
VDI @
jooz '0D0'00ES §1 PRANDAI KNS MUOJDRE S5 ‘MIBLESS G107
q BA0L3
. i ESROTFTGRH 2
509 “9EDRLU BAG LMD 03 PEOIEL EDLEY
o Sesade (0B89S ‘Petsen 1%e 2 %892 204 %1'0C
PR (%5700 51U LR 10 HIT | WAL B iy din) %L'EL 10 SEIRS UORIURUOD Kuede MO 6 TGH0E Ad) §30T *1 J9GOR0 BARNS
RE WY S 9
b TV Uopesuedu0?
walogdhu3 RApo GL J6pin Ak 1oj. dsq) L 000'CHS et
| PO DO S0 o
259 zekq
A4 SH0T Ad 0 pasck Ad e '
SR SREIRREICT O SURES &
rou ‘s0d
spugeg | poxg
GPunEd) | $ARe)
sosvadcron smans
Hetddy Ut MOIIBY BATRISIUILPY
osug pue 10} suoReOlNSNL
oxeg p!

Joj uopeaypgnr 3



133

Auqeneny €LOT JO HIEMSS0ID - 4 Naixa

YO 0} HIO WOy PAIesO]Ess HOBZ+ S8pNpL| YdO
VO 0} HIOT W0y pajeooyes) Haees- se
/M S ‘JUN0R0Y 33, UCHBUIWEX UoKBIERUW SHQ WOY USIW 0'b$ PUB UOHUSISQ JSUOSI [218PS-) S{BUSIBIY S WOK VO £°9% 50 SI9JSUES) SEPNEY| 2HIOD

uejsuel i BujunuerBorday
97E | i STE 1 314 1801 pUeio
0 0 & SWRAO
0 0 (i dv3
314890
gze't 0 oze't A4 "quisy pue Pasad 1910).
0 0 0 314 ejgesinquiley
002328 9ze'L {16851 |0 [ 00£°01 0 0 000°) 1€ 9ZE'L  |26S'F |10edid yeIoL
080°E €1 St 0 [ 082 0 10 008°C € [ . VdO
029°81E EIEL j28St |0 [} OchOF 0 [} 002 80E €IE L [28S + di03
313 | sod 314 | sod 34 | 'sod
wnouy | lenpy | weng | unowy wnowy wnowy | fenoy | waug | unowy | ey | pesa
Spuney - - Aapay urabosd
1eMoY L0 PO ] jaues | Buy N P 3 ¥10Z

(spuesnouf u| sigjioq)}
sasuadxy pue saye|Bg
sjeaddy pue MaiAey SAIEASIUIUPY
AlgeieAY ¥10Z J0 Xemssold

Rnigeleay €102 40 X

uD°d



134

Ayiqegeay #10Z § SD - AP

8Lyl % 0 Bir'L 314 ‘ejoL pues

0 0 1] i} BUIRIBAQ

0 ] 0 ] dval

E1ERET )

8i¥'L 0 0 BLY'Y Al "quiiay pue Rasg jelol

0 1] 0 0 314 sjqesinquiey
220'16E 2L0'15E UOISS[0S8Y G e [E10L
i 0 uo|sSiosay eouseg
220'16€ By’ [s18't fo [ [ 0 0 240°19€ 8.¥'L 8L [1vang oy
816€ 8l Z 0 0 0 o 0 816" [ 3 VdO
P51 IvE [T AT ) 0 0 g [ VELZvE 1057'% 7o RENE X

EIE] 'sod ald ‘804 _ ETE] ‘sod
. o ) .
nowy wns3 | jang M“mwﬁﬂ Wnowy Junowy 1S3 «No»n_ wnowy wisy § waig Aoy wesboig
Ayiigenesy s102 [eapescsmy Jenokue 1/ S10Z A4

{spuesnoy) u sselioa)
sasuadxy pue seuejes

MoiAY UoRRIDILILILEY 8940 BANNDRXT
AIngelieAy $10Z JO H{EMES0ID

AiigeiteAy YLOZ JO HIEMSS0ID D



135

$80IN0S8Y S{ABSINGUISY JO AIBLILIRG ~ H HGIUX3

0041050y Adeobpng

foce- 0 0 ] [ 0 (33 [} 0 Sev'C [ ]
(5% [ 0 0 0 [ [E3 (i 0 0 (i [ vda
0 0 0 0 0 0 0 0 0 S8Y'T 0 0 HI03 .
314 | sod Ald | sod 31d | sod 34| sod
noury | -quiey | quusy | wnowy | -quisy | ‘qwiey | unowy | -quisy [ quiey | junowy | ‘quiey | QWS | Ayapoy weiBoud Ag suopebiao
6813J08Q/95EaI0U] ysenbay 9L0Z pauugid 5102 182y ¥10Z
Joee- ] 0 0 0 [ [ 0 0 Isii's 0 0 seoinosey Aiejebpng
08z ] 0 0 0 0 08z 0 0 [ ] ] UGHEASUILPY
[esousg - sonsnr o wouaiedag
05- 0 ] [} 0 0 05 0 ] B ] 0 SORBNEIS SORSH)
10 neaung - easnr Jo lusuniedeq
0 0 0 0 0 3 0 0 [ SiL 0 0 SOND
0 0 0 0 0 0 0 0 [) 0009 0 0 pun jeuded
Bupjioph - 9oRsnp Jo wawpedeq
314 | sod 313 | sod 314 | s0d 3id | sod
wnowy | quigy | ‘qwisy | junowy | -quuey | ‘quiey | junoury | "quiBY | ‘quied | Wnowy | ‘GUWIoY | quisy eaunos Aq suopasiied
HSEAI06(]/88EAIOL| 1senbay 9102 pouueid §L07 MY yi0z

sfeaddy pue maikey eAgeRsSILIPY

(spuesroyy u) eieloq)
sesuedx] pue sepeles

$09IN0S0Y 9jqesInquuey jo Aruiung

8031088} sjqesInguiey jo &1 ng ‘H



136

KioBaled Aq suomsog 2d 0 s1eieg - | KA

0 [rare 0 68 Je 0 948"} 0 46§°4 5301,

[ 0 ] o o 0 0 0 0 ol ubpiol

) S60') 0 502 0 0 0zz'L 0 S¥0't powd g’

o 689 0 8 0 0 g6 o 25 (g M H

o [T%] [ 698 0 [ 518} 0 289} [N

0] 28} 0 Ta } tm 0 181 0 78 "~ pepeibur]]
0 (74 o 0 0 0 0z 0 0z {01z2) nuby; ABojouyoa) uopBuLO;
0 z 0 0 [ 0 z o z (6602-0002) ssoes fiddng|
(] 3 0 0 o 0 3 0 3 __ (66vL-00pE) Arngr
o v ] 0 o ] 4 o 4 (6611-001 1) Ansnpuy  sseussng
0 921 0 55 0 0 1zh ] 98 (660L-0004) sty % uoReLIO|
0 £ ] 9 0 o L 0 S VdO -~ (866-006) M} 4080 / sjuageseg]
0 v65 0 28 0 0 zis 0 65% (866-006) M7 180 / stebajerey
o @7 0 o1 0 o 1) 0 /2 VdO - (506) shewiony
0 189 0 96 o 0 €95 0 05 (508) showony
0 9 o 0 0 0 9 0 9 (665-006) 198png pue Bufiunocoy)
o 9 o z o [ 14 0 € VdO - (666-00€) SROIIBS SO0 PUB (E9LBID)|
0 93¢ 0 011 0 0 9.7 0 902 (66€-00E) Se0IA9S BOYO puB [eapal)
0 St 0 0 0 0 Sh 0 s (662-002) EaEmmSnE [RUL0SIRY)
0 o o 0 0 L 0 L “(080) sisyepads Ainoag|
) 65 0 0 0 o ] 0 _% (660-010) suoesado IBfa0sy

‘80d *§04 EEETTS) seseanuy
quieyeloy | wengimey | wesBoiy wesliosg g1y (S04 'quIBY | "sodwaNQ | 'sod ‘quiusy | sodwmig .
oBejen
senboy 9107 papeul 5107 poIveUT $10Z

(spuesnouy v amioa)
$8819di} puB BoUB[ES
S|eaddy pue mainey aARBSUILDY
fMobBajes Aq suolsod Jueueunsd jo pejeg

AsoBayey Ag suopisod JusuBuuay jo |jgeg i




137

#0800y kRBcid o CIRABUY BOURLL - P WIS

660" o 060 §9 000k _Joooow B ﬂﬁv £l TRenay SSnD WEAeid 6L,
a EZ0El 000 g £ R TE
o o o o 0y SRS P eoRddng 062
0 cus'y o o 004 PaUNIFH3 1o COURUIRI PUS LORRISGO) £SZ
o o o o~ 3 - WY IR §57
0 Tee'L a o L A2UN0S RIGPA-S UK} SIS R SPOOD SO €62
000" | jret's o 00009 e SORNOG 1£160101-UON 1S $INAIOS JHNO TG
o o 0 o e LopmpaXiY pue UL O'P2
v, o 389') o o oy 5 Ll puz ‘senmin (223
o ‘Jesy - 0 o 1 sty o onepodsurl) 072
A\ o et o o fax FUCSH J0 URELGUSURIL PN BASILO')Z
o soe'e o o 00z . PR [HI0RR L T]
5 B3 % i g egrez (80 [0 o o & 599 g RUOGEa P w31 L.
i r 0 o o 0 0 UoresUedLos) DS S0 §'LY
X S8t 2521 24~ 0 0 esv'ee-  leat- o 0 o o Gicd o tlesdn
X 65e Lxd 24 o o sigey  Jocs o o o o B/E" 5L nouIY BT PR CUOES0S 0L
g T i z i 0 0 q [ 0 o 0 o ) 955
9558 oLt ) [ o 0 655'6 ot o o o o - 0 o 188
vr0'e 89 o2g 9 o o vere za 0 o o o o 0] €59
0602 ss o o 0 o 090'2 59 0 o o 0 o o 1159
o o o o o o 0 o 0 o o o o o zt-s0
eis's e o o o 0 51's 6z 0 0 0 o oes T st €59
o o o o o o o o o o o o o 0 »1-59
602 9L Lulxd gL 0 o o o o ( o o o~ X £4-89
2413 o5 o 0 o o 60r'st 58 0 o o o i rin
Fod o g
inodry | Sodposg | wnowy ) sodiasg | wnouty | sodioeng | woowy | pasa | wnowy | wwag | wnowv | sodpesg | mmowy | pesg
fousurey  |UOMRAENE (0 msbosg sweny VP poddng spug
salurys Walolq inog ] ey *Bpne UORERNUSPON 11 10 vopmursexiey pBel | Lnoo vopBAEY
YdO w03
(sposnonsy 1y swgoa)
$osURET pUE TS
s1eaddy PUB MSIABY GARRRILALTY
#oBuRyD Wwllors v mofipuy [RIDURLLY el

weSuEyD WeIBL JO simk E =



138

$581) RLiO £g sjuews) 0 Areurung - % pappe

JUNGOOE $33. UONBUILIEXT UofTRsBiuill SHQ BU} LY JBJSURY) UYL 0'F3 94} SSPRIOXS JUNOWE 1Y) |

60E'LE) 0 18e'gey 0 220158 0 000°LIE 0 SUGwBIBEY 1DeIl] E0L
o 0 0 ) vo8 X Bupieg 1eoA-j0-pu3 peleBiqoun - PPy
0 ¢ . U S g o, UV . . R ‘rea-jo-pu3 pejeBiqoun - ppy
0 0 0 0 | spunjeliSelisaosey - pEdnS
0 0 0 00£'0L- ) 11-
0 [ o 0 . Ieagjo-umS ‘averg poeBygoun - peigng
(1) 185'88Y zL0'5¢E 958’0z | SUOREBYAO reg0L,
0 0z 0z £ . e ;  pue Swern) souesisl) 02y
962~ o g6z < o ) o : _ ‘Sminpnag pue puet 0'ze
025°24 (AN 1ps'9 . EVE'PL = ) wstindifib3 ' L¢
[2:7] 969'2 o Qo £69't . B “siepoiE puis seyddng 9’9z
voL'g v19'02 osevl 256'21 awdinbg jo 18 fue uonmedo 262
2L LL2 00T 18t B jesipeN 9'6Z
o 2002 1002 069 SOIIOR4 JO SOUBUFUIB pue uojeiad ¢'52
959't 1BE'EL SELL €85°1Z 832110 (B934 UL SATIAIBS PUE SPOOD JOYI0 £'5Z
90101 86.'69 Z6E'65 . 002'L€ ) L . BBunog [e4epe.-UON ittoy seoiles 10410 zsz
840'05 £20'95 S¥6's Zva's o “Bedjhiag GolIEIsIEey PUE KIGRAPY 167
08 15¢ 74 LET uogonposdey pue Bupuld 0'vZ
90E'2 3] €+2's 189'G ey SNOSUBHSOSIN PUE ‘S ‘SUCREAUNLLIOS £'EZ
13 k13 PAS aoe . SISO 0} SIBWAE |BIUSY Z'E2
920'c 89’ 2E [esgve PTEE o . VSO o) suswked muey L 'e
Sv9 VEY'T 981'L sen'l ) . sBunL jo vonEflodsuBly 0'zZZ
260t $20'Y 8862 £8Y'L SUOSIBd JO UOHIELOdSLBI | PUE |8AB)] 'L
o €24 [x48 621 louuosied Jeuuo) Jof SeUdE 6°CL
Ve 82265 85h' LY orv'or sieved jsuuotied 121
| so8SEI0 3900 33510
SZLLE 114 28161 ZLL'Y  |68L'YSY g9y’ |ssciors 82¢'t @0’
0] O To 0 0 0 & C SWBUAEg SE0I8S [BUOIG] [BRedS, 811
€l 0 v28'E 0 198's 0 g28'c 0 ) uofesuaditog (BUUBRISS JOUI0 G'i b
829 [ 5L 4% ¥25'0L Spl v£8's St ) euBWIad GUL-iNd UBY) SBIA0 €L}
[ v6z _ |868'921 2291 |viveve eec'l  lels'ses 183'L " jueuBULR BN 'L
31 313 ETR] ETE]
woowy | payg | junowy | peug | junowy | peyg | wnowy | peuq 8210 190[q0
] bax 9102 Ayiqeiesy 5107 MDY F10Z
{spuesnoy)_ v| suegog)
sesusdig pus sepsjes

s[eaddy puB MOIAS) BARBASIUIUPY
s8e]9 100[qQ Aq sjuswesnbey jo Aiewwng

$8E]D 390[q0 Aq sjuewasinbey jo Arewuing



139

U.S. Department of Justice
FY 2016 PERFORMANCE BUDGET

Office of the Inspector General
- Congressional Justification Submission




140

Table of Contents

I OVEIVIEW ..o et riere e ssree v rent e e arne b ren e
II. Summary of Program Changes ..............ccoicviiniiniiiinirnincinnnnen,

II1. Appropriations Language and Analysis of Appropriations Language.......

IV. Program Activity Justification

A. Audits, Inspections, Investigations, and Reviews .........cc.coveeirirnnanen

1. Program Description
2. Performance Tables
3. Performance, Resources, and Strategies

V. Program Increases by Item

A. Contract OVerSight ..........oiiivirniiiiniciriiercirine e rereceneaaaens
B. Council of Inspectors General on Integrity and Efficiency (CIGIE) ........

VI. Exhibits

. Organizational Chart
Summary of Requirements
. FY 2016 Program Changes by Decision Unit
. Resources by DOJ Strategic Goal/Objective
Justification for Technical and Base Adjustments
Crosswalk of 2014 Availability
. Crosswalk of 2015 Availability
Summary of Reimbursable Resources
Detail of Permanent Positions by Category
Financial Analysis of Program Changes
Summary of Requirements by Object Class
Status of Congressionally Requested Studies, Reports, and Evaluations
. Additional Required Information

ZrR-rmQmEmuoOwp

Appendix A. OIG Statistical Highlights



141

L Overview

1. Introduction

In FY 2016, the Office of the Inspector General (OIG) requests a total of $93,709,000, 455 FTE,
and 474 positions (of which 139 are Agents and 30 are Attorneys) to investigate allegations of
fraud, waste, abuse, and misconduct by Department of Justice (Department) employees,
contractors, and grantees and to promote economy and efficiency in Department operations.
This request is an increase of $5,132,000 (approximately 5.79%) over the FY 2015 enacted, and
includes program increases for Contract Oversight of $2,970,000, Council of Inspectors General
on Integrity and Efficiency (CIGIE) Operations of $580,000 and adjustments-to-base of
$1,582,000.

The OIG has identified seven challenges that represent the most pressing concerns for the
Department. We will discuss a number of our work products as they relate to these challenges.

1. Addressing the Persisting Crisis in the Federal Prison System

2. Safeguarding National Security Consistent with Civil Rights and Liberties
3. Enhancing Cybersecurity in an Era of Ever-Increasing Threats

4. Effectively Implementing Performance-Based Management

5. Ensuring Effective and Efficient Oversight of Law Enforcement Programs
6. Upholding the Highest Standards of Integrity and Public Service

7. Protecting Taxpayer Funds from Mismanagement and Misuse

With these résources, the OIG will be able to sustain the number of quality audits, inspections,
investigations, and special reviews it conducts to help assure Congress and the taxpayers that the
substantial funding provided to support these Department priorities and infrastructure
investments are used efficiently, effectively, and for their intended purposes.

Electronic copies of the Department of Justice Congressional Budget Justifications and Capital
Asset Plan and Business Case exhibits can be viewed or downloaded from the Internet using the
Internet address: http://www.justice.gov/02organizations/bpp.htm

2. Background

The OIG was statutorily established in the Department on April 14, 1989. The OIG is an
independent entity within the Department that reports to both the Attomey General and Congress
on issues that affect the Department’s personnel or operations.

The OIG has jurisdiction over all complaints of misconduct against Department of Justice
employees, including the Federal Bureau of Investigation (FBI); Drug Enforcement
Administration (DEA); Federal Bureau of Prisons (BOP); U.S. Marshals Service (USMS);
Bureau of Alcohol, Tobacco, Firearms, and Explosives (ATF); United States Attorney’s Offices
(USAO); Office of Justice Programs (OJP); and other Offices, Boards and Divisions. The one
exception is that allegations of misconduct by a Department attorney or law enforcement
personnel that relate to the exercise of the Department attorney's authority to investigate, litigate,
or provide legal advice are the responsibility of the Department's Office of Professional
Responsibility.
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The OIG investigates alleged violations of criminal and civil law, regulations, and ethical
standards arising from the conduct of Department employees in their numerous and diverse
activities. The OIG also audits and inspects Department programs and assists management in
promoting integrity, economy, efficiency, and efficacy. Appendix A contains a table that
provides statistics on the most recent Semiannual Reporting period. These statistics highlight the
OIG’s ongoing efforts to conduct wide-ranging oversight of Department programs and
operations.

OIG Organization

The OIG consists of the Immediate Office of the Inspector General and the following five
divisions and one office:

. Audit Division is responsible for independent audits of Department programs,
computer systems, and financial statements. The Audit Division has regional offices
in Atlanta, Chicago, Denver, Philadelphia, San Francisco, and Washington, D.C. Its
Financial Statement Audit Office and Computer Security and Information
Technology Audit Office are located in Washington, D.C. Audit Headquarters
consists of the immediate office of the Assistant Inspector General for Audit, Office
of Operations, Office of Policy and Planning, and Advanced Audit Techniques.

. Investigations Division is responsible for investigating allegations of bribery, fraud,
abuse, civil rights violations, and violations of other criminal laws and administrative
procedures governing Department employees, contractors, and grantees. The
Investigations Division has field offices in Chicago, Dallas, Denver, Los Angeles,
Miami, New York, and Washington, D.C. The Fraud Detection Office and the Cyber
Investigations Office are located in Washington, D.C. The Investigations Division has
smaller area offices in Atlanta, Boston, Trenton, Detroit, El Paso, Houston, San
Francisco, and Tucson. Investigations Headquarters in Washington, D.C., consists of
the immediate office of the Assistant Inspector General for Investigations and the
following branches: Operations, Operations II, Investigative Support, Research and
Analysis, and Administrative Support.

. Evaluation and Inspections Division conducts program and management reviews that
involve on-site inspection, statistical analysis, and other techniques to review
Department programs and activities and makes recommendations for improvement.

. Oversight and Review Division blends the skills of attomeys, investigators, program
analysts, and paralegals to review Department programs and investigate sensitive
allegations involving Department employees and operations.

. Management and Planning Division provides advice to OIG senior leadership on
administrative and fiscal policy and assists OIG components in the areas of budget
formulation and execution, security, personnel, training, travel, procurement, property
management, information technology, computer network communications,
telecommunications, records management, quality assurance, internal controls, and
general support.
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. Office of the General Counsel provides legal advice to OIG management and staff. It
also drafts memoranda on issues of law; prepares administrative subpoenas;

represents the OIG in personnel, contractual, ethics, and legal matters; and responds
to Freedom of Information Act requests.

3a. Notable Reviews and Recent Accomplishments

Addressing the Persisting Crisis in the Federal Prison System

The Department continues to face two interrelated crises in the federal prison system. First,
despite a slight decrease in the total number of federal inmates in FY 2014, the Department
projects that the costs of the federal prison system will continue to increase in the years ahead,
consuming a large share of the Department’s budget. Second, federal prisons remain
significantly overcrowded and therefore face a number of important safety and security issues.
The following are some examples of the OIG’s oversight efforts in this critical challenge area.

During April 2014 thru September 2014, the OIG opened 115 investigations and referred 25
allegations to the Bureau of Prisons Office of Internal Affairs (BOP) for action or investigation.
At the close of the reporting period, the OIG had 216 open cases of alleged misconduct against
BOP employees. The criminal investigations covered a wide range of allegations, including
official misconduct; and force, abuse, and rights violations.

BOP’s Residential Reentry Center Contract with Glory House, Inc.

In July 2014, the OIG audited a BOP contract with Glory House, Inc., to operate and manage the
Residential Reentry Center (RRC) located in Sioux Falls, South Dakota. The contract had an
estimated award amount of $9,416,880. The audit disclosed that the Sioux Falls RRC did not
comply with all the criteria outlined in the contract statement of work (SOW) for RRC
operations. Specifically, the Sioux Falls RRC did not always: (1) update the Individualized
Program Plans in a timely manner or with the detail required by the SOW; (2) submit inmate
release plans and terminal reports in a timely manner; and (3) conduct monthly inmate vehicle
searches.

BOP financial administrator charged with making false statements
In June 2014, a BOP financial administrator was arrested pursuant to criminal information

charging him with making a false statement. The information alleged that the BOP administrator
submitted to the BOP a false Financial Disclosure Report stating he had no reportable outside
employment position when in fact he knew he had a business relationship with a for-profit BOP
contractor that distributed medical products. The investigation was conducted by the OIG’s
Dallas Field Office.

International Prisoner Transfer Program
The OIG is examining the progress the Department has made to more effectively manage the

International Prisoner Transfer Program, which allows selected foreign national inmates fo serve
the remainders of their sentences in their home countries’ prison systems. The review will also
further evaluate factors that limit the number of inmates ultimately transferred.
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Ongoing BOP Reviews

BOP Aging Inmates

The OIG is examining the impact of the BOP’s aging inmate population on inmate and custody
management, including programming, housing, and costs. The review will also assess the
recidivism rate of inmates aged 50 and older that were released from FY 2006 through FY 2013,

BOP Contract with Reeves County Detention Center

The OIG is auditing a BOP contract awarded to the Reeves County Detention Center located in
Pecos, Texas. The preliminary objective is to assess the BOP’s and contractor’s compliance with
contract terms and conditions in the areas of billings and payments, staffing requirements, and
contract oversight and monitoring. The scope of this audit is focused on but not limited to
contract performance from October 1, 2008.

Private Contract Prisons

The OIG is examining how the BOP monitors its private contract prisons; whether contractor
performance meets inmate safety and security indicators requirements; and how contract
facilities compare with similar BOP facilities in terms of inmate safety, security, and cost.

Safeguarding National Security Consistent with Civil Rights and Liberties

The Department’s national security efforts continue to be a focus of the OIG’s oversight work,
which has consistently shown that the Department faces myriad challenges in its efforts to
protect the nation from attack.

Boston Marathon Bombings
In April 2014, The Inspectors General for the Intelligence Community, the Department of

Justice, the Department of Homeland Security (DHS), and the Central Intelligence Agency (CIA)
issued a report on the handling and sharing of information prior to the April 15, 2013, Boston
Marathon bombings. The review examined the information available to the U.S. government
before the bombings and the information sharing protocols and procedures followed among the
intelligence and law enforcement agencies. The OIGs concluded that the Federal Bureau of
Investigation (FBI), CIA, DHS, and National Counterterrorism Center generally shared
information and followed procedures appropriately. They identified a few areas where broader
information sharing may have been required, such as FBI coordination with the CIA after
receiving lead information in 2011, or where broader information sharing on Joint Terrorism
Task Fotces (JTTF) should be considered. The report included recommendations that the FBI
and DHS clarify JTTF alert procedures and that the FBI consider establishing a procedure for
sharing threat information with state and local JTTF partners more proactively and uniformly.

A Review of the FBI’s Use of National Security Letters: Assessment of Progress in
Implementing Recommendations and Examination of Use in 2007 through 2009.

In August 2014, The OIG issued a report examining the FBI’s progress in implementing
recommendations from prior reports involving the use of national security letters (NSL) and the
use of NSLs from 2007 through 2009. This report follows up on the OIG’s March 2007 and
March 2008 reports on the FBI's use of NSLs after the enactment of the Uniting and
Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct
Terrorism Act (Patriot Act) in 2001, as well as the OIG’s separate January 2010 report on the
FBI’s use of exigent letters and other informal methods to obtain telephone records. In sum, the
OIG’s latest report found that the FBI and the Department have devoted considerable resources
toward implementing the recommendations made in the OIG’s past reports and taking additional

4



145

measures to improve the FBI’s compliance with NSL requirements. The OIG found that the FBI
and the Department have fully implemented 31 of 41 recommendations made in the OIG’s prior
reports on these topics, and that 10 recommendations require additional information or attention.
In addition, because the OIG identified challenges in certain areas during its compliance review,
the OIG made 10 new recommendations to the FBI and the Department to further improve the
use and oversight of NSLs. The FBI agreed with the recommendations.

Patriot Act

In September 2014, the OIG issued its most recent Patriot Act report, which summarized the
OIG’s Section 1001 activities from January 1 through June 30, 2014. The report described the
number of complaints the OIG received under this section and the status of investigations
conducted by the OIG and Department components in response to those complaints. Section
1001 of the Patriot Act directs the OIG to receive and review complaints of civil rights and civil
liberties abuses by Department employees, to publicize how people can contact the OIG to file a
complaint, and to send a semiannual report to Congress discussing the OIG’s implementation of
these responsibilities.

Use of Material Witness Warrants

In September 2014, the OIG issued a report examining the Department’s use of the federal
material witness statute in international terrorism investigations from 2000 through 2012, The
OIG evaluated the cases of approximately 112 material witnesses detained during this period,
from which the OIG identified 12 individuals whose arrests appeared to raise questions regarding
whether the Department was misusing the statute. The OIG’s in-depth review of the 12
individuals’ cases did not find sufficient evidence to conclude that the Department misused the
statute in international terrorism investigations. Specifically, the OIG review found no evidence
that the Department’s use of the statute in these 12 individuals’ cases resulted in the arbitrary or
indiscriminate detention of Muslim men, and it confirmed that the statute was used for its
intended purpose—to secure relevant testimony from a witness who might flee—rather than as a
pretext to preemptively detain and investigate individuals suspected of criminal offenses.

Enhancing Cybersecurity in an Era of Ever-Increasing Threats

In an era of ever-increasing cyber threats, the Department will be challenged to sustain a
focused, well-coordinated cybersecurity approach for the foreseeable future. The Department
must continue to emphasize protection of its own data and computer systems, while marshalling
the necessary resources to combat cybercrime and effectively engaging the private sector. The
OIG is prepared to address these cyber challenges.

Next Generation Cyber Initiative

The OIG is evaluating the FBI’s implementation of its Next Generation Cyber Initiative, which
is intended to enhance the FBI's ability to combat cyber intrusions. The audit will also assess
whether the FBI has established outreach efforts to facilitate information sharing and
collaboration with the private sector.

Insider Threat Prevention and Detection Program

The OIG has become part of the Department’s Insider Threat Prevention and Detection Program
(ITPDP), which is designed to deter, detect, and mitigate insider threats that would use their
authorized access to do harm to the security of the U.S., including damage through espionage,
terrorism, unauthorized disclosure of information, or through the loss or degradation of
departmental resources or capabilities. The initial focus is Department classified information
and networks; the plan is to expand to unclassified law enforcement sensitive information.

5
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There are two parts to OIG’s role in the DOJ ITPDP. One requires the OIG to work with the
Department in its efforts to monitor user network activity relating to classified material and
networks. The second part of the ITPDP involves the Investigations Division Cyber
Investigations Office using a dedicated position that will act as a law enforcement liaison to the
Department’s security operations center relating to other cyber matters such as unauthorized
access, network intrusion, child exploitation, and other potential violations of 18 USC 1030.
The OIG intends to utilize this position to generate new cyber investigative leads and potential
cases.

Effectively Implementing Performance-Based Management

Performance-based management has been a long-standing challenge not only for the Department
but across the entire federal government. Office of Management and Budget (OMB) Circular No,
A-11 and the Government Performance and Results Modernization Act (GPRA) place a
heightened emphasis on priority-setting, cross-organizational collaboration to achieve shared
goals, and the use and analysis of goals and measurements to improve outcomes. A significant
management challenge for the Department is ensuring, through performance-based management,
that its programs are achieving their intended purposes. The OIG will ensure that the
Department is effectively implementing performance-based management and taking actions to
meet the requirements of the GPRA Modemization Act.

Procurement of X-ray Equipment
In June 2014, the OIG issued an audit of the Bureau of Prisons September 2011 procurement of

65 pallet sized x-ray machines used to enhance its ability to detect contraband. The BOP
purchased the x-ray machines in response to a thwarted attempt by an inmate to smuggle in
contraband in August 2010. The OIG found significant concerns about the use of the pallet x-ray
machines to assist with contraband detection, while trying to effectively identify contraband
prior to moving goods into secure areas of the institutions. The audit confirmed that the machines
were not effective for screening certain commodities commonly received by institution
warehouses because those products are too dense to be effectively scanned. Additionally, prior to
the audit, the BOP had no formal policy outlining the actual capabilities of the new x-ray
machines and what additional measures should be in place for pallets that are too dense to be
effectively scanned. The OIG identified three machines that were not in use as of January 2014,
representing $182,556 in expended funds for which no benefit has been actualized. The OIG
made seven recommendations to the BOP to help ensure that the pallet x-ray machines are used
effectively, and that the security concerns discussed in this report are mitigated as quickly as
possible. The BOP agreed with the recommendations. ’

Public Safety Officers’ Benefits Programs
Public Safety Officers’ Benefits (PSOB) Programs provide education and death benefits to

eligible survivors of federal, state, or local public safety officers, and disability benefits to
eligible public safety officers, as the direct result of death or catastrophic personal injury
sustained in the line of duty. The audit will assess the process used by the PSOB to make
determinations for death and disability claims, paying particular attention to claims for which no
initial determination had been made within 1 year of the claim’s initiation,

Pre-Trial Diversion and Drug Court Programs
Pre-trial diversion and drug court programs are alternatives to incarceration that enable

prosecutors, judges, and correctional officials to divert certain offenders from traditional criminal
justice proceedings into programs designed to address the underlying cause for criminal
behavior. This OIG audit will evaluate the design and implementation of the programs, variances

6
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in the usage of the programs among the USAOs, and costs savings associated with successful
program participants.

Ensuring Effective and Efficient Oversight of Law Enforcement Programs

The Department continues to be challenged in its oversight role of the vast variety of complex
and evolving law enforcement issues. It is crucial that the Department ensure proper oversight of
its programs while acting consistent with the protection of civil rights for American citizens.

FBI Laboratory Task Force

In July 2014, the OIG issued a follow-up report related to alleged irregularities by the FBI
Laboratory. The OIG analyzed how a Department Task Force in operation from 1996 through
2004 managed the identification, review, and follow-up of cases involving the use in criminal
prosecutions of scientifically unsupportable analysis and overstated testimony by 13 FBI
Laboratory examiners. The OIG found serious deficiencies in the Department’s and the FBI's
design, implementation, and overall management of the case review process. The deficiencies
included: (1) the Department did not treat capital cases with sufficient urgency; (2) the
Department did not review all cases involving a problematic examiner; (3) the Department
inappropriately eliminated multiple categories of cases from review; (4) the Department failed to
ensure all disclosures were made; (5) the Department failed to adequately staff the Task Force
that conducted the review; and (6) the Department was deficient in its communications with the
prosecutors. The OIG made five recommendations to the Department and the FBI regarding’
additional review of cases and notification to defendants whose convictions may have been
tainted by unreliable scientific analyses and testimony. The Department and FBI agreed with the
recommendations.

The FBI’s Sentinel Program
In September 2014, the OIG issued the 10th in its series of audit reports on Sentinel, the FBI's

electronic information and case management system. Since Sentinel’s initial development in
2006, the OIG issued to the FBI nearly 50 recommendations to help the FBI address significant
issues in managing the development and implementation of Sentinel. Since its initial deployment
in July 2012, Sentinel’s budget has increased from $451 million to $551.4 million. Critical OIG
recommendations resulted in FBI cormrective actions, such as the FBI moving to an incremental
approach to Sentinel development, tracking budget data consistently, implementing contingency
planning, and ensuring adequate staffing for Sentinel support and end-user training. This OIG
report examined Sentinel’s effect on the FBI’s daily operations, while also reviewing the project
costs and updates made since July 2012. The FBI employees surveyed for this report indicated
that Sentinel has had an overall positive impact on their work, yet some expressed dissatisfaction
with two major functions of the system: search and indexing. The OIG found that only 42

percent of respondents who used Sentinel’s search functionality often received the results they
needed; 41 percent of survey respondents reported that they spent more time indexing in Sentinel
than they did in the previous system. Over a third of the survey respondents also reported that
Sentinel was missing features that they believed are critical to their duties, including features
related to Sentinel’s integration with other FBI IT systems. The FBI agreed with the OIG’s three
recommendations to address these findings.
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Equitable Sharing Audits

Under the Department’s Asset Forfeiture Program, state and local law enforcement agencies
receive equitable sharing assets when participating. directly with the Department’s law
enforcement components in joint investigations that lead to the seizure or forfeiture of cash and
property. Equitable sharing revenues represent a share of the proceeds from the forfeiture of
assets seized in the course of certain criminal investigations.

The OIG audited $14,437,545 in Department equitable sharing revenues received by the New
York Police Department (NYPD) for equitable sharing program activities for July 1, 2008
through June 30, 2011. The OIG determined that the NYPD did not submit its Agreement and
Certification Forms in a timely fashion, potentially inhibiting the Criminal Division Asset
Forfeiture and Money Laundering Section’s management and oversight. The audit also found
that the equitable sharing database could not be updated when the NYPD received equitable
sharing receipts because the requisite identification numbers were not always properly entered
into the system. The OIG made two recommendations to the Criminal Division to assist in its
oversight of the NYPD’s equitable sharing program. Both the Criminal Division and the NYPD
agreed with the recommendations.

The OIG audited $1,393,971 in Department equitable sharing revenues received by the Arlington
Heights Police Department (Arlington Heights PD) equitable sharing program activities for May
1, 2010, through April 30, 2012. While the OIG determined that the Arlington Heights PD
expended equitable sharing funds in accordance with the guidelines, the Arlington Heights PD
did not separately account for equitable sharing receipts in the official accounting records,
incorrectly categorized several expenditures, inaccurately reported non-cash assets received, and
did not separately account for interest income earned on Department equitable sharing funds.
Further, it neither maintained copies of all equitable sharing requests, nor maintained the request
log in the form required by the 2009 Equitable Sharing Guide. The OIG made four
recommendations to the Criminal Division to assist in its oversight of the Arlington Heights
PD’s equitable sharing program.

Upholding the Highest Standards of Integrity and Public Service

Charged with enforcing the nation’s laws and defending its interests, the Department’s senior
officials and employees are expected to uphold the highest standards of integrity. Meeting this
expectation is a key component in fulfilling the Department’s crucial role in public service.

Improper Hiring Practices
In November 2014, the OIG released a report examining allegations of improper hiring practices

by senior officials in the DOJ Executive Office for Immigration Review (EOIR). The OIG’s
investigation focused on possible violations of the federal nepotism prohibition and other
personnel rules arising from the hiring of four students who were relatives of the three most
senior officials in the organization — EOIR Director, Chairman of the Board of Immigration
Appeals, and a Chief Immigration Judge. We also found that the practice of hiring relatives of
employees into Student Temporary Employment Program positions in EOIR generally was
widespread, constituting 16% of hires into the program from 2007 through 2012,

Deputy U.S. Marshal charged with intent to defraud and mislead
In September 2014, a Deputy U.S. Marshal was arrested and pled guilty to criminal information

filed in the U.S. District Court for the Northern District of California charging him with two
counts of introduction and delivery in interstate commerce of unapproved drugs with intent to

8



149

defraud and mislead. According to the guilty plea, on or about November 2010 and July 2012,
the U.S. Marshals Service (USMS) employee knowingly caused the manufacture and distribution
in interstate commerce of two purported dietary supplements, Methastadrol and Lipodrene, both
which contained drugs that were not approved by the Food and Drug Administration. Both
products were knowingly labeled as dietary supplements but, in fact, could not be defined as
dietary supplements. The active ingredient in Methastadrol was a Schedule H1 anabolic steroid,
and the active ingredient in Lipodrene was the unapproved drug Ephedrine. This joint
investigation was conducted by the OIG’s New York Field Office, the DEA, and the Food and
Drug Administration’s Office of Criminal Investigations.

Conspiracy to defraud the Internal Revenue Service
In September 2014, a former FBI Special Agent and his spouse were arrested and pled guilty to a

one count criminal information charging conspiracy to defraud the Internal Revenue Service
(IRS). According to court filings and statements, the defendants conspired to divert monies from
their jointly-owned pharmacy by using various financial institutions and, in addition, filed false
tax returns for tax years 2004 through 2011, The former Special Agent also admitted to filing
false financial disclosure statements with the FBI for the years 2007 through 2011. According to
the criminal information to which the defendants entered their guilty pleas, the amount diverted
totaled approximately $1.5 miilion, and the total tax loss from the fraud was between $200,000
and $400,000. The employee resigned from his FBI position effective July 23, 2013, as a result
of the investigation, Sentencing was scheduled for December 2014. The investigation was
conducted by the OIG’s New Jersey Area Office and the IRS,

Off-duty conduct of employees on official travel or assignment in foreign countries

The OIG will be examining the Department and five components’ policies, guidance, and
training governing the off-duty conduct of employees on official travel or assignment in foreign
countries. The five components in the review are ATF, Criminal Division, DEA, FBI, and
USMS.

BOP employee charged with submitting false documents .
In July 2014, a BOP psychology technician was sentenced in the Northern District of Georgia

pursuant to her guilty plea to one count of making a false official certificate or writing. The
former BOP employee was sentenced to 12 months’ probation and ordered to pay restitution of
$42,822.47. In pleading guilty, the employee admitted to submitting documents that falsely
stated she was performing duties that met the requirements for a federal student loan repayment
program, thereby fraudulently obtaining over $40,000 in student loan repayments. The employee
resigned from her position as a result of this investigation. The investigation was conducted by
the U.S. Department of Health and Human Services and the OIG’s Atlanta Area Office.

Protecting Taxpayer Funds from Mismanagement and Misuse

The OIG’s recent oversight work assists the Department in its efforts to ensure that taxpayer
funds are protected from fraud, mismanagement, and misuse. It is essential that the Department
continue to manage its resources wisely and maximize the effectiveness of its programs even as
the Department’s current budget environment improves.

Annual Risk Assessment of Department Charge Card Program
In September 2014, the OIG issued a report assessing the risk of misuse of Department charge

cards that identified specific issues relating to purchasing methods and recommended actions to
reduce the risk of illegal, improper, or erroneous purchases and payments. The report covered
four types of purchasing methods used by the Department: purchase cards (generally centraly

9
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billed accounts used to buy items and services), travel cards (usually individually billed accounts
used by employees to pay for costs associated with official travel), integrated cards (used only by
ATF and combine the features of purchase and travel cards in a single account), and convenience
checks (written from specially-designated purchase or integrated card accounts to pay for goods
and services from vendors that do not accept charge cards).

In FY 2013, Department employees purchased a total of more than $900 million in goods and
services, representing 9,298 active purchase card accounts with over $705 million in activity,
33,249 active travel card accounts with over $194 million in activity, and 3,984 active integrated
card accounts with over $38 million in activity. In addition, 85 Department employees had the
authority to use convenience checks and wrote 1,000 checks valued at more than $513,000.
Ninety-nine percent of these checks were issued by ATF and the FBI during FY 2013.

The report identified specific areas where the Department may need to take action. For example,
the OIG found that 640 purchase, travel, and integrated card accounts recorded no charges for at
least 180 days and therefore should be suspended or closed. In addition, the Department needs to
ensure that charge card bills are reconciled properly and that card holders receive the required
training regarding the use of their centrally billed accounts. Further, the OIG identified a limited
number of instances where charge card accounts had not been closed after the employee had left
the Department.

Although used much less frequently than other methods examined, the OIG determined that
convenience checks present the highest risk of misuse Out of 50 high-dollar convenience checks
sampled, the OIG identified 6 (12 percent of the sample) valued at $11,679 that should not have
been written because the employee either wrote a check to a vendor that accepted charge cards,
converted a check to cash, or did not docurnent that they had secured the necessary prior
approval to use a convenience check. The OIG made four recommendations to the Department
and its components to improve internal controls and help reduce the risk of fraud, waste, and
misuse in this area. The Department agreed with the recommendations.

Department of Justice FY 2013 Compliance with the Improper Payments Information Act of
2002

In April 2014, the OIG examined the Department’s FY 2013 compliance with the improper
payments reporting requirerents of the Improper Payments Information Act of 2002, as
amended. The examination assessed the Department’s compliance with OMB Circular A-123,
Management 's Responsibility for Internal Control, Appendix C, Requirements for Effective
Measurement and Remediation of Improper Payments, and OMB Circular A-136, Financial
Reporting Requirements, as they relate to the Improper Payments Information Act of 2002, as
amended. The OIG concluded that the Department complied, in all material respects, with the
above mentioned requirements for FY 2013.

Office of Violence Against Women grantee audits
The OIG audited an OVW grant totaling $1,750,000 awarded to the Crisis Center for Domestic

Abuse and Sexual Assault (Crisis Center) in Fremont, Nebraska. The audit found that the Crisis
Center did not comply with essential grant conditions in the areas of internal controls, grant
expenditures, and grant reporting. Specifically, the Crisis Center did not maintain timesheets for
grant-funded personnel that showed the amount of time worked on the grant or documentation
supporting the data reported in its progress reports. The audit also identified grant expenditures
that were not supported by adequate documentation detailing the allocation of costs across
multiple funding sources. Overall, the audit identified $174,521 in questioned costs. The audit
made three recommendations to OVW to address dollar related findings and five

10



151

recommendations to improve the management of Department grants. Both the grantee and OVW
agreed with the recommendations.

The OIG audited two grants totaling $1,409,822 awarded to the Coalition to Stop Violence
Against Native Women (CSVANW) to provide resources for organizing and supporting efforts
to end violence against Indian women. The audit found that the CSVANW did not comply with
essential award conditions in several areas including internal controls, drawdowns, grant
expenditures, budget management and control, financial reporting, program performance and
accomplishments, post grant end-date activity, and special grant requirements. Specifically, the
CSVANW did not have current or complete fiscal policies, drew down excess cash for each of
its 82 drawdowns, and had $79.026 in unallowable and unsupported expenditures. Additionally,
the CSVANW did not submit accurate budget narratives to OVW for approval, and did not
consistently submit accurate or timely financial reports, including the final financial report
submitted during closeout. The audit made 13 recommendations to OVW to remedy guestioned
costs and address the issues noted during the audit. OVW agreed with the recommendations.

BOP contractor agrees to civil settlement
In September 2014, Galligan Wholesale Meat Company, formerly a Denver-based contractor

supplying meat to the BOP, agreed to pay $80,000 in a civil settlement with the United States.
Galligan had contracted with the BOP to provide ground beef products that met the BOP
contractual specification of 80 percent lean meat and 20 percent fat but, instead, fraudulently
provided the BOP with ground beef products that contained less than 80 percent lean meat and
higher percentages of fat. Prior to the settlement, Galligan had voluntarily surrendered its federal
inspection license to produce federally inspected products and closed the business. The
investigation was conducted by the U.S. Department of Agriculture Food Safety Inspection
Service, the Affirmative Civil Enforcement Unit of the U.S. Attorney’s Office for the District of
Colorado, and the OIG’s Denver Field Office.

Whistleblower Ombudsperson

The OIG’s Whistleblower program continues to be an important source of information regarding
waste, fraud, and abuse within the Department, and to perform an important service by allowing
Department employees to come forward with such information. As publicity about retaliation
against whistleblowers from across the federal government continues to receive widespread
attention, it is particularly important that the Department act affirmatively to ensure that
whistleblowers feel protected and, indeed, encouraged to come forward.

During the past 6 months, the OIG Whistleblower Ombudsperson Program has continued to
focus its efforts on expanding outreach and training throughout the Department. In April 2014,
the Deputy Attorney General sent a memorandum to all Department employees encouraging
them to view the educational video prepared by the OIG entitled, “Reporting Wrongdoing:
Whistleblowers and their Rights and Protections,” and the OIG is working with the Department’s
components to assist them in integrating whistleblower education within their training programs,
The BOP has made viewing this video mandatory for all employees, and the DEA has posted
links to the video and the Deputy Attorney General’s memorandum on its intranet. The OIG also
is partnering with the FBI in the development of specialized training that will highlight the
particular requirements applicable to FBI employees.

The OIG Ombudsperson program also continued its outreach to non-governmental organizations
active in the whistleblower area, including hosting representatives of these organizations at the
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Council of the Inspectors General on Integrity and Efficiency (CIGIE) Whistleblower
Ombudsman working group meetings that the OIG continued to chair during the reporting period
for the purpose of sharing information and best practices. The OIG Ombudsperson also was
invited to speak about these issues to the Council of Federal Ombudspersons, at the annual
conference of Inspectors General organized by the CIGIE, and at the National Government
Ethics Summit organized by the United States Office of Government Ethics. .

As a result of newly-developed tracking mechanisms within the OIG, the OIG Ombudsperson
Program has enhanced its ability to ensure that these important matters are handied in a timely
fashion. The OIG continuously enhances the content on its public website, www.justice.gov/oig.

The OIG has continued to refine its internal mechanisms to ensure that the OIG is promptly
reviewing whistleblower submissions and communicating with those who come forward with
information in a timely fashion. Finally, the OIG has committed to ensuring that appropriate
language reflecting whistleblower rights and protections is included in its non-disclosure
agreements to further ensure that employees are fully aware that the OIG strongly encourages
them to come forward with evidence of wrongdoing and that the OIG will work to ensure that
their rights and protections are fully observed.

Congressional Testimony

The Inspector General testified on four occasions, including before the U.S. Senate Committee
on Appropriations, Subcommittee on Commerce, Justice, Science, and Related Agencies on
April 3, 2014, regarding the Department’s FY 2015 budget request; before the U.S. Senate
Committee on Homeland Security and Governmental Affairs on April 30, 2014, regarding the
U.S. government’s handling and sharing of information prior to the Boston Marathon Bombings;
before the U.S. House of Representatives Committee on the Judiciary on September 9, 2014,
regarding the OIG’s access to information in the Department’s possession; and before the U.S,
House of Representatives Committee on Oversight and Government Reform on September 10,
2014, regarding Inspectors’ General access to information in their respective agency’s
possession.

3b. Support for the Department’s Savings and Efficiencies Initiatives,

In support of the DOJ’s SAVE initiatives, the OIG contributed to the Department’s cost-saving
efforts in FY 2014, including:

» Increasing the use of self-service online booking for official travel. The OIG’s online
booking rate for FY 2014 official travel was 91%, for estimated savings of $19,845 over
agent-assisted ticketing costs.

»  Reducing commercial carrier shipping costs. In FY 2014, the OIG reduced its overnight
commercial shipping costs by 15% compared to FY 2013 expenditures, saving more than
$5,000.

o Using non-refundable airfares rather than contract airfares or non-contract refindable

Jares (under appropriate circumstances). From February through September 2014, the
OIG achieved cost savings of $7,572 on non-refundable tickets.

» Increased use of video conferencing. Saved training and travel dollars, as well as
productive staff time while in travel status, by utilizing increased video teleconferencing
for all applicable OIG-wide training.
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Getting the most from taxpayer dollars requires ongoing attention and effort, The OIG continues
to look for ways to use its precious resources wisely and to examine how it does business to
further improve efficiencies and reduce costs.

4. Challenges

Like other organizations, the OIG must confront a variety of internal and external challenges that
affect its work and impede progress towards achievement of its goals. These include the
decisions Department employees make while carrying out their numerous and diverse duties,
which affects the number of allegations the OIG receives, Department support for the OIG’s
mission, and financial support from the OMB and Congress.

For the OIG to conduct effective oversight, it must have complete and timely access to all
records in the Department’s possession that the OIG deems relevant to its review. Most of the
OIG’s audits and reviews are conducted with full and complete cooperation from Department
components and with timely production of material. However, there have been occasions when
the OIG has had issues arise with timely access to certain records due to the Department’s view
that access was limited by other laws. For a review to be truly independent, an Inspector General
must have the authority to determination about what agency records are relevant and

necessary. The recent legislative changes in the 2015 Appropriations Act are expected to result
in more timely production of all relevant materials from the Department to the OIG.

The limitation on the OIG’s jurisdiction has also been an ongoing impediment to strong and
effective independent oversight over agency operations. While the OIG has jurisdiction to review
alleged misconduct by non-lawyers in the Department, it does not have jurisdiction over alleged
misconduct committed by Department attorneys when they act in their capacity as lawyers —
namely, when they are litigating, investigating, or providing legal advice. In those instances, the
Inspector General Act grants exclusive investigative authority to the Department’s Office of
Professional Responsibility (OPR). As a result, these types of misconduct allegations against
Department lawyers, including any that may be made against the most senior Department
lawyers (including those in Departmental leadership positions), are handled differently than
those made against agents or other Department employees. The OIG has long questioned this
distinction between the treatment of misconduct by attorneys acting in their legal capacity and
misconduct by others, and this disciplinary system cannot help but have a detrimental effect on
the public’s confidence in the Department’s ability to review misconduct by its own attorneys.

The OIG’s greatest asset is its highly dedicated personnel, so strategic management of human
capital is paramount to achieving organizational performance goals. In this regard, the OIG must
use all available recruitment tools and hiring flexibilities in a competitive job market to attract —
and keep — top talent. Hiring up to its full staffing complement, then maintaining an optimal,
committed, and engaged workforce is critical to the OIG’s overall performance and ability to
achieve desired results. The OIG’s focus on ensuring that its employees have the appropriate
analytical and technological skills for the OIG’s complex mission will continue to bolster its
reputation as a premier federal workplace and improve retention and results. The length of time it
takes to conduct more complex audits, investigations, and reviews is directly impacted by the
number of experienced personnel the OIG can devote to these critical oversight activities.
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I1. Summary of Program Changes

| Page

Contract Oversight Enhancement of contract oversight 0 15 2,970 25

Council of Inspectors | The OIG is requesting funding for its
General on Integrity | annual share of supporting the '
and Efficiency government efforts and operations of 0 0 580 29
(CIGIE) Operations | the Council of the Inspectors General
on Integrity and Efficiency (CIGIE).

IT1. Appropriatiens Language and Analysis of Appropriations Language

For necessary expenses of the Office of Inspector General, [$88,577,000] 893,709,000, including
not to exceed $10,000 to meet unforeseen emergencies of a confidential character.

Analysis of Appropriations Language
No substantive changes
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IV. Program Activity Justification

A. Office of the Inspector General

Direct Estimate Amount
001G Pos.
2014 Enacted 474 440 $86,400,000
2015 Enacted 474 440 $88,577,000
Adjustment to base and Technical Adjustments 0 0 $1,582,000
2016 Current Services 474 440 $90,159,000
2016 Program Increases 0 15 $3,550,000
2016 Request . 474 455 $93,709,000
Total Change 2015-2016 W) 15 $5,132,000

1. Program Description

The OIG operates as a single decision unit encompassing audits, inspections, investigations, and

reviews.
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3. Performance, Resources, and Strategies
a. Performance Plan and Report for Outcomes

As illustrated in the preceding Performance and Resources Tables, the OIG helps the Department
achieve its strategic goals and promotes efficiency, integrity, economy, and effectiveness through
conduet of its audits, inspections, investigations, and reviews. For the Department’s programs
and activities to be effective, Department personnel, contractors, and grantees must conduct
themselves in accordance with the highest standards of integrity, accountability, and efficiency.
The OIG investigates alleged violations of criminal and civil laws, regulations, and ethical
standards arising from the conduct of the Department’s employees in their numerous and diverse
activities.

The OIG continues to review its performance measures and targets, especially in light of the
changing nature of the cases it investigates and the Department programs it audits and reviews.
Today’s work is much more complex and expansive than it was only a few years ago. The
number of documents to be reviewed, the number of people to interview, the amount of data to
examine, and the analytical work involved in many OIG products are significantly greater than in
prior years. The OIG ensures sufficient time and resources are devoted to produce high-quality,
well-respected work.

b. Strategies to Accomplish Outcomes

The OIG will devote all resources necessary to investigate allegations of bribery, fraud, abuse,
civil rights violations, and violations of other laws and procedures that govern Department
employees, contractors, and grantees, and will develop cases for criminal prosecution and civil
and administrative action. The OIG will use its audit, inspection, and attorney resources to
review Department programs or activities identified as high-priority areas in the Department’s
Strategic Plan and devote resources to review the Department’s Top Management and
Performance Challenges.
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V. Program Increases by Item

A, Ttem Name: Enhanced Contract Oversight
Strategic Goal: 2.6 Protect the federal fisc and defend the interests of the
United States
Strategic Objective: Supporting the Mission: Efficiency and Integrity
in the Department of Justice
Budget Decision Unit: Audits, Inspections, Investigations, and Reviews
Organizational Program: 0] (¢4

Program Increase: Positions 0 FTE15 Dollars $2.970.000

Description of Item

The OIG is requesting a Program Increase of $2,970,000 for the enhancement of contract
oversight. Our request is comprised of 15 FTE (0 positions) which includes 10 auditors and 5
agents to be located in selected Audit and Investigations field offices nation-wide.

Justification

Anytime taxpayer funds are distributed to third parties, such as grantees and contractors, there is
an increased risk of mismanagement and misuse. Throughout the federal government,
procurement has historically been prone to fraud and waste. Improving management in this area,
while minimizing loss, continues to be a daunting challenge. Contract spending at the
Department of Justice (DOJ or Department) for each of the past five years has been
approximately $7 billion, according to USASpending.gov, which represents over 25 percent of
DOJ’s discretionary budget. This program increase will allow the OIG to expand oversight to
this high-risk area. For instance, DOJ reported $15.4 million in improper commercial payments
in FY 2013. The requested program increase will allow the OIG to audit higher risk contract
expenditures, investigate allegations of waste and fraud for possible criminal or civil violations,
evaluate the Department’s development and implementation of prudent procurement policies and
procedures, assess compliance with Department procurement policies and the Federal
Acquisition Regulations (FAR), and review the Department’s suspension and debarment
activities .

OIG intends to model the enhanced contract oversight program similar to the grant oversight
program, which has seen much success and positive resulis from both audits and investigations.
For example, over the prior 5 fiscal years (FY 2010 to FY 2014), the Department has awarded
approximately $13 billion in grants. During this same time period, the OIG issued more than
200 grant-related audit reports containing about 1,000 recommendations and nearly $100 million
of “dollar-related” findings, which have included both questioned costs and funds that could
have been put to better use. In addition, from FY 2009 to. FY 2013, the OIG opened 109 grant-
related investigations that resulted in 12 convictions, and more than $1.6 million in recoveries.
Most recently, OIG reported in its Semiannual Report to Congress (covering the six month
period from April 1, 2014 — September 30, 2014) approximately $13.4 million in questioned
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costs, $8.0 million in unsupported costs, and $0.7 million in funds put to better use related to
grant funding.

The OIG can recruit and hire individuals that have the requisite contract expertise in the Federal
Acquisition Regulation and experience in contract auditing and fraud investigations. The ten
auditors will be dispersed across the Audit Division’s regional audit offices, giving the offices
the necessary skills and ability to enhance contract oversight. The five investigators will be
assigned to the OIG Investigations Division Fraud Detection Office (FDO). With the requested
increase, the OIG will be able fo expand our contract oversight without sacrificing our cost
effective grant and program activity oversight. Currently, FDO is comprised of ten agents, one
forensic auditor, and one investigative specialist. FDO agents and auditors possess significant
contract and grant fraud experience.

The OIG Investigations Division established the FDO to provide centralized detection and
investigation services to the Department components for contracts, grants, programs, and
operations. In addition, the FDO assists other OIG offices by providing investigative and
forensic audit support to fraud investigations undertaken by them. The FDO has nationwide
responsibility for the management of the fraud program.

In the past, the FDO has successfully developed a grant fraud initiative that includes outreach to
grant giving components on a quarterly basis, liaison with State Administering Agencies
receiving grant funds, provision of training to agents related to grant fraud, nationwide grant
fraud investigations, and collaboration with the Audit Division on fraud indicators. The OlGisa
leader in the grant fraud community. OIG representatives speak at nationwide conferences, as
well as in the ¥G community to further grant fraud investigations. As a participant in the
Financial Fraud Enforcement Task Force, specificaily leading the Grant Fraud Subcommittee,
OIG has worked with the IG community to improve internal controls over and transparency of
grant funds. The OIG was an active participant with the Council on Financial Assistance Reform
(COFAR) to make recommendations for improvements to the OMB Circular reforming the
federal grant process (December 2013).

As mentioned above, the Department spent approximately $7 billion in contracts for FY 2014,
BOP is the largest component awarding funds with $2.2 billion in contracts; followed by the FBI
with $1.5 billion; and Offices, Boards, and Divisions with $1.4 billion. Given the FDO’s present
staffing levels, the OIG was only able to investigate a small portion of the billions of dollars
spent in procurements each year.

Providing the OIG with the requested additional resources for contract oversight will greatly
assist with the formalization of a robust contract fraud initiative, while aliowing OIG to continue
its significant grant fraud efforts. Currently, the OIG maintains a contract fraud program which
consists of outreach, liaison, training, and investigations. However, the OIG believes that this
program can be made more robust with additional agents. The ten auditors and five additional
agents with contract fraud experience would enable OIG to focus its contract fraud initiatives in
the areas such as Information Technology contracts, medical billing for inmates and detainees,
drug treatment counseling, and small business certifications.
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Funding this important program increase will further support the OIG’s ongoing efforts to
rebuild staff and oversight capabilities back to pre-sequestration levels. Furthermore, the
program increase request is consistent with Department leadership interest in the OIG providing
increased oversight of potential waste, fraud, and abuse in contract matters. The OIG takes very
seriously its commitment to taxpayers, Congress, and other stakeholders to continue providing
quality reports and results. The OIG believes that this request will significantly enhance its
ability to provide the high level of quality work that stakeholders expect.

Impact on Performance

Additional resources would allow the OIG to provide more rigorous oversight of the
Depariment’s contract activities. At current staffing levels, agents divide their time between
grant fraud and contract fraud matters. However, contract oversight and fraud investigations
require specialized knowledge and expertise. The OIG continuously reassesses our efforts to
ensure the proper amount of oversight is attributed commensurate with the level of assessed risk.
As grant funding continues to be an area in need of critical oversight (DOJ reported $9.7 million
in improper grant expenditures in FY 2014), it would be imprudent to redirect existing OIG
resources from grant oversight to another program area and run the risk of diminished coverage
in this equally important and high-profile program area.

All personnel requests are in direct support of the Department’s Strategic Goals and Objectives.
The OIG is a key player in meeting the Department’s Strategic Goals and Objectives by
providing leadership in integrity, efficiency and effectiveness, and management excellence. We
propose adding a performance measure:

Strategic Objectives 2.6: Protect the federal fisc and defend the interests of the United
States.
General Goal #2:  Promote the efficiency and effectiveness of Department programs
and operations.
Intermediate Qutcome goal: Percent of Audit resources devoted to reviews of
contracts and contract management. Our target level for this new performance
measure is 10 percent.
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Funding
Base Funding
~ FY 2014 Enacted . .-t .., FY.2015 Enacted-.» 5., FY 2016 Cunrent Services
Pos agt/ FTE $(000) Pos agt/ FTE $(000) Pos agt/ FTE $(000)
atty atty atty
0 0/0 0 [1] 0 0/0 0 [1] 0 0/0 0 0
Personnel Increase Cost Summary
FY 2017 Net FY 2018 Net
Moauar | Number of | £y 2016 | Annualization | Annualization
per Position Requefted I:;g;oa)t (cha;og]e 6§rom (chaznog;: 7;‘ om
e 000) | (TE') (8000) (5000)
Accounting and Budget
(0500_0599) 175 10 1,750 779 0
Criminal Investigative Series - 244 5 1220 500
- 15 2,970 1,279
Total Request for this Item
Non- FY 2017 FY 2018
Pos Agt/ FIE Personnel Personnel Total Net Annualization Net Annualization
Atty ($000) - ($000) ($000) | (change from 2016) | (change from 2017)
o ($000) (5000)
Current
Services 0 0 0 [ 0 0
Increases 1] 0 15 2,202 768 2,970 1,279 0
Total 0 0 15 2,202 768 2,970 1,279 0
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V. Program Increases by Item

B. Item Name:  Funding for Council of Inspectors General on Integrity and Efficiency
(CIGIE)

Budget Decision Unit(s): Audits ctions, Investigations, and Reviews

Strategic Goal(s) & Objective(s): _Supporting the Mission: Efficiency and Integrity
In the Department of Justice
Organizational Program: OIG

Program Increase; Positions+0 Agt/Atty +0/+0 FIE+0 Dollars +$580,000

Description of Item
The OIG is requesting $580,000 to fund its support of the government-wide efforts of the

Council of Inspectors General on Integrity and Efficiency (CIGIE).

Justification

This funding will support the coordinated government-wide activities that identify and review
areas of weakness and vulnerability in federal programs and operations with respect to fraud,
waste, and abuse.

Funding
(Dollars in Thousands)
Base Funding , -
- - FY30i4Bnacted: - | -  FY 2015 Friacted
Pos | Agt/Atty | FTE $0 Pos | Agt/Atty | FTE
0 0/0 0 $468 0 0/0 0 $468 | 0 0/0 0 $468

Personnel In_g;eg e cost Summary
| Modulae| -
costper | Numberof -

‘Anniialization

Position | - Positions” lization {chiinge | “(éhange from 2017)
Type of Position | ($000) | Requested | - oiit 2016) ($000) . - ($000)
$0 0 $0 $0 $0
‘Total Personnel $0 0 $0 $0 $0
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FY 2017 Net FY 2018 Net
FY 2016 Annualization Annualization
Unit Request | (change from 2016) | (change from 2017)
Non-Personnel Item Cost | Quantity | (3000) ($000) ($000)
Funding for Council of Inspectors General on
Integrity and Efficiency (CIGIE) 1 1 $580 $0 $0
Total Non-Personnel 1 1 $580 $0 50
Total Request for this item
FY 2017 Net | FY 2018 Net
Non- Annualization | Annualization
Personnel | Personnel | Total | (Change from | (Change from
Pos | Agt/Atty | FTE | ($000) ($000) (3000) { 2016) ($000) | 2017) ($000)
Current
Services 0 0/0 0 30 $468 $468 50 $0
Increases 0 0/0 0 30 $580 $580 $0 $0
Grand Total 0 0/0 $0 $1.048 $1,048 $0 50
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APPENDIX A

Statistical Highlights

April 1, 2014 — September 30, 2014

The following table summarizes Office of the Inspector General (OIG) activities discussed in our
most recent Semiannual Report to Congress. As these statistics and the following highlights
illustrate, the OIG continues to conduct wide-ranging oversight of Department of Justice
(Department) programs and operations.

Source of Allegations
Hotline (telephone, mail, and e-
mail) 2,438
Other Sources 3,669
Total allegations received 6,107

Investigative Caseload
Investigations opened this

period 206
Investigations closed this 218
period

TS . 445
Investigations in progress as of
9/30/14

Prosecutive Actions
Criminal indictments/

informations 48
Arrests 52
Convictions/Pleas 50
Administrative Actions
Terminations 19
Resignations 55
Disciplinary action 56
Monetary Results

Fines/Restitutions/Recoveries/
Assessments/Forfeitures $§,58 1,477
Civil Fines/Restitutions/ ‘ $205,000
Recoveries/Penalties/Damages/

Forfeitures
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I. Overview for U.S. Parole Commission

The mission of the U.S. Parole Commission is to promote public safety and strive for justice and
fairness in the exercise of its authority to release, revoke and supervise offenders under its
jurisdiction.

For FY 2016, the President’s Budget includes a total of $13,547,000, 85 positions (7 attorneys)
and 75 FTEs for the U.S. Parole Commission (USPC). This request includes adjustments to base
totaling $239,000, and no program changes.

Electronic copies of the Department of Justice®s Congressional Budget Justifications and Capital
Asset Plan and Business Case exhibits can be viewed or downloaded from the Internet using the

Internet address: hitp://www justice. gov/02organizations/bpp.him.

Organizational Shructure

« The Chairmar and Commissioners render decisions in National Appeals Board cases; create
and maintain a pational parole policy; grant or deny parole to all eligible federal and District of
Columbia prisoners; establish conditions of release; modify parole conditions and/or revoke the
parole or mandatory/supervised releases of offenders who have violated the conditions of
supervision; and administer the USPC crime victim notification program.

* The Office of Budget and Management provides management and advisory services to the
Chairman, Commissioners, management officials, and staff in the areas of human resources
management, workforce development and training; budget and finencial management;
contracts and procurement; facilities and property management; telecommunications; security;
and all matters pertaining to organization, management, and administration.

* The Office of Case Operations conducts parole hearings with federal and D.C. prisoners
and parole revocation hearings with parole violators; plans and schedules parole hearing
-dockets.

* The Office of Case Services monitors the progress of prisoners and parolees through pre-
release. and post-release; prepares and issues warrants and warrant supplements; drafts letters
 of reprimand; requests and analyzes preliminary interviews; and issues parole certificates.

* The Office of Information Systems is responsible for delivering and supporting information
technology systems and services; maintaining and reporting statistical workload data; and
administering the records management program.

* The Office of the General Counsel advises the Commissioners and staff on interpretation of
the agency’s enabling statutes; drafts implementing rules and regulations; and assists U.S,
Attomney’s Offices in defending the Commission against lawsuits brought by prisoners and
parolees. The office also oversees responses to requests submitted under the Freedom of
Information Act and Privacy Act.
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Jurisdiction

The IS Parole Commission has jurtisdiction over the following types of cases:

All Federal ()fﬁ:ndms who committed an offense before November 1, 1987

All District of Coiumbia Code Offenders;

Uniform Code of .\1j‘lilnry Justice Offenders who are confined in a Bureau of Prisens” institution;

Transfer Treaty cases (1.8, citizens convicted in foreign countiics, who have elected to serve
their sentence in this country); and,

State Probationers and Parolees in the Federal Witness Protection Program.
tn all of these cases, the Parole Commission has the responsibility for:

o making detentinations regarding the initial conditions of supervision:

e managing the offender’s tisk in the communiy;

e meditication of the conditions of supervision for changed circumstances:

e carly discharge from supervision, issuance of a watrant or sumnmons for violation of the
conditions of supervision: and -

» revocation of release for such offenders released on parole or mandatory release
supervision.

Federal Offenders (ofienses commitied before November 1, i987): The Parole Commission
has the responsibility for granting or denying parole to federal offenders who commited their
offenses before November 1. 1987, and who are not otherwise ineligible for parole. Supervision
in the community is provided by 11.S: Probation Officers.

District of Columbia Code Offenders: The Parole Corvnission has the respoasibiiity for
granting or denying parole 1o D.C. Code oftenders who committed their offenses before Augnst
<, 2000, and who aze not otherwise incligible for parole. Supervision in the community i
provided by Sepervision Officers of the Court Services and Offender Supervision Ayeney
{CROSA) of the District of Columbia and U8, Probation Officers.

Uniform Code of Military Justice Offenders: The Parole Commission has the responsibility
for granzing or deaving parole to parcic-chigible Uniforis Code of Mikitary Justice offenders who
are serving a seatence in 2 Bureau of Prisons institution. Supervision in the communiy for
military paroiees is provided by U8, Probition Officers.

Transfer-Treaty Cases: The Parole Commission has the respensibility for con
and setting release daies for ULS. citizens who are serving impoesed
couniiries and who, parsuant 10 treaty, have clected io be transfermed 1o the United
service of that seotence. The Parole Comemission applies the federal sentencing g
prommalgaied by the US. Sentencing Comenission in deteminin 1ime 1o he senved in pel
helore release for offenders whe commitied their. offenses afte? October 3
ofeaders who cortmined thelr ofenses before November 1, 1087, the US. Paroie Commis

Vmsees
gpolies the parole guidelines that are used for paroie-eligihic foderal and «
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State Probationers and Parolees in Federal Wiiress Protection Program: In addition to its
general responsibilities, the Parole Commission is also responsible for the revocation of release
for certain state probationers and parolees who have been placed in the federal witness protection
program. Supervision in the community is provided by United States Probation Officers.

s Build a collaborative community approach to assisting victims and witnesses. Enhance
decision-making through cooperation with external partners in criminal justice to ensure that
the victim’s input is considered prior to a decision, Develop policies and procedures to
incorporate video conferencing for victim and witness input.

The Parole Commission (1) provides services and programs to facilitate inmates” successful
reintegration into society, consistent with community expectations and standards; (2) supervises,
revokes, and releases federal and District of Columbia offenders; (3) establishes and applies
sanctions that are consistent with public safety and the appropriate punishment for crimes
involving sex offenders, gangs, crimes of violence with firearms, and domestic violence; (4)
establishes and implements guidelines to reduce recidivism; and (5) works collaboratively with
the Court Services and Offender Supervision Agency (CSOSA), Federal Prison System, U.S.
Marshals Service, U.S. Attorneys (USA), U.S. Probation Office (USPO), Public Defender Services
(PDS), D.C. Metropolitan Police Department, D.C. Superior Court, and others to facilitate
strategies that support anti-recidivism programs.

The following is a brief summary of the role USPC plays in supporting the Department of Justice’s "
Strategic Goal 3.

Strategic Goal 3: Ensure and Support the Fair, Impartial, Efficient, and Transparent
Administration of Justice at the Federal, State, Local, Tribal, and International Levels

Strategic objective 3.4 — Reform and strengthen America’s criminal justice system by targeting
only the most serious offenses for federal prosecution, expanding the use of diversion programs,
and aiding inmates in re-entering society.

» Develop and implement enhanced strategies to evaluate reentry and supervision that will
ensure community safety, reduce serions violent crime, and reduce recidivism.

» Establish short term intervention sanctions for administrative violators.
= Establish and implement guidelines to reduce recidivism.

* Enhance current sanctions and develop new alternatives to incarceration to reduce recidivism
for low-risk, non-violent offenders, such as the Reprimand Sanction Hearings, Short-term
Intervention for Success, and Mental Health Sanction Hearings.

* Establish conditions of release. Develop risk assessment instruments and guidelines to
identify high risk offenders to require intense supervision sanctions to reduce the chances of
recidivism. The Parole Commission targets those offenders involved in gang activity, sex
offenses, gun-related offenses, and domestic violence.

 Issue warrants in a timely fashion to remove violent offenders from the community.

« DC.J ml and Corrections: Develop new procedures for conducting probable cause and
revocation hearings for Technical Parole Violators.
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1. Full Program Costs

The FY 2016 budget request for USPC is $13,547,000, 85 full time permanent positions (including
7 attorneys) and 75 FTE. USPC’s budget is integrated with its own priorities as well as the
Department’s Strategic Goals and Objectives, and. therefore -each performance objective is linked
with the costs of critical strategic actions.

Positions FTE Amount ($000s)
FY 2014 Appropriation 85 70 12,600
FY 2015 President’s Budget 85 70 13,308
FY 2016 Adjustments-to-base 0 5 239
FY 2016 Program Changes 0 0 0
FY 2016 Request 85 75 13,547

The total costs include the following:

» The direct costs of all outputs
» Indirect costs
* Common administrative systems

The performance and resource tables define the total costs of achieving the strategies the USPC
will implement in FY 2016. The various resource and performance charts incorporate the costs
of lower level strategies which also contribute to achievement of objectives, but which may not
be highlighted in detail in order to provide a concise narrative. Also included are the indirect
costs of continuing activities, which are central to the USPC’s operations.

2. Environmental Accountability

The Parole Commission continues to be proactive in its environmental accountability and towards
that goal is consistently taking measures such as purchasing from recycled paper and products, as
well as recycling all used toner cartridges and participating with the building’s green program.

3. Challenges

The challenges that impede progress towards achievement of.agency goals are complex and ever
changing.

External Challenges: There are many external challenges, outside of its control, that the USPC
has to address to be successful in meeting its goals. A major task before the Parole Commission
is to take immediate action on violent offenders, while reducing recidivism rates for low-risk, non-
violent offenders. While the Parole Commission’s workload depends heavily on the activities of
its criminal justice partners, it has developed programs to reduce recidivism, reduce prison
overcrowding, reduce violent crime, and promote the public’s safety.
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Intermal Challenges: The USPC faces two significant interal challenges in the years ahead,
one dealing with its aging workforce and the other with technology. Both challenges are
intertwined and will require creative and resourceful solutions.

The caseload challenges are increasing, especially in the areas of mental health and sex
offenses. There confinues to be greater emphasis by the courts on the growing population with
mental health disorders and the USPC needs to adjust internally by defining the special skill sets
needed to address this growing woikload and to develop its staff so we can address this particular
workload. The staff must have the expertise to evaluate these disorders and set conditions of
supervision that adequately address them. This is especially challenging because of USPC’s
small size. Innovation and creative, more flexible, recrnitment options will have to be employed
to meet this challenge. '

A somewhat related and pressing second challenge is the Commission’s need to expand its
paperless process and take full advantage of technological innovation, especially in light of a
potential “brain drain” over the next five years. In preparation for this eventuality, the
Commission is implementing its Offender Management System (OMS). Moving to 2 paperless
process will require sensitivity to a number of issues, including: access to case files; the need to
meet statutory deadlines; the need to capture more reliable data; security concerns; working with
multiple stakeholders, such as BOP, CSOSA, USPO, USA, acd PDS; continuity of operation;
and finally, having remote access at hearings.

IL Summary of Program Changes

No program changes

HI. Appropriations Language and Analysis of Appropriations Language

Appropriations Language

United States Parole Commission
Salaties and Expenses

For necessary éxpenses of the United States Parole Commission as authorized,
[$13,308,000] $13.547,000. (Department of Justice Appropriations Act, 2015.)

Analysis of Appropriations Language

No substantive changes proposed.
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1V. Program Activity Justification

A. United States Parole Commission

United States Parole Comumnission Direct Estimate Amount
- . Pos. ¥TE

2014 Epacted 85 70 $12,600
2015 Enacted 85 70 13,308
Adjustments to Base and Technical Adjustments | h) 239
2016.Current Services B 85 75 : 13,547
2016 Request 8s 751 13,547
Total Change 2015-2016° . b S5 T 239

1. Program Description

The USPC continues to collaborate with CSOSA to develop new performance measures that will
identify the effectiveness of the Parole Commission’s strategy to reduce recidivism.

In its effort to reduce recidivism, the Parole Commission has developed graduated sanctions to
address non-compliant behavior thereby reducing theé number of low-risk, non-violent offenders
returning to prison. The flow chart below displays the process the Parole Commission follows
-after it receives a violation report and determines the best approach for a particular offender:

Wiolation Report

Ara-Reckthasm
[ Other Actions L-l Programe Warmnt
Ry Netios Drug
Letter of 'mv.)m 1o y 1w Reprimend T
Accept Rte-
Short torm Manrtal Incemoecmton R sbiactrd Ratusers
intarventon Heartn thout Hamring Bopervisien
For Success heedng
Rt RetuTn O
Priwon Supmrision

One major goal of the Parole Commission is to issue warrants for those that willfully violate the
conditions of their release and for those with the most egregious behavior, typically tied to
violence, child abuse, sex offenses, ete. This approach will keep oux communities safe while
also retuming the more productive, low-risk offenders back to the community in a timely and

cost efficient manner, The long-term goals and outcomes USPC plans to track include:
8
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~  the percentage of low-risk, non-violent cases that are provided drug treatment, guick hits,
and wamings instead of incarceration,

— the percentage of offenders with low-level violations offered reduced sentences without a
hearing, and

— the percentage of warrants approved and issued for offenders violating their conditions of
release while under USPC supervision m the community.

For low-risk non-violent offenders, USPCs implementation of an “Alternatives to Re-
Incarceration™ agenda emphasizes the development of strategies, to decrease prison
overcrowding by reducing the number of low-level, non-violent offenders revoked to re-
incarceration. USPC’s efforts parallel the Attorney General’s Smart on Crime Initiative by
incorporating a fundamental principle founded in “not locking our way out of addressing low-
level, non-violent offenders.” Currently, we have six strategic processes occurring throughout
the Commission to aide in our recidivism reduction efforts.

Reprimand Sanction Hearings: :

Implemented in 2006, Reprimand Sanction Hearings are specialized hearings designed with the
intent to reduce parole revocation hearings, reduce offender re-incarceration risk levels for
offenders who have shown a pattern of noncompliance, and to improve offender compliance with
release conditions. The hearing are conducted in person by the Chairman of the USPC, select
members of the Commission and CSOSA with the offender. Suggestions for improving
compliance are given to the offender to improve their chance of remaining on supervised release.
The intent of the hearings are to limit the number of offenders the USPC revokes supervision.
Revocation of supervision results in the offender being returned to prison. Hearings are
scheduled once a week, the first week of the month, with approximately 5 offenders per
meeting. Since 2006, USPC has held 719hearings. We continue to see significant reductions in
positive drug test results and technical violation patterns among the offenders who have
participated in this intervention.

Mental Health Docket: USPC created the Mental Health Sanctions Hearing Docket in early
2012, to identify the needs of the offenders with Mental Health diagnosis, provide greater
collaboration with stakeholders in the acquisition of effective services, and increase the treatment
engagement of program participants. This subset of offenders is one of the most challenging
populations within the realm of Community Corrections, because of their irrational, anti-social
thoughts and behaviors, oftentimes as a result of failed or absent medication management. To
date, the USPC has held 325 hearings, with approximately 59 warrants issued for continued
non-compliance. . '

Notice to Appear (NTA): In an effort to reduce hardship on offenders and their families by
allowing the offender to remain in the community until revocation proceedings commence,
USPC implemented Notice to Appear Hearings. These efforts resulted in a reduction in overall
time in custody for the revocation process. To date, the USPC approved 159 hearings, with 108
violators continuing on supervision, 51 violators revoked.

Throughout this process, there has been a decrease in werrants for non-violest offenders,
decreases in the number of non-violent offenders being re-incarcerated for minor violations, and
decreases in the number of days violators are housed in the Department of Corrections OOC)
cpstody. Ultimately, there’s a reduction in prison overcrowding which inevitably equates to
mgniﬁcant costs savingsThe average wait time is 65 days for an offender to have a hearing and
allandng these offenders to remain in the community while those hearings are pending results in



195

a substansial savings to The Department of Corrections. It costs approximately $129 adayto
bouse an inmate at the DC Jail. At that rate, USPC saved the DOC approximately $427,635 for
the average time period of 65 days of incarcerating 51 revoked offenders during the revocation
process.

Residential Substance Abuse Treatment Program (RSAT) and Secure Residential
Treatment Program (SRTP): RSAT and SRTP were implemented in 2008 to deliver substance
abuse freatment in a correctional facility setting as an altemnative for offenders who would
otherwise face revocation for low-level violations rélated to drug addiction and community
reintegration failures. Operating out of the DC Department of Corrections, the RSAT program
has a capacity of 75 beds for males, 25 beds for women, and a program length of up to 120 days
with 30 days community based inpatient or outpatient treatment. The SRTP supports a capacity
of 32 beds for males and a program length of 180 days, with 90 days of transitional living,
followed by 54 sessions of ountpatient treatment.

Since 2009, approximately 923 offenders have served in the RSAT program with approximately
792 successfully completing the program.

The SRTP program served approximately 453 offenders with about 280 offender’s successfully
completing the program.

Short-Term Intervention of Success (SIS): In 2011 the SIS program was implemented to
reduce recidivism by applying immediate short-term incarceration sanctions to administrative
violators of supervision that demonstrate a commitment to modify their non-compliant behavior.
To date, 986 offenders were approved to enter the SIS programm and 49 offenders were denied
entry. During this time 233 warrants were issued for offenders and the USPC subsequently

revoked SIS program entry.

10
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2.. Performance, Resources, and Strategies

The USPC contributes to the Department’s Strategic Goal 3: Ensure and Support the Fair,
Impartial, Efficient, and Transparent Administration of Justice at the Federal, State, Local, Tribal,
and International Levels. Within this Goal, USPC’s resources specifically address one of the
Department’s Strategic Objectives: 3.4 — provide for the saft, secure, humane, and cost-effective
confinement of detainees awaiting trial and/or sentencing, and those in the custody of the federal
prison system.

On August 12, 2013, the Attorney General in a speech before the American Bar Association’s
(ABA) House of Delegates, announced a modification of the Justice Department’s charging
policies so that certain low-level, nonviolent drug offenders who have no ties to large-scale
organizations, gangs, or cartels will no longer be charged with offenses that impose draconian
mandatory minimum sentences. He noted that: *...by reserving the most severe penalties for
serious, high-level, or violent drug traffickers, we can better promote public safety, deterrence,
and rehabilitation — while making our expenditures smarter and more productive.”

The United States Parole Commission (USPC) is committed to providing alternatives to
incarceration in an attempt to make low level, non-violent offenders, including drug offenders,
more productive in dur communities. Evidence from a number of state initiatives, such as those
in Kentucky and Texas, has shown that investments in drug treatment for nonviolent offenders
and other changes to parole policies cannot only reduce prison populations, saving taxpayers
millions of dollars, but can also reduce recidivism rates. Spending our dollars wisely can result
in a return on investment that we can all be proud of — declining rates of recidivism, safer
communities, and more productive citizens.

The USPC has undertaken a number of initiatives that support the Administration’s position on
lowering the rates of recidivism, including a number of alternatives to incarceration. These
alternatives include increasing the numbers of offenders referred to the Secured Residential
Treatment Program and Residential Substance Abuse Treatment Program in the District of
Columbia. Other alternatives include expanding the Reprimand Sanction Hearings Program to
increase the number of offenders referred to the USPC for violating the administrative conditions
of their release. Frequent and early intervention by the USPC has improved the offender
compliance in the community and reduced the need for re-incarceration. Also, the expansion of
the mental health dockets will increase the treatment engagement of mentally ill offenders to
reduce their risk in the community, and reduce the cost of incarceration.

The USPC has expand ed its Short-Term Intervention for Success (SIS) program, which is
designed to provide for shorter periods of imprisonment for technical violators in exchange for
potentially longer periods of incarceration. tThe success of the pilot program suggests a
decrease in the re-arrest rates for those participating and has ultimately reduced overall prison
costs. The USPC approves approximately 318 offenders per year to participate in the SIS

program.

The Attorney General, in his Angust 12, 2013 remarks to the ABA, noted: “Even though this
country comprises just five percent of the world’s population, we incarcerate almost a quarter of
the world’s prisoners,” adding that ...almost half of them are serving time for drug-related
crimes, and many have substance use disorders.” Finally, the Attorney General commented that
«_..roughly 40 percent of former federal prisoners -- and more than 60 percent of former state

14
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prisoners — are rearrested or have their supervision revoked within three years after their release,
at great cost to the American taxpayers and often for technical or minor violations of the terms of
their release.”

As noted above, the USPC has developed programs to reduce recidivism, reduce prison
overcrowding, reduce violent crime, and promote the public’s safety. It complements the
Department’s efforts to reduce rates of recidivism among Federal and District of Columbia
(D.C.) offenders and supports Departmental priorities, including:

e Redicing prison overcrowding as recently emphasized by the Attomey General:

o Reduce escalating and crippling costs for the federal and D.C. governments to
house offenders while waiting for delayed hearings and stays of release, as well as
untimely incarceration decisions

e Lowering recidivism rates:

o Greater emphasis on reentry strategies, such as substance abuse, mental health,
housing, and employment

o Measuring the effectiveness of the conditions iraposed on offenders in the
community

o Establish graduated sanctions that permit the Parole Commission to address non-
compliant behavior without retuming the offender to prison

e Promoting alternatives to incarceration:

o Identifying and implementing directives and/or special conditions fo assist
offenders in maintaining success under supervision .

o Developing and implementing a program to send offenders to treatment programs

o [Establish graduated sanctions that permit the Parole Commission to address non-
compliant behavior without returning the offender to prison

s Reducing violent crime, especially crime perpetuated with guns or by gangs:
o Significantly reduce delays in the issuance of warrants needed to apprehend
violent offenders '
o Sharing information and collaborating with other federal, state, and local law
enforcement partners )

a. Changes in Population and Workload

In FY 2014, the Parole Commission’s total prisoner and parolee population, federal and D.C.,
including D.C. supervised releases, was 17,118. The D.C. population under the Parole
Commission’s jurisdiction is 14,717, including 6,820 prisoners and 7,897 parolees and supervised
releases. There was an overall 14% decrease of prisoners from the previous year. The remaining
2,401 individuals consist of federal offenders (including federal prisoners, parolees, transfer treaty,
and military justice offenders) and state probationers and parolees in the Federal Witness
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Protection Program. There was a slight decrease of 108 individuals from this small section of the
population.

Much of the D.C. caseload is driven by the management and evaluation of the progress of
offenders in the community; the tracking of those at risk; the imposition of additional sanctions
or conditions to ensure public safety; and finally, requests for warrants as a result of violations of
the terms and conditions of parole. When a warrant is issued, a request for a preliminary
interview follows, and a hearing follows. The decrease in the population can be attributed to the
overall decrease in criminal activity in DC. However, it is possible to not realize a decrease in
workload due to the number of offenses still being generated by the remaining offenders.

| Population under USPC Jurisdiction
1,067

# Federal Prisoners’

® Federal Parolees
6,820 izD.C. Prisoners

#D.C, Parolees

= D.C. Supervised Released

Local revocation hearings are held at facilities in the locality where a parolee has been amrested,
and they require much more work because the hearings are adversarial. An offender may contest
the charges and is entitled to representation by an attorney, along with the ability to call witnesses.
Additionally, these hearings are more costly to the Parole Commission, because they often involve
trave] to a remote location, where the examiner is only able to handle a parficular case. Inan
institutienal hearing, the parolee has admitted to the charges or been convicted of new criminal
activity, and the issues to be heard involve the degree of responsibility and the length of additional
incarceration. Institutional hearings are less costly, because the examiner can handle several cases
during one docket. The Parole Commission has determined that local revocations are about

2-3 times as labor intensive as institutional hearings:

16
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L. Overview for National Security Division

A. Introduction

The National Security Division (NSD) is responsible for combating terrorism and other threats to
the national security—the Department of Justice’s (DOJ’s) highest priority. To sustain mission
needs, NSD requests for FY 2016 a total of 411 positions (including 270 attorneys), 359 FTE,
and $96,596,000."

B. Background

In recent years, NSD engaged in a comprehensive strategic assessment of the Division’s current
operations and future requirements. As a result of that assessment, NSD has outlined four areas
of new or renewed focus that will guide its operations in the coming years. They are:

Combating cyber threats to the national security and protecting national security assets;
Enhancing NSD’s intelligence-related programs and its intelligence oversight function;
Continuing to bring an all-tools, integrated approach to NSD’s work, while adapting to
address the changing face of terrorism; and

¢ Reinvigorating NSD’s development into a mature Division — capable of keeping pace
with its national security partners and outpacing the threats this nation faces.

All of the program increases reflected in NSD’s FY 2016 request map to these strategic goals
and priorities and will ensure that NSD remains best positioned to fulfill the Department’s top
priority mission in the face of increasing challenges and an evolving threat. NSD’s assessment
of the challenges it faces in fully realizing its goals in these areas are outlined more fuily in
section L.D.: Performance Challenges.

Division Structure

The NSD consolidates within a single Division the Department’s primary national security
elements outside of the Federal Bureau of Investigation (FBI), which currently are the:

Office of Intelligence (OI);
Counterterrorism Section (CTS);
Counterespionage Section (CES);
Office of Law and Policy (L&P); and,

! Within the totals outlined above, NSD has included a total of 14 positions, 14 FTE, and $14,299,000 for
Information Technology (IT).
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» Office of Justice for Victims of Overseas Terrorism (OVT).

This organizational structure strengthens the effectiveness of the Department’s national security
efforts by ensuring greater coordination and unity of purpose between prosecutors, law
enforcement agencies, intelligence attorneys, and the Intelligence Community (IC).

NSD Major Responsibilities

Counterterrorism

Promoting and overseeing a coordinated national counterterrorism enforcement program,
through close collaboration with Department leadership, the National Security Branch of
the FBI, the IC, and the 94 United States Attorneys’ Offices (USAOs);

Developing national strategies for combating emerging and evolving terrorism threats,
including the threat of cyber-based terrorism and homegrown violent extremism;
Overseeing and supporting the Anti-Terrorism Advisory Council (ATAC) program by:
1) collaborating with prosecutors nationwide on terrorism matters, cases, and threat
information; 2) maintaining an essential communication network between the
Department and USAOs for the rapid transmission of information on terrorism threats
and investigative activity; and 3) managing and supporting ATAC activities and
initiatives;

Consulting, advising, and collaborating with prosecutors nationwide on international and
domestic terrorism investigations, prosecutions, and appeals, including the use of
classified evidence through the application of the Classified Information Procedures Act
(CIPA);

Sharing information with and providing advice to international prosecutors, agents, and
investigating magistrates to assist in addressing international threat information and
litigation initiatives; and

Managing DOJ’s work on counter-terrorist financing programs, including supporting the
process for designating Foreign Terrorist Organizations and Specially Designated Global
Terrorists, as well as staffing U.S. Government efforts on the Financial Action Task
Force.

Counterintelligence and Export Control

Supporting and supervising the investigation and prosecution of cases involving treason,
sedition, espionage, economic espionage, and cyber threats to the national security
through coordinated efforts and close collaboration with Department leadership, the FBI,
the IC, and the 94 USAOs;

Developing national strategies for combating the emerging and evolving threat of cyber-
based espionage and state-sponsored cyber intrusions;

Assisting in and overseeing the expansion of investigations and prosecutions into the
unlawful export of military and strategic commodities and technology, including by

2
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assisting and providing guidance to USAOs in the establishment of Export Control
Proliferation Task Forces;

Coordinating and providing advice in connection with cases involving the unauthorized
disclosure of classified information and supporting resulting prosecutions by providing
advice and assistance with the application of CIPA; and

Enforcing the Foreign Agents Registration Act of 1938 (FARA) and related disclosure
statutes.

Intelligence Operations and Litigation

Ensuring that IC agencies bave the legal tools necessary to conduct intelligence
operations while safeguarding privacy and civil liberties;

Representing the U.S. before the Foreign Intelligence Surveillance Court (FISC) to obtain
authorization under the Foreign Intelligence Surveillance Act (FISA) for government -
agencies to conduct intelligence collection activities;

Coordinating and supervising intelligence-related litigation matters, including the
evaluation and review of requests to use information collected under FISA in criminal
and non-criminal proceedings and to disseminate FISA information; and

Serving as the Department’s primary liaison to the Director of National Intelligence and
the IC.

Oversight and Reporting

Overseeing certain foreign intelligence, counterintelligence, and other national security
activities of IC components to ensure compliance with the Constitution, statutes, and
Executive Branch policies to protect individual privacy and civil liberties;

Monitoring certain intelligence and counterintelligence activities of the FBI to ensure
conformity with applicable laws and regulations, FISC orders, and Department
procedures, including the foreign intelligence and national security investigation
provisions of the Attorney General’s Guidelines for Domestic FBI Operations; and
Fulfilling statutory, Congressional, and judicial reporting requirements related to
intelligence, counterintelligence, and other national security activities.

Policy and Other Legal Issues

Handling appeals in cases involving national security-related prosecutions, and providing
views on appellate issues that may impact national security in other civil, criminal, and
military commissions cases;

Providing legal and policy advice on the national security aspects of cybersecurity policy
and cyber-related operational activities;

Providing advice and support on national security issues that arise in an international
context, including assisting in bilateral and multilateral engagements with foreign
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governments, working to build counterterrorism capacities of foreign governments, and
enhancing international cooperation;

Providing advice and support on legislative matters involving national security issues,
including developing and commenting on legislation, supporting Departmental
engagements with members of Congress and Congressional staff, and preparing
testimony for senior Division/Department leadership;

Providing legal assistance and advice on matters arising under national security laws and
policies, and overseeing the development, coordination, and implementation of
Department-wide policies with regard to intelligence, counterintelligence,
counterterrorism, and other national security matters;

Handling issues related to classification and declassification of records, records
management, and freedom of information requests and related litigation; and
Developing a training curriculum for prosecutors and investigators on cutting-edge
tactics, substantive law, and relevant policies and procedures.

Foreign Investment

Performing the Department’s staff-level work on the Committee on Foreign Investment
in the U.S. (CFIUS), which reviews foreign acquisitions of domestic entities that might
affect national security and makes recommendations to the President on whether such
transactions are a threat;

Responding to Federal Communications Commission (FCC) requests for the
Department’s views relating to the national security implications of certain transactions
relating to FCC licenses; and .
Tracking and monitoring certain transactions that have been approved pursuant to these
processes.

Victims of Terrorism

Prioritizing within the Department the investigation and prosecution of terrorist attacks
that have resulted in the deaths and/or injuries of American citizens overseas; and
Ensuring that the rights of victims and their families are honored and respected, and that
victims and their families are supported and informed during the criminal justice process.

NSD Recent Accomplishments (unclassified selections only)

Continued to lead the nation’s counterterrorism enforcement program through
collaboration with Department leadership, the FBI, the IC, and the USAOs.
Through the National Security Cyber Specialist Network, the FBI’s National Cyber
Investigative Joint Task Force, and a USAQ, secured the first-ever indictment of
members of a nation state’s military for cyber-based corporate theft.

Continued to support the IC by seeking authority under FISA with the FISC.

4
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s Designated 198 international terrorism events to allow for U.S. victim compensation and
reimbursement under the International Terrorism Victim Expense Reimbursement
Program (ITVERP). 7

« Combated the growing threat posed by the illegal foreign acquisition of controlled U.S.

-military and strategic technologies through the National Export Enforcement Initiative.

o Successfully investigated and prosecuted national security threat actors — specific
examples detailed below.

¢ Managed an increased workload associated with the CFIUS.

C. Full Program Costs

The NSD has a single decision unit. Its program activities include intelligence, counterterrorism,
counterespionage, and cyber security, which are related to DOJ Strategic Goal 1: Prevent
Terrorism and Promote the Nation’s Security Consistent with the Rule of Law, and its four
Objectives. The costs by program activity include the activity’s base funding plus an allocation
of management, administration, and L&P overhead costs. The overhead cost is allocated based
on the percentage of the total cost comprised by each of the four program activities.

D. Performance Challenges

Protecting the nation’s security is the top priority for the Department, and NSD’s work is critical
to that mission. However, as the threats facing this nation continue to grow and evolve, the
challenges NSD must overcome also continue to increase. These challenges include:

the recent recognition of a significant growth of cyber threats to the national security;
the changing face of terrorism and the risks posed by homegrown violent extremists;
an increasing workload in intelligence oversight, operations, and litigation; and
difficulties inberent in supporting the development of a Division in an ever-changing
environment.

el S

Among the most significant challenges that NSD continues to face is the rapid expansion and
evolution of cyber threats to the national security. Representatives from the IC have assessed
that the cyber threat may soon surpass that of traditional terrorism, and NSD must be prepared to
continue to take lessons learned over the past decade and adapt them to this new threat. Cyber
threats, which are highly technical in nature, require time-intensive and complex investigative
and prosecutorial work, particularly given their novelty, the difficulties of attribution, challenges
presented by electronic evidence, the speed and global span of cyber activity, and the balance
between prosecutorial and intelligence-related interests in any given case. To meet this growing
threat head on, NSD must continue to equip its personnel with cyber-related skills through
additional training while recruiting and hiring individuals with cyber skills who can dedicate
themselves full-time to these issues immediately. The window of opportunity for getting ahead

5
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of this threat is narrow; closing the gap between our present capabilities and our anticipated
needs in the near future will require significant resources and commitment.

The threat posed by terrorism has also evolved, having grown and splintered in recent years.
Lone wolves and homegrown violent extremists, including foreign fighters, have grown in
national prominence, and identifying and disrupting these isolated actors and their operations
pose distinct challenges for investigators and prosecutors.

Additionally, in January, 2014, the President delivered a speech announcing reforms to the
nation’s intelligence programs; in it, he emphasized that “threats like terrorism and proliferation
and cyber-attacks are not going away any time soon,? and reiterated our need to combat these
growing threats. He also tasked the Department with working on at least ten different lines of
effort related to intelligence reform and oversight, the vast majority of which falls to NSD to
implement. NSD requires permanent resources dedicated to implementing these taskings.

Finally, given the complexity—and range—of the Department’s national security prosecutions
and investigations, NSD has seen steady growth in the work driven by oversight obligations
pertaining to national security activities — which ensure that congressional oversight committees
are fully informed regarding such activities, as well as in the number of FISA applications filed
before the FISC, and requests for assistance in criminal litigation involving FISA-derived
information. This growth has outpaced attrition and has brought increased workloads, which are
unlikely to diminish in the foreseeable future.

E. Environmental Accountability
NSD is committed to environmenta! wellness and participates in DOJ’s green programs.

2 Remarks by the President on Review of Slgnals Intelligence (Ianuary 17, 2014), available at [
inte!
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II. Summary of Program Changes

Dollars

(8000)

Combating Cyber Threats

Réquesting additional resources for

. . NSD’s work related to combating
to National Security Gyber threats to national security 12 | 6 | 1745 | 40
e ‘ | Requesting additional resources for
g:::l:lgge:tce Collection and NSD’s work related to intelligence
collection and oversight 10 5 1,486 49
Combating Terrorism Requesting additional resources for
including Homegrown NSD's work related to combating
Violent Extremism terrorism . 6 3 874 55
Program and/or Administrative
Program Decreases Savings o | o | (1,200 | 1
TOTAL, NSD 28 14 $2,905
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II. Appropriations Language and Analysis of Appropriations Language
Appropriations Language

SALARIES AND EXPENSES, NATIONAL SECURITY DIVISION

For expenses necessary to carry out the activities of the National Security Division,
[$93,000,000] $96,596,000, of which not to exceed $5,000,000 for information technology
systems shall remain available until expended: Provided, That notwithstanding section 205 of
this Act, upon a determination by the Attorney General that emergent circumstances require
additional funding for the activities of the National Security Division, the Attorney General may
transfer such amounts to this heading from available appropriations for the current fiscal year for
the Department of Justice, as may be necessary to respond to such circumstances: Provided
further, That any transfer pursuant to the preceding proviso shall be treated as a reprogramming
under section 503 of this Act and shall not be available for obligation or expenditure except in
compliance with the procedures set forth in that section.

Analysis of Appropriations Language
No change proposed.
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IV. Program Activity Justification

National Security Division

National Security Division Direct | Estimate Amount
. Pos, FTE

2014 Enacted ‘ 383 336 $91,800,000
2015 Enacted ’ 383 345 93,000,000
Adjustments to Base and Technical Adjustments 0 0 691,000
2016 Current Services 383 345 93,691,000
2016 Program Increases 28 141 4,105,000
2016 Program Decrease 0 0 (1,200,000)

96,596,000

2016 Request 411 359

National Security Division-Information Direct Pos. | Estimate Amount
Technology Breakout (of Decision Unit Total) FTE :
2014 Enacted - - . - L 14 14 $15,419,000°
2015 Enacted ) 14 14 14,299,000
Adjustments to Base and Techmcal Adj ustments 0 0 0
2016 Current Services ) 14 14 14,299,000
2016 Program Increases . 0 0 0
2016 Program Decrease 0 0 0
2016 Request 14 14 14 »299, 000
| Total Chanpe 2015-2016.- - .. .- I T e :

1. Program Description

The National Security Division (NSD) is responsible for overseeing terrorism investigations and
prosecutions; handling counterespionage, counterproliferation, and national security cyber cases
and matters; protecting critical national assets from national security threats, including cyber
threats; and assisting the Attorney General and other senior Department and Executive Branch
officials in ensuring that the national security-related activities of the U.S. are consistent with
relevant law,

In coordination with the FBI, the IC, and the USAOs, NSD’s primary operational function is to
prevent, deter, and disrupt terrorist and other acts that threaten the U.S. The NSD also serves as
the Department’s liaison to the Director of National Intelligence, advises the Attorney General
on all matters relating to the national security activities of the U.S., and develops strategies for
emerging national security threats — including cyber threats to the national security.



224

NSD administers the U.S. Government’s national security program for conducting electronic
surveillance and physical search of foreign powers and agents of foreign powers pursuant to
FISA, and conducts oversight of certain activities of the IC components and the FBI's foreign
intelligence and counterintelligence investigations pursuant to the Attorney General’s guidelines
for such investigations. NSD prepares and files all applications for electronic surveillance and
physical search under FISA, represents the government before the FISC, and — when evidence
obtained or derived under FISA is proposed to be used in a criminal proceeding —obtains the
necessary authorization for the Attorney General to take appropriate actions to safeguard national
security. NSD also works closely with the Congressional Intelligence and Judiciary Committees
10 ensure they are apprised of Departmental views on national security and intelligence policy
and are appropriately informed regarding operational intelligence and counterintelligence issues.

In addition, NSD advises a range of government agencies on matters of national security law and
policy, participates in the development of national security and intelligence policy through the
National Security Council-led Interagency Policy Committee and Deputies” Committee
processes, and represents the DOJ on a variety of interagency committees such as the Director of
National Intelligence’s FISA Working Group and the National Counterintelligence Policy Board.
NSD comments on and coordinates other agencies’ views regarding proposed legislation
affecting intelligence matters, and advises the Attorney General and various client agencies,
including the Central Intelligence Agency, the FBI, and the Defense and State Departments
concerning questions of law, regulations, and guidelines as well as the legality of domestic and
overseas intelligence operations.

NSD also serves as the staff-level DOJ representative on the CFIUS, which reviews foreign
acquisitions of domestic entities affecting national security. In this role, NSD evaluates
information relating to the structure of transactions, any foreign government ownership or
control, threat assessments provided by the IC, vulnerabilities resulting from transactions, and
ultimately the national security risks, if any, of allowing a transaction to proceed as proposed or
subject to conditions. In addition, NSD tracks and monitors transactions that have been
approved subject to mitigation agreements and seeks to identify unreported transactions that may
require CFIUS review. On behalf of the Department, NSD also responds to FCC requests for
Executive Branch determinations relating to the national security implications of certain
transactions that involve FCC licenses. NSD reviews such license applications to determine if a
proposed communication provider’s foreign ownership, control, or influence poses a risk to
national security, infrastructure protection, law enforcement interests, or other public safety
concerns sufficient to merit mitigating measures or opposition to the transaction.

Finally, OVT ensures that the investigation and prosecution of terrorist attacks against American
citizens overseas are a high priority within the Department of Justice. Among other things, OVT
is responsible for monitoring the investigation and prosecution of terrorist attacks against
Americans abroad, working with other Justice Department components to ensure that the rights
of victims of such attacks are honored and respected, establishing a Joint Task Force with the
Department of State to be activated in the event of a terrorist incident against American citizens

10
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overseas, responding to Congressional and citizen inquires on the Department’s response to such
attacks, compiling pertinent data and statistics, and filing any necessary reports with Congress.

11
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3. Performance, Resources, and Strategies

For performance reporting purposes, resources for NSD are included under DOJ Strategic
Goal I: Prevent Terrorism and Promote the Nation’s Security Consistent with the Rule of Law.
Within this Goal, NSD resources address all four Objectives:

1.1 Prevent, distupt, and defeat terrorist operations before they occur by integrating intelligence
and law enforcement efforts to achieve a coordinated response to terrorist threats

1.2 Prosecute those involved in terrorist acts

1.3 Investigate and prosecute espionage activity against the U.S., strengthen partnerships with
potential targets of intelligence intrusions, and proactively prevent insider threats

1.4 Combat cyber-based threats and attacks through the use of all available tools, strong
public-private partnerships, and the investigation and prosecution of cyber threat actors

Based on these four objectives, performance resources are allocated to four program activities:
Intelligence, Counterterrorism, Counterespionage, and Cyber Security

A. Performance Plan and Report for Qutcomes

Intelligence Performance Report

Measure: Intelligence Community Oversight Reviews

CY 2014 Target: 89

CY 2014 Actual: 109

CY 2015 Target: 97

CY 2016 Target: 97 _

Discussion: The CY 2016 target is an increase over previous targets. The work in this area is
expected increase in future years due to the expansion of current oversight programs and the
development and implementation of new oversight programs, and anticipated new oversight and
reporting requirements.
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Intelligence Community Oversight
Reviews

W Target
B Actual

CY2014 CY2015 (Y2016

Data Definition: NSD attorneys are responsible for conducting oversight of certain activities of IC components,
The oversight process involves numerous site visits to review intelligence collection activities and compliance with
the Constitution, statutes, AG Guidelines, and relevant Court orders. Such oversight reviews require advance
preparation, significant on-site time, and follow-up and report drafting resources. These oversight reviews cover
many diverse intelligence collection programs, FISA Minimization Reviews and National Security Reviews will be
counted as part of Intelligence Community Oversight Reviews.

Data Collection and Storage: The information collected during each review is compiled into a report, which is then
provided to the reviewed Agency. Generally, the information collected during each review, as well as the review
reports, are stored on a classified database. However, some of the data collected for each review is stored manually.

Data Validation and Verification: Reports are reviewed by NSD management, and in certain instances reviewed
by agencies, before being released. ’

Data Limitations: None identified at this time.

Counterterrorism Performance Report

Measure: Percentage of OVT Responses to Victims within 3 Business Days of Victim
Request for Information from OVT

FY 2014 Target: 80%

FY 2014 Actual: 100%

FY 2015 Target: 80%

FY 2016 Target: 80%

Discussion: The FY 2016 target is consistent with previous years. Additional personnel
resources could allow OVT to improve efficiency regarding responses to victims.

16



231

Percentage of OVT Responses to
Victims within 3 Business Days of
Request for Information from OVT

W Target
B Actual

FY2014 FY2015 FY2016

Data Definition: Victims: American citizens who are the victims of terrorism outside the borders of the U.S. This
measure reflects OVT’s efficiency in providing information to victims after they have contacted OVT.

Data Collection and Storage: Data is collected and stored in an electronic database.
Data Validation and Verification: Data is validated by management and staff.

Data Limitations: None.

Measure: Percentage of Services/Rights OVT Successfully Provided to Victims of New
Attacks

FY 2014 Target: 95%

FY 2014 Actual: 99%

FY 2015 Target: 95%

FY 2016 Target: 95%

Discussion: The FY 2016 target is consistent with previous fiscal years. Additional personnel
resources could allow OVT to improve upon its ability to successfully provide victims of new
attacks with services/rights.
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Percentage of Services/Rights OVT Successfully
Provded to Victims of New Attacks

M Target
Actuat

FY 2014 FY 2015 FY 2016

Data Definition: This measure counts the percentage of services/rights OVT provided during the fiscal year that are
successfully resolved through the provision of a set group of services. OVT monitors only new attacks that occurred
during the fiscal year. Most referrals come from the FBI’s Office for Victim Assistance, which will inform OVT
when a foreign attack has U.S. victims and the FBI is opening an investigation. Another source for information is
CTS, which will inform OVT about foreign and domestic terrorism trials with U.S. victims. In some sxtuanons,
referrals may come from the State Department, media, or other victims.

Data Collection and Storage: For each new attack identified to OVT, OVT creates a paper file to document OVT
efforts. The file contains a checklist of services that OVT can either provide or refer to another agency to provide, or
which cannot be provided for a legitimate reason (e.g., it would involve divulging National Security information or
information pertaining to a criminal justice proceeding that is ongoing at the time). On a quarterly basis, OVT |
analyzes and reviews the paper files to determine whether the checklist services have been successfully addressed as
indicated in the previous sentence. The performance measure is the percentage of services OVT successfully T
provided during the fiscal year. "

PUR A

H

Data Validation and Verification: OVT reviews the paper files on a quarterly basis. The information in the paper
files is then loaded into OV T’s automated Victim/Attack Tracking Tool so the information can be easily accessed.

Data Limitations: Some criminal justice proceedings and OVT support efforts will take place over several years,
but OVT’s efforts will only be reported in the year in which the attack occurred to avoid duplication.
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Measure: Percentage of CT Defendants Whose Cases Were Favorably Resolved

FY 2014 Target: 90%

FY 2014 Actual: 92%

FY 2015 Target: 90%

FY 2016 Target: 90%

Discussion: The FY 2016 target is consistent with previous fiscal years. Among the strategies
that NSD will pursue in this area are consulting, advising, and collaborating with prosecutors
nationwide on international and domestic-terrorism prosecutions.

Percentage of CT Defendants Whose
Cases Were Favorably Resolved

M Target
M Actual

FY 2014 FY2015 FY 2016

Data Definition: Defendants whose cases were favorably resolved include those defendants whose cases were
closed during the fiscal year that resulted in court judgments favorable to the government.

Data Collection and Storage: Attomeys provide data, which is stored in the ACTS database.

Data Validation and Verification: Data validation and verification is accomplished via quarterly review by CTS
Chief.

Data Limitations: None identified at this time.

SELECT RECENT COUNTERTERRORISM PROSECUTIONS:

Boston Marathon Bombings ~ On April 15, 2013, two near-simultaneous explosions occurred on
Boylston Street, near hundreds of spectators along the Boston Marathon’s final stretch.
Dzhokhar Tsarnaev was apprehended following an extensive manhunt the next day. The
investigation into the bombings continues, On July 10, 2013, Dzhokhar Tsarnaev was arraigned
on a 30-count indictment filed on June 27, 2013, charging him with use of a weapon of mass
destruction conspiracy, bombing a place of public use and conspiracy, malicious destruction of
property and conspiracy, use of a firearm during and in relation to a crime of violence, use of a
firearm during and in relation to a crime of violence causing death, carjacking resulting in
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serious bodily injury, and interference with commerce by threats or violence. On January 30,
2014, the Attorney General announced that prosecutors would pursue the death penalty against
Tsarnaev. Jury selection commenced January 5, 2015.

In connection with the investigation of the Boston Marathon bombing, on August 8, 2013, in the
District of Massachusetts, an indictment was returned charging Dias Kadyrbayev and Azamat
Tazhayakov with conspiracy to obstruct justice and obstruction of justice. Kadyrbayev,
Tazhayakov, and a third friend, Robel Phillipos, are accused of going into Dzhokhar’s dorm
room at his suggestion and removing his black backpack, some fireworks, and his computer in an
attempt to protect Dzhokhar, whom they then believed to be one of the bombers. To conceal
evidence of the crime, Kadyrbayev and Tazhayakov are alleged to have thrown the backpack and
its contents into a dumpster outside of the apartment that Kadyrbayev and Tazhayakov shared.
The backpack was found in a landfill on April 26, 2013. On two occasions, during the
investigation, Phillipos lied to the FBI about his involvement saying he never went to the dorm
room.

On September 13, 2013, Tazhayakov, Kadyrbayev, and Phillipos were arraigned on the
superseding indictment which was filed against them on August 29, 2613, The superseding
indictment charged Kadyrbayev and Tazhayakov with conspiracy to obstruct justice, in violation
of 18 U.S.C. § 371, and obstruction of justice, in violation of 18 U.S.C. § 1519. The grand jury
charged Phillipos with two counts of making false statements, in violation of 18 U.S.C. § 1001.

On July 21, 2014, a jury found Tazhayakov guilty of conspiracy to obstruct justice, in violation
of 18 U.S.C. § 371, and obstruction of justice, in violation of 18 U.S.C. § 1519. On

August 21, 2014, Kadyrbayev pled guilty to conspiracy to obstruct justice, in violation of 18
U.S.C. § 371, and obstruction of justice, in violation of 18 U.S.C. § 1519. Pursuant to Fed. R.
Crim. P. 11(c)(1)(C), the parties agreed that his period of incarceration would not exceed seven
years. The sentencing dates for Tazhayakov and Kadyrbayev have been suspended pending the
United States Supreme Court decision in U.S. v. Yafes. On October 28, 2014, in the District of
Massachusetts, the jury found Robel Phillipos guilty of both counts of making false statements,
in violation of 18 U.S.C. § 1001. Sentencing is scheduled for January 29, 2015.

U.S. v. Fazliddin Kurbanov — On May 16, 2013, Fazliddin Kurbanov, an Uzbekistan national
residing in the U.S., was indicted by a grand jury in Boise, Idaho, on three charges, including
conspiracy to provide material support to a designated Foreign Terrorist Organization; ‘
conspiracy to provide material support to terrorists; and possession of an unregistered firearm.
On the same day, Kurbanov was also indicted by a grand jury in the District of Utah charging
him with one count of distribution of information relating to explosives, destructive devices, and
weapons of mass destruction. The Idaho indictment alleges that between August 2012 and
May 2013, Kurbanov knowingly conspired with unnamed co-conspirators to provide material
support and resources to the Islamic Movement of Uzbekistan, a designated foreign terrorist
organization. The indictment also alleges that the material support and resources included
himself, computer software, and money. In count two, the indictment further alleges that the
defendant conspired to provide material support and resources, including himself, to terrorists
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knowing that the material support was to be used in preparation for and in carrying out an
offense involving the use of a weapon of mass destruction. On December 2, 2014, in the District
of Idaho, Fazliddin Kurbanov was arraigned on a superseding indictment. On November 14,
2014, a superseding indictment was returned charging him with two additional counts: one count
of attempting to provide material support to a designated foreign terrorist Organization (the
Islamic Movement of Uzbekistan), in violation of 18 U.S.C. § 2339B; and one count of
attempting to provide material support to terrorists, in violation of 18 U.S.C. § 2339A. Trial in
Idaho is scheduled for May 4, 2015.

U.S. v. Sulaiman Abu Ghayth — From at least May 2001 until approximately 2002, Sulaiman Abu
Ghayth served alongside Usama Bin Laden, appearing with Bin Laden and his then-deputy
Ayman al-Zawahiri, speaking on behalf of the terrorist organization and in support of its
mission. Among many other things, after the September 11 terrorist attacks, Abu Ghayth
delivered a speech in which he addressed the then-U.S. Secretary of State and warned that “the
storms shall not stop, especially the Airplanes Storm,” and advised Muslims, children, and
opponents of the United States “not to board any aircraft and not to live in high rises.” On
February 28, 2013, at an overseas location, Abu Ghayth was arrested on a complaint filed in the
Southern District of New . York charging him with conspiring to kill United States nationals, A
superseding indictment was filed on December 20, 2013, charging Abu Ghayth with the
additional crimes of conspiring to provide, and providing, material support to terrorists. On
March 27, 2014, Abu Ghayth was found guilty of all charges after a three-week trial. On
September 23, 2014, Abu Ghayth was sentenced to life in prison.

U.S. v. Hage, et al. — On October 15, 2013, in the Southern District of New York, Anas al Liby
(a/k/a Nazih al Raghie) was arraigned after his capture by U.S. military personnel in Libya on
October 5,2013. Al Liby is charged in a tenth superseding indictment that was returned by a
federal grand jury in the Southern District of New York on March 12, 2001, He is indicted for
his role in al Qaeda’s broad conspiracy during the 1990s to kill U.S. nationals throughout the
world, which culminated in the near-simultaneous bombings of the U.S. Embassies in Tanzania
and Kenya in August 1998, Over 200 people died in those bombings, The superseding
indictment charges al Liby with conspiracy to kill U.S. nationals; conspiracy to murder;
conspiracy to destroy U.S. property; and conspiracy to attack national defense utilities.
Throughout the 1990s, al Liby is alleged to have been closely associated with several senior al
Qaeda leaders and to have acted as Usama bin Laden’s personal bodyguard at one point. In
addition, al Liby furthered al Qaeda’s goals by serving as a document forger and a computer
expert for the group. Stemming from this broad conspiracy, several co-conspirators of al Liby’s
have been convicted over the years in federal court in the Southern District of New York. In
May 2001, a jury found Wadih El Hage, Mohammed Sadeek Odeh, Mohamed Rashed Daoud
Al-*‘Owhali, and Khalfan Khamis Mohamed guilty for their roles in the al Qaeda conspiracies
that culminated in the 1998 East Africa Embassy bombings. All four were sentenced to life in
prison. In November 2010, Ahmed Khalfan Ghailani similarly was convicted of conspiring to
destroy buildings and property of the United States and was later sentenced to life in prison. Al
Liby was set to stand trial on January 12, 2015, but passed away January 2, 2015 while in
custody. Al Liby had two co-defendants: Khaled al Fawwaz and Adel Bary, Adel Bary pleaded
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guilty on September 19, 2014, and is to be sentenced on January 16, 2015. The trial of Fawwaz
is set to begin on January 20, 2015.

U.S. v. Abu Hamza al-Masri — On, May 19, 2014, in the Southern District of New York, Mustafa
Kamel Mustafa, a/k/a Abu Hamza al-Masri, was convicted by a jury on 11 counts related to his
involvement in the hostage taking of tourists in Yemen in 1998, attempting to set up a jihad
training camp outside Bly, Oregon, and providing material support to al Qaeda in Afghanistan.
Trial commenced on April 14, 2014. The indictment also charged two co-conspirators, Oussama
Kassir and Haroon Aswat. Kassir was convicted in federal court of various terrorism offenses in
2009, including his participation in efforts to establish the Bly terrorist training camp, and was
sentenced in 2009 to life in prison. Aswat is in custody in the United Kingdom, and the U.S. has
sought his extradition. Mustafa was sentenced on January 9, 2015, to life in prison.

U.S. v. Babafemi — On April 27, 2014, Lawal Olaniyi Babafemi, a Nigerian national, pleaded
guilty to providing and conspiring to provide material support to Al Qaeda in the Arabian
Peninsula (AQAP). Between approximately January 2010 and August 2011, Babafemi traveled
twice from Nigeria to Yemen to meet and train with leaders of AQAP. Babafemi assisted in
AQAP’s English-language media operations, which included the publication of the magazine
“Inspire.” At the direction of the now-deceased senior AQAP commander Anwar al-Aulagi,
Babafemi was provided with the equivalent of almost $9,000 in cash by AQAP leadership to
recruit other English-speakers from Nigeria to join the group. While in Yemen, Babafemi also
received weapons training from AQAP. At sentencing, scheduled for January 22, 2015,
Babafemi faces a maximum of 30 years in prison.

New York Subway Bomb Plot / U.S. v. Medunjanin_et al. — On May 2, 2012, Adis Medunjanin, a
Queens, N.Y., resident who joined al-Qaeda and plotted to commit a suicide terrorist attack, was
convicted of multiple federal terrorism offenses in the Eastern District of New York. Evidence
at trial demonstrated that the defendant and his accomplices, Najibullah Zazi and Zarein
Ahmedzay, traveled to Afghanistan and Pakistan in 2008, where they met senior al-Qaeda
leaders and received al Qaeda training. Upon their return to the United States, Medunjanin, Zazi,
and Ahmedzay met and agreed to carry out suicide bombings in New York City. They came
within days of executing a plot to conduct coordinated suicide bombings in the New York City
subway system in September 2009, as directed by senior al Qaeda leaders in Pakistan. When the
plot was foiled, Medunjanin attempted to commit a terrorist attack by crashing his car on the
Whitestone Expressway in New York in an effort to kill himself and others. To date, seven
defendants, including Medunjanin, Zazi, Amanullah Zazi and Ahmedzay, have been convicted in
connection with the New York City bombing plot and related charges. Medunjanin was
sentenced to life imprisonment, and Amanullah Zazi was sentenced to 40 months’ imprisonment
with a judicial order of removal to Pakistan upon completion of his sentence. On May 20, 2014,
the Court of Appeals for the Second Circuit affirmed the conviction of Adis Medunjanin.
Najibullah Zazi and Zarein Ahmedzay, who each face a maximum sentence of life
imprisonment, have not yet been sentenced. On January 3, 2013, Abid Naseer was extradited
from the United Kingdom to the United States to become the eighth defendant to face charges in
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Brooklyn federal court related to this plot. He faces a maximum sentence of life imprisonment if
convicted of all counts. Trial is scheduled for January 26, 2015.

SYRIAN TRAVELER CASES:

There have been a number of prosecutions in the last year involving American citizens
attempting to travel to Syria to join the conflict there. A sample of those cases includes:

U.S. v, Teusant — On March 26, 2014, in the Eastern District of California, a grand jury returned
a one-count indictment charging Nicholas Teausant, age 20, of Acampo, California, with
attempting to provide material support to a foreign terrorist organization in violation of

18 U.S.C. § 2339B. The indictment followed Teausant’s arrest on a federal criminal complaint
after he was intercepted by law enforcement while traveling in Blaine, Washington, near the
Canadian border. The complaint aileged that Teausant intended to travel to Syria to work under
the direction and control of al-Qa’ida in Irag under its alias, the Islamic State of Iraq and Syria,
knowing it to be-a foreign terrorist organization, and knowing that the organization had engaged
in, and was engaging in, terrorist activity and terrorism.

US. v. Jordan et al. — April 1, 2014, in the Eastern District of North Carolina, a grand jury
returned a one-count indictment charging Avin Marsalis Brown and Akbar Jihad Jordan with
conspiracy to travel overseas to provide material support for terrorists, in violation of

18 U.S.C. § 2339A. Brown and Jordan were originally arrested on March 19, 2014, and charged
by complaint the next day. The complaint alleged that Jordan and Brown conspired to travel
overseas to engage in violent jihad against “kuffars” or non-Muslims. Jordan and Brown, on
numerous occasions, discussed traveling to Yemen, Syria, and other locations to fight, and
undertook concrete steps to further this purpose. Specifically, they contacted other westerners
who were fighting in Syria with Islamist groups, researched the safest modes of travel to
countries to conduct violent jihad, and undertook efforts to obtain travel documents. Jordan,
who possessed an AK-47 and other weapons, counseled Brown in the proper use of firearms and
practiced fighting techniques and procedures with him. Brown obtained a United States Passport
and purchased a ticket to fly to Turkey with the intent of crossing the border into Syria. He was
arrested on March 19, 2014, at the Raleigh-Durham International Airport prior to the scheduled
departure of his flight. Jordan had a passport application appointment for March 21, 2014, but
was arrested prior to the appointment. October 16, 2014, Jordan entered a plea of guilty.
Sentencing will be scheduled for March 2015.

U.S. v. Wolfe - Beginning in early 2013, Michael Todd Wolfe began expressing a committed
interest in traveling overseas with the intent to participate in a violent form of jihad.
Specifically, Wolfe contemnplated traveling to Syria to join ISIS to engage in terrorist acts,
Wolfe took a variety of steps to reach his violent jihadi goal. He discussed, researched, and
ultimately made plans to travel from the United States to Turkey by way of Copenhagen,
Denmark. Wolfe, along with an FBI employee operating in an undercover capacity, selected
Turkey as his destination because he knew that: (1) Turkey shares a border with Syria; and (2)
the barriers to entering Syria from Turkey to join the conflict there are minimal. Wolfe was
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arrested at the Houston International Airport attempting to board an international flight to
Copenhagen. On June 27, 2014, in the Western District of Texas, Wolfe waived indictment and
pleaded guilty to a one count information charging him with an attempt to provide material
support to a designated foreign terrorist organization, the Islamic State of Iraq and Sham/Syria
(“ISIS™), in violation of 18 U.S.C. § 2339B. Previously, on June 18, 2014, Michael Wolfe was
indicted with one count of attempting to provide material support and resources to terrorists, in
violation of 18 U.S.C. § 2339A. The predicate offense for that violation was conspiracy to
murder, kidnap, or maim persons outside the United States, in violation of 18 U.S.C. § 956.
Wolfe is scheduled to be sentenced on January 30, 2015.

WMD/BIOLOGICAT TOXIN/DOMESTIC TERRORISM CASES:

There has also been an increase in domestic terrorism cases and those involving biological
toxins, such as ricin, and weapons of mass destruction in the past year. Below is a sampling of
these cases:

U.S. v. James Everett Dutschke — On May 19, 2014, James Everett Dutschke was sentenced in
federal district court in Oxford, Mississippi to 300 months’ imprisonment for his role in
developing and possessing the biological agent ricin and subsequently mailing ricin-laced.
threatening letters to public figures, including the President of the United States. Dutschke, of
Tupelo, Mississippi, developed a scheme to retaliate and frame another individual by mailing
threatening letters. As part of the scheme, he used the internet to research how to produce and
use ricin, a biological agent and toxin. Dutschke purchased castor beans or seeds, a key
ingredient for the manufacture and production of ricin, from vendors via eBay and PayPal.
Additionally, he purchased other tools and implements such as latex gloves, grinders, and masks
from area vendors to develop the toxin. Dutschke then produced ricin for use as a weapon,
drafted the letters and mailed them using the U.S. Mail system. Three of the letters were mailed
to the President of the United States, a U.S. Senator, and a Mississippi Justice Court Judge. He
pleaded guilty in January 2014 to knowingly developing, producing, stockpiling, transferring,
acquiring, retaining and possessing a biological agent, toxin, and delivery system as a weapon.

U.S. v. Shannon Richardson — On December 10, 2013, in the Eastern District of Texas, Shannon
Richardson pleaded guilty to an Information charging her with possession of a toxin foruse as a
weapor, in violation of 18 U.S.C. § 175(a). On May 20, 2013, Richardson is alleged to have
mailed three letters containing the toxin ricin. The letters were sent to President Barack Obama
and Mark Glaze in Washington, D.C. and to Mayor Michael Bloomberg in New York City. On
July 16,2014, Richardson was sentenced to 18 years’ imprisonment.

U.S. v. Buguet — On June 19, 2013, in the Eastern District of Washington, a federal grand jury
returned a three-count superseding indictment charging Matthew Ryan Buquet with Weapons of
Mass Destruction (WMD) and threat offenses related to ricin-tainted letters sent in May 2013 to
President Obama, a federal judge, and others. Buquet was previously charged in May 2013 with
a single violation of 18 U.S.C. § 876(c) for a ricin-tainted letter sent to a senior district judge in
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Spokane. The superseding indictment adds charges that Buquet possessed ricin, a biological
agent, for use as a weapon, in violation of 18 U.S.C. § 175(a), and that Buquet mailed a .
threatening communication to the President of the United States, in violation of 18 U.S.C. § 871.

US. v. Korff— On August 12, 2014, Korff pleaded guilty to an information charging him with
five counts of developing and transferring a biological toxin (abrin), in violation of 18 U.S.C. §
175(a); five counts of exporting a biological toxin, in violation of 18 U.S.C. § 554(a); and one
count of conspiring to kill a person in a foreign country, in violation of 18 U.S.C. § 956. Korff
was arrested on January 18, 2014, outside Ft. Myers, Florida, after a joint FBI and DHS
(Homeland Security Investigations (HSI)) investigation revealed that Korff was making
biological toxins for use as weapons and selling them over the internet. Korff allegedly
produced and then sold biological toxins, knowing that the buyers were intending to use them to
kill other people. Korffis scheduled to be sentenced on January 12, 2015.

U.S, v, Levenderis - On June 4, 2014, in the Northern District of Ohio, Jeff Boyd Levenderis was
convicted by a federal jury on all four-counts of a superseding indictment relating to his
possession of ricin for use as a weapon. On November 22, 2011, a federal grand jury returned
the superseding indictment alleging that Levenderis: (1) knowingly developed, produced,
stockpiled, retained and possessed a biological toxin and delivery system (ricin), for use as a
weapon, in violation of 18 U.S.C. § 175(a); (2) knowingly possessed a biological toxin (ricin) of
a type or quantity not reasonably justified by peaceful purposes, in violation of 18 U.S.C. §
175(b); and (3) made two material, false statements to the FBI (that the substance was not ricin),
both in violation of 18 U.S.C. § 1001. In January of 2011, Robert Coffiman, an associate of
Levenderis, contacted civilian and military authorities to ask how to safely dispose of ricin._
Those authorities contacted the FBI. Coffman told the FBI that he was cleaning a friend's house
and the friend, Levenderis, had alerted him that ricin was present in the freezer. Laboratory
testing confirmed that the substance in the freezer was a finely powdered form of ricin, capable
of killing hundreds of adult humans if even minuscule amounts of the toxin were inhaled or
injected. When confronted, Levenderis claimed the substance was ant poison not ricin, before
admitting the substance was "weaponized" ricin which he had produced and claimed would use
to deter first responders from coming to his rescue in a planned suicide. Since that confession in
January 2011, the government has discovered significant evidence that Levenderis, who has been
unemployed since the late 90s and relied on his family for financial support, planned to murder
his stepfather with the ricin in order to inherit from him. On June 4, 2014, Levenderis was
convicted on all four counts of a superseding indictment charging him with possession of
hundreds of lethal doses of ricin. On September 29, 2014, Jeff Boyd Levenderis was sentenced
to 72 months’ imprisonment.

US. v. Crump, et al. - On November 14, 2014, in the Northern District of Georgia, Raymond
Adams and Samuel Crump were both sentenced to 120 months’ imprisonment to be followed by
5 years’ supervised release. On January 17, 2014, in the Northern District of Georgia, Samuel
Crump and Raymond Adams were found guilty of conspiracy to possess and produce a
biological toxin (ricin) and possession of a biological toxin (castor beans) for use as-a weapon,
both in violation of 18 U.S.C. § 175(a). The Government presented evidence, including .
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numerous recorded statements of the defendants describing plans to use ricin to "make {federal]
buildings toxic" and attack city centers, including Washington, D.C., as well as internet recipes
for extracting ricin from the castor beans and the tools necessary to complete the recipe
recovered during the search of their properties. In 2010, the FBI identified Crump and Adams
during the course of an FBI investigation into members of a covert, anti-government association
known as the Militia of Georgia (“MoG”). A confidential human source recorded meetings of
MoG members, including Crump and Adams, at which participants discussed means of attacking
urban population centers with biological weapons, including ricin. During a search, the FBI
recovered more than 500 castor beans from Crump’s and Adams’s properties, as well as recipes
for extracting ricin from castor beans. In addition, the FBI seized 33 mason jars from Adams’s
residence which contained a brown, liquid substance that has since tested positive for the
-presence of ricin, In November 2011, Crump and Adams were indicted, along with two other
MoG members, Frederick Thomas and Emory Dan Roberts. Thomas and Roberts were charged
with Conspiring to Possess an Unregistered Explosive Device and Possession of an Unregistered
Silencer, in violation of 18 U.S.C. § 371 and 26 U.S.C. §§ 5861(d), 5871, 5841 and 5845(a)(7).
On April 10, 2012, Thomas and Roberts pled guilty and on August 22, 2012, they were
sentenced to 60 months’ incarceration. Crump and Adams were charged with Conspiracy to
Possess and Produce a Biological Toxin, as well as Attempted Production of a Biological Toxin,
in violation of 18 U.S.C. §§ 175(a) and 2. A superseding indictment filed on December 10, 2013
charged Crump and Adams with Attempted Possession and Conspiracy to Possess and Produce a
Biological Toxin for Use as a Weapon, in violation of 18 U.S.C. § 175(a), as well as Possession
of a Biological Toxin for Use as a Weapon, in violation of 18 U.8.C. §§ 175(a) and 2.

U.S. v. Loewen - On December 13, 2013, Terry Lee Loewen was arrested while attempting to
access the tarmac of the Wichita Mid-Continent Airport with what he believed to be a functional
vehicle-borne improvised explosive device (VBIED). Until that time, Loewen was an avionics
technician at the Wichita Mid-Continent Airport. Over previous months, he had unknowingly
been speaking with FBI undercover agents as he expressed a desire and developed a plan to
utilize his airport access to conduct a terrorist plot. He surveilled the Wichita airport's access
points and security, and helped build and wire the VBIED. Loewen planned, with the help of an
FBI employee he believed to be a member of Al Qaeda in the Arabian Peninsula (AQAP), to
detonate the bomb by the airport terminal in the early morning in order to maximize casualties.
In a letter left for a family member, he said people would rightfully call him a "terrorist" and that
it was true the attack had been planned for "maximum carnage + death.” On December 18, 2013,
Loewen was indicted with one count of attempted use of a weapon of mass destruction, in
violation of 18 U.S.C. § 2332a, one count of attempted destruction of property by an explosive
device, in violation of 18 U.S.C. § 844(i), and one count of attempted material support of a
designated foreign terrorist organization, AQAP, in violation of 18 U.S.C. § 2339B. The case is
currently in pretrial litigation with trial to be scheduled in 2015.

U.S. v. Osmakac - On June 10, 2014, in the Middle District of Florida, a jury found Sami
Osmakac guilty on both counts of a February 2012 indictment which charged him with
attempting to use a weapon of mass destruction, in violation of 18 U.S.C. § 2332a, and
possessing an unregistered machine gun, in violation of 26 U.S.C. § 5861. The jury returned the
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guilty verdict after approximately four and-a-half hours of deliberation. At trial, the defense
argued that the govemment entrapped Osmakac, a Yugoslavian native and naturalized United
States citizen, and that he was highly susceptible to inducement due to mental illness, The
government adduced evidence that Osmakac intended to remotely explode a bomb concealed in
a vehicle in front of a Tampa-area bar, move to a second location and take hostages with the
intent of demanding the release of Muslim prisoners, and then explode a suicide vest when law
enforcement attempted to arrest him, The government introduced evidence that beginning in
September 2011, the defendant communicated with an FBI confidential source (CS) about his
intention to commit a violent attack in the United States. Specifically, Osmakac told the CS that
he intended to use explosive devices and firearms to conduct an attack in the Tampa, Florida.
An FBI undercover agent (UC) testified that he meet with Osmakac three times to discuss the
purchase of a fully automatic AK-47, grenades, a suicide belt or vest, and a bomb that could be
placed in the trunk of a car. Osmakac identified 2 number of potential targets to the UC in
Tampa, Florida. On January 7, 2012, FBI agents arrested Osmakac after he took possession of
purported explosive devices and firearms. Shortly prior to his arrest, Osmakac also made a video
of himself explaining his motives for carrying out the attack that he had planned. The
government argued that based on Osmakac’s extensive preparations and his own statements, it
was clear that Osmakac’s goal was to kill United States citizens and to create a major disruption
in the Tampa Bay area. On November 5, 2014, Sami Osmakac was sentenced 1o 40 years’
imprisonment and a lifetime of supervised release.

Measure: Percentage of CT Cases Where Classified Information is Safeguarded
(according to CIPA requirements) Without Impacting the Judicial Process

FY 2014 Target: 99%

FY 2014 Actual: 100%

FY 2015 Target: 99%

FY 2016 Target: 99%

Discussion: The FY 2016 target is consistent with previous fiscal years, NSD will support
successful prosecutions by providing advice and assistance on the use of classified evidence
through the application of the Classified Information Procedures Act (CIPA).
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Percentage of CT Cases Where
Classified Information is Safeguarded
w/o Impacting the Judcial Process

B Target N
B Actual {

FY 2014 FY2015 FY2016

Data Definition: Classified information - information that has been determined by the U.S. Government pursuant to
an Executive Order or statute to require protection against unauthorized disclosure for reasons of national defense or
foreign relations, or any restricted data as defined by the Atomic Energy Act of 1954, Safeguarded - that the
confidentiality of the classified information is maintained because the Government has proposed redactions,
substitutions or summarizations pursuant to CIPA which the Court has accepted.

Impact on the judicial process - that the Court does not exclude certain evidence, dismiss particular counts of the
indictment, or dismiss the indictment as a remedy for the Government’s insistence that certain classified information
not be disclosed at trial.

Data Collection and Storage: Data collection and storage is manual.

Data Validation and Verification: Data validation and verification is accomplished via quarterly review by CTS
Chief. '

Data Limitations: None identified at this time,
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Counterespionage (CE) Performance Report

Measure: Percentage of CE Defendants Whose Cases Were Favorably Resolved

FY 2014 Target: 90% '

FY 2014 Actual: 98%

FY 2015 Target: 90%

FY 2016 Target: 90%

Discussion: The FY 2016 target is consistent with previous fiscal years. Among the strategies
that NSD will pursue in this area are: supporting and supervising the prosecution of espionage
and related cases through coordinated efforts and close collaboration with Department
leadership, the FBI, the IC, and the 94 USAOs; assisting in and overseeing the expansion of
investigations and prosecutions into the unlawful export of military and strategic commodities
and technology; and coordinating and providing advice in connection with cases involving the
unauthorized disclosure of classified information.

Percentage of CE Defendants Whose Cases
Were Favorably Resolved

100%

B Target
M Actual

50% RELN, o
FY 2014  FY 2015 FY 2016

Data Definition: Defendants whose cases were favorably resolved include those defendants whose cases were
closed during the fiscal year that resulted in court judgments favorable to the government.

Data Collection and Storage: Attorneys provide data which is stored in the ACTS database.

Data Validation and Verification: Quarterly review of database records and data updates from CES attorneys in
order to ensure that records are current and accurate.

Data Limitations: Reporting lags.
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Select Recent Counterespionage and Counterproliferation

State Advisor Sentenced for Disclosing National Defense Information / U.S. v. Kim -

On April 2, 2014, Stephen Jin-Woe Kim, a former federal contract employee, was sentenced to
13 months in prison for the unauthorized disclosure of national defense information. Kim
pleaded guilty on February 7, 2014, in the District of Columbia to one count of making -an
unauthorized disclosure of national defense information. Kim was a Lawrence Livermore
National Laboratory employee on detail to the State Department’s Bureau of Verification,
Compliance, and Impiementation (VCI) at the time of the disclosure. At the time, Kim worked as
a senior advisor to the assistant secretary of state for VCI. According to court documents, on
June 11, 2009, Kim knowingly and willfully disclosed to a reporter top secret/sensitive
compartmented information (TS/SCI) relating to the national defense. The information
concerned the military capabilities and preparedness of North Korea and was contained in an
intelligence report classified at the TS/SCI level that Kim accessed on a classified computer
database. Within hours of the disclosure, a news organization published an article on the Internet
that included the TS/SCI national defense information that Kim had disclosed.

Defense Contractor Sentenced for Disclosing National Defense Information / U.S. v. Bishop ~
On March 13, 2014, in the District of Hawaii, Benjamin Pierce Bishop, a defense contractor and
former Lt. Colonel in the U.S. Army, pleaded guilty to willfully communicating classified
national defense information to a person not authorized to receive it and willfully retaining
classified national defense information. Bishop was arrested on March 15, 2013, on charges that
he communicated classified information to a Chinese woman with whom he had a romantic
relationship. According to the criminal complaint, during Bishop’s relationship with the woman
(further identified as a graduate student in the United States on a J1 Visa), Bishop communicated
classified information concerning U.S. national defense systems and removed classified -
information from his work space at U.S. Pacific Command which he then kept at his Honoluiu
area residence. In his plea agreement filed with the court, Bishop admitied that he willfully
communicated secret U.S. national defense information related to joint training and planning
sessions between the United States and the Republic of Korea. Bishop also admitted to willfully
retaining multiple classified documents at his residence related to U.S. national defense. On
September 17, 2014, Bishop was sentenced to 87 months in prison.

DuPont Trade Secrets to China/ U.S. v. Liew et al. ~ This case is one of the largest economic
espionage cases in history. According to a March 2013 second superseding indictment, several
former employees with more than 70 combined years of service to DuPont were engaged in the
sale of trade secrets to Pangang Group, a state-owned enterprise in the People’s Republic of
China (PRC). Pangang and its subsidiaries sought information on the production of titanium
dioxide, a white pigment used to color paper, plastics, and paint. The PRC government had long
sought to encourage entry into titanium dioxide industry, a $12-15 billion annual market of
which DuPont has the largest share. Five individuals and five companies were charged in a
scheme designed to take DuPont’s technology to the PRC and build competing titanium dioxide
plants, which would undercut DuPont revenues and business. Three co-conspirators were
arrested and one additional co-conspirator pled guilty in the Northern District of California. In
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March of 2014, a jury convicted three defendants on all 20 counts, including 18 U.S.C. § 1831
(economic espionage) and 18 U.S.C. § 1832 (theft of trade secrets), which marks the first jury
conviction for economic espionage. Defendant Walter Liew was sentenced to 180 months in
prison and ordered to pay $500,000 restitution. Defendant Robert Maegerle was sentenced to 30
months in prison and $367,000 restitution. Corporate defendant USAPTI was sentenced to 5.
years of probation and fined $18.9 million.

Industrial Cutting Machines to Iran/ U.S. v. Alexander — On January 6, 2014, Mark Mason
Alexander, a/k/a Musa Mahmood Ahmed, was sentenced in the Northern District of Georgia to
18 months in prison, followed by three years of supervised release. Alexander was found guilty
by a jury on September 26, 2013, of conspiracy to violate the International Emergency Economic
Powers Act. According to the ¢harges and other information presented in court, between
October 2006 and June 2008, Alexander conspired with two Iranian businessmen to sell Hydrajet
water-jet cutting systems to customers in Iran. Hydrajet Technology, located in Dalton, Georgia,
manufactured the water-jet cutting systems, which are used for the precision cutting of materials
such as steel, aluminum, granite, and glass. In 2007, as part of the conspiracy, Alexander
negotiated the sale of two water-jet cutting systems to companies located in the Islamic Republic
of Iran. He concealed the true destination of these machines by causing them to be trans-shipped
to Iran via Alexander’s company in the United Arab Emirates (UAE). Alexander additionally
instructed his employees in the UAE to travel to Iran to install the machines and to conduct
software training for the Iranians who would operate them.

Embargo Violations by Arms Dealer / U.S. v. Chichakli — On December 13, 2013, Richard
Ammar Chichakli, an associate of international arms dealer Viktor Bout, was found guilty by a
jury in the Southern District of New York of conspiring with Bout and others to violate the
International Emergency Economic Powers Act (IEEPA) by attempting to purchase commercial
airplanes from American companies, in violation of U.S. sanctions. Chichakli, a citizen of Syria
and the United States, was also found guilty of money laundering conspiracy, wire fraud
conspiracy, and six counts of wire fraud, in connection with the attempted aircraft purchases.
According to evidence at trial and documents previously filed in Manhattan federal court,
Chichakli conspired with Bout and others to violate IEEPA by engaging in prohibited business
transactions with companies based in the United States. The focus of these transactions was the
purchase of commercial airplanes for a company that Bout and Chichakli controlled, and the
ferrying of those aircraft to Tajikistan. On December 4, 2014, Chichakli was sentenced to 60
months in prison and ordered to pay $70,000 restitution.

Aerospace-Grade Carbon Fiber to China / U.S. v. Zhang - On December 10, 2013, Ming Suan
Zhang, a citizen of the People’s Republic of China, was sentenced in the Eastern District of New
York to 57 months in prison. Previously, on August 19, 2013, Zhang pleaded guilty to violating
the International Emergency Economic Powers Act by attempting to export thousands of pounds
of aerospéce-grade carbon fiber from the United States to China. Zhang was arrested in the
United States after trying to negotiate a deal to acquire the specialized carbon fiber, a high-tech
material used frequently in the military, defense, and aerospace industries, and which is therefore
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closely regulated by the U.S. Department of Commerce to combat nuclear proliferation and
terrorism.

Controlled Microelectronics to Russia/ U.S. v. Fishenko et al, — On January 10, 2013,
defendants Lyudmila Bagdikian and Viktoria Klebanova pleaded guilty in the Eastern District of
New York (EDNY) to their roles in illegally exporting goods from the United States to Russian
end users. On October 3, 2012, an indictment was unsealed in EDNY charging 11 members of a
Russian procurement network operating in the United States and Russia, as well as a Houston-
based export company, Arc Electronics Inc., and a Moscow-based procurement firm, Apex
System LLC, with illegally exporting high-tech microelectronics from the United States to
Russian military and intelligence agencies. Alexander Fishenko, an owner and executive of both
the American and Russian companies, is also charged with operating as an unregistered agent of
the Russian government inside the United States by illegally procuring the microelectronics on
behalf of the Russian government. As alleged in the indictment, beginning in October 2008,
Fishenko and the other defendants engaged in a conspiracy to obtain advanced microelectronics
from manufacturers and suppliers located in the United States and to export those high-tech
goods to Russia, while evading the U.S. export licensing system. The microelectronics allegedly
exported to Russia are subject to U.S. controls due to their potential use in a wide range of
military systems, including radar and surveillance systems, weapons guidance systems, and
detonation triggers.

Measure: Percentage of CE Cases Where Classified Information is Safeguarded
(according to CIPA requirements) Without Impacting the Judicial Process

FY 2014 Target: 99%

FY 2014 Actual: 100%

FY 2015 Target: 99%

FY 2016 Target: 99%
Discussion: The FY 2016 target is consistent with previous fiscal years. NSD will support

successful prosecutions by providing advice and assistance on the use of classified evidence
through the application.of the Classified Information Procedures Act (CIPA).
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Percentage of CE Cases Where Classified
Information is Safeguarded w/o Impacting
the Judcial Process

W Target
H Actual

FY2014 FY2015 FY 2016

Data Definition: Classified information - information that has been determined by the United State Government
pursuant to an Executive Order or statute to require protection against unauthorized disclosure for reasons of
national defense or foreign relations, or any restricted data as defined by the Atomic Energy Act of 1954,
Safeguarded - that the confidentiality of the classified information is maintained because the Government has
proposed redactions, substitutions or summarizations pursuant to CIPA which the Court has accepted.

Impact on the judicial process - that the Court does not exclude certain evidence, dismiss particular counts of the
indictment, or dismiss the indictment as a remedy for the Government’s insistence that certain classified information
not be disclosed at trial.

Data Collection and Storage: CES attorneys provide data concerning CIPA matters handled in their cases as well
as the status or outcome of the matters, which are then entered into the ACTS database.

Data Validation and Verification: Quarterly review of database records and data updates from CES attorneys in
order to ensure that records are current and accurate.

Data Limitations: Reporting lags.

33



248

Measure: FARA Inspections Completed

FY 2014 Target: 12

FY 2014 Actual: 12

FY 2015 Target: 14

FY 2016 Target: 14

Discussion: The FY 2016 target is consistent with previous fiscal years. Performing targeted
inspections allows the FARA Unit to more effectively enforce compliance among registrants
under the Foreign Agents Registration Act of 1938 (FARA).

FARA Inspections Completed

14 14

M Target
M Actual

FY 2014  FY 2015 FY 2016

S

L M
Data Definition: Targeted FARA Inspections are conducted routinely. There can also be additional inspections
completed based on potential non-compliance issues. Inspections are just one tool used by the Unit to bring
registrants into compliance with FARA. A
Data Collection and Storage: Inspection reports are prepared by FARA Unit personne] and stored in manual ﬁles.
Data Validation and Verification: Inspection reports are reviewed by the FARA Unit Chief.
Data Limitations: None identified at this time

Measure: High Priority National Security Reviews Completed

CY 2014 Target: 30

CY 2014 Actual: 32

CY 2015 Target: 35

CY 2016 Target: 35

Discussion: The FY 2016 target is consistent with previous fiscal years. To address potential
national security concerns with foreign investment, NSD will continue to work with its partners
to perform these high priority reviews.
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High Priority National Security Reviews
Completed

W Target
B Actual

CY2014 Cv¥2015 CY2016

Data Definition: High Priority National Security Reviews include: (1) CFIUS case reviews of transactions in which
DOJ is a co-lead agency in CFIUS due to the potential impact on DOJ equities; (2) CFIUS case reviews which result
in a mitigation agreement to which DOJ is a signatory; (3) Team Telecom case reviews which result in a mitigation
agreement to which DO/ is a signatory; and (4) mitigation monitoring site visits.

Data Collection and Storage: Data is collected manually and stored in generic files; however management is
reviewing the possibility of utilizing 2 modified automated tracking system.

Data Validation and Verification: Data is validated and verified by management,

Data Limitations: Given the expanding nature of the program area — a more centralized data system is desired.

Cvber Performance Report

Measure: Percentage of Cyber Defendants Whose Cases Were Favorably Reselved

FY 2014 Target: 90% .

FY 2014 Actual: NA - No cyber cases were resolved in FY 2014

FY 2015 Target: 90%

FY 2016 Target: 20%

Discussion: The FY 2016 target is consistent with previous fiscal years. Among the strategies
that NSD will pursue in this area are: recruit, hire, and train additional cyber-skilled
professionals.
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Percentage of Cyber Defendants Whose Cases
Were Favorably Resolved

B Target
& Actual

FY2014 FY2015  FY 2016

Data Definition: Defendants whose cases were favorably resolved include those defendants whose cases resulted in
court judgments favorable to the government. '

Data Collection and Storage: Data will be collected manually and stored in internal files.

Data Validation and Verification: Data validation and verification is accomplished via guarterly reviews done by
CTS and CES.

Data Limitations: There are no identified data limitations at this time.

Select Recent National Security Cyber Prosecutions

People’s Liberation Army Officers Indicted for Computer Intrusions, Theft of Trade Secrets, and

Economic Espionage / U.S. v. Wang Dong, et al. — On May 1, 2014, five members of China’s
People’s Liberation Army (PLA) were indicted by a federal grand jury in the Western District of
Pennsylvania on 31 counts related to computer fraud and abuse, aggravated identity theft,
economic espionage, and trade secret theft affecting five victims in the nuclear and solar power
and metals industries. This case marks the first charges against state-sponsored military actors
for economic espionage. The Indictment alleges that the five PLA members conspired to

hack into the U.S. victims “for the purpose of commercial advantage and private financial gain,”
and that the stolen information would have been particularly beneficial to the victims’ Chinese
competitors at the time such information was stolen, including Chinese companies adverse to the
victims in then-ongoing international trade disputes.

U.S. Charges Chinese National for Participating in Hacking Scheme to Steal U.S. Military
Technology / U.S. v. Su Bin - On June 28, 2014, Su Bin was arrested in Canada based on a
complaint filed in the Central District of California (CDCA) alleging that he worked with two
unnamed co-conspirators to steal U.S. military technology. The complaint described how Su
worked with one of the co-conspirators to seek files that had value and in one instance
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information that could be sold to a state-owned Chinese aviation company, and it alleged that Su
and the other co-conspirators sought and obtained data related to the C-17, F-35, F-22 and at
least thirty other military technologies or projects. Subsequently, Su was indicted in the CDCA
for unauthorized access to computers, violating the Arms Export Control Act, and conspiring to
steal trade secrets. CDCA has formally requested Su's extradition from Canada, and those
proceedings are ongoing.
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B. Strategies to Accomplish Qutcomes

NSD’s performance goals support the Department’s Strategic Goal 1: Prevent Terrorism and
Promote the Nation’s Security Consistent with the Rule of Law. Strategies for accomplishing
outcomes within each of the 4 Strategic Objectives are detailed below:

Strategic Objective 1.1 - Prevent, disrupt, and defeat terrorist operations before they occur by

integrating intelligence and law enforcement efforts to achieve a coordinated response to terrorist

threats

NSD will continue to ensure that the IC is able to make efficient use of foreign intelligence
information collection authorities, particularly FISA by representing the U.S. before the FISC..
This tool has been critical in protecting against terrorism, espionage, and other national security
threats, NSD will also continue to expand its oversight operations within the IC and deveiop and
implement new oversight programs, promote ongoing communication and cooperation with the
IC, and advise partners on the use of legal authorities.

Strategic Objective 1.2 - Prosecute those involved in terrorist acts

NSD will promote and oversee a coordinated national counterterrorism enforcement program,
through close collaboration with Depariment leadership, the National Security Branch of the
FBI, the IC, and the 94 U.S. Attorneys’ Offices (USAOs); develop national strategies for
combating emerging and evolving terrorism threats, including the threat of cyber-based
terrorism; consult, advise, and collaborate with prosecutors nationwide on international and
domestic terrorism investigations, prosecutions, and appeals, including the use of classified
evidence through the application of the Classified Information Procedures Act (CIPA); share
information with and provide advice to international prosecutors, agents, and investigating
magistrates to assist in addressing international threat information and litigation initiatives; and
manage DOJ’s work on counter-terrorist financing programs, including supporting the process
for designating Foreign Terrorist Organizations and Specially Designated Global Terrorists as
well as staffing U.S. Government efforts on the Financial Action Task Force. '

Strategic Objective 1.3 - Investigate and prosecute espionage activity against the U.S., strengthen
partnerships with potential targets of intelligence intrusions, and proactively prevent insider

threats

Among the strategies that the National Security Division will pursue in this area are: supporting
and supervising the investigation and prosecution of espionage and related cases through
coordinated efforts and close collaboration with Department leadership, the FBI, the Intelligence
Community (IC), and the 94 U.S. Attorney Offices (USAOs); developing national strategies for
combating the emerging and evolving threat of cyber-based espionage and state-sponsored cyber
intrusions; assisting in and overseeing the expansion of investigations and prosecutions into the
unlawful export of military and strategic commodities and technology, and violations of U.S.
economic sanctions; coordinating and providing advice in connection with cases involving the
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unauthorized disclosure of classified information and supporting resulting prosecutions by
providing advice and assistance with the application of Classified Information Procedures Act;
and enforcing the Foreign Agents Registration Act of 1938 and related disclosure statutes,

Strategic Objective 1.4 - Combat cyber-based threats and attacks through the use of all available
tools, strong public-private partnerships, and the investigation and prosecution of cyber threat

actors

NSD will recruit, hire, and train additional cyber-skilled professionals; prioritize disruption of
cyber threats to the national security through the use of the U.S, Government’s full range of
tools, both law enforcement and intelligence; promote legislative priorities that adequately
safeguard national security interests; and invest in information technology that will address cyber
vulnerabilities while also keeping the Department at the cutting edge of technology.

C. Priority Goals (Not Applicable)
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Y. Program Increases

A. Item Name: Combating Cyber Threats to National Security

AG Targeted Priority Options: Cybersecurity

Strategic Goal: Goal 1: Prevent Terrorism and Promote the Nation’s
Security Consistent with the Rule of Law
Strategic Objective: Objective 1.4: Combat cyber-based threats and attacks

through the use of all available tools, strong
public-private partnerships, and the investigation and
prosecution of cyber threat actors

Budget Decision Unit(s): National Security Division
Organizational Program: Counterespionage Section, Office of Intelligence

Program Increase: Positions 12 Atty 9 FTE_6 Doliars $1.745,231

Description of Item

The NSD requests a total of 12 positions, including 9 attorneys and 3 non-attorneys, to support
the growing area of combating cyber threats to national security.

Justification

As predicted in prior year program budget requests, the national security threat to the U.S. is
evolving rapidly. As FBI Director Comey noted in a recent speech, “the threat is so dire that
cyber security has topped Director of National Intelligence Jim Clapper’s list of global threats for
the second consecutive year, surpassing both terrorism and espionage—even the threat posed by
weapons of mass destruction.”? Director Clapper has previously assessed that “[t]hreats are more
diverse, interconnected, and viral than at any time in history. Attacks, which might involve cyber
and financial weapons, can be deniable and unattributable. Destruction can be invisible, latent,
and progressive... State and nonstate actors increasingly exploit the Internet to achieve strategic

objectives.”

3 James B. Comey, Director of the Federal Bureau of Investigation, remarks delivered to RSA Cyber Security

Conference (February 26, 2014), available at http://www.fbi.gov/news/speeches/the-fbi-and-the-private-sector-
closing-the-gap-in-cyber-security.

* James R. Clapper, Director of National Intelligence, Unclassified Statements on the Worldwide Threat Assessment
to the House Permarent Select Committee on Intelligence (April 11, 2013), available at

http://www.dni.gov/files/documents/Intelligence%20Reports/2013%20 WWTA%:20U8%201C%20SFR%20%20HPS
C1%2011%20Apr%202013.pdf.
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Indeed, a wide range of actors — terrorists, nation states, transnational organized crime groups,
and others, may seek to sabotage our critical infrastructure, while foreign intelligence collectors
also try to steal our defense secrets or inteliectual property. Despite significant investments and
concerted efforts by the private sector and government to build more secure and defendable
computer networks, the asymmetric threats in cyberspace leave Americans extremely vulnerable
both physically and economically. As we have seen, al Qaeda has instructed its followers that
“the U.S. is vulnerable to cyberattacks in the same way airline security was vulnerable in 2001
before the terrorist attacks of September 1 1% 5 and General Keith Alexander, former Director of
the National Security Agency, has called cybercrime “the greatest transfer of wealth in history.”®
Indeed, President Obama wrote in July 2012 “[T]he cyber threat to our nation is one of the most
serious economic and national security challenges we face,”” and it remains that way today.

NSD continues to be involved in the full range of U.S. cyber and cybersecurity efforts, including
cyber threat prevention, detection, investigation, and prosecutions, cybersecurity program -
development and oversight, cybersecurity vulnerability management, and cyber policy
development. To keep pace with the unique challenges of this evolving threat, NSD will need to
recruit, hire, and train additional cyber specialists.

Support of the Department’s Strategic Goals

Combating Cyber Threats to National Security is a cross-cutting effort that impacts each
objective under DOJ Strategic Goal 1: Prevent Terrorism and Promote the Nation’s Security
Consistent with the Rule of Law. Because cyber resources can be used by threat actors as a
means of accomplishing terrorism or espionage, NSD’s Division-level strategic priorities include
a significant focus on combating cyber threats to the national security,” and each of its
organizational programs are involved in these efforts:

«A] Qaeda video calling for cyberattacks on Western targets raises alarm in Congress,” Fox News (May 22, 2012),
available at http://www.foxnews.com/politics/2012/05/22/al-qaeda-video-calling-for-cyberattacks-on-western-

-raises-alarm-in/#ixzz1x8MOQD6S.

¢ Remarks by General Keith Alexander at the American Enterprise Institute, July 9, 2012, as reported in Foreign
Policy online by Josh Rogin, accessible at:

http;//thecable. foreignpolicy.com/posts/2012/07/09/nsa chief cybercrime_constitutes_the preatest transfer of wea

Ith_in_history. [hereinafter Alexander remarks]

" President Barack Obema, Taking the Cyberattack Threat Seriously, Wall Street Journal (July 19, 2012), available

at http://online.wsj.com/article/SB10000872396390444330904577535492693044650.html. {hereinafter “WSJ

statement”]

* Cyber threats to the national security include; 1) cyber-based terrorism; 2) cyber-based espionage and other
intelligence activities conducted by, for, or on behalf of foreign powers, organizations, or persons; and 3) the use of
cyber activity or other means, by, for, or on behalf of a foreign power to scan, probe, or gain unauthorized access
into U.S.- based computers.
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= Prosecutors in NSD’s CTS and CES, in close coordination with the Criminal
Division’s Computer Crime and Intellectual Property Section (CCIPS) and USAOs
across the nation, assist investigators and intelligence professionals in preventing
and disrupting cyber threats, and prosecute those who use cyber technologies and
platforms to commit crimes falling within NSD’s jurisdiction;

= NSD’s OI provides technical, legal, and policy analysis to IC elements working on
cyber issues to ensure that operators have the authorities necessary to carry out their
intelligence missions, specifically with regard to operations involving the FISA, and
provides oversight to ensure that those missions are carried out lawfully,

» Attomneys in NSD’s L&P assess gaps in existing statutory frameworks, participate in
several interagency and White House-led cyber security working groups, and advise
operators on novel legal questions confronting the government’s counter-cyber
efforts; and

* NSD’s FIRS reviews foreign investments in U.S. industry that may impact the
national security, and works to harden corporate cyber defenses and security
policies through mitigation agreements and ongoing efforts to monitor those
agreements for compliance.

Because of its statutory role as the Department’s liaison to the Director of National Intelligence
and the IC—as well as its operational responsibilities for carrying out the Department’s top
priority national security mission—NSD has a duty to provide leadership in the effort to combat
national security cyber threats, and is committed to using an intelligence-driven, threat-based,
all-tools approach to the problem that draws on both law enforcement and intelligence
capabilities and expertise, and includes close partnership with departments and agencies from
across the government and the private sector.

The U.S. government needs to leverage criminal law enforcement tools in the fight against
national security cyber threats, and that will require significant support from NSD. This
approach has already yielded historic success — with the announcement in May of the first-ever
criminal charges against members of the Chinese military for cyber-based corporate theft.

Looking ahead, to build upon this momentum and continue success, additional growth is needed.
The FBI plans continued growth of its cyber resources, both to expand their technical capabilities
and enhance partnerships via the National Cyber Investigative Joint Task Force (NCIITF). NSD
seeks additional resources, in part, to align NSD’s growth with the FBI’s and to capitalize on the
FBI’s shift in policy toward investigation and, ultimately, criminal prosecution, where
appropriate.

In planning for the growth required in FY 2016 and beyond, NSD notes that notwithstanding the
limited resources it has available to devote to cybersecurity, NSD has already made great strides
in its efforts to combat cyber threats to the national security, as further detailed below,
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National Security Cyber Specialist (NSCS) Network

In FY 2012, NSD established the nationwide NSCS Network—a cadre of cyber specialists from
across all of NSD’s sections and offices, CCIPS, each USAQ, and representatives from other
components of Justice. This network is designed to serve as a single point of entry —and a
valuable and experienced resource — within the Department for national security cyber matters
and issues.

Members of the national NSCS Network work closely with law enforcement and the IC to identify
tools available for the disruption of cyber threats to the national security. This includes reviewing
threat streams to determine where criminal prosecution may offer an effective and appropriate tool
for disrupting or deterring national security cyber actors. With a keen understanding of the
tradeoffs involved and the tools available, NSD is assisting investigators, prosecutors, and analysts
in collaboratively identifying the best approach to particular cyber incidents. In addition, where
prosecution is a viable option, NSCS Network members, along with other prosecutors in CTS and
CES collaborate with their counterparts in the field to ensure they are equipped to handle the legal
and evidentiary challenges that may arise.

In addition, within NSD, several NSCS Network prosecutors from the CTS and CES have been
asked to focus exclusively on cyber matters. These prosecutors are relied upon both to drive
investigations and prosecutions and to build capacity within the USAOs. It is this model that
resulted in the recent historic national security cyber charges announced in May.

Building Expertise and Cultivating Cyber Specialists

To ensure that all NSD personnel are equipped to help address the national security cyber
threat, NSD has also focused on training its existing counterterrorism, counterespionage, and
intelligence experts on cyber-related issues including electronic evidence, the cyber threat
landscape, and prosecuting cyber crimes. NSD has set an internal target of having a specially
trained NSCS representative in 95% of the U.S. Attomeys’ Offices. Every U.S. Attorney’s
Office has named at least one NSCS representative, and as of the end of June FY2014, 91 out of
the 93 USAOs (one of which covers both Guam and the Northern Mariana Islands) have sent
representatives to at least one of the two NSCS trainings held in 2012 or 2013 (for a total of
98%), up from 82% at the end of FY 2013. There are additional trainings scheduled in FY 2015,
including a National Security Cyber Specialists course scheduled for November 2015 at the
National Geospatial Intelligence Center as well as an Electronic Evidence and Cybercrime
Seminar scheduled for NSD attorneys in October 2015.

National Cyber Investigative Joint Task Force Staffing

!)uring the past two years, NSD has also increased its role on the NCIJTF, an FBI-led
interagency body that coordinates domestic cyber threat investigations across nearly twenty
government agencies, providing strategic direction to cyber investigators and intelligence

43



258

analysts alike. For over a year, NSD has had a dedicated liaison to NCIJTF, who provides
legal guidance on intelligence-related issues arising in context of cyber national security
investigations, helps preserve the option to prosecute in appropriate cases, serves as an
information conduit to DOJ, and promotes NSD’s ongoing efforts to bring all tools to bear
against cyber threats to the national security.

Outreach Efforts

Cyber threats are often directed at private company networks and individuals. And as the front
line in many cyber confrontations, private entities often have a great deal to lose from cyber
attacks. In recognition of the private sector’s mounting losses and consistent with President
Obama’s Cybersecurity Executive Order, NSD, working through the NSCS, continues to
conduct outreach to the private sector in the interests of forging relationships built on trust and
mutual interest. Through the NSCS Network, NSD has engaged in significant outreach,
meeting with dozens of companies over the past two years. These meetings have greatly
strengthened partnerships between NSD and the business community, and they promote
cooperation in the event of a cyber incident. In addition, the NSCS has created a national
outreach program for USAOs with talking points and presentations that can be used to develop
relationships with the business community nation-wide. Using this information, NSCS field
resources have begun reaching out to local business associations, promoting awareness of
national security cyber threats, and encouraging reporting to law enforcement. Additional
personnel-related resources will be needed to continue and enhance NSD’s involvement in these
important and productive initiatives.
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Counterespionage Section
Program Change: Positions _5_Atty _2_FTE _2 Dollars $610,636

NSD requests 2 attorneys, 1 Intelligence Research Specialist (IRS), 1 paralegal, and 1
administrative assistant to assist in export control, counterintelligence, and national security
cyber investigations and prosecutions. The full range of CES’s work is increasingly moving
toward cyber-based offenses.

CES Attorneys

The 2 CES attorneys will:

Support the FBI Counterintelligence Division (FBI CD) and FBI Cyber Division
(FBI CYD) in conducting investigations, developing potential criminal charges, and
otherwise disrupting the increasing threats of economic espionage, cyber intrusions that
impact national security, and the illegal export of military and strategic commodities.
Additional attorneys are necessary to address the prevalence, sophistication, and growing
complexity of these threats to our nation in a coordinated and effective manner.

Support an increase in strategic prosecutions arising out of interagency
counterproliferation task forces. These task forces will continue to adapt to the
changing landscape of export control reform efforts. CES must devote the necessary
resources to ensure USAOs and the export control community stay abreast of the changes
while continuing to address and disrupt the threats using all available tools.

Support an increased focus on document intensive white-collar investigations into
possible sanctions/export violations for which there is little investigative agency
personnel support. CES attorneys’ expertise in these cases has expanded over the past
few years, and, as the number of cases increase, the demand for resources within CES to
focus on them will also increase.

Support the DOJ’s role in leading the ongoing insider threat initiative, a proactive
and prophylactic effort to prevent and deter insider threats to not only classified
information but also to critical sensitive but unclassified information. Cybersecurity is of
particular concern in Insider Threat cases, in light of the high level of access to
government computer networks and classified information that is now available to
hundreds of thousands of government employees, defense contractors, and third party
vendors and consultants. This widespread access to sensitive information via the
government’s varied computer networks presents a tremendous challenge for monitoring
and national security reviews, and requiring investment of dedicated resources.
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The following CES support staff is also requested:

Intelligence Research Specialist. NSD requests 1 CES IRS to assist with intelligence
research in support of CES’s work, including national security cyber cases. As the number
of these cases increases and NSD continues to build subject matter expertise, the need for
dedicated intelligence support is evident. The NSD IRS would be an important resource for
developing threat-based intelligence about nation-state actors, cyber attack methodologies,
and export controlled items that would enhance CES’s ability to use prosecutions or other
tools in strategic ways to disrupt the threats.

Paralegal Specialist. NSD requests 1 CES paralegal specialist position. There is a current
gap in CES’s ability to support attorneys on the increasing number of national security cyber,
counterintelligence, and export control matters. An additional support position would allow
attorneys to dedicate more time to attorney responsibilities and leverage support staff to
support ongoing criminal investigations and other matters.

Administrative Specialist. NSD requests CES 1 administrative specialist position to assist
with maintaining files, answering phones, and providing additional data entry and other
support as needed.

Office of Intelligence
Program Change: Positions _7_ Atty _7 FTE _4 Dollars $1,134.595

NSD requests 7 attorney positions to support combating cyber threats to national security in the
areas of Intelligence Operations and Litigation.

Operations Attorneys

NSD requests 5 attorneys for OI’s Operations Section, NSD expects to see continuation of a
trend towards increasingly complex investigations, particularly with regard to cyber matters,
which will require more attorney hours to process. In accordance with the growing threat and
increased prioritization, the Operations Section anticipates dedicating an increasing number of
resources to work on cyber-related matters, which are often technically complex and time
consuming, and to become cyber experts. Ol also will play a larger role in the Division’s efforts
to coordinate cyber-related efforts within the Department and across the Government, and that
cannot be accomplished using existing resources.

Litigation Attorneys

NSD requests 2 litigation attorneys to support NSD’s cyber efforts and use of FAA’ )
information. Ol expects to see continued considerable growth in the cyber area consistent with

*FISA Amendments Act of 2008
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the Department and NSD’s strategic goals. In accordance with the growing threat and increased
prioritization, the Litigation Section anticipates dedicating an increasing number of resources to
work on cyber-related litigation. In addition, OI anticipates a continued increase in resources
dedicated to complex 702-related litigation.

OP’s responsibilities in overseeing the use of FISA obtained or derived information in criminal,
civil, and administrative proceedings have increased dramatically since 2001. The Litigation
Section attorneys not only process use requests and make recommendations to the Attorney
General, but, once authorization has been granted, the attorneys have a significant role in
drafting responses to defense motions to disclose FISA applications, orders, and other materials
filed with the FISC and to suppress information obtained or derived from FISC-authorized
electronic surveillance and physical search. In just one year there was a 300 percent increase in
the number of FISA litigation briefs filed in district courts throughout the country. Aside from
their role in overseeing the use of FISA-obtained or FISA-derived information in court
proceedings, the attorneys in OI’s Litigation Section review requests from the FBI relating to
undercover operations and for approval for its agents and sources to engage in otherwise illegal
activities. The Litigation Section anticipates a continued increase in workload in all areas of
responsibility, as well as an additional complexity of work due in part to the Division’s cyber
initiatives.

Impact on Performance

As described above, these requests for resources are critical so that NSD can keep pace with the
growth of cyber threats to the national security, and can ensure that the government is taking a
proactive, all-tools approach to deterrence and disruption of these threat actors. Performance
goals that track the Percentage of Defendants whose Cases are Favorably Resolved (for both CE
and Cyber cases) would be the best indicator of success in the current endeavors. .
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Funding
]
Base Funding
FY 2014 Enacted 1 FY 2015 Enacted. - - .~ - FY 2016:Current Services.
Pos | Aty [ FTE|  $(000) Pos | Aty | FTE | $(000) Pos | Aity | FTE | $(000)
19 13] 10 $2654] 191 13 19] $2,680 | 191 13| 19} $2,680
Personnel Increase Cost Summary
Modul FY 2017 Net FY 2018 Net ‘
2 :tar Numberof | FY 2016 | Annualization Annualization
or Posinon Positions  |' Request (change from {change from
P ($5’00) Requested | .(3000) 2016) 2017)

; 3 (5000 ($000)
Intelligence Series (0132) $i22 i $122 $66 50
Clerical and Office Services
(0300-0399) 60 1 $60° 23 0
Attorneys (0905) 162 1,459 768 [
Paralegals / Other Law
(0900-099%) 104 1 $104 43 0

i 12 $1,745 $900 30
Total Request for this Jtem

Non- FY 2017 FY 2018
Pos | Aty FTE Personnel Persﬁ?mel Total Net Annualization Net Annualization
(3000) (8000) ($600) | (change from 2016) | (change from 2017)
{$000) ($000)
Current
Services 19 13 19 $2.689 30 $2,689
Increases | 12 9 6 1,745 0 1,745 £900 30
Grand
Total 31 22 25 $4,434 30 $4,434 $900 30
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B. Item Name: Intelligence Collection and Oversight

AG Targeted Priority Options: Targeting and disrupting terrorist threats and groups

Strategic Goal: Goal 1: Prevent Terrorism and Promote the Nation’s
Security Consistent with the Rule of Law
Strategic Objective: Objective 1.1: Prevent, disrupt, and defeat terrorist

operations before they occur by integrating intelligence and
law enforcement efforts to achieve a coordinated response to

terrorist threats
Budget Decision Unit(s): National Security Division
Organizational Program: Office of Intelligence

Program Increase: Positions _10 Atty _8 FTE _5 Dollars $1.486.162

Description of Item

The NSD requests a total of 10 positions, including 8 attorneys and 2 non-attorneys, to support
the growing area of intelligence collection and oversight.

OI’s work supports the U.S. Government’s national security mission fully, including combating
the threats posed by terrorists, threats to our nation’s cybersecurity, and other threats, As
President Obama stated in a speech early this year, our nation’s intelligence agencies are asked to
“identify and target plotters in some of the most remote parts of the world, and to anticipate the
actions of networks that, by their very nature, cannot be easily penetrated with spies or
informants.” OI's work directly contributes to these efforts, and is increasingly important as the
nation faces a growing and evolving threat landscape, including the threats of foreign terrorist
fighters and homegrown violent extremism, cyber attacks, and other counterintelligence threats,
The President has also tasked the Department with working on at least ten different lines of effort
related to intelligence reform and oversight, the vast majority of which will fall to NSD to
implement. NSD will require permanent resources to implement these taskings on an ongoing
basis.
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Justification

Operations Attorneys

NSD requests 4 attorneys for the Operations Section of OI. The complexity of intelligence
investigations is ever increasing and requires increased attorney hours to process. OI's
Operations Section, including its Counterterrorism Unit, has contributed to broader U.S.
government disruptions of terrorist threats, and the identification of new threat actors and threat
streams. These attorneys will be responsible for, among other things, preparing applications for
electronic surveillance and physical search to the FISC in national security investigations,
including counterterrorism investigations, pursuant to FISA, as well as for providing legal advice
to Division and Department leadership and the Intelligence Community (IC) on a variety of
intelligence-related matters. NSD has assessed that the Operations Section needs these resources
to ensure it can fully meet its mission requirements. In addition, NSD anticipates it will continue
to deal with increased workload generated from recent unauthorized disclosures, which have put
significant strains on the staffing of a wide variety of projects, such as declassification reviews,
reviews of legislative proposals, and responding to FOIA and other types of litigation.

The trends over the last several years have shown an unmistakable increase in the number of
requests for FISA authorities handled by the Operations Section. For example, between 2009
and 2013, the number of FISA applications for electronic surveillance and/or physical search
increased by approximately 33 percent (from 1,376 in 2009 to 1,833 in 2013). OI anticipates a
continuation of this trend over the coming years. Also particularly noteworthy has been the
increase in the demand for business records requests pursuant to Section 1861 of FISA: 21 such
requests were approved in 2009 and 178 were approved in 2013 (an increase of approximately
748 percent between 2009 and 2013), OI expects the number of business records requests to
remain near or above this level for the foreseeable future. Additional attorney resources are
needed in order to address the increased workload.

FISA Applications for Electronic
Surveillance

CY 2009 CY 2010 Cy 2011 CY 2012 CY 2013
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Oversight Attorneys

NSD requests 4 attorneys for the Oversight Section of OI. OI continues to develop its oversight
capabilities and programs to support Intelligence Community operations and to increase
assurance that operational activities are executed in compliance with governing rules. Efforts
related to intelligence oversight and reform have been of the highest priority to the Department
and to the President. OI anticipates that additional Oversight resources will enable Ol to better
help agencies avoid mistakes that could lead to compliance problems, and ensure that
intelligence collection is conducted consistent with the laws and policies by which it is
governed.” OI has experienced a steady and significant increase in the requirements necessary to
satisfy its role in the oversight of certain activities of IC agencies, and its enhanced oversight role
is expected to continue to grow in the future. As just one example, OI’s Oversight Section has
expanded, and will continue to expand, the number of IC oversight reviews it conducts. These
rigorous reviews are aimed primarily at ensuring that FISA-derived information is being handled
in accordance with FISC-approved minimization procedures and that what is retained and
disseminated by the government is limited to foreign intelligence information. These reviews are
becoming increasingly complex and time-consuming because of a growing focus shared by the
Department, the FISC, the Executive Branch more broadly, and Congress in how FISA-derived
information is being marked, used, retained and disseminated by the government.
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Intelligence Community
Oversight Reviews

120
100

“CY 2010 CY 2011 CY 2012 CY 2013

Additionally, NSD anticipates new oversight and reporting requirements to arise from the current
FISA amendment proposals currently under consideration in Congress. Furthermore, in light of
recent public disclosures, Executive Branch review panels and inspectors general have been
actively engaged in reviewing and evaluating oversight mechanisms. These reviews have
required significant Oversight Section resources to help ensure that such review panels are fully
briefed on Department oversight activities and are given access to documents and information
needed for their consideration. Finally, the Oversight Section has experienced significant
impacts on resources from staffing a wide variety of projects, such as declassification reviews,
reviews of legislative proposals, and responding to FOIA and other types of litigation.

Support Staff

Finally, NSD requests 2 support staff positions to support the work of these additional OI
attorneys.

Impact on Performance

OI’s daily activities in support of the IC include the preparation and filing of pen register/trap
and trace applications, requests for the production of tangible things, and requests for statutory
exemptions related to undercover operations and the conduct of otherwise illegal activities as
allowed by law. They also include handling requests for Attorney General authorization to use
FISA information in criminal and civil proceedings, authorizations for certain intelligence
activities under Executive Order 12333, and, as described above, an extensive oversight and
advisory role within the IC that continues to grow. All of these Ol positions are critical to our
Department’s efforts to fully support the nation’s security, inchuding its counterterrorism
mission. OI plays a critical role supporting IC partners as well. As those partners continue to
grow, Ol will need commensurate resources to support their operations. Without them, NSD
anticipates it will not have sufficient staff to fully execute the intelligence-related work needed to
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support national security investigations, including those targeting terrorist threats. All of the
requested resources are critical to ensure that NSD can keep pace with the changing and growing
threat landscape, and to fully support disruption of these threats.
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Funding
Base Funding
FY 2014 Enacted - ~FY 2015 Enacted _ .+ FY 2016 Current Services -
Pos | Atty | FTE [ $(000) Pos | Aity | FTE | $(000) Pos | Aty | FTE | $(000)
165 | 134 149 | 348,331 | 165] 134 149 ] $47,068 | 153 | 110 | 140 | $28,864
Personnel Increase Cost Summary
Modul FY 2017 Net FY 2018 Net
8 utar Number of | FY 2016 Annualization Annualization
er Pg:i tion Positions Request. (change from (change from
P ($000) Requested | ($000) 2016) 2017)
($000) ($000)
Clerical and
(0300-0399) $95 2 $190 1 0
Attorneys (0903) $162 3 $1,296 682 0
e 10 81,486 $753 50
Non FY 2017 FY 2018
Personnel - Total Net Annualization Net Annualization
Pos | Aty | FTE | " ¢900) P‘(’%‘;’g‘)&’ (5000) | (change from 2016) | (change from 2017)
o ($000) (5000)
Current
Services | 153 110 140 $28,864 $0 $28.864
Increases | 10 3 5 1,486 0 1,486 $753 $0
Grand
Total - 163 | 118 145 | $30,350 $0 $30,350 $753 $0
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C. Item Name: Combating Terrorism, including Homegrown Violent
Extremism
AG Targeted Priority Options: Targeting and disrupting terrorist threats and groups
Strategic Goal: Goal 1: Prevent Terrorism and Promote the Nation’s
: Security Consistent with the Rule of Law
Strategic Objective: Objective 1.1: Prevent, disrupt, and defeat terrorist

operations before they occur by integrating intelligence and
law enforcement efforts to achieve a coordinated response
to terrorist threats

Objective 1.2: Prosecute those involved in terrorist acts

Budget Decision Unit(s): National Security Division
Organizational Program: Counterterrorism Section, Office of Justice for Victims of
Overseas Terrorism

Program Increase: Positions 6 Atty 4 FTE _3  Dollars $874,383

Description of Item

NSD requests a total of § positions, including 4 attorneys and 2 non-attorneys, to support
combating homegrown violent extremist (HVE) threats.

Justification
Counterterrorism Section
Program Change: Positions _5 Atty 3 FTE_2_ Dollars $712.298

NSD requests 3 attorneys, 1 paralegal, and 1 Intelligence Research Specialist (IRS), to address
the on-going HVE threat. CTS continues to see a rise in homegrown violent extremism, which
has resulted in terrorist attacks on U.S. soil inflicting civilian casualties, such as in the Boston
Marathon bombings in April 2013. The threat is only heightened by the increasing number of
U.S. persons traveling to Syria to join the on-going conflict there. These individuals may return
to the U.S. trained in the use of improvised explosive devices and other weapons. Islamic
extremists on-line are continuing to seek to recruit individuals, including U.S. persons, to join the
conflict in Syria, as well as to join al-Shabaab and other terrorist organizations

Over the past decade, terrorism has become increasingly diverse and decentralized — as CTS has
made progress against core al Qaeda, and as the cadre of al Qaeda affiliates around the globe
continues to grow, terrorists have turned to a more diverse set of tactics. As aresult, CTS is
focused on a trend toward smaller, faster-developing plots, rather than farger, longer-term plots
like 9/11. One of the biggest issues that continues to present itself is the threat of HVEs. These
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HVEs reside or operate in the U.S. and become inspired by al Qaeda or similar groups through
English-language propaganda, but do not have any ties to al Qaeda or any other foreign terrorist
organization. In testimony to the Senate Committee on Homeland Security and Government
Affairs, the head of the National Counterterrorism Center (NCTC) said, “Lone actors or insular
groups pose the most serious HVE threat to the homeland. HVEs could view lone offender
attacks as a model for future plots in the U.S. and overseas. The perceived success of previous’
lone offender attacks combined with al Qaeda and AQAP’s propaganda promoting individual
acts of terrorism is raising the profile of this tactic.”'’

The distributed nature of these types of threats makes investigation of them incredibly complex —
as terrorist groups have turned to inspiring individuals across the globe to commit independent
and more easily executed acts of terror, identifying and disrupting the threat has become
increasingly resource-intensive. Unlike the small, organized cells that CTS has traditionally
dealt with, the new face of terrorism is everywhere, and the potential population of would-be
attackers is not easily knowable. In recognition of this new reality, FBI has evolved and
reorganized to devote additional resources to this problem. CTS and the IC predict a continued
trend of self-radicalized individuals engaging in these types of attacks on government and
civilian targets. CTS provides full spectrum support to the FBI, IC, and USAOs for every HVE
case in the country, and thus, NSD must devote additional resources to this critical threat.

CTS Attorneys

Terrorism investigations involving HVEs are complex and involve difficult legal issues requiring
extensive attorney support througbout the investigations, advising on both the investigative
strategy and ultimate prosecution. CTS attorneys are specially trained to handle these types of
investigations with expertise in prosecuting cases involving weapons of mass destruction and
classified information. The attorneys also routinely serve as members of the trial team on these
cases in districts around the country, sometimes for extended periods of time. It is imperative to
national security that CTS is able to meet the increasing HVE threat by providing critical
resources to these investigations and prosecutions.

CTS Paralegal and Intelligence Research Specialist

Additional support staff resources are also necessary to support CTS’s efforts on these
investigations and prosecutions. Paralegals provide critical assistance to CTS and USAOs on
these investigations. Discovery is extensive in these types of cases and it is frequently requested
that CTS provide paralegal support as well as attorney support to the USAOs during both the
investigative phases and trial preparation and presentation. It is also critical to have intelligence
specialist support to assist CTS attorneys in wading through the extensive intelligence reporting
on these investigations. Intelligence Research Specialists highlight those reports that are relevant

Y Matthew G. Olson, Director of NCTC, Hearing before the Senate Committee on Homeland Security and
Government Affairs, The Homeland Threat Landscape and U.S. Response, September 19, 2012.
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to on-going investigations and help identify new matters in need of investigation involving
HVEs.

Office for Justice for Victims of Overseas Terrorism
Program Change: Positions _1_Atty _1 FTE_1 Doilars 5162,085

NSD requests 1 OVT attorney advisor. This request relates most directly to DOJ Objective 1.2°s
strategy to build strong cases for prosecution both in the U.S. and overseas. The OVT’s unique
support to U.S. victims of overseas terrorism builds stronger cases against terrorists in foreign
prosecutions. Stronger cases lead to more convictions of dangerous terrorists, putting them in
prison and limiting their ability to engage in future attacks against U.S. citizens and interests.
Moreover, increased victim participation in foreign trials encourages longer prison sentences for
convicted terrorists and is a key element in the global strategy to fight and overcome violent
extremism around the world.

OVT’s recent success in supporting U.S. victims during the Indonesian trial of convicted Bali
bomber Umar Patek shows the terrorism fighting potential of OVT’s programs. In that case,
OVT educated Indonesian prosecutors on victims® rights and victim participation in criminal
trials. As a result, the Indonesian prosecutors requested that U.S, victims testify in the
Indonesian prosecution. OVT identified one U.S. victim willing to travel to Indonesia to testify.
OVT funded the victim’s travel and also arranged to collect victim impact statements from 10
other U.S. victims to provide to the Indonesian court, The U.S. victim provided strong testimony
in the case, and his presence encouraged our ally, Australia, who lost many more victims in the
Bali attack, to send three Australian victims to testify. According to those observing the trial, the
presence of the foreign witnesses significantly strengthened the prosecution and led to a lengthier
prison sentence once Patek was convicted, Patek is now serving a 20 year sentence in prison.
Experts tell us that they expected him to receive 7 years. That is 13 additional years during
which Patek will be unable to make bombs.

In addition, the U.S. government is currently in a position to provide significant international
leadership concerning terrorism victim rights. The U.S. State Department is actively promoting
the Global Counterterrorism Forum (GCTF), a collection of 30 countries that have joined
together to fight international terrorism in a coordinated way. One of the GCTF’s most
important initiatives is its effort to fight violent extremism, particularly in countries where the
terrorists” claims and propaganda are prominent. A key part of the strategy to fight violent
extremism propaganda is to support and encourage the terrorism victim narrative. Ensuring that
victims® voices are publicly heard, and that victims play a role in criminal prosecutions, will
erode support for terrorists and limit terrorist organizations’ ability to recruit new adherents. The
momentum for these efforts is building and now is the time to advance this agenda with the
support of our international allies.

The additional OVT attorney advisor would support the efforts of the GCTF and where
appropriate, other international counterterrorism forums. The attorney would assist the GCTF in
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the implementation of its Plan of Action on Victims of Terrorism and the promotion of best
practices outlined in the Madrid Memorandum, which the GCTF formally adopted in September,
2013. OVT offered technical assistance in the creation of these documents and the GCTF has
requested OVT’s continued assistance. Wider implementation of the Madrid principles would
result in greater international cooperation in terrorist investigations and prosecutions as well as
increase investigatory and prosecutorial capacity, and thereby fortify U.S. counterterrorism
efforts. The added attorney would explore collaborative relationships with other global efforts,
including relevant initiatives of the United Nations Office on Drugs and Crime, which has also
promulgated basic international standards in regard to a terrorist victim’s access to justice.
Participation in global forums would also strengthen DOJ’s relationship with its international
counterparts also working to dismantle terrorist organizations.

The number of active cases OVT monitors overseas has almost doubled in the past 3 fiscal years.
At this time OVT is monitoring and providing limited services in 15 foreign prosecutions. In
contrast, during FY 2013, OVT monitored nine cases, and in FY 2012, OVT monitored eight
cases.

OVT Cases

16
14 -
12
10 -

8 _

[

: ] l I

2 B

0 T r - T 3

FY2011 FY 2012 FY 2013 . FY 2014

Impact on Performance

This request is directly tied to DOJ’s Strategic Objectives 1.1 and 1.2, as CTS is the driving force
behind NSD’s efforts to prevent, detect, deter, and prosecute terrotist activities, These objectives
have been supported with existing resources, some of which have now been shifted to focus on
the cyber threat, another high priority of the Division. As CTS attorneys are increasingly called
upon to handle cyber cases, which typically require an extensive amount of NSD involvement,
CTS resources will continue to be strained. NSD predicts a slowing in timeliness of responses to
USAOs if additional resources are not provided to support CTS cases, in particular HVE-
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focused cases..

This increase is tracked in large measure by percentage of CT defendants whose cases were
favorably resolved. Without these personnel increases, it is anticipated that as attorney resources
continue to be redirected to cyber cases, HVE cases may suffer declining success rates. If NSD
is able to remain on target with a high percentage of CT cases favorably adjudicated, NSD will
be able to meet DOJ’s Strategic Goals 1.1 and 1.2, thereby preventing terrorist operations before
they occur and successfully disrupt terrorist attacks. '
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Funding
Base Funding
" FY 2014 Enacted o CFY 2015 Endbted 2 ] v o FYER018:Corrent Services | g
Pos | Atty | FTE $(000) Pos | Aty | FTE | $(000) Pos | Atty | FIE | $(000).. .
71] 53| 64 514,167 71] 53| 64 813,797 57| 47 55 | $13,103
Personnel Increase Cost Summary
Modul FY 2017 Net FY 2018 Net
goxsxtar Number of | FY 2016 Annualization Annualization
er Position Positions Request (change from (change from
; S P 000y | Reduested | (5000) 2016) 2017)
et TR ($000) ($000)
Intefligence Series (0132) $122 1 5122 $66 $0
Attorneys (0905) $162 4 648 341 0
Paralegals / Other Law
5104 1 164 43 0
$874 $450 30
Non FY 2017 FY 2018
, : Personnel - Total Net Annualization Net Annualization
Pos | Aty | FTE | " gno0) P?;S()"(;‘g‘)el (8000) | (change from 2016) | (change from 2017)
(3000) ($000)
Current
Services 57 47 55 $13,103 $13,103
Increases 6 4 3 874 30 874 450 0
Grand
Total 63 51 58 $13,977 313,977 $450 30

60




275

VI. Program Decrease by Item

A. Item Name: Program and/or Administrative Savings

Program Decrease: Positions 0 Agt/Atty 0 FTE_0___ Dollars ($1,200,000)

Description of Item
Program and/or administrative savings.

Justification

Examples of savings to be realized in 2016 include, but are not limited to reducing the physical
footprint, leveraging and extending the useful life of existing technology, bulk purchases and
bundling technology procurements.
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Funding
Non-Personnel Program Decrease
o FY 2018
FY 2016 Annualization Net Annualization
Unit Cost Quantity Request (change from (change from
(5000) o 5 2017)
($000) (8000)
(§1.200) 1 ($1,200) 0 0
1 ($1,200) 0 0
Non- FY 2017 FY 2018
“lres | A FTE Personnel Personnel Total Net Annualization Net Annualization
T ty ($000) ($000) ($000) | (change from 2016) | (change from 2017)
e ($000) ($000)
Current .
Services 0 0 0 0 0
Offset 0 [ (1,200) | {(1200) 0 0
Grand
Total Y 0 [1] g ($1,200) | (31,200) $0 50
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1. Overview for General Legal Activities

The General Legal Activities (GLA) appropriation is requesting a total of 4,673 permanent
positions, 4,060 workyears (plus 572 reimbursable workyears) and $1,037,386,000. This
resource level represents program increases of 543 positions, 379 workyears and $82,958,000.
The FY 2016 request also includes technical and base adjustment of 4 positions, $79,428.000.
The FY 2016 program increases are outlined below. Specific details about individual programs
are discussed in the General Legal Activities Components’ Budgets.

PROGRAM INCREASES:

Criminal Division

Mutual Legal Assistance Treaty (MLAT) Reform: 141 positions, 141 workyears and $32.111
million

International Law Enforcement and Justice Development: 107 positions, 83 workyears and
$12.434 million

Strategic Initiatives to Address Cyber Threats: - 54 positions, 29 workyears and $6.123
million

Intellectual Property Enforcement: 11 positions, 6 workyears and $2.205 million

Civil Division

Health Care Fraud Enhancement: 15 positions, 8 workyears and $1.341 million
Immigration Enforcement: 10 positions, 8 workyears and $1.356 million

Advanced Litigation Support Services: 10 positions, 5 workyears and $6.350 million

Environment & Natural Resources Division

Improving Environmental Enforcement in Indian Country: 4 positions, 2 workyears and
$3.000 million

Wildlife Trafficking: 2 positions, 1 workyear and $2.000 million

Civil Rights Division

Protect Victims of Human Trafficking and Prosecute Traffickers: 30 positions, 15
workyears and $2.788 million

Ensure Effective and Democratically Accountable Policing: 25 positions, 13 workyears and
$2.519 million

Protect Civil Rights for All: 104 positions, 52 workyears and $8.726 million

Protect Students from Sexual Assault in Schools: 5 positions, 3 workyears and $.500 million
Guarantee Voting Rights for all Americans: 12 positions, 6 workyears and $1.200 million
Ensure Equal Employment Opportunity: 3 positions, 2 workyears and $.305 million

INTERPOL Washington

Border/Transportation Security and Transnational Crime: 10 positions and 5 workyears
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Appropriations Language
New language proposed for FY 2016 is jfalicized and underiined.

Salaries and Expenses, General Legal Activities

For expenses necessary for the legal activities of the Department of Justice, not
otherwise provided for, including not to exceed $20,000 for expenses of collecting
evidence, to be expended under the direction of, and to be accounted for solely under
the certificate of, the Attorney General; and rent of private or Government-owned space
in the District of Columbia, {$885,000,000} $1,037,386,000, of which not to exceed
{$15,000,000] $20.000.000 for litigation support contracts shall remain available until
expended: Provided, That of the amount provided for INTERPOL Washington dues
payments, not to exceed $685,000 shall remain available until expended: Provided
further, That of the total amount appropriated, not to exceed $9,000 shall be available to
INTERPOL Washington for official reception and representation expenses: Provided
further, That notwithstanding section 205 of this Act, upon a determination by the
Attorney General that emergent circumstances require additional funding for litigation
activities of the Civil Division, the Attorney General may transfer such amounts to
"Salaries and Expenses, General Legal Activities" from available appropriations for the
current fiscal year for the Department of Justice, as may be necessary to respond to
such circumstances: Provided further, That any transfer pursuant to the previous
proviso shall be treated as a reprogramming under section {505] 504 of this Act and
shall not be available for obligation or expenditure except in compliance with the
procedures set forth in that section: Provided further, That of the amount appropriated,
such sums as may be necessary shall be available to the Civil Rights Division for.
salaries and expenses associated with the election monitoring program under [section 8
of] the Voting Rights Act of 1965 (52 U.S.C. 10305) and to reimburse the Office of
Personnel Management for such salaries and expenses: Provided further, That of the
amounts provided under this heading for the election monitoring program, $3,390,000
shall remain available until expended.

In addition, for reimbursement of expenses of the Department of Justice associated
with processing cases under the National Childhood Vaccine Injury Act of 1986, not to
exceed [$7,833,000] $9.358,000, to be appropriated from the Vaccine Injury
Compensation Trust Fund.

Analysis of Appropriation Language

The FY 2016 request proposes an increase from $15,000,000 to $20,000,000 in the
amount of GLA funds available to carry forward for litigation support contracts (note that
the total amount appropriated to GLA will not change, merely the amount that is
available without fiscal year limitation). During these past two decades, as the overall
appropriation for GLA has more than doubled, the litigation support needs of the
Department’s litigating divisions have skyrocketed. Moreover, because of the nature of
complex litigation, using no-year appropriations is far more efficient than using annual
appropriations for litigation support contracts. Nearly all of the DOJ’s largest and most

2
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information-intensive cases cross multiple fiscal years. Between document
preservation, document collection, document production, depositions, motions practice,
pre-trial activities, and trial, cases often last for several years. The availability of no-
year money for jitigation support contracts allows the Government to proceed without
disruptions that could be fatal to the Government's position.

The Civil Rights Division directs and manages federal enforcement of the provisions of
the Voting Rights Act, including the election monitoring provisions of the Act. The
Division reimburses the Office of Personnel Management (OPM) for salaries and
expenses that OPM incurs for federal observers for elections.. The Department's
election monitoring program operates under numerous sections of the Act, not just
Section 8. The change ensures that the appropriations language will cover the
expenses of the election monitoring program.

The Vaccine Injury Compensation Program (“VICP") has experienced a steady increase
in claims in recent years. In total, claims have risen almost 30% over FY 2009 levels
and are projected to steadily increase through FY 2016. These claims are paid by the
Vaccine Injury Trust Fund, which also funds the various entities that administer the
VICP, the Civii Division included.

At the same time, as claims have increased, funding for the administrative costs
necessary for Civil to defend the government against claims filed under VICP has been
flat. The appropriated reimbursement from the Vaccine Injury Compensation Trust
Fund has remained the same since FY 2009. No adjustments have been included that
are afforded to most other appropriations. In FY 2009 VICP funded 41 FTE. However,
personnel costs and the workload have increased. Currently, the VICP only funds 36
FTE.

To fully fund the Program in FY 2016 and to add staff to handle the increasing claims,
an additional $1,525,000 reimbursement from the VICP Trust Fund is required, bringing
the total appropriated reimbursement from $7,833,000 to $9,358,000.
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I. Overview for the Office of the Solicitor General

1. Introduction

In 2016, the Office of the Solicitor General (OSG) requests a total of $11,885,000 and 55 positions,
including 23 attorney positions, and 56 FTE to meet its mission.

2. Mission/Background

The mission of OSG is to conduct all litigation on behalf of the United States and its agencies in
the Supreme Court of the United States, to approve decisions to appeal and seek further review
in cases involving the United States in the lower federal cousts, and to supervise the handling of
litigation in the federal appellate courts.

The original Statutory Authorization Act of June 22, 1870, states: “There shall be in the
Department of Justice an officer learned in the law, to assist the Attorney General in the
performance of his duties to be called the Solicitor General.” As stated in 28 CFR 0.20, the
general functions of the Office are as follows: (1) conducting or assigning and supervising all
Supreme Court cases, including appeals, petitions for and in opposition to certiorari, briefs and
arguments; (2) determining whether, and to what extent, appeals will be taken by the government
to all appellate courts (including petitions for rehearing en banc and petitions to such courts for
the issuance of extraordinary writs); (3) determining whether a brief amicus curiae will be filed
by the government, or whether the government will intervene, in any appellate court, or in any
trial court in-which the constitutionality of an Act of Congress is challenged; and (4) assisting the
Attorney General and the Deputy Attorney General in the development of broad Department

program policy.

OSG is headed by the Solicitor General, who is appointed by the President and confirmed by the
Senate. Within the attorney staff, there are 23 attorney positions. The attorneys prepare oral
arguments, Supreme Court briefs, and other related legal materials. The 32 support staffers are
organized into three sections which include Administration, Case Management and Research and
Publication.

3. Challenges

OS8G’s overall mission and strategic objectives will essentially remain the same in FYs 2015 and
2016. However, OSG faces a set of new expectations and additional responsibilities in response
to the evolving case load in the U.S. Supreme Court and the federal courts of appeals.

The Solicitor General’s docket, which mirrors the docket of the Supreme Court and the federal
courts of appeals, covers a range of issues that are critical to our Nation’s viability and economy.
Many of the cases require careful attention and coordination within the government, as well as a
difficult assessment of how to apply existing statutory schemes.

In recent years, patent cases and other cases defining the scope of intellectual property protection
have been at the heart of the Supreme Court’s caseload. These cases require a substantial
devotion of energy in order to understand the intricate statutory framework; to grapple with the
technologies at issue; and to assimilate the wide range of views both inside and outside
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government as to the proper balance of interests in these cases, which have the potential to
impact large sectors of the economy.

Criminal cases likewise make up a large portion of the Court’s caseload. Criminal defendants
regularly challenge the reach of the substantive provisions of criminal law enacted by Congress.
And the Court continues to wrestle in criminal cases with issues relating to the scope of
constitutional protections in the context of emerging technologies. For example, OSG presented
an argument in United States v. Jones, which challenged the warrantless installation and use of a
GPS tracking device on a respondent’s vehicle to monitor its movements on public streets. OSG
also presented an argument in United States v. Wurie and Riley v. California, which involved the
government’s authority to search cell phones incident to arrest. In preparation for these cases
and to ensure that OSG is well-positioned to help the Court, government attorneys spend
substantial time and resources to understand the workings and limits of the new technologies.

The Solicitor General likewise defends the implementation of an expanding set of government
programs and congressional enactments. Although the precise docket in FY 2016 is impossible
to predict, experience suggests that OSG will continue to be involved in cases defining an array
of federal statutes, including the Securities Act and the Securities Exchange Act, the Fair Labor
Standards Act, the Labor Management Relations Act, the Clean Air Act, the Truth in Landing
Act, and the Immigration and Nationality Act. In preparation for these cases, OSG attorneys
engage in extensive coordination and consultation with the agencies that Congress has directed
to implement these statutes.

Finally, OSG regularly handles important foreign affairs cases, including cases under the Alien
Tort Statute and the Torture Victims Protection Act, as well as important constitutional cases.
These cases can affect the structure of government and the relationship between the Branches,
and they can have important consequences for the conduct of foreign affairs.

In light of the overall budgetary situation in which the Government finds itself, OSG strives to
meet the difficult challenge of managing a steady increase in casework, including the significant
challenges highlighted in the matters above. For FY 2016, OSG is requesting base funding of 55
positions (23 attorneys), 56 FTE and $11,885,000 to accomplish its goals.

Following is a brief summary of the Department’s Strategic Goals and Objectives in which OSG
plays a role.

DOJ Strategic Goal 2: Prevent Crime, Protect the Rights of the American People, and
Enforce Federal Laws 2016 Regquest: $11,885.000

. Objective 2.6: Protect the federal fisc and defend the interests of the United States.

4, Full Program Costs

OSG has only one program—Federal Appellate Activity. Its program costs consist almos:t
entirely of fixed costs, such as salaries and benefit, GSA rent, reimbursable agreements with
other DOJY components, and printing.
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5. Performance Challenges

External Challenges. In the vast majority of cases filed in the Supreme Court in which
the United States is a party, a petition is filed by an adverse party and the United States responds
in some way, either by filing a brief or, after reviewing the cases, waiving its right to do so.
Additionally, the Supreme Court formally requests the Solicitor General to express the views of
the United States on whether the Court should grant certiorari in a case in which the United
States is not a party. The number of cases in which the Solicitor General petitions the Supreme
Court for review, acquiesces in a petition for a writ of certiorari filed by an adverse party, or
participates as an infervenor or as amicus curiae is governed exclusively by the Solicitor
General’s determination that it is in the best interest of the United States to take such action.
Further, such activity may vary widely from year to year, which limits the Office’s ability to plan*
its workload.

of the Solicitor General does not initiate any
programs, but it is required to handle all appropriate Supreme
Court cases and requests for appeal, amicus, or intervention

Internal Challenges. Prior Fiscal Year performance measures indicate a gradual
increase in the number of cases the Solicitor General either participated in and/or responded to.
The arrival of cases related to the challenges discussed above further predicts an ever increasing
caseload.

6. Environmental Accountability
OSG has incorporated green purchasing and recycling into its core business processes and

continues to look for new and creative ways to integrate environmental accountability into its
day-to-day decision making and long-term planning processes.

II. Summary of Program Changes
N/A

I Appropriations Language and Analysis of Appropriations Language

N/A
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IV. Program Activity Justification

A. Federal Appellate Activity

Federal Appellate Activity Perm. Pos. | FTE | Amount
2014 Enacted 50 55 11,198
2015 President’s Budget 51 56 11,678
Adjustments to Base and Technical Adjustments 4 207
2016 Current Services 55 56 11,885
2016 Program Increases

2016 Request

 Total Change2015-2016

1. Program Description

The major function of the Solicitor General’s Office is to supervise the handling of government
litigation in the Supreme Court of the United States and in Federal appellate courts, to determine
whether an amicus curiae brief will be filed by the government, and to approve intervention by
the United States to defend the constitutionality of Acts of Congress.

This Office does not initiate any programs, have control of the Supreme Court litigation it is
required to conduct, or determine the number of appeal and amicus authorizations it handles.
Amicus filings often involve important constitutional or Federal statutory questions that will
fundamentally affect the administration and enforcement of major Federal programs. Examples
in recent Terms include cases presenting significant issues of criminal procedure (affecting the
government’s ability to succeed in prosecutions), as well as important issues under the civil
rights laws (such as the Voting Rights Act and the Americans with Disabilities Act), the
environmental laws (such as the Clean Water Act), and many others.

The following table provides a fiscal year snapshot of matters pending at the beginning of the
Term of the Supreme Court, additional matters received, completed appellate determinations,
certiorari determinations, miscellaneous recommendations, and oral arguments before the
Supreme Court.

FY | Supreme | Matters Addl. Appellate Certiorari Miscellaneaus Oral
Court | Pending | Matters | Determinati Determinati Rec dati Arg 1
Term Received

13 | 2012 384 3,668 563 714 525 66

12 | 2011 458 3,728 614 686 553 58

111 2010 520 3,528 685 892 722 57

10 | 2009 517 3,959 667 94 628 57

The figures on determinations and recommendations provided in this document do not directly
correspond with the figures provided on the Office’s Workload Measurement Tables. Our
Workload Measurement Tables track our workload by case; these figures track our workload by
determination. Often, the Office of the Solicitor General will receive a request for authorization
that includes more than one potential outcome: for example, the Solicitor General may receive a
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request for authorization for rebearing en banc, or, in the alternative, for a petition for a writ of
certiorari. In that case, the Solicitor General may make two determinations; (1) no rehearing and
(2) no certiorari. Our Workload Measurement Tables reflect that as a single request; here, we
have provided a separate accounting for each determination. Additionally, the figures provided
in this document under “miscellaneous requests” include requests for authorization of settlement,
for stays, and for mandamus, while the figures on the Performance Measurement Tables do not
include such requests. :

The figure for oral argument participation reflects the number of oral arguments the Office
presented to the Supreme Court as a party, amicus curiae, or intervener; it does not reflect the
total number of underlying cases for each of those arguments.
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2. Performance, Resources, and Strategies

The Office of the Solicitor General’s only decision unit-—Federal Appellate Activity—contributes to
the Department’s Strategic Goal 2: Prevent Crime, Protect the Rights of the American People, and
Enforce Federal Law. The decision unit’s total resources fall under the Department’s Strategic
Objective 2.6 — Protect the federal fisc and defend the interests of the United States.

a. Performance Plan and Report for Outcomes

Because the work of the Office is primarily governed by the Supreme Court’s schedule, the Office
tracks its workload by Supreme Court Term. Fiscal years roughly correspond to Supreme Court
Terms, which run from July of the Term year through June of the next year.

The first performance measure reflects “cases in which the Solicitor General participated” During
the 2013 (FY 2014) Supreme Court Term, the Solicitor General participated in cases and it is
anticipated OSG will meet its target of cases in the 2014 (FY 2015) Term.

The second performance measure reflects “Requests for determinations regarding appeal, certiorari,
or other matters to which the Solicitor General responded” During the 2013 (FY 2014) Supreme
Court Term, the office responded to requests. It is anticipated OSG will meet its target of cases
within the allotted reporting period.

The Office of the Solicitor General does not initiate any programs, have control over the number of
Supreme Court cases it is required to handle, or determine the number of requests for appeal, amicus,
or intervention authorizations it receives. In the vast majority of cases filed in the Supreme Court in
which the United States is a party, a petition is filed by an adverse party and the United States is
obliged to respond in some way, either by filing a brief or (after review of the case) waiving the right
to do so. Additionally, the Office does not control the number of cases in which the Supreme Court
formally requests the Solicitor General to express the views of the United States. Thus, performance
measures may vary widely from year to year which increases the likelihood that OSG’s actual
measures will also vary widely from projected goals. The number of cases in which the Solicitor
General petitions the Supreme Court for review, acquiesces in a petition for a writ of certiorari filed
by an adverse party, or participates as an intervenor or as amicus curiae is governed exclusively by
the Solicitor General’s determination that it is in the best interests of the United States to take such
action,

b. Strategies to Accomplish Outcomes

To fulfill the Office of the Solicitor General’s critical mission of representing the interests of the
United States in the Supreme Court, the Office will devote all resources necessary to prevail in the
Supreme Court. For FY 2016, OSG is requesting base funding of 55 positions, 56 FTE, and
$11,885,000 to accomplish its goals. '

OSG has experienced an increase in several Court related activities. In addition, the OSG has faced a
set of new expectations, and has been called upon to assume added responsibilities. OSG attorneys
have briefed and argued particularly difficult and technical civil and civil rights cases in the
2012-2013 term. Major cases have included Fisher v. University of Texas, on affirmative action;
Shelby County v. Holder, on the constitutionality of Section 5 of the Voting Rights Act;
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Hollingsworth v. Perry, on whether the Equal Protection Clause prohibits California from
defining marriage as the union of a man and a womnan; United States v. Windsor, on the
constitutionality of the Defense of Marriage Act; and 4ssociation for Molecular Pathology v.
Mjyriad Genetics, Inc., which asks whether human genes are patentable.

In the 2013-2014 term, difficult constitutional and statutory issues predominate in the major
cases that OSG has been asked to handle. Included are major criminal cases such as Unifed
States v. Wurie, which asks whether the Fourth Amendment permits the police, without obtaining
a warrant, to review the call log of a cell phone found on a person who has been lawfully
arrested; cases involving constitutional limitations on federal authority such as Bond v. United
States, which presents the question whether the Chemical Weapons Convention Implementation
Act is a valid exercise of Congress’s commerce and treaty powers; major environmental cases
such as Utility Air Regulatory Group v. EPA, which challenges EPA’s regulation of certain
greenhouse gas emissions under the Clean Air Act; and other cases of note such as McCutcheon
v. Federal Election Commission, which tests whether statutory limits on contributions to non-
candidate national party committees are constitutional. Finally, the government’s response to
terrorism and economic distress will continue to place new demands on OSG, which it stands ready
to meet.

c. Priority Goals
OSG’s general goals for FY 2015 are as follows:
» Representing the interests of the United States in the Supreme Coutt.

* Devoting all resources necessary to prevail in the Supreme Court.

V. Program Increases by Item: N/A
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I. Overview

A. Introduction

The Tax Division has one purpose: to enforce the nation's tax laws fully, fairly, and consistentl
through both criminal and civil litigation. To accomplish this, the Tax Division requests a total of 639
permanent positions (377 attorneys), 534 full-time equivalent (FTE) work years and §1 13,078,000 for
FY 2016.

The United States engages with all Americans through our tax system. We ask our citizens,
residents, and those who eamn income in this country to report their confidential financial information
annually and to self-assess and pay their tax liabilities. These tax collections then fund government
services, from national defense to national parks. The United States, therefore, has an obligation to
ensure fair and consistent enforcement of our tax laws. We owe each person and business complying
with the tax laws a commitment to enforce the laws against those who do not comply. We also owe
every taxpayer the assurance that our tax laws will be enforced on a consistent basis throughout the
nation. Meeting these obligations is the Tax Division’s central mission.

The Tax Division represents the United States in virtually all litigation — civil and criminal, tric
and appellate — arising under the internal revenue laws, in all state and federal courts except the Unitec
States Tax Court. To assist the Internal Revenue Service (IRS or the Service) in effectively enforcing
the tax laws, Tax Division litigators must support the Service’s investigations and determinations in ci
cases and also prosecute criminal violations of the revenue laws, Tax Division civil litigators enforce
the Service’s requests for information in ongoing examinations, and collect and defend tax assessment
when the Service’s examinations are complete. The Civil sections of the Tax Division have, on averaj
nearly 6,600 civil cases in process annually. In any given year, the Tax Division’s civil appellate
attoreys handle about 700 civil appeals, about half of which are from decisions of the Tax Court, whe
IRS attorneys represent the Commissioner. To help achieve uniformity in nationwide standards for
criminal tax prosecutions, the Tax Division’s criminal prosecutors authorize almost all grand jury
investigations and prosecutions involving violations of the internal revenue laws. Alone or in
conjunction with Assistant United States Attorneys, Tax Division prosecutors investigate and prosecut
these crimes. The Division authorizes between 1,300 and 1,800 criminal tax investigations annually.

The Tax Division’s litigation activities are an indispensable part of our Nation’s tax system. T
Division contributes to tax enforcement in many ways: by the immediate and long-term financial impz
of its cases; by the salutary effect our civil and criminal litigation has on voluntary compliance with th
tax laws; by ensuring fair and uniform enforcement of the tax laws; by defending IRS employees agail
charges arising from the conduct of their official duties; and by lending the financial-crimes expertise
our tax prosecutors to the enforcement of other laws with financial aspects.

1. Financial Impact: Immediate as well as Long-Term. The Division’s work has an immediate
financial impact on the Federal Treasury. From FY 20010 - FY 2014, the Tax Division’s
investment in attomneys has yielded a 12:1 payoff for the Federal Treasury. That is, taking into
account the tax dollars collected and the tax refunds not paid as a result of our tax litigation, th
Division’s trial attorneys have returned $12 for each dollar invested
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Return on Investment for Tax Division Attorneys

2010 2014 2012 2013 2014
Collections in millions $566 $112 $292 $235 $112
Refund Suit Savings in millions* $174 $440 $1,139 $977 $253
Total in millions $1,280 $552 $1,431 $1,212 $365

Dollars collected, refunds saved per . . - . . . L R
attomey FTE . L .. 1%$.32487311¢ 1,419,023'1'$.. 3,836,461 | $ . 3,404,494 |'$, : 1,106,061

Modilar cost per aLtoOMEYIFTE"
Retum on Investment per Attorney

FTE 16:1 7:1 17:1 15:1 5:1
5 year Average 12:1
4 year Average 141 11:1

*Includes only amounts involved in litigation completed during each fiscal year

Yet, significant as these dollars are, they pale in comparison to the long-term financial impact of the
Division’s work The Division is currently defending refund suits that collectively involve over $8.9
billion dollars.! This amount measures only the amount involved in the lawsuits themselves. It does
not include the amounts at issue with the same taxpayers for other years or the amounts at issue with
other taxpayers who will be bound by the outcome of the litigation. Decisions in the Division’s
cases may reduce the need for future administrative and judicial tax proceedings, by creating binding
precedents that settle questions of law that govern millions of taxpayers. Moreover, millions more
dollars are saved each year because the Division successfully defends the Government against many
other tax-related suits brought by taxpayers and third parties.

2. Improving Voluntary Compliance. The Tax Division’s success rate in its litigation — more than
90% — has an enormous effect on voluntary tax compliance.> By law, the IRS cannot make public
the fact of an IRS audit, or its result. By contrast, the Tax Division’s important tax litigation
victories recewe wide media coverage, leading fo a significant multiplier effect on voluntary
compliance.® Efforts of the IRS and the Tax Division are having a positive effect on voluntary
compliance. According to the most recent survey by the IRS Oversight Board, 86 percent of those

' See IRS Data Books 2013, http://www.irs.gov/uac/SOI-Tax-Stats-Data-Book, Table 27.

7 A widely regarded study concluded that the marginal indirect revenue-to-cost ratio of a criminal conviction is more than
16 to 1. While no comparable study of civil litigation exists, the same research suggests that IRS civil audits -- the results of
which are not publicly disclosed -- have an indirect effect on revenue that is more than 10 times the adjustments proposed in
those audits. Alan H. Plumley, The Determinants of Individual Income Tax Compliance, pp. 35, 40, Internal Revenue
Service Publication 1916 (1996).

* “The IRS ... found that taxpayers who heard about RS audit activity via the media [rather than through word of mouth]
were less likely to cheat..” Leandra Lederman, The Interplay Between Norms and Compliance, 64 Ohjo. St. L. J. 1453,
1494-95 (2003), quoting Robert M. Melia, Is the Pen Mightier than the Audit?, 34 Tax Notes 1309, 1310 (1987).
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surveyed think it is “not at all” acceptable to cheat on taxes.' The public attitude that it is not at all
acceptable to cheat on your income taxes increased between 2011 and 2013 from 84 percent to 86
percent, while tolerance for tax cheating dropped from 14 percent to 12 percent. Also, the
Commissioner’s Offshore Voluntary Disclosure Initiatives, operating alongside the Division’s
ongoing criminal and civil enforcement actions concerning unreported offshore accounts, have
resulted in an unprecedented number of taxpayers — over 40,000 since 2009 — attempting to “returr
to the fold” by paying back taxes, interest and penalties totaling over $6 billion dollars. As an
integral part of the IRS’s enforcement efforts, the Tax Division is partially responsible for the IRS’
ability to collect over $2 trillion in taxes each year.’

3. Fair and Uniform Enforcement of Tax Law. The Tax Division plays a major role in assuring the
public that the tax system is enforced uniformly and fairly. Because the Division independently
reviews the merits of each case the Internal Revenue Service requests be brought or defended, it is
able to ensure that the Government’s litigating positions are consistent with applicable law and
policy. An observation about the Division made nearly 70 years ago still rings true today: “[T]he
Department of Justice, as the Government’s chief law office, is in a position to exercise a more
Jjudicial and judicious judgment... With taxes forming a heavy and constant burden it is essential th
there be this leavening influence in tax litigation. Next to the constant availability of the courts, th
existence of the Division is the greatest mainstay for the voluntary character of our tax systf:m.”6

4. Defending IRS Officials and the United States against Damage Suits. The Tax Division
effectively defends IRS agents and officers, and the Government itself, against unmeritorious
damage suits. Absent representation of the quality provided by the Division, these suits could
cripple or seriously impair effective tax collection and enforcement.

5. Expertise in Complex Financial Litigation. The Division’s investigations, prosecutions, and civil
trials often involve complex financial transactions and large numbers of documents. The Division
able to use the unique expertise its attorneys have developed in litigating complex tax cases to assi:
in other important areas of law enforcement, including:

* fighting terrorism as part of the Joint Terrorism Task Force, by investigating and prosecuting
people and organizations that funnel money to terrorists;
* combating financial fraud as part of the President’s Financial Fraud Enforcement Task Force;

* reducing drug trafficking as part of the Organized Crime and Drug Enforcement Task Force
(OCDETF); and investigating public corruption by working on prosecution teams with attorney
from various United States Attorney’s Offices and the Department’s Criminal Division.

4 See IRS Oversight Board 2013 Taxpayer Attitude Survey, February, 2014,
http://www.treasury.gov/irsob/reports/Pages/default. aspx.

5 .
See Internal Revenue Service Data Book, 2013, Table 1, http://www.irs.gov/uac/SOI-Tax-Stats-IRS-Data-Book.

6 .
Lucius A. Buck, Federal Tax Litigation and the Tax Division of the Department of Justice, 27 Va. L. Rev. 873, 888
(1940).
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B. Full Program Costs

The FY 2016 budget request assurnes 72% of the Division’s budget and expenditures can be
attributed to its Civil Tax Litigation and Appeals and 28% percent to Criminal Tax Prosecution and
Appeals. This budget request incorporates all costs, including mission costs related to cases and matters,
mission costs related to oversight and policy, and overhead.

C. Environmental Accountability

The Tax Division has in place existing policies to incorporate environmental accountability in its
day-to-day operations. These include green purchasing policies such as: (i) mandating the purchase of
recycled paper products (copier/printer paper, paper towels) and (ii) training and written guidance on
green purchasing for those employees responsible for purchasing office supplies. In addition, the Tax
Division reduces waste and environmental impact by: (i) setting the default on printers to two-sided
printing; (ii) placing recycling bins for paper, glass, aluminum, and plastic in central locations and
providing paper recycling containers for individual employee use; (iii) recycling used printer cartridges;
(iv) promoting distribution of documents in electronic format only; (v) promoting scanning instead of
photocopying; and (vi) recycling Blackberries, cell phones, laptops, computers and computer battery
packs. The Tax Division has an environmentally sound destruction method in which sensitive materials
that previously were burned are now shredded and recycled.

The Division continues to work to reduce the environmental impact of its buildings. The
Division is working with each building’s Property Manager as they pursue LEED Certifications for their
facilities through the General Services Administration and U.S. Green Building Counsel. On May 25,
2012, the Patrick Henry Building earned a Prestigious “LEED Silver Certification. Tax-occupied space
in the Judiciary Center Building has been retrofitted with energy-efficient light fixtures and light bulbs,
and motion sensors have replaced light switches throughout the Patrick Henry Building. The Division
works with construction and maintenance contractors to use green materials whenever possible.

D. Performance Challenges

The Tax Division faces two serious and immediate challenges to the accomplishment of its
mission.

External — Reducing the Tax Gap amid Increasing Globalization

The IRS collects more than $2.27 trillion annually. More than $2.21 trillion (or 97% of total
collections) results from taxpayers’ voluntary compliance with the tax law; the remainder, $65 billion,
comes from enforcement activity. The IRS estimates that the annual tax gap — the difference between
taxes owed and taxes paid voluntarily and timely — is more than $450 billion, an increase of $10S billion
over the last estimate. The new tax gap estimate represents the first full update of the report since the
last review in 2007. The IRS Oversight Board cited “Reducing the Tax Gap” as the “most serious
problem facing tax administration today.”” This problem is exacerbated by the vast increase in financial
globalization, which has expanded the opportunities for assets and income to be easily hidden offshore.

7 IRS Oversight Board, FY 2009 Budget Recommendation, Special Report, March 2008,
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Reducing the tax gap will require increased enforcement. The challenge is to narrow that gap
a manner that not only collects the revenue due, but also assures the public that enforcement actions a
vigorous, fair, and uniform.

Internal — Retaining an Experienced Workforce to Handle Complex
Litigation
The Tax Division’s workload is directly related to IRS enforcement efforts. Historically, an
increase in IRS enforcement activity leads to increased Division workload, with a lag time of about tw
years. Moreover, it is expected that the Division’s case mix — both civil and criminal — will continue t
become increasingly complex, as the IRS focuses its enforcement efforts on offshore issues and on
taxpayer populations with more sophisticated tax issues, such as flow-through entities, high-income
individuals, and corporations.

It remains a challenge for the Tax Division to recruit, train and retain attorneys who can serve
effectively as lead counsel in our most complex cases. The existing caseload, coupled with increased
IRS enforcement, will likely lead to an increase in the numbers of these highly complex cases over the
next three years.

I1. Summary of Program Changes

None

IIL. Appropriations Language and Analysis of Appropriations Language

The Tax Division is not proposing new appropriations language for the FY 2016 President’s Budge
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1V. Decision Unit Justification

Tax Division Direct Pos. | Estimate Amount
FTE

2014 Enacted 639 534 104,470
2015 Current Services 639 534 106,674
Adjustments to Base and Technical Adjustments 0 0 6,404
2016 Current Services 639 534 113,078
2016 Program Increases 0 0 0
2016 Program Offsets 0 0 0
2016 Request 639 534 113,078
Total Change 2015-2016 0 0 6,404
Tax Division-Information Technology Breakout | Direct Pos. | Estimate Amount

(of Decision Unit Total) FTE

2014 Enacted 15 15 6,370
2015 Current Services 15 15 6,405
Adjustments to Base and Technical Adjustments 0 0 0
2016 Current Services 19 19 6,171
2016 Program Increases 0 0 0
2016 Program Offsets 0 0 0
2016 Request 19 19 6,171
Total Change 2015-2016 4 4 (234)
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1. PROGRAM DESCRIPTION

a) CIVIL TAX LITIGATION

The Tax Division is responsible for litigating all matters arising under the internal revenue laws
in all state and federal trial courts, except the Tax Court, and in appeals from all trial courts, including
the Tax Court. Tax Division trial attorneys defend the United States in suits brought against it relating
to the tax laws, including tax shelter cases, refund suits, and other suits seeking monetary or other relief.
Tax Division trial attorneys also bring suits that the IRS has requested, including suits to stop tax scam
promoters and preparers; suits to collect unpaid taxes; and suits to allow the IRS to obtain information
needed for tax enforcement. Tax Division civil appellate attorneys represent the United States in all
appeals from trial court decisions.

Halting the Spread of Tax Shelters

The proliferation of abusive tax shelters is a significant problem confronting our tax system.
Abusive tax shelters for large corporations and high-income individuals cost the government billions of
dollars annually, according to Treasury Department estimates,

Tax shelter litigation is among the most sophisticated and important litigation handled by the Tax
Division. Tax shelters are designed to generate large purported tax benefits using multiple entities and
complex financial transactions that lack a real business purpose or any real economic substance. Shelter
cases often involve well-disguised transactions and tax-indifferent parties located in other countries,
making case development and document discovery difficult and expensive. Successfully defending in
federal trial and appellate courts the IRS’s disallowance of sham tax benefits is critical to the
government’s efforts to combat abusive tax shelters. Because tax shelters typically involve enormous
sums of money and often attract significant media attention, a coordinated and effective effort is
essential to prevent substantial losses to the Treasury and deter future use of such tax shelters by other
taxpayers.

The Tax Division plays a critical role in the government's efforts to combat abusive tax shelters.
Defense of these cases involves more than a billion dollars in tax revenue, and affects billions more
owed by other taxpayers. For example, the United States recently prevailed in another foreign-tax-
credit-generator shelter, involving BB&T Corporation’s claim for more than $660 million in tax benefits
based on a sham transaction known as Structured Trust Advantaged Repackaged Securities (STARS).
Salem Financial, Inc. v. United States (Fed. Cl. 2013). The court ruled that BB&T was not entitled to
$660 million in tax benefits and also imposed $112 million in penalties. Barclays Bank PLC and KPMG
LLP jointly developed and marketed the STARS transaction to subvert the foreign tax credit rules and
generate illicit tax benefits to be shared among the transaction’s participants. In another significant case,
The Dow Chemical Company had engaged in a transaction in which it had claimed approximately $1
billion in tax deductions that were generated by a partnership known as Chemtech. Chemtech Royalty
Assoc. LLP v, United States (M.D. La. 2013). Dow sought to obtain deductions for making royalty
payments to itself, and depreciation deductions for a chemical plant that it had already depreciated. In
February 2013, the court determined that Dow’s transactions lacked economic substance and that the
Chemtech partnership should be disregarded because it had no purpose other than to create tax benefits.
The court also imposed penalties. The Tax Division also prevailed in thirteen consolidated cases
involving “business protection insurance.” Salty Brine I, Ltd. v. United States (N.D. Tex. 2013). The court
held that the “premiums” paid to purchase business protection insurance did not qualify for deduction as



331

business expenses and were in fact nothing more than transfers to offshore life insurance companies for
estate planning purposes.

In December 2013, in a case involving a COBRA shelter, the Supreme Court reversed an adverse
Fifth Circuit decision and held that the 40% gross valuation misstatement penalty is applicable when a
transaction is disregarded in its entirety for lack of economic substance. United States v. Woods
(Sup. Ct. 2013). The decision addressed a thorny TEFRA jurisdictional issue and held that the Tax
Court had jurisdiction to determine the applicability of the 40% penalty in a partnership-level
proceeding, distinguishing between the “applicability” determination and the ultimate imposition of the
penalty on partners. The Woods decision has favorably impacted several cases pending in various
appellate courts including the recent favorable decision by the Fifth Circuit in NPR Investments v.
United States. In 1998, attomeys Nix Patterson and Roach sued Big Tobacco and won $600 million in
attorneys’ fees, to be paid over a period of time, as well as $68 million in connection with tobacco
litigation in other states. With this money in hand, the partners sought ways to shelter themselves from
tax liability, and formed a partnership, NPR Investments, to invest in foreign currency. An audit
ultimately found, however, that the investment scheme had virtually no way for the partners to make a
profit. Rather, it generated $65 million in artificial losses for tax-deduction purposes as a “well-
recognized ‘abusive’ tax shelter.” The 5th Circuit found that the partnership and partners must pay
penalties for underpaying the Internal Revenue Service through this investment scheme and, pursuant to
the Supreme Court’s recent decision in Woods, NPR was subject to a 40 percent gross valuation
misstatement penalty. The court also determined that the individual partners must pay a “20 percent
penalty for the portion of underpayment of tax that is attributable to any substantial understatement of
income tax.”

Finally, the Tax Division prevailed in two cases involving “sale-in/lease-out” and “lease-
in/lease-out” (SILO/LILO) tax shelters: UnionBanCal Corp. & Subsidiaries v. United States (Fed, Cl.)
and Consolidated Edison Co. v. United States (Fed. Cir. 2013). % In October 2013, the Court of Federal.
Claims issued a favorable opinion in UnionBanCal concerning a LILO transaction involving & public
arena in Anaheim, California. The taxpayer had sought a refund of approximately $91 million. In
Consolidated Edison, the Federal Circuit unanimously reversed the lone trial court decision that
had upheld the purported tax benefits of the LILO shelter. In 2008, the United States prevailed
in several LILO shelter cases: BB&T v. United States (4th Cir. 2008), Fifth Third Bank v. United
States (S.D. Ohio 2008), and AWG Leasing Trust v, United States (N.D. Ohio 2008). After those
victories, the IRS announced a settlement initiative, with government-favorable terms, that resolved
approximately 80% of the IRS’s inventory of SILO/LILO cases. The Division has since continued to
win cases involving taxpayers who chose not to settle, including Wells Fargo v. United States (Fed. Cir.
2011), Altria Group v. United States (24 Cir. 2011), and the two Consolidated Edison Co. and
UnionBanCal referenced above.

The Tax Division anticipates that tax shelters will continue to be contested in the federal district
courts and in the Court of Federal Claims over the next several years.

Shutting Down Tax Scams, Shelter Promoters, and Fraudulent Return Preparers

The Tax Division has a successful injunction program that shuts down tax-fraud promoters and
fraudulent tax-return preparers. Some of the cases involve parallel criminal proceedings. These

¥ Sale-inflease-out (SILO) and lease-in/lease-out (LILO) transactions involve either a lease or a sale of assets, and then a
lease-back of those assets, from a tax-indifferent entity (e.g., a foreign entity or a U.S. non-profit) to a U.S, taxpayer, with no
change in the use of the assets, but generating immediate tax benefits for the U.5. taxpayer.
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promoters range from tax defiers selling frivolous packages that falsely promise to eliminate customers’
income tax entirely, to lawyers and accountants selling sophisticated, complex tax shelters to wealthy
business owners. Since the year 2000, the Tax Division has obtained injunctions against more than 500
tax-fraud promoters and unscrupulous tax-return preparers. )

In 2013, the Tax Division concluded civil actions resulting in permanent injunctions against I'TS
Financial LLC, the parent company of the Instant Tax Service franchise located in Dayton, Ohio, and
against Instant Tax franchises in Las Vegas, Kansas City, Los Angeles, and Indianapolis. Instant Tax
Service claimed to be the fourth-largest tax-preparation firm in the nation. In entering the permanent
injunction in November 2013 ordering ITS Financial LLC to cease operating, the court found,
"defendants' harm to the public is extensive and egregious, indeed appalling," and “especially so given
the nature of Instant Tax Service's core customer - the working poor - who are particularly vulnerable to
[the] Defendants' fraudulent practices.” United States v. ITS Financial, LLC et al, (S.D.Ohio 2013),
Similarly, in September 2013 the Tax Division obtained injunctions that permanently barred the owners
as well as a former manager of Mo' Money Taxes, the Memphis-based tax-preparation chain that at one
time operated as many as 300 offices in 18 states, from preparing tax returns for others and owning or
operating a tax return preparation business. United States v. Granberry et al. (W.D.Tenn. 2013). Earlier,
in March 2013 a federal district court in Tennessee permanently shut down a Nashville, Tennessee
licensee of Memphis-based Mo’ Money Taxes LLC and MoneyCo USA LLC. United States v. Fields et
al. (M.D.Tenn. 2013). We have obtained permanent injunctions against more than 60 other return
preparers in Indiana, Maryland, Missouri, Texas, Georgia, South Carolina, Florida, and California, who
were engaging in fraudulent practices.

The Tax Division also obtained injunctions against a number of fraudulent tax-scheme
promoters. For example, in October 2013, a federal court permanently barred Tobias Elsass and his
companies from preparing federal tax returns, promoting the availability of theft loss deductions, or
engaging in any other tax-related business. United States v. Elsass, et al. (S.D.Ohio 2013). The court
found that Elsass and Fraud Recovery Group promoted a nationwide scheme falsely informing their
customers that they were entitled to claim large theft loss tax deductions, and then preparing the tax
returns that improperly claimed such deductions. The court stated “there can be no doubt that the
collective transgressions represent concerted and conscious attempts to game the Nation’s income tax
system not necessarily for the benefit of FRG’s customers, but for the profit of Elsass himself.” At the
Tax Division’s urging, federal courts also enjoined a real estate appraiser who allegedly inflated
easement values on historic properties to help customers claim millions in improper deductions (United
States v. Ehrmann, et al.(N.D.Ohio)), and a Chicago lawyer from promoting tax fraud schemes and
from preparing various types of tax returns for individuals, estates and trusts, partnerships or
corporations to help facilitate the schemes (United States v. Stern (N.D.IIL 2013).

The schemes the Division has enjoined during the past ten years cost the Federal Treasury
billions in lost revenues and placed an enormous administrative burden on the IRS. If permitted to
continue unchecked, these schemes would undermine public confidence in the integrity of our tax
system, and require the IRS to devote substantial resources to detecting, correcting, and collecting the
resulting unpaid taxes.

The Tax Division continues to encourage the Internal Revenue Service to attack these schemes at
their source, by targeting and investigating the promoters before they attract more customers and require
mote IRS examination and collection activity. Division employees have helped train hundreds of
Internal Revenue Service agents and lawyers about developing injunction and penalty cases against tax
scam promoters.
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Injunctions to stop pyramiding of federal employment taxes

In addition to shutting down fraudulent return preparers and abusive tax scams, the Tax Division
also brings injunction actions to stop employers who are “pyramiding” their federal employment tax
liabilities. Employers are responsible for employment taxes, some of which are withheld from the
employee’s wages and paid over to the government, and others that are the direct obligation of the
employer to pay. When employers fail to pay these employment taxes for many quarters, interest and
penalties begin to accrue, which can result in “pyramiding” ~ tax liabilities accruing at a rate that makes
it unlikely that the employer will be able to bring its accounts current. The unpaid balance can reach
several billion dollars, When the IRS is unable to bring compliance, the Tax Division brings injunction
actions to compel employers to pay employment taxes. Such actions help to keep employers on track
with their tax obligations, and ensure that taxes withheld from employees® wages make their way to the
Treasury and are not diverted for other purposes.

Assisting with IRS Information Collection and Examinations

Individuals or businesses sometimes seek to thwart an IRS investigation by refusing to cooperate
with an IRS administrative summons requesting information. When that happens, the IRS asks the Tax
Division to bring suit in federal court seeking a court order to compe! compliance with the summons.
These judicial proceedings afford the government the ability to obtain information, while also providing
important procedural and substantive rights to those affected by the summons. The Division anticipates
more sensitive.and complicated summons matters, including summons cases related to offshore banking
activities of U.S, taxpayers, as well as summons requests made by foreign tax authorities pursuant to
treaty-based information exchange agreements,

The IRS is increasingly attempting to obtain information about United States persons who
maintain undeclared foreign accounts. In 2013 the district court in the Southern District of New York
authorized three John Doe summonses aimed at U.S. taxpayers who hold or held interests in offshore
financial accounts at Wegelin & Co., the oldest bank in Switzerland, Zurcher Kantonalbank, and The
Bank of N.T. Butterfield & Son Limited. In re Tax Liabilities of John Does. (S.D.N.Y. 2013). The
Division also obtained an order from district court in the Northern District of California authorizing the
IRS to summon information from Canadian Imperial Bank of Commerce FirstCarribean International
Bank. In re John Does (CIBC FirstCaribbean International Bank) (N.D. Calif.). These John Doe
summonses, and the information they provide, have an immediate and direct effct in bringing taxpayers
into compliance who were trying to evade taxation in the United States, as well as assure people who
pay their taxes that the government is pursuing those who do not. As one commentator noted, although
the Foreign Account Tax Compliance Act (FATCA) is in the news frequently as the cause of global
bank transparency, in reality, “bank secrecy was really broken by the John Doe summons.”

The Tax Division has also obtained authorization from numerous district courts to serve John
Doe Summonses on U.S. financial institutions seeking information requested by United States” treaty
partners. For example, we filed ten petitions secking authorization to serve John Doe summonses on
nineteen U.S. financial institutions seeking information requested by Norway pursuant to the United
States/Norway Convention. In the Matter of the Tax Liabilities of John Doe, Norwegian Taxpayer.
The district court also recently denied a petition to quash IRS summonses issued to two banks under a
treaty request from India. Kalra v. United States (N.D. Il.) The Tax Division’s assistance in these types
of cases is essential to continuing cooperation with our treaty partners in the global effort to combat tax
evasion.

-10-
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The Tax Division’s summons enforcement work in the past few years has been very effective.
The Division enforced summonses aimed at identifying high-income taxpayers who were “playing the
audit lottery.” By pursuing John Doe summonses, the Tax Division is able to secure the information
needed to conduct proper taxpayer examinations, and to defend IRS exam determinations in court
proceedings. The Division’s work in the area of summons enforcement is vital to tax compliance.

Collecting Unpaid Taxes

The Tax Division contributes to closing the tax gap through its civil litigation to collect tax
debts. The focus and goal of this litigation is to enforce the tax laws and collect taxes that would
otherwise go unpaid. Collection suits have a direct and positive effect on the Treasury. The Division
typically collects more each year than its entire budget, as illustrated by the following chart. Given that
the IRS only refers to the Tax Division tax debts that the IRS has been unable to collect through
administrative means, for example, because ownership of assets has been transferred away from the
taxpayer through fraudulent conveyances, title is clouded due to the presence of alter-ego or nominee
title holders, or assets are subject to competing lien interests that present complex questions at the
intersection of state and federal law, the Division’s efforts represent a considerable return on investment
in collecting the debts owed by the most recalcitrant taxpayers.

In addition to collection cases, the Tax Division also brings affirmative litigation to challenge the
discharge of tax debts in bankruptcy proceedings. The bankruptcy laws provide exceptions to discharge
where a fraudulent return has been made or where a taxpayer has acted to evade or defeat the assessment
or collection of tax. Where acts of fraud or evasion are present, the Division works to ensure that
unscrupulous taxpayers will not be allowed to avoid their tax obligations through bankruptcy filings.

Collections and Savings Compared to Appropriated Funds
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While the direct return alone is impressive, the Division’s collection litigation also brings
substantial indirect benefits. It assures honest taxpayers that those who engage in illegal activity will
suffer consequences, and boosts voluntary compliance by providing a deterrent to potential scofflaws.

Defending the United States

Tax cases filed against the United States comprise nearly 70% of the Division’s caseload, both in
the number of cases and the number of attorney work hours each year, The Tax Division has no choice
but to defend these lawsuits, which include requests for refund of taxes, challenges to final partnership
administrative adjustments (FPAAs) issued by the IRS, challenges to federal tax liens, petitions to quash
summonses, objections to tax claims in bankruptcy, claims of unauthorized disclosure, and allegations
of wrongdoing by IRS agents. The Division’s representation of the government saves the Treasury
hundreds of millions of dollars annually by retaining money that taxpayers seek to have refunded and by
ensuring that spurious damages claims are denied. As of September 30, 2013, the Division was
defending tax refund cases worth approximately $9.5 billion to the Federal Treasury.’

Many of these refund suits, like the sophisticated tax shelter cases described earlier, involve
issues that affect many taxpayers and involve large sums. For example, the Tax Division prevailed in a
case involving a utilities® attempt to accelerate $1.7 billion in cost basis and other deductions based on
future decommissioning cost liabilities. AmerGen v. United States (Fed. Cl.). AmerGen purchased three
plants in 1999 and 2000, and assumed the liability for decommissioning them in the future according to
Nuclear Regulatory Commission rules. (NRC allows up to 60 years for decommissioning.} AmerGen
estimated the cost to meet that liability to be $1.7 billion (in 1999 and 2000 dollars). AmerGen sought to
add that estimate to its cost basis in the plants as of the acquisition dates, and take additional
depreciation and goodwill amortization deductions based on that inflated basis. The court ruled in our
favor and found that AmerGen could not add $1.7 billion of estimated future decommissioning costs to
the cost basis of the three nuclear power plants.

The Tax Division has also litigated the significant question of the tax impact of insurance
company demutualization. Demutualization is a process by which a mutual insurance company converts
to a stock company. In the late 1990s and early 2000s, more than 30 mutual insurance companies
converted into stock companies through demutualization, raising tax issues for their more than 30
million shareholders who faced the amount of gain they needed to recognize from the
demutualization. The government did not prevail in the first case decided because the court applied the
open transaction doctrine in Fisher v. United States, 82 Fed. C. 780 (Fed. Cl. 2008). And, after Fisher
was decided, numerous taxpayers fited refund claims with untold millions at issue. Shortly thereafter,
another taxpayer filed a refund action in the United States District Court for the District of Arizona
related to taxes paid on the sale of stock received in the demutualization of five insurance companies,
and in 2013 the United States District Court for the District of Arizona rejected the analysis of Fisher
and held that the open-transaction doctrine did not apply to determine the basis of stock received by
taxpayers in the demutualization of insurance companies. Dorrance v, United States (D. Ariz. 2013). In
Reuben v, United States (C.D. Cal. 2013), the court granted summary judgment in favor of the United
States and found that the open transaction doctrine did not apply in determining the basis of stock
received in an insurance company demutualization and that plaintiff failed to meet his burden that
insurance premium payments were attributable to membership rights. As a result, the court determined
that plaintiff had zero basis in the shares.

% See IRS Tax Stats — 2013 Data Book.
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The insurance company demutualization litigation is an example of the Division’s work to both
make the law clear for taxpayers, as well as protect the federal fisc. Hundreds of millions of dollars
have been protected through the Division’s work.

Civil Appellate Cases

The Tax Division’s appellate attorneys represent the United States in all appeals involving
federal tax statutes in the United States courts of appeals and their state government equivalents (except
for appeals from the Southern District of New York). The Division's appellate attorneys also assist the
Solicitor General of the United States by preparing initial drafis of pleadings and briefs in tax cases filed
in the Supreme Court. The Division likewise closely reviews all adverse decisions entered by the lower
courts in tax cases to determine whether the government should appeal, and prepares a recommendation
to the Solicitor General. The appellate section generally recommends appeal only in those cases where
there is a substantial likelihood the government will ultimately prevail or where an important principle is
at stake. Careful review of these cases not only ensures that Department resources are spent wisely on
only meritorious appeals, but also advances the Tax Division’s mission of promoting the fair and correct
development, and uniform enforcement of the federal tax laws.

From 2009 through 2013, the Division’s Appellate Section won (in whole or in part) over 94%
of taxpayer appeals. Some of the more important recent appellate victories have been in tax shelter
cases. In Scott Blumn v. Commissioner (10" Cir.), for example, the Government prevailed on appeal in
which the taxpayer claimed a $45 million loss generated by an abusive tax shelter. In WFC Holdings
Corp. v. United States (8th Cir. 2013), Wells Fargo, utilizing a contingent-liability tax shelter promoted
by KPMQG, (i) created high-basis/low-value stock by transferring 21 “underwater” leases with an
expected $430 million liability from one subsidiary to a second subsidiary, along with an offsetting
asset, in exchange for the second subsidiary’s stock, and then (ii) sold the stock to Lehman Brothers,
recognizing a $423 million loss on the stock sale. The Eighth Circuit affirmed that the loss-generating
transaction satisfied the literal terms of the corporate-basis provisions of the Code, but lacked economic
substance.

CRIMINAL PROSECUTIONS AND APPEALS

The Tax Division authorizes, and either conducts or supervises almost all prosecutions arising
under the federal tax laws.'® The Division’s twin goals are to prosecute criminal tax violations and to
promote a uniform nationwide approach to criminal tax enforcement. In many cases, the Tax Division
receives requests from the IRS fo prosecute tax violations after the IRS has investigated them
administratively. In other cases, the IRS asks the Tax Division to authorize grand jury investigations to
determine whether tax crimes have occurred. Tax Division prosecutors review, analyze, and evaluate
these referrals to assure that uniform standards of prosecution are employed and that criminal tax
violations warranting prosecution are prosecuted. Afier the Division authorizes tax charges, the cases
are handled either by a United States Attorney’s Office (USAO) or, in complex or multi-jurisdictional
cases, or cases in which the USAOQ is recused or requests assistance, by the Tax Division’s experienced
prosecutors. In addition to their substantial litigation caseloads and review work, Tax Division
prosecutors also conduct training seminars for IRS criminal investigators and Assistant U.S. Attorneys
and often provide advice to other federal law enforcement personnel, including the DEA and FBI.

10 P . . " - ate .
o The Tax Division does not review or supervise most excise tax cases, which are the responsibility of the Criminal
ivision.
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The Tax Division’s criminal workload has grown and the sophistication of criminal cases has
increased steadily over the past few years. A greater proportion of cases now involve high net-worth
taxpayers and tax professionals who sell and implement complex tax products. During FY 2013,
Division prosecutors obtained 125 indictments and 107 convictions.

The Tax Division’s criminal trial attorneys investigate and prosecute iridividuals and entities that
attempt to evade taxes, willfully fail to file returns, submit false tax forms, steal identities for use in tax
refund schemes, or otherwise violate the federal tax laws. They also investigate and prosecute tax
violations along with other associated criminal conduct including securities fraud, bank fraud,
bankruptcy fraud, health care fraud, organized crime, public corruption, mortgage fraud, and narcotics
trafficking. In addition, Tax Division attorneys investigate and prosecute domestic tax crimes involving
international conduct, such as the illegal use of offshore trusts and foreign bank accounts to conceal
taxable income and evade taxes. They also conduct terrorism-related and Organized Crime and Drug
Enforcement Task Force (OCDETF) criminal investigations and prosecute organizers of internet scams.

The Tax Division’s Criminal Appeals and Tax Enforcement Policy Section (CATEPS) is
responsible for appeals in criminal tax cases prosecuted by Division attorneys and supervises aspects of
appeals in matters tried by USAOs around the country. Similar to the initial review of tax cases by
criminal trial attorneys, the appellate review plays a vital role in promoting the fair, correct, and uniform
enforcement of the internal revenue laws. CATEPS also assists in negotiating international tax
assistance treaties and in researching numerous policy issues, such as the application of the sentencing
guidelines.

Pure Tax Crimes

The core of the Tax Division's criminal work involves so-called “legal source income” cases.
These cases encompass tax crimes involving unpaid taxes on income earned legally (e.g., a restaurateur
who skims cash receipts or a doctor who inflates deductible expenses.) When these cases involve
difficult issues of tax law or complex methods of proof, United States Attorneys’ Offices often call upon
the special skills that Tax Division prosecutors bring to the Justice Department’s goal of combating
financial fraud and reducing white-collar crime.

Evasion of taxes on income from legal sources significantly erodes the federal tax base. The
Division’s enforcement activities are a strong counter to that erosion, providing a significant deterrent to
those who contemplate shirking their tax responsibilities. These prosecutions often receive substantial
local press and media coverage and assure law-abiding citizens who pay their taxes that tax cheats are
not getting away with it. The government’s failure to prosecute such cases effectively would undermine
the confidence of law-abiding taxpayers and jeopardize the government’s ability to operate a revenue
collection system whose cornerstone is voluntary compliance. For example, in February 2013, James
and Michael Farnell were sentenced to imprisonment of 42 months and 18 months, respectively, for tax
evasion. The Farnell brothers sold stock in the name of nominee trusts and did not report the capital
gains or pay the taxes on the capital gains.

Stolen Identity Refund Fraud

The nationwide reach of the Tax Division's centralized criminal tax enforcement serves another
important goal: it facilitates the Government's ability to respond efficiently and forcefully to often-
changing patterns of wrongdoing. The recent explosion in the use of stolen social security npmbers and
other personal identification information to file false tax returns seeking fraudulent refunds is an
example of this type of challenge.
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Referred to as stolen identity refund fraud or SIRF, the crime may be simple to describe, but has
proven complex both in its reach and in the extent of the criminal enterprises involved. The most
vulnerable members of our communities - the elderly, the infirm and grieving families - have been the
victims when social security numbers have been stolen or bought from institutions such as hospitals,
nursing homes, and public death lists. In a very real sense, every taxpayer is a victim when the IRS
issues a fraudulent refund to these thieves. ‘

In recognition of the severity of the problem, the Tax Division, in conjunction with the IRS and
United States Attorneys nationwide, has prioritized the investigation and prosecution of individuals who
engage in SIRF. The Division is targeting individuals involved in all stages of these schemes, including
those who illegally obtain the personal identifying information, those who file the false returns with the
IRS, those who knowingly facilitate cashing the checks or otherwise obtaining the refunds, and those
who mastermind or promote these scams. Depending on the facts of a particular case, the Government
can bring a variety of charges, including aggravated identity theft and theft of government property, in
addition to traditional tax charges such as filing false claims for refund and filing false tax returns.

Our prosecutors have obtained significant sentences in these cases. In October 2013, a corrupt
U.S. Postal Service mail carrier was sentenced to serve 111 months in prison for his role in a SIRF
scheme. A Louisiana woman who operated a tax preparation business was sentenced to 132 months in
July 2013 for her SIRF crimes. An Alabama state employee who had access to state databases stole
identities for use in a SIRF scheme, and she was sentenced to 94 months in prison in September 2013.

Recognizing the need for streamlined procedures for SIRF cases, the Department implemented
expedited procedures to enable law enforcement to move swiftly to shut down SIRF crimes, share
expertise and resources, and provide the IRS with information to intercept fraudulent refund claims
before the money is sent. Having been in place for over a year, U.S. attorneys request that the
procedures have successfully allowed quick enforcement efforts to shut down SIRF schemes.

Because stolen identity refund fraud is affecting many jurisdictions, the Department is working
closely with many United States Attorneys and the IRS to ensure effective information sharing and
investigative cooperation as permitted by law. The approach is yielding significant results. In October
and November 2013, two individuals pleaded guilty to SIRF-related charges in Tampa, Fla. The case
began when traffic stops performed by local law enforcement revealed stolen personal identifying
information and numerous prepaid debit cards in the names of others. The Tax Division recently
announced the establishment of a SIRF Advisory Board to develop and implement a national strategy to
ensure consistent and effective nationwide enforcement and to deter future SIRF crimes. The SIRF
Advisory Board will engage in the gathering and sharing of information among the Tax Division, the
IRS, U.S. Attorneys’ Offices, and other agencies, as well as provide training and assistance.

Combating Offshore Tax Schemes

The Tax Division continues to play a leading role in investigations and prosecutions involving
the use of foreign tax havens. Increased technical sophistication of financial instruments and the
widespread use of the internet have made it easy to move money around the world, Using tax havens
facilitates evasion of U.S. taxes and the commission of related financial crimes. According to a 2008
Senate report, the use of secret offshore accounts to evade U.S. taxes costs the Treasury at least $100
billion annually,

Offshore tax schemes are often difficult to detect and prosecute, so the IRS has allocated
resources to target taxpayers who engage in offshore activity for the purpose of underreporting income.
Income tax evaders and other criminals use banks located in countries that have strict bank secrecy laws
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and that will not, or cannot, provide assistance to investigators for the United States. Sophisticated
criminals may also use non-traditional tax haven countries. Despite these difficulties, the Division has
been successful in prosecuting these tax cheats.

In March 2013, Wegelin & Co., a Swiss private bank, was sentenced and ordered to pay
approximately $58 million to the United States for conspiring with U.S. taxpayers and others to hide
approximately $1.5 billion in Secret Swiss bank accounts from the IRS. The Tax Division has also
successfully prosecuted individuals who hide money in offshore accounts. Sameer Gupta was sentenced
to 19 months in prison in July 2013 for diverting funds from his wholesale merchandise business to
undisclosed foreign accounts at HSBC in India among other places.

The Department of Justice announced in August 2013 a program to encourage Swiss banks to
cooperate with the Department’s ongoing investigations of the use of foreign bank accounts to commit
tax evasion. Under the program, which is available only to banks that are not currently under
investigation by the Department for their offshore activities, participating Swiss banks will be required
to: agree to pay substantial penalties; make a complete disclosure of their cross-border activities; provide
detailed information on an account-by-account basis for accounts in which U.S. taxpayers have a direct
or indirect interest; cooperate in treaty requests for account information; provide detailed information as
to other banks that transferred funds into secret accounts or that accepted funds when secret accounts
were closed; and agree to close accounts of account holders who fail to come into compliance with U.S.
reporting obligations. Banks meeting all of the above requirements will be eligible for non-prosecution
agreements.

As part of the deferred prosecution agreement the Tax Division negotiated in 2009 with UBS,
Switzerland’s largest bank, as well as a 2009 agreement negotiated between the United States, UBS, and
the Swiss government to settle a civil summons enforcement proceeding brought by the Tax Division,
the IRS continues to receive account information about thousands of the most significant tax cheats
among the U.S. taxpayers who maintain secret Swiss bank accounts. Indeed, the IRS credits the
publicity surrounding the offshore enforcement efforts with prompting a huge increase in the number of
taxpayers who have “come in from the cold” and voluntarily disclosed to the IRS their previously
hidden foreign accounts. According to the IRS, its offshore voluntary disclosure programs have resuited
in the collection of more than $6 billion in back taxes, interest and penalties from over 40,000 voluntary
disclosures.

Prosecuting Abusive Promotions

The Division is actively engaged in prosecuting the promotion or use of fraudulent tax shelters
and other schemes to evade taxes and hide assets. The number of taxpayers who use these bogus
schemes to improperly reduce, or totally evade, their federal income tax liabilities has increased
significantly in recent years. Some schemes use domestic or foreign trusts to evade taxes. Promoters of
these schemes often use the Internet to aggressively market these trusts to the public, and rely upon
strained, if not demonstrably false, interpretations of the tax laws. Employing what they often call
“asset protection trusts” (ostensibly designed to guard an individual’s assets from legitimate creditors,
including the IRS), these promoters are in fact assisting taxpayers to fraudulently assign income and
conceal ownership of income-producing assets in order to evade paying their taxes.

In November 2013, Paul Daugerdas was convicted by a jury of a multibillion-dollar criminal tax
fraud scheme. Daugerdas, a lawyer, certified public accountant, and the former head of the tax practice
at the Jenkens & Gilchrist law firm, designed, marketed, and implemented fraudulent tax shelters used
by wealthy individuals to avoid paying taxes to the IRS. The ten-year scheme generated over $10
billion of fraudulent tax losses and netted Daugerdas approximately $95 million in profits. Numerous
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other individuals connected to this scheme were also convicted and sentenced to prison. For instance,
Donna Guerin, a former attorney at Jenkens & Gilchrist, pleaded guilty for her role in the scheme and
was sentenced in March 2013 to eight years in prison.

Return-Preparer Fraud

Corrupt accountants and unscrupulous tax return preparers present a serious law enforcement
concern. Some accountants and return preparers dupe unwitting clients into filing fraudulent returns,
while others serve as willing “enablers,” providing a veneer of legitimacy for clients predisposed to
cheat. In either case, the professionals often commit a large number of frauds, and their status as -
professionals may be perceived as legitimizing tax evasion, thereby promoting disrespect for the law.

John T, Hoang was sentenced to 48 months in prison in December 2013 for preparing false
income tax returns for himself and others. Hoang, who was a certified public accountant and an
attorney, prepared false tax returns for his clients by creating wholly fictitious business income and
expenses for what seemed to be a technology licensing business. The false information resulted in the
clients reporting fake losses that decreased the tax liability.

National Tax Defier Initiative

A certain segment of our citizenry flatly refuses to accept its tax obligations. These individuals
manufacture frivolous arguments against the clear language of the law. They also frequently devise
complicated schemes to-mask their activities. Often, they are affiliated with sovereign citizen
movements, who challenge the United States Government in numerous ways.

Tax defiers, also known as illegal tax protesters, have long been a focus of the Tax Division’s
investigative and prosecution efforts. For decades, tax defiers have advanced frivolous arguments and
developed numerous schemes to evade their income taxes, assist others in evading their taxes, and
frustrate the IRS, under the guise of meritless objections fo the tax laws. Frivolous arguments used by
tax defiers include, for example, spurious claims that an individual is a “sovereign citizen” not subject to
the laws of the United States, that the federal income tax is unconstitutional, and that wages are not
income. Schemes utilized include the use of fictitious financial instruments in purported payment of tax
bills, as well as the filing of false liens and IRS reporting forms, such as Forms 1099, designed to harass
and retaliate against government employees and judges. In the most extreme circumstances, tax defiers
have resorted to threats and violence to advance their anti-government agenda.

Because of this risk of violence, it is essential that local law enforcement be prepared to respond
rapidly to threats against agents, prosecutors, and judges. The Tax Division has thus implemented a
comprehensive strategy, using both civil and criminal enforcement tools, to address the serious and
corrosive effect of tax defier activity. The Division’s Tax Defier Initiative facilitates coordination
among nationwide law enforcement efforts. This coordination allows new or recycled tax defier
schemes and arguments to be quickly identified and a global, coordinated strategy to be developed.

For example, the “sovereign citizen” ideology overlaps with, and is often indistinguishable from,
tax defier rhetoric and tactics. Through the Tax Defier Initiative, the Division has leveraged our
expertise to develop a government-wide approach to monitoring and combating these crimes. Asa
result, our National Director for the Tax Defier Initiative, working with representatives of IRS Criminal
Investigation, the Treasury Inspector General for Tax Administration, the FBI Domestic Terrorism
Operations Unit, and the Department’s National Security Division, developed and implemented a
national training program for prosecutors and investigators. The close working relationships fostered by
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our Initiative have enabled us to identify and respond more quickly and efficiently to such trends in the
tax defier community.

‘In July 2013, James Timothy Turner was sentenced to 18 years in prison for promoting a tax
fraud scheme. Tumer, the self-proclaimed “president” of a sovereign citizen group called the “Republic
for the United States of America,” traveled the country conducting seminars teaching attendees how to
defraud the IRS by preparing and submitting fictitious “bonds” in payment of federal taxes. Turner also
taught people how to file retaliatory liens against government officials who interfered with the ’
processing of the fictitious “bonds.”

Counter Terrorism

Tax Division attorneys play an important role in the fight against international terrorism. Tax
Division attorneys lend their expertise to attorneys at the National Security Division and at U.S.
Attorneys’ Offices in prosecuting those who take advantage of the tax laws to fund terrorism, including
through the use of tax-exempt organizations. A Tax Division Senior Litigation Counsel is responsible
for managing matters associated with counter-terrorism and terrorist financing and leads teams of
attorneys in investigating, developing, and prosecuting criminal tax cases with a nexus to counter-
terrorism and terrorism financing.

Corporate Fraud and other Financial Crimes

Through the President’s Financial Fraud Enforcement Task Force, the Tax Division investigates
and prosecutes financial crimes such as corporate fraud and mortgage fraud. The Division also
cooperates with other law enforcement components in formulating national policies, programs,
strategies and procedures in a coordinated attack on financial crime.

Iuternational Cooperation to Investigate Evasion of U.S. Taxes

The Tax Division regularly provides advice and assistance to United States Attorneys and IRS
agents seeking extradition, information, and cooperation from other countries for both civil and criminal
investigations and cases. QOccasionally, the Tax Division provides assistance to attorneys from other
agencies and offices of the United States government, including the Federal Bureau of Investigation, the
Securities and Exchange Commission, and the Department of Homeland Security.

In addition, the Tax Division works to increase cooperation with foreign nations, recognizing
that reciprocal engagements ultimately further the Division’s mission. For example, the Division has
participated in consultations both with France and Canada in an effort to improve the exchange of
information under our income tax treaties with those countries. The Division periodically hosts visiting
delegations of tax officials from countries interested in learning more about federal tax enforcement in
the United States. The Division continues to work to increase cooperation between the United States
and countries in Latin America and the Caribbean by providing instructors for the International Law
Enforcement Academy in El Salvador.

The Tax Division is an important partner in the U.S. negotiating team for Double Taxation
Conventions, Tax Information Exchange Agreements, and other international agreements concerning tax
information. For example, the Tax Division participated in the historic negotiations that led to the
signing of Tax Information Exchange Agreements with the Principality of Liechtenstein and with
Gibraltar. Other negotiations are ongoing.

. 18-



Civil/Criminal Coordination

342

Finally, as part of its effort to stop abusive tax scheme promotions, the Division uses parallel
civil and criminal proceedings to pursue both civil injunctions and criminal prosecutions against those
who promote illegal schemes. To ensure that the IRS and Division attorneys make maximum use of all
available legal remedies, the Division has named two Special Counsel for civil/criminal coordination.
The Special Counsel provide agents and attorneys with one-on-one assistance in handling parallel civil
and criminal proceedings, lead an IRS-DQJ working group formed to promote better coordination of
parallel proceedings, conduct training for IRS and Division attorneys, and participate in various bar
panels. The Division also maintains an online resource library on criminal tax prosecutions and parallel

proceedings.
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3. Performance, Resources, and Strategies

The General Tax Matters Decision Unit contributes to the Department’s Strategic Goal 2: Prevent
Crime, Protect the Rights of the American People, and enforce Federal Law. Within this Goal, the
Decision Unit’s resources specifically address Strategic Objective 2.6: Protect the federal fisc and

defend the interests of the United States.
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win, or taxpayer win; for this report, success occurs
if the Government wins in total or in part. Criminal
cases are favorably resolved by convictions which
includes defendants convicted after trial or by plea
agreement at the trial court level in prosecutions in
which the Tax Division has provided litigation
assistance at the request of a USAQO.

Data Collection and Storage: The Tax Division
utilizes a litigation case management system called
TaxDoc.

Data Validation and Verification: The Tax
Division has established procedures to collect and
record reliable and relevant data in TaxDoc.
Management uses the data to set goals, manage cases
and project workload. The statistics in this table are
provided on a monthly basis to Division
management for their review.

Data Limitations: The Tax Division lacks
historical data on some activities that are now
tracked in the case management system., The
information system may cause variations in the way
some statistics are presented.

The goals of the Tax Division are to increase
voluntary compliance, maintain public confidence in the
integrity of the tax system, and promote the sound
development of law.

Performance Measure 1: Percentage of Cases
Favorably Resolved

FY 2014 Actual: 96% for Civil Trial and 99% for
Criminal.

Discussion: The outcome measure for this decision unit
is favorable resolution of all cases. The Department of
Justice Strategic Plan sets Department-wide goals for the
litigating components: 90% of criminal cases favorably
resolved Department-wide and 80% of civil cases
favorably resolved. As illustrated in the chart “Cases
Favorably Resolved (TAX),” the Tax Division has
exceeded the Department’s goal for the last several
years. In FY 2014, favorable outcomes were achieved in
96% of all civil and 99% of all criminal cases litigated-
by the Tax Division, including non-tax cases. To meet
the targets for this measure, the Tax Division requires
$113,078 thousand. These resources are essential if we
are to continue aftaining the Department’s targets for this
measure.
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assistance at the request of a USAO. Defendants acquitted are
defendants acquitted in the district court in cases in which the
Tax Division provided litigation assistance.

Data Collection and Storage: The Tax Division utilizes o
litigation case management system known as TaxDoc. The
Dwvision periodically reviews the complement of indicators that
are tracked.

Data Validation and Verification: There are procedures to
collect and record pertinent data, enabling Section Chiefs to
make projections and st goals based on complete, accurate and
relevant statistics.

Data Limitations: The Tax Division lacks historica! data on
some activities that are tracked in the case management system,
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Performance Measure 2: Criminal Investigation and
Prosecution Referrals Authorized

FY 2014 Actual: 664 Grand Jury Investigations and
1,233 Prosecutions

Discussion: The Tax Division also measures the
number of authorized investigation and prosecution
referrals in criminal cases. In FY 2014, the Division
authorized 664 grand jury investigations and 1,233
prosecutions of individual defendants. Changes in the
number of authorized investigations are largely
proportional to the number of investigations initiated
by the Internal Revenue Service.

Consistent with Department guidance, there is
no FY 2015 or FY 2016 performance goal for
authorized investigations and prosecutions.

Performance Measure 3: Success Rate for Criminal
Tax Cases

FY 2014 Actual: 99%

Discussion: The Tax Division’s Criminal Trial
Sections assume responsibility for some cases at the
request of the USAOs, generally multi- jurisdictional
investigations and prosecutions, and cases with
significant regional or national importance. Although
many of these cases are difficult to prosecute, the
Division has maintained a conviction rate at or greater
than 95%. In FY 2014, the Division’s conviction rate
was 99% in tax cases.

For FY 2015, and FY 2016, the Tax Division
has established a conviction rate goal of 95%. While
the Tax Division is very proud of its conviction rate,
the emphasis is on uniform and fair enforcement of
the tax laws. ’

-22-
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Performance Measure 4; Civil Cases Successfully Litigated

FY 2014 Actnal: Trial Courts - 96%
Taxpayer Appeals — 94%
Government and Cross Appeals - 64%

Discussion: For civil cases, the Tax Division measures cases
successfully litigated, in total or in part, by the resolution of a
claim through judgment or other court order.

We anticipate that maintaining this level of success will
result in legal precedent that provides taxpayers, including
individuals, businesses and industries, with guidance regarding
their tax obligations; the collection of significant tax revenues;
and the protection of the government against unfounded taxpayer
claims. Many of the government appeals (and cross-appeals)
during the reporting period involve the same (or similar) issues,
so that a loss in a single case affects the outcome of multiple
appeals.

Performance Measure 5: Tax Dollars Collected and Retained

FY 2014 Actual: $112 Mitlion Collected and $253 Million
Retained

Discussion: The Tax Division collects substantial amounts for
the federal government in affirmative litigation, and retains even
more substantial amounts in defensive tax refund and other
litigation. For FY 2014, the Division collected $112 million and
retained $235 million.

In addition to this measurable impact, the Division’s
litigation affects the revenue at issue in many cases being
handled administratively by the IRS, and determines tax
liabilities of litigants for many tax years not in suit. Its litigation
successes also foster overall compliance with the tax laws. This
substantial financial impact is a consequence of the Division’s
consistent and impartial enforcement of the tax laws, The
Division does not measure these indirect effects of its litigation.
Without sufficient resources, the Division will be forced to focus
the majority of its resources on defensive cases which would
result in affirmative cases - cases the IRS requests the Division
to prosecute - being declined. If this occurs, the Division will
not be able to meet its targets for this measure.

a. Strategies to Achieve the FY 2016 Goals:
A strong tax system is vital to our national strength. It is

essential that taxpayers believe, with good reason, in the integrity
-23.

Civil Cases Snccessfully Litigated [TAX]

100%
80%
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40%
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QTrial Courts

Tax Debts Collected and Dollars Retained
{Ss in Millions)

51,200

$1,000

' $800
$600 1~
$400
$200

T N
R R R Y
2010 2011 2012 2013 2014

® Tax Debts Collected W Tax Dollars Retained

Data Definition: A decision is the resolution of a claim
through judgment or other court order. Each decision is
classified as 8 Government win, partial win, or taxpayer
win; for this report, success oceurs if the Govemnment wins
in whole or in part  Appellate cases are classified as
Taxpayer Appenls, Government Appeals, or Cross
Appeals. The number of Government or Cross Appeals is
generally less thon 10% of the number of taxpayer
appeals. Tax Debts Collected represents dollars collected
on pending civil cases and outstanding judgments. Tax
Dallars Retained represents the difference between claim
amount sought and received by opposing parties in refund
suits closed during the period.

Data Collection and Storage: The Tax Division utilizes a
case management system known as TaxDoc.

Data Validation and Verification: The Tax Division has
cstablished procedures to collect and record refinble and
relevant data in TaxDoc. Management uses the data 10 set
goals, manage cases and project workload. The statistics in
this table are provided on a monthiy basis to Division
management for their review,

Data Limitations: The Tax Debts Collected and Dollars
Retained indicator fluctuates in response to the type and
stage of litigation resolved during the year.
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of the tax system. It is fundamental that we meet our obligations to our citizens to ensure the full,
fair, and consistent enforcement of our tax laws. The Division’s long-standing coordinated
approach to tax enforcement is a particularly effective component to the Administration’s goal to
reduce the tax gap. Because the Tax Division’s work already encompasses the elements of an
effective tax enforcement program, the organization is well suited to expand existing programs with
greater benefits in return.

The Tax Division’s primary civil strategy to achieve its goals is to litigate federal civil tax
cases filed by and against taxpayers in the federal courts. Through this litigation, the Division
ensures the tax laws are properly enforced, by targeting particularly acute tax enforcement problems
that threaten tax administration. In carrying out its mission, the Tax Division conducts in each civil
tax case an independent review of the IRS’s views and administrative determinations to help ensure
that the Government’s position is consistent with applicable law and policy. This independence,
backed by a willingness to engage in aggressive litigation where appropriate, promotes the effective
collection of taxes owed, while also serving as a check against potential abuses in tax
administration.

While the Tax Division is and will remain responsive to shifts in criminal tax schemes,
enforcement of the criminal tax statutes against individuals and businesses that engage in attempts
to evade taxes, willful failure to file returns, and the submission of false returns, are at the core of
the Division's mission. Enforcement of the internal revenue laws serves the goals of both specific
and general deterrence. Enforcement of our criminal tax laws also helps us meet our responsibility
to all taxpayers who meet their obligations, to pursue those who do not.

724 -
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1. Overview for Criminal Division
A. Criminal Division Mission and FY 2016 Budget Summary

The Criminal Division’s mission is to develop, enforce, and supervise the application of all
federal criminal laws, except those specifically assigned to other divisions. Furthermore, the
Division must identify and respond to critical and emerging national and international criminal
threats and lead the enforcement, regulatory, and intelligence communities in a coordinated
nationwide response to reduce those threats.

The events of September 11, 2001, highlighted the need for increased nationwide coordination
and information sharing. The Division serves a critical role in coordinating among the
Department’s criminal law components, including the U.S. Attorneys’ Offices. Asa
“headquarters” office, the Division also serves as the central point of contact for foreign
countries seeking law enforcement assistance. No other organization within the Department or
the U.S. Government is equipped to fulfili this role — one that is more critical than ever
considering the continually increasing globalization and sophistication of crime.

To sustain mission needs, the Criminal Division requests a total of 1,063 permanent positions,
1,173 direct Full-Time Equivalent work years (FTE), and $242,476,000 in its Salaries and
Expenses appropriation for Fiscal Year (FY) 2016. The Division’s request will maintain the
current level of services, while providing funding for necessary resources to reform the Mutual
Legal Assistance Treaty (MLAT) process, support our international training programs, namely
the Office of Overseas Prosecutorial Development, Assistance and Training (OPDAT) and the
International Criminal Investigative Training Assistance Program (ICITAP), and combat the
growing and evolving cyber threat as well as the increasing threat of transnational intellectual
property crime.

B. Program Activities and Major Responsibilities

The Criminal Division engages in several program activities to achieve its mission: (1)
investigating and prosecuting, (2) providing expert guidance and advice, (3) reviewing the use of
law enforcement tools, and (4) fostering global partnerships. Every day, the Criminal Division
performs these functions at the forefront of federal criminal law enforcement.

(1) Investigating and Prosecuting

¢ Investigating and prosecuting the most significant cases and matters
¢ Coordinating a wide range of criminal investigations and prosecutions that span multiple
jurisdictions and involve multiple law enforcement partners

With its investigation and prosecution activities, the Division strives to support its mission by
investigating and prosecuting aggressively, but responsibly. By providing both national
perspective and leadership, the Division undertakes complex cases and ensures a consistent and
coordinated approach to the nation’s law enforcement priorities, both domestically and
internationally. The Division has a “birds-eye” view of white collar crime, public corruption,
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organized crime, narcotics, violent crime, and other criminal activities, and consequently is
uniquely able to ensure that crimes that occur across borders do not go undetected or ignored.

Select Recent Criminal Division Accomplishments

In FY 2014, the Fraud Section continued its investigation and prosecution of individuals
and entities for violations of the Foreign Corrupt Practices Act (“FCPA™) and related
crimes. During the fiscal year, the Fraud Section resolved 11 cases against corporations
with penalties and forfeiture in excess of $550 million, and it charged, or resolved
charges against 13 individuals in FCPA or FCPA-related cases.

The Securities and Financial Fraud Unit (“SFF”) of the Fraud Section continues to focus
on the prosecution of complex and sophisticated securities, commodities, and other
financial fraud cases. SFF has tackled some of the largest frauds in the financial services
industry and a wide mix of market manipulation and insider trading cases, including
conducting an ongoing investigation into possible manipulation of foreign exchange
rates, LIBOR, and other international interest rate benchmarks. During FY 2014, SFF
resolved five cases against corporations with penalties, restitution, and forfeiture
exceeding $484 million, and it charged, or resolved charges, against 49 individuals
including the conviction of three former corporate executives.

On June 30, 2014, BNP Paribas S.A. (BNPP), a global financial institution headquartered
in Paris, agreed to enter a guilty plea and pay $8.973 billion, including forfeiture of
$8.833 billion and a fine of $140 million, for conspiring to violate the International
Emergency Economic Powers Act (IEEPA) and the Trading with the Enemy Act
(TWEA) by processing billions of dollars of transactions through the U.S. financial
system on behalf of Sudanese, Iranian, and Cuban entities subject to U.S. economic
sanctions, The agreement by the French bank to plead guilty was the first time a global
bank has agreed to plead guilty to large-scale, systematic violations of U.S. economic
sanctions. The case was prosecuted by the Money Laundering and Bank Integrity Unit of
the Criminal Division’s Asset Forfeiture and Money Laundering Section (AFMLS), and
the Money Laundering and Asset Forfeiture Unit of the U.S. Attorney’s Office for the
Southern District of New York.

(2) Providing Expert Guidance and Advice

Developing and supporting effective crime reduction strategies and programs
Driving policy, legislative, and regulatory reforms

Providing expert counsel and training in criminal enforcement matters to state, local,
federal enforcement partners

The Criminal Division serves as the strategic hub of legal and enforcement experience, expertise,
and strategy in the fight against national and international criminal threats. Consequently, its
expert guidance and advice are crucial to the successful application of criminal law throughout
the country. The Division leads the national effort to address emerging criminal trends,
including the increasingly international scope of criminal activity. The guidance provided to
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U.S. Attorneys’ Offices and other federal law enforcement partners ensures the uniform
application of the law and furthers the Department of Justice’s mission to ensure justice.

Select Recent Criminal Division Accomplishments

e From June 16-27, 2014, the Albanian State Police deployed over 1,000 officersin a
multi-day operation to dismantle narcotics production in the town of:Lazarat in southern
Albania. Lazarat is known as a lawless, marijuana hub that has been off limits to the
police for approximately 15 years. Total annual production of marijuana has been
estimated at 1,000 tons, with an estimated street value in Western Europe of $6 billion.
For several months prior to the operation, ICITAP-trained undercover officers had
successfully infiltrated the village and were providing critical information. Despite
coming under fire from high-powered rifles, mortars, and rocket-propelled grenades, the
police units combined operational tactics with proactive negotiation resulting in the
surrender of cartel leaders and the arrest of 33 criminals. During the operation, police
used extensive personal protective equipment supplied by ICITAP and the New Jersey
National Guard. The police seized 362 light weapons; 24 machine guns; one anti-aircraft
gun; 210,000 rounds of ammunition; 1,200 bricks of high explosives; 625 grenades; 360
mortar rounds; 19 anti-personnel mines; and assorted drug processing equipment. In
addition, the police seized and burned over eight kilograms of heroin and nearly 57
metric tons of processed marijuana along with 135,000 marijuana plants.

(3) Reviewing the Use of Law Enforcement Tools

e Approving and overseeing the use of the most sophisticated investigative tools in the
federal arsenal :

The Division serves as the Department’s “nerve center” for many critical operational matters. It
is the Division’s responsibility to ensure that investigators are effectively and appropriately using
available sensitive law enforcement tools. These tools include Title III wiretaps, electronic
evidence-gathering authorities, correspondent banking subpoenas, and the Witness Security
Program, to name a few. In the international arena, the Division manages the Department’s
relations with foreign counterparts and coordinates all prisoner transfers, extraditions, and
mutual legal assistance requests. Lastly, the Division handles numerous requests for approval
from the field to use sensitive law enforcement techniques, in conjunction with particular
criminal statutes. For example, the Division reviews every racketeering indictment that is
brought across the nation. In these ways, the Division serves a critical and unique role.

Select Recent Criminal Division Accomplishments

s In 2014, the Computer Crimes and Intellectual Property Section (CCIPS) dismantled an
extremely damaging botnet and prosecuted its administrator. CCIPS was at the forefront
of a multi-national effort to disrupt the Gameover Zeus Botnet — a global network of
infected victim computers used by cyber criminals to steal millions of dollars from
businesses and consumers — and unsealed criminal charges in Pittsburgh, Pennsylvania,
and Omaha, Nebraska against Evgeniy Mikhailovich Bogachev, a Russian national who
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served as an administrator of the botnet. In a related action, U.S. and foreign law
enforcement officials worked together to seize computer servers central to the malicious
software or “malware” known as Cryptolocker, a form of “ransomware” that encrypts the
files on victims’ computers until they pay a ransom. This eriminal scheme generated
over $27 million in illicit profits. The Department obtained court authorization for the
FBI to provide victim information to Computer Emergency Response Teams (CERTS)
around the world and to private industry partners in a position to assist victims in ridding
their computers of the Gameover Zeus malware.

During FY 2013, the attorneys in the Division’s Office of Enforcement Operations’
Electronic Surveillance Unit reviewed 2,170 requests to conduct electronic surveillance,
covering 7,444 facilities. Those requests continue to increase in complexity, reflecting
targets’ (primarily narcotics traffickers) ever-increasing efforts to conceal their criminat
activities from law enforcement scrutiny and interference. Several of those cases
involved obtaining authorization for the first time ever to conduct electronic surveillance
on facilities using new and emerging technologies.

In addition, the Unit continued to be very active in providing electronic surveillance
training and guidance to Assistant United States Attorneys, as well as to investigative
agents from many law enforcement agencies. These trainings result in higher-quality
submissions from the field, allowing the unit to obtain the required authorizations from
the Criminal Division’s Deputy Assistant Attorneys General without unnecessary delays.

(4) Fostering Global Partmerships

Helping international law enforcement partners build capacity to prosecute and
investigate crime within their borders by providing training and assistance -
Negotiating Mutual Legal Assistance Treaties with international parties to enhance
cooperative efforts with international parties

The Division reaches out to its international partners to ensure the safety of Americans at home
and abroad. Posts in ten countries are maintained to foster relationships and participate in
operations with international law enforcement and prosecutors. The Division also has personnel
in developing democracies across the globe, providing assistance to foreign governments in
developing and maintaining viable criminal justice institutions; their responsibility is to sustain
democracy and promote greater cooperation in transnational criminal matters, and the capacity to
provide modern professional law enforcement services, based on democratic principles and
respect for human rights.

Select Recent Criminal Division Accomplishments

e Per the request of the U.S. Embassy in Kiev and the Prime Minister of Ukraine, ICITAP

deployed an elections security advisor on short notice to help the country prepare for the
May 25, 2014, presidential elections. On May 19, ICITAP took part on a U.S. Embassy
election security team that briefed Prime Minister Yatsenyuk and the heads of his
criminal justice and security ministries on recommendations to help ensure a stable and
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secure environment at 40,000 nationwide polling stations. ICITAP presented its
recommendation to immediately establish a Joint Operational Center (JOC), which would
allow for a single point to process election and security information and serve as a nexus
for unity of command during elections. Of the team’s 10 proposed recommendations, the
prime minister only approved ICITAP’s recommendation and directed the JOC to be
stood up immediately. During the week leading up to the elections, ICITAP responded to
the prime minister’s direct request for assistance in establishing the JOC. Ukraine’s
cabinet of ministers approved ICITAP’s recommendation on the same day it was
proposed and agreed to locate the JOC at Ukraine’s Central Elections Commission.

OPDAT’s Resident Legal Advisors (RLAs) in Indonesia supply on-going, vital support to
the Government of Indonesia on terrorism issues, working closely with the Attorney
General’s Terrorism and Transnational Crime Task Force (Satgas), which was created
with OPDAT assistance. This long-term relationship has been very productive, resulting
in the conviction of close to two hundred terrorists, as well as dozens of successful
human trafficking, intellectual property, and money laundering prosecutions. The Satgas
task force concept has served as a model for the creation of other specialized units, most
notably, the Anti-Corruption Task Force and the Natural Resources Crimes Task Force.

In just its first full year of operation, the OPDAT RLA program in Niger had a major
impact on the terrorism investigation and prosecution efforts in that country. Niger has
been confronted with threats from a variety of violent extremist organizations, including
this year’s incursions by Boko Haram. The OPDAT RLA, working cooperatively with
French, European Union, and other international partners, implemented a series of
activities designed to encourage Nigerien prosecutors, investigators, and judges to utilize
their laws, modern law enforcement tools, and cooperation to more fully and effectively
combat the terrorist threats. These efforts contributed to the successful use by Niger’s
specialized terrorism prosecutors and investigators of new investigative and procedural
tools that resulted in the arrest and indictment of multiple suspected terrorists.

In 2014, the OPDAT RLA program in Kenya, designed to improve the country’s capacity
to combat terrorism, terror financing (CFT), and money laundering (AML), achieved a
number of successes. For example, the RLA’s technical support to Kenyan counterparts
was critical to the establishment of Kenya’s new Financial Reporting Center (FRC), an
agency that handles AML/CFT reporting. The RLA’s work with the FRC and with the
Kenya prosecutor's office to improve its efforts to enforce the new terrorism and money
laundering laws and to begin to implement aspects of the mutual legal assistance and
asset forfeiture legislation led the international Financial Action Task Force to remove
Kenya from the International Cooperation Review Group (ICRG) process (the “black
list”). This was a significant milestone because it increases Kenya’s opportunities to
engage in international commerce and facilitates economic development.

Corruption remains the most significant crime problem in the Philippines, and
historically, most defendants have been acquitted after lengthy trial proceedings.
Accordingly, the OPDAT RLA has focused his efforts on supporting the institutional
development of the Office of the Ombudsman, which has the legal authority to prosecute
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major cofruption cases and is now enjoying an improving conviction rate. With
assistance from the RLA, the Ombudsman created pilot prosecutor/investigator teams for
high-profile cases, including the Pork Barrel scam, the most important corruption case in
recent Philippine history, This case has resulted in the indictment of three senators as
well as the investigation of various congressmen for steering development funds to non-
existent non-governmental organizations in return for large kickbacks.

¢ In Mexico, OPDAT’s relationships with the three branches of Mexican government have
resulted in transformational changes in the Mexican justice sector. The past year has
been particularly groundbreaking, as OPDAT RLAs have worked closely with the
Mexican legislature and Office of the Attorney General (PGR) to develop Mexico’s new
Code of Criminal Procedure, which finally passed on February 5, 2014. The new code,
which includes significant input from OPDAT, puts Mexico on a path towards an
accusatotial system, and is the basis for a three year training program to prepare the PGR
for the transition and greater coordination with the U.S. justice system.

* OPDAT RLAs working on Trafficking in Persons (TIP) in the Western Hemisphere are
helping DOJ respond to the Unaccompanied Children crisis by delivering critical
technical assistance to justice sector institutions in the region, as well providing
information to Department leadership and Congressional delegations as to the root causes
and circumstances surrounding the crisis. Specifically, the OPDAT RLA in Honduras is
traveling across the region to establish relationships and promote collaboration among the
neighboring countries, and is providing technical assistance in cases not only in
Honduras, but also in Guatemala and El Salvador. In Mexico, OPDAT RLAs are
expanding TIP programming to include other countries in the region, also contributing to
a much-needed regional approach and collaboration on this issue which affects U.S.
national security. ‘

C. The Criminal Division’s Strategic Priorities

The Criminal Division leverages its substantial expertise in a broad array of federal criminal
subject matters to help the Department achieve all three Strategic Goals: (1) Prevent Terrorism
and Promote the Nation’s Security Consistent with the Rule of Law, (2) Prevent Crime, Protect
the Rights of the American People, and Enforce Federal Law; and (3) Ensure and Support the
Fair, Impartial, Efficient, and Transparent Administration of Justice at the Federal, State, Local,
Tribal and International Levels (see table below).

Department of Justice’s Strategic Plan

1.1 Prevent, disrupt, and defeat terrorist operations
before they occur by integrating intelligence and

. law enforcement efforts to achieve a coordinated
Goal One: Prevent Terrorism and

. . response to terrorist threats
Prompte the I'\ilalmon S Slecu;xItJy 1.2 Prosecute those involved in terrorist acts
Consistent with the Rule of Law 1.4 Combat cyber-based threats and attacks through

the use of all available tools, strong public-private
partnerships, and the investigation and
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prosecution of cyber threat actors

Goal Two: Prevent Crime, Protect
the Rights of the American People,
and Enforce Federal Law

2.1 Combat the threat, incidence, and prevalence of
violent crime, by leveraging strategic partnerships
to investigate, arrest, and prosecute violent
offenders and illegal firearms traffickers

2.2 Prevent and intervene in crimes against vulnerable
populations and uphold the rights of, and improve
services to America’s crime victims

2.3 Disrupt and dismantle major drug trafficking
organizations to combat the threat, trafficking,
and use of illegal drugs and the diversion of illicit
drugs

2.4 Investigate and prosecute corruption, economic
crimes, and transnational organized crime

2.5 Promote and protect American civil rights by
preventing and prosecuting discriminatory
practices

3.1 Promote and strengthen relationships and
strategies for the administration of justice with

Goal Three: Ensure and Support the law enforcement agencies, organizations,

Fair, Iropartial, Efficient, and prosecutors, and defenders, through innovative
Transparent Administration of Justice leadership and programs

at the Federal, State, Local, Tribal 3.6 Prevent and respond to genocide and mass

and International Levels atrocities and ensure that perpetrators of such

crimes are held accountable in the United States,
and if appropriate, their home countries

In working to achieve these goals, the Division has identified the following key strategic
outcomes to address the country’s most critical justice priorities:

Ensuring trust and confidence in government institutions, by reducmg public
corruption at every level of government;

Ensuting the stability and security of domestic and global markets, as well as the
mtegnty of government programs, by reducing fraud, money laundering, and other
economic crimes;

Disrupting and dismantling criminal organizations and networks that act across
state and national boundaries and that threaten our country through violence, drug
trafficking, and computer crime;

Combating cyber-based threats and attacks;

Protecting our children from explmtatlon and vindicating human rights, wherever
possibie;

Promoting the Rule of Law around the world; and
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Supporting national security and crime-fighting efforts across federal, state, and local
