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A Procurement Guide 
for Better Election 
Cybersecurity
by Christopher Deluzio

Introduction

E lection officials across the country are turning 
their attention to procurement decisions about 
what equipment or services their jurisdiction 
might need going forward. Whether it’s review-

ing existing vendor relationships, considering new vendors 
for existing services, or even deciding whether to seek 
vendor support for something altogether new, officials 
face a bevy of difficult choices. The voting equipment 
and services jurisdictions purchase from vendors can have 
a substantial impact on the cybersecurity of elections, 
making these decisions quite consequential.

Vendors, of course, sell voting equipment — like opti-
cal scan systems, ballot-marking devices, and direct-re-
cording electronic (DRE) machines — and the three 
largest sellers of voting machines account for more 

than 90 percent of this market.1 But vendors also pro-
vide a range of other services and equipment, including 
e-pollbooks, election night reporting and tabulation 
systems, voter registration systems, ballot preparation 
services, and preelection logic and accuracy testing. As 
David Stafford, the supervisor of elections in Escambia 
County, Florida, told us, “The election vendors that we 
rely on are an integral part of election administration 
— they’re critical.”2

In the face of growing cyber threats and the sophistication 
of adversaries, local election officials must deploy best 
practices in the selection and management of election 
vendors. To that end, this guide provides election officials 
and policymakers with steps they can take to ensure better 
cybersecurity from private election vendors.
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Recommendations
 
We look at seven key areas election officials and policymak-
ers should consider as ways to achieve better vendor cyber-
security. These areas were selected based on the recommen-
dations of election officials and cybersecurity experts we 
interviewed in the process of developing this guide, as well 
as our analysis of existing reports on the subject.  

1. Source Code Disclosure
2. Robust Security Incident Reporting
3. Patching/Software Updates
4. Security Assessments/Audits
5. Regular Penetration Testing
6. Risk-Limiting Audit Support
7. Foreign Nexus Disclosure 

In this guide, we provide language to implement these 
recommendations through (1) new laws or regulations, as 
well as (2) requests for proposals (RFPs) or contracts — 
drawing on examples from states and local jurisdictions 
across the country.  

Of course, election security is a complicated topic involv-
ing dozens of considerations. This paper does not present 
an exhaustive list of vendor-related procurement best 
practices; rather it offers suggested language that juris-
dictions can use (in law or contract) to ensure they are 
protected in the areas listed above.

Those interested in a more complete list of items they 
should consider before putting out an RFP or entering 
into a contract with a private vendor may want to consult 
a forthcoming procurement guide from the Center for 
Internet Security. The guide should be released in late 
spring 2019 and will include specific language election 
offices can use to increase the likelihood of positive out-
comes in security.3 

1. Source Code Disclosure
Relevant vendor offerings: voting systems, e-pollbooks

WHY IT MATTERS

Requiring vendors to disclose source code used in relevant 
software provides several key benefits to election officials, 
including increased transparency and the ability to inde-
pendently audit and scrutinize code.  

In a 2015 report, the Brennan Center advocated for dis-
closure of source code, highlighting New York’s example 
of requiring vendors to permit the state to hold relevant 
code in escrow:

   “RFPs should provide jurisdictions with the right 
to maintain voting software. When New York State 
issued an RFP for new voting machines, it requested 
that the vendors permit the state to keep the system’s 
source code in escrow. The state insisted on terms 
that would allow them to procure services from other 
vendors if the original vendor went out of business or 
was unresponsive to the needs of an election agency.”4

Harvard’s Belfer Center made similar recommendations 
in its February 2018 publication, The State and Local 
Election Cybersecurity Playbook:

   “Election officials should have access to the source 
code for any critical system to perform internal or 
third-party reviews. This can be a sensitive subject 
because of intellectual property concerns, but being 
able to independently audit vendor-created code 
allows officials to ensure that the code is secure. It also 
guarantees that the code does not contain any 
potentially unwanted networking requests, transfers  
of sensitive information, or modifications to key 
algorithms and counting mechanisms.”5

ILLUSTRATIVE LANGUAGE

> Sample Legislative/Regulatory Language
Some states mandate by statute that vendors disclose 
source code for voting systems (something required under 
the U.S. Election Assistance Commission’s existing testing 
and certification regime6). For example:

   California: “No later than 10 business days after the 
Secretary of State certifies or conditionally approves 
the use of a new or updated voting system, the vendor 
or county seeking certification or approval of the vot-
ing system shall cause an exact copy of the approved 
source code for each component of the voting system, 
including complete build and configuration instruc-
tions and related documents for compiling the source 
code into object code, to be transferred directly from 
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either the United States Election Assistance Commis-
sion or the voting system testing agency that evaluated 
the voting system and is approved by the Secretary of 
State, and deposited into an approved escrow facility.”7

   Colorado: (1) A voting system provider under contract 
to provide a voting system to a political subdivision in 
this state shall:…(b) Place in escrow with the secretary 
of state or an independent escrow agent approved by 
the secretary of state, immediately after the installation 
of election software, one copy of the state certified 
election software that was installed in each political 
subdivision, along with supporting documentation; 
(c) Place in escrow with the secretary of state any 
subsequent changes to the escrowed election software 
or supporting documentation.”8

   New York: “Prior to the use of any voting machine or 
system in any election in the state,…the state board of 
elections and the local board of elections using such 
voting machine or system shall: 1. Require that the 
manufacturer and/or vendor of such voting machine, 
system or equipment shall place into escrow with the 
state board of elections a complete copy of all pro-
gramming, source coding and software employed by 
the voting machine, system or equipment which shall 
be used exclusively for purposes authorized by this 
chapter and shall be otherwise confidential.9

> Sample RFP/Contract Language
There may be situations where jurisdictions will want 
the flexibility to consider vendor offerings that provide 
disclosed source code (or open source offerings) against 
vendor offerings that do not provide such disclosures, par-
ticularly outside the voting systems context. For example, 
election officials will likely be best positioned to weigh 
the benefits of disclosure relative to other, competing of-
ferings from vendors. In those situations, election officials 
would be wise to seek source code disclosure through the 
procurement process, rather than through legislation.

RFPs might, for instance, express a policy preference for 
open source systems (San Francisco’s approach below) or 
mandate that vendors disclose relevant source code that 
is to be kept in escrow (which, as noted above, was New 
York’s tactic). For example:

   San Francisco RFP (2015): “Further, the City has 
established a policy that gives preference to imple-
menting voting systems designed using open source 
software. The City formally supports the development 
and eventual implementation of open source voting 
systems; thus, any organization or firm that has devel-
oped or is developing a voting system based on open 

source code, or intends to do so, and is moving, or, is 
preparing to move, its open source system through the 
certification processes is encouraged to reply to this 
RFI.”10

   Volusia County, Florida (RFP 2015): “In the event the 
Contractor ceases to maintain experienced staff and 
the resources needed to provide any required software 
maintenance while under an obligation to provide 
such maintenance, the County shall be entitled to 
have, use, and duplicate for its own use, a copy of the 
source code and any other Software required for a ful-
ly operational recovery, along with all documentation 
for the software products covered by the Contract in 
order for the County to use the Software in accor-
dance with the terms of the Contract.”11

2. Robust Security Incident Reporting
Relevant vendor offerings: all

WHY IT MATTERS

There is broad consensus that vendors should face man-
datory security incident reporting to relevant election 
officials. This information is invaluable to those officials, 
arming them with timely information needed to identify 
and resolve problems. Incident reporting also gives offi-
cials key data about vendor performance, enabling a better 
assessment of the vendor relative to others during future 
bidding. Consequently, vendors will be incentivized to 
bolster their internal cybersecurity.  

The National Academies of Sciences, Engineering, and 
Medicine’s recent report, Securing the Vote, recommended 
mandatory vendor reporting of voter-registration-related 
issues both to customers and key governmental officials:

   “Vendors should be required to report to their cus-
tomers, the U.S. Department of Homeland Security, 
the U.S. Election Assistance Commission, and state 
officials any detected efforts to probe, tamper with, or 
interfere with voter registration systems.”12

The U.S. Department of Homeland Security included in 
its set of “evaluative questions and considerations when 
selecting vendors” an incident-reporting-related inquiry:

   “What conditions will trigger vendor reporting of 
cyber incidents to purchasers?”13

Others, including the Brennan Center,14 have similarly 
called for vendor incident reporting:

   Belfer Center: “In your Service Level Agreements 
(SLAs), include clauses for vendors to notify you in 
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the event of a cybersecurity breach of their systems or 
other unauthorized access immediately after they be-
come aware and to cooperate with any consequential 
investigation, response, and mitigation.”15

   Brookings Institution: “Election technology vendors 
should also be required to promptly report any discov-
ered vulnerabilities to state election officials and the 
Department of Homeland Security.”16

   Center for Internet Security: “The following terms 
should be considered for inclusion in the agreements 
in order to satisfy the identified information security 
requirements:…incident management requirements 
and procedures (especially notification and collabora-
tion during incident remediation).”17

   Dwight Shellman, county regulation & support 
manager, Colorado Department of State: “Incidents 
that need to be reported can go beyond just a security 
breach and include hardware failure, unanticipated 
behavior of software, and behaviors that do not com-
port to description of software in user documentation. 
Incident reporting can be required as a condition of 
procurement, as condition of ultimate contract, or as a 
regulatory matter.”18

   Eric Fey (Democratic director of elections, St. Louis 
County, Missouri): “If vendors aren’t required to 
report security incidents, they won’t. That’s why it’s 
critical to include this requirement in an RFP.”19  

ILLUSTRATIVE LANGUAGE

> Sample Legislative/Regulatory Language
Mandatory incident reporting should be required of all 
election vendors in a state. For this reason, states should 
consider imposing this requirement through legislation. A 
federal bill from the prior Congress, the Secure Elections 
Act, provides useful language that mandates reporting 
within three days of discovery of an incident, while also 
requiring vendor cooperation with authorities.  

Secure Elections Act (S.2261):

   “If an election service provider has reason to believe 
that an election cybersecurity incident may have 
occurred, or that an information security incident 
related to the role of the provider as an election service 
provider may have occurred, the election service pro-
vider shall—(1) notify the relevant election agencies 
in the most expedient time possible and without 
unreasonable delay (in no event longer than 3 calendar 
days after discovery of the possible incident); and (2) 
cooperate with the election agencies in providing the 

notifications required under subsections (h)(1) and (i).”

   “The term ‘election cybersecurity incident’ means any 
information security incident involving an election 
system….The term ‘incident’ has the meaning given 
the term in section 3552 of title 44, United States 
Code,”20 which defines “incident” as “an occurrence 
that—(A) actually or imminently jeopardizes, without 
lawful authority, the integrity, confidentiality, or 
availability of information or an information system; 
or (B) constitutes a violation or imminent threat of 
violation of law, security policies, security procedures, 
or acceptable use policies.”21

Election rules in Colorado similarly mandate incident 
reporting and require notification of any voting system 
malfunction:

   “The voting system provider must submit a software 
or hardware incident report to the Secretary of State 
no later than 72 hours after a software incident has 
occurred.”22

   “A vendor or designated election official must notify 
the Secretary of State within 24 hours of a reported 
or actual malfunction of its voting system. The notice 
must include a description, date, and the names of 
those who witnessed the malfunction, as well as the 
procedures followed before the malfunction, and any 
error messages displayed. The notice may be verbal, 
but a written notice must follow.” 23

> Sample RFP/Contract Language
In addition, states may want to consider requiring the 
state’s chief election officials to notify locals when she 
becomes aware of any security breach that could impact 
their systems.24 Officials should memorialize in procure-
ment the mandatory reporting obligation coupled with an 
obligation to cooperate with the jurisdiction, whether or 
not the requirement for security incident reporting exists 
in state law or regulation. Ohio provides a useful example 
that mandates reporting within 24 hours of a security 
breach (defined broadly) and cooperation with any subse-
quent investigation:

Ohio (RFP 2013):

   “In case of an actual security breach that may have 
compromised SOS Data, including but not limited 
to loss or theft of devices or media, the Contractor 
must notify the SOS in writing of the breach within 
24 hours of the Contractor becoming aware of the 
breach, and fully cooperate with the SOS to mitigate 
the consequences of such a breach. This includes any 
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use or disclosure of the SOS Data that is inconsistent 
with the Terms of this Agreement and of which the 
Contractor becomes aware, including but not limited 
to, any discovery of a use or disclosure that is not con-
sistent with this Agreement by an employee, agent, or 
subcontractor of the Contractor. The Contractor must 
give affected the State full access to the details of the 
breach and assist each SOS in making any notifica-
tions to potentially affected people and organizations 
that the State deems are necessary or appropriate...” 25

3. Patching/Software Updates
Relevant vendor offerings: voting systems,  
e-pollbooks, voter registration databases,  
election-night reporting services

WHY IT MATTERS

Requiring vendors to provide software updates and 
patches will ensure that jurisdictions are using the most 
up-to-date software and that vendors are addressing 
improvements to software to address known vulnerabil-
ities, weaknesses, bugs, and other issues. In that sense, 
this requirement reinforces an ongoing commitment to 
cybersecurity and software performance throughout the 
lifecycle of a contract — without requiring jurisdictions 
to foot the bill after initial procurement.

The Belfer Center, for instance, recommends mandatory 
patching and that officials consider patching practices 
when scrutinizing vendors:

  “Mandate patching as part of a vendor request for 
proposal (RFP) contract[] and ensure that the patching is 
conducted securely and frequently.”26

   “Evaluate the levels of transparency associated with 
[vendors’] cybersecurity processes, and to what extent 
they will collaborate with you on key security risk-mit-
igation activities, including consequence management 
after a cyber incident. These would include…patch-
ing….”27

Similarly, the U.S. Department of Homeland Security 
recommends that election officials ask vendors to explain 
“patch management and update process” during the ven-
dor selection phase:

   “What is the vendor’s patch management and update 
process?”28

Doug Kellner, a co-chair of the New York State Board of 
Elections, suggested that jurisdictions retain the ability 
to seek upgrades and patches, as well as maintenance 
services, from vendors other than the original vendor: 

“Contracts should not prevent counties from adding 
patching from a different vendor. By just having the 
option of a different vendor, it dampens the monopoly 
pricing power. For maintenance of voting machines, the 
vendor will often be the incumbent, but if the incum-
bent starts charging excessive pricing, then that invites 
competition. It’s important that contract allows someone 
other than vendor to perform hardware maintenance on 
the machines.”29

Amber McReynolds, former director of elections for 
Denver, Colorado, recommended that jurisdictions con-
sider a 30-day pre-election “freeze window,” where all but 
non-essential, security related patches and updates would 
be prohibited across all systems in the leadup to voting.30

ILLUSTRATIVE LANGUAGE

> Sample RFP/Contract Language
Several jurisdictions have required mandatory software 
updates or patches through the procurement process.  
That approach makes sense given the unique nature 
of each specific procurement, and election officials we 
consulted endorsed this approach. Officials may want 
to include explicit language stating that the vendor shall 
provide these updates at no cost.

   Chicago (RFP 2017): “If Vendor or its subcontractors 
or manufacturers develops modifications, improve-
ments, or upgrades to any part of the voting devices 
during the five-year warranty period, Vendor must 
provide them to the Board free of charge. Vendor 
must provide, at no additional cost, all new releases, 
upgrades and patches of the software during the  
warranty period. Documentation must be updated 
and delivered within ten (10) days after the new 
release or upgrade.”31

   Jefferson County, Alabama (RFP 2015): “Successful 
bidder must provide warranty and maintenance  
coverage at no cost to the County the first year after 
final acceptance of system. Maintenance for the 
remainder of the contract term shall include routine 
maintenance, repairs of hardware/firmware and  
software malfunctions and provision of all system up-
dates, including any security updates and patches.”32

   Colorado (Contract 2006): “Contractor will, without 
charge to the State, correct any defects and make any 
additions, modifications or adjustments to any of  
the Deliverables or any update or revision to any software 
Deliverables as may be necessary to keep the Deliverables 
in operating order in accordance with specifications at all 
times in accordance with this Contract and the State-
ment of Work attached as Exhibit A.”33
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Edgardo Cortes, former Virginia commissioner of elec-
tions, noted that purchasing jurisdictions should make 
clear that “updates or patches should be subject to what-
ever testing and certification requirements are in place” 
to ensure that inserting updates or patches does not have 
unintended consequences on the security or reliability of 
the election system.34 

In addition, with respect to voting systems, in particular, 
officials should be mindful of the U.S. Election Assistance 
Commission System Certification Process and applica-
ble state laws that might limit when such patches can be 
implemented before elections.35

4. Security Assessments/Audits
Relevant vendor offerings: all

WHY IT MATTERS

Election officials should require vendors to submit to 
security audits, either by government officials or third par-
ties. Such assessments can provide officials with enhanced 
scrutiny of a vendor’s cybersecurity practices, helping 
officials ensure vendor compliance with contractual and 
regulatory requirements.  

The Center for Internet Security includes this suggestion 
— i.e., to subject vendors to outside audits — among its 
best practices for contracting with election vendors:

   “[A] best practice would be that the contractor is 
subjected to regular independent audits of security 
controls, with results available to the government 
organization. Elections officials may wish to have their 
own security audits. The contract will need to provide 
for this and the elections officials will need to set aside 
funds for the audits.”36

And the Belfer Center similarly advises officials to retain 
the power to audit vendors and/or to subject vendors to 
third-party assessments:

   “State/local contracts with vendors should include provi-
sions requiring vendors to conduct third-party vulnera-
bility assessments of their systems and share the results.”37

   “State officials should perform audits (and retain the 
right to do so) of a vendor’s security practices and 
protocols. This activity provides assurance that the 
vendor’s cybersecurity practices are robust and meet 
state and local security standards….”38

ILLUSTRATIVE LANGUAGE

> Sample Legislative/Regulatory Language
Officials could consider implementing this recommen-

dation either by statute or through the procurement 
process. By way of example, California’s election code 
mandates governmental inspections and testing of 
voting systems:

    “The elections official of any county or city using a 
voting system shall inspect the machines or devices at 
least once every two years to determine their accuracy.  
Any county or city using leased or rented equipment 
shall determine if the equipment has been inspected 
for accuracy within the last two years before using 
it for any election. The inspection shall be made in 
accordance with regulations adopted and promulgated 
by the Secretary of State. The elections official shall 
certify the results of the inspection to the Secretary of 
State.”39

   “The Secretary of State shall conduct random audits 
of the software installed on direct recording electronic 
voting systems…to ensure that the installed software 
is identical to the software that has been approved for 
use on that voting system. The Secretary of State shall 
take steps to ensure that the process for conducting 
random audits does not intentionally cause a direct 
recording electronic voting system to become more 
vulnerable to any unauthorized changes to the soft-
ware that has been approved for its use.”40

> Sample RFP/Contract Language
Officials looking to implement mandatory assessments/
audits through procurement should consider the option 
to outsource assessments/audits to third parties while 
retaining the option of government personnel conduct-
ing such assessments/audits. Officials should also look 
to require vendor cooperation. The example below, from 
Colorado, does not explicitly address the state’s ability to 
outsource to third parties, but officials may want to con-
sider such language (which is suggested as an edit below 
in brackets).

   Colorado (RFP 2013): “Contractor shall permit the 
State, the federal government, and governmental agen-
cies [as well as any third-parties acting on behalf of the 
State, the federal government, and/or governmental 
agencies] having jurisdiction, in their sole discretion, 
to monitor all activities conducted by Contractor pur-
suant to the terms of this Contract using any reason-
able procedure, including, but not limited to: internal 
evaluation procedures, examination of program 
data, special analyses, on-site checking, formal audit 
examinations, or any other procedures. All monitoring 
controlled by the State shall be performed in a manner 
that shall not unduly interfere with Contractor’s per-
formance hereunder.”41



A P R O C U R E M E NT G U I D E F O R B E T T E R E L E CT I O N C Y B E R S E C U R IT Y |  7

5. Regular Penetration Testing
Relevant vendor offerings: all

WHY IT MATTERS

Much like assessments of vendors’ security practices, pene-
tration testing of vendors should help to identify vulnera-
bilities before adversaries can exploit them. Here, as well, 
officials should retain the power to subject vendors to 
penetration testing by government officials and/or outside 
third parties.

Dwight Shellman of the Colorado Department of State 
told us that “it is absolutely essential that vendors consent 
to penetration testing of voting systems.”42 And Neal 
Kelley (Orange County, California’s registrar of voters) 
stressed that Orange County has taken advantage of the 
Department of Homeland Security’s vulnerability assess-
ment services and that vendors should be subjected to 
similar scrutiny: “It doesn’t make sense for us as a county 
to look at our vulnerabilities, then have a vendor’s voting 
system with wide-open doors.”43

The Brookings Institution has advocated for mandatory 
penetration testing as part of a broader regulatory regime 
around vendors:

   “Both federal and state governments must better reg-
ulate the commercial industry surrounding elections. 
Currently, this is a limited and proprietary market 
that too often leaves states with insufficient power to 
dictate security standards. In addition to setting stan-
dards for secure design, manufacturing, and storage of 
voting systems, the government must mandate ongo-
ing processes such as routine penetration testing.”44

The Belfer Center, which considers penetration testing “a 
critical element in ensuring that vulnerabilities in vendor 
environments are proactively identified and closed,”45 
advises officials to “[m]andate that vendors permit pene-
tration testing of systems, including voting machines,”46 
through contracting:  

   “The RFP should clearly include requirements for the 
vendor to allow penetration-testing by state officials or 
third parties of their systems to discover weaknesses. 
Vendors may resist these provisions, especially if they 
hold broader state contracts that could be affected if 
vulnerabilities are discovered. Nonetheless, conducting 
these tests represents the best way to identify cracks in 
critical infrastructure before malicious actors do, and 
should be part of any contract with vendors who work 
on and maintain these systems.”47

 

ILLUSTRATIVE LANGUAGE

Memorializing this recommendation will likely overlap 
with the above recommendation to mandate assessments/
security audits of vendors. Much of the illustrative lan-
guage for that recommendation will also be useful here.

> Sample Legislative/Regulatory Language
Officials considering a statutory approach may also 
want to consider the Secure Elections Act, which would 
institute a “Hack the Election” program to “identify and 
report election cybersecurity vulnerabilities.”48 

Secure Elections Act (S.2261):
   "In establishing the program required under subsec-

tion (a), the Secretary shall—(1) establish a recurring 
competition for independent technical experts to 
assess election systems for the purpose of identifying 
and reporting election cybersecurity vulnerabilities; 
(2) establish an expeditious process by which inde-
pendent technical experts can qualify to participate 
in the competition; (3) establish a schedule of awards 
(monetary or non-monetary) for reports of previous-
ly unidentified election cybersecurity vulnerabilities 
discovered by independent technical experts during 
the competition; (4) establish a process for election 
agencies and election service providers to voluntarily 
participate in the program by designating specific 
election systems, periods of time, and circumstances 
for assessment by independent technical experts; and 
(5) promptly notify election agencies and election 
service providers about relevant election cybersecurity 
vulnerabilities discovered through the competition, 
and provide technical assistance in remedying the 
vulnerabilities.”49

> Sample RFP/Contract Language
Illustrative RFPs include specific mention of “penetration 
tests” or “hacking vulnerability testing,” which should 
leave little doubt about what is expected of vendors in this 
regard:

   Colorado (RFP 2013): “Security personnel and 
administrators will audit systems access, review system 
and application logs, search for security violations, 
monitor Internet traffic, perform systems penetration 
tests, and carry out other security related functions on 
all systems on a regular basis as permitted by the Chief 
Information Officer (CIO).”50

   Pima County, Arizona (RFP 2014): “The system 
shall have the capability to permit diagnostic testing 
of all the major components. Vendor shall include 
documentation for electronic intrusion and software 
modification or hacking vulnerability testing.”51
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6. Risk-Limiting Audit Support
Relevant vendor offerings: voting systems, ballot 
preparation, and design services

WHY IT MATTERS

There is wide consensus that the most secure type of 
voting employs voting systems that rely on voter-marked, 
human-readable paper ballots.52 This paper-based voting 
must, however, be accompanied by audits of the ballots. 

Best practice is to conduct statistically sound, robust 
post-election audits of voter-marked paper ballots after 
every election, and experts consider risk-limiting audits 
to be the “gold standard” of post-election audits.53 Such 
audits have the benefit of providing a high likelihood of 
identifying an error in tabulation of votes affecting the 
outcome, while providing an efficiency advantage over 
traditional audits that tend to require officials to sample 
a fixed percentage or number of ballots, regardless of 
margin of victory.54

For example, the National Academies’ recent report, 
Securing the Vote, recommended that states “mandate 
risk-limiting audits prior to the certification of elections,” 
something that “requires the use of paper ballots.”55 To do 
so, voting systems must be able to match cast vote records 
(CVRs) to ballots cast — the CVR is the “[a]rchival 
record of all votes produced by a single voter” and can “be 
in electronic, paper, or other form.”56 According to the 
National Academies’ report:

   “States and jurisdictions purchasing election systems 
should consider in their purchases whether the system 
has the capacity to match CVRs to physical ballots, 
as this feature could result in future cost savings when 
audits are conducted.”57

This requirement, which will also require either imprint-
ing ballots with a unique identifier corresponding to the 
CVR or segregating ballots by scanner, will facilitate a po-
tentially cost-effective form of risk-limiting audits called 
comparison audits. An EAC report lauds the potential 
efficiency gains of comparison audits:

   “The comparison RLA provides efficiency by allowing 
election officials to compare a ballot to the voting sys-
tem’s CVR and generally allows jurisdictions to audit 
fewer ballots compared to other audit methods.”58

ILLUSTRATIVE LANGUAGE

> Sample Legislative/Regulatory Language
Several states already mandate risk-limiting audits by stat-
ute, which election officials can consult when looking to 
mandate such audits. Requiring that the audits occur be-

fore certification is important to maximizing the utility and 
effectiveness of the audits, as is making clear that the results 
of any full recount would replace any unofficial results.

Colorado

   “(2)(a) Commencing with the 2017 coordinated elec-
tion and following each primary, general, coordinated, 
or congressional vacancy election held thereafter, each 
county shall make use of a risk-limiting audit in ac-
cordance with the requirements of this section. Races 
to be audited shall be selected in accordance with 
procedures established by the secretary of state, and all 
contested races are eligible for such selection….

   (4) The secretary of state shall promulgate rules 
in accordance with article 4 of title 24, C.R.S., as 
may be necessary to implement and administer the 
requirements of this section. In connection with the 
promulgation of the rules, the secretary shall consult 
recognized statistical experts, equipment vendors, and 
county clerk and recorders, and shall consider best 
practices for conducting risk-limiting audits. 

   (5) As used in this section: …(b) ‘Risk-limiting audit’ 
means an audit protocol that makes use of statistical 
methods and is designed to limit to acceptable levels 
the risk of certifying a preliminary election outcome 
that constitutes an incorrect outcome.”59

Rhode Island

   “(b) Commencing in 2018, the board, in conjunction 
with local boards, is authorized to conduct risk-lim-
iting audits after all statewide primary, general, and 
special elections in accordance with the requirements 
of this section. Commencing in 2020, the state board, 
in conjunction with local boards, must conduct 
risk-limiting audits after the presidential preference 
primary and general elections in accordance with the 
requirements in this section….

   (d) If a risk-limiting audit of a contest leads to a 
full manual tally of the ballots cast using the voting 
system, the vote counts according to that manual tally 
shall replace the vote counts reported pursuant to §§ 
17-19-36 and 17-19-37 for the purpose of determin-
ing the official contest results pursuant to §§ 17-22-
5.2 and 17-22-6.”60

> Sample RFP/Contract Language
Rather than stating detailed requirements about CVRs 
and imprinting capabilities, which might run into state 
ballot secrecy issues, officials might consider employing 



A P R O C U R E M E NT G U I D E F O R B E T T E R E L E CT I O N C Y B E R S E C U R IT Y |  9

language to straightforwardly require that voting systems 
support ballot-level comparison audits:

   “The voting system shall support ballot-level compar-
ison audits of individual paper ballots, consistent with 
applicable law and regulations.”

7. Foreign Nexus Disclosure
Relevant vendor offerings: all

WHY IT MATTERS

Foreign efforts to interfere in American elections, includ-
ing Russian attacks on the nation’s election infrastructure, 
continue to garner attention. These threats highlight the 
importance of election officials understanding whether 
vendors might be presenting avenues of attack for foreign 
adversaries.

Just this past summer, for example, the FBI notified 
Maryland officials that a vendor servicing the state’s voter 
registration database, online voter registration system, 
and election night reporting website, among other things 
— ByteGrid LLC — had substantial ties to Russia.61 
Specifically, the FBI informed Maryland officials that the 
vendor’s financing source (AltPoint Capital Partners) had 
as its largest investor Russian oligarch Vladimir Potanin. 
The vendor had not disclosed this foreign ownership to 
Maryland officials — a fact that would have been critical-
ly important to assessing whether the vendor’s cybersecu-
rity was adequate for Maryland.62

This example highlights the importance of election 
officials being aware of any foreign ownership, control, or 
influence affecting a vendor. According to Eric Fey, the St. 
Louis County, Missouri, Democratic director of elections, 
“It’s important to require vendors to disclose foreign 
ownership and entanglement so that the [election official] 
can make their own cost/benefit analysis.”63 But requir-
ing such disclosure is insufficient if not coupled with a 
requirement for vendors to disclose promptly any changes 
that might affect a vendor’s foreign entanglements.  

ILLUSTRATIVE LANGUAGE

> Sample Legislative/Regulatory Language
There have been several bills pending in Congress seeking 
to regulate vendors’ foreign ties — local election officials 
could consider the approaches of these bills in drafting 
language to mandate vendor disclosure of fore ign ties, 
particularly in the event that Congress does not pass such 
a measure. Election officials could also incorporate similar 
language into RFPs if necessary.

For example:  
Election Vendor Security Act (H.R. 6435):

   “(1) The vendor shall certify that it is owned and con-
trolled by a citizen, national, or permanent resident of 
the United States, and that none of its activities are di-
rected, supervised, controlled, subsidized, or financed, 
and none of its policies are determined by, any foreign 
principal (as defined in section 1(b) of the Foreign 
Agents Registration Act of 1938 (22 U.S.C. 611(b)), 
or by any agent of a foreign principal required to regis-
ter under such Act.

   (2) The vendor shall disclose to the Chair and the 
Secretary, and to the chief State election official of 
any State in which the vendor provides, supports, or 
maintains any component of an election system, any 
sourcing outside the United States for parts of the 
system.” 64

Protect Election Systems from Foreign Control Act (H.R. 6449)

   Defining “qualified voting system vendor” as a vendor 
who meets several criteria, including:

   “(A) Except as provided in paragraph (2), the person is 
solely owned and controlled by a citizen or citizens of 
the United States.

   (B) The person discloses any sourcing outside the 
United States for any parts of the voting system to the 
Chair of the Commission, the Secretary of Homeland 
Security, and the chief State election official of any 
State in which the vendor provides or seeks to provide 
goods or services with respect to the voting system.

   (C) The person discloses any material change in its 
ownership or control to the Chair of the Commission, 
the Secretary of Homeland Security, and the chief 
State election official of any State in which the vendor 
provides goods or services with respect to the voting 
system.”65

The bill also permits a waiver of the domestic ownership 
requirement:

   “The Secretary of Homeland Security may waive the 
requirement of subparagraph (A) of paragraph (1) 
with respect to a person who is a United States sub-
sidiary of a parent company which has implemented 
a foreign ownership, control, or influence mitigation 
plan that has been approved by the Secretary. Such 
plan shall ensure that the parent company cannot 
control, influence, or direct the subsidiary in any 
manner that would compromise or influence, or give 
the appearance of compromising or influencing, the 
independence and integrity of an election.”66
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Additional Suggestions

Our interviews with election officials and other experts 
produced two more suggestions that jurisdictions may 
want to consider when entering into new agreements with 
private vendors. First, suggests Amber McReynolds, for-
mer director of elections for Denver, Colorado, “Having 
a security agreement and communication plan between 
vendors and election officials for each election,” which 
would detail things like support structure, reporting, and 
contact requirements.67 This could also be used to con-
firm background checks for vendor employees. 

Second, Matthew Davis, former chief information officer 
for Virginia’s Department of Elections, suggests conduct-
ing baseline testing on all equipment upon receipt and 
prior to every deployment. These test results can be used 
to confirm that the equipment received is delivered as or-
dered. They can also be used for comparison purposes after 
an election if any concerns are raised during an election.   

Conclusion

The combination of aging infrastructure and heightened 
attention to election security means that there will likely 
be a large number of purchases of election systems and 
services around the country, unmatched perhaps since the 
years following the passage of the Help America Vote Act 
in 2002. The knowledge election officials and others have 
gained in that time provides us with a unique opportu-
nity to reset the clock and ensure that private vendors 
who play a central and critical role in American elections 
are delivering products and services that will increase the 
security of those elections.
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