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Introduction

here are more than 120 statutory powers that the president can invoke when

declaring a national emergency, but the vast majority of the emergencies

declared since the National Emergencies Act (NEA) was enacted in 1976 rely on
just one of these. That power is the International Emergency Economic Powers Act
(IEEPA), which has been the sole or primary statutory authority invoked in 65 of the 71
emergency declarations made during this period.

IEEPA, which became law in 1977, gives the president
sweeping powers to impose economic sanctions on
persons and entities upon determining that there exists
an “unusual and extraordinary threat, which has its source
in whole or substantial part outside the United States, to
the national security, foreign policy, or economy of the
United States.” Over the years, it has been invoked to deal
with the proliferation of chemical and biological weapons
and weapons of mass destruction, hostile foreign govern-
ments, terrorism, transnational crime, cyberattacks,
human rights abuses, corruption, interference in U.S. elec-
tions, potential intrusions into U.S. communications tech-
nology, and perceived threats from the International
Criminal Court.2

IEEPA’s use has been expansive geographically as well
as thematically. Sanctions have been levied against
numerous countries, from Iran and North Korea to
Belarus and Coéte d’Ivoire. Indeed, IEEPA has been used
against persons engaged in certain activities no matter
where they might be in the world — and also against
groups and persons within the United States. The govern-
ment’s compendium identifying sanctioned persons and
entities, a majority of which are sanctioned under [EEPA,
runs to more than 1,400 three-column pages.?

The imposition of sanctions under IEEPA has been
called a “financial death sentence.” In most cases, anyone
who falls within the legal jurisdiction of the United States
is barred from transacting with persons or entities desig-
nated as targets of sanctions, and any property of a target
that comes within U.S. jurisdiction must be frozen. Put
simply, with the stroke of a pen, the president can freeze
all of a person’s U.S.-based assets and make it illegal for
anyone in the United States (and many outside the coun-
try) to conduct any financial transaction with them. If the
target is an American citizen or resident, the practical
effect is that no one can give them a job, rent them an
apartment, or even sell them groceries without the
government’s permission.

Americans caught up in [EEPA sanctions have found
themselves trapped in a Kafkaesque nightmare that bears
little resemblance to the due process that the Constitu-
tion supposedly guarantees them. By its own rules, the
government is not required to give the target any infor-
mation about its decision, let alone access to the under-

lying evidence. Targets may challenge the designation, but
the government does not have to provide a hearing, and
there is no deadline for resolving a challenge. When
targets are able to bring litigation (the sanctions can
complicate paying attorneys), courts base their decision
solely on the record the government has assembled —
which may include almost any kind of material, including
hearsay — and they must give “extreme deference” to the
government’s decision to designate.

As with other powers that presidents can invoke under
the NEA, Congress intended for IEEPA to be used spar-
ingly and in extraordinary circumstances. However,
national emergencies of all kinds are easy for presidents
to declare — and, because of a ruling by the U.S. Supreme
Court a few years after the NEA’s passage, they are
extremely difficult for Congress to terminate. The result
is that presidents’ use of IEEPA is virtually unchecked
except in the rare instance of a successful court
challenge.

Despite [EEPA’s requirement that a president must
declare a national emergency that presents an “unusual
and extraordinary threat” before imposing sanctions, the
law is used today as a routine foreign policy tool. There
has been an average of 1.5 [EEPA emergencies declared
each year, with 11 such emergencies declared during the
Trump administration alone. Each order may result in the
targeting of tens, hundreds, or even thousands of persons
or entities. Moreover, [EEPA sanctions often stay in place
for years or even decades, with little congressional over-
sight and no clear metrics to assess their success or
failure.

Concerns about [EEPA’s broad powers and the lack of
substantial checks on presidents’ use of them are not new.
In 1987 a commentator wrote about IEEPA’s flaws: “The
criteria for invoking it are vague, Congress has very little
to say about its use, and there is no effective way to termi-
nate a use that becomes inappropriate as time passes.”
But a combination of factors has given a new urgency to
the need to reexamine and reform IEEPA. Prominent
among them is that President Donald Trump used, and
threatened to use, [IEEPA’s powers in unprecedented and
troubling ways, underscoring the dangers of delegating
such potent powers with so few limits on discretion or
institutional checks.
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This report proceeds as follows. Part I provides back-
ground on how [EEPA came into law. Part Il describes
how various aspects of sanctions under IEEPA work in
practice. Part Il lays out some concerns regarding how
the government has used, does use, and could use [EEPA.

Part IV provides an overview of some of the proposed
legislative reforms to IEEPA to date, and in Part V we
propose a slate of reforms that would limit [IEEPA’s poten-
tial for abuse while giving the government sufficient lati-
tude to sanction those who threaten U.S. interests.
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Origins and Legislative History of IEEPA

EEPA’s origins lie in the Trading with the Enemy Act of 1917 (TWEA). Passed in the

same year that Congress declared war against Germany in World War I, TWEA gave

the president power during wartime to prevent trade and financial transactions
with enemy states and their allies and to freeze their assets in the United States.
Subsequent amendments broadened the president’s powers under TWEA. Most
significantly, a 1933 amendment expanded the law’s applicability beyond wartime to
include “any other period of national emergency declared by the President.”

In the atmosphere of distrust of executive power that
followed the Nixon presidency, Congress passed the
National Emergencies Act of 1976. Although that law
terminated almost all exercises of emergency authority
then in effect, it explicitly exempted TWEA Section 5(b),
the precursor to IEEPA, due to the complex and multiple
ways in which the government was using those powers.”
Instead, the NEA ordered that the relevant House and
Senate committees “make a complete study and investi-
gation concerning that provision of law” and report on
recommended revisions within 270 days.?

Congress’s study revealed that “the ‘emergency’ author-
ities provided in [TWEA’s] section 5(b) have in effect
become routine authorities used to conduct the day-to-
day business of the Government.” Writing several years
later, Supreme Court Associate Justice Blackmun had
occasion to summarize the abuses of TWEA that led
Congress to undertake its reform:

The historical record shows that, once a Presi-
dent had declared the existence of a national
emergency, he was slow to terminate it even after
the circumstances or tensions that had led to the
declaration could no longer be said to pose a
threat of emergency proportion to the Nation.
Because of this pattern of behavior, TWEA emer-
gency authority operated as a one-way ratchet to
enhance greatly the President’s discretionary
authority over foreign policy.. ..

There was widespread feeling that this broad
grant of emergency powers conflicted with the
intent of the TWEA, which sought to empower
a President to respond to situations that
presented an imminent threat requiring imme-
diate response. The expert witnesses who testi-
fied before the House Subcommittee expressed
a general consensus that § 5(b) of the TWEA
inappropriately had been used as a flexible
instrument of foreign policy in nonemergency
situations.?®

As a result of its review, Congress limited TWEA to
wartime use and created IEEPA — enacted on December

28, 1977 — for peacetime use of most of Section 5(b)’s
powers in cases of national emergency.! While the
substantive powers set forth in the two laws are similar,
Congress included in IEEPA significant procedural checks
that were not present in TWEA.

Most notably, lawmakers subjected the use of presi-
dential powers under IEEPA to the procedural require-
ments of the recently passed National Emergencies Act.
Accordingly, IEEPA orders — like all national emergency
declarations — must be published in the Federal Register
and transmitted to Congress, and they are subject to regu-
lar reporting requirements. (Congress also placed addi-
tional reporting requirements and procedures on [EEPA
orders beyond those provided by the NEA.)®2 The orders
expire after one year unless renewed by the president.’
Most important, under the original terms of the NEA,
Congress had the power to terminate IEEPA orders with
a concurrent resolution, better known as a “legislative
veto”: a law passed with a simple majority that takes effect
without the president’s signature.*

Lawmakers rejected a proposal to place firm limits on
the duration of a national emergency invoking IEEPA out
of concern for ensuring that the authorities were “suffi-
ciently broad and flexible to enable the President to
respond as appropriate and necessary to unforeseen
contingencies.””® Nevertheless, the report of the House
Committee on International Relations concerning [EEPA
stated that committee members intended for the law to
be used for emergencies that

are by their nature rare and brief, and are not to
be equated with normal ongoing problems. A
national emergency should be declared and
emergency authorities employed only with
respect to a specific set of circumstances which
constitute a real emergency, and for no other
purpose. The emergency should be terminated
in a timely manner when the factual state of
emergency is over and not continued in effect
for use in other circumstances. A state of
national emergency should not be a normal
state of affairs.’®
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Congress has amended IEEPA a number of times since
its passage.” But perhaps the biggest effect on IEEPA (and
all emergency powers) has come not from Congress but
from a 1983 Supreme Court case, Immigration and Natu-
ralization Service v. Chadha, which held that legislative
vetoes are unconstitutional.’® This neutered the NEA’s
primary check against presidential abuse of emergency

powers. After Chadha, Congress replaced the NEA’s
concurrent resolution provision with a joint resolution
provision.’® A joint resolution, like any other legislation,
must be presented to the president and, if vetoed, requires
a two-thirds vote in each chamber for an override. This
makes it extremely difficult for Congress to stop a presi-
dential abuse of any emergency power.
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How IEEPA Sanctions Are Implemented

detailed breakdown of IEEPA’s provisions is provided in the annex to this report.

Generally, [IEEPA gives the president expansive powers to freeze assets of targets

held by U.S. persons and companies, block transactions that would benefit
targets, prohibit imports and exports by and to targets, or otherwise “regulate” a wide
array of financial transactions. IEEPA also contains four exceptions to its powers: it does
not confer authority to block personal communications, humanitarian donations
(although this exception may be waived by the president), the transmission or receipt of
“information and informational materials,” or expenditures relating to travel.

Although the prohibitions under different sanctions
programs can vary significantly depending on their partic-
ular implementing regulations and licenses, a general
understanding of the sanctions mechanisms and
processes is essential to considering effective and work-
able reforms.

Who Imposes and
Implements Sanctions

An [EEPA sanctions program generally is created when
the president issues an executive order that declares a
national emergency under the NEA, invokes [EEPA, and
specifies the “unusual and extraordinary threat” the sanc-
tions are intended to address. Congress has also passed
laws that direct the president to use IEEPA’s authorities
to address certain concerns, such as human rights
abuses.?®

For any given IEEPA sanctions program, the executive
order establishes the outer bounds of what is permissi-
ble, often specifying categories of individuals or entities
to be sanctioned (e.g., “foreign persons attempting to
interfere with a U.S. election”). Further refinement is
generally left to regulations promulgated by the Treasury
Department’s Office of Foreign Assets Control (OFAQ),
which administers IEEPA sanctions as well as sanctions
programs that rely on other authorities.?> An executive
order establishing a sanctions program may specify
initial targets or may leave it entirely to OFAC to desig-
nate targets at a later time (the latter approach is called
a “naked” executive order).

Who — and What — May
Be Subject to Sanctions

For many Americans, the term “foreign sanctions” likely
brings to mind the imposition of financial penalties on
hostile foreign leaders, governments, or nations, such as

officials working with Kim Jong Un in North Korea or
Vladimir Putin in Russia. But [EEPA places no limits on
who may be sanctioned, as long as the purpose is to
address a threat that originates “in substantial part” from
overseas. Sanctions may target foreign nationals with no
ties to any government and may even target American
citizens based in the United States.

Sanctions programs roughly fall into two categories:
“country-based” programs and “activity-based” ones.
Some country-based programs are comprehensive,
covering essentially all transactions with the country and
its nationals (e.g., Iran and North Korea). Others are
more limited and prohibit only certain types of transac-
tions with the target country or with certain persons in
the government of that country (e.g., Libya and
Venezuela).??

Activity-based programs, on the other hand, address
particular actions, and the targets can be anywhere in the
world. Some examples of activity-based programs are
sanctions against alleged narcotics traffickers, transna-
tional criminal organizations, and persons interfering
with U.S. elections.?® Programs may also authorize the
sanctioning of people or entities who provide aid or
support to those already sanctioned, even if they are not
themselves engaged in the offending activity, or family
members of those sanctioned.?*

Over time, the reach of IEEPA orders has expanded in
various ways. For several years after its enactment, pres-
idents used IEEPA only against foreign governments or
countries (including “nationals thereof”). President Bill
Clinton was the first to use IEEPA to target nonstate indi-
viduals and entities — specifically, terrorists who threat-
ened to disrupt the Mideast peace process and
international narcotics traffickers — rather than hostile
foreign regimes.?® Since that time, activity-based
programs have become unexceptional.?®

When targeting nonstate actors, presidents originally
limited their focus to foreign groups or persons.? In 2001,
however, President George W. Bush invoked IEEPA in
Executive Order 13219, targeting persons threatening
stabilization measures in the Balkans, which permitted
the targeting of nonstate persons or entities but did not
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specify that they must be foreign.?® Since then, several
other executive orders invoking IEEPA have similarly
failed to limit their scope to foreign persons, although
actual designation of U.S. citizens remains a relatively rare
occurrence.?®

Who Must Adhere
to Sanctions

The method of applying pressure to the targets of sanc-
tions is by prohibiting U.S. corporate and real persons
from transacting with them and, in some cases, by intim-
idating foreign persons from transacting with the targets.
While the targets suffer the effects of designation, it is the
would-be transactors who are placed in legal and financial
jeopardy if they transgress the sanctions.

To begin, sanctions must be adhered to by all “U.S.
persons,” defined by OFAC to include “all U.S. citizens and
permanent resident aliens regardless of where they are
located, all persons and entities within the United States,
[and] all U.S incorporated entities and their foreign
branches.”*® Many foreign entities are also barred from
transacting with targets. If foreign companies have suffi-
cient “contacts” with the United States, or if they conduct
their transactions in U.S. dollars (as many do), OFAC may
determine that they are subject to U.S. jurisdiction for
purposes of sanctions. In fact, OFAC has gone so far as
to claim jurisdiction over a Taiwanese company that trans-
ferred oil to an Iranian company, simply because that
Taiwanese company had previously filed for bankruptcy
in U.S. court.®

The power of I[EEPA sanctions is further increased by the
imposition or threat of “secondary sanctions.” Secondary
sanctions may be placed, under certain programs, on
non-U.S. persons — those who fall outside U.S. jurisdiction
and cannot legally be required to adhere to sanctions —
suspected of transacting with sanctioned or sanctionable
entities (for example, purchasing oil from Iran or selling
luxury goods to North Korea).®? The United States has also
prosecuted foreign persons for inducing U.S. persons to
transact with sanctioned individuals or entities.®

The Effect of Sanctions

Experts have referred to IEEPA sanctions as a “financial
death sentence.” Given the broad powers of the law,
combined with OFAC’s even more expansive interpreta-
tions, the risk-averse behavior of financial institutions,
and the centrality of the United States to the global econ-
omy, the term is no overstatement.

Once an entity is sanctioned, U.S. persons and others
under U.S. jurisdiction are generally prohibited from doing

business with that entity, and any property of the target
that comes into the possession of a U.S. person — for
instance, an account at a U.S. bank — must be frozen.?*
Blocking orders typically target “all property and interest
in property” of the target.3® OFAC has defined interest
broadly as “any interest whatsoever, direct or indirect.”3®
OFAC has further defined property and property interest
to refer to a long list of legally enforceable rights such as
currency, negotiable instruments, “evidences of title,”
“contracts of any nature whatsoever,” and any interest in
“tangible or intangible” property, whether “present, future
or contingent.”¥

When the government announces a particular target
of sanctions (which it does by adding the target to the
publicly available Specially Designated Nationals and
Blocked Persons List, publishing its designation in the
Federal Register, and notifying entities that have
requested such notifications), U.S. financial institutions,
businesses, banks, and so forth must immediately deter-
mine whether they hold any property belonging to that
person or entity and freeze it. Similarly, when a U.S. bank
receives a request to transmit funds to or from a sanc-
tioned entity, it is obligated to either freeze the transac-
tion, which prevents the sender and recipient from
accessing the funds, or deny the request without holding
the funds. After blocking or rejecting a transaction, it
must file a report with OFAC within 10 days.3®

In large part, the power of U.S. sanctions derives from
the centrality of the United States to the international
banking system, a fact OFAC acknowledged in a 2019
report: “Sanctions are also magnified by the central role
of the U.S. dollar in the international financial system, as
... funds transfers that neither originate from nor are
destined for the United States can nevertheless pass
through or otherwise touch a U.S. financial institution,
which reacts by blocking the transaction.”

The financial sector has proved to be quite risk averse
when it comes to sanctions compliance. Indeed, the
desire to avoid fines or reputational harms will often lead
U.S. institutions to over-comply with sanctions, inhibiting
even transactions that might be exempt (for instance, the
provision of goods under humanitarian allowances).
Moreover, even if a transaction is processed through
banks entirely outside U.S. jurisdiction, those banks have
a strong incentive to comply with U.S. sanctions, as failure
to comply could lead to reputational harms or the U.S.
government depriving them of access to the U.S. banking
system.40

Designation and Delisting

“Designation” under a sanctions regime — the process by
which a person or entity is made subject to sanctions —
is neither a criminal nor a civil enforcement proceeding.
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As one practitioner described it, it is “an extra-judicial
process for violation of a U.S. policy.”*

As a threshold matter, the government need not desig-
nate someone before taking action against that person.
Due to an amendment made by the USA Patriot Act, the
government may block property or transactions pending
the results of an investigation into whether someone
should be designated. There is no time limit on conclud-
ing such investigation, so a “blocked pending investiga-
tion” status can place targets in an indefinite financial
limbo.

In the process of making a designation decision, OFAC
compiles an evidentiary package containing information
about the target and writes a formal memorandum
supporting the designation. The evidentiary package can
include information from U.S. government agencies and
foreign governments as well as open-source informa-
tion.*? Designation files may rely on evidence that would
not ordinarily be admissible in court, such as newspaper
articles and hearsay.®® This evidence is then reviewed by
OFAC to determine whether it provides a “reasonable
basis to determine that the target meets the criteria for
designation” — i.e., the criteria specified in the executive
order.** OFAC must also consult with other government
agencies that have relevant expertise.*

In litigation, at least some plaintiffs have been able to
obtain some information about the reasons for their
designation.*® However, neither IEEPA nor its implement-
ing regulations require the agency to provide the target
any notice or explanation at all, let alone access to the
record on which the decision was based.

OFAC has the authority to delist targets, either on its
own initiative or if the target raises a challenge. A desig-
nated entity may file a petition with OFAC. The petition
may assert that an insufficient basis exists for the desig-
nation or “propose remedial steps on the person’s part,
such as corporate reorganization, resignation of persons
from positions in a blocked entity, or similar steps, which
the person believes would negate the basis for designa-
tion.” The sanctioned entity may also request a meeting
but is not entitled to one.*

OFAC acts as the decision-making body and will
provide a written decision.*® There is no time limit for a
decision on a petition to delist. After receiving such a
petition, OFAC “typically endeavors” to respond within
90 days, but that response, and subsequent ones, may
consist of just questionnaires requesting additional infor-
mation.’® There are no standards OFAC is required to
apply in evaluating the petition.

A designated person, whether in the United States or
abroad, may also seek relief in federal court.”! As a “final
agency action,” a designation under IEEPA may be chal-
lenged under the Administrative Procedure Act (APA).
OFAC’s determination that a person meets the criteria
for designation is afforded “extreme deference” under the

APA’s “arbitrary and capricious” and “unsupported by
substantial evidence” standards of review.5? The court
bases its decision entirely on the administrative record
compiled by the government, and plaintiffs are often
unable to see much of the evidence in the record because
it is classified. The court may also review allegations that
the government’s actions violate IEEPA (or other statutes)
or the Constitution.?

Delisting occurs much less frequently than designation,
resulting in an ever-increasing roster of targets. While
[EEPA-specific data is unavailable, in 2019 there were 334
individuals, 372 entities, 73 vessels, and 6 aircraft sanc-
tioned under a variety of sanctions programs. During that
same year, 29 individuals, 62 entities, 9 vessels, and 1
aircraft were delisted.>* According to one report, the Trea-
sury Department imposed sanctions on approximately
2,800 targets under President Trump, and it sanctioned
more alleged terrorists in 2018 than in any of the previous
15 years.5®

Licenses

Once OFAC sets up a sanctions program or freezes the
property or transactions of an entity, it can selectively
permit exceptions through a process called licensing.5¢
OFAC issues two types of license. “General licenses,”
which are self-executing, authorize categories of other-
wise-prohibited activity for any person or entity that
meets their terms.%” For instance, in Executive Order
13685, President Obama imposed sanctions prohibiting
transactions with Crimea after Russia forcibly occupied
it. OFAC subsequently issued General License 9, which
permitted the export to Crimea of various internet-based
messaging services.%® General licenses may also be incor-
porated into the regulations for individual sanctions
programs. For instance, many sanctions programs contain
within their regulations a general license allowing the
provision of certain types of legal services.>

On the other hand, OFAC issues “specific licenses,”
which apply only to the recipient and are particularized
to their circumstances, on a case-by-case basis; those
seeking such licenses must apply for them.®° Specific
licenses are not made public, but examples occasionally
surface through Freedom of Information Act (FOIA)
requests or statements by licensees. For instance, the
company 3M once received a specific license so it could
sell a window-coating product to be used in a United
Nations building in Sudan.®! There is no deadline for
OFAC to rule on specific license requests and no regula-
tory criteria for evaluating them. Although a denial consti-
tutes a final agency action and can therefore be challenged
in court under the APA, any such challenge is likely to be
futile given the purely discretionary nature of licensing
and the APA’s deferential standard of review.%2
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Guidance

In light of the complexity of sanctions programs and the
high cost of running afoul of them, OFAC takes various
steps to provide clarity about how the regimes operate.
First, it publishes answers (currently more than 800) to
“Frequently Asked Questions” about various sanctions
programs.53

Second, OFAC periodically issues guidance regarding
compliance with various sanctions regimes. For instance,
it has issued guidance regarding the provision of human-
itarian aid by nonprofit organizations that attempts to
clarify what actions may run afoul of existing sanctions.®*
Suggestions for best practices are sometimes included in
these guidelines, and although they are not mandatory,
they can have a coercive effect. Banks and other institu-
tions may require clients to adhere to the guidance in
order to work with them.®®

Third, OFAC occasionally issues “interpretative letters”
or “comfort letters.” These constitute nonbinding, situa-
tion-specific advice to interested parties on whether
OFAC will interpret certain activities as authorized or
unauthorized by a sanctions program. At least some of
these letters are published on OFAC’s website in redacted
form.®®

Unlike regulations, FAQ responses and guidance docu-
ments are not binding on the agency, and adherence to
them cannot serve as a legal defense in a civil enforce-
ment action. However, compliance with informal guid-
ance can make enforcement action less likely or reduce
any penalties.®” Entities subject to IEEPA are thus incen-
tivized to treat restrictions set forth in these documents
as binding, while theyrely on the permissions set forth in
these documents (but not enshrined in regulations) at
their own risk.

Enforcement

[EEPA has a strict liability regime when it comes to civil
enforcement. No intent to violate the law is necessary,
and there are no de minimis exceptions for low-value
transactions.®® Civil penalties may be levied not only for
a violation of sanctions but also for a failure to comply
with administrative requirements imposed by a particular
sanctions regime (such as record-keeping requirements).%®
However, OFAC has enforcement discretion as to what
actions it will seek to penalize.

OFAC can issue administrative subpoenas when investi-
gating a suspected violation. Ordinarily, when OFAC deter-
mines that an individual or entity has violated sanctions, it
will issue a pre-penalty notice and provide an opportunity
for a written response.”’ The director of OFAC ultimately
decides whether a fine should be imposed and how much
it should be, applying a set of factors that OFAC has speci-
fied. The maximum fine per violation is the greater of
$311,562 or twice the value of the illegal transaction.”

OFAC has published a list of factors it considers in
levying penalties. These include the willfulness of the
violation, the harm to the sanctions program’s objec-
tives, the characteristics of the violator (e.g., how sophis-
ticated the entity is, or whether it has any prior history
of violating sanctions), how robust the entity’s compli-
ance program is, and the entity’s cooperation with OFAC
(most significantly, whether the company self-reported
the violation).”

The imposition of a fine is a final agency action that can
be challenged in court under the APA. The court applies
the APA’s deferential standard of review; it does not
undertake its own fact-finding but relies on the adminis-
trative record as presented by the agency.”?

In addition to civil penalties, it is a felony to willfully
transact with a designated person or entity. Penalties can
include fines of up to $1 million and prison terms of up to
20 years per violation.” OFAC refers suspected criminal
violations to the Department of Justice for prosecution.
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Trends and Concerns

ince its first use in 1979, IEEPA has been heavily relied on by every administration.

[t underlies dozens of sanctions programs that have wide, bipartisan support

from Congress. Moreover, although nothing in IEEPA prevents it from being used
against targets within the United States, the vast majority of designations have been of

noncitizens abroad.

Nonetheless, certain aspects of the law — and certain
uses of its powers — have raised concerns. The law’s
potential for abuse is significant and has been limited not
by any safeguards within the law but by self-restraint on
the part of those wielding it. We already have seen hints
of how [EEPA can be abused when self-restraint yields to
other considerations.

Use of IEEPA in
Nonemergency Situations

An emergency, as ordinarily defined, is “an unforeseen
combination of circumstances or the resulting state that
calls for immediate action.””® Notably, [EEPA requires
more than just an emergency to invoke its powers: its use
is authorized only for emergencies involving an “unusual
and extraordinary threat.””® And yet, although Congress
intended IEEPA to be used rarely, for brief periods, and
onlyin situations of extraordinary national emergency, it
has become a routinely invoked foreign policy tool.

Obama administration officials acknowledged as much
in 2015. When an [EEPA-based national emergency decla-
ration concerning Venezuela caused some alarm, a deputy
national security adviser hastened to reassure the public
that there was, in fact, no threat to the United States: “This
is language we use in executive orders around the world.
... So the United States does not believe that Venezuela
poses some threat to our national security. We, frankly,
just have a framework for how we formalize these exec-
utive orders.”” Ironically, this is exactly the problem that
IEEPA was meant to solve. When Congress was consid-
ering reforms of the TWEA, a number of witnesses testi-
fied that it had been used “as an instrument of foreign
policy in non-emergency situations.””®

This is not to say that [EEPA is used for unimportant
matters. [t may well be appropriate to impose sanctions on
targets in Belarus because of threats to its democratic
processes (as in Executive Order 13405) or on targets in
Somalia because of conflict there (as in Executive Order
13536). But these cannot fairly be described as emergencies
that threaten the United States. Moreover, some of the
[EEPA-based national emergencies are not tied to any
particular precipitating event but rather to a background
set of conditions that did not arise quickly and do not seem

likely to disappear anytime soon, such as proliferation of
weapons of mass destruction or narcotics trafficking.”®

According to the Congressional Research Service, “Each
year since 1990, Presidents have issued roughly 4.5 execu-
tive orders citing IEEPA and declared 1.5 new national
emergencies citing IEEPA.”# Once established, emergen-
cies invoking IEEPA are routinely renewed, lasting nearly a
decade on average, a figure that is increasing.® The
longest-running emergency invoking [EEPA, concerning
Iran, has been in place since 1979 (it is also the longest-run-
ning declared national emergency generally).#

Routine use of IEEPA in nonemergency situations not
only normalizes such use but also threatens to lower the
threshold for invoking a national emergency to access
other emergency powers. This was made starkly evident
in the debate over President Trump’s invocation of
national emergency powers to fund the construction of a
border wall. When critics of the move argued that condi-
tions at the border did not warrant a national emergency
declaration under the NEA, the president’s supporters and
others observed that national emergencies — mostly rely-
ing on [EEPA — had been invoked dozens of times for
circumstances that were not particularly threatening to
U.S. interests.®

Use of IEEPA as a Stand-In
for Lapsed Legislation

On occasion, presidents have used IEEPA to give them-
selves powers contained in statutes that Congress had
allowed to lapse. This is, in effect, the use of emergency
powers to supplant the role of the legislature. On six sepa-
rate occasions, presidents have invoked IEEPA to continue
powers under the Export Administration Act of 1979 (EAA),
which gave the president the ability to control exports for
national security or foreign policy reasons.®* Such uses
included a seven-year stretch from 1994 to 2001.

The relevant national emergency declarations made
clear the president’s intention to extend these legislative
powers, stating almost identically in each declaration:
“Notwithstanding the expiration of the Export Adminis-
tration Act of 1979 . .. the provisions of that Act, the provi-
sions for administration of that Act and delegations of
authority set forth in [related orders] shall, to the extent
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permitted by law, be incorporated in this Order and shall
continue in full force and effect.”® In addition, almost all
the declarations stated the president’s “intention to termi-
nate th[e] order upon the enactment into law of a bill
reauthorizing the authorities contained in the Export
Administration Act.”®

The Export Controls Act of 2018 made the powers of
the EAA permanent.®’” But the last of the national emer-
gencies declared to continue the powers of the EAA
through IEEPA, Executive Order 13222, continues to be
renewed every year in order to keep preexisting sanctions
in place.®

Courts have upheld this use of IEEPA under challenge.
Some have read into IEEPA’s history, along with Congress’s
repeated acquiescence to the use of IEEPA to fill in for the
EAA, a sort of gloss that permits it to be used in this way.®°
However, some courts have found that where the EAA’s
powers exceed those of IEEPA, the powers in effect are
those limited to IEEPA; others have limited the IEEPA
powers that may be used to fill in for the EAA to those that
existed in 1977, when IEEPA was passed.®®

Use of IEEPA Sanctions
Against U.S. Targets

The vast majority of targets sanctioned under I[EEPA are
foreign. However, nothing in IEEPA precludes the desig-
nation of people and entities inside the United States,
including U.S. citizens. Indeed, dozens of U.S. citizens and
entities are currently sanctioned under IEEPA. (Some of
these U.S. citizens are dual nationals, whom OFAC
considers “foreign persons” in at least some
circumstances.)®!

In some executive orders creating sanctions programes,
presidents have specified that the targets must be foreign.
For example, the 1994 national emergency declaration
concerning proliferation of weapons of mass destruction
authorizes sanctions only against “foreign persons.”??
Moreover, while many orders authorizing country-based
sanctions do not contain a foreign person limitation, such
a limitation is often inherent in the nature of the sanc-
tions. In recent years, however, few of the activity-based
sanctions orders have included such a restriction. Thus,
for example, Executive Order 13694, which authorizes the
blocking of property to address malicious cyber activity,
is not limited to foreign persons.??

The Effect of Sanctions

on Designated U.S. Persons

After the 9/11 attacks, the George W. Bush administration
sanctioned a number of Muslim Americans and U.S.-based
Muslim charities under Executive Order 13224, “Blocking
Property and Prohibiting Transactions with Persons Who

Commit, Threaten to Commit, or Support Terrorism.” The
order authorized sanctions against suspected foreign
terrorists, as well as any persons or entities — including
any U.S. persons — who are “owned or controlled by, or
[who] act for or on behalf of” designated terrorists or
terrorist groups; who “assist in, sponsor, or provide finan-
cial, material, or technological support for . .. or other
services to or in support of” them; or who are “otherwise
associated with” them.®

The numerous sanctions placed on U.S. persons and
entities after 9/11 may have been the result of a top-down
process that placed quotas on designations to the detri-
ment of fairness and accuracy. The 9/11 Commission
observed:

The goal set at the policy levels of the White
House and Treasury was to conduct a public and
aggressive series of designations to show the
world community and our allies that the United
States was serious about pursuing the financial
targets. It entailed a major designation every
four weeks, accompanied by derivative designa-
tions throughout the month. As a result, Trea-
sury officials acknowledged that some of the
evidentiary foundations for the early designa-
tions were quite weak. One participant (and an
advocate of the designation process generally)
stated that “we were so forward leaning we
almost fell on our face.”

Given the centrality of the U.S. banking system, IEEPA
sanctions can have devastating effects on foreign targets.
But the impact on U.S. persons who are designated can
be even more drastic, as they are less likely to have access
to resources that fall outside U.S. jurisdiction. Indeed,
when designated under IEEPA, an American citizen or
legal permanent resident is effectively unable to hold a
job or pay rent without OFAC’s permission.

After 9/11, naturalized U.S. citizen Garad Jama was
designated for nine months. During the initial months of
that period, in addition to the stigma he suffered, he was
unable to obtain employment, and he received no
responses when he sought to obtain relief from OFAC.
This changed only after he filed suit and OFAC granted
him a limited license. OFAC ultimately de-listed him for
lack of evidence.®®

U.S. organizations that are designated are often forced
out of existence.”” Unable to pay rent or other bills or to
access bank accounts, they can quickly go bankrupt. Nine
U.S.-based charities were designated after 9/11 when the
government concluded that their charitable contributions
benefited terrorist groups operating in the relevant
regions.® Most of them were forced to shut down with-
out the government ever having to prove any criminal
charges against them in court.
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Constitutional Concerns

Regarding U.S. Designees

Litigants have raised a number of constitutional claims
in relation to IEEPA designations, most of which have not
been successful. Many of the relevant cases concern
designations pursuant to terrorism sanctions, an area in
which courts are maximally deferential and give great
weight to the government’s interests in the applicable
balancing tests. In certain cases, Fourth and Fifth Amend-
ment claims have been fruitful, but these decisions have
come in lower courts, not the U.S. Supreme Court, and so
their holdings do not apply nationally.

Fourth Amendment: Unreasonable Seizure

For a seizure under the Fourth Amendment to be consid-
ered “reasonable,” the government ordinarily must obtain
a warrant from a neutral magistrate that is supported by
probable cause of criminal activity. The freezing of assets
under IEEPA occurs without a warrant. Two questions
therefore arise: First, is the freezing of assets a “seizure”
under the Fourth Amendment? And second, if it is, is
there an exception such that the seizure is constitutionally
“reasonable” even in the absence of a warrant?

Courts are divided on whether freezing assets under
IEEPA constitutes a Fourth Amendment seizure. The
primary fault line is whether the government must take
ownership of the assets in order to “seize” them. Some
courts have held that no seizure occurs under I[EEPA
because the frozen assets do not vest in the government.*®
Other courts, however, have pointed out that the legal
standard for seizure is not one of vesting but of “interfer-
ence with the target’s possessory interest” and that the
freezing of assets meets this test.!®® Mirroring the latter
view, the 9/11 Commission staff noted that while an
[EEPA freeze does not technically divest title, “when a
freeze separates the owner from his or her money for
dozens of years . .. that is a distinction without a
difference.”

If the freezing of assets is a seizure under the Fourth
Amendment, the question then becomes whether the
government must obtain a warrant supported by probable
cause. Courts that have upheld the warrant requirement
have rejected government arguments that [EEPA asset
freezes should be subject to special needs, exigency, or
“general reasonableness” exceptions.'? Other courts,
while still finding the warrant requirement applicable,
have indicated that some flexibility in its application could
be permissible.3

Still other courts, however, have held that a warrant is
not required even if the asset freeze is a seizure. They have
ruled that the Fourth Amendment’s reasonableness
requirement is satisfied, at least when dealing with
foreign entities, by the existence of substantial evidence
to support designation.’®* Moreover, in United States v.
Holy Land Foundation for Relief and Development, a

district court found that warrantless searches of the
target’s property were permissible within the Fourth
Amendment because, as a “Specially Designated Global
Terrorist,” the organization was placed in a group of enti-
ties that was “closely regulated.”

The government has argued that a warrant requirement
is impracticable for a variety of reasons, including that
the government does not know the location of a target’s
assets before a blocking order is sent out, that it would
be too cumbersome to update warrants as the govern-
ment learns of additional assets, and that the timing of
blocking orders must be coordinated with other govern-
ments.1%¢ However, the court in Al Haramain Islamic
Foundation v. US. Department of Treasury rejected these
arguments, noting that the number of targets who have
sufficient connections to the United States to make a
Fourth Amendment claim will be small, limiting any
administrative burden.’’” The court also suggested
approaches that could respect the need for a warrant
while addressing the government’s stated concerns. For
instance, in situations of potential asset flight, assets
could be frozen initially pursuant to an emergency excep-
tion to the warrant requirement; alternatively, a warrant
could be issued that leaves the specific nature of the
assets to be filled in after identification by financial
institutions.1%8

Fifth Amendment: Insufficient Due Process

The Fifth Amendment requires that the government
provide due process when depriving persons of “life,
liberty, or property.” Normally such process consists of
notice and, as the Supreme Court stated in Matthews v.
Eldridge, “the opportunity to be heard at a meaningful
time and in a meaningful manner.”® However, the Court
has also held that “due process is flexible and calls for
such procedural protections as the particular situation
demands.”™ Thus, the Supreme Court has allowed the
notice and hearing to take place after the deprivation,
rather than before, where pre-deprivation procedures
would frustrate a valid governmental interest.!!

With [EEPA, courts generally have held that no
pre-deprivation notice and hearing are necessary, due to
concerns about asset flight.'? They have found due
process to be satisfied by a post-deprivation administra-
tive process that includes the opportunity to make written
submissions to OFAC." However, such process must be
timely (in that OFAC must respond to submissions and
provide a determination within a reasonable time), and
OFAC must provide the person or entity with sufficient
notice of the underlying basis for the designation.™*

Some courts have found due process violations where
OFAC was dilatory in the post-deprivation administrative
process.s In KindHearts for Charitable Humanitarian
Development, Inc., v. Geithner, the district court found the
plaintiff’s due process rights violated where OFAC did not
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promptly provide the plaintiff with the unclassified
administrative record on which it had been designated,
noting that without such a record, KindHearts was unable
to raise an effective administrative challenge."*® The court
also held that OFACs failure to respond to the plaintiff’s
letter questioning the blocking of its property for more
than a year, after which it provided only a cursory letter
with no explanation of its reasoning, violated due process
because it did not provide a “meaningful opportunity to
be heard.”

In Al Haramain, the court found that the notice OFAC
provided to the sanctioned organization was insufficient
and thus violated due process. OFAC provided no infor-
mation to Al Haramain Islamic Foundation for seven
months after its designation, and within four years
provided only one document that indicated some of the
bases on which it had been designated. The court held
that, while the adequacy of notice must be decided on a
case-by-case basis, the government must give plaintiffs
sufficient access to the administrative record. With
respect to classified information, this could be accom-
plished through the use of unclassified summaries or by
providing access to an attorney for the plaintiff who has
the requisite security clearance. As with the warrant
requirement, the government argued that such a process
would be unworkably burdensome, but once again the
court noted that only a small percentage of targets would
be able to bring constitutional due process claims."®

The rulings in KindHearts and Al Haramain remain
good law. However, they apply only within the jurisdic-
tions of those courts — the Northern District of Ohio
and the Ninth Circuit, respectively — and given the
fact-specific nature of due process inquiries, the govern-
ment would likely argue that their precedential value is
limited.

Moreover, the regulations concerning the administra-
tive process for challenging an OFAC designation do not
reflect the holdings of those cases. Remarkably, the regu-
lations to this day include no requirement that OFAC
provide any notice to designated U.S. persons of the
reasons for their designation. As for hearings, the regula-
tions permit a person or entity to seek delisting through
the filing of a written petition. On its website, OFAC states
that while its timing for responding to each petition is
unique, it aims to provide some kind of response (which
can simply be a request for further information) within
90 days. It provides no guidelines on the timing for an
ultimate decision. The target seeking delisting may
request a meeting, but granting any such request is up to
OFAC’s discretion.”® In other words, the regulations do
little more than acknowledge a target’s ability to ask in
writing for a designation to be reversed.

The due process concerns are even greater when the
government invokes I[EEPA’s powers while an investiga-
tion is pending — i.e., before OFAC has reached even the

minimal threshold of a “reasonable basis” for designation.
This authority to block pending investigation (BPI) was
added to IEEPA by the USA Patriot Act in the immediate
aftermath of 9/11.12° Congress did not provide any stan-
dard the government must meet to implement BP]I,
although OFAC has asserted in litigation that it “must be
pursuing an investigation based upon a reasonable basis
to suspect that the individual or entity meets the E.O.
[executive order] criteria.””?! The 9/11 Commission staff
described freezes during the pendency of an investigation
in these terms: “The government is able to . .. shut down
U.S. entities without developing even the administrative
record necessary for a designation. Such action requires
only the signature of a midlevel government official.”*??

The BPI provision was used against four U.S. charities
after 9/11: Al Haramain Islamic Foundation, KindHearts
for Charitable Humanitarian Development, the Global
Relief Foundation, and the Benevolence International
Foundation. At the time, the Treasury’s general counsel
wrote to other Treasury officials: “Common fairness and
principles of equity counsel that we impose a reasonable
end date on the duration of such orders.”?® The same
Treasury memorandum offered a six-month limit on such
asset freezes for discussion purposes. However, that
suggestion was never implemented.

BPI can prevent a target from challenging its designation
in court because it may not be considered a reviewable final
agency action under the Administrative Procedure Act
(although targets may still be able to bring other claims,
including constitutional ones). That was the case in Kind-
Hearts, where the charity had its funds blocked pending
investigation but was informed that it had been “provision-
ally designated” and that full designation was forthcoming.
When KindHearts sought to challenge its “provisional and
prospective final” designation, the court held it could not
consider the claim because there had been no final agency
action.?*

In short, as noted by 9/11 Commission co-chair Lee
Hamilton, “The use of IEEPA authorities against domestic
organizations run by U.S. citizens.. . . raises significant civil
liberties concerns. IEEPA authorities allow the govern-
ment to shut down an organization on the basis of clas-
sified evidence subject only to deferential after-the-fact
judicial review.”?5

Narrow Interpretation
of the Informational
Materials Exemption

A pair of amendments made to IEEPA in 1988 and 1994
created an exemption that sought to protect speech and
related activities from sanctions. The impetus for the
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amendments was the government’s seizure of books and
magazines that were being shipped from countries sanc-
tioned under IEEPA, convincing Congress that greater
First Amendment protections were needed.!?

The 1988 amendment was introduced by Rep. Howard
Berman (D-CA), who explained the reasoning behind the
amendment as follows: “The fact that we disapprove of
the government of a particular country ought not to
inhibit our dialog with the people who suffer under those
governments. . . . We are strongest and most influential
when we embody the freedoms to which others aspire.”?
The Berman Amendment carved out from [EEPA the pres-
ident’s “authority to regulate or prohibit, directly or indi-
rectly, the importation from any country, or the
exportation to any country, whether commercial or other-
wise, of publications, films, posters, phonograph records,
photographs, microfilms, microfiche, tapes, or other
informational materials.”?

Despite its broad language, the Treasury Department
interpreted this exemption narrowly. OFAC, in its regula-
tions, claimed the right to prohibit transactions related
to “informational materials not fully created and in exis-
tence at the date of the transaction” (for example, uned-
ited video footage), as well as those involving “the
substantive or artistic alteration or enhancement of infor-
mational materials.” It also excluded “intangible items,
such as telecommunications transmissions” from the
definition of “informational materials.”?

These narrow interpretations, and some court cases
upholding them, prompted Congress to amend [EEPA
again in 1994 with the Free Trade in Ideas Act (FTIA).1%®
The express goal of the 1994 amendment was to counter
the Treasury Department’s restrictive reading of the
Berman Amendment.!® The FTIA thus clarified that the
informational exemption applied not only to “informa-
tional materials” but also to “information,” including intan-
gible information; it stated that the exemption applied
“regardless of format or medium of transmission”; and it
made clear that the list of exempted media (to which the
FTIA added new examples) was only illustrative, prefacing
that list with the words “including but not limited to.”32
The conference report also stated that the Berman Amend-
ment “established that no embargo may prohibit or restrict
directly or indirectly the import or export of information
that is protected under the First Amendment.”33

Despite the passage of the FTIA, the government has
continued to interpret the informational materials exemp-
tion narrowly. In regulations and litigation, it has taken
the view that the exemption does not protect items that
are not fully complete on transmission or activities that
are tailored to a particular audience, such as editing publi-
cations, sending legal briefs, or giving a speech and
answering audience questions. The government has
further contended that sanctions may be used to render
a video-sharing mobile application unworkable without

violating the amendment. It has even promulgated guid-
ance claiming that some artwork may be subject to sanc-
tions, despite the fact that artwork is explicitly protected
in the exemption.’3

Humanitarian Impact
of Sanctions

Country-based sanctions programs, as well as activity-based
ones that sweep broadly or target entities with political
power, can have a dire humanitarian impact on popula-
tions that bear no blame for the conduct occasioning the
sanctions and have no ability to effect changes that might
lift the sanctions.®® Moreover, even as these populations
suffer, the actual targets — officials or other actors who
are able to put in place the desired changes — are often
insulated from the sanctions’ full effects because they
hold positions of relative power or privilege. A recent
NGO report pointed to “overwhelming agreement in the
academic literature” that the toughest U.S. sanctions
regimes “degrade public health, and cause tens of thou-
sands of deaths per year” while at the same time “almost
always fail[ing] to achieve their goals, particularly when
the aim is regime change or significant behavioral
changes pertaining to what states consider their funda-
mental interests.”**® Sanctions have been shown to have
severe health impacts, from malnutrition to infant mortal-
ity to the undermining of responses to flu outbreaks.**

[EEPA contains an exemption for “donations, by
persons subject to the jurisdiction of the United States,
of articles, such as food, clothing, and medicine, intended
to be used to relieve human suffering.” However, the stat-
ute allows the president to waive this exemption upon
determining that it would impair the government’s ability
to deal with the precipitating emergency. Although the
waiver provision was meant to be invoked sparingly, it
has become routine. The provision was never waived until
1995, and then not again until 2001.1% However, since that
time, the vast majority of national emergency declarations
invoking IEEPA have waived this provision.

In cases where the humanitarian exemption is waived,
the government will sometimes issue licenses or regula-
tions that permit various humanitarian measures.’* Even
when the humanitarian exemption is not waived, a license
is often still required to provide many goods and services
needed for humanitarian purposes, as the exemption
applies only to donations — not sales — and only to
certain categories of items.}*° Licenses to provide human-
itarian aid, when they are granted, can sometimes take
months or years to obtain.

The regulations for some sanctions regimes address
humanitarian assistance by altering the normal strict
liability scheme for civil penalties. For instance, under

15 Brennan Center for Justice

Checking the President’s Sanctions Powers



Executive Order 12947, charitable contributions made
without knowledge or reason to know that the donation
or contribution was for the benefit of a specially desig-
nated terrorist do not incur penalties.*

In addition, at least partly out of humanitarian concerns,
Congress has restricted the use of sanctions to prohibit
exports of agricultural and medical goods. In the Trade
Sanctions Reform and Export Enhancement Act of 2000,
Congress prohibited unilateral sanctions that restrict
export of agricultural or medical goods unless the presi-
dent submits a report to Congress explaining the need
for the sanctions and Congress enacts a joint resolution
approving them. (Situations involving hostilities, war, and
controlled exports are exempted from the congressional
prohibition.)**?

These measures are not a complete solution to the
problem, however. As one report noted, “Even when one
can potentially operate within the letter of the law, the
sanctions regime is of such complexity, and the potential
consequences of running afoul of U.S. law so dire, that
there is a chilling effect on many businesses.”*? This
tendency on the part of financial institutions toward over-
compliance (or “de-risking,” as it is sometimes called) may
effectively prohibit humanitarian work regardless of any
exemption or license.**

Forinstance, a recent U.S. Government Accountability
Office report regarding Venezuela sanctions found that
all nine of the U.S. Agency for International Development
implementing partners in that country, which were
permitted to deliver aid to alleviate the humanitarian
effects of the sanctions, nevertheless had banks close
their accounts or reject transactions.*® In North Korea,
where humanitarian waivers are in place for some activ-
ities, banks’ overcompliance has led in some instances to
NGOs having to physically carry cash into the country to
fund their work.® A recent report by a UN special rappor-
teur found that even the World Health Organization had
difficulty delivering aid in countries under sanction
because it could not obtain transportation for the goods.
The rapporteur found that unilateral sanctions were
having an adverse effect on a wide range of human rights
“of all population groups in targeted states.”#’

The government has argued that humanitarian assis-
tance must be controlled, as it may be difficult in some
settings to ensure that it will not fall into the hands of the
sanctioned persons or entities. It has further argued that
even if sanctioned entities use the humanitarian assis-
tance to benefit innocent populations — for example, if
Hamas were to use humanitarian donations to build
hospitals or water treatment systems in the Gaza Strip
— that could allow the sanctioned entity to curry local
support, undermining a goal of sanctions.

The argument raises both empirical and values-based
questions. The government generally is not called upon,
either by law or by congressional overseers, to justify

[EEPA sanctions regimes with evidence that the sanctions
are achieving their goals. It is thus difficult to evaluate the
claim that expanding the amount of allowable humani-
tarian assistance would undermine the sanctions. If that
were demonstrated, however, the moral question would
remain as to whether the benefits to U.S. interests would
outweigh the human costs.

Exercise of
Licensing Discretion

The question of whether to issue specific licenses for
certain actors to engage in otherwise sanctionable
conduct is almost entirely within the discretion of OFAC,
which states that “many” of its licensing decisions “are
guided by U.S. foreign policy and national security
concerns.”*® Although general licenses that OFAC issues
are made publicly available, specific licenses are not. In
response to a reporter’s inquiry regarding a specific
license that OFAC had issued, a Treasury Department
spokesperson stated: “Ireasury does not generally
comment on or provide details on license applications or
specific licenses that have been issued as the information
contained within these licensing applications and deter-
minations may be protected by the Privacy Act, the Trade
Secrets Act, or other regulations governing OFAC'’s licens-
ing authorities.”*®

Obtaining a specific license can be a significant benefit
for a business, not only because the license allows the busi-
ness to engage in otherwise sanctionable conduct but also
because the sanctions program likely eliminates a signifi-
cant portion of the competition. It is not difficult to imag-
ine how the licensing process could be abused to confer a
hefty business advantage on individuals who have some
connection or influence with relevant government officials.
The lack of transparency as to the specific licenses that
OFAC grants exacerbates this potential for abuse.

One instance of a specific license that was issued under
troubling circumstances involves Syria’s broadly sanctioned
oil market. As described by Politico in April 2020, “a little-
known firm helmed by politically connected former mili-
tary and diplomatic officials,” which was created one
month before the Trump administration enacted additional
sanctions on the Syrian oil sector, received a license to
refine and export oil from the country’s northeast.’*° It later
emerged, in part through a congressional hearing, that the
founders of the company were donors to various Republi-
can politicians, including President Trump, and that the
Trump administration had pushed for Kurdish authorities
to reach a deal with the company.’®

Similarly, in the Trump administration’s final weeks,
OFAC granted an Israeli businessman and a number of
associated companies a license to engage in certain busi-
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ness transactions despite having been sanctioned for
corruption and human rights abuses. Those employed to
advocate for the license included one of Trump’s impeach-
ment attorneys, Alan Dershowitz. Civil society advocates
and lawmakers raised concerns regarding the justification
for the license, the speed with which it was issued, and
the process used. The Biden administration revoked the
license, stating that it was “inconsistent” with U.S. foreign
policy interests.!>

These concerns are not limited to the Trump years. In
2010, OFAC provided the New York Times with some
information about specific licenses after the newspaper
filed a FOIA request and commenced litigation. As
described by the Times, “The process took three years,
and the government heavily redacted many documents,
saying they contained trade secrets and personal
information.”3

The Times found that OFAC had issued almost 10,000
licenses in the previous decade and observed that it would
be difficult to justify some of them as serving U.S. foreign
policy goals. It also noted that some licensing decisions
appeared to have been influenced by political pressure. In
one instance, the government was preparing to deny a
license to a Hawaiian company until a U.S. senator from
the state intervened. The person seeking the license made
his first-ever contribution of $2,000 to the senator shortly
before the senator and his aide reached out to OFAC
regarding the license. Although an official at the State
Department recommended denying the license, emails
from OFAC noting the senator’s interest convinced the
State Department that the items in question qualified for
a “medical and humanitarian exception.” Two months
after the license was issued, the individual made another
$2,000 contribution to the senator.!5*

This was not the only instance of politicians’ involve-
ment in licensing decisions. The Times noted that politi-
cians had written in favor of a number of the licenses on
which it had obtained information.’® A former OFAC sanc-
tions adviser admitted that in deciding to allow Mars, Inc.
to sell Wrigley’s chewing gum in sanctioned countries, “we
were probably rolled on that issue by outside forces.”5

Lack of Congressional
Checks, Oversight,
and Transparency

Termination of National Emergencies

As originally passed, the NEA allowed Congress to termi-
nate a national emergency by passing a concurrent reso-
lution, which would go into effect without the president’s
signature. After the Supreme Court’s decision in Chadha
disabled that provision, Congress replaced it with a joint

resolution provision. Such resolutions must be presented
to the president for signature or veto.

This change has greatly weakened Congress’s role as a
check against presidential overreach. Congress’s inability
to terminate emergency declarations that bipartisan
majorities in both chambers oppose was demonstrated
when President Trump declared a national emergency in
order to fund the construction of a border wall. Congress
twice voted to terminate the national emergency. Both
times however, President Trump vetoed the measures,
and Congress was unable to muster the two-thirds super-
majority in each house required to override the veto.’¥

Reporting and Oversight

For each new sanctions program under IEEPA, the pres-
ident must transmit to Congress an initial report that
explains the necessity and appropriateness of the sanc-
tions, proposed actions, and the countries that will be the
subject of those actions. Following this initial report, the
NEA requires the president, every six months thereafter,
to transmit to Congress a report on emergency-related
expenditures made during that period. Also every six
months, IEEPA requires the president to submit a report
on the actions taken under that particular sanctions
program since the last report.’® These reports are
intended to “give Congress standards by which to evaluate
the necessity of continuing the emergency under the
National Emergencies Act.”°

This reporting, which presidents have delegated to the
secretary of the Treasury, has become cursory and pro
forma, and it is insufficient to hold the executive account-
able with respect to whether sanctions are achieving their
stated goals.’®® For instance, one recent [EEPA report
consisted of just three sentences specifying the total
number of actions taken in regard to licenses (such as
grants, denials, or clarifications) under the program
during the six-month reporting period, the total number
and dollar amount of transactions blocked, and OFAC
outreach efforts.’®! A recent NEA report was similarly
brief, consisting of two sentences providing a total figure
of costs associated with the program during the reporting
period and characterizing the types of costs.’®? Reports
like these do not inform Congress as to whether the sanc-
tions are achieving their goals. Moreover, it appears that
these reports have not been made publicly available since
the early 2000s, so interested persons must obtain them
through FOIA.

[EEPA also requires the president “in every possible
instance” to consult with Congress before using the stat-
ute and to “consult regularly with Congress” while the
powers are being used.’®® In reality, however, these consul-
tations do not occur in any formalized manner. Congres-
sional committees do sometimes hold hearings regarding
sanctions programs, and on occasion they even express
concern that such authorities are being abused.!** In one
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rare instance in 2009, Congress required OFAC to submit
a report on the effectiveness of a particular program.!®®
And in 2017 a committee held a hearing on “Evaluating
the Effectiveness of U.S. Sanctions Programs.”®® But such
oversight regular nor
comprehensive.

initiatives are neither

Notice and Comment on Regulations

When the government develops regulations implement-
ing sanctions programs under [EEPA, there is typically no
opportunity for stakeholders to weigh in. This is because
the government takes the view that, despite their often
significant effects on U.S. persons, entities, and commerce,
sanctions programs “involve a foreign affairs function”
and therefore are “exempt from the requirements under
the Administrative Procedure Act (5 U.S.C. 553) for notice
of proposed rulemaking, opportunity for public comment,
and delay in effective date.”’

President Trump’s
Novel Uses of IEEPA

President Trump used [EEPA extensively. Sanctions desig-
nations soared during his administration, and all but 2 of
the 13 national emergencies he declared relied primarily
or exclusively on [EEPA.*% The Trump administration
sanctioned more targets in each of its four years than any
previous administration in any given year. In all, it nearly
doubled the total number of targets from President
Obama’s first term.!¢°

Moreover, President Trump used, and threatened to
use, [EEPA in unconventional and unprecedented ways.
For instance, he levied IEEPA sanctions in an attempt to
intimidate international civil servants of the International
Criminal Court (ICC) who were investigating alleged U.S.
and Israeli war crimes.”° Although the United States has

never recognized the ICC’s jurisdiction over U.S. citizens,
and although previous administrations were sometimes
critical of the ICC, Trump’s action took matters to an
entirely new level. The United States had previously used
sanctions to punish war criminals, not those who prose-
cute them. (The Biden administration terminated the ICC
sanctions)"!

Trump also used IEEPA to target the mobile messaging
and video applications TikTok and WeChat, as well as
their parent companies, raising significant First Amend-
ment concerns. In litigation, courts have held that the
sanctions on TikTok and WeChat violate IEEPA’s infor-
mational materials exemption and the First Amendment,
respectively.’’? Judges have been unpersuaded by the
government’s claims that national security concerns
justify banning the apps. Observers have posited that
national security was a pretext, and that the real reasons
for the sanctions included the administration’s hostility
toward China in general and Trump’s unhappiness with
certain anti-Trump content hosted by these apps in
particular.”3

Trump also frequently threatened IEEPA sanctions that
would have been unprecedented in their scope or appli-
cation. In August 2019, in the midst of a trade war with
China, Trump claimed authority to order all U.S. compa-
nies to stop doing business there.'’* When questioned on
this authority, he tweeted, “Trylooking at the Emergency
Economic Powers Act of 1977. Case closed!” He also
threatened to use IEEPA to impose tariffs on goods
imported from Mexico unless that country took steps to
reduce the number of immigrants arriving at the southern
U.S. border.””® And he warned of sanctions against Iraq if
it expelled U.S. troops following the U.S. assassination of
[ranian general Qasem Soleimani.’® Even though Trump
did not act on these threats, his disregard of the norms
that have governed past uses of IEEPA increases the like-
lihood that future presidents will also seek to use the law
in novel and expansive ways.
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Reform Efforts and Proposals to Date

handful of bills to reform aspects of IEEPA have been introduced to date, but
none would address the full array of problems with the legislation.

For example, the Article One Act, introduced by Sen. Mike
Lee (R-UT) shortly after President Trump declared a
national emergency to secure funds for a border wall,
would reform the National Emergencies Act by requiring
congressional approval of national emergency declara-
tions within 30 days of issuance.””” As amended in the
Senate Homeland Security and Government Affairs
Committee, however, the bill exempted almost all decla-
rations that rely on IEEPA (although it made explicit that
IEEPA cannot be used to impose tariffs).”® According to
the committee’s report, [EEPA orders were exempted
from congressional approval to “preserve the President’s
flexibility in deploying economic sanctions on foreign
entities and individuals.””® Unsaid in the report, but no
doubt relevant to the committee’s decision, was that the
bill would have forced Congress to vote dozens of times
each year on IEEPA declarations. Most members of
Congress would not relish that prospect or consider it
necessary, given that Congress has largely approved of
presidents’ uses of IEEPA to date. Lee reintroduced this
bill in 2021 in its original, unamended form.!#°

Rep. [lhan Omar’s (D-MN) Congressional Oversight of
Sanctions Act (COSA) would enhance congressional
power to terminate national emergencies, strengthen
humanitarian exemptions, and require additional trans-

parency regarding the goals the sanctions are intended
to achieve and the progress toward them.’®! However, the
congressional approval scheme it envisions would be even
more burdensome than the one established in the Article
One Act, as it would require Congress to vote on individ-
ual IEEPA sanctions regimes every six months. In addi-
tion, it lacks due process protections for U.S. persons and
would benefit from greater humanitarian protections.

Rep. Christopher Smith’s (R-N]) Humanitarian Assis-
tance Facilitation Act of 20132 would improve access
to humanitarian goods and boost monitoring of the
humanitarian impact of sanctions. It would not address
other concerns with [EEPA, though, such as the lack of
of due process or the high bar for Congress to terminate
sanctions.

Experts have also proposed reforms. Peter Harrell, an
official in the Obama administration who now serves on
President Biden’s National Security Council, proposed
several reforms to IEEPA while at the Center for a New
American Security. These included requiring more robust
reporting to Congress and releasing those reports
publicly, subjecting sanctions rules and regulations to
notice and comment, and requiring Congress to approve
actions taken pursuant to IEEPA that have an economic
impact in excess of $1 billion or $2 billion.!83
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A Legislative Reform Proposal

o address some of the issues discussed thus far, Congress should enact the

changes to IEEPA described below. The primary aims of these reforms are to

bolster Congress’s role as a check against possible abuse, to protect the
constitutional rights of Americans who are designated, to mitigate humanitarian
harms, and to bring transparency and oversight to sanctions regimes.

The purpose of these proposals is not to prevent IEEPA’s
use in nonemergency situations. Although such a change
might be desirable, Congress has long accepted presi-
dents’ use of IEEPA to achieve significant foreign policy
goals in nonemergency situations, clouding the prospects
for narrowing IEEPA’s use in that respect. Moreover, if the
current language of IEEPA is not sufficient to limit the
law’s use to urgent threats, it is not clear what language
would accomplish that goal, short of delineating precise
criteria for the imposition of sanctions — a move that
would meet resistance in Congress.

The reforms below strike a realistic and workable
balance by significantly limiting [IEEPA’s potential for abuse
while responding to the legitimate needs and concerns of
both the executive and legislative branches. Thus, for
instance, a warrant would be required to freeze Americans’
assets, but the courts could apply flexibility in permitting
a temporary freeze pending issuance of the warrant to
minimize the chance of asset flight. Similarly, Congress
would be required to approve presidential renewals of sanc-
tions regimes, but the regimes would be voted on as a
package, thus lessening the burden on Congress.

Remove IEEPA from
Under the National
Emergencies Act of 1976

The suggestion that IEEPA should be removed from the
NEA framework might seem counterintuitive if the goal
is to strengthen control and oversight over IEEPA. This
recommendation, however, is aimed not at enhancing
checks on [EEPA but rather at preventing nonemergency
[EEPA usage from lowering the bar to deploy other emer-
gency powers.

Because [EEPA is by far the most frequently used of the
executive emergency powers, and because Congress has
largely acquiesced to presidents’ use of IEEPA to impose
sanctions in a variety of circumstances, the effect of
including IEEPA as an emergency power under the NEA
is to normalize the use of emergency powers in nonemer-
gency situations. Removing I[EEPA from the ambit of the
NEA would thus help preserve more stringent standards
for use of the remaining emergency powers.

Under this proposal, although a declaration of national
emergency would no longer be required to invoke I[EEPA,
the other procedural requirements of the NEA — such as
publication of the [IEEPA order in the Federal Register, the
requirement of yearly renewal, and semiannual reporting
obligations — would be imported into IEEPA itself. More-
over, the “unusual and extraordinary threat” requirement,
which is unique to IEEPA, would be retained. Although
the government has often honored this requirement in
the breach, removing it could create the impression that
Congress intends to make the standard even lower than
the one that has evolved in practice.

Require Congressional
Approval for Invocations
and Renewals

Invocations
The U.S. Supreme Court’s holding that legislative vetoes
are unconstitutional, and Congress’s replacement of the
NEA’s concurrent-resolution provision for termination of
emergencies with a joint-resolution mechanism, has made
it exceedingly difficult for Congress to terminate a national
emergency. In effect, Congress must muster a veto-proof
supermajority. In addition, allowing presidents to use
[EEPA’s powers without congressional action may incen-
tivize legislative inaction. Lawmakers can criticize abuses
without having to risk accountability for their own votes.
The solution, as has been proposed in bills to reform to
the NEA itself, is to flip the effect of Congress doing noth-
ing. Currently, congressional inaction results in the
national emergency — and the use of [IEEPA — continu-
ing. Under the proposed reform, if Congress does not
affirmatively approve the use of IEEPA within 90 days,
the authority would terminate. This period is longer than
the 30 days allotted in NEA reform legislation, the idea
being that because IEEPA declarations are relatively
common, a short approval period could create numerous
“fire drills” that would be difficult for Congress to manage.
A resolution to approve would be privileged and fast-
tracked. Any member could force a vote on the resolution,
and it would not be subject to a filibuster in the Senate.
This would prevent partyleaders from blocking a floor vote
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and would ensure that the sanctions program is approved
if a simple majority of each chamber votes for it. A failure
to approve the declaration, either because no joint resolu-
tion was offered or because Congress voted against it,
would serve as a bar to the president issuing another [IEEPA
order for substantially the same circumstances.

Renewals

In addition to approving a president’s invocation of [EEPA
within 90 days, Congress should be required to renew its
approval on a yearly basis. However, unlike the initial
approval vote, which would be done individually for each
[EEPA program, the renewal vote would consider all
extant [EEPA programs as a package, thus reducing the
strain on Congress’s time and resources.

These approval votes would be privileged and subject
to expedited procedures. Filibusters would be prohibited,
and amendments would be considered germane only if
they removed particular sanctions programs from the
blanket approval. Any member of Congress could force a
vote on an amendment to the sanctions approval.

This arrangement strikes a sensible balance: while
Congress could in theory terminate the full package of
[EEPA sanctions through inaction, that would be highly
unlikely; nonrenewal of a particular sanctions program,
on the other hand, would require a majority vote (but not
a veto-proof supermajority).

Strengthen IEEPA’s
Foreign Focus

The prerequisite of a threat that has its source “in whole or
substantial part outside the United States” should be
amended to read “in whole or primary part outside the
United States.” In today’s globalized world, any domestic
threat significant enough to warrant IEEPA sanctions —
such as a major crime syndicate or terrorist organization
— is likely to have some international component. Thus, the
current standard does little to constrain IEEPA’s use. To date,
presidents have used I[EEPA to target threats that are largely
foreign in origin, and so the proposed amendment would
not require a change in current practice. Rather, it is a
prophylactic measure to prevent any drift in the direction of
using IEEPA as a tool to address domestic threats.

Address Issues Regarding
Specific Licenses

Lack of Transparency
OFAC’s decision-making on requests for specific licenses
is a black box, enabling political favoritism and other

problematic practices. A threshold problem is that there
are no public regulatory standards governing the decision
to grant or deny a request. Congress should require OFAC
to develop specific, transparent standards and criteria for
granting licenses, to be set forth within the regulations
of each sanctions program. These criteria could be
tailored to reflect each program’s goals.

Another problem is that OFAC does not make infor-
mation regarding specific license applications or grants
publicly available. Instead, every six months, the secre-
tary of the Treasury reports to Congress an aggregate
number of actions taken on licenses for each sanctions
program during that period. Even these reports, however,
are not (at least since the early 2000s) freely available
online.

OFAC should be required to make public on its website
as much information as possible about specific licenses.
At a minimum, this should include the number of specific
licenses applied for and granted under each of the sanc-
tions programs. Where possible, it should also include the
licenses themselves, redacted as necessary to protect
legitimate privacy interests, trade secrets, or safety
concerns. In addition, the Treasury should provide (under
the necessary confidentiality strictures) unredacted
copies of all licenses, as well as underlying materials, to
the congressional committees with relevant oversight
responsibilities.

Delays

Currently there is no limit on the time OFAC may take to
rule on specific license applications. There should be a
60-day limit within which OFAC must issue a decision
on a specific license request, unless OFAC and the appli-
cant agree to an extended timeline. The ability to negoti-
ate an extension will help mitigate the risk that OFAC will
simply deny licenses rather than comply with the dead-
line. To further dissuade the agency from defaulting to
denial, the law should clarify that a denial of a license
application is a final agency action for purposes of APA
review, and Congress should appropriate sufficient
resources to enable OFAC to respond in a timely manner
to license requests.

Legal Representation
It is a clear conflict of interest for OFAC to have discretion
over whether targets of sanctions may use their frozen
funds to hire legal representation to challenge those sanc-
tions. Although OFAC has issued general licenses to
permit legal work under some sanctions regimes (usually
allowing payment only from unblocked funds), such
measures should be expanded to apply to all sanctions
programs, eliminate specific license requirements, and
permit the use of blocked funds.

Currently general and specific licenses allowing legal
representation include reporting requirements to guard
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against targets overpaying their attorneys as a way to free
up funds. Similar reporting should be required for the
expanded license proposed here. An additional option
would be for OFAC to establish a transparent and stan-
dardized process for setting reasonable fees, similar to
the process by which attorneys’ fees are set under
fee-shifting litigation regimes.

Protect the Rights
of U.S. Persons

It is highly questionable whether Americans and other
persons in the United States should be subject to IEEPA’s
powers in their current form. IEEPA in theory allows the
government to prohibit anyone inside the United States
(and many outside the United States) from transacting
with a designated person. Absent a license, which [EEPA
does not require OFAC to grant, a designated person
living in the United States would not be able to work, pay
for shelter, or even buy food, and these restrictions could
remain in place indefinitely. The target would quite liter-
ally lack the means to live.

This is arguably a far more severe penalty than a finite
term in prison, and yet the president can impose it with
the stroke of a pen. Although this authority is supposed
to be used onlyin the face of an “unusual or extraordinary
threat,” the president is never required to prove that such
a threat exists. If any judicial review occurs, the court
accepts that anyone who meets the criteria laid out in the
executive order — whatever those criteria might be —
may lawfully be sanctioned; it asks only whether the deter-
mination that the target meets the criteria meets the
APA’s deferential standard. This is an incredibly low bar
for such a draconian penalty.

Congress should consider restricting the use of [EEPA
against U.S. persons (including real persons as well as
corporations, organizations, or property that is at least
50 percent owned and controlled by U.S. persons) to
cases involving criminal conduct. In other words, the
powers of [EEPA should be available only when the target
of sanctions has been convicted of a crime based on the
activities that trigger the sanctions authority. (Assets
could be attached pending criminal proceedings to
prevent asset flight.) This would impose a burden of proof
and a set of procedural protections that are far better
suited to the magnitude of the penalty that [EEPA sanc-
tions represent.

Short of this solution, there are steps Congress can
and should take to bolster constitutional protections
for U.S. persons who are designated under I[EEPA. Some
of these measures follow directly from the rulings of
lower courts in response to Fourth and Fifth Amend-
ment challenges.

Access to Necessities

There is no set of circumstances under which the
government should be able to render U.S. persons
homeless and deny them adequate means for subsis-
tence through an executive order. Under current law,
targets may apply for licenses that allow them to work
and pay rent, but Americans in some cases have spent
agonizing months — and have had to file lawsuits —
before the government even responded to their license
requests. [EEPA should be amended to require the
government, when designating a real U.S. person (as
opposed to a corporate entity), to simultaneously issue
a license that ensures the target has sufficient means
and legal permissions to access the necessities of life.
The specifics of that license could vary depending on
the target (for instance, a target might not be autho-
rized to work in certain sectors), but the law should
clearly state that no designation may go into effect if
not accompanied by such a license.

Warrant Requirement for Seizures

To ensure that I[EEPA’s implementation complies with
the Fourth Amendment, IEEPA should be amended to
explicitly acknowledge that the freezing of assets consti-
tutes a seizure and to require OFAC (or any other govern-
ment office implementing IEEPA sanctions) to obtain a
warrant when the assets in question belong to any
person or entity entitled to the protections of the Fourth
Amendment.

Asset flight is a legitimate concern; sanctions
cannot be as effective if targets can simply move assets
before they are frozen. However, the court in Al Hara-
main suggested solutions that would enable the
government to secure the assets for a brief period
while applying for a warrant. If a court then denied the
application, any temporarily frozen assets would
immediately be unfrozen.

These approaches would be most likely to pass consti-
tutional muster if the period of temporary seizure were
minimal.’®¥* Accordingly, OFAC should amend its regu-
lations to require financial institutions, after freezing the
designee’s assets, to report to OFAC within 24 hours,
rather than the current 10 days, for the small portion of
cases in which the designated person or entity can claim
Fourth Amendment protections. Once any property has
been identified, OFAC can apply for warrants in the rele-
vant federal districts.

Due Process for Designations

To address Fifth Amendment due process concerns,
Congress should require OFAC to adhere to the following
procedures when designating U.S. persons for sanctions.
Targets should receive contemporaneous notice that they
have been designated. Within a reasonable period, not to
exceed one week, they should be provided the record on
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which the decision to designate was based. The record
should include an unclassified summary or redacted
version of any classified evidence, and the law should
specify that these unclassified substitutes must give the
target substantially the same ability to respond as the
evidence itself.

Targets could then submit documentary evidence in
their defense, and they would be entitled to an in-person
administrative hearing within 90 days of receiving the
administrative record, unless the parties agreed to extend
that period. OFAC would then be required to issue a ruling
within 90 days of the hearing. If OFAC failed to adhere
to any of these deadlines, the target would be considered
to have exhausted administrative remedies for purposes
of seeking judicial review.!®

Judicial Review

IEEPA should be amended so that U.S. real persons, as
well as U.S. legal persons (such as corporations or orga-
nizations) that are at least 50 percent owned and
controlled by U.S. persons, can obtain meaningful judicial
review of their designation and other adverse actions
under the statute. Currently judicial review is available
through the APA, but it is limited to the evidence in the
administrative record and employs the APA’s deferential
standard. Congress should create an alternative judicial
review mechanism for U.S. persons under which the
government must prove by a preponderance of the
evidence, on de novo review that allows both parties to
submit new evidence, that a target meets the criteria for
designation set forth in the relevant executive order (or,
in an enforcement proceeding, that a person or entity has
violated IEEPA sanctions). The administrative record
should be admissible in these proceedings; however,
courts should consider hearsay, authenticity, and similar
objections when determining how much weight to give
the record evidence.

Classified evidence should be handled using proce-
dures similar to those in the Classified Information
Procedures Act (CIPA), which governs the use of such
information in criminal cases involving espionage
charges and other sensitive national security matters.
CIPA contemplates various mechanisms — including the
appointment of cleared counsel to represent the nongov-
ernment party, the use of unclassified summaries or
factual admissions, and the issuance of protective orders
— to ensure that classified information is protected
while giving the accused a fair opportunity to mount a
defense. Prevailing plaintiffs should be entitled to injunc-
tive relief, attorney’s fees, and actual damages, which
would serve as a deterrent to abuse of the designations
process.

Enhance Protections
for Provision of
Humanitarian Aid

The humanitarian exemption within [EEPA should be
enhanced and expanded. [t should allow the provision of
goods and services — both donations and sales — for
health care, water, sanitation, nutritional support, agri-
cultural and food security, civilian energy infrastructure,
primary and secondary education, basic shelter, and any
other humanitarian needs identified by the secretary of
the Treasury. Those who support the delivery of such
items should also be covered by the exemption.

The criteria for waiving the humanitarian exemption
should be amended along the lines proposed by the Char-
ity and Security Network, an organization that provides
resources for nonprofits involved in humanitarian and
similar work overseas. In particular, when waiving the
exemption on the ground that it would impair the govern-
ment’s ability to address the threat in question, the pres-
ident should also have to issue a determination — and to
provide Congress with the factual basis for this determi-
nation — that the humanitarian aid would not reach the
intended civilian populations. The exemption should
specify that waivers must be temporary and last no longer
than necessary, and that the president must submit peri-
odic reports to Congress demonstrating the continued
necessity of the waiver.18¢

Forindividuals and entities wanting to provide human-
itarian assistance but who are unsure if the provision of
particular products or services is permissible, OFAC
should establish an inquiry process with a mandated
response time of no more than 30 days. OFAC should
also provide comfort letters to financial institutions so
that they will facilitate the necessary transactions related
to humanitarian goods and services.

Finally, individuals and entities providing humanitarian
items and services related to them should be protected
by a good-faith belief standard rather than be subject to
strict liability. More specifically, a reasonable, good-faith
belief that the entity was facilitating the provision of
humanitarian goods in accordance with the law should
constitute an affirmative defense against any criminal or
civil enforcement action.

Remove Certain
IEEPA Powers

Using IEEPA Powers Pending Investigation

The ability to use IEEPA’s powers during the pendency of
an investigation should be eliminated. The deployment
of IEEPA’s expansive powers even before the government
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has determined that a target meets the minimal threshold
for designation is uncalled for and dangerous, particularly
when there is no time limit on the investigative period.

Imposing Tariffs

As proposed in bills such as the Article One Act (as
reported out of the Senate Homeland Security and
Governmental Affairs Committee), IEEPA should be
amended to make clear that it cannot be used to impose
tariffs. It is not entirely clear that IEEPA confers this power
presently, but the issue arose after President Trump
threatened tariffs on goods coming from Mexico if he was
not satisfied with the actions that country was taking to
reduce the flow of persons across the U.S.-Mexico border.

Replacing Expired or Rejected Legislation

On several occasions, presidents have used IEEPA to
supplant export-control legislation that has expired.
Allowing presidents to use IEEPA in this way is highly
problematic. When Congress declines to renew a partic-
ular authority, its will must be respected, not evaded
through the deployment of emergency powers. Using
[EEPA in this manner not only constitutes a usurpation
of legislative authority but also creates perverse incentives
for Congress, absolving lawmakers of having to debate
and vote on the policies in question. Accordingly, [EEPA
should not be available as a stand-in for expiring legisla-
tion or to implement measures that Congress has
expressly rejected.

Targeting Certain Multilateral Organizations
Although international organizations make easy political
targets, none had ever been the target of sanctions prior
to President Trump’s executive order concerning the ICC.
Although reasonable people can disagree about aspects
of the work of the United Nations and international
organizations that are either part of or affiliated with the
UN, a president should not have nearly unlimited discre-
tion to impose a “financial death sentence” on them. For
that reason, IEEPA should be amended to exclude the
possibility of sanctioning the UN, its subsidiaries, or its
affiliates.!®” There would be no prohibition on sanctioning
employees of these organizations for actions that are not
part of their professional functions. Limiting the exclusion
to these clearly defined organizations will ensure that the
exemption is kept to a core group of reputable bodies, and
including such an exemption would help the United States
build trust among its allies.

Clarify the Informational
Materials Exemption

The informational materials exemption, often referred to
as the Berman Amendment, continues to be a point of
contention. OFAC and the Department of Justice have
adopted a cramped view of what it protects. The exemption
should explicitly state that it protects all transfers of infor-
mation, including materials not fully formed on transmis-
sion, and that the only types of information not protected
are those explicitly excluded within the language of the
exemption. Moreover, the exemption should be clarified
to make explicit that sanctioning social media or other
communications platforms constitutes indirect regulation
of information and therefore triggers the exemption.

Enhance Oversight
and Transparency

Additional oversight and transparency of IEEPA-based
sanctions are necessary to ensure that [IEEPA’s powers are
used appropriately and effectively.

Reporting Requirements

To facilitate oversight, new reporting requirements should
be added. For sanctions meant to change future behavior
(as opposed to punishing past actions), the government,
in its initial report to Congress, should be required to state
the specific goals that the sanctions are intended to
achieve and the criteria that a sanctioned entity must
meet to have sanctions removed. Within 30 days, the
government should be required to file a supplemental
report setting forth the estimated costs to the U.S. econ-
omy and the expected humanitarian impact of the sanc-
tions. The government also should be required to report,
on a yearly basis, the actual impact on the U.S. economy,
any humanitarian impact, and the extent to which the
identified goals have been achieved.

Notice-and-Comment Procedures

[EEPA regulations currently are exempted from the notice-
and-comment requirements of the Administrative Proce-
dure Act, on the ground that they pertain to a foreign affairs
function. Given the significant impact of IEEPA sanctions
on U.S. entities’ economic activities, however, this exemp-
tion should not be available. Requiring notice and comment
would allow stakeholders to raise concerns that OFAC and
other agencies may not have considered.
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Conclusion

EEPA was based on good intentions to curb abuses of emergency economic

powers, and it represented an improvement over what came before. But the more

than four decades following its enactment have been marked by unforeseen shifts
in the legal landscape and unintended executive and congressional practices. These
developments have exposed flaws that are ripe for correction, particularly after the
stress test of the Trump years.

The proposals contained in this report would bolster checks and balances within
the statute, ensuring that [IEEPA remains a flexible tool for presidents to use against
global challenges, but one that is sufficiently constrained to reduce opportunities for
abuse.
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Appendix

IEEPA’s Provisions (as Amended)

Criteria to Invoke (50 U.S.C. §1701)

To use IEEPA’s powers, the president must first declare a national emergency with respect to an “unusual and extraor-
dinary threat, which has its source in whole or substantial part outside the United States, to the national security,
foreign policy, or economy of the United States.” These terms are not further defined. The president may then use
IEEPA’s powers “to deal with” that emergency.

Powers (50 U.S.C. §1702(a))

The president has three sets of powers under IEEPA. The first set relates to currency exchanges. Specifically, the pres-
ident has the power to investigate, regulate, or prohibit:

() any transactions in foreign exchange,

(ii) transfers of credit or payments between, by, through, or to any banking institution, to the extent that such
transfers or payments involve any interest of any foreign country or national thereof,

(iii) the importing or exporting of currencies or securities . . .

This set of powers is rarely used today, as the government generally relies instead on similar authorities contained in
the USA Patriot Act or achieves the same result through blocking actions under the second set of powers.

The second set of powers is the most frequently used. This paragraph gives the president broad authority
to freeze assets and block financial transactions, allowing the president to

investigate, block during the pendency of an investigation, regulate, direct and compel, nullify, void, prevent
or prohibit, any acquisition, holding, withholding, use, transfer, withdrawal, transportation, importation or
exportation of, or dealing in, or exercising any right, power, or privilege with respect to, or transactions involv-
ing, any property in which any foreign country or a national thereof has any interest by any person, or with
respect to any property, subject to the jurisdiction of the United States.

Particularly notable is the president’s ability to block assets even while an investigation against a person or entity is
pending — that is, before the government has reached any conclusion of wrongdoing.

Third, in circumstances where “the United States is engaged in armed hostilities or has been attacked by a foreign
country or foreign nationals,” the president may not only freeze but also vest (i.e., take ownership of) property owned
by foreign persons, entities, or countries.

The president is additionally allowed to require reports or records concerning covered transactions.

Exemptions from IEEPA Powers (50 U.S.C. § 1702(b))

IEEPA exempts four categories of items from sanctions.

First, from the outset, IEEPA exempted exchanges of “any postal, telegraphic, telephonic, or other personal commu-
nication, which does not involve a transfer of anything of value.”

Second, also as originally passed, IEEPA includes a “humanitarian” exemption, which covers “donations, by persons
subject to the jurisdiction of the United States, of articles, such as food, clothing, and medicine, intended to be used to
relieve human suffering.” However, this exemption can be waived when the president “determines that such donations
(A) would seriously impair his ability to deal with [the emergency], (B) are in response to coercion against the proposed
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recipient or donor, or (C) would endanger Armed Forces of the United States which are engaged in hostilities or are in
a situation where imminent involvement in hostilities is clearly indicated by the circumstances.”

Third, Congress added in 1988, and then expanded and clarified in 1994, an exemption for the import or export of “any
information or informational materials.”® This exemption applies whether the transmission is “commercial or other-
wise, regardless of format or medium of transmission,” and whether the sanction affects such activity directly or indi-
rectly. The exception to this exemption, also contained within IEEPA, is certain types of information the export of which
is controlled on national security grounds (for instance, information related to the building of nuclear weapons).

Fourth, [EEPA exempts from sanction “any transactions ordinarily incident to travel to or from any country, includ-
ing importation of accompanied baggage for personal use, maintenance within any country including payment of living
expenses and acquisition of goods or services for personal use, and arrangement or facilitation of such travel including
nonscheduled air, sea, or land voyages.”

Secret Evidence in Judicial Review (50 U.S.C. §1702(c))
Added by the 2001 USA Patriot Act,'® this section provides that in any judicial review of the government’s actions, the

government may present any classified evidence “ex parte and in camera.” Thus, the person challenging the sanctions
would not be able to see or respond to such evidence.

Congressional Consultation and Reports (50 U.S.C. §1703)

IEEPA requires the president “in every possible instance” to consult with Congress before exercising IEEPA’s powers
and to “consult regularly” with Congress while exercising them. It does not specify particular committees or individ-
uals in Congress that must be consulted. When using IEEPA, the president must “immediately transmit to the Congress
a report specifying”:

(1 the circumstances which necessitate such exercise of authority;

(2) why the President believes those circumstances constitute an unusual and extraordinary threat, which has
its source in whole or substantial part outside the United States, to the national security, foreign policy, or
economy of the United States;

(3) the authorities to be exercised and the actions to be taken in the exercise of those authorities to deal with
those circumstances;

(4) why the President believes such actions are necessary to deal with those circumstances; and

(5) any foreign countries with respect to which such actions are to be taken and why such actions are to be taken
with respect to those countries.

This report must be supplemented at least every six months with additional reports describing the actions taken pursu-
ant to IEEPA and any changes to the information previously provided to Congress.**°

Regulations (50 U.S.C. §1704)

IEEPA empowers the president or the president’s designee to issue regulations to implement the statute’s powers.

Penalties (50 U.S.C. §1705)

[t is unlawful to “violate, attempt to violate, conspire to violate, or cause a violation of anylicense, order, regulation, or
prohibition” issued pursuant to [EEPA. For civil penalties, there is strict liability, meaning that even unintentional viola-
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tions may be punished and that there is no de minimis exception for cases in which the monetary value of the trans-
gression is slight.®! Civil penalties can range up to $311,562 or twice the amount of the illegal transactions, whichever
is greater, per violation.!®? Criminal penalties are available for “willful” transgressions; they can include fines of up to
$1 million and prison terms of up to 20 years.

Consequences of Termination of IEEPA Emergency (50 U.S.C. §1706)

Under this section, powers that the government is exercising to prohibit transactions regarding property on the date
of a termination of a national emergency remain in force if the president determines that continuing them “is neces-
sary on account of claims involving such country or its nationals.” However, I[EEPA states that such powers may not
continue to be exercised if the national emergency is terminated by concurrent resolution and “if the Congress speci-
fies in such concurrent resolution that such authorities may not continue to be exercised.”*

Economic Embargo (50 U.S.C. §1707)

This section states that “it is the policy of the United States” that, “as appropriate,” the president should seek a multi-
national embargo and seizure of all foreign financial assets of any foreign country when the U.S. Armed Forces engage
in hostilities against that state. It also requires the president to report on steps taken under this provision.

Sanctions for Espionage in Cyberspace (50 U.S.C. §1708)

This section was added in 2014.1%4 [t permits the president to impose sanctions on foreign persons whom the president
determines engaged in or assisted with economic or industrial espionage of U.S. persons in cyberspace. Sanctions
under this provision may not prohibit the importation of goods to the United States.
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