
Brennan Center for Justice at New York University School of Law 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
The Fourth 
Amendment in the 
Digital Age 
How Carpenter Can Shape Privacy Protections for 
New Technologies 
By Laura Hecht-Felella PUBLISHED MARCH 18, 2021 

 



      Brennan Center for Justice  The Fourth Amendment in the Digital Age 

 

2 

Table of Contents 

Introduction .............................................................................................................................................. 3 

Overview of Fourth Amendment Jurisprudence........................................................................................ 4 

 Reasonable Expectation of Privacy Test ................................................................................................ 4 

 Third-Party Doctrine ............................................................................................................................. 4 

 Public Versus Private Spaces................................................................................................................ 4 

 Impact of Technology............................................................................................................................ 5 

 Revising the Trespass Doctrine ............................................................................................................. 6 

Carptenter v. United States: A New Approach .......................................................................................... 8 

 The Carpenter Decision ........................................................................................................................ 8 

 The Katz-Carpenter Test ....................................................................................................................... 8 

 Other Interpretations of Carpenter ....................................................................................................... 10 

Applying the Katz-Carpenter Test to Other Data..................................................................................... 12 

 Location Information from Cell Phones and Smart Cars ........................................................................ 12 

 Law Enforcement Surveillance Technologies........................................................................................ 16 

 Data from Other Technologies ............................................................................................................. 23 

Conclusion.............................................................................................................................................. 30 

About the Author .................................................................................................................................... 30 

Acknowledgments................................................................................................................................... 30 

Endnotes................................................................................................................................................. 31 
 

 

 

 

 

 

 



      Brennan Center for Justice  The Fourth Amendment in the Digital Age 

 

3 

Introduction 

The Fourth Amendment stands for the principle that the government generally may not search its people or 

seize their belongings without appropriate process and oversight. Today, we are at a jurisprudential inflection 

point as courts grapple with when and how the Fourth Amendment should apply to the data generated by 

technologies like cell phones, smart cars, and wearable devices. These technologies — which we rely on for 

enhanced communication, transportation, and entertainment — create detailed records about our private lives, 

potentially revealing not only where we have been but also our political viewpoints, consumer preferences, 

people with whom we have interacted, and more. The resulting trove of information is immensely valuable to 

law enforcement for use in investigations and prosecutions, and much of it is currently available without a 

warrant.  

 

This paper describes how the U.S. Supreme Court’s 2018 decision in Carpenter v. United States has the 

potential to usher in a new era of Fourth Amendment law. In Carpenter, the Court considered how the Fourth 

Amendment applies to location data generated when cell phones connect to nearby cell towers.1 The Court 

ultimately held that when the government demanded seven days of location information from defendant 

Timothy Carpenter’s cell phone provider without a warrant, it violated the Fourth Amendment. The decision 

sits at the intersection of two lines of cases: those that examine location tracking technologies, like beepers or 

the Global Positioning System (GPS), and those that discuss what expectation of privacy is reasonable for 

information disclosed to third parties, like banks or phone companies. In reaching its conclusion that a warrant 

was required, the Court upended existing precedent, ruling for the first time that location information 

maintained by a third party was protected by the Fourth Amendment.  

 

In exploring the Court’s decision in Carpenter and its application to data from a variety of technologies — such 

as GPS, automated license plate readers (ALPRs), and wearables — this paper argues that it is incumbent on 

courts to preserve the balance of power between the people and the government as enshrined in the Fourth 

Amendment, which was intended to “place obstacles in the way of a too permeating police surveillance.”2 

Moreover, in determining the scope of the Constitution’s protections for data generated by digital technologies, 

courts should weigh the five factors considered in Carpenter: the intimacy and comprehensiveness of the data, 

the expense of obtaining it, the retrospective window that it offers to law enforcement, and whether it was truly 

shared voluntarily with a third party. Section I is an overview of Fourth Amendment jurisprudence. Section II 

discusses the Carpenter decision and its takeaways. Section III applies Carpenter to various surveillance 

technologies and looks ahead at how Fourth Amendment jurisprudence might continue to develop in the digital 

age. 
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Overview of Fourth Amendment Jurisprudence 

While Carpenter in many ways signaled a departure from the Court’s reliance on traditional models like the 

third-party doctrine, the decision is still firmly rooted in precedent. Thus, it is important to begin by situating 

Carpenter historically within the landscape of relevant Fourth Amendment jurisprudence. 

 

The Fourth Amendment safeguards the “right of the people to be secure in their persons, houses, papers, and 

effects, against unreasonable searches and seizures” by generally requiring that the government first obtain 

authorization from a neutral judge or magistrate in the form of a warrant.3 The framers intended the Fourth 

Amendment to curtail indiscriminate searches and seizures, which the colonists had been subjected to under 

British rule.4 Writs of assistance had bestowed on British officers blanket authority to conduct searches of any 

place, at any time, without notice or reasonable suspicion.5 The British government attempted to use the writs 

to stifle free speech and suppress political revolution. Given this history, the Court has repeatedly recognized 

the interconnectedness of various civil liberties, like freedom of expression and assembly, and the protections 

against government intrusion enshrined in the Fourth Amendment.6 

Reasonable Expectation of Privacy Test 
Historically, the Supreme Court interpreted the Fourth Amendment in light of its origins as the embodiment of 

the early English common law principle that “every man’s home is his castle.”7 Early decisions conceptualized 

Fourth Amendment protections as extending exclusively to the seizure of “tangible material effects” or an 

“actual physical invasion” into the areas enumerated by the amendment (persons, houses, papers, and effects).8 

The theory that the Fourth Amendment protected only against physical intrusion of private spaces, called the 

trespass doctrine, guided the Court’s Fourth Amendment jurisprudence for several decades until its 1967 

decision in Katz v. United States. 

 

The Court seemingly abandoned the trespass doctrine in Katz, in which it considered whether the government’s 

use of an electronic listening device attached to the outside of a public phone booth implicated the Fourth 

Amendment. The Court conceded that there had been no trespass but still concluded that a search had 

occurred, reasoning that “the Fourth Amendment protects people and not simply areas.”9  

 

The Court’s holding that the Fourth Amendment’s reach “cannot turn upon the presence or absence of a 

physical intrusion” was revolutionary.10 For the first time, Fourth Amendment protections were divorced from 

the physical trespass requirement. Rather, as described in Justice John Marshall Harlan’s concurrence, which 

set out what has become known as the Katz test, the Constitution protects against government intrusion when a 

person has exhibited an actual (subjective) expectation of privacy and their expectation of privacy is one that 

society is objectively prepared to recognize as reasonable.11 Katz is the foundation of modern Fourth 

Amendment jurisprudence. It extends the sphere of the Fourth Amendment’s protections to law enforcement 

surveillance that encroaches on privacy, even without a physical intrusion. 

Third-Party Doctrine 
After unveiling the two-pronged reasonable expectation of privacy test in Katz, the Court went on to distinguish 

information voluntarily turned over to third parties. In United States v. Miller (1976) and Smith v. Maryland 

(1979), the Court codified the third-party doctrine, which stands for the principle that individuals have no 

legitimate expectation of privacy in information that they voluntarily share with third parties, regardless of 
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whether they intended for the government to have access to the data.12 Thus, while the government would need 

a warrant to obtain an individual’s personal papers from their home, law enforcement could obtain the same 

papers from a third party with whom they have been shared — even for a limited purpose — with little to no 

legal process, at least as a constitutional matter.13 

 

In Miller, the Court held that defendant Mitch Miller had no legitimate expectation of privacy in his financial 

records, including copies of checks and deposit slips maintained by his bank, because he had “voluntarily 

conveyed” this information to a third party. It was irrelevant that Miller had shared the records with his bank 

for the limited and specific purpose of doing business; the fact that they were in a bank teller’s hands meant 

that the government could access them without a warrant.14  

 

In Smith, the Court similarly held that law enforcement’s use of a pen register, a device installed by a telephone 

company at its offices to monitor the telephone numbers dialed on defendant Michael Smith’s home phone, 

was not a search requiring a warrant. The Court reasoned that when Smith used his phone, he voluntarily 

assumed the risk that the phone company might relay the numbers he had called to the police.15  

 

The Court conceptualized voluntariness broadly in these decisions, but Justice Thurgood Marshall’s dissent in 

Smith gave voice to an argument that has been echoed by critics: disclosure to a third-party bank or phone 

carrier is not truly voluntary, given that banks and phones are necessary components of modern society.16 The 

third-party doctrine has begun to lose force in recent years and was significantly undermined in Carpenter. It 

has not yet, however, been conclusively abandoned or overturned. 

Public Versus Private Spaces 
Two decisions from the 1980s revealed the Court’s divergent approaches under the Katz model to government 

surveillance in public versus private spaces. In United States v. Knotts (1983) and United States v. Karo (1984), 

the Court considered the constitutionality of using a surreptitiously planted beeper device to monitor a 

suspect’s movements.  

 

The Court determined in Knotts that a warrant was not required to monitor “a person traveling in an 

automobile on public thoroughfare” using a concealed beeper as a tracking device. The Court reasoned that the 

government could have obtained the same information relayed by the beeper by physically following defendant 

Leroy Knotts on public roads.17 Thus, Knotts had “no reasonable expectation of privacy in his movements from 

one place to another.”18  

 

However, the Court reached a different conclusion in Karo, in which federal investigators used a beeper to 

track a container of ether, allegedly intended to produce cocaine, as it moved between private residences and 

commercial storage lockers. The Court distinguished the use of beeper monitoring in private residences from 

Knotts, finding that the warrantless use of a beeper to monitor activity in a private home — a location not open 

to visual surveillance — violated the Fourth Amendment.19  

 

Knotts and Karo underscored the heightened constitutional implications of using a surveillance device that 

elicits information from within a home. While the decisions highlighted the Court’s willingness to find a 

decreased expectation of privacy in a person’s public movements, the Court explicitly reserved the question of 

whether “different constitutional principles may be applicable” if “twenty-four-hour surveillance of any citizen 

of this country [were] possible.”20 Needless to say, this scenario is no longer a mere possibility but a reality.  
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Impact of Technology 
In several decisions after Knotts and Karo, the Court grappled with the impact of technological advances on an 

individual’s objective reasonable expectation of privacy. Although no comprehensive doctrine emerged from 

these cases, various aspects of their reasoning are reflected in the Carpenter decision. 

 

In Florida v. Riley (1989), the Court upheld the warrantless aerial observation of the interior of defendant 

Michael Riley’s residential greenhouse using a helicopter, reasoning that since “private and commercial flight 

by helicopter is routine,” Riley could not have reasonably expected that his greenhouse would be protected 

from aerial observation.21  

 

A little more than a decade later, in Kyllo v. United States (2001), the Court held that where “the Government 

uses a device that is not in general public use” — in this case a thermal imager — “to explore details of the home 

that would previously have been unknowable without physical intrusion, the surveillance is a ‘search’ and is 

presumptively unreasonable without a warrant.”22 In distinguishing technologies on the basis of their public 

prevalence, the Court in Kyllo attempted to “take the long view” so that its rulings might “take account of more 

sophisticated systems that are already in use or in development.”23 The Court’s decision in Carpenter builds on 

the principle articulated in Kyllo that the Fourth Amendment must evolve as technology advances.24 

 

The complexities inherent in applying the Fourth Amendment to modern technologies were evidenced again in 

Riley v. California (2014), where the Court held that police are generally required to obtain a warrant before 

searching digital information on an arrestee’s cell phone.25 The Court noted that cell phones have immense 

storage capacity, facilitating the storage of vast amounts of sensitive data that would not typically be carried 

around in hard-copy form. The Court observed that cell phones are now “such a pervasive and insistent part of 

daily life that the proverbial visitor from Mars might conclude they were an important feature of human 

anatomy,” and that “a significant majority of American adults now own such phones.”26 The Court’s later 

decision in Carpenter echoed this recognition of the cell phone’s pervasiveness in modern society.27  

Revising the Trespass Doctrine 
The Court’s divided 2012 decision in United States v. Jones revealed fault lines in its Fourth Amendment 

analysis. The question before the Court was whether the warrantless installation and use of a GPS device to 

track the movements of a suspect’s vehicle over the course of a month constituted a search under the Fourth 

Amendment. The majority opinion, written by Justice Antonin Scalia, revived the trespass doctrine, finding 

that the physical installation of a GPS onto a car — an “effect” in Fourth Amendment parlance — in order to 

obtain information about defendant Antoine Jones’s physical movements constituted a search.28 In his opinion 

for the majority, Justice Scalia explained that “the Katz reasonable-expectation-of-privacy test has been added 

to, but not substituted for, the common-law trespassory test.”29 In two concurring opinions, five justices argued 

that the monitoring of an individual’s location for a lengthy period of time constituted a search under the 

Fourth Amendment, but neither of those opinions garnered a majority to supplant Justice Scalia’s reasoning for 

the Court.30 The split decision, in which some justices advocated for the abandonment of the trespass doctrine 

entirely, further complicated the already complex Fourth Amendment analysis that developed in the wake of 

Katz.  

 

As technology has transformed our society, many of the elements considered by the Court under Katz and its 

progeny — including whether a technology is in general public use and whether the information sought by the 

government was relayed to a third party — have become increasingly tenuous measures of whether an 
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individual has a reasonable expectation of privacy in the data sought by the government. Indeed, even at the 

time that Kyllo was decided, four dissenting justices criticized the Court’s focus on whether the technology in 

question was in general public use, noting that “it seems likely that the threat to privacy will grow, rather than 

recede, as the use of intrusive equipment becomes more readily available.”31 Likewise, Justice Sonia Sotomayor 

opined in her concurrence in Jones that the third-party doctrine “is ill suited to the digital age, in which people 

reveal a great deal of information about themselves to third parties in the course of carrying out mundane 

tasks.”32 The Court finally confronted these critiques squarely — though not exhaustively — in Carpenter.  
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Carpenter v. United States: A New Approach 

The Supreme Court’s decision in Carpenter v. United States begins a new chapter in Fourth Amendment 

jurisprudence. As described below, the facts the Court considered seemed to fall squarely within the existing 

third-party doctrine framework developed in Smith and Miller, but the Court reached a radically different 

outcome. While the Court explicitly narrowed its holding to the facts before it, the decision illustrates the 

justices’ reluctance to uncritically extend existing precedents like the third-party doctrine and the Court’s 

readiness to reconsider what constitutes a reasonable expectation of privacy in the digital age. The Carpenter 

decision is likely to profoundly affect future cases involving digital technologies.  

The Carpenter Decision 
In Carpenter, the Court held that a warrant was required for the police to obtain seven days or more of 

historical cell-site location information (CSLI) records. CSLI records are generated when cell phones connect to 

nearby cell towers, which occurs at the start and end of calls, during the transmission of text messages and 

routine data connections, and several times a minute when a cell phone is turned on, even when it is not in 

use.33 Wireless carriers currently maintain CSLI data, which can be used to determine a cell phone’s 

approximate location, for up to five years.34  

 

Based on CSLI evidence, defendant Timothy Carpenter had been charged with aiding and abetting a series of 

robberies. The government had sought 152 days of Carpenter’s CSLI records from MetroPCS and seven days of 

CSLI from Sprint pursuant to the Stored Communications Act, under which the government can require the 

disclosure of certain telecommunications records upon showing “reasonable grounds” to believe that the 

records are “relevant and material to an ongoing criminal investigation.”35 Ultimately, the government obtained 

12,898 location points tracking Carpenter’s movements across 127 days — averaging about 101 data points per 

day. Before trial, Carpenter’s attorneys moved to suppress the government’s cell-site evidence on Fourth 

Amendment grounds, arguing that the FBI needed a warrant based on probable cause to obtain the records. 

The district court denied the motion to suppress, and the U.S. Court of Appeals for the Sixth Circuit affirmed. 

Carpenter ultimately appealed to the Supreme Court, which reversed and held that acquisition of Carpenter’s 

cell-site records was a Fourth Amendment search.36 

 

Although the Court declined to explain how its holding might be applied to data or technologies other than 

historical CSLI,37 the Carpenter decision is nevertheless transformative. Rather than focusing exclusively on 

the threat posed by technologies that are not yet in public use, as it had in the past, the Court recognized the 

risk to privacy posed by technologies that are already commonplace, like cell phones. The Court noted that if 

there were no Fourth Amendment constraints on obtaining CSLI, “[o]nly the few without cell phones could 

escape this tireless and absolute surveillance.”38 This is a clear departure from the Court’s reasoning in Kyllo, in 

which the justices relied on the fact that the technology in question was not in general public use.  

 

Additionally, for the first time, the Supreme Court made it clear that the third-party doctrine is not absolute. 

The Court did not overturn Smith or Miller, but in his opinion for the majority, Chief Justice John Roberts 

recognized that the bright-line rule from these decisions is ill-suited to the digital age.39 Given that most of us 

routinely reveal or disclose private information as a function of using a variety of increasingly ubiquitous 

personal technologies, it is no longer tenable to conclude categorically that individuals forfeit any reasonable 

expectation of privacy in information disclosed to third parties. Rather, the Court considered whether 

Carpenter had “truly shared” his CSLI voluntarily, “as one normally understands the term.”40 
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In dissenting opinions, four justices highlighted the difficulties in applying the majority’s new conception of 

voluntariness, particularly given the similarities between CSLI and the bank records at issue in Miller. For 

example, Justices Anthony Kennedy and Samuel Alito argued in their dissents that Carpenter had no Fourth 

Amendment privacy interest in his CSLI since it was possessed, owned, and controlled by a third party — 

namely, his cell phone provider.41 Justices Clarence Thomas and Neil Gorsuch went further in asserting that the 

unworkability of the Carpenter decision exemplified broader shortcomings in Fourth Amendment doctrine and 

calling the Katz legacy into question.42 

The Katz-Carpenter Test 
The Court’s decision in Carpenter lays the foundation for a new, five-factor Katz-Carpenter test for use in 

determining whether a warrant is required when the government seeks to obtain data from digital technologies. 

Although the Court declined to express a view on tools other than historical CSLI, the majority recognized that 

individuals routinely reveal private information to third parties as a by-product of using a variety of modern 

technologies. Thus, in making an objective reasonableness determination under Katz, the law must seek to 

secure “the privacies of life” against “arbitrary power” and uphold the framers’ central aim to “place obstacles in 

the way of a too permeating police surveillance.”43 Unfortunately, as Justice Gorsuch underscored in his 

dissenting opinion, the Court did not explain “how far to carry either principle or how to weigh them against 

the legitimate needs of law enforcement.”44  

 

Instead, with Carpenter’s gloss on the objective prong of Katz’s reasonable expectation of privacy test, 

determining whether a warrant is required for the government to obtain data from modern technologies 

requires balancing the several elements the Court considered. As Justice Kennedy recognized in his dissent, the 

five factors most relevant to the majority’s opinion are comprehensiveness, intimacy, expense, retrospectivity, 

and voluntariness.45 This paper argues that together these five factors comprise the Katz-Carpenter test. Each 

factor is described in more detail below. 

Comprehensiveness 

A technology implicates comprehensiveness if it can give the government “near perfect surveillance” and create 

a record that is “detailed, encyclopedic, and effortlessly compiled.”46 As the Carpenter majority grappled with 

the breadth of the surveillance that CSLI makes possible, it made clear that it found the comprehensiveness of 

the information sought by the government relevant in determining whether a Fourth Amendment search had 

occurred. Despite previously differentiating in Knotts and Karo between a reasonable expectation of privacy in 

public versus private spaces — for instance, in a home versus on public roads — the Carpenter Court, pointing 

to the concurrences in Jones, observed that “individuals have a reasonable expectation of privacy in the whole 

of their physical movements.”47 Incorporated into this analysis was the duration of the surveillance. While the 

Court determined that seven days of CSLI data was enough to constitute a Fourth Amendment search, it 

declined to rule on whether the government could obtain data from a more limited period without a warrant .48 

Intimacy 

A technology provides an intimate window into a person’s life when it potentially reveals personal information 

such as “familial, political, professional, religious, and sexual associations.”49 The Carpenter Court recognized 

that for many Americans, CSLI records hold the “privacies of life.”50 A cell phone “faithfully follows its owner 

beyond public thoroughfares and into private residences, doctor’s offices, political headquarters, and other 

potentially revealing locales.”51 Writing for the majority, Chief Justice Roberts explained that unlike bank 
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records or a pen register, time-stamped location data creates a “detailed chronicle of a person’s physical 

presence compiled every day, every moment.”52 Accordingly, the Court’s reasoning in Carpenter suggests that a 

person is more likely to retain a reasonable expectation of privacy in third-party records if the information 

contained in them is particularly intimate or sensitive and revealing. 

Expense 

Expense is implicated when a technology makes surveillance “easy, cheap, and efficient as compared to 

traditional investigative tools.”53 In other words, it acts as a force multiplier, allowing the government to 

conduct surveillance that resource limitations might have otherwise made impossible. Quoting Jones, the 

Carpenter Court noted that “society’s expectation has been that law enforcement agents and others would not 

— and indeed, in the main, simply could not — secretly monitor and catalogue every single movement [of an 

individual] for a very long period.”54 But in the context of CSLI, for example, this expectation is threatened by 

the fact that “[w]ith just the click of a button, the Government can access each carrier’s deep repository of 

historical location information at practically no expense.”55 

Retrospectivity 

Retrospectivity comes into play when a technology or data set creates an infallible record that allows the 

government to effectively travel back in time. The Court’s Carpenter analysis considered two elements with 

regard to this factor. First, the Court noted that CSLI data’s retrospective quality gives police access to a 

category of information that is otherwise unknowable — in other words, CSLI functions like a time machine of 

sorts — allowing law enforcement agents to go back in time prior to the first moment of suspicion and 

investigate anyone they wish.56 Thus, the technology “runs against everyone,” since the government does not 

need to know in advance whether or when to follow a particular individual. Second, the Court highlighted that 

CSLI records are free from the “frailties of recollection,” and “[u]nlike the nosy neighbor who keeps an eye on 

comings and goings, they are ever alert, and their memory is nearly infallible.”57 Because wireless carriers 

continuously collect, store, and retain CSLI data about every customer, the government can trace anyone’s past 

whereabouts subject only to carriers’ retention policies.  

Voluntariness 

Lastly, without overturning Smith and Miller, the Court recognized that data generated by technologies that are 

integral to modern-day life could not be said to be voluntarily shared when the production of this information is 

“inescapable and automatic.”58 The Court noted that a cell phone logs CSLI records by “dint of its 

operation, without any affirmative act on the part of the user beyond powering up.”59 Additionally, cell 

phones are so “indispensable to participation in modern society” that it is difficult to avoid their use.60 The 

Court compared CSLI to an ankle monitor, noting that cell phones are almost akin to a “feature of human 

anatomy” because they travel with us wherever we go.61  

 

 

Carpenter limited the scope of the third-party doctrine and greatly expanded the Fourth Amendment’s 

potential reach. However, its narrow holding also left unresolved how the Fourth Amendment might be applied 

to other technologies. The five-factor Katz-Carpenter test distilled above is intended to bridge that gap. While 

the Court did not provide guidance on how to prioritize each of these five factors, it did suggest that no one 

consideration is dispositive in determining whether a warrant is required. Rather, courts must take a holistic 

approach, as the majority did in Carpenter, with the aim of evaluating whether any given technology threatens 

to expand the government’s ability to engage in too-permeating police surveillance.62  
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Prominent legal scholars have espoused other possible interpretations that place particular emphasis on some 

of these factors or instead entirely omit them. We briefly describe some of these theories below and explain why 

we believe that our theory most fully accounts for the Court’s opinion in Carpenter and offers guidance 

regarding the treatment of other technologies under the Fourth Amendment.  

Other Interpretations of Carpenter 
While some legal scholars have emphasized the narrowness of the Carpenter decision, others have maintained 

that it is an inflection point in Fourth Amendment jurisprudence that will broaden constitutional protections.63 

Most analyses begin with the recognition that Carpenter attempts to reconcile the Fourth Amendment with our 

modern, digital age reality.64 However, commentators diverge in their explanations of what led the Court to 

conclude that collecting seven days of CSLI data constituted a search requiring a warrant and of how courts 

should apply the ruling going forward.  

 

For example, Professor Paul Ohm suggests that a three-factor test emerges from the majority opinion. When 

the government seeks to access large, private databases containing nonpublic information about individuals, 

judges should ask whether the information (1) has a deeply revealing nature; (2) possesses depth, breadth, and 

comprehensive reach; and (3) results from an inescapable and automatic form of data collection.65  

 

Professor Orin Kerr identifies three different requirements needed to trigger Fourth Amendment protections 

for records that contain metadata like location information rather than content: (1) the records exist because of 

digital age surveillance methods; (2) they are not the product of a user’s meaningful voluntary choice because 

they are necessarily created when a person uses core digital age technologies; and (3) they tend to reveal the 

privacies of life beyond the legitimate interests of criminal investigations.66  

 

Professors Susan Freiwald and Stephen Wm. Smith, the latter a former magistrate judge, distinguish five 

factors as central to the Court’s inquiry: whether the surveillance technique was (1) hidden, (2) continuous, (3) 

indiscriminate, and (4) intrusive, along with (5) the expense and effort required to compile the data.67 These 

five particulars overlap significantly with the factors we identify as comprising the Katz-Carpenter test, but 

they include as additional elements that the data be hidden and indiscriminate. Freiwald and Smith argue that 

“hidden surveillance requires procedural hurdles to keep it in check because it lacks the safeguards that 

exposure provides to more public forms of surveillance.”68 Moreover, indiscriminate surveillance gives rise to 

government fishing expeditions through databases akin to general writs of assistance.69 The Katz-Carpenter 

test advanced in this paper discusses indiscriminate surveillance in the context of retrospectivity in asking if the 

technology runs against everyone. However, we believe that Carpenter has potential implications even for 

technologies that do not meet Freiwald and Smith’s definition of “hidden.”  

 

These three illustrative theories share the foundational belief that Carpenter has the potential to reshape how 

the Fourth Amendment applies to the records generated by new technologies, notwithstanding the Court’s 

assertion of the narrowness of its holding. The Katz-Carpenter test advanced in this paper is built on the same 

core principle and overlaps with several of these theories when it comes to relevant factors. For instance, the 

intimate nature of the information sought by the government is highlighted in all three approaches. However, 

in focusing on the five factors that Justice Kennedy underscored in his dissent as particularly relevant, our 

Katz-Carpenter test broadens Carpenter’s potential applicability in hopes of evaluating its potential impact on 

the records generated by modern technologies ranging from smart cars to wearables.  

 



      Brennan Center for Justice  The Fourth Amendment in the Digital Age 

 

12 

Applying the Katz-Carpenter Test to Other Data 

As the Court recognized in Carpenter, new technologies do not always “fit neatly under existing precedents.”70 

This section explores how the Katz-Carpenter test articulated above might apply to a variety of technologies. 

While the resolution of specific cases will of course be fact-dependent, this section demonstrates how the Katz-

Carpenter model pushes courts to adopt greater Fourth Amendment protections for the records created by 

digital technologies. 

 

This section begins with a discussion of cell phone and smart car location information and then moves on to 

review surveillance technologies used by law enforcement. While the latter do not implicate the third-party 

doctrine, the Carpenter approach is nevertheless instructive in terms of the objectively reasonable expectation 

of privacy that someone might have in the data generated by these technologies. Finally, it examines how the 

Fourth Amendment might apply to law enforcement access to data from commercial technologies that collect 

personal data incidental to their use: body-worn technologies, smart doorbells, and web browsers.  

Location Information from Cell Phones and Smart 
Cars 
The teachings of Carpenter translate most readily to government collection of location information held by a 

third party. Examples of this include real-time cell phone location information, GPS data from smart cars, and 

reverse location searches. 

Real-Time Cell Phone Location Information 

The Carpenter Court reserved decision on real-time tracking of cell phones.71 However, there can be little 

question that such surveillance poses many of the same privacy concerns as historical CSLI and will constitute a 

Fourth Amendment search under the Katz-Carpenter analysis, requiring a warrant based on probable cause. 

 

Cell phones generate location information in many ways, most commonly in the form of CSLI or GPS data.72 As 

discussed above, CSLI is location data created when cell phones connect to nearby cell towers, which happens 

not only when they are used to make calls, message, and access data, but also simply when they are turned on.73 

Real-time CSLI data can be obtained either through the contemporaneous monitoring of CSLI records or by 

pinging a suspect’s phone. Contemporaneous monitoring occurs when a wireless provider tracks a cell phone’s 

location using the CSLI records generated automatically as the phone connects to nearby cell towers and then 

conveys that data in real time to the police. “Pinging” is when a wireless carrier sends a signal to a cell phone, 

compelling it to automatically respond and thereby reveal its location in relation to the nearest cell towers.74  

 

Phones with GPS chips also continuously generate location information as they position themselves relative to 

nearby satellites.75 Today, almost all cell phones are equipped with embedded GPS chips as a result of a Federal 

Communications Commission (FCC) order that strengthened location accuracy requirements for cell phones in 

order to improve 911 services.76 Most GPS chips are accurate to within about 16 feet, depending on factors like 

urban density.77 In comparison, the accuracy range for the CSLI in Carpenter was between approximately 660 

feet and 4 square miles.78  

 

Cell phone location information can be collected and retained by a variety of parties, including cell phone 

providers (such as AT&T or Verizon) and phone manufacturers and operating systems (such as Apple and 

Google).79 Some of the most extensive and detailed repositories of GPS data are created by third-party cell 
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phone applications, which use GPS to provide users with a variety of services ranging from locating a rideshare 

to delivering weather or news.80 Cell phone location data is frequently sold to data brokers, which compile 

consumers’ personal information and resell or share that information with others, including law enforcement.81 

 

When an individual’s location is unknown, ascertaining their whereabouts using contemporaneous cell phone 

location information might reveal their presence inside a home or other constitutionally protected space. Given 

the impossibility of accurately predicting the nature of an individual’s location, Kyllo and Karo indicate that a 

warrant should be required for real-time tracking of cell phones.82 In fact, even before Carpenter was decided, 

several courts had determined that law enforcement must acquire a warrant to lawfully obtain real-time cell 

phone location data since there is no way to know in advance whether the phone is physically located within a 

constitutionally protected place.83 Cases addressing real-time location tracking in the wake of Carpenter have 

generally reached the same outcome.84 Nevertheless, because the Carpenter Court declined to extend its 

holding to real-time monitoring or address the applicability of Karo or Kyllo, we analyze below the use of real-

time CSLI and GPS data under the Katz-Carpenter test. Our analysis reaffirms the conclusion that a warrant 

should be required. 

 

In any given case, the comprehensiveness of real-time phone tracking will depend in part on the duration of the 

surveillance. However, real-time location monitoring, like historical CSLI, implicates comprehensiveness 

because it facilitates the creation of a record that is detailed and effortlessly compiled while allowing law 

enforcement to track every movement a person makes. These conditions give the government access to near-

perfect surveillance.  

 

Real-time GPS and CSLI monitoring also expose the same intimate location data as historical CSLI. While the 

sensitivity of the information revealed by such surveillance may depend on its duration, even a single data point 

can be extremely revealing.85 Moreover, as the Court recognized in Carpenter, sustained surveillance of a 

person’s movements can reveal an extraordinary amount, including their associations, attendance at public or 

private gatherings, where they pray, where they work, if they attended a political protest or rally, and even with 

whom they spend their nights.86 Because the intimacy of the information revealed by real-time surveillance 

cannot be known in advance, it should be uniformly protected with a warrant requirement. 

 

Cell phone tracking is inexpensive and efficient compared to traditional investigative tools. As the Court 

recognized in Carpenter, GPS data makes it possible for law enforcement to effectively monitor exponentially 

more people than conventional methods and to do so at a far lower cost.87 Similarly, CSLI pinging and 

contemporaneous monitoring are cheap and easy relative to other forms of police surveillance.88 For example, 

many wireless providers have created websites allowing law enforcement agents to request and obtain real-time 

location data without leaving their desks; this can cost as little as $13 per phone, according to a 2019 report.89 

In comparison, a 2014 analysis indicated that more traditional methods of location tracking, such as physically 

tailing a suspect, cost law enforcement approximately $275 per hour. Although the latter data is several years 

older, it seems unlikely that the cost of physical surveillance would have decreased significantly.90 

 

Retrospectivity is one meaningful difference between historical CSLI and real-time cell phone location 

monitoring in any form. By its very nature, real-time GPS and CSLI allow the government to monitor 

someone’s movements as they occur. They do not run against everyone in the same way as historical CSLI 

unless the information is collected indiscriminately or stockpiled. Rather, the police need to know in advance 

whether they want to follow a particular individual.  
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Regarding voluntariness, as the Court recognized in Carpenter, cell phones are such an indispensable part of 

modern society that it is nearly impossible to avoid their use. Like historical CSLI, real-time CSLI exploits an 

unavoidable feature of cell phones — namely, that they automatically connect to nearby cell towers and in doing 

so transmit time-stamped location information. Cell phone users can no more protect themselves from real-

time pinging or contemporaneous tracking than they can guard against historical CSLI monitoring. Absent 

powering off a cell phone, there is no way to avoid collection of real-time CSLI information. Thus, the 

generation of real-time CSLI data is inescapable and automatic.  

 

This aspect of the voluntariness analysis is more nuanced with respect to real-time GPS monitoring. Cell 

phones with embedded GPS chips similarly generate location data automatically when they are turned on, but 

most smartphones now allow users to deactivate location services and to control whether specific applications 

have access to their location data.91 However, reports have shown that these permission systems are often 

either ineffective or vulnerable to work-arounds.92 In addition, even if users can successfully deactivate a cell 

phone’s location services, they likely could not disable the E911 location tracking systems mandated by the FCC, 

which law enforcement have exploited in the past to conduct real-time GPS monitoring.93 In most cases, like 

real-time CSLI, real-time GPS data is inescapably and automatically generated. 

 

As the foregoing discussion demonstrates, the Fourth Amendment privacy concerns posed by real-time cell 

phone location tracking are largely analogous to those posed by historical CSLI. Such surveillance upends 

traditional expectations of privacy by removing historical constraints on police surveillance, including resource 

and capability limitations. In the hands of law enforcement, the information generated by real-time tracking 

has the potential to replicate and exacerbate the disproportionate surveillance of communities already subject 

to overpolicing, including noncitizens, people of color, Muslim Americans, and LGBTQ+ individuals. Through 

GPS surveillance and CSLI monitoring, law enforcement can comprehensively and inexpensively monitor the 

movements of nearly every American at any point in time.94 Because the intimacy of the information revealed — 

including whether it will expose data from inside a home or another constitutionally protected space — cannot 

be determined in advance, all real-time location information should be equally protected as a constitutional 

matter. The fact that real-time tracking does not always implicate retrospectivity should not serve to remove 

this data from the Fourth Amendment’s protection.  

 

Real-time GPS and CSLI monitoring clearly expand the government’s ability to engage in too-permeating police 

surveillance by allowing police to obtain information that would otherwise be unknowable. Whether such 

surveillance will reveal information from inside constitutionally protected spaces like the home is impossible to 

predict in advance. Thus, both the Karo and Kyllo decisions and the Katz-Carpenter analysis indicate that law 

enforcement should be required to obtain a warrant before accessing this data.  

Smart Car GPS Data 

Although the Court’s decisions in Knotts and Karo suggested that individuals have a reduced expectation of 

privacy on public roads, they left open the question of how the Fourth Amendment might apply if “twenty-four-

hour surveillance of any citizen of this country [were] possible.”95 Under the Jones concurrences and the Katz-

Carpenter analysis, it is likely that monitoring of GPS data from smart cars constitutes a Fourth Amendment 

search requiring a warrant based on probable cause.  

 

Like most cell phones, many modern vehicles are equipped with embedded GPS technologies that generate 

location information while facilitating a variety of functions ranging from navigation assistance to weather 

alerts to security.96 Car manufacturers and their affiliates may collect and retain this location information — 

and share it with law enforcement, either in response to a government inquiry or in other contexts.97  
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In Jones and Carpenter, the Court laid the groundwork for finding that surveillance of GPS data from smart 

cars gives rise to Fourth Amendment concerns. While the majority decision in Jones centered on the 

trespassory installation of a GPS in a car, the five concurring justices argued that it was the sustained 

monitoring of an individual’s location that constituted a search under the Fourth Amendment.98 In the context 

of smart cars, where data is collected by third-party companies, Carpenter reinforces the reasoning of the Jones 

concurrences. 

 

GPS tracking of smart cars touches on each of the five elements that the Court considered in Carpenter. First, 

as Justice Sotomayor noted in her concurrence in Jones and the Court reaffirmed in Carpenter, GPS 

monitoring is cheap compared to conventional surveillance techniques.99 Thus, it evades an ordinary check on 

abusive law enforcement practices, limited resources, and acts as a force multiplier, permitting the government 

to surveil exponentially more people than would otherwise be possible.  

 

Regarding comprehensiveness, GPS monitoring of smart cars enables tracking of the totality of someone’s 

movements on public and private roadways, creating a detailed record that gives the government access to 

near-perfect surveillance. While Carpenter suggested that the monitoring of GPS data from phones is more 

problematic than from cars because people “regularly leave their vehicles,” the Court did recognize that a GPS 

device tracks every movement a person makes in their vehicle.100 For the majority of Americans whose vehicles 

are their primary mode of transportation, tracking their cars’ location is analogous to tracking the whole of 

their public movements.101  

 

Duration was an additional aspect of the Court’s comprehensiveness analysis. In Jones, four concurring justices 

opined that “longer-term” government monitoring of GPS data presented Fourth Amendment concerns at some 

point “before the 4-week mark.”102 Although a consensus has yet to emerge as to what constitutes longer-term 

GPS monitoring, it is reasonable to infer from Jones that the outermost threshold is less than four weeks and 

from Carpenter that it might be seven days.103  

 

With regard to intimacy, GPS data from smart cars may not always be as revealing as from cell phones because 

people do leave their cars. However, whether in a phone or a car, GPS location data can reveal whether 

someone visited an immigration attorney, a political campaign’s headquarters, a religious site, or a fertility 

doctor, for example. Because the degree of intimacy is impossible to know in advance, GPS data from cars 

should be protected to the same extent as cell phones. 

 

GPS devices in smart cars satisfy both aspects of the Court’s voluntariness analysis as well: indispensability to 

participation in modern society and automatic collection. First, for many Americans, using a car is necessary to 

participate in society. Throughout much of the United States, a majority of Americans rely on driving — not 

only to commute to work but for all aspects of their lives. In fact, 87 percent of Americans use personal vehicles 

daily for shopping, errands, social visits, and recreational activities.104  

 

Second, the generation of location data from vehicles with embedded GPS chips is unavoidable. Because GPS 

systems in vehicles can record data both when a car is started and periodically as it is driven, the only sure way 

to avoid leaving behind a trail of location data is to avoid using the car altogether.105 Even then, some GPS 

systems collect data when a car is parked and turned off.106 Moreover, similar to historical CSLI, GPS data from 

vehicles is usually collected without affirmative action on the part of the user.107 Disabling an embedded GPS 

device in a car is difficult. The BBC profiled one car owner’s attempts to disable the embedded GPS system in 
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his Volkswagen Golf and found that even after the owner — a security expert — physically disconnected the 

system’s antenna, the car remained online due to 3G chips embedded in the dashboard.108  

 

Lastly, GPS chips in smart cars also implicate retrospectivity. Like CSLI, they continuously generate data that 

can be recorded and retained, which means that law enforcement can trace a given individual’s past 

whereabouts subject only to the retention policies of car manufacturers or their affiliates. Because the devices 

create a record that can be reviewed and analyzed at a later date, they run against everyone by creating an 

infallible record that allows the government to recreate almost anyone’s past movements. 

 

Under the Katz-Carpenter analysis, as informed by Jones, longer-term monitoring of GPS data from smart cars 

clearly constitutes a Fourth Amendment search requiring a warrant based on probable cause. Although shorter-

term monitoring may be less comprehensive, it does not necessarily fall outside the ambit of the Fourth 

Amendment. The Carpenter Court indicated that no single factor is dispositive. Shorter-term monitoring 

similarly implicates intimacy, expense, retrospectivity, and voluntariness — suggesting that a warrant should 

still be required. Regardless of the duration of the surveillance, GPS technology in smart cars acts as a force 

multiplier, upending the traditional balance preserved by the Fourth Amendment by giving the government 

access to information that would otherwise be unknowable due to resource limitations or other constraints. 

Reverse Location Searches: Tower Dumps and Geofence Searches 

Reverse location searches are requests made by law enforcement for information on all the devices within a set 

area during a specific time period. The Carpenter Court reserved the question of whether its holding might be 

extended to tower dumps, a type of reverse location search that occurs when law enforcement requests the CSLI 

data connected to specific cell towers at a particular time.  

 

Geofence searches are another, more insidious example of reverse location searches. They occur when law 

enforcement seeks GPS and other location information from devices within or near a designated area from 

companies like Google. Because tower dumps pull user data from one or a handful of identified towers, and 

each tower can handle only so many users, there is effectively a known upper limit on the geographic scope and 

number of people searched. By contrast, when Google receives a geofence request, the company searches all the 

users in its entire location history database. In follow-up requests, Google may then provide contextual location 

coordinates beyond the geofence area, such as showing where certain users moved before or after the original 

timeframe.109 Reverse location searches can occur in other contexts as well — for example, when police seek to 

identify all the devices that connected to a particular Wi-Fi network. 

 

Over the last several years, tower dumps and geofence searches have become increasingly popular with law 

enforcement.110 Cell phone providers and technology companies reported thousands of such requests in 2019.111 

They are often supported only by a court order requiring a lower standard of suspicion than a warrant.112 

Whereas Apple has said that it cannot conduct reverse location searches because it does not maintain location 

records pertaining to its devices, Google stores geolocation records from Android phones and applications like 

Gmail, YouTube, and Google Maps in its Sensorvault database.113 Google reported a 1,500 percent increase in 

geofence requests from 2017 to 2018 and a 500 percent increase from 2018 to 2019.114 These types of searches 

are extremely cheap, costing law enforcement as little as $245 to retrieve data potentially on thousands of 

devices.115 

 

Despite their popularity, reverse location searches remain of dubious efficacy. For example, after struggling to 

identify a suspect in a 2019 murder investigation in Phoenix, police requested location information from 

Google on all devices recorded as being near the crime scene while the crime was in progress. In part based on 
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data from Google’s Sensorvault database, the police arrested Jorge Molina, whose Google account had 

registered his location as being near the crime scene. In fact, Molina was innocent; he had been home (along 

with his cell phone) when the crime occurred. It turned out that Molina’s stepfather was the likely perpetrator 

of the crime. Molina had previously logged onto his Google accounts on his stepfather’s phone, inaccurately 

linking his account to the device that Google reported was at the scene of the crime when it occurred. The 

collateral consequences of Molina’s arrest based on faulty information from the reverse location search were 

colossal. After being arrested at work, Molina lost his job. His car was impounded for the investigation and 

then repossessed.116 This case illustrates the risks of government overreliance on new technological tools for 

fighting crime.  

 

The Katz-Carpenter model provides guidance on whether a warrant should be required, but a warrant alone 

may not solve the constitutionality issues presented by reverse location searches. The Fourth Amendment 

requires that warrants be based on probable cause and state with particularity the property to be searched or 

seized.117 In some cases, law enforcement has obtained warrants for reverse location searches, called geofence 

warrants.118 These warrants are by nature not specific or particularized. More traditional searches, like the one 

at issue in Carpenter, involve law enforcement asking for information about a specific device belonging to a 

specific suspect, whereas reverse location searches are designed to reveal geolocation data from hundreds to 

thousands of devices at once, with the understanding that the majority of those devices are owned and operated 

by people not suspected of any wrongdoing.119 This essentially permits the government to work backward in 

identifying a suspect by requesting information on anyone within a set area during a given period of time.  

 

Courts must consider the similarities between the dragnet surveillance facilitated by reverse location searches 

and the framers’ concerns about general warrants. As Justice Gorsuch opined in his dissent in Carpenter: “Why 

isn’t a tower dump the paradigmatic example of ‘too permeating police surveillance’ and a dangerous tool of 

‘arbitrary’ authority — the touchstones of the majority’s modified Katz analysis? On what possible basis could 

such mass data collection survive the Court’s test while collecting a single person’s data does not?”120  

 

Indiscriminate surveillance of the kind facilitated by reverse location searches threatens key tenets of an open 

democracy by chilling free speech and freedom of association and intruding on the right to privacy. Dragnet 

surveillance has historically been used, as the colonists experienced, to suppress dissent or opposition to the 

government. In their current iteration, reverse location searches share many of the same characteristics as the 

general writs reviled by the framers. They reveal intimate information not only about an individual suspect but 

also about the tens of thousands of other unsuspecting (and unsuspected) people nearby. For example, during a 

2010 investigation, the FBI received information about more than 150,000 cell phone users in Denver when it 

used tower dumps to obtain information about four rural robbery locations.121 This is akin to the government’s 

searching through every single house in a neighborhood in order to uncover evidence of a crime. The 

Constitution — specifically the Fourth Amendment — protects against this type of mass surveillance.  

 

The constitutionality of geofence warrants is currently being litigated in several cases, including United States 

v. Chatrie.122 If these warrants are deemed unconstitutional, the government will have to cease issuing these 

requests entirely, unless it is possible for law enforcement to narrow the searches in a way that would allow 

them to establish particularity or probable cause — for example, by identifying a specific individual to be 

targeted and configuring the technology to minimize data collection by automatically filtering or discarding 

information not pertaining to that individual.  

 

Most lower court decisions addressing reverse location searches since Carpenter have focused on whether to 

suppress evidence from warrantless tower dumps that occurred prior to the date of the Carpenter decision.123 
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However, two lower court decisions do give some indication of how courts have approached this issue in the 

wake of Carpenter. In both opinions, the courts discussed several of the Katz-Carpenter factors rather than 

resolving the cases on the basis of the Fourth Amendment’s prohibition on dragnet surveillance.  

 

In United States v. Adkinson (2019), the U.S. Court of Appeals for the Seventh Circuit upheld the FBI’s 

warrantless acquisition of tower dump evidence during a robbery investigation. The court distinguished 

Carpenter on the basis of comprehensiveness and voluntariness: the FBI’s search in Adkinson identified 

phones at one location at one period in time rather than over a period of days, and T-Mobile’s terms of service 

with the defendant allowed it to disclose information to law enforcement in some contexts.124 The Superior 

Court of Pennsylvania reached a similar conclusion in Commonwealth v. Dunkins (2020), upholding a reverse 

location search of a college’s Wi-Fi network. The court noted that whereas “CSLI tracks an individual’s 

movements at all times of the day regardless of where he travels, the Wi-Fi data in this case is only collected 

when an individual logs onto the campus wireless network and is present on . . . campus.”125 The court also 

found it persuasive that the defendant had voluntarily consented to the university’s internet use policy when he 

signed onto the campus Wi-Fi network.126  

 

Both the Adkinson and Dunkins decisions artificially narrowed Carpenter. In evaluating whether, as a whole, 

CSLI monitoring would upset the balance struck by the Fourth Amendment in facilitating too-permeating 

police surveillance, the Carpenter Court considered not only comprehensiveness and voluntariness but also 

expense, retrospectivity, and intimacy. If these other courts had considered these points, they likely would have 

reached a different conclusion.  

 

Reverse location searches clearly implicate several elements of the Katz-Carpenter test. When it comes to 

expense, reverse location searches are far cheaper than traditional investigative tools.127 Retrospectivity comes 

into play because they result in the procurement of historical geolocation data and encompass not just the 

suspected perpetrator’s personal information but that of anyone within the identified catchment area (and 

often beyond) without any justification, notice, or remedy. The degree of intimate data revealed by a reverse 

location search is impossible to know in advance, but Carpenter recognized that monitoring someone’s 

movements might expose their familial, political, professional, religious, and sexual associations.128 Moreover, 

since reverse location searches rely on cell phone location information, they might pull data pertaining to 

someone’s movements within a constitutionally protected space such as their home, implicating Karo.  

 

Finally, the voluntariness analysis in Adkinson and Dunkins conflicts with Carpenter’s recognition that 

ubiquitous, modern technologies like Wi-Fi and cell phones are necessary for participation in modern society. 

Just as one cannot avoid the automatic conveyance of location data while using a cell phone, consenting to 

wireless carriers’ standardized terms of service or using a Wi-Fi network as a college student is unavoidable. 

Adkinson’s and Dunkins’s conceptions of voluntariness misguidedly empower service providers to define the 

scope of an individual’s constitutional rights through their terms of service.  

 

As courts continue to consider how Carpenter applies to reverse location searches, they should engage fully 

with the breadth of the Court’s decision and not take its reservation of decision on tower dumps as a 

determination that the Fourth Amendment does not apply. These searches threaten to tip the balance of 

government power because they facilitate dragnet surveillance, indicating that even a warrant cannot cure their 

constitutional defects and highlighting that the Carpenter decision itself is not a complete solution to the 

incongruities of modern Fourth Amendment jurisprudence. 
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Law Enforcement Surveillance Technologies 
This section applies the Katz-Carpenter analysis to surveillance technologies used directly by law enforcement, 

including cell-site simulators, automated license plate readers, and drones. Since these technologies are either 

built or purchased by the government for its own use, they do not implicate the third-party doctrine or 

voluntariness. Nevertheless, to the extent that Carpenter provides guidance as to what should be considered an 

objectively reasonable expectation of privacy in the digital age, the remaining four factors that the Carpenter 

Court considered — intimacy, comprehensiveness, expense, and retrospectivity — are relevant to whether the 

Fourth Amendment requires law enforcement to obtain a warrant prior to using these technologies.  

Cell-Site Simulators 

A warrant should be required when law enforcement seeks to deploy cell-site simulators given the potential of 

this technology to greatly expand the government’s surveillance power.  The Katz-Carpenter factors should be 

viewed holistically, with an eye toward whether the technology upends the balance of power between the people 

and the government. Although cell-site simulators may implicate expense and comprehensiveness to a lesser 

extent than historical CSLI, many courts have required a warrant for their use. However, as with reverse 

location searches, to the extent that cell-site simulators are used to conduct dragnet surveillance, a warrant 

alone cannot cure the Fourth Amendment concerns. 

 

Cell-site simulators imitate cell towers, appearing to nearby mobile phones as a preferred cell tower based on 

signal strength and prompting them to connect. Law enforcement generally uses them to identify all the cell 

phones within a given area in real time or to pinpoint the location of targeted suspects’ phones.129 Cell-site 

simulators are also known as Stingrays, triggerfishes, Digital Receiver Technology (DRT) boxes, and 

international mobile subscriber identity (IMSI) catchers.130 The specific capabilities of a given cell-site 

simulator depend on the model; beyond collecting identifying information from nearby cell phones, some can 

identify an exact phone number, precisely locate a specific phone, or block cell service for all mobile phones 

within a particular area.131  

 

Like many of the technologies discussed in this paper, the true prevalence of cell-site simulators is unknown. At 

least 75 law enforcement agencies in 27 states and the District of Columbia own cell-site simulators, but these 

numbers do not account for the fact that many agencies purchase and use the technology in secret.132  

 

After a 2015 congressional investigation on cell-site simulators, several federal agencies updated their policies 

to require their agents to obtain warrants before deploying the devices.133 The investigating committee’s report 

recommended that Congress pass legislation to establish a clear, nationwide framework for when and how the 

technology can be used, but no federal law was ever passed. Under the Wiretap Act, law enforcement must 

obtain a warrant to use cell-site simulators to intercept the contents of a communication.134 In other contexts, 

federal law is less clear. In this void, at least five states have passed legislation requiring a warrant for the use of 

cell-site simulators.135 

 

Even before Carpenter was decided, several courts had required police to obtain warrants before using cell-site 

simulators.136 For example, in People v. Gordon (2017), the Southern District of New York held that using a 

cell-site simulator constituted a search under the Fourth Amendment and thus required a search warrant, 

noting the sensitivity of the information collected by the devices, their accuracy in pinpointing cell phones’ 

locations, and the fact that they can act as an instrument of eavesdropping if they collect information on call or 

text content.137  
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Other courts have reached similar conclusions post-Carpenter. For example, a Florida district court observed 

in State v. Sylvestre (2018) that use of a cell-site simulator would be even more invasive than the collection of 

CSLI — especially if phones were in private residences or in other private locations like “doctor’s offices, 

political headquarters, and other potentially revealing locales.”138 However, courts have been reluctant to 

require a warrant for the use of cell-site simulators when the device was used to identify a phone number as 

opposed to an individual’s location. For instance, in 2019 a Missouri district court determined that the limited 

use of a cell-site simulator to identify a defendant’s cell phone rather than to track his location did not violate 

the Fourth Amendment.139  

 

Cell-site simulators raise many of the same Fourth Amendment concerns under the Katz-Carpenter analysis as 

CSLI collection. Particularly when used to obtain information about devices within a specific area (as opposed 

to identifying an individual phone number), cell-site simulators implicate retrospectivity in several ways. First, 

they run against everyone: in addition to information about a given suspect, they sweep up data on bystanders 

not suspected of criminal wrongdoing, which can be retained by law enforcement for future use. Moreover, to 

the extent that they can stockpile data, they permit the government to travel back in time to survey individuals’ 

movements or identify phone numbers even before the moment of suspicion.  

 

Known instances of cell-site simulators being used at political rallies and protests, as well as  to track suspects 

through the surveillance of a friend’s or relative’s home, evidence how this technology can also provide an 

intimate window into someone’s life, revealing political or familial associations.140 As computer scientist and 

legal scholar Jonathan Mayer testified to the House Committee on Science, Space, and Technology, “cell-site 

simulators can be particularly valuable when law enforcement officers are tracking a suspect indoors,” which, 

recalling Knotts and Karo, calls into question the Fourth Amendment’s heightened protections for traditionally 

private spaces like the home.141 

 

Cell-site simulators differ most markedly from CSLI in terms of their comprehensiveness and expense. With 

respect to comprehensiveness, cell-site simulators can create a detailed and encyclopedic record of all the 

devices within a specific area, but they are limited in duration and scope. They log an individual device’s 

presence within a given locality rather than the totality of its movements.  

 

As to expense, cell-site simulators vary substantially in cost, ranging from tens of thousands to hundreds of 

thousands of dollars.142 Many local police departments obtain funding for them through federal grants from the 

Department of Homeland Security, lessening the substantial budget impact.143 Regardless of their upfront cost 

or who provides the funding, however, the fact remains that once purchased, cell-site simulators make 

surveillance remarkably efficient compared to traditional investigative tools. Law enforcement can collect 

information on tens of thousands of people at a time using a cell-site simulator, a breadth that would be all but 

impossible even with a large number of police officers engaging in manual surveillance.  

 

Cell-site simulators illustrate how the factors in the Katz-Carpenter model should be viewed holistically, 

bearing in mind whether and how a technology affects the balance of power between the people and the 

government. Although expense and comprehensiveness may not be implicated to the same extent as with 

historical CSLI, many courts have nonetheless required a warrant for their use. As a Washington, DC, federal 

appeals court noted:  

 

Allowing the government to deploy such a powerful tool without judicial oversight would 

surely shrink the realm of guaranteed privacy far below that which existed when the Fourth 

Amendment was adopted. It would also place an individual in the difficult position either of 
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accepting the risk that at any moment his or her cell phone could be converted into a 

tracking device or of forgoing necessary use of the cell phone.144 

 

The Supreme Court resolved this same quandary in Carpenter by imposing a warrant requirement. It follows 

that under the Katz-Carpenter test, a warrant should be required for cell-site simulators as well, at least for 

their use in identifying the locations or movements of a given individual’s device.  

 

A warrant cannot resolve Fourth Amendment concerns when cell-site simulators are used for general, dragnet 

surveillance to collect the location data of a number of individuals. As with reverse location searches, there is no 

way for a warrant in such situations to meet the particularity requirement. Such a use should be banned 

entirely.  

Automated License Plate Readers 

Although automated license plate readers satisfy each of the Katz-Carpenter factors, most courts have declined 

to impose a warrant requirement for their use. This trend will likely change as ALPR systems become more 

sophisticated and pervasive.  

 

ALPRs are high-speed camera systems, typically mounted on stationary poles or attached to police vehicles, 

that automatically scan or “read” the license plate of each vehicle that passes by. While the specific capabilities 

of ALPR systems vary, some can record up to 1,800 plates a minute.145 In addition to providing real-time 

information to law enforcement agencies about each vehicle scanned, ALPR systems can also upload plate 

numbers, along with the location, date, and time of the scan, to a central, searchable database, generating a 

repository of historical records.146 Sometimes additional information is recorded, including the make and 

model of the vehicle, photos of the outside of the vehicle including bumper stickers or other distinguishing 

details, or photos of the driver and passengers.147 

 

ALPR data can be used for a variety of purposes — assessing tolls on roads or bridges, locating a particular 

vehicle in real time, determining where a vehicle has been in the past, or identifying vehicles known to be stolen 

or connected with outstanding warrants.148 Low-income communities and communities of color, which have 

historically been subjected to overpolicing, are often disproportionally subjected to ALPR surveillance.149 In 

some cities, law enforcement officers are known to “grid” certain neighborhoods, meaning they drive up and 

down every street using mobile ALPRs to indiscriminately record information on each vehicle for use in future 

investigations.150 

 

Law enforcement agencies frequently share ALPR databases.151 Some ALPRs are also owned and operated by 

private individuals or businesses, who may choose to share the data collected with law enforcement or use it for 

other purposes, such as landlord-tenant issues or private investigations.152 Immigration and Customs 

Enforcement, a component of the Department of Homeland Security, routinely accesses a database of more 

than 6 billion ALPR records amassed by private businesses and local law enforcement agencies.153  

 

ALPR systems are exceptionally commonplace. According to one report, in 2016 and 2017, 173 law enforcement 

agencies collectively scanned 2.5 billion license plates.154 At least 16 states have statutes regulating the use of 

ALPRs.155 Jurisdictions vary in terms of retention policies for ALPR data. For instance, New Jersey permits 

ALPR data to be retained for five years, whereas Maine requires that data be deleted after 21 days.156  

 

Courts have been reluctant to curtail the installation of ALPRs and have regularly held that law enforcement 

can, without any suspicion of criminal activity, perform at least an initial check of a given license plate against a 
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database.157 However, ALPR systems potentially raise constitutional concerns at several points throughout their 

use, including at the time of installation, during data collection, while comparing an individual license plate 

against a database, and during data analysis or monitoring.158 

 

The use of ALPR systems clearly touches on the Katz-Carpenter factors. First, even though they track license 

plates, which are by design displayed prominently and publicly on all vehicles, ALPRs can reveal intimate 

information about a given individual. For example, ALPRs were infamously used by the New York City Police 

Department to identify Muslim worshippers at mosques in the surrounding metropolitan area.159 ALPR systems 

have also been used to track all the cars entering or leaving a town and could be used to identify vehicles at a 

protest.160 Although ALPR systems generally do not record as many individual data points as a GPS, the 

information that they do collect can be just as revealing.161 Even discrete or short-term monitoring of ALPR 

data can reveal personal, possibly intimate information, like trips to a psychiatrist or criminal defense attorney. 

In one instance, reporters were able to identify the block where a city council member lived after less than a 

minute of research using ALPR data from the Oakland Police Department.162  

 

Moreover, the records that networked ALPR cameras generate can be comprehensive. As the concurring 

justices explained in Jones, monitoring a car’s movements can impinge on reasonable expectations of privacy, 

regardless of whether those movements were disclosed to the public at large.163 Even less sophisticated 

networks of ALPR cameras can create a detailed record of a vehicle and its driver’s movements, potentially 

revealing habits and patterns ranging from someone’s commute to work to where they stop for breakfast in the 

morning to whom they visit in the evening. For example, investigative reporting on one private ALPR system 

revealed that searches of license plates from vehicles in large cities might reveal granular details about the 

vehicle’s movements on highways, smaller streets, and specific neighborhoods, as well as addresses where the 

vehicle was identified. The ALPR system mapped this information, creating an accessible and detailed record of 

the vehicle’s past location history (which also touches on retrospectivity).164 The data from ALPR systems 

encompassing greater numbers of cameras will be even more comprehensive; law enforcement systems are 

likely among the more expansive and sophisticated. 

 

ALPRs make it easy and inexpensive for the government to accumulate and analyze vast amounts of data. 

Carpenter requires courts to look ahead, toward where technology is evolving.165 As ALPRs become more 

commonplace, law enforcement will conceivably be able to survey all vehicles on a public road at very little 

cost.166 This capacity would fundamentally upend the traditional balance struck by the Fourth Amendment in 

limiting excessively pervasive government surveillance. As Justice Sotomayor observed in her Jones 

concurrence, “society’s expectation has been that law enforcement agents and others would not — and indeed, 

in the main, simply could not — secretly monitor and catalogue every single movement of an individual’s car for 

a very long period.”167  

 

ALPR data implicates the retrospectivity element of the Katz-Carpenter analysis in two ways. First, ALPR 

systems run against everyone because they collect information indiscriminately about every vehicle that passes 

by, regardless of suspicion of criminal activity. Second, as mentioned above, the information collected by ALPR 

devices is stored in databases that can be accessed later by law enforcement, meaning that the police do not 

need to know in advance if they want to follow an individual. The latter concern might be addressed by 

limitations on the retention of data collected by ALPRs, but the former is unavoidable. By design, ALPRs are 

intended to surveil and collect data about the general public, sweeping up millions of innocent people in their 

dragnet surveillance. In fact, audits of ALPR systems in Northern California, New York, and North Carolina 

revealed that more than 99 percent of data collected pertained to people not suspected of wrongdoing. As with 
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reverse location searches and cell-site simulators, to the extent that ALPRs are used to conduct dragnet 

surveillance, a warrant will not remediate the constitutional concerns posed by the technology.  

 

Notwithstanding the relevance of the Katz-Carpenter framework to ALPRs, most courts that have addressed 

them so far have declined to impose limitations on their use. Prior to Carpenter, several courts had upheld 

their use by law enforcement.168 Of those courts to address ALPR surveillance in the wake of the decision, most 

have either sidestepped the issue or declined to extend Carpenter’s reasoning given the limited scope of the 

ALPR search at issue.169 

 

Still, ALPRs clearly raise many of the same concerns that the Court considered in Carpenter. This is 

exemplified by a concurring opinion in the Ninth Circuit Court of Appeals case United States v. Yang, in which 

Judge Carlos Bea observed:  

 

ALPRs may in time present many of the same issues the Supreme Court highlighted in 

Carpenter. ALPRs can effortlessly, and automatically, create voluminous databases of 

vehicle location information. If enough data is collected and aggregated, this could have the 

ability to identify quickly and easily the precise whereabouts and lifestyle habits of those 

whose vehicle information is recorded. ALPRs also collect information without 

individualized suspicion, and records can be maintained for years. In retrospective 

searches, detailed and potentially private information may be exposed, though it is 

debatable whether license plate location data would ever provide the same “near perfect 

surveillance” that cell phone location data does.170 

 

As ALPRs become ever more ubiquitous, it will become increasingly difficult for courts to distinguish ALPRs 

from GPS or CSLI monitoring, especially when ALPRs are used to surveil individuals’ movements over a longer 

period using either historical or real-time data. Although courts have not yet required a warrant for ALPR 

monitoring, this will likely change in the future as ALPR systems become more commonplace, in turn giving 

rise to more comprehensive and deeply revealing databases. 

Surveillance Drones 

Drones clearly implicate the Katz-Carpenter factors, suggesting that a warrant should be required for their use. 

However, prior Supreme Court precedent upholding other forms of warrantless aerial surveillance muddles the 

application of Carpenter to this technology.  

 

A drone is an unmanned aircraft that is piloted either remotely or autonomously, guided by a remote control or 

via integrated computer sensors.171 There are hundreds of different drone models and they vary widely in size, 

intended use, and functionality. Some resemble airplanes, while others fly using spinning rotors, like a 

helicopter.172 Drones may be as large as a Boeing 737 jetliner or as minute as the Pentagon’s “Nano 

Hummingbird,” which weighs less than a AA battery.173  

 

Smaller, multirotor commercial drones are popular with both recreational users and domestic law 

enforcement.174 Whereas larger military drones can cost $150 million each, commercial drones are much less 

expensive; common models used by law enforcement agencies start at $700.175 They are often equipped with 

sophisticated surveillance features, such as high-definition cameras, live-feed video, infrared cameras, heat 

sensors, powerful zoom capabilities, GPS, time-stamping, and obstacle sensors.176 A number of commercial 

drones also have autopilot capabilities that allow users to continually film one target.177 Some drones allow 

operators to track targets over 65 square miles.178 Others contain license plate readers.179  
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Government-owned drones are used by law enforcement in every state.180 Law enforcement agencies acquire 

them through donations, federal grants, seizure, or the regular budgeting process.181 Drones have been 

deployed to surveil crime scenes, assist in hostage situations, and aid in search-and-rescue operations, among 

other tasks.182 The technology also allows for large-scale surveillance — particularly of big events like protests. 

 

Like reverse location searches, warrantless drone surveillance makes possible pervasive, dragnet surveillance 

that threatens civil liberties. Drone surveillance by nature runs against everyone within a broad geographical 

area. Indeed, mass warrantless drone surveillance became commonplace across the United States during the 

2020 protests following the killings of George Floyd and Breonna Taylor, with the plausible effect of 

suppressing or intimidating protestors exercising their First Amendment rights.183 Whether drone data can be 

restricted to a particular target — thereby avoiding the issue of general warrants — is unclear.  

 

A series of U.S. Supreme Court cases upholding airplane and helicopter surveillance have made Fourth 

Amendment challenges to drone surveillance difficult. In California v. Ciraolo (1986), the Court held that 

aerial observations of a backyard from publicly navigable airspace did not constitute a search under the Fourth 

Amendment.184 Similarly, in Florida v. Riley (1989), the Court found that the use of a helicopter flown at 400 

feet to see inside a suspect’s greenhouse did not violate his reasonable expectation of privacy. Since the 

helicopter was in publicly navigable airways and flying according to regulations, the Court reasoned that “any 

member of the public” could have flown in that location.185 Finally, in Dow Chemical Co. v. United States 

(1986), the Court held that warrantless use of aerial mapping cameras did not violate the Fourth Amendment 

for analogous reasons.186  

 

However, modern drone surveillance is markedly different than the targeted aerial surveillance at issue in these 

cases from the 1980s. No longer are police flying once or twice over a suspect’s backyard looking for evidence of 

a specific crime. Rather, modern drone programs — like one recently piloted by the Baltimore Police 

Department in conjunction with a private company — allow for continuous monitoring of entire cities and 

specific individuals all at once.187 A panel of the U.S. Court of Appeals for the Fourth Circuit recently upheld the 

Baltimore program, citing Ciraolo, Riley, and Dow.188 The decision distinguished Carpenter on the basis of 

supposed technical differences between drones and historical CSLI relating to the duration of surveillance, ease 

of use, and ability to identify individuals.189 These arguments were significantly undermined by an external 

audit and the chief justice’s dissenting opinion.190 The Fourth Circuit has agreed to rehear the case en banc, 

indicating that it may be looking to reverse the original decision.191 

 

Drones certainly touch on the Katz-Carpenter factors. They can easily provide an intimate window into a 

person’s life given their ability to record video and track a target in real time.192 Their extensive use at protests 

speaks to their capacity to expose a person’s political associations. Drone surveillance might also reveal an 

individual’s professional, religious, or sexual associations — particularly if used to capture footage of office 

buildings, religious areas, or LGBTQ+ bars, for example. Some law enforcement drones even have infrared 

cameras with the ability to capture images through walls, posing additional privacy risks to traditionally private 

spaces like the home and implicating Karo.193 

 

Though it depends on how they are deployed, drones can also create detailed records that allow for the 

comprehensive tracking of someone’s movements. Drones are frequently used to monitor or track suspects and 

can be used to facilitate the prolonged virtual observation of a target or building.194 
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Drone technology also has become cheap and efficient to use. Modern commercial drones cost only hundreds to 

a few thousand dollars.195 While they may entail costs for maintenance and personnel training, as unmanned 

surveillance devices they are less difficult to use and less costly than traditional tracking methods.196 In fact, a 

recent Department of Justice report revealed that most agencies found the use of drones to be cost-effective in 

the long run, especially compared to other aerial surveillance options like helicopters.197  

 

Lastly, drones also implicate retrospectivity. They record video footage, images, and sensor data about everyone 

within their purview that can be accessed and analyzed after the fact. This means they both run against 

everyone and permit the government to travel virtually back in time. 

 

Drones highlight the inherent complications in applying Carpenter to technologies addressed by the Court at a 

time when the tools available were less sophisticated than they are today. Decisions like Ciraolo, Riley, and 

Dow that upheld warrantless aerial surveillance in other contexts may make it difficult for lower courts to 

conclude that a warrant should be required for drone surveillance. That being said, those three aerial 

surveillance cases were each decided more than 30 years ago, when drone technology was not yet as advanced 

as it is today.  

 

Moreover, the legislative landscape has changed: at least 18 states now require law enforcement to obtain a 

search warrant to use drones for surveillance or to conduct a search in various circumstances.198 To the extent 

that Carpenter exemplifies the Court’s reluctance to uncritically extend existing precedents, the Court might 

reach a different conclusion should it review a drone case today. Drones clearly implicate the Katz-Carpenter 

factors, suggesting that a warrant should be required for their use. 

Data from Other Technologies 
In an increasingly digital world, we rely on commercial technologies to assist us with a variety of tasks, from 

tracking our heart rates to monitoring who comes to our door. These technologies enable third parties to collect 

and store many kinds of sensitive information. This section discusses Carpenter’s application to the data 

generated by commercial technologies, including wearables like Fitbit and Apple Watch and smart doorbells 

such as Ring. 

Body-Worn Technologies 

If the Carpenter decision sits at the intersection of two lines of Fourth Amendment cases — those addressing 

location and the third-party doctrine — then cases on body-worn technologies are at the intersection of three. 

To wit, they complicate the Fourth Amendment analysis further because they center on particularly sensitive 

types of data: information from inside the home and health information. These were granted heightened 

constitutional protections by the Court in Karo and in Ferguson v. City of Charleston (2001).199 Whereas in 

Karo the Court reaffirmed protections for information originating inside the home, in Ferguson the Court 

declined to extend the third-party doctrine to diagnostic medical tests. Both cases suggest that a warrant should 

be required for police to access information from body-worn technologies, also called wearables or activity 

trackers. Carpenter buttresses this conclusion, even though data from wearables is typically held by third-party 

companies. 

 

Wearables are often advertised as tools for staying fit, monitoring health, providing navigation assistance, or 

improving communication. In the course of providing these services, wearables continuously collect 

information on a variety of data points ranging from a user’s heart rate to distance traveled and location. This 
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process generates a detailed record of a user’s location history in addition to other personal data, including 

medical information and a history of physical activity. This information is often stored locally before being 

transmitted to a cloud server.200  

 

Body-worn technologies touch on each of the five Katz-Carpenter factors. With respect to intimacy and 

comprehensiveness, the sensitive data generated by body-worn technologies implicates many of the same 

concerns that CSLI did in Carpenter. For example, the integrated GPS in Fitbit and Apple Watch devices 

records a user’s location by the minute. These devices also collect other deeply personal information, including 

medical metrics like heart rate, temperature, movement history, and sleep stages.201 This trove of information 

not only creates a comprehensive picture of someone’s physical location at any given point in time but also 

allows inferences to be drawn about someone’s health, affiliations, emotions, and activities. For instance, an 

elevated heart rate and temperature might indicate stress or nervousness; in other contexts, temperature data 

might reveal sensitive information about a user’s reproductive status. Moreover, some devices also collect 

information regarding the user’s proximity to other tracked individuals. Combined with demographic 

information, this data can provide intimate details about individual interactions and give rise to near-perfect 

surveillance.202 

 

Like cell-site location information, wearables also touch on retrospectivity, though the analysis will depend on 

the retention policies of the party from which the records are being sought. Most body-worn technologies 

generate a detailed record of data about users that can be stored for long periods of time and accessed 

retroactively. For instance, Apple Watch content backs up automatically to a user’s companion iPhone or 

iCloud account.203 Fitbit records are stored indefinitely on company servers.204 These caches enable law 

enforcement agents to go back in time and collect information from before the first moment of suspicion, 

providing access to data that would likely otherwise be unknowable. Additionally, body-worn technologies 

make surveillance inexpensive and efficient compared to traditional investigative techniques.205  

 

In the future, wearables might become as commonplace as cell phones, but for now their use is certainly 

voluntary. An Apple Watch is arguably not like a cell phone or car because it is not such a pervasive and 

insistent part of daily life that its use is difficult to avoid. However, in determining that CSLI was not truly 

shared voluntarily, the Carpenter Court considered not only the indispensability of cell phones to participation 

in modern life but also that they generated location information automatically. As discussed above, many body-

worn technologies similarly generate and retain information automatically.  

 

Law enforcement has accessed data from body-worn technologies during criminal investigations in several 

documented instances. However, often this data was derived from devices belonging to the victim rather than 

the alleged defendant and was used to determine the victim’s location or, based on a device’s heart rate tracker, 

the time of death.206 As such, there has been little litigation on whether a warrant is required for the 

government to obtain data from wearables. Even so, in several of the most prominent investigations involving 

data from wearables, the police did obtain a warrant to access the data.207 Carpenter’s reasoning underscores 

the appropriateness of a warrant: data collected by body-worn technologies is sensitive and comprehensive, 

and these tools create a retrospective record that is relatively easy and inexpensive for the government to 

access. 

Smart Doorbells 

It is less clear how smart doorbells like Amazon’s Ring or Google’s Nest Hello fit into the Katz-Carpenter 

analysis. This is because smart doorbells generally capture information from outside rather than inside the 

home, and they hew closely to more traditional surveillance tools like security cameras. In addition, they record 
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information about a specific area rather than the whole of a person’s movements, and they may implicate the 

Court’s prior cases on curtilage since they capture footage of the area immediately surrounding a home. 

 

Smart doorbells are connected to the internet and are designed to be affixed to an outside door. They activate 

when they detect motion nearby or when someone presses the doorbell. The device then notifies the user. In 

some models, built-in speakers allow the user to respond to a visitor in real time. Ring and Nest Hello are two 

commonly used smart doorbells. For a monthly fee, Ring users can sign up for video recording and photo 

capture capabilities.208 Users are also automatically enrolled in a free application called Neighbors, which 

allows them to submit footage to law enforcement or upload it online; it also provides information to users 

about crimes in their area.209 The Nest Hello can record and store video footage, and Google’s cloud service can 

even use facial-recognition software to learn to identify visitors.210 

 

While the Court has previously recognized that people have a legitimate expectation of privacy in the area 

immediately surrounding their home, traditionally called the curtilage, the Court has typically afforded greater 

constitutional protections against physical intrusions compared to surveillance not involving a trespass.211 To 

the extent that Carpenter demonstrates the Court’s willingness to revisit the harms of nonphysical surveillance, 

technologies like smart doorbells may push the Court to consider extending Fourth Amendment protections 

further.  

 

Of all the technologies discussed herein, smart doorbells are the most different from CSLI in their 

comprehensiveness. By design, they record movements within a set geographical area rather than tracking the 

totality of a person’s movements. They will not reveal to the government someone’s entire location history. 

However, they do provide near-perfect surveillance of an individual’s comings and goings from wherever they 

are affixed through the creation of detailed and encyclopedic records. Moreover, when viewed in conjunction 

with other nearby devices, the data generated by smart doorbells may provide police with comprehensive 

information about a given neighborhood or locality.212 

 

Smart doorbells equipped with recording features clearly implicate retrospectivity. They effectively allow the 

government to look back in time by generating records free of the frailties of human memory that are 

commonly retained by providers for sustained periods of time. Ring users, for example, can select data plans 

that provide 60 days or more of recorded video storage. A user can share videos via a share link or by posting to 

the Neighbors app, and the videos may remain online indefinitely.213 Furthermore, because smart doorbells can 

also record information about passersby’s comings and goings, they have the potential to run against everyone 

— effectively blanketing certain neighborhoods with surveillance cameras. The greater the housing density, the 

more likely it is that a neighborhood resident will be caught on film, whether by their own camera or a 

neighbor’s.  

 

When it comes to expense, smart doorbells make surveillance easy and efficient by allowing the government to 

access and even conduct surveillance continuously for long periods at almost no cost. For instance, Ring’s 

Neighbors Public Safety Service portal is free for law enforcement; it allows agencies to see community posts 

from the neighborhoods they police and to request footage from users.214 In some cases, smart doorbell owners 

can choose to give law enforcement permission to access video footage from their doorbell cameras in real 

time.215 

 

Depending on how they are used, smart doorbells can also give the government an intimate window into the 

privacies of someone’s life. A smart doorbell might offer a complete picture of its user’s comings and goings 

from one of their most private spaces — their home — as well as information about their associations.216 
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Moreover, a smart doorbell affixed somewhere like an abortion clinic, methadone clinic, or religious site (or a 

building nearby) could facilitate the monitoring of the general public’s visits to sensitive locations. Smart 

doorbells can also be used to track First Amendment–protected activity, as exemplified by reports that the Los 

Angeles Police Department (LAPD) requested that Ring users submit footage of Black Lives Matter protestors. 

The LAPD is one of at least 2,000 public safety agencies with a formal partnership with Ring.217 

 

The issue of voluntariness is complicated by the fact that smart doorbells must be installed proactively by users. 

Courts considering the application of the Katz-Carpenter analysis to smart doorbells will have to weigh these 

two considerations: the voluntary adoption of the technology relative to the potential for passive data sharing. 

In cases where smart doorbells are used to track the movements of individuals other than the owner, 

voluntariness is vitiated entirely; members of the public have no control over whether their public movements 

might be captured by a device affixed to a private home and then shared with law enforcement.  

 

The broad principles that the Court articulated in Carpenter around protecting the privacies of life against 

arbitrary power and upholding the framers’ central aim to constrain a too-permeating police surveillance are 

certainly relevant to a Fourth Amendment analysis of smart doorbells.218 However, it is less clear how helpful 

the Katz-Carpenter test will be in evaluating whether a warrant should be required for the police to access the 

data generated by this particular technology. The answer will depend on how much weight courts give the 

factors of comprehensiveness, retrospectivity, and intimacy and on the identity of the subject of the 

investigation — whether it is the owner, who voluntarily installed the camera, or another individual, who did 

not. 

Internet Browsing History 

In his dissent in Carpenter, Justice Kennedy raised the question of whether the Court’s holding should be 

applied to information like web browsing histories.219 The likely answer is yes.  

 

A user’s internet browsing history is a detailed record of recently visited web pages, including information such 

as page title and time of visit. A variety of entities collect browsing histories, including internet service 

providers (ISPs), search engines, and web browsers like Google Chrome and Apple’s Safari.220 In addition, most 

websites can track users through the placement of cookies, which record information about user visits and 

activities.221 

 

Of all the technologies discussed in this paper, perhaps none implicates intimacy as readily as search histories. 

People type into their preferred search engine questions about everything from politics to medical concerns. 

Internet browsing histories can reveal someone’s sexual orientations, reading habits, and more or run the risk 

of misleading the observer about an individual who is searching on behalf of another. As Professor Paul Ohm 

explained in testimony before Congress:  

 

The list of websites an individual visits, available to a [broadband internet access service] 

provider even when https encryption is used, reveals so much more than a member of a 

prior generation would have revealed in a composite list of every book she had checked out, 

every newspaper and magazine she had subscribed to, every theater she had visited, every 

television channel she had clicked to, and every bulletin, leaflet, and handout she had read. 

No power in the technological history of our nation has been able until now to watch us 

read individual articles, calculate how long we linger on a given page, and reconstruct the 

entire intellectual history of what we read and watch on a minute-by-minute, individual-by-

individual basis.222 
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Besides their general breadth, web browsing histories when aggregated can facilitate the drawing of inferences 

that might not otherwise have been apparent, such as changes in a user’s mental health or an evolution in their 

political viewpoint.  

 

In addition to intimacy, search histories also implicate the other factors that the Court considered in Carpenter. 

Because many companies retain data on user browsing histories for long periods of time, it is possible for law 

enforcement to access and analyze historical data, creating the same kind of retrospective time machines about 

which the Carpenter majority warned.223 For example, Google — which processed more than 12.4 billion search 

queries in the United States in October 2020 alone — stores records of user search histories and only recently 

announced that it would allow users to set a time limit on retention of their data.224  

 

It is also relatively inexpensive and efficient for law enforcement to access web browsing histories through tools 

like keyword warrants, which are requests for information on every person who searched for a specific term.225 

Like reverse location searches, keyword warrants are of dubious constitutionality. Police do not need 

particularized suspicion of a given individual or place to be searched to obtain one; rather, these general 

warrants are essentially a form of indiscriminate mass surveillance, the very harm the framers intended the 

Fourth Amendment to address. The potential civil rights harms of arresting or targeting someone for 

investigation based on something they searched online are immense.  

 

Regarding comprehensiveness, web browsing histories are also detailed, encyclopedic, and effortlessly 

compiled with respect to the types of data described by Professor Ohm above. However, the analysis is more 

nuanced when it comes to location data specifically. Though search histories and IP addresses can be used to 

gain insight into someone’s location — such as when Google received a keyword warrant requesting 

information on all users who had searched the address of a particular residence in an arson investigation — 

they generally provide a less complete record of someone’s movements than historical CSLI.226  

 

Internet browsing data is not truly shared voluntarily as the term is normally understood. Like cell phones, the 

internet is so indispensable to participation in modern society that it is difficult to avoid its use.227 Moreover, 

the collection of data incidental to internet searches is automatic and inescapable. Even when individuals use 

more privacy-protective search engines, like DuckDuckGo, all internet traffic still passes through their ISPs, 

which can record browsing histories, including the domain names of websites visited.228  

 

Most cases to address law enforcement’s access to internet browsing history involve the search of a physical 

device already in the government’s possession. For example, in United States v. Okparaeke (2018), the 

Southern District of New York held that the internet browsing history on the defendant’s cell phone, which was 

already in police custody, fell within the scope of the search warrant that police had obtained for any 

electronically stored information on the device.229 The court denied the defendant’s motion for reconsideration 

and to suppress evidence. While judges have signed orders for keyword warrants, the constitutionality of these 

relatively new types of searches has yet to be fully litigated.  

 

Whereas the third-party doctrine may in the past have dealt a fatal blow to Fourth Amendment protections for 

internet browsing histories, Carpenter changes that. The deeply revealing nature of search histories, their 

retrospective qualities, their efficiency and low cost to law enforcement, and the fact that the internet is 

indispensable to modern life all suggest that the nature of this data is clearly enough to overcome third-

party doctrine privacy considerations — and enough to necessitate a warrant for police to access this 

information. 
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Conclusion 

As technological advances have fundamentally changed what society views as private and how we store 

information, it has become exponentially easier and cheaper for the government to obtain vast amounts of data 

about each of us. Given this context, Carpenter should be read broadly as reimagining what a reasonable 

expectation of privacy in the digital age is. 

 

In finding that individuals may retain a reasonable expectation of privacy in information shared with third 

parties and in their public movements, Carpenter revises the Fourth Amendment analysis for all modern 

technologies and the records they generate, not just cell-site location information. As the above analysis 

indicates, the five-factor Katz-Carpenter framework suggests that in the wake of Carpenter, a warrant should 

be required to access a range of data, such as that collected by GPS, ALPRs, and body-worn technologies.  

 

It remains to be seen how Carpenter will shape the future of Fourth Amendment jurisprudence. As the Court 

noted, however, the Fourth Amendment enshrines a central aim of the framers — to preserve the balance of 

power between the people and the government.230 Modern-day technologies facilitate surveillance so 

permeating that it would be unrecognizable to the founding fathers. As courts grapple with these issues, they 

must recognize the power of technology to profoundly destabilize the balance of power between people and 

government and the Fourth Amendment’s vital role in preventing government encroachment. 
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14 In Miller, the Treasury Department’s Alcohol, Tobacco, and Firearms Bureau used a subpoena to obtain the defendant’s records from 
two banks where he maintained accounts. Miller, 425 U.S. at 437. 
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20 Knotts, 460 U.S. at 283.  
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23 Kyllo, 533 U.S. at 36.  
24 Carpenter, 138 S. Ct. at 2214 (quoting Kyllo, 533 U.S. at 34). 
25 Generally, warrantless searches of an arrestee’s person and his or her immediate physical possessions are permitted under an 
exception to the Fourth Amendment. This exception is premised on the “heightened government interests at stake in a volatile arrest 
situation,” as well as “an arrestee’s reduced privacy interests upon being taken into police custody.” Riley v. California, 573 U.S. 373, 391 
(2014).  
26 Riley, 573 U.S. at 385, 393. 
27 Carpenter, 138 S. Ct. at 2210 (“[C]ell phones and the services they provide are ‘such a pervasive and insistent part of daily life’ that 
carrying one is indispensable to participation in modern society.” (quoting Riley, 573 U.S. at 385)). 
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29 Jones, 565 U.S. at 401. 
30 Jones, 565 U.S. at 413 (Sotomayor, J., concurring); and Jones, 565 U.S. at 418 (Alito, J., concurring).  
31 Kyllo, 533 U.S. at 47 (Stevens, J., dissenting). 
32 Jones, 565 U.S. at 417 (Sotomayor, J., concurring). 
33 Carpenter, 138 S. Ct. at 2211–12. 
34 Carpenter, 138 S. Ct. at 2218 (noting that “[w]hile carriers have long retained CSLI for the start and end of incoming calls, in recent years 
phone companies have also collected location information from the transmission of text messages and routine data connections”). 
35 Stored Communications Act of 1986, 18 U.S.C. § 2703(d). 
36 Carpenter, 138 S. Ct. at 2211–12. 
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38 Carpenter, 138 S. Ct. at 2218. 
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40 Carpenter, 138 S. Ct. at 2220. 
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41 Carpenter, 138 S. Ct. at 2224 (Kennedy, J., dissenting) (“Cell-site records, however, are no different from the many other kinds of 
business records the Government has a lawful right to obtain by compulsory process. Customers like petitioner do not own, possess, 
control, or use the records, and for that reason have no reasonable expectation that they cannot be disclosed pursuant to lawful 
compulsory process.”); and Carpenter, 138 S. Ct. at 2257 (Alito, J., dissenting) (“Carpenter did not create the cell-site records. Nor did he 
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had no right to prevent the company from creating or keeping the information in its records.”). 
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the ‘reasonable expectation of privacy’ test, which was first articulated by Justice Harlan in Katz v. United States, 389 U.S. 347, 360–61, 88 
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43 Carpenter, 138 S. Ct. at 2214 (first quoting Boyd, 116 U.S. at 630; then quoting Di Re, 332 U.S. at 595). 
44 Carpenter, 138 S. Ct. at 2266 (Gorsuch, J., dissenting).  
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Waldman, “Hiding in Plain Sight: A Fourth Amendment Framework for Analyzing Government Surveillance in Public,” Emory Law Journal 
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reduced cost of tracking; (3) the recording of an individual’s or group’s movements; (4) the elicitation of information from within a protected 
space such as a home; and, as appropriate, (5) whether the technology undermines core constitutional rights and (6) whether surveillance 
technologies are piggy-backed on each other.”). 
46 Carpenter, 138 S. Ct. at 2218, 2216. 
47 Carpenter, 138 S. Ct. at 2217 (citing Jones, 565 U.S. at 430 (Alito, J., concurring)). 
48 Carpenter, 138 S. Ct. at 2217n3 (“[W]e need not decide whether there is a limited period for which the Government may obtain an 
individual’s historical CSLI free from Fourth Amendment scrutiny, and if so, how long that period might be. It is sufficient for our purposes 
today to hold that accessing seven days of CSLI constitutes a Fourth Amendment search.”).  
49 Carpenter, 138 S. Ct. at 2217. 
50 Carpenter, 138 S. Ct. at 2214 (quoting Boyd, 116 U.S. at 630).  
51 Carpenter, 138 S. Ct. at 2218. 
52 Carpenter, 138 S. Ct. at 2220. 
53 Carpenter, 138 S. Ct. at 2218. 
54 Carpenter, 138 S. Ct. at 2217 (quoting Jones, 565 U.S. at 430 (Alito, J., concurring)). 
55 Carpenter, 138 S. Ct. at 2218. 
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58 Carpenter, 138 S. Ct. at 2223.  
59 Carpenter, 138 S. Ct. at 2220. 
60 Carpenter, 138 S. Ct. at 2220 (citing Riley, 573 U.S. at 385). 
61 Carpenter, 138 S. Ct. at 2218 (citing Riley, 573 U.S. at 385). 
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Amendment,” Harvard Law Review 125 (2011): 476.  
63 Compare Barry Friedman, “The Worrisome Future of Policing Technology,” New York Times, June 22, 2018, 
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of your information is now in the hands of third parties . . . ”) with Ohm, “Many Revolutions of Carpenter,” 358 (“Carpenter works a series of 
revolutions in Fourth Amendment law, which are likely to guide the evolution of constitutional privacy in this country for a generation or 
more.”); and Orin S. Kerr, “Implementing Carpenter,” in The Digital Fourth Amendment (Oxford: Oxford University Press, forthcoming), 1, 
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64 See, e.g., Kerr, “Implementing Carpenter,” 1 (“The Court was trying to do what this book argues they should: Adjust Fourth Amendment 
rules for the digital age to restore the earlier balance of government power. The Justices feared that the digital age alters the fundamental 
balance of the Fourth Amendment because so many private records are now easily accessible to the government outside of places or 
things. The Court countered that change by introducing Fourth Amendment protection for at least some of those records to restore the prior 
balance. It was pure equilibrium-adjustment.”); Ohm, “Many Revolutions of Carpenter,” 358 (“The Supreme Court’s opinion in Carpenter v. 
United States has been heralded by many as a milestone for the protection of privacy in an age of rapidly changing technology.”); and 
Susan Freiwald and Stephen Wm. Smith, “The Carpenter Chronicle: A Near-Perfect Surveillance,” Harvard Law Review 132 (2018): 206 
(“One lesson of Carpenter is that courts must not be reluctant to confront the challenges of twenty-first-century technology.”). 
65 By “deeply revealing,” Ohm explains that he refers to information that is either sensitive, meaning that it can be used to harm an 
individual or group, or intimate, meaning that it reveals something important and not widely known. Regarding the second fac tor, “depth” 
refers to the detail and precision of the information; “breadth” refers to how frequently it is collected and for how long it is stored; and 
“comprehensive reach” refers to the number of people tracked in the database. Finally, data collection is inescapable if it relates to services 
— like cell phones — that are necessary to participate in society; records are generated automatically when there is no meaningful 
opportunity to opt out. Ohm, “Many Revolutions of Carpenter,” 370–78 (also noting the similarities of this test to the work of Susan 
Freiwald). 
66 Kerr notes that in his view, the traditional Fourth Amendment rule is that contents of communications are protected, but non-content 
metadata is not. He argues that, after Carpenter, non-content Internet records should be protected under the Fourth Amendment when 
three requirements are met: the records exist because of the digital age, they are created without meaningful voluntary choice, and they 
tend to reveal the privacies of life. Kerr, “Implementing Carpenter,” 16–25. 
67 Freiwald and Smith, “Carpenter Chronicle,” 219–21. 
68 Freiwald and Smith, “Carpenter Chronicle,” 219. 
69 Freiwald and Smith, “Carpenter Chronicle,” 220. 
70 Carpenter, 138 S. Ct. at 2214. 
71 Carpenter, 138 S. Ct. at 2220 (“Our decision today is a narrow one. We do not express a view on matters not before us: real-time 
CSLI . . . .”). 
72 The location of a cell phone might also be inferred in other ways, for example from the use of Bluetooth or Wi-Fi. See, e.g., Dieter 
Holger, “How ‘Free’ Wi-Fi Hotspots Can Track Your Location Even When You Aren’t Connected,” PCWorld, November 1, 2018, 
https://www.pcworld.com/article/3315197/free-wi-fi-hotspots-can-track-your-location-even-when-you-arent-connected.html; and Bennett 
Cyphers and Gennie Gebhart, Behind the One-Way Mirror: A Deep Dive Into the Technology of Corporate Surveillance, Electronic Frontier 
Foundation, December 2, 2019, 19, https://www.eff.org/wp/behind-the-one-way-mirror.   
73 Carpenter, 138 S. Ct. at 2211–12. 
74 Stephanie Lacambra, Cell Site Location Information: A Guide for Criminal Defense Attorneys, Electronic Frontier Foundation, March 28, 
2019, 1, https://www.eff.org/files/2019/03/28/csli_one-pager.pdf. We note that pinging would be a search under Fourth Amendment 
trespassory theory independent of Carpenter to the extent that it results in law enforcement commandeering a cell phone, causing the 
device to generate and relay data that it would not otherwise. 
75 Alexandra Witze, “GPS Is Doing More Than You Thought,” Scientific American, October 30, 2019, 
https://www.scientificamerican.com/article/gps-is-doing-more-than-you-thought; and “What Is a GPS? How Does It Work?,” Library of 
Congress, accessed January 20, 2021, https://www.loc.gov/everyday-mysteries/item/what-is-gps-how-does-it-work.  
76 See “Interconnected VoIP Service; Wireless E911 Location Accuracy Requirements; E911 Requirements for IP-Enabled Service 
Providers,” 76 Fed. Reg. 188 (Sept. 28, 2011) (codified at 47 C.F.R. § 20.18 (2019)) (requiring wireless service providers to have E911 
technology available in order to assist with emergency response), https://www.govinfo.gov/content/pkg/FR-2011-09-28/pdf/2011-
24865.pdf.  
77 Jacob Kastrenakes, “GPS Will Be Accurate within One Foot in Some Phones Next Year,” Verge, September 25, 2017, 
https://www.theverge.com/circuitbreaker/2017/9/25/16362296/gps-accuracy-improving-one-foot-broadcom. 
78 Carpenter, 138 S. Ct. at 2218. 
79 Rachel Levinson-Waldman, Cellphones, Law Enforcement, and the Right to Privacy, Brennan Center for Justice, December 20, 2018, 
https://www.brennancenter.org/our-work/research-reports/cellphones-law-enforcement-and-right-privacy.  
80 “The Problem with Mobile Phones,” Electronic Frontier Foundation, October 30, 2018, https://ssd.eff.org/en/module/problem-mobile-
phones. Examples of cell phone applications that collect and store GPS data include dating, social media, fitness, and local news and 
weather service apps. See, e.g., “Safety Tips,” Grindr, accessed January 20, 2021, https://help.grindr.com/hc/en-us/articles/217955357-
Safety-Tips; “How Do I Turn Location Services On or Off for Facebook?” Facebook, accessed January 20, 2021, 
https://www.facebook.com/help/275925085769221; and “Map Your Run with New Nike+ GPS App,” Nike, September 7, 2010, 
https://news.nike.com/news/map-your-run-with-new-nike-gps-app.  
81 See, e.g., Charlie Savage, “Intelligence Analysts Use U.S. Smartphone Location Data Without Warrants, Memo Says,” New York Times, 
January 25, 2011, https://www.nytimes.com/2021/01/22/us/politics/dia-surveillance-data.html; Byron Tau, “House Investigating Company 
Selling Phone Location Data to Government Agencies,” Wall Street Journal, June 24, 2020, https://www.wsj.com/articles/house-
investigating-company-selling-phone-location-data-to-government-agencies-11593026382; and Edith Ramirez et al., Data Brokers: A Call 
for Transparency and Accountability, Federal Trade Commission, May 2014, https://www.ftc.gov/system/files/documents/reports/data-
brokers-call-transparency-accountability-report-federal-trade-commission-may-2014/140527databrokerreport.pdf.  
82 We note that there is generally an emergency exception to the warrant requirement to the extent that concerns about emergencies arise.  
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83 In re Application of U.S. for an Order Authorizing Disclosure of Location Info. of a Specified Wireless Tel., 849 F. Supp. 2d 526, 539 (D. 
Md. 2011) (finding a “reasonable expectation of privacy both in [subject’s] location as revealed by real-time [CSLI] and in his movement 
where his location is subject to continuous tracking over an extended period of time.”). See also Tracey v. State, 152 So. 3d 504, 525–26 
(Fla. 2014) (“[W]e hold that regardless of [the defendant] Tracey’s location on public roads, the use of his cell site location information 
emanating from his cell phone in order to track him in real time was a search within the purview of the Fourth Amendment for which 
probable cause was required.”); and Commonwealth v. Augustine, 4 N.E.3d 846, 864–66 (Mass. 2014) (in finding that a warrant was 
required for the police to obtain historical CSLI, noting that the “distinction between privacy interests in public and private spaces makes 
CSLI especially problematic, because cellular telephones give off signals from within both spaces, and when the government seeks to 
obtain CSLI from a cellular service provider, it has no way of knowing in advance whether the CSLI will have originated from a private or 
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84 However, at least one lower court distinguished Carpenter based on the limited duration of the surveillance. Compare Sims v. State, 569 
S.W.3d 634, 645–46 (Tex. Crim. App. 2019) (recognizing that Carpenter applies to real-time location information but determining that 
pinging a suspect’s phone five times within three hours was too short a time frame to raise an expectation of privacy) with State v. 
Snowden, 140 N.E.3d 1112, 1127–28 (Ohio Ct. App. 2019); and State v. Muhammad, 451 P.3d 1060, 596–99 (Wash. 2019). As indicated 
in Snowden and Muhammad, many courts have declined to suppress real-time location information obtained without a warrant under the 
exigent circumstances doctrine. The exigent circumstances doctrine is an exception to the Fourth Amendment, which applies when 
obtaining a warrant would endanger police officers or other individuals or would result in concealment or destruction of evidence. 
85 See, e.g., Brief of Technology Experts as Amici Curiae in Support of Petitioner at 29, Carpenter, 138 S. Ct. 2206 (No. 16-402) 
(“[B]ecause of the increasing precision of CSLI . . . even a single data point has the potential to reveal highly sensitive information about a 
person’s associations, habits, beliefs, medical conditions, and vices.”). 
86 Carpenter, 138 S. Ct. at 2217 (citing Jones, 565 U.S. at 415 (Sotomayor, J. concurring)). 
87 Carpenter, 138 S. Ct. at 2218. 
88 See Brief of Technology Experts at 26, Carpenter, 138 S. Ct. 2206 (No. 16-402) (“In addition to being relatively cheap to obtain and 
store, CSLI data is uniquely easy to analyze in bulk compared to previous forms of surveillance data, such as wiretaps. Chiefly, this is 
because CSLI is structured data. That is, the information is stored in a predictable and standardized format that computers can be easily 
programmed to read, interpret, and even analyze, all without the need for human involvement.”). 
89 Brief of Technology Experts at 11–12, Carpenter, 138 S. Ct. 2206 (No. 16-402) (“As law enforcement’s appetite for CSLI has grown, the 
phone companies have created automated self-service websites through which government personnel can request and receive location 
data” from their own offices.); and Joseph Cox, “I Gave a Bounty Hunter $300. Then He Located Our Phone,” Vice, January 8, 2019, 
https://www.vice.com/en_us/article/nepxbz/i-gave-a-bounty-hunter-300-dollars-located-phone-microbilt-zumigo-tmobile.  
90 Kevin S. Bankston and Ashkan Soltani, “Tiny Constables and the Cost of Surveillance: Making Cents Out of United States v. Jones,” 
Yale Law Journal 123 (2014): 350.  
91 See, e.g., Apple, Location Services Privacy Overview: Learn How Location Services Protects Your Privacy, November 2019, 3–4, 
https://www.apple.com/privacy/docs/Location_Services_White_Paper_Nov_2019.pdf; and Google, “Manage Your Android Device’s 
Location Settings,” Google Account Help, accessed January 21, 2021, https://support.google.com/accounts/answer/3467281?hl=en. There 
may also be additional nuances to the voluntariness analysis in specific cases involving GPS, depending on factors like an app’s privacy 
policies or available settings. 
92 Sean Hollister, “Thousands of Android Apps Can Track Your Phone — Even If You Deny Permissions,” Verge, July 8, 2019, 
https://www.theverge.com/2019/7/8/20686514/android-covert-channel-permissions-data-collection-imei-ssid-location; Zack Whittaker, 
“Apple Says Its Ultra Wideband Technology Is Why Newer iPhones Appear to Share Location Data, Even When the Setting Is Disabled,” 
TechCrunch, December 5, 2019, https://tcrn.ch/2PeyPRG; Marrian Zhou and Richard Nieva, “Google Is Probably Tracking Your Location, 
Even If You Turn It Off, Says Report,” CNET, August 13, 2018, https://www.cnet.com/news/google-is-probably-tracking-your-location-even-
if-you-turn-it-off-says-report; and Rob Pegoraro, “Apple and Google Remind You about Location Privacy, but Don’t Forget Your Wireless 
Carrier,” USA Today, November 23, 2019, https://www.usatoday.com/story/tech/columnist/2019/11/23/location-data-how-much-do-
wireless-carriers-keep/4257759002. 
93 The FCC’s wireless Enhanced 911 (E911) rules require wireless carriers to provide information on the location of 911 callers. “911 and 
E911 Services,” Federal Communications Commission, last modified December 23, 2020, https://www.fcc.gov/general/9-1-1-and-e9-1-1-
services; and United States v. Wallace, 885 F.3d 315 (5th Cir. 2018), denying en banc rev. (Dennis, J. and Graves, J. dissenting) 
(“Defendant William Wallace contends that the Government violated the Fourth Amendment by ordering his service provider to activate his 
phone’s ‘Enhanced 911’ capability and to relay his GPS coordinates in real time, including while he was in his home.”). See also Apple, 
“About Privacy and Location Services in iOS and iPadOS,” accessed February 26, 2021, https://support.apple.com/en-us/HT203033 (“For 
safety purposes, your iPhone’s location information may be used when you place an emergency call to aid response efforts regardless of 
whether you enable Location Services.”); and Google, “Manage Your Android Device’s Location Settings” (“If [Android Emergency Location 
Service] is off, your mobile carrier may still send the device’s location during an emergency call or text.”). 
94 Pew Research Center, “Mobile Fact Sheet,” June 12, 2019, https://www.pewresearch.org/internet/fact-sheet/mobile (noting that the “vast 
majority of Americans — 96% — now own a cellphone of some kind”).  
95 Knotts, 460 U.S. at 283.  
96 See, e.g., Eric A. Taub, “Car Navigation Systems Plot a Course Forward against Phone Apps,” New York Times, February 1, 2018, 
https://www.nytimes.com/2018/02/01/business/car-navigation-systems-apps.html. 
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97 Car manufacturers and their affiliates may detail their policies on the collection, retention, and sharing of GPS location information in 
their terms of service. See, e.g., Toyota, “Connected Vehicle Services Privacy and Protection Notice,” accessed January 25, 2021, 
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https://www.driveuconnect.com/privacy-policy.html; Toyota, “Connected Vehicle Services Privacy”; General Motors, “OnStar Privacy 
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