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Dear Chairman Allen and Members of the Committee on the Judiciary:

Thank you for holding this important hearing on much-needed police reform legislation
and protestors’ rights. Our coalition, the Community Oversight of Surveillance-D.C. (COS-
DC), is a local coalition of groups based in Washington, D.C., that is working to secure
enactment of legislation here in the District to provide transparency and accountability for
government use of surveillance technologies.! We are a diverse and growing coalition of
local and national stakeholders that include civil rights organizations, technology policy
organizations, government oversight organizations, local advocates, and beyond.

Our coalition applauds the efforts that the Committee is undertaking to address police
reform in the District. The brutal police killings of George Floyd, Breonna Taylor, and
others this past spring—which follow a long history of police brutality toward Black
people—has spurred a long overdue reckoning over racial justice in our country, as well
as our approach to policing. We are glad that the Committee, and in turn the Council, are
responding swiftly and seriously to calls for widespread reform, first with the emergency
legislation passed in July? and now with a more permanent set of bills.

However, our COS-DC coalition urges that this reform effort also consider and set rules
for police use of surveillance technologies. While it is important to directly address police
conduct and accountability, we must realize that increasingly common technical tools
contribute to much of the disproportionate policing in the United States, while also
enabling police to monitor and potentially stifle dissent. Over the past two decades, police
departments and other government agencies across the country have been acquiring,
deploying, and gaining access to surveillance equipment, in secret, without any notice to
the public or authorization from local legislatures. These technologies include everything
from traditional CCTV cameras to large networks of private security and doorbell
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cameras, facial recognition systems, license plate readers, gunshot locators with audio
surveillance, smart street light bulbs with video surveillance capabilities, drones, and
much more.?

Many of these powerful surveillance technologies are extremely privacy invasive, as they
provide the government an unprecedented ability to monitor local residents over time,
and accumulate vast amounts of personal data (especially when combined). Accordingly,
it is critical that residents and local elected officials are able to provide input into whether,
and how, any surveillance technology is used in their jurisdiction. For example, numerous
studies have established that technologies like facial recognition are biased against
women and people of color,* and we now have clear examples of cases in which facial
recognition mismatches led to the wrongful arrests of Black men.® Surveillance
technologies are also often disproportionately used on communities of color,® leading to
higher arrest rates in those communities and potentially feeding this cycle of police
brutality and racialized policing.’

Beyond the serious issues of privacy-invasiveness and discriminatory policing, First
Amendment rights are also at stake. This summer, as Black Lives Matter protestors
pushed for racial justice both here in the District and across the country, reports emerged
showing that protesters were subject to mass surveillance by police, who used a wide
array of these technologies.® Such surveillance can have a chilling effect on speech, and
modern surveillance technology has dramatically increased the scope and scale of the
already-concerning surveillance of protests—especially protests by and for communities
of color. New forms of biometric surveillance can track thousands of protesters from each
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surveillance camera—and the Metropolitan Police Department (MPD) has hundreds of
CCTV cameras across the District.? Unfortunately, due to the lack of laws in place
regulating most of these technologies, we may never know the full extent of which
technologies have been used to watch Black Lives Matters protesters in the District.

These threats are not hypothetical, and are not only perpetrated by the federal
government. We know that the MPD uses facial recognition technology, cell-site
simulators, automatic license plate readers, and gunshot locators, among a wide range
of other surveillance tools.’ But we lack complete information about the surveillance
technology they possess, and the policies that govern their use. Absent such information
we cannot tell if the rights of District residents are protected.

Amidst historic calls for racial justice, and a barrage of threats to those making such calls,
it's time to bring oversight and accountability to police use of surveillance technologies in
the District, and the Committee should strive to do so in its reform efforts. At the very
least, democratic processes must be put in place surrounding the acquisition and use of
surveillance tech. The legislation our coalition seeks would do just that—require
transparency into what police technologies are in use, and require opportunities for both
community and Council input, before they may be deployed.

Over the past few years, local communities across the country have begun to enact these
“‘Community Control Over Police Surveillance” (CCOPS) bills to provide much needed
transparency and accountability for local government surveillance programs.' The
purpose of CCOPS is to ensure that residents and lawmakers are empowered to decide
whether and how surveillance technology is acquired and used by local law enforcement
agencies. To date, sixteen jurisdictions in California, Massachusetts, Michigan, New York,
Ohio, Tennessee, and Washington State have adopted local laws based on the CCOPS
model, and dozens of other jurisdictions are considering similar proposals.’?> Even the
New York Police Department, one of the most historically secretive police departments in
the nation, is now governed by a similar ordinance, enacted this summer."?
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Now, it's time for the District of Columbia to follow suit. As our nation’s capital,
Washington, D.C. has long been one of the central places for protest in the United States.
District residents need safeguards from inappropriate government surveillance as we
exercise our First Amendment rights, as well as protection from everyday discriminatory
uses of surveillance technology. This requires transparency and accountability
surrounding the technology the MPD already possesses, thorough scrutiny when MPD
seeks to obtain new technologies, and ongoing community oversight of the use of all
surveillance technologies.

At its core, the legislation we urge the Council to take up would require the D.C.
government to:

e Use a transparent public process when any D.C. government agency seeks to
acquire and use any surveillance technology.

e Weigh costs and benefits to the District regarding technology the Council is
considering, including impact on individual civil rights and civil liberties.

e Establish written rules for use of surveillance technologies to be approved by the
Council.

e Create a surveillance advisory group, which would include members with expertise
in privacy and technology, that would advise D.C. government agencies and the
Council on the civil rights and civil liberties risks related to specific surveillance
technologies, and provide impact reports ahead of debates on new technologies.

e Conduct regular audits and evaluations of the use and impact of surveillance
technologies, including the impact on rights and liberties.

This legislation would therefore ensure that decisions surrounding police technologies are
made with thorough consideration and crucial buy-in from both the D.C. community and
the Council. Significantly, it would also provide clear processes and rules that safeguard
residents’ rights and provide transparency. This process, and the transparency it would
bring to our policing, would in turn help to build trust between the community and its
police—a goal we know the Committee shares, and that we all seek to achieve now more
than ever. It would also ensure that sound financial decisions are made about how we
invest in our community’s public safety.

To begin the process of considering the legislation we recommend, we as a coalition ask
that the Council hold a public roundtable on the state of surveillance in the District this
fall, in order to learn from impacted D.C. residents as well as privacy and technology
experts. Further, we ask that the Committee consider surveillance-related legislation as
soon as possible as part of its comprehensive police reform efforts, and our coalition
stands ready to help in these matters.

Thank you for your consideration.



Respectfully,

ACLU-DC

Brennan Center for Justice

Center for Democracy & Technology
Jews United for Justice

New America’s Open Technology Institute
The Project On Government Oversight



