
  
 

How the GOP Leadership Proposal Expands the Government’s Authority  
to Use Section 702 Against Americans in Court 

A provision in the Trump-backed Cotton-Grassley-Warner proposal purports to restrict the 
government’s authority to use Section 702-acquired information against Americans in criminal 
proceedings. On its face, that’s what it appears to do. But when redlined against existing law, it 
becomes clear that the provision actually removes an existing restriction against such use. 

Under current law, the government is prohibited from using Section 702-acquired information in 
criminal proceedings against Americans unless the case falls within certain exceptions, including a 
list of particularly serious cases such as kidnapping. This redline (reprinted here courtesy of the 
Center for Democracy & Technology) shows how the provision in the Cotton-Grassley-Warner 
proposal changes existing law: 
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The new subparagraph (C) added by the proposal states that a FISA Court order is needed for the 
government to use Section 702-acquired information in any criminal proceeding. If that were the 
only change made by the proposal, it would indeed create a new restriction. Paragraph (a)(2)(A) 
would continue to prohibit the use of Section 702-acquired information in all cases except those on 
the list of exceptions; for cases on that list, subparagraph (C) would establish a court order 
requirement. 

However, the proposal also changes paragraph (a)(2)(A) in a way that makes two things clear: (1) 
the general prohibition in that paragraph on using Section 702-acquired evidence is subject to a new 
exception, i.e., when the government has obtained a FISA Court order; and (2) the prohibition does 
not apply at all—and therefore the exception set forth in subparagraph (C) is not needed—if the 
case falls within the subsequent listed categories.  

In short, the proposal does not disturb the government’s existing authority to use Section 702-
acquired information against Americans, without limitation, when the case falls within certain 
categories. For all other cases, the proposal takes what is currently a flat prohibition and turns it 
into an authorization to use Section 702-acquired information as long as the government can obtain 
any type of FISA Court order—an easy bar to clear, given that some FISA Court orders are issued on 
a mere showing of “relevance,” the lowest standard in the law. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

For questions about Section 702, contact Liza Goitein at goiteine@brennan.law.nyu.edu or Hannah James at 
jamesh@brennan.law.nyu.edu. 
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