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FOREWORD

by James Robertson, U.S. District Judge (ret.)

Many people are surprised to learn that there is no “right to privacy” in the Constitution. Privacy is
more of a cultural construct than a legal one in this country, and we are aiding and abetting its steady
erosion with our dependence on the Internet, our credit cards and smartphones, our flirtation with
social media, and our capitulation to commercial exploitation of Big Data. In a sense, we are all under
surveillance, all the time — our whereabouts, activities, and transactions reduced to metadata and
available to anyone who can break the code — and we have brought it upon ourselves.

Surveillance by the government, however, is another matter. Distrust or at least wariness of a government
that collects data about us lies deep in the amygdala of our civic consciousness. 7/is administration may
be operating lawfully and with full regard to our rights and privileges, but what about #ar one? Have
we been reading too many novels, or is there a real threat of tyranny? Here, of course, is where the
Constitution comes in, with the Fourth Amendment’s guarantee of “[tJhe right of the people to be
secure in their persons, houses, papers, and effects, against unreasonable searches and seizures.”

And here is where concern about the Foreign Intelligence Surveillance Act comes in. Title III of the
Omnibus Crime Control and Safe Streets Act of 1968 established the rules for domestic government
wiretaps. FISA, enacted ten years later, focused on foreign intelligence. But it is the use (or misuse) of
FISA, and FISA’s potential allowance of unreasonable domestic searches and seizures, that the reporting of
James Risen and Eric Lichtblau and the disclosures of Edward Snowden have brought into sharp focus.

I have no criticism of the FISA Court. I know and deeply respect every one of its presiding judges for
the last 30 years, and I am well acquainted with many of the other FISA judges who have served. They
are, every one of them, careful and scrupulous custodians of the extraordinary and sensitive power
entrusted to them. The staff that supports the FISA Court, the Justice Department lawyers who appear
before the FISA Court, and the FBI, CIA and NSA personnel who present applications to the FISA
Court are superb, dedicated professionals.

What I do criticize is the mission creep of the statute all of those people are implementing.

This Brennan Center report makes an enormous contribution to our understanding of that mission
creep. It explains clearly the history and development of FISA from its enactment following the Church
Committee’s exposure of uncontrolled domestic spying by the FBI, through the Patriot Act amendments
in the turbulent wake of the 9/11 attacks, to its present form. It explains, with a simplicity and clarity
accessible to the layman but supported by a level of detail and citation of authority that will satisfy
students of the subject, why in its present form FISA is disturbing to civil libertarians and to constitutional
scholars. And it distills its argument into plain, powerful recommendations for FISA’s amendment.
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It is time, and past time, for Congress to give serious attention to the FISA problems that are so clearly
documented here, and to act. The Brennan Center’s recommendations are not the only ones that have
been put forth, but they are not doctrinaire, my-way-or-the-highway demands. They invite discussion,
debate, and even (Heaven forfend) compromise. They need to be carefully considered.

James Robertson served on the U.S. District Court for the District of Columbia from 1994 to 2010. He
also served on the Foreign Intelligence Surveillance Court from 2002 to 2005, resigning the day after The
New York Times reported that the administration of President George W. Bush was conducting warrantless
surveillance of Americans’ electronic communications.

2 | BRENNAN CENTER FOR JUSTICE



INTRODUCTION

In 2013, a former government contractor named Edward Snowden revealed that United States
surveillance programs supposedly aimed at foreign threats were being used to collect unprecedented
amounts of information about ordinary Americans. Documents disclosed by Snowden showed that the
National Security Agency (NSA) had been collecting Americans’ telephone records in bulk for years
under Section 215 of the USA Patriot Act' — a practice seemingly at odds with the text of the law.
In addition, the government was collecting a massive number of Americans’ phone calls and e-mails
“incidentally” or “inadvertently” under Section 702 of the FISA Amendments Act (FAA) — a statute
that permits the government to target only non-citizens located overseas — and using this information
in domestic criminal investigations.

In defending these activities, President Obama and top intelligence officials argued that they had been
blessed by the Foreign Intelligence Surveillance Court, known as “the FISA Court.” This judicial body,
which until then had been familiar only to specialists in surveillance law, was suddenly at the center of
debates about the proper limits on the government’s authority to collect information on ordinary Americans.

The FISA Court is a unique creature within the federal judiciary. Established by Congress in 1978 as
part of the Foreign Intelligence Surveillance Act (FISA),? the court’s original mandate was to review the
government’s applications to collect “foreign intelligence” — information relating to foreign affairs and
external threats — in individual cases. Its judges, who are drawn from among federal trial judges and
selected by the Chief Justice of the United States, generally hear from just one party: the government.
Proceedings are closed and the court’s decisions are classified. Most targets receive no notice of the
surveillance, even after investigative activity has ceased.

At the time of its creation, many lawmakers saw constitutional problems in a court that operated in
total secrecy and outside the normal “adversarial” process (i.e., with both parties present). But the
majority of Congress was reassured by similarities between FISA Court proceedings and the hearings
that take place when the government seeks a search warrant in a criminal investigation. Moreover,
the rules governing who could be targeted for “foreign intelligence” purposes were narrow enough to
mitigate concerns that the FISA Court process might be used to suppress political dissent in the U.S.
— or to avoid the stricter standards that apply in domestic criminal cases.

In the years since then, however, changes in technology and the law have altered the constitutional
calculus. Technological advances have revolutionized communications. People are communicating
at a scale unimaginable just a few years ago. International phone calls, once difficult and expensive,
are now as simple as flipping a light switch, and the Internet provides countless additional means of
international communication. Globalization makes such exchanges as necessary as they are easy. As
a result of these changes, the amount of information about Americans that the NSA intercepts, even
when targeting foreigners overseas, has exploded.

Instead of increasing safeguards for Americans’ privacy as technology advances, the law has evolved in

the opposite direction since 9/11. It increasingly leaves Americans’ information outside its protective
shield. While surveillance involving Americans previously required individualized court orders, it now
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happens through massive collection programs (known as “programmatic surveillance”) involving no
case-by-case judicial review. The pool of permissible targets is no longer limited to foreign powers —
such as foreign governments or terrorist groups — and their agents. Furthermore, the government may
invoke the FISA Court process even if its primary purpose is to gather evidence for a domestic criminal
prosecution rather than to thwart foreign threats.

Much has been written about the effect of these developments on Americans privacy, not to mention
the lawfulness of the NSA’s actions. But these developments also have had a profound effect on the
role exercised by the FISA Court. They have caused the court to veer off course, departing from its
traditional role of ensuring that the government has sufficient cause to intercept communications or
obtain records in particular cases and instead authorizing broad surveillance programs. It is questionable
whether the court’s new role comports with Article III of the Constitution, which mandates that
courts must adjudicate concrete disputes rather than issuing advisory opinions on abstract questions.
The constitutional infirmity is compounded by the fact that the court generally hears only from the
government, while the people whose communications are intercepted have no meaningful opportunity
to challenge the surveillance, even after the fact.

Moreover, under current law, the FISA Court does not provide the check on executive action that
the Fourth Amendment demands. Interception of Americans’ communications generally requires the
government to obtain a warrant based on probable cause of criminal activity. Although some courts
have held that a traditional warrant is not needed to collect foreign intelligence, they have imposed
strict limits on the scope of such surveillance and have emphasized the importance of close judicial
scrutiny in policing these limits. The FISA Court’s minimal involvement in overseeing programmatic
surveillance does not meet these constitutional standards.

Fundamental changes are needed to fix these flaws. Following Snowden’s disclosures, several bills were
introduced to try to ensure that the court would hear the other side of the argument, generally from
some type of public advocate. Other bills addressed the court’s secrecy by requiring the executive
branch to declassify significant opinions or release summaries. These proposals would make important
improvements, but they do not address the full range of constitutional deficiencies resulting from the
changes in law and technology detailed in this report. The problem with the FISA Court is far broader
than a particular procedure or rule. The problem with the FISA Court is FISA.

The report proposes a set of key changes to FISA to help restore the court’s legitimacy.

*  Congress should end programmatic surveillance and require the government to obtain judicial
approval whenever it seeks to obtain communications or information involving Americans.
This would resolve many constitutional concerns.

*  Congress should shore up the Article III soundness of the FISA Court by ensuring that the
interests of those affected by surveillance are represented in court proceedings, increasing
transparency, and facilitating the ability of affected individuals to challenge surveillance
programs in regular federal courts.
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 Finally, Congress should address additional Fourth Amendment concerns by ensuring that
the collection of information under the rubric of “foreign intelligence” actually relates to our
national security and does not constitute an end-run around the constitutional standards for

criminal investigations.

Under today’s foreign intelligence surveillance system, the government’s ability to collect information
about ordinary Americans’ lives has increased exponentially while judicial oversight has been reduced
to near-nothingness. Nothing less than a fundamental overhaul of the type proposed here is needed to
restore the system to its constitutional moorings.
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THE CREATION OF THE FISA COURT

The Foreign Intelligence Surveillance Act of 1978 established a special secret court to consider
government requests to conduct the special category of “foreign intelligence” surveillance in the United
States.

The FISA Court was designed to accommodate the government’s need to obtain surveillance orders
secretly and in a hurry. It consists of 11 federal trial judges® appointed by the Chief Justice of the United
States for a single seven-year term.? These judges continue serving on their regular courts, but spend
one week out of every 11 on the special court in Washington, DC, ensuring a continuous rotation.’
Congress also created the Foreign Intelligence Court of Review (“FISA Appeals Court”), consisting
of three federal trial or appellate judges also selected by the Chief Justice of the United States, to hear
appeals in cases where the FISA Court has denied the government’s application.®

Congress believed that this system of “[r]equiring the special court to sit continuously in the District
of Columbia will facilitate necessary security procedures and, by ensuring that at least one judge is
always available, will ensure speedy access to it by the Attorney General when timeliness is essential for
intelligence purposes.”” An additional benefit of a specialized court was that it was “likely to be able to
put claims of national security in a better perspective and to have greater confidence in interpreting this
bill than judges who do not have occasion to deal with the surveillances under this bill.”®

Despite these predicted benefits, there was considerable concern in Congress that the courts
consideration of surveillance applications might run afoul of Article IIT of the Constitution, under
which federal courts are limited to deciding “cases or controversies” — real disputes, which courts are
capable of resolving.” American courts are barred from giving what are known as “advisory opinions,”
in which a court examines the law in the abstract rather than in the context of an actual dispute.'
Legislators and legal experts were particularly concerned that the FISA structure — under which
the government’s attorney alone would appear in secret before a specially designated judge — would
eviscerate the adversarial process and force the court to apply a limited scrutiny of the government’s
assertions, rather than produce a resolution of contested facts."

The Justice Department’s Office of Legal Counsel (OLC), asked for its views by Congress, agreed that
the Article III question was “difficult.”’? In ultimately concluding that the constitutional requirement
was satisfied, OLC relied heavily on the fact that FISA Court judges, even though they had a limited
role in reviewing surveillance applications, would still be applying the law to the facts of a particular
case.” Moreover, even though only the government would appear before the court, OLC argued that
the presence of two parties is not required in every case; instead there need only be “adversity in fact” or
“possible adverse parties.”'* In support, OLC pointed out that in normal criminal cases, the government
is permitted to persuade a court of the need for a warrant without the target being present.”

A similar reasoning underpinned later court decisions upholding FISA against Article III challenges. As

explained by the District Court for the Eastern District of New York, the “case or controversy” standard
was met because surveillance applications under the statute “involve concrete questions respecting the
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application of the Act and are in a form such that a judge is capable of acting on them, much as he
might otherwise act on an ex parte application for a warrant.”'® Courts also relied on the similarity to
regular warrants in rejecting the argument that FISA Court proceedings violate Article III because the
court hears applications solely on an ex parte basis (i.e., with only one party appearing before it) and
never conducts adversarial proceedings (i.e., with the opposing parties present)."”

Those opposed to the legislation during its consideration, however, emphasized that FISA Court orders
were not like regular warrants because their validity could not be attacked in later proceedings. As then-
Professor Laurence Silberman argued: “Although it is true that judges have traditionally issued search
warrants ex parte, they have done so as part of a criminal investigative process which ... for the most
part, leads to a trial, a traditional adversary proceeding.”'® In a criminal trial, the defendant has the
opportunity to challenge the means by which the government obtained its evidence, thus subjecting
the search to adversarial testing.

These concerns prompted an important amendment to the legislation, intended to facilitate “collateral
attacks” — challenges that take place in subsequent or parallel legal proceedings — in at least some
cases. The government was required to notify the defendant when “any information obtained or derived
from an electronic surveillance” of that individual was to be used in criminal prosecutions or other legal
proceedings.'” These notice provisions allowed the initial spate of challenges to warrants issued under

the 1978 version of FISA.

As the above discussion makes clear, in designing the FISA Court, Congress took account of the
strictures of Article III; and both Congress and the courts drew comfort from the similarities between
the procedures used by the special court and those used for regular warrants.
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THE FISA COURT’S ORIGINAL MANDATE

The Foreign Intelligence Surveillance Act detailed the types of surveillance that could be authorized by
the FISA Court, as well as the standards and procedures for authorization. Absent an emergency, the
statute required the government to obtain an individualized court order prior to conducting electronic
surveillance to obtain foreign intelligence in the United States. The statute is a complicated one, and
a short detour through the political and legal landscape of the 1970s is helpful in understanding the
choices Congress made in defining the court’s mandate.

A. The Legal Backdrop

From the late 1960s through the 1970s, courts wrestled with the legal status of electronic surveillance
under the Fourth Amendment. Even as the Supreme Court conceded that the Fourth Amendment
extended to emerging technologies and that a warrant was needed to tap telephones, it sought to
develop rules for national security surveillance. These rules took account of the executive branch’s
interest in protecting the country, while ensuring that this interest was not an excuse for bypassing
traditional Fourth Amendment constraints or for targeting the dissident voices of Americans protected
by the First Amendment.

Three conclusions emerge from the cases decided during this time. First, in order to interceptan American’s
electronic communications, the government normally must obtain a warrant by demonstrating to a
court that it has probable cause to believe that the person targeted is involved in criminal activity.
Second, a warrant is required for surveillance of domestic organizations within the U.S., even if the
purpose is to protect national security. Third, several courts of appeal held that a warrant is not required
to obtain the special category of “foreign intelligence.” But these courts imposed strict conditions to
ensure that the government was truly seeking information about foreign powers or their agents, and
they recognized the importance of a judicial role in scrutinizing the government’s motives.

1. Extension of the Warrant Requirement to Electronic Surveillance

Until the late 1960s, when the Supreme Court decided the seminal case Katz v. United States,” the
Court had held that the Fourth Amendment’s requirement of a warrant did not extend to telephone
conversations because wiretapping involved no intrusion into a person’s physical property.?! The Katz
decision jettisoned this reasoning, famously declaring that the Fourth Amendment “protects people
— and not simply ‘areas’ — against unreasonable searches and seizures.”** Judicial review prior to
wiretapping was essential, the Court explained, because otherwise law enforcement agencies themselves
would decide whom to target and for how long.” In a footnote, however, the majority inserted a
caveat: “Whether safeguards other than prior authorization by a magistrate would satisfy the Fourth
Amendment in a situation involving the national security is a question not presented by this case.”

The principal holding of Katz was enshrined into law in the 1968 Omnibus Crime Control and Safe

Streets Act.” Title III of the law authorized surveillance of electronic communications in investigations
of specified serious crimes.® Wiretaps had to be authorized by a judge or magistrate who would evaluate
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whether there was probable cause to believe that one of these crimes had been, was being, or was about
to be committed.”” In keeping with the Kazz footnote, however, Title III refrained from explicitly
regulating national security surveillance.”®

2. National Security Surveillance

In the 1972 case United States v. U.S. District Court (known as the “Keith” case after the district court
judge), the Supreme Court partially addressed the question that Ka#z and Title III avoided: it held that
surveillance of domestic organizations for national security purposes did require a warrant.”” But the
Court expressly left open — and has never ruled on — the question of whether a different rule might
apply if the government were seeking intelligence about a foreign power or its agent.

Keith involved three anti-war activists charged with participating in a conspiracy to destroy government
property. When the defendants sought to suppress evidence obtained through wiretaps, the government
argued that it was entitled to tap their phones without a warrant because it sought to “gather intelligence
information deemed necessary to protect the nation from attempts of domestic organizations to attack
and subvert the existing structure of the Government.” The Court rejected this argument, ruling that
the Fourth Amendment required a warrant for surveillance “deemed necessary to protect the nation
from attempts of domestic organizations.”" The opinion made clear, however, that the Court was not
passing judgment “on the scope of the President’s surveillance power with respect to the activities of
foreign powers, within or without this country.”**

The Keith Court observed that national security cases “often reflect a convergence of First and Fourth
Amendment values not present in cases of ‘ordinary’ crime. Though the investigative duty of the
executive may be stronger in such cases, so also is there greater jeopardy to constitutionally protected
speech” because the targets of official surveillance “may be those suspected of unorthodoxy in their
political beliefs.”** Given the important separation of powers function historically served by warrants,
the Court held that executive officials charged with enforcing the laws should not also decide when to
employ “constitutionally sensitive means in pursuing their tasks.”**

Although it insisted on a warrant in domestic security cases, the Keizh Court acknowledged that the
standards and procedures surrounding the warrant requirement “may vary according to the governmental
interest to be enforced and the nature of citizen rights deserving protection.”® The Court thus invited
Congress to create special rules for domestic security surveillance. As examples, the Court suggested
that different facts might support a showing of “probable cause”; that the warrant application could,
“in sensitive cases,” be made to any member of a specially designated court; and that the duration and
reporting requirements could be less strict.*
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Justice Douglas: A Forceful Voice for Privacy

Justice William O. Douglas penned an influential concurring opinion in Keith, arguing that
the privacy risks posed by domestic security wiretapping require it to remain firmly within the
framework of traditional Fourth Amendment jurisprudence. To begin with, due to the clandestine
nature of wiretapping, those who have been illegally bugged are unlikely to be able to obtain
recourse. Thus, if no warrant were required for such taps, “the federal intelligence machine would
literally enjoy unchecked discretion.”” Moreover, once started, intelligence investigations could
lead to virtually unrestrained spying. In the case before the Court, Douglas observed, “federal
agents wish to rummage for months on end through every conversation, no matter how intimate or
personal, carried over selected telephone lines, simply to seize those few utterances which may add
to their sense of the pulse of a domestic underground.”® The type of “dragnet techniques” favored
by the government, Douglas argued, were reminiscent of the general warrants used by the British
in colonial times, the excesses of which gave birth to the Fourth Amendment.*

3. Foreign Intelligence Surveillance

The Supreme Court’s decision in Keith effectively turned the conversation away from national security
to foreign intelligence surveillance. The Court itself has never decided whether special rules could be
articulated for spying on foreign powers or other types of foreign intelligence collection in the United
States. Several federal appeals courts, however, took up the question that the Supreme Court left open
in Keith: whether a warrant is required to conduct surveillance for foreign intelligence purposes.

Four courts of appeal held that no warrant was needed in cases where the President or his delegate
had certified that collecting foreign intelligence was the purpose of intercepting the communications
of particular individuals.” The Fourth Circuit’s 1980 decision in United States v. Truong Dinh Hung
distills the reasoning presented in these cases: a warrant requirement would “unduly frustrate” the
president’s exercise of his foreign affairs responsibilities.*!

The Truong court, however, set two important limitations on the president’s authority to conduct
warrantless surveillance inside the United States. First, the object of the search must be “a foreign power,
its agent or collaborators,” because in such cases, “the government has the greatest need for speed,
stealth, and secrecy,” and would likely have to make “difficult and subtle judgments about foreign and
military affairs.” ¥ When there is no such connection, the court held, the “executive’s needs become less
compelling; and the surveillance more closely resembles the surveillance of suspected criminals, which
must be authorized by warrant.”*

The second condition was that the surveillance must be conducted “primarily” for foreign intelligence
reasons.” When the government instead conducts surveillance primarily for a criminal investigation,
the judiciary’s competence increases, individual privacy interests “come to the fore,” and government
foreign policy concerns recede. The court explicitly “reject[ed] the government’s assertion that, if
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surveillance is to any degree directed at gathering foreign intelligence, the executive may ignore the

warrant requirement of the Fourth Amendment.”®

The other courts of appeal applied a similar analysis, and underscored the need for judges to ensure
that the government actually was pursuing foreign intelligence. Because the justification for foreign
intelligence wiretapping generally would not be disclosed to the subject of surveillance or to the public,
judges bore a special responsibility to be vigilant; they must “insure that there be no future tidal
wave of warrantless wiretaps and that the floodgates controlling their use not be opened for domestic
intelligence purposes.” A departure from the warrant requirement required caution and close judicial
review (albeit after-the-fact) of each particular case in which surveillance was challenged.”

The Court of Appeals for the District of Columbia took a different approach, refusing to endorse
warrantless foreign intelligence surveillance. In the 1975 case Zweibon v. Mitchell,”® the government
defended its warrantless wiretapping of the Jewish Defense League’s offices by arguing that the
organization’s anti-Soviet activities jeopardized U.S. relations with the Soviet Union. The D.C. Circuit
rejected this justification, finding that a warrant was required “before a wiretap is installed on a domestic
organization that is neither the agent of nor acting in collaboration with a foreign power, even if the
surveillance is installed under presidential directive in the name of foreign intelligence gathering for
protection of the national security.”*

While it did not hold that a warrant would be needed to target a foreign power, the Zweibon court
hinted at how it might rule on the issue, observing, “[A]n analysis of the policies implicated by foreign
security surveillance indicates that, absent exigent circumstances, all warrantless electronic surveillance
is unreasonable and therefore unconstitutional....” Its holding reinforced both the need for judicial
caution in evaluating foreign intelligence claims and the Supreme Court’s earlier prohibition on
conducting domestic security surveillance without a warrant.

Despite their differences, the courts of appeals all agreed that strict limits were necessary when the
P pp g y
government exercised its authority to collect foreign intelligence in the United States.

The Fourth Amendment Overseas

Title III, Karz, Keith, and the foreign intelligence exception cases all addressed surveillance
conducted on U.S. soil. They did not consider the rules that applied to surveillance conducted
overseas. In 1990, in U.S. v. Verdugo-Urquidez, a plurality of the Supreme Court found that the
Fourth Amendment did not apply to a physical search conducted overseas by American agents
where the target of the search was a foreigner who lacked sufficient connections to the United
States.”® This case has been cited widely for the proposition that foreigners overseas are not entitled
to the protections of the Fourth Amendment, although a majority of the justices did not state such
a broad view.”?
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B. The Political Backdrop

In the 1970s, the country was roiled by a series of spying scandals. In 1972, The Washington Post revealed
that President Nixon’s White House was spying on and sabotaging political opponents.”® Two years
later, 7he New York Times reported that the Central Intelligence Agency (CIA), on President Lyndon
Johnson’s orders, had conducted a massive intelligence operation against critics of the Vietnam War,
other domestic dissidents, and journalists the administration considered unfriendly.’* A series of other
CIA abuses — covert operations to overthrow foreign governments, plots to assassinate foreign leaders,
secret drug experiments on unsuspecting victims, and the illegal opening of mail sent by Americans —
came to light.”

These reports triggered Congressional investigations, the best known of which was conducted by a
specially convened Senate committee known as the Church Committee.® Over the course of its two-
year long investigation, the Church Committee catalogued a host of abuses both overseas and at home.
Some of its key findings included:

*  The Federal Bureau of Investigation’s (FBI) Counterintelligence Program (COINTELPRO)
began in 1956 when President Dwight Eisenhower authorized the Bureau, run by J. Edgar
Hoover, to conduct domestic covert operations, which included “disinformation, mail
interception, electronic surveillance, tax surveillance, forgeries, harassment, even clandestine
trash inspection.”” Its targets included the U.S. Communist Party, anti-Vietham War
protesters, the New Left, and African American groups ranging from Rev. Martin Luther
King, Jr’s Southern Christian Leadership Conference to the Nation of Islam and the Black
Panthers.”® Most infamously, the FBI sought to blackmail King into suicide by threatening to
expose his extramarital affairs.”

*  Between 1953 and 1973, the CIA checked more than 28 million letters (mostly to and from
the Soviet Union) against a watch list, and opened 200,000.%

e In 1967, President Lyndon Johnson instigated a program to determine whether foreign
Communist agents were fomenting the unrest that was sweeping the country in the form
of anti-war protests, college campus takeovers, and urban riots. A special CIA unit collected
information on 7,000 Americans and 6,000 groups engaged in these activities until 1974, even
though it never found any credible evidence of foreign involvement.®!

* In a program named “Project Shamrock,” which stretched from the mid-1940s to the mid-

1970s, the NSA copied and analyzed international telegrams sent by American citizens.®* At
the end of the program, many estimate the NSA was analyzing 150,000 messages a month.®
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The Church Committee: A Prescient View

Even four decades ago, the Church Committee was concerned about newly emergent electronic
surveillance capabilities. Its chairman cautioned:

In the need to develop a capacity to know what potential enemies are doing, the
United States government has perfected a technological capability that enables us
to monitor the messages that go through the air . . . . Now, that is necessary and
important to the United States as we look abroad at enemies or potential enemies.
We must know, at the same time, that capability at any time could be turned around
on the American people, and no American would have any privacy left, such is the
capability to monitor everything — telephone conversations, telegrams, it doesnt
matter. There would be no place to hide.

If this government ever became a tyranny, if a dictator ever took charge in this
country, the technological capacity that the intelligence community has given the
government could enable it to impose total tyranny, and there would be no way
to fight back because the most careful effort to combine together in resistance to
the government, no matter how privately it was done, is within the reach of the
government to know. Such is the capability of this technology.**

Many reforms were enacted in the period immediately following the Church Committee’s investigations,
including the establishment of standing intelligence committees in both the House and the Senate, the
extension of inspector general oversight to the activities of certain intelligence agencies and components,
and the establishment of internal Department of Justice guidelines that restricted the FBI’s authority to
conduct open-ended domestic intelligence investigations.®® The 1978 Foreign Intelligence Surveillance
Act (FISA) was one of these reforms.

C. A New Statutory Scheme for Foreign Intelligence Surveillance

The political pressure generated by Watergate and the findings of the Church Committee motivated
both the executive branch and Congress to come up with a scheme for regulating national security
surveillance. Three crucial points emerge from the debates that led up to the enactment of the Foreign
Intelligence Surveillance Act. First, Congress soundly rejected the notion that the executive had
unilateral authority to collect foreign intelligence in the United States. Second, Congress declined
the Keith Court’s invitation to make special rules for warrants seeking to obtain domestic intelligence,
leaving in place a regular warrant requirement.®® Third, Congress agreed that a special scheme was
necessary for foreign intelligence surveillance conducted at home, but placed strict limits on such
surveillance to ensure that it would not be used to suppress domestic dissent or to evade the warrant
requirement in ordinary criminal cases.
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The first attempt at comprehensive legislation on foreign intelligence surveillance was a proposal
by President Gerald Ford in 1976. The bill never passed. Many lawmakers objected strongly to a
provision conceding that the president had authority to order surveillance outside of any statutory
framework passed by Congress.®® Lawmakers also were concerned that the bill’s standard for authorizing
surveillance — namely, probable cause that the target was a foreign power or its agent — was too low.
They argued that surveillance should be initiated against Americans only if the government showed
probable cause that they had committed or were about to commit a crime.®’

The following year, Sen. Edward Kennedy (D-Mass.) introduced a bill on electronic surveillance that
was supported by the new administration of President Jimmy Carter and formed the basis of FISA
as eventually enacted.”’ Responding to concerns expressed over the Ford bill, Kennedy removed the
provision recognizing presidential authority to order surveillance for national defense purposes. The
new bill also required some nexus to criminal activity in order for surveillance targeted at Americans to
be authorized. The stringency of this requirement was hotly debated in Congtess, as were the following
provisions aimed at ensuring that surveillance approved by the FISA Court would truly be aimed at
gathering foreign intelligence.

What Is “Electronic Surveillance”?

FISA regulates “electronic surveillance,” which it defines to include four categories of activity:
(1) acquisition of wire or radio communications that intentionally targets “a particular, known
United States person who is in the United States”; (2) acquisition within the United States of
wire communications (e.g., calls made via land lines) to or from a person in the United States;
(3) intentional acquisition of radio communications (e.g., satellite communications) “if both
the sender and all intended recipients are located within the United States”; and (4) electronic
monitoring within the United States to obtain information other than through a wire or radio
communication (e.g., planting bugs).”

These complex categories defy simple generalizations. For instance, while FISA is often described
as regulating surveillance that occurs within the United States, the description is both under- and
over-inclusive: FISA actually regulates overseas surveillance of radio communications if all parties
to the communication are located in the United States, and it does 7ot regulate surveillance within
the United States of radio communications between people in the United States and foreigners
overseas. Nor does FISA regulate the wiretapping within the United States of communications
between foreigners overseas that transit through the United States.
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1. Agent of a Foreign Power

The availability of electronic surveillance under FISA as enacted in 1978 depended on whether the
government could show probable cause that the person or group being targeted was a “foreign power”
or an “agent of a foreign power.” The statute defines “foreign power” broadly, to include not only
foreign governments, but also factions of foreign nations; entities that foreign governments control;
international terrorist groups; foreign-based political organizations; and foreign entities engaged in the
proliferation of weapons of mass destruction.”

The term “agent of a foreign power” is more narrowly defined for U.S. persons™ than for non-U.S.
persons, requiring some connection to criminal activity.”* The legislative history shows that Congress
employed this narrower definition deliberately to ensure that FISA did not ensnare ordinary Americans
exercising their First Amendment rights. The Ford bill would have allowed surveillance of U.S. persons
without any criminal nexus. The 1977 Kennedy bill, by contrast, proposed that an American should not
be considered an agent of a foreign power unless he or she knowingly engaged in “clandestine intelligence
activities” that “involve or will involve a violation of the criminal statutes of the United States.””

Even then, lawmakers worried that the formulation was too broad and would capture activities that “border
on political activities protected by the First Amendment.””® To safeguard against “unjustified surveillance
of political activities,” the wording was amended so that only “clandestine intelligence gathering activities”
would be covered.”” According to the legislative history, it was “anticipated that most of the persons under

surveillance under this subparagraph will be violating the criminal espionage laws....””

Legislators also were concerned that the second part of the formulation (which required that an American
target’s activities “involve or will involve” a criminal act) would permit indefinite surveillance based on a
vague suspicion of an unspecified, and possibly minor future crime.” In the legislative history, lawmakers
clarified that this provision was intended to impose a requirement that a federal crime must have already
been committed or must be imminent before surveillance is justified.*

Finally, Congress made clear that mere association with agents of a foreign power or ideological sympathy
with a foreign government would not trigger surveillance.®' Legislators frequently cited the case of
Martin Luther King, Jr., whose phone and home had been bugged by the FBI on “national security
grounds” because of his association with suspected communists.*” To ensure that such surveillance
could not occur under FISA, Congress added language clarifying that aiding and abetting foreign
powers must be “knowing” in order to render a U.S. person an agent of a foreign power,  and that
a person could not receive this designation “solely upon the basis of activities protected by the first
amendment to the Constitution of the United States.”®*
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2. Foreign Intelligence Purpose

A second key limitation on the governments ability to obtain a FISA surveillance order was the
requirement that it demonstrate that the purpose of the surveillance was to obtain “foreign intelligence
information.”

Senators were concerned that the definition of “foreign intelligence information” in an early draft of the
bill was too broad because it went beyond national security to include information on “the conduct of
the foreign affairs of the United States.” One Senator wrote to the Chair of the Intelligence Committee,
pointing out that the views of members of Congress could “easily be classified as information ‘essential
to the conduct of the foreign affairs of the United States,”® suggesting that Congress itself could be
surveilled under FISA.

To address such misgivings (and over the objections of the Department of Defense and other agencies),*
the final version of FISA required that, where the government sought information “concerning a United
States person,” it must show that the information was not just relevant but “necessary” for the conduct
of foreign affairs.¥” The accompanying House Report indicated that the use of this term precluded the
executive’s ability to seek a FISA order based on what is often known as the “mosaic theory”:

[I]t is often contended that a counterintelligence officer or intelligence analyst, if not
the policymaker himself, must have every possible bit of information about a subject
because it might provide an important piece of the larger picture. In that sense, any
information relating to the specified purposes might be called ‘necessary’ but such a
reading is clearly not intended.®

For non-Americans, however, FISA still allowed the collection of information that “relates to . . . the

national defense or the security of the United States,” as well as information that relates to the conduct
of foreign affairs.®
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Comparing Title Ill Warrants with FISA Orders

Under the statutory scheme designed by Congress in 1978, orders issued by the FISA Court share a
critical feature with regular Title III warrants: both require prior judicial scrutiny of an application
for an order authorizing electronic surveillance in a particular case.” This is not to say, however,
that FISA orders are equivalent to warrants issued by regular federal courts.

Title III allows a court to enter an ex parte order authorizing electronic surveillance if it determines,
on the basis of the facts submitted in the government’s application, that “there is probable cause for
belief that an individual is committing, has committed, or is about to commit” a specified predicate
offense.” By contrast, FISA’s highest standard, which is reserved for the targeting of U.S. persons,
requires a showing of probable cause that the target’s activities “involve or may involve” a violation of
U.S. criminal law.”> While Congress intended for this standard to approach the threshold for criminal
warrants (as discussed above),” the absolute secrecy surrounding the FISA procedure precludes a full
understanding of how this standard operates in practice. For example, documents leaked by Edward
Snowden revealed that the government had obtained FISA orders targeting prominent Muslim
American community leaders with no apparent connection to criminal activity.”*

Traditional FISA orders also require much less proof that the surveillance activities will yield
the information sought. Under Title III, the government must demonstrate probable cause to
believe that particular communications concerning specified crimes will be obtained through an
interception.” Under FISA, the government instead must show probable cause that the facilities
at which the surveillance is directed are used by a foreign power or its agent; it need not show
probable cause that collecting on these facilities will yield the desired information.”® A high-level
government official must certify that the information sought is foreign intelligence information
and designate the type of information being sought. However, the court reviews the substance of
this certification only when the target is a U.S. person, and even then, the court’s review is limited
to determining whether the certificate is “clearly erroneous.” ¥ As the legislative history of the
statute itself acknowledges, this “standard of review is not, of course, comparable to a probable

cause finding by the judge.””®

Like warrant applications under Title III, FISA applications are generally heard on an ex parte
basis. However, unlike individuals monitored under Title III, those whose communications are
intercepted under FISA are highly unlikely to receive notice of the intrusion. Title III requires
notice to the target (and, within the discretion of the judge, to other persons whose communications
were intercepted) once the surveillance order expires.”” FISA does not require notice unless the
government “intends to enter into evidence or otherwise use or disclose” such communications in
a trial or other legal proceedings.'® Moreover, recent reports suggest that the government has taken
a very narrow view of when and how this notice requirement applies.'"!
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THE BRAVE NEW WORLD OF FOREIGN INTELLIGENCE SURVEILLANCE

It is no exaggeration to say that the world of electronic surveillance looks entirely different today
than it did in 1978 when the FISA Court was established to oversee foreign intelligence surveillance.
Communications technology and the legal framework have fundamentally changed, vastly increasing
the nature and quantity of information the government may collect — and decreasing the court’s role
in supervising these operations.

Although the Supreme Court in Keith attempted to distinguish between surveillance of domestic
organizations and surveillance of foreign powers, the demarcation was never clean and has become
ever more strained. Advances in technology mean that the exercise of authorities aimed at foreigners
abroad inevitably picks up swaths of information about Americans who should enjoy constitutional
protections. But rather than develop additional safeguards for this information, the law has developed
in the opposite direction: the government’s authority to collect communications pursuant to its foreign
intelligence-gathering authorities has expanded significantly. At the same time, the safeguard of judicial
review — already limited when FISA was first enacted in 1978 — has eroded to near-nothingness.
Indeed, in some cases, the role played by the FISA Court is so different from the normal function of a
court that it likely violates the Constitution’s separation of powers among the legislative, executive, and
judicial branches.

A. A Revolution in Communications Technology

The impact of advances in communications technology over the last decades cannot be overstated. In
1978, most domestic telephone calls were carried over copper wires,'> while most international calls
took place via satellite.'® To listen to a domestic call, the government had to identify the wire that
geographically connected the two ends of a communication and manually tap into it.'* Capturing
a satellite communication to or from a particular source required sophisticated equipment; resulting
databases were subject to practical limitations on storage and analytical capability.'” Cellular phones were
not commercially available,' and the Internet existed only as a Department of Defense prototype.'”
Surveillance generally had to occur in real time, as electronic communications were ephemeral and
unlike later forms of communication (like e-mail) were not usually stored.

Today, a large proportion of communications — including e-mails and international phone calls —
are transmitted by breaking down information into digital packets and sending them via a worldwide
network of fiber-optic cables and interconnected computers.'”® The government can access these
communications by tapping directly into the cables or into the stations where packets of data are
sorted.'” Digital information often is stored for long periods of time on servers that are owned by
private third parties, giving the government another way to obtain information, as well as access to a
trove of historical data. Most cell phone calls, along with other forms of wireless communication, travel
by radio signals that are easily intercepted.

These changes have weakened the relationship between the place where communications are intercepted
and the location (and nationality) of the communicants. For communications that travel wholly or
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in part via packets, each packet may follow a different route, and the route may be unrelated to the
locations of the sender or recipient. An e-mail from a mother located in San Diego to her daughter in
New York could travel through Paris, and the contents might be stored by an online service provider
in Japan. But FISA, as enacted in 1978, is keyed to the location and nationality of the target and the
location of acquisition. As discussed further in Part I1.B.3.a, the globalization of the communications

infrastructure has changed the way the law plays out in practice.'"

Technological changes also have expanded the amount of information about Americans the government
can acquire under FISA. For one thing, globalization and advances in communications technology have
vastly increased the volume — and changed the nature — of international communications.

The cost and technological difficulties associated with placing international calls during the era of FISA’s
passage meant that such calls were relatively rare. In 1980, the average American spent less than 13
minutes a year on international calls.""" Today, the number is closer to four and a half hours per person
— a thirty-fold increase."? That number does not include the many hours of Skype, FaceTime, and
other Internet-based voice and video communications logged by Americans communicating with family,
friends, or business associates overseas. And, of course, the advent of e-mail has removed any barriers
to international communication that may have remained in the telephone context, such as multi-hour
time differences. Worldwide e-mail traffic has reached staggering levels: in 2013, more than 182.9 billion
e-mails were sent or received daily.'"> As international communication has become easier and less costly,
the content of communications is much more likely to encompass — and, in combination, to create a
wide-ranging picture of — the intimate details of communicants’ day-to-day lives.

Technology and globalization also have led to much greater mobility, which in turn has generated a
greater need to communicate internationally. Foreign-born individuals comprised around 6 percent of
the U.S. population when FISA was enacted but account for more than 13 percent today.'* Immigrants
often have family members and friends in their countries of origin with whom they continue to
communicate. Similarly, there has been a sharp increase in Americans living, working, or traveling
abroad, creating professional or personal ties that generate ongoing communication with non-citizens
overseas. The number of Americans who live abroad is nearly four times higher than it was in 1978 and
the number of Americans who travel abroad annually is nearly three times higher.!” The number of
American students who study abroad each year has more than tripled in the past two decades alone.'
These trends show no signs of abating, suggesting that the volume of international communications
will only continue to expand.

In addition, technological changes have made it likely that government attempts to acquire international
communications will pull in significant numbers of wholly domestic communications for which
Congress intended the government to obtain a regular warrant rather than proceeding under FISA.
For instance, a recently declassified FISA Court decision shows that when the NSA taps into fiber-
optic cables, it pulls in some bundles of data that include multiple communications — including
communications that may not involve the target of surveillance. The NSA claims that it is “generally
incapable” of identifying and filtering out such data bundles.”” The result is that the agency routinely
collects large numbers of communications — including “tens of thousands of wholly domestic

communications” between U.S. persons — that are neither to, from, or about the actual “target.”"'®
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For all of these reasons, the collection of foreign intelligence surveillance today involves Americans’
communications at a volume and sensitivity level Congress never imagined when it enacted FISA. If the
government wished to acquire the communications of a non-citizen overseas in 1978, any collection of
exchanges involving Americans could plausibly be described as “incidental.” Today, with international
communication being a daily fact of life for large numbers of Americans, the collection of their calls
and e-mails in vast numbers is an inevitable consequence of surveillance directed at a non-citizen
overseas. The volume of information collected on U.S. persons makes it difficult to characterize existing
foreign intelligence programs as focused solely on foreigners and thus exempt from ordinary Fourth
Amendment constraints.

B. Post-9/11: Move from Individualized to Mass Surveillance
1. Bulk Collection of Business Records

In the immediate aftermath of 9/11, Congress passed the Patriot Act to expand the tools available to the
government to combat terrorism.'"? The bill was enacted as an emergency-response measure, with far
less debate than such significant changes in the law usually would occasion.' One important provision
expanded the government’s ability to obtain business records from third parties for foreign intelligence
purposes. While on its face, this change seemed to require the FISA Court to issue the same type of
individualized court orders that it had previously done (albeit under a far more lax standard), the court
secretly interpreted the law to authorize a dragnet surveillance program.

Prior to 2001, the FBI could obtain an order from the FISA Court to require third parties to turn
over the business records of transport companies, hotels and motels, car and truck rental agencies,
and storage rental facilities. To do so, the government had to certify that the records were sought for a
foreign intelligence or international terrorism investigation being conducted by the FBI. Further, it had
to present “specific and articulable facts giving reason to believe” that the subject of the records was a
foreign power or agent of a foreign power.'*!

Section 215 of the Patriot Act greatly expanded this authority. It removed the limitation on the types of
records the government could obtain, granting authority to obtain “any tangible thing.” Connection to
a foreign power or its agent was no longer required. The government need only provide a statement of
facts showing that “there are reasonable grounds to believe that the tangible things sought are relevant
to an authorized investigation . . . to obtain foreign intelligence information not concerning a United

States person or to protect against international terrorism or clandestine intelligence activities.”'*?

Although this change allowed the government to obtain more material with a lesser showing, it at least
appeared to preserve the safeguard of prior judicial approval on a case-by-case basis. In 2013, however,
Edward Snowden’s first and most dramatic disclosure revealed that the FISA Court had issued orders
under Section 215 allowing the NSA to collect Americans’ telephone records in bulk.' The records
in question, known as “metadata,” included the numbers dialed, the numbers of those who called, and
the times and lengths of calls — information that could be used to create a detailed picture of a person’s
associations and activities (as discussed further below).
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The so-called “bulk collection” program was not itself news. USA Today had uncovered it in 2006, a year
after The New York Times revealed the NSA’s warrantless surveillance of phone calls and e-mails.'** At
that time, however, both programs operated outside the FISA framework, and the Bush administration
had made no attempt to secure the FISA Court’s permission for them. Snowden’s disclosures not only
confirmed the continuing existence of the bulk collection program; it revealed that the administration,
concerned about continuing its now public surveillance activities without statutory cover, had enlisted
the FISA Court’s help to operate this program under FISA.

The FISA Court’s decision in 2006 to allow mass collection of this data was based on an expansive new
interpretation of the concept of “relevance.” This interpretation made its first appearance in 2004, when
the court approved the NSA’s bulk collection of Internet metadata under a different statutory provision
that also requires relevance.'” Although the Internet metadata program, like the phone records and
warrantless wiretapping programs, originally operated outside the FISA framework, the issue ultimately
came before the FISA Court because Justice Department officials believed statutory authorization was
necessary.'?® The FISA Court approved the Internet metadata program (which was discontinued in
2011 for operational reasons, according to administration officials'”’) and two years later relied on a
similar logic to approve the bulk collection of phone records under Section 215. The Court did not
issue a written opinion on the phone records program, however, until 2013."*

In its 2013 decision, the FISA Court ruled that all Americans’ phone records were relevant to authorized
international terrorism investigations. It conceded that the vast majority of Americans have no link
to international terrorism. However, it noted the obvious fact that “information concerning known
and unknown affiliates of international terrorist organizations was contained within the non-content
metadata the government sought to obtain.”'® It also accepted the governments argument that “it
is necessary to obtain the bulk collection [sic] of a telephone company’s metadata to determine . . .
connections between known and unknown international terrorist operatives.”"* It concluded, in short,
that because collecting irrelevant data was necessary to identify relevant data, the irrelevant data could
thereby be deemed relevant.

The court prohibited the NSA from looking at any of the phone records it collected unless those records
were pulled using search terms (generally telephone numbers) that met a higher bar. Specifically, the
NSA must have a reasonable articulable suspicion, or “RAS,” that the search term was associated with
an international terrorist organization.'” The FISA Court, however, disclaimed any role in the RAS
determination, leaving that assessment to the NSA. Section 215 thus became a form of programmatic
collection, with the court approving standards for searches but not the searches themselves. In early
2014, based on a policy decision by the Obama administration, the Justice Department asked the
FISA Court to revise the court-issued procedures for the bulk collection program to include court
review of RAS determinations.'*> However, the court’s previous interpretation of “relevance” stands,
which means that Section 215 may be used for programmatic collection in the future (or perhaps even
currently under other, as-yet undisclosed programs).
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2. Demise of the “Primary Purpose” Test

Another critical change made by the Patriot Act was accomplished by revising two words. Previously,
FISA allowed the government to obtain surveillance orders if it certified that “the purpose” of surveillance
was the acquisition of foreign intelligence. Under the Patriot Act, however, the government need only
certify that acquiring foreign intelligence is “a significant purpose” of the surveillance.'” In addition,
the Patriot Act provided that federal officers who conduct electronic surveillance to acquire foreign
intelligence information “may consult with” law enforcement officials to protect against attack or other
hostile acts by foreign powers or their agents.'**

A complex history underlies these deceptively simple changes. As discussed in Part 11.A.3, the courts
that recognized a foreign intelligence exception to the warrant requirement generally held that collecting
foreign intelligence must be the “primary purpose” of surveillance. This condition served to ensure that
foreign intelligence wasn’t used as a pretext for warrantless searches in domestic criminal cases.

Discerning which motive predominates in any mixed-motive case, however, is a difficult endeavor.
If the NSA or FBI wiretaps someone to obtain foreign intelligence, and the Justice Department
simultaneously wishes to preserve the option of a criminal prosecution against that person, which is
the “primary” purpose? In United States v. Truong, the Fourth Circuit looked to the role that criminal
prosecutors played in the foreign intelligence investigation. If it appeared that the prosecutors were
excessively involved in the foreign intelligence surveillance, the court reasoned, one could conclude that

the primary purpose of the surveillance was law enforcement.'”

Following this decision, the Justice Department voluntarily adopted a set of practices designed to
facilitate the sharing of information between intelligence and law enforcement components, while
avoiding any appearance that prosecutors were directing the intelligence investigations. A version of
these practices ultimately was formalized in a series of memoranda and procedures issued between 1995
and 2001.1%¢

The procedures, taken together, encouraged consultation between prosecutors and intelligence officials
in a variety of ways — for example, by requiring intelligence investigators to report indications of
significant federal crimes to the Justice Department, and by requiring senior intelligence officials to
provide monthly briefings to officials overseeing criminal matters.'”” At the same time, the procedures
included provisions to ensure that the Criminal Division of the Justice Department would not deploy
FISA surveillance as a tool to gather evidence for criminal prosecutions, thus making an end run
around the traditional Fourth Amendment warrant requirement. While the Criminal Division could
provide advice on intelligence investigations, it could not “direct[] or control[]” them, and it could
not “instruct the FBI on the operation, continuation, or expansion of FISA electronic surveillance or
physical searches.”'*® Moreover, intelligence investigators needed approval from FBI headquarters and
another Justice Department component to share certain portions of their investigative memoranda

with law enforcement.'®
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In its first published opinion, the FISA Court in 2002 described these procedures as permitting “broad
information sharing,” as well as “substantial consultation and coordination.”'* Nonetheless, there was
a strong perception within the government that the procedures erected a “wall” between intelligence
and law enforcement that inhibited robust cooperation. This impression was echoed in the findings of
"and a July 2001 report by the General
Accounting Office.'* After 9/11, the “wall” was blamed for impeding cooperation that conceivably

a May 2000 report by the Attorney General’s Review Team'*
could have averted the attacks, and it was dismantled.'®

To discourage any limits on coordination, Congress amended FISA to expressly permit consultation
between intelligence and law enforcement officials, and to provide that foreign intelligence acquisition
need only be a “significant” purpose of surveillance.'* As a result, when obtaining a traditional FISA
order, even if the primary purpose of surveillance is to build a prosecution against an American citizen,
the government is empowered to collect that person’s communications without making the probable
cause showing required in criminal cases as long as collection of foreign intelligence is a secondary aim.

Did “The Wall” Cause 9/11?

The hypothesis that the “primary purpose” test required the establishment of a “wall” which then
led to 9/11 is flawed in a number of respects. Most fundamentally, the 9/11 Commission’s report
showed that the “wall” did not cause the lack of coordination that contributed to intelligence failures
before 9/11. It documented that CIA investigators, as well as FBI officials detailed to the CIA, had
information months before the attack that two of the hijackers were potential terrorists already in the
United States. There were many opportunities to share this information more broadly, and most of

these opportunities were squandered because of poor judgment calls by individual analysts.'®

Moreover, the hypothesis oversimplifies the relationship between the “primary purpose” test and
“the wall.” While courts signaled that they would look askance if criminal prosecutors were directing
foreign intelligence surveillance, no court held that the “primary purpose” test necessitated the
particular limitations that the Justice Department imposed on itself.'* Nor is it clear that chilling
coordination was the direct and inevitable result of implementing those limitations. According
to the Attorney General’s Review Team, the voluntary restraints that were in place between 1984
and 1993 “appear|[] to have worked quite satisfactorily . . . both from the perspective of the
Criminal Division and that of the FBL.”'¥” At least some of the impediments to coordination that
subsequently emerged appear to have been a result of officials’ conservative interpretation of the
rules, rather than the rules themselves. 48
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3. The FISA Amendments Act
Background

Although the next major set of statutory changes took place six years after the Patriot Act, they, too,
had their origins in surveillance activities that began in the immediate aftermath of 9/11. At that
time, the Bush administration began intercepting communications to and from Americans without
seeking any type of judicial approval. After 7he New York Times reported on these operations in 2005,
President George W. Bush admitted to one aspect of the warrantless surveillance: the so-called “Terrorist
Surveillance Program” (TSP), which involved the acquisition of communications between Americans
in the United States and suspected members of Al Qaeda and related terrorist organizations abroad.'®

Despite violating FISA, the government initially took the view that its actions under the TSP (and
presumably other programs like it"*’) were legal on the ground that Article II of the Constitution
granted the president authority to conduct surveillance in order to protect the nation."' Faced with
public and congressional criticism, it switched gears and sought to enshrine its warrantless surveillance
within the FISA paradigm. Ultimately, this would require amending the statute.'>*

In pressing for changes to FISA, the executive branch made two primary arguments, both of which
rested on the premise that changes in technology had subverted the intent behind FISA. First, officials
claimed that when FISA was passed in 1978, the vast majority of international communications
between Americans and foreigners overseas were transmitted by satellite rather than by wire. Because the
statute’s definition of “electronic surveillance” does not include the acquisition of international satellite
communications, officials argued, Congress did not intend to regulate the collection of international
communications at all. Subsequent advances in fiber-optic technology, however, led to the majority of
international communications being carried by wire, which in turn brought those communications
within FISA’s regulatory structure (at least in cases where acquisition took place inside the United

States) — thus undercutting Congress’s original intent.'”

This argument is unconvincing. Even when Congress passed FISA, one-third to one-half of international
communications were carried by wire.”* Congress could have chosen to exempt these from FISAs
reach, but did not, suggesting that it intended to regulate at least some international communications.

Furthermore, the legislative history shows that Congress intended to address international satellite
communications at a later date and that the Attorney General had pledged to assist in that effort.”
Although these efforts ultimately went nowhere, Congress made clear that the gaps in FISA’s coverage
of NSA’s operations “should not be viewed as congressional authorization for such activities as they
affect the privacy interests of Americans.”"*® Accordingly, the government’s suggestion that Congress
endorsed the government’s acquisition of international communications outside the FISA scheme is

unsupported by the record.

The executive branch’s second argument for increasing its authority was that certain purely foreign-to-
foreign communications, which Congress never intended to regulate, now travel through the United
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States in ways that bring them within FISA’s scope.'” In practice, this appears to be a fairly discrete

(albeit thorny) problem that applies to one category of communication: e-mails between foreigners
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that are stored on U.S. servers.!®

It is certainly possible that Congress would have wished to exclude
such e-mails from FISA’s scope if presented with that issue in 1978. Of course, it also seems likely that
Congress would have wished to inc/ude e-mail exchanges between Americans that are stored on overseas
servers, yet the executive branch did not even raise this issue, let alone seek remedial legislation. In any
event, the solution that the Bush administration sought in 2007 was far broader than necessary to address
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the problem it identified. Rather than seek a solution specific to stored e-mails,' the administration

sought and obtained the much broader expansions of surveillance authority discussed below.
The Statute

In response to the administration’s push, Congress passed two statutes amending FISA: the Protect America
Act (PAA) of 2007, which expired the following year, and the FISA Amendments Act (FAA),'®" which
replaced it. While the FAA walked back a handful of the PAA's most significant changes, the two statutes
were fundamentally similar in that they both authorized a regime of “programmatic surveillance.”

The FAA, which is still in place today, eliminated the requirement of an individual court order for
acquisition, within the United States, of communications to which U.S. persons are a party. Instead,
under a new section of FISA (Section 702) created by the FAA, the government may conduct a program
to collect any communications “targeting” a person or entity reasonably believed to be a non-U.S.
person overseas — including that person or entity’s communications with Americans in the United
States.'®® In other words, the government no longer needs an individualized court order to acquire
Americans’ international calls and e-mails, as long as the American is not the “target” of the surveillance.

There are three primary limitations on this authority. First, the government must certify that obtaining
foreign intelligence information is a “significant purpose” of the collection. It need not be the only
purpose or even the main purpose, as discussed above;'® moreover, the certification of purpose applies
to the program as a whole, not to each target of surveillance under the program. Second, the government
must have in place targeting and minimization procedures that are approved by the FISA Court. The
targeting procedures must ensure that the program’s targets are indeed “reasonably believed” to be
foreigners overseas, while the minimization procedures must be “reasonably designed” to minimize the
collection and retention — and prohibit the sharing — of Americans’ information, “consistent with
the need of the United States to obtain, produce, and disseminate foreign intelligence information.”'**
Third, the law prohibits the government from engaging in “reverse targeting” — i.e., collecting the
international communications of a foreigner abroad when the government’s true motive is to target “a

particular, known person reasonably believed to be in the United States.”'*

The existence of targeting and minimization requirements, as well as a reverse targeting prohibition, has
enabled the government to portray Section 702 as a program designed to capture the communications
of non-U.S. persons abroad. Any collection of calls to or from Americans is described as “incidental.”'
This characterization is highly questionable. With the exception of e-mails stored in the United States,
the new law had no impact on the government’s ability to collect the communications of foreigners with
other foreigners. The sea change that the statute brought about was the elimination of a court order
requirement for the domestic capture of foreigners' communications with Americans. The legislative
history makes clear that facilitating the capture of communications to, from, or about U.S. persons was
a primary purpose, if not the primary purpose, of the FAA.'¥
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Section 702 and Surveillance of Americans

The administration routinely asserts that Section 702 of FISA targets only foreigners overseas.'®s
These statements create a false impression that only foreigners’ communications are sought or
acquired. In fact, anyone who talks to or about a target is subject to surveillance.

The NSA has refused to provide any estimate of how many Americans’ communications are acquired
under Section 702, claiming that providing such an estimate would itself violate Americans’
privacy.'® However, a declassified 2011 opinion of the FISA Court notes that 250 million internet

communications were acquired the previous year under Section 702.'7°

If only ten percent of these
communications involved U.S. persons, that would still add up to the collection of 25 million
internet communications involving Americans for a single year."”! This number would not include
wholly domestic communications swept up in the net, which happens tens of thousands of times a

year, according to the same decision.'”

Moreover, the new law dramatically widened the pool of foreigners the government can target. Instead
of being limited to targeting foreign powers or agents of a foreign power, the government is permitted to
target any non-U.S. person overseas, as long as one of its goals is the acquisition of foreign intelligence.
As noted above, the statute’s definition of “foreign intelligence information” is exceedingly broad when a
foreign person is the target, encompassing any information that “relates to” the conduct of foreign affairs
or the country’s security."® Programmatic surveillance under the FAA thus could include the international
communications (including communications with Americans) of almost any non-U.S. person overseas. Of
course, the greater the number of foreigners who can be targeted, the greater the number of Americans whose
international communications are likely to be caught up in surveillance operations.

The court’s own role in approving government surveillance changed even more fundamentally.
Previously, the court determined, on a case-by-case basis, whether the government had probable cause
to believe that (1) the proposed target of surveillance was a foreign power or agent of a foreign power,
and (2) each of the specified facilities or places for surveillance were being used, or were about to
be used, by a foreign power or an agent of a foreign power. The court also approved minimization
requirements based on their sufficiency in the particular case before it. If the target was a U.S. person,
the court reviewed the government’s certifications — including the certification of a significant foreign
intelligence purpose — to ensure that they were not “clearly erroneous.”

Under Section 702, by contrast, the court has no role in approving individual intrusions at all. Rather,
its substantive role is limited to determining whether generic sets of targeting and minimization
procedures comply with the statute (which gives little direction as to what is required) and with the
Fourth Amendment.'”* The court is not even informed of the specific targets of surveillance or the
facilities to be surveilled, let alone asked to approve them. And the court may not review the substance
of the government’s certifications, including its certification of a significant foreign intelligence purpose,

even for “clear error.”'”?
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IV.

CONSTITUTIONAL CONCERNS

The technological and legal changes described above have fundamentally altered the role of the FISA
Court, throwing the constitutionality of FISA’s entire judicial oversight scheme into question. The
court’s move from adjudicating applications for surveillance in individual cases to approving broad
programs based on vague standards arguably runs afoul of Article III of the Constitution, which limits
courts to deciding concrete disputes that they are capable of resolving. At the same time, the current
law’s standards for court oversight of surveillance fail to pass muster under the Fourth Amendment.

A. Article Ill Concerns

The FISA Court’s original role was to assess the sufficiency of the government’s factual showing in
individual cases. The court had to find probable cause that the target of the proposed electronic
surveillance was a foreign power or agent of a foreign power, and that a foreign power or its agent was
using the telephone or other facility to be intercepted.

While the standard applied by the court was not a particularly high bar — and falls short of what is
required for a normal criminal warrant — the original law focused the court’s analysis and limited
the pool of cases the government could bring before the court. The pool was further cabined by the
technological limitations on, and relatively low demand for, international communications.

Today, under Section 702 of the FAA, the court is no longer tasked with assessing the sufficiency of the
government’s factual showing in individual cases that arise within a limited pool. Instead, it reviews broad
targeting and minimization procedures that the government will apply to tens of thousands of cases involving

178 The court then approves or rejects the

hundreds of millions of communications, if not more, each year.
procedures based on a facial analysis of whether they comport with the statute and the Fourth Amendment.
Similarly, under Section 215, the FISA Court has endorsed a form of “programmatic surveillance” in which
it may approve procedures for obtaining and searching telephone records without reviewing individual

searches (although it currently reviews these searches pursuant to the administration’s request).'”

These developments, compounded by the secrecy and lack of adversarial process that mark the court’s
proceedings, have critical implications for the constitutional legitimacy of the court. Lack of adversary
process in a proceeding that bears no relationship to a traditional warrant application is inconsistent
with Article III. Moreover, the court’s facial review of agency procedures cannot shed light on their
constitutionality in specific cases.

1. Lack of Adversarial Process

Article III of the Constitution generally requires the presence in court of opposing parties, because its
“case or controversy” requirement “confines the business of federal courts to questions presented in an
adversary context.”"®® Warrant proceedings are an exception to this rule. The FISA Court’s shift from
issuing individualized, warrant-like orders to approving programmatic surveillance renders the lack of
an opposing party in its proceedings, which was a “difficult question” for the Department of Justice

even under the original 1978 FISA procedure,' impossible to defend — and highly problematic.
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As discussed, at the time FISA was passed, the Justice Department sought to address concerns about
the lack of an opposing party in FISA Court proceedings. Even though the procedure for obtaining
a surveillance order did not involve adverse parties, the Justice Department argued that there was
“adversity in fact” because “the interests of the United States and the target will inevitably be adverse to
each other. The United States’ interest is to institute electronic surveillance of a particular target. The
interest of the target would, presumably, be that the surveillance not be conducted.”'®? The Department
emphasized the similarity of these features to traditional warrant proceedings, and concluded: “It is
obvious . . . that we rely heavily on the analogy to warrant proceedings to uphold the validity of the
[FISA] proceeding.”'®

Under Section 702, that analogy disappears. There is no such thing as a criminal warrant proceeding
in which a law enforcement agency seeks blanket authorization to conduct an unlimited number of
searches over the coming year, on the basis of written procedures setting forth generic rules for how such
searches will be conducted. While ex parte proceedings are a standard feature in warrant applications,
they are not standard when courts review rules and procedures that affect millions of people. As stated
by Judge James Robertson, who served on the FISA Court from 2002 to 2005, the FISA Court’s role
in programmatic surveillance “is not adjudication, it is approval.”'* The approval process, he noted,
“works just fine when [the court] deals with individual applications for surveillance warrants,” but
when courts are asked to review policy determinations for compliance with the law, “they do so in
the context . . . of adversary process.”'® By requiring the FISA Court to review and approve entire
surveillance programs ex parte, the FAA “turned the FISA Court into something like an administrative

agency which makes and approves rules for others to follow.”'%

Section 215, at first blush, appears much closer to the kind of warrant proceeding that has traditionally
taken place with only one party present because it seems to preserve individualized review in which
particular opposing interests are identifiable. But this apparent similarity is negated by the FISA Court’s
decision that the government may collect essentially all phone records to search for relevant records
buried within them."” This program, too, now involves judicial approval, without any adversarial
process, of the broad contours of a program affecting much of the American population — a situation

that cannot be squared with the requirements of Article III.'%

In addition to being constitutionally suspect, secret, non-adversarial proceedings are a bad way to
make law. The shortcomings are starkly illustrated by the FISA Court’s approval of bulk collection.
The question the court considered in 2006 — whether collecting the phone records of millions of
admittedly innocent Americans comports with the Constitution and the Patriot Act — was one of first
impression and overriding legal importance. Yet all of the evidence and all of the briefs were submitted
by one party: the government. Despite the gravity of the issue, the FISA Court did not exercise its
authority to solicit participation by amici curiae — knowledgeable outside parties who serve as “friends
of the court.” Instead, it granted the government’s request without even a written opinion (although
one was produced after Edward Snowden’s disclosures in 2013).'%
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The adversarial system does more than assure the due process rights of the parties. It ensures that all relevant
facts and legal arguments are aired, which in turn enables the tribunal to reach an accurate decision. FISA
Court judges are more likely to misinterpret the law if they hear only one side of the case. As the Supreme
Court stated in a different context:

[TThe need for adversary inquiry is increased by the complexity of the issues presented
for adjudication. . . . Adversary proceedings will not magically eliminate all error, but
they will substantially reduce its incidence by guarding against the possibility that
the trial judge, through lack of time or unfamiliarity with the information contained
in and suggested by the materials, will be unable to provide the scrutiny which the
Fourth Amendment exclusionary rule demands.'

Of course, it is well understood that judges make mistakes; that is why the federal judicial system has
two levels of appeal. Indeed, the Supreme Court often waits for multiple lower courts to address an
issue before taking it up. This process of assessing, comparing, and honing decisions across jurisdictions
and levels of review make it more likely that the judicial system as a whole will get to the “right” resul.
In the FISA context, however, there is no opportunity to appeal an erroneous grant of an application,
because the government is generally the only party.

Operating in their own echo chamber, and hearing from only one party, the chances that FISA Court
judges will misinterpret the law — and perpetuate that misinterpretation in subsequent decisions — is
high. When such misinterpretations involve fundamental questions of constitutional law that affect all
Americans, the error is anything but harmless.

2. Absence of a “Case or Controversy”

FISA Court judges approve the NSA’s procedures in a vacuum, divorced from any specific application
of them. This may run afoul of Article III’s “case or controversy” requirement, which generally requires

courts to review legal questions in the context of specific facts rather than in the abstract.”

The “case or controversy” requirement ensures that there is an actual dispute which is capable of being
resolved by the court. It guards against courts simply providing advice to the other branches of government,
an activity that would go beyond their assigned role and intrude on the other branches’ prerogatives.
Challenges to a law’s constitutionality based on future applications of the law, involving as-yet unknown
facts, are subject to dismissal because they do not establish the required “case or controversy.”'”

In its 1978 form, FISA required the court to apply law to specific, alleged facts. As the Justice Department
explained at the time, the court would be deciding a “case or controversy” because “what is to be
determined is the United States” authority to conduct electronic surveillance of a particular target,” and
“[t]he judge is required under the bill to apply standards of law to the facts of a particular case.”'”* These
conditions no longer apply. Instead, Congress has charged the FISA Court with determining whether
general procedures, divorced from any facts about how they are applied in actual cases, “are consistent
with . . . the fourth amendment.”"* The court has no information about who will be targeted, the
factual circumstances that support the government’s determination that the target fits the statutory
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targeting criteria, the particular information to be obtained, the collection method to be applied and its
impact on non-targets, or how the government will implement minimization protocols — all factors
that are relevant to the constitutionality of electronic surveillance under the Fourth Amendment.

An exception to the general rule that courts adjudicate specific applications of the law is facial challenges,
in which a plaintiff seeks to strike down a law in its entirety without reference to any specific application.
Section 702 in theory could be viewed as asking the FISA Court to rule on a facial challenge brought
by an imaginary litigant. But using such a review to establish the constitutionality of the targeting and
minimization procedures raises its own set of problems.

The Supreme Court has noted that, “[a]lthough passing on the validity of a law wholesale may be
efficient in the abstract, any gain is often offset by losing the lessons taught by the particular, to
which common law method normally looks.”"> The Court accordingly has deemed facial challenges
appropriate only where no conceivable application of the statute could pass constitutional muster.'”
In other words, the statute will stand if there is even one set of circumstances in which its application

would comport with the Constitution.

Critically, however, surviving such a contest does not mean that the law’s constitutionality has been
established for all time and all circumstances. Rather, the door remains open to future challenges based
on how the law is actually applied (called “as-applied” challenges).'”” The statute, in essence, lives to
fight another day, at which time “the lessons taught by the particular” may be brought to bear. For
instance, courts have upheld government programs involving warrantless searches — such as fixed
sobriety checkpoints — under the so-called “special needs” doctrine (discussed at Part IV.B.1). In
doing so, they have examined the procedures attending such programs to ensure that they meet the
reasonableness standard of the Fourth Amendment. Yet, even where this analysis has appeared to yield
judicial approval of entire programs, the courts have explicitly left open the possibility of later challenges
based on the facts of a particular search.'®
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What Exactly is the FISA Court Approving Under Section 702?

The question of whether any and all applications of the NSA’s procedures would be constitutional
is not “capable of resolution through the judicial process” because FISA Court judges simply don’t
know the specific activities that the procedures may authorize in any given case.”® An excerpt from
the 2009 targeting procedures, which were blessed by the court, makes this clear:

NSA determines whether a person is a non-United States person reasonably
believed to be outside the United States in light of #he totality of the circumstances
based on the information available with respect to that person, including
information concerning the facility or facilities used by that person.

NSA analysts examine . . . three categories of information, as appropriate under
the circumstances, to make the above determination . . . NSA may use information
from any one or a combination of these categories of information in evaluating
the totality of the circumstances to determine that the potential target is located
outside the United States.

The following are examples of the zypes of lead information that NSA may examine:
201

When reviewing these vague and indeterminate procedures, the most the court can do — and
the most any court does when it conducts a facial review — is hold that the procedures could be
applied constitutionally in at least one imaginable set of circumstances.

Accordingly, even if the FISA Court may decide that Section 702 procedures are u#nconstitutional
on their face, it could not, consistent with Article III, proclaim that they are constitutional in all of
their future applications. That legal question can be resolved only through as-applied challenges in
which the relevant facts are put before the court. In the FISA context, however, an as-applied challenge
to surveillance is usually impossible because notice of the surveillance is not provided to the target.
Indeed, it seems likely that Congress’s very purpose in requiring FISA Court approval of targeting and
minimization procedures was to substitute for as-applied challenges.'”

Congress’s solution does not satisfy Article III. A determination that agency procedures could be applied
constitutionally is very different from a determination that they are constitutional in every possible
application. To the extent Congress was attempting to use FISA Court review of NSA procedures as
approval for all activities taken under them, even though the specific activities are not before the court,
any such effort would be invalid under Article IIT’s “case or controversy” requirement.
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The Barriers to FISA Challenges

In theory, there are three ways in which surveillance of particular targets may be challenged in an
adversary setting: targets may file civil claims; they may contest the surveillance in the course of
legal proceedings; and communications service providers who receive FISA orders may petition the
FISA Court to set them aside. In practice, however, none of these options provides a meaningful
opportunity to challenge surveillance.

The lack of notice to targets of FISA surveillance effectively negates any civil remedies, including
FISA’s provision allowing “aggrieved person[s] . . . who [have] been subjected to an electronic
surveillance” to sue for damages if the law has been violated.* Plaintiffs who have attempted
to file civil suits have been rebuffed by courts on the ground that they cannot establish standing

without proving that they were targets of surveillance.*”

If FISA-derived evidence is used in a criminal prosecution or other legal proceeding against a
subject of surveillance, the law requires the government to notify that person of this fact and
allows him to file a motion to suppress the evidence.’”* However, the vast majority of foreign
intelligence collected under FISA will never find its way into a legal proceeding.”®> Moreover, in
recent years the government has honored the notification requirement in the breach,?* sometimes
using “parallel construction” — that is, developing the same evidence through different means to
avoid notification.?”

Even when notification is provided, the subject of surveillance has never been permitted to view
the materials comprising the surveillance application, which renders any challenge an exercise
in shadow-boxing.”*® Without the informed participation of counsel, judicial review in these
proceedings is in many ways a mere repetition of the ex parte review conducted by the FISA Court
when it issued the surveillance order — even though the initiation of legal proceedings often
means the consequences of error have become far greater, particularly in criminal cases where the
defendant’s liberty is at stake.

In 2006 and 2008, Congress amended FISA to allow telecommunications companies that are the
recipients of certain FISA orders to challenge them.?” But these companies have no obligation to
act in the interest of those directly affected by the surveillance, namely, the targets. The insufficiency
of this mechanism is underscored by the fact that no company has ever challenged a court order
to produce phone records under the NSA’s bulk collection program,”'® and only one company
challenged programmatic surveillance under the predecessor to the FAA.*"!
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B. Fourth Amendment Concerns

The validity of the special system for foreign intelligence surveillance created under Section 702 — and,
to the degree the Fourth Amendment covers phone metadata, Section 215 as well — rests on the notion
that a traditional Fourth Amendment warrant is not required when the government seeks to collect
foreign intelligence. The FISA Appeals Court has endorsed this view. It is far from clear, however, that
a warrant may be dispensed with in all foreign intelligence cases — and it is quite clear that the foreign
intelligence exception reflected in the current version of FISA goes far beyond what cases decided by
regular federal courts would support.

Does the Fourth Amendment Protect Against “Incidental” Collection?

Some have argued that the Fourth Amendment is not even implicated where the collection of U.S.
persons’ calls and e-mails occurs “incidentally” in the course of collecting the communications
of a foreign target who has no claim to constitutional protections. They point to the fact that,
in the normal criminal context, the government is not required to obtain a warrant for each
individual who is in communication with the target of surveillance. In those cases, however, the
targets protections are substantial: surveillance ordinarily may not occur without a warrant based
on probable cause of the target’s criminal activity. This fact affords a certain level of vicarious
protection to those in contact with the target. Moreover, the minimization procedures that
protect those in communication with a target are much stronger in the criminal context.”’* The
constitutional validity of incidental surveillance in that setting does not support the notion that
the government may collect communications between a foreign target and a U.S. person wholly
outside the strictures of the Fourth Amendment.

1. The FISA Court’s “Special Needs” Analysis

In a challenge to the FAA’s predecessor law, the FISA Court and the FISA Appeals Court both held
that the collection of foreign intelligence was a “special need” so that no warrant was required to obtain
it.”" The “special needs” doctrine originated in the 1967 case of Camara v. Municipal Court, in which
the Supreme Court held that city inspectors searching homes and businesses for fire hazards did not
need to obtain a warrant based on probable cause of criminal activity. The reason: the case presented a
“special need” — preventing fires — which simply could not be met if a regular criminal warrant were
required.?!

Instead of requiring a traditional warrant, the Court considered whether the searches were “reasonable”
under the Fourth Amendment. It weighed the substantial public interest in enforcing safety codes
against the invasion of privacy, which it found to be minimal because the search was not directed at a
particular person and inspections were not aimed at discovering a crime — factors that, in the Court’s
view, reduced the risks of official overreaching and abuse.
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The doctrine articulated in Camara has evolved to cover a range of special needs cases in which the
government was found to act on interests that go beyond ordinary law enforcement functions. The
special needs the Court has recognized include the need for schools to maintain discipline (search of
a student’s handbag by school officials looking for contraband),?” the need to maintain a probation

) 216
>

system (search of a probationer’s home),*"® and the need to ensure the safety of the traveling public

(drug testing of public transportation employees).*”

In a 2008 opinion, the FISA Appeals Court extended this doctrine to the foreign intelligence context.
Although noting that the Supreme Court had never recognized foreign intelligence collection as a special
need, the court decided that the doctrine applied by analogy. No warrant was required for “surveillance
undertaken for national security purposes and directed at a foreign power or an agent of a foreign power
reasonably believed to be located outside the United States.”*'® Having concluded that no warrant was
required, the FISA Appeals Court then looked at the overall reasonableness of the surveillance.*?

Unsurprisingly, the court found that the governmental interest in national security “is of the highest
order of magnitude.”* It then looked at the privacy protections included in various agency procedures
and concluded that, in light of the weighty governmental interest, they were sufficient to pass
constitutional muster.”*!

The court’s decision did not critically analyze the government’s contentions and veered from the case
law on foreign intelligence and special needs. Closer examination shows that the government interest
the court identified cannot support the broad exception to the warrant requirement that the court
endorsed and that is reflected in current version of FISA.

2. Would a Warrant Requirement “Unduly Frustrate” Foreign Intelligence Gathering?

The Supreme Court repeatedly has held that warrants are generally required to comply with the Fourth
Amendment and that exceptions to this rule are few and carefully delineated. Whether viewed as an
exercise of the president’s foreign affairs authority or as a “special need,” foreign intelligence collection
may be exempted from the warrant requirement only if a court finds that obtaining prior judicial
approval based on probable cause of criminal activity would be “impracticable” or would “unduly

frustrate”??

the government’s ability to carry out its legitimate functions.

The government has put forward three primary reasons why it believes a warrant requirement is
untenable. As described in Part II.A.3, most of the circuit courts to consider the government’s claims
accepted one or more of them.?* In Zweibon, however, the D.C. Circuit rigorously analyzed and
rejected all three.”” Experience with the FISA system in the years that followed has only validated the
D.C. Circuit’s conclusions.

First, the government argued that security leaks from a warrant hearing could threaten national security
or impede surveillance. The Supreme Court had rejected this contention in the context of domestic
intelligence operations (the Keith case).”® The D.C. Circuit found it equally unconvincing in the
foreign intelligence context.””” Indeed, the 35-year history of the FISA Court shows that judges and
their staff are well able to maintain the requisite secrecy.
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Second, the government argued that obtaining a warrant in foreign intelligence cases would cause
unacceptable delay.??® It is evident, however, that not every instance of foreign intelligence surveillance
involves an urgent matter. Given the enormous scope of the NSA’s collection and its repeated assertion
that intelligence gathering often entails gathering innocuous pieces of a mosaic to reveal a potential
threat, it can hardly be argued that each piece of information involves a time sensitive operation. And
in truly urgent cases, the government may rely on a separate “exigent circumstances” exception to the

warrant requirement.**’

Finally, the government argued that evaluating foreign intelligence surveillance is beyond the scope of
judicial expertise, citing the risk of harm to national security if a judge does not properly understand
the government’s foreign intelligence interest. The Zweibon court described this as relegating Fourth
and First Amendment interests “to the level of second-class rights,” and “naively equat[ing] all foreign
threats with such dangers as another Pear] Harbor.”?** The court believed it was self-evident that a judge
faced with a warrant application would take into account the magnitude of the threat identified by the
government so that “the probability that a judge would erroneously deny the Executive the requested
warrant approaches the infinitesimal.”*"

Today, the government might well add a fourth argument: the sheer extent of foreign intelligence
surveillance necessary in the post-9/11 world makes the warrant requirement unworkable. Indeed,
significant additional resources would be required for the government to obtain individualized warrants
for all instances in which it currently captures communications between Americans and foreign targets.
On the other hand, this factor presumably would cause the government to be more judicious in selecting
targets. In any event, the need for significant additional resources cannot justify dispensing with a
warrant requirement. As the Supreme Court has observed, “The argument that a warrant requirement
would oblige the Government to obtain warrants in a large number of cases is hardly a compelling

argument against the requirement.”*

Judicial Deference In Surveillance Cases

The D.C. Circuits instinct in Zweibon that courts will err on the side of national security when
deciding whether to permit surveillance is borne out by the FISA Court’s record. The court almost
uniformly has granted surveillance applications, although a few have been modified.”* A similarly
heavy weight is assigned to the executive’s interests in the Title III context. The latest statistics
published by the Administrative Office of the United States Courts on federal and state wiretap
activity show that judges almost never deny wiretap applications. From 1996 to 2013, less than

0.032 percentof applications were denied, even though requests grew by more than 200 percent.?**
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3. Is the Surveillance Reasonable under the Fourth Amendment?

Even if the collection of foreign intelligence is recognized as a “special need” that justifies surveillance
without a traditional warrant, the government still must meet the second prong of the Fourth
Amendment: the particular surveillance scheme must be “reasonable.”

In Camara, the Supreme Court recognized fire safety as a special need, but it did not simply give the
government free rein to search buildings at will. Instead, it required inspectors to obtain court orders
based on factors relevant to fire safety, such as the age and nature of the building and the condition of
the general area. Individualized orders still had to be obtained before the search, but the standards were
altered to match the special need.” A similar arrangement may be required for foreign intelligence.
As Fourth Amendment expert Professor Orin Kerr has noted: “[TThere is a plausible case to be made
that foreign intelligence is a special need, but that [individualized] FISA warrants are still required to
conduct foreign intelligence surveillance.”?*

Limits on the discretion vested in government officials are key to establishing the reasonableness of
a special needs scheme. For example, even though the Court on several occasions has authorized
checkpoints to assess motorists’ sobriety or examine their license and car registration, it has refused to
allow roving stops because they allow too much discretion on the part of government officials.”” The
Court has emphasized that meeting the reasonableness standard of the Fourth Amendment requires
“at a minimum, that the facts upon which an intrusion is based be capable of measurement against ‘an
objective standard,” whether this be probable cause or a less stringent test.”**® This focus stems from
the Court’s concern about the potential for abuse of discretion; limiting this potential is a fundamental
purpose of requiring a warrant under the Fourth Amendment.

As explored in the text box on page 33, the Section 702 program contains few limits on the discretion
of analysts in deciding whether an individual is a non-U.S. person located overseas and therefore a valid
target for programmatic surveillance. The NSA’s targeting procedures set forth several considerations that
officials 72ay consider, but ultimately allow the NSA to reach a conclusion based on “the totality of the
circumstances.” The government has even more discretion in deciding what information is fair game:
the statutory definition of foreign intelligence information is open-ended, and, under Section 702, the
court cannot review the substance of the government’s certification of a foreign intelligence purpose. It is
difficult to square these features of programmatic surveillance with the type of “objective standards” that
the Supreme Court has insisted on in the special needs context.

Moreover, even if the NSA’s targeting and collection met the reasonableness test, the entire program
cannot be deemed reasonable unless the government adequately “minimizes” the retention and use of
information about U.S. persons that gets pulled in along with information about the foreign target. The
FISA Court explicitly recognized this point when it found that the NSA violated the Fourth Amendment
by failing to mark and delete wholly domestic e-mails acquired incidentally.”* Although the NSA
remedied this violation to the court’s satisfaction, its minimization regime remains notably lax. U.S.
person information may be retained for 5 years, and there are multiple loopholes allowing for longer-
term retention — including a provision for the indefinite retention of encrypted communications.?*® As
weak as the minimization rules are, reports suggest that they nonetheless are honored in the breach, with
analysts claiming that they must retain seemingly irrelevant information about U.S. persons because the

information may prove relevant in the future.?*!
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A particularly stark affront to the principle of minimization is the practice known as “back-door searches.”
To obtain an order from the FISA Court authorizing programmatic collection, the government must certify
that its interest lies in foreigners overseas and not any U.S. persons with whom they may be in contact.
g y y may

The law prohibits “reverse targeting,” in which the government targets a foreigner as a pretext to gain
information about a particular, known U.S. person.?? Consistent with these directives, the minimization
procedures governing programmatic surveillance originally barred the government from using U.S. person
identifiers to search the pool of communications obtained under Section 702.2% In 2011, the FISA Court
granted the government’s request to lift this bar.*** Today, officials routinely search through Section 702
data for information about the very U.S. persons the government certified it was not targeting.**

This practice allows the government to dispense with the much stricter substantive and procedural
requirements that Congress put in place for obtaining foreign intelligence on an American target.?*
It also allows the FBI to shrug off the Fourth Amendment when conducting domestic criminal
investigations. The FBI performs searches of databases containing Section 702 data whenever it opens

an investigation or an “assessment”*%’

— a type of investigation in which agents do not have a factual
predicate to suspect criminal activity, let alone probable cause.?*® Although the FISA Court has blessed
back-door searches, it is difficult to see how a program that allows domestic law enforcement officers to
listen to Americans’ calls and read their e-mails without any fact-based suspicion of wrongdoing can be

squared with the constitutional test of “reasonableness.”
4. Is Foreign Intelligence Collection the Primary and Actual Purpose of Surveillance?

Contrary to the requirements articulated by several federal courts, Congress, backed by the FISA
Appeals Court, has allowed the government to conduct warrantless surveillance even when collecting
foreign intelligence is not its primary purpose.

As discussed, the most influential court of appeals decision permitting warrantless collection of
foreign intelligence (77uong) held that obtaining foreign intelligence must be the “primary purpose” of
collection. Other courts took a similar position.**’ While these cases involved surveillance that targeted
U.S. persons, rather than surveillance of communications between foreign targets and U.S. persons,
the rationale for the requirement — to avoid an end-run around warrants in domestic criminal cases
— applies in both settings.

The Patriot Act, by contrast, adopted a “significant purpose” test, under which collection may take
place even if the government’s primary purpose is to gather evidence for a criminal prosecution. (The
link to a foreign intelligence purpose was further attenuated by Section 702 of the FISA Amendments
Act, which allows the government to certify that the acquisition of foreign intelligence is a significant
purpose of the program as a whole, rather than requiring such a certification for each target.) In a
2002 decision, the FISA Court held that blurring the line between foreign intelligence and criminal
investigations could allow criminal prosecutors to bypass the warrant requirement by appropriating
more flexible FISA tools in cases where “the government is unable to meet the substantive requirements”
of a regular warrant, or where the administrative burdens of obtaining one are deemed “too onerous.”**°
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The FISA Appeals Court, however, disagreed and reversed, reasoning that criminal prosecutions “can
be, and usually are, interrelated with other techniques used to frustrate a foreign power’s efforts.”>'
Even where foreign intelligence is gathered for use in a criminal prosecution, the ultimate aim is still
“to counter the malign efforts of a foreign power. Punishment of the terrorist or espionage agent is
really a secondary objective.”®? By contrast, the court opined, the purpose of criminal law is to punish
individual wrongdoers and deter others from following in their footsteps. Accordingly, the FISA
Appeals Court concluded that acquiring foreign intelligence information for the purpose of bringing a
criminal prosecution is consistent with Supreme Court case law holding that “special needs” can justify

warrantless searches only outside the law enforcement context.

This reasoning was a stretch at best. Without citing any authority, the court assumed that “ordinary”
criminal prosecutions differ from terrorism investigations because they are intended primarily to punish
or deter crime. It ignored the fact that almost all prosecutions may be framed as serving broader societal
purposes. Quite aside from punishment or deterrence, prosecutions of gang violence are intended to
protect community safety and vitality; prosecutions of drug offenses are intended to promote public health;
prosecutions of insider trading are intended to ensure the stability and integrity of financial markets; etc.
The Supreme Court has clearly held that such broader motives cease to justify warrantless searches at the
moment the “immediate objective” shifts to criminal investigation or prosecution.?*® Thus, for instance, a
hospital’s program to test obstetrics patients for drug use in order to improve fetal health was struck down
because it involved referring those who tested positive to criminal authorities for prosecution.”*

At bottom, the FISA Appeals Court’s analysis tries to have it both ways. On the one hand, the court
characterized foreign intelligence investigations as fundamentally different from ordinary criminal
investigations, to the point that the former may be labeled a “special need” and placed in an entirely separate
category for Fourth Amendment purposes. On the other hand, the court found criminal proceedings to
be such a fundamental and inextricable element of foreign intelligence investigations as to render the
“primary purpose” test arbitrary and unworkable. These premises are, at a minimum, in tension.

Finally, courts have emphasized the need for close judicial scrutiny of the particular facts of each case
to ensure that foreign intelligence collection is not used as a cover for domestic surveillance. The
routine use of “back-door searches” by the FBI when opening any investigation or assessment strongly
suggests that Section 702 has become, in substantial part, a domestic law enforcement tool. Leaving
aside whether this practice undermines the constitutional reasonableness of the program as a whole,
it certainly would undermine the legitimacy of any given instance of surveillance that was undertaken
with the goal of obtaining information about a U.S. person through a “back-door search.” Only close
judicial review can discern whether that is the case.

Yet no such scrutiny takes place under the current system. As discussed, there is rarely an opportunity
for after-the-fact review of the sort conducted by the courts of appeal in 7ruong and other foreign
intelligence cases. Even when a traditional, individualized FISA order is used to target a U.S. citizen
and the government discloses this fact in a criminal proceeding, the defendant is prohibited from seeing
the materials comprising the government’s application, which not only limits the defendant’s ability to

challenge the order but also significantly handicaps the court’s ability to adjudicate its validity.*>
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Nor does any court review particular cases or targets prior to collection under either Section 702
or the Section 215 bulk collection program. Indeed, under Section 702, the FISA Court conducts
no individualized inquiry whatsoever and is barred from performing any substantive review of the
governments certification of a “foreign intelligence” purpose. This forced judicial passivity is a far cry

256

from the microscopic examination courts have deemed necessary*® to ensure that foreign intelligence

surveillance does not become an end run around the Fourth Amendment’s warrant requirement.
5. Is the Scope of Foreign Intelligence Surveillance Properly Limited?

The courts that have allowed foreign intelligence collection to take place outside the warrant framework
have noted the narrowness of this exception. In 7ruong, the Fourth Circuit emphasized the need to
carefully limit the foreign intelligence exception, allowing it only when

the object of the search or the surveillance is a foreign power, its agent or collaborators.
In such cases, the government has the greatest need for speed, stealth, and secrecy, and
the surveillance in such cases is most likely to call into play difficult and subtle judgments
about foreign and military affairs. When there is no foreign connection, the executive’s
needs become less compelling; and the surveillance more closely resembles the surveillance

of suspected criminals, which must be authorized by warrant.””

As enacted in 1978, FISA required the government to show probable cause that the target of surveillance
wasa foreign power or an agent of a foreign power. The FAA eliminated this requirement for programmatic
surveillance. The target of surveillance may be any non-U.S. person or entity located overseas, and the
FISA Court has interpreted the law to allow the government to obtain any communications to, from,
or about the target.>® The only limitation is a requirement that the government certify that a significant
purpose is the collection of “foreign intelligence.”

Consider how these changes could operate in practice. As noted in Part II1.C.2, “foreign intelligence
information,” where non-U.S. persons are concerned, is broadly defined to include information “that
relates to . . . (A) the national defense or the security of the United States; or (B) the conduct of the
foreign affairs of the United States.”” This elastic concept is unlikely to impose any meaningful restraint
— particularly since the FISA Court is not allowed to probe the government’s foreign intelligence
certification.”® The only real limitation on surveillance, then, is the target’s nationality and location.

Given the prevalence of international communication today, the government could shoehorn literally
billions of communications (including communications with Americans) into a warrantless foreign
intelligence collection framework, as long as there is a chance that the net will pull in some information
relating to security or foreign affairs. This is plainly inconsistent with the admonition of most courts
that warrantless foreign intelligence surveillance must be “carefully limited” to “those situations in

which the interests of the executive are paramount.”!

In a 2008 opinion approving Section 702 targeting and minimization procedures, the FISA Court held

that limiting the foreign intelligence exception to foreign powers or their agents is unnecessary when
the target is a non-citizen overseas.”* This ruling ignores the fact that Section 702 is designed to capture
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communications involving U.S. persons, and expressly contemplates that U.S. person information may
be kept and shared where minimization would be inconsistent with “the need of the United States to
obtain, produce, and disseminate foreign intelligence information.”* Regardless of who is labeled the
“target,” Section 702 involves the acquisition and use of Americans’ information for foreign intelligence
purposes, in volumes that likely far exceed the collection in 7ruong and similar cases. The need to
construe the exception narrowly is thus at least as important in the Section 702 context.

The Fourth Amendment and Telephone Metadata

Relying on Supreme Court precedent dating from 1979, the FISA Court and some regular
federal courts have held that records held by third parties, such as transactional records of telephone
calls held by companies to enable them to carry out their billing functions (so-called “metadata”),
do not receive Fourth Amendment protection.”® However, there is increasing judicial recognition
that modern life requires the disclosure of highly personal information to third parties, and that
this forced disclosure should not eviscerate all privacy interest in the information.

As a threshold matter, the notion that telephone records are not particularly revealing of private
information has been debunked. The former head of the NSA has said that the U.S. government
kills people based on metadata.’*® Experts have explained that, with the help of sophisticated
computer programs, government officials can use metadata to create a detailed picture of a person’s

associations, activities, and even beliefs.?”

Indeed, in some cases, the metadata for even a single call
can be just as revealing as the content — for instance, a late-night call placed to a suicide hotline.

This is the type of information in which a person should have a reasonable expectation of privacy.

As for whether disclosure to a communications service provider eviscerates that expectation, courts
are becoming more skeptical. In an admittedly different context — the warrantless acquisition of
the content of e-mails stored with a third party — the Sixth Circuit in 2010 held that “the mere
ability of a third-party intermediary to access the contents of a communication cannot be sufficient
to extinguish a reasonable expectation of privacy.”**® The Supreme Court’s recent decision in Riley
v. California, requiring warrants to search cell phones incident to arrest, relied heavily on the types
of information stored on cell phones — including information (such as that generated by “apps”)
that by definition is shared with third parties — in assessing the privacy interests at stake.”® In an
influential concurring opinion in United States v. Jones, Justice Sonia Sotomayor signaled that it

might be time for the Supreme Court to reconsider its stance on third party records.””

If telephone records and other such data held by third parties are protected by the Fourth
Amendment, collection under Section 215 would be constitutional only if it fell within an
exception to the warrant requirement — presumably the foreign intelligence exception. And in
that case, in order to ensure that the exception was narrowly drawn, the records would have to
pertain to a foreign power or its agent (as explained in 7ruong). This requirement was present in
the 1999 version of the law, but was eliminated by the Patriot Act.

*okk

42 | BRENNAN CENTER FOR JUSTICE



As this report shows, the legal and technological changes of recent years have altered fundamentally the
nature of the FISA Court’s endeavors. A court that once applied the law to the facts of particular cases
now approves vague government procedures outside the context of any particular application. A court
that once exercised jurisdiction over surveillance targeting foreign powers and their agents primarily for
intelligence purposes now oversees surveillance targeting any non-citizen abroad, even where foreign
intelligence collection is a decidedly secondary motive. These changes undermine the legitimacy of the
court, as well as Americans’ privacy. The problem with the FISA Court, it turns out, is FISA itself.
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RECOMMENDATIONS

Major reforms are necessary to bring judicial review of foreign intelligence surveillance into compliance
with the Constitution. But charting a course for reform that will address the various problems detailed
in this report is no simple task. For instance, the most obvious and direct remedy when a court is
performing a non-judicial function is to transfer the function to the appropriate branch. While allowing
the executive branch to approve its own surveillance procedures might cure any Article IIT defects,
however, it would exacerbate Fourth Amendment concerns. The recommendations for reform that
appear below would not resolve every concern surrounding the activities of the FISA Court, but would
go far toward bolstering the constitutionality, under both Article III and the Fourth Amendment, of
the FISA scheme.

A. End Programmatic Surveillance

The most effective reform would be for Congress to end programmatic surveillance. This would entail
expressly prohibiting bulk collection under Section 215 and similar provisions, as well as repealing
Section 702 and replacing it with a regime requiring an individualized court order for the interception
of communications involving U.S. persons, regardless of whether they are the identified target of the
surveillance.

Ending programmatic surveillance would return the FISA Court to its traditional role of applying the law to
the facts of a particular case.””! This would mitigate many of the Article III concerns relating to the absence of
a case or controversy. If the standard for issuing a surveillance order were sufficiently strict (discussed below),
ending programmatic surveillance could address Fourth Amendment objections as well.

But these changes would not fully cement the constitutional status of the FISA Court’s activities.
FISA orders will never look entirely like criminal warrants because they rarely culminate in criminal
prosecutions, thus removing the primary vehicle for challenging their legitimacy. Concerns about the
lack of adversarial process thus would remain even if programmatic surveillance were replaced with an
individualized regime. To address them, the reforms listed in the next section would be needed.

B. Enact Additional Article Ill-Related Reforms
1. Introduce Adversarial Processes

Several existing reform proposals would address the lack of a party opposing the government in FISA
Court proceedings by establishing a permanent public interest advocate (or slate of advocates) to
represent the interests of people affected by government surveillance.”> President Obama and two
former judges of the court publicly support the appointment of such an attorney, commonly referred to
as the “Special Advocate.””? An alternative approach would allow the FISA Court to hear from certain
individuals or interest groups as amici curiae.”’* The court could call upon these outside representatives
to weigh in on potential privacy and civil liberties concerns raised by a government application.””
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The latter approach would not resolve the Article III problem, particularly if participation were left to
the court to decide. The FISA Court already has discretion to solicit or permit amicus participation, and
with few exceptions, has preferred to rely on the government’s submissions alone.”® Article III would be
best served by strengthening the special advocate concept to the greatest extent possible, including by
ensuring that special advocates are notified of cases pending before the court, have the right to intervene
in cases of their choosing, and are given access to all materials relevant to the controversy in which they
are intervening,.

In addition, there must be a mechanism for appeal in cases where the court rules against the special
advocate. Legitimate questions arise as to whether a special advocate would have standing to bring an
appeal, given the advocate’s lack of a personal stake in the outcome.?”” Various solutions to this problem
have been proposed: for example, the special advocate could serve as a guardian ad litem for third parties
affected by the surveillance (such as those incidentally in communication with the target), or the court
could be required to certify particular types of decisions to the FISA Appeals Court for review.”® The
standing problem, while real, is not insurmountable.

2. Increase Transparency and Facilitate Collateral Challenges

A defining feature of the FISA Court is that nearly all of its decisions are classified. This hampers
democratic self-government and sound policymaking. It also has Article III implications: secret
decisions cannot be challenged, and the opportunity to challenge a FISA Court order in collateral
proceedings is critical to the legitimacy of the process. A number of existing proposals would introduce
some transparency by requiring the executive branch to release full copies, redacted versions, or
summaries of FISA Court opinions containing significant legal opinions.””” For both constitutional
and policy reasons, Congress should establish a non-waiveable requirement that the government issue
public versions of FISA Court opinions or summaries containing certain minimum information —
including the legal questions addressed, as well as the construction or interpretation given to any legal
authority on which the decision relies.

Transparency alone cannot address the Article III defects in the FISA Court. Congress also must
facilitate collateral challenges. One key step would be to prohibit the practice of “parallel construction,”
in which the government builds a criminal case based on FISA-derived evidence but then reconstructs
the evidence using other means. This allows the government to avoid notifying defendants of the FISA
surveillance and thus makes it impossible for them to challenge it. Any time the government uses
the tools of FISA as part of an investigation, the subject of any resulting legal proceedings should be
notified, and should be entitled to challenge any evidence that resulted either directly or indirectly from
that surveillance.

The special procedures governing a defendant’s access to FISA application materials, under which a
defendant is almost never given any hint of their contents, should be jettisoned. Instead, the process
under the Classified Information Procedures Act (CIPA)*** — which has been used successfully in
the most sensitive national security and espionage cases, and which allows the government to use

summaries or admissions of fact in place of classified information — should apply.*!
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Finally, the government’s attempt to shut down every civil lawsuit that has been brought to challenge
the constitutionality of foreign intelligence surveillance must end. Even where plaintiffs have had
reasonable grounds to fear that they were being surveilled®® — indeed, even where they have had
irrefutable proof*® — the government has tried to have the lawsuit dismissed, arguing that the plaintiffs
lacked evidence or that the evidence contained state secrets. Today, after Snowden’s disclosures, many
secret programs are public knowledge and dismissing plaintiffs’ fears of surveillance as “speculative”
is increasingly disingenuous. Moreover, warrantless surveillance is no longer a secret, it is the law —
and, given the broad scope of collection, acknowledging that a plaintiff has standing to challenge
FISA surveillance does not reveal the identity of any investigation’s target. If ever the government’s
jurisdictional and national security defenses had merit, they no longer do.

C. Enact Additional Fourth Amendment-Related Reforms

Restoring the requirement that the government obtain individualized court orders before conducting
surveillance does not end the Fourth Amendment analysis. The question of what standards the court
should apply in issuing these orders remains. Even if the Supreme Court were to hold that acquiring
foreign intelligence is a special need and that the government need not demonstrate probable cause
of criminal activity, longstanding precedent suggests that the collection of foreign intelligence must
adhere to the following standards and procedures.

1. Restore the “Foreign Power/Agent of a Foreign Power” Requirement

The government should be permitted to conduct surveillance in the United States only when it can
show probable cause that the target is a foreign power or its agent. This would reinstate the standard
contained in original FISA. It also would track the holding of 7ruxong and other courts that sought to
limit the universe of individuals whose communications may be captured under the foreign intelligence
exception. The terms “foreign power” and “agent of a foreign power” are quite broadly defined,
including terrorist groups and other non-state actors. They are thus expansive enough to accommodate
the government’s legitimate security interests, while enhancing protection for U.S. persons (and the
foreigners with whom they communicate).

2. Narrow the Definition of “Foreign Intelligence Information”

The definition of “foreign intelligence information” in FISA should be narrowed. The courts of appeal
have admonished that the foreign intelligence exception must be narrowly construed and reserved for
matters in which the executive branch’s interests are of the most compelling nature. Yet, in addition to
information necessary to protect against foreign attack, terrorism, or espionage, the current definition
includes information relevant to (or, in the case of a U.S. person, necessary to) “the security of the United
States” and “the conduct of the foreign affairs of the United States.” A general interest in obtaining any
information that “relates to” these vague areas cannot justify the massive intrusion on privacy and First
Amendment rights implicated by the warrantless acquisition of Americans’ international communications.

The definition of “foreign intelligence information” could usefully be narrowed to information relating
to external threats — including “actual or potential attacks or other grave hostile acts,” “sabotage,”
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“international terrorism,” “the international proliferation of weapons of mass destruction,” and
“clandestine intelligence activities.” »** These are the specific threats currently listed in FISA’s statutory
definition, minus the overbroad catch-all language regarding security and foreign affairs.

Another option is to rely on the restrictions that President Obama recently placed on the permissible
uses of signals intelligence information collected abroad in bulk. Presidential Policy Directive 28, issued
on January 17, 2014, states that such information shall be used

only for the purposes of detecting and countering: (1) espionage and other threats and
activities directed by foreign powers or their intelligence services against the United
States and its interests; (2) threats to the United States and its interests from terrorism;
(3) threats to the United States and its interests from the development, possession,
proliferation, or use of weapons of mass destruction; (4) cybersecurity threats; (5) threats
to U.S. or allied Armed Forces or other U.S or allied personnel; and (6) transnational
criminal threats, including illicit finance and sanctions evasion related to the other

purposes named in this section.?®

The surveillance activities governed by this Directive are subject to fewer domestic legal constraints
than any other type of communications surveillance. The fact that the above restrictions are considered
appropriate in a context where the president has maximum discretion strongly suggests that imposing
the same limits in the context of Section 702 collection would not unduly restrict the government’s
intelligence gathering. More fundamentally, defining “foreign intelligence information” as information
relating to the above-listed threats would honor the principle that any foreign intelligence exception

should be limited to instances in which the government’s interests are paramount.?

3. Restore the “Primary Purpose” Test

Congress should amend FISA to require that obtaining foreign intelligence information be the primary
purpose of surveillance. Other than the FISA Appeals Court, the courts that have recognized a foreign
intelligence exception have generally imposed such a “primary purpose” requirement. As these courts
have recognized, surveillance that is primarily for law enforcement purposes must take place pursuant
to a regular criminal warrant, lest the foreign intelligence exception drive a massive hole through the
protections of the Fourth Amendment.

The FISA Court also must be empowered to review whether there are truly foreign intelligence
considerations at stake, and whether acquiring foreign intelligence is the primary purpose of surveillance.
Courts of appeal have emphasized the need for close scrutiny on this point, noting that “judges must
microscopically examine the wiretaps in order to determine whether they had their origin in foreign
intelligence,” and that warrantless wiretaps should be upheld only when “the foreign and sensitive

nature of the government surveillance is crystal clear.”

Congress should accordingly strengthen the certification requirement. It should direct the executive

branch to certify, not merely that its primary purpose is to acquire foreign intelligence information,
but that the requested surveillance is reasonably likely to produce such information. It also should
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authorize the court to review this certification not only for proper form (as is currently the case),
but for its substance as well. And it should prohibit the practice of “back door searches,” which gives
the government an easy end-run around the foreign intelligence purpose requirement as well as the
requirement of targeting foreigners overseas.

An argument could be made that no court — not even the highly specialized FISA Court — has the
expertise necessary to evaluate whether a given collection is likely to produce foreign intelligence. But
under current law, the FISA Court reviews the government’s certification of a “foreign intelligence”
purpose for clear error when surveillance is targeted at a U.S. person. Congress thus has acknowledged
the judiciary’s competency to conduct at least a limited review of the executive’s conclusions about the
foreign intelligence value of proposed surveillance.

D. If Programmatic Surveillance Continues, Reform It

As the above discussion makes clear, the key to reforming the FISA Court is ending programmatic
surveillance. If such surveillance continues, serious Article III and Fourth Amendment problems will be
unavoidable. It is nonetheless worth noting that, as a policy matter, incorporating the reforms set forth
in Parts V.B and V.C, above, into programmatic surveillance would enhance privacy and strengthen the
judiciary’s role.

Specifically, if programmatic surveillance continues, Congress should amend Section 702 to require that
the target of surveillance must be a foreign power or its agent. It should narrow the definition of foreign
intelligence as discussed above. It should require the executive branch to certify that the collection of
foreign intelligence is both the primary purpose and the likely outcome of the programmatic activities,
and empower the FISA Court to review that certification on its substance. All of these changes would
nudge programmatic surveillance in the right direction on the Fourth Amendment reasonableness
spectrum — even if, in our view, they would not go far enough.?*

Moreover, additional steps should be taken that would make the court’s limited role more meaningful.
More specific statutory requirements for targeting and minimization procedures would enhance the
FISA Courts ability to ensure that the agencies conducting surveillance are complying with the law.
Currently, the criteria for these procedures are so subjective and open-ended, they provide no useful
benchmark for the court to apply. They also permit a level of vagueness in the agency’s own procedures
that renders the court’s facial review a hollow exercise.®’

Finally, Congress should require the government, on a periodic basis, to submit to the FISA Court for
its review a list of the selection terms used to acquire electronic communications under Section 702.
For each selection term, the government should summarize succinctly the facts supporting its use. This
would provide the FISA Court with a concrete factual basis on which to evaluate the constitutionality
of foreign intelligence surveillance activities. The government’s determinations should be reviewed by
the court for clear error, with the government required to cease collection (and purge any already-
collected information) in cases that fall below that low bar.?”°
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CONCLUSION

Changes in the law and technology over the last 40 years have upended the compromise reached
by Congress in 1978 when it first established the FISA Court to supervise the collection of foreign
intelligence in the United States. Today, the court’s activities resemble neither the granting of warrants
nor the ordinary adversarial process for reviewing a challenge to the constitutionality of an agency’s
program. Instead, the court provides a veneer of judicial oversight for surveillance activities, blessing
mammoth covert programs without hearing from those affected by them.

But this type of approval is not what the Constitution contemplates or allows. Nor does the Constitution
countenance the mass collection of information about ordinary, law-abiding Americans who happen to
communicate with foreigners overseas.

Revamping this system is one of the most crucial challenges of our time. It will not be accomplished by
small reforms that nibble at the edges of the problem. Congress must directly tackle the foundational
legal weaknesses of the FISA Court to bring it back into line with its constitutional role of providing a
strong judicial check on executive branch surveillance.
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ENDNOTES

10

Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism
(USA PATRIOT ACT) Act of 2001, Pub. L. No. 107-56, 115 Stat. 272 (2001) [hereinafter Patriot Act] (codified as
amended in scattered sections of 5, 8, 10, 12, 15, 18, 20, 21, 22, 28, 31, 42, 47, 49, 50 U.S.C.).

Foreign Intelligence Surveillance Act of 1978, Pub. L. No. 95-511, 92 Stat. 1783 [hereinafter Foreign Intelligence
Surveillance Act of 1978] (codified in scattered sections of 8, 18, 47, 50 U.S.C.).

The initial number of FISA Court judges was seven. Foreign Intelligence Surveillance Act of 1978, supra note 2, at §
103 (current version at 50 U.S.C. § 1803). This was increased to 11 by the Patriot Act, which also added a requirement
that at least three of the judges reside within 20 miles of the District of Columbia. Patriot Act, supra note 1, at § 208
(codified as amended at 50 U.S.C. § 1803).

50 U.S.C. §§ 1803(a)(1), 1803(d).

Davip S. Kris & J. DouGLas WiLsoN, NATIONAL SECURITY INVESTIGATIONS & PROSECUTIONS 2D § 5.3 n.14 (2012)
[hereinafter Kris & WiLsoN TReATISE]. To avoid the potential for “judge shopping” between members of the FISA
Court, applications under FISA are heard by a single FISA Court judge, and the government may not ask a second
judge to consider an application for electronic surveillance or a physical search after one FISA Court judge has denied
it. 50 U.S.C. § 1803(a)(1); FISA Cr. R. P. 18(b)(2). In most cases, the only recourse for a denial is an appeal to the
FISA Appeals Court. See infra text accompanying note 6. However, a case may be reheard by the entire slate of FISA
Court judges in particular circumstances, if the majority of them agree. 50 U.S.C. § 1803(a)(2).

50 U.S.C. § 1803(b).

H.R. Rer. No. 95-1283, at 71 (1978). The Senate Intelligence Committee’s report also noted that “[t]he need to pre-
serve secrecy for sensitive counterintelligence sources and methods justifies ... consolidation of judicial authority in a
special court....” S. Rep. No. 95-701, at 12 (1978), reprinted in 1978 U.S.C.C.A.N. 3973, 3980. The House version
of FISA initially allowed judges to hear applications in the district where the surveillance was to take place. This was
strongly opposed by Attorney General Griffin Bell, who argued that requiring intelligence officials “to travel across the
country seeking a judge with jurisdiction to act in a particular locale” would make it “difficult to protect the security
of ... information and difficult to reach such a judge in time to act in an effective manner in urgent circumstances.”
124 ConG. Rec. H12539 (daily ed. Oct. 12, 1978) (statement of Rep. Morgan Murphy quoting letter from Attorney
General Bell). The directors of the CIA, NSA, and FBI also strongly argued against the House amendment, arguing
that “the inability of the Government to make secure widely dispersed court facilities and numerous personnel would
have made highly secret information potentially available to hostile foreign intelligence services.” 124 Cong. Rec.
H12534 (daily ed. Oct. 12, 1978) (statement of Rep. Robert Kastenmeier). These concerns were addressed by central-
izing the work of the FISA Court in Washington, D.C. H.R. Rep. No. 95-1283, at 71 (1978).

H.R. Rep. No. 95-1283, at 91 (1978).

See infra Part IV.A. Although FISA doesn’t explicitly state that the FISA Court is established under Article III, the
court itself has taken the position that this is the case. /n re Motion for Release of Court Records, 526 E Supp.2d
484, 486-87 (FISA Ct. 2007). It has also been recognized as an Article III court by various courts of appeals. See, e.g.,
United States v. Abu-Jihaad, 630 F.3d 102, 120 (2d Cir. 2010) (citing decisions of various courts of appeals in deciding
that the FISA Court operates appropriately as an Article III court).

The “oldest and most consistent” application of the federal law of justiciability holds that federal courts may not give

“advisory opinions.” Flast v. Cohen 392 U.S. 83, 96 n.14 (1968) (quoting C. WriGHT, FEDERAL COURTS 34 (1963))

(noting that “the rule against advisory opinions was established as early as 1793”).
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See, e.g., 124 Cong. Rec. H7776 (daily ed. Aug. 2, 1978) (statement of Rep. Robert Drinan) (“I do not understand
why the judges assigned to these special courts would not take offense at the duties and limitations imposed on them.
They are not free to examine all the evidence presented by the Attorney General as they are in the ordinary warrant
application process under title II1.”); Foreign Intelligence Surveillance Act: Hearing Before the Subcomm. on Courts, Civil
Liberties, and the Admin. of Justice on the Comm. on the Judiciary, 95th Cong. 115 (1978) [hereinafter 1978 Judiciary
Hearing] (statement of Rep. George Danielson, Member, H. Comm. on the Judiciary) (“Is the court itself to play the
role of advocate? Who is coming in for the Soviet Union to decide whether or not this alleged espionage agent should
be surveilled? I respectfully submit we have none.”); 124 Cong. Rec. Hg122 (daily ed. Sept. 6, 1978) (statement of
Rep. Allen Ertel, Member, H. Comm. on the Judiciary) (“We are compromising our Constitution.... Decisions will
be made in secret ... There will be no exposure to the public, no way to review them.”); 124 CoNG. Rec. E1205 (daily
ed. Mar. 10, 1978) (statement of Robert H. Bork) (“The bill pretends to create a real set of courts that will bring ‘law’
to an area of discretion. In reality, it would set apart a group of judges who must operate largely in the dark and create
rules known only to themselves.”).

Foreign Intelligence Electronic Surveillance: Hearings on H.R. 5794, H.R. 9745, H.R. 7308, and H.R. 5632 Before the
Subcomm. on Legis. of the H. Permanent Select Comm. on Intelligence, 95th Cong. 26 (1978) [hereinafter OLC Memo]
(statement of John M. Harmon, Asst. Att’y. Gen., Office of Legal Counsel).

Id. at 31.
Id. at 28.
Id. at 29.

United States v. Megahey, 553 E Supp. 1180, 1196-97 (E.D.N.Y. 1982) affd 729 E2d 1444 (2nd Cir. 1983). Ad-
ditional arguments based on Article IIT were also rejected by courts. For example, some defendants argued that FISA
Court judges were not independent because they were not appointed to that particular court for life. Courts uniformly
rejected this objection. FISA judges were found to be sufficiently independent because they were Article III district
court judges who had life tenure and whose salary could not be diminished. Matter of Kevork, 634 E Supp. 1002,
1014 (C.D. Cal. 1985), affd, 788 E2d 566 (9th Cir. 1986). Moreover, as the Ninth Circuit explained: “[T]emporary
designation within the federal judicial system has never been thought to undermine the judicial independence that
[Alrticle ITI was intended to secure.” United States v. Cavanagh, 807 E2d 787, 792 (9th Cir. 1987). Defendants also
argued that two provisions of the statute unconstitutionally required FISA Court judges to resolve political questions
committed to the other branches of government. First, defendants argued that where the government alleges that a
FISA target is an agent of an international terrorist organization, the judge must consider the definition of “interna-
tional terrorism.” Courts found, however, that because that term is defined in terms of criminal activity, applying it
to a FISA application was no different from the normal factual and legal judgments that courts make under criminal
laws. Megahey, 553 E. Supp. at 1196. See also United States v. Hovsepian, No. CR 82-917 MRP, 1985 WL 5970, at
*3 (C.D. Cal. Jan. 25, 1985); United States v. Duggan, 743 F.2d 59, 74-75 (2d Cir. 1984). Second, defendants con-
tended that the FISA Court would be required to review the government’s certification that the information it seeks
is “foreign intelligence information,” which includes information on “the conduct of the foreign affairs of the United
States” normally thought to be within the purview of the executive branch. Duggan, 743 F.2d at 71 (citing 50 U.S.C.
§ 1801(e)(2)(B)). This argument too was rejected because the limited review conducted by the FISA Court “does not
unduly inject the courts into the making of foreign policy”. Duggan, 743 FE2d at 75.

See Matter of Kevork, 634 F. Supp. at 1014; Megahey, 553 E. Supp. at 1196-97; United States v. Falvey, 540 F. Supp.
1306, 1314 (E.D.N.Y. 1982).

Foreign Intelligence Electronic Surveillance: Hearings on H.R. 5794, H.R. 9745, H.R. 7308, and H.R. 5632 Before the
Subcomm. on Legislation. of the H. Permanent Select Comm. on Intelligence, 95th Cong. 224 (1978) (statement of Hon.
Laurence Silberman). Prof. Silberman eventually became a FISA Court of Review judge himself and apparently shed
his misgivings, participating in a decision blessing a huge expansion of the government’s surveillance authority. See
infra text accompanying notes 228-34 (describing FISA Court of Review decision allowing the government to conduct
warrantless surveillance even when collecting foreign intelligence is not primary purpose).
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50 U.S.C. § 1806(c). At the time FISA was originally introduced, it provided that when the government intended to
use evidence derived from FISA surveillance in a court proceeding, it must notify the relevant court, but need only
disclose to the aggrieved person in question specific portions of documents where “necessary for an accurate determi-
nation of the legality of the surveillance.” Foreign Intelligence Surveillance Act of 1977, S. 1566, 95* Cong. § 2526(c)
(as introduced May 18, 1977). The subsequent legislative history indicates that critics of the bill testified in Congress
against this provision, arguing that this framework impinged upon the adversarial process by allowing a solely ex parte
determination of the government’s assertion and a lack of notice for the aggrieved person. See, e.g., Foreign Intelligence
Electronic Surveillance: Hearings on H.R. 5794, H.R. 9745, H.R. 7308, and H.R. 5632 Before the Subcomm. on Legis. of
the H. Permanent Select Comm. on Intelligence, 95 Cong. 128-32 (1978) (statement of Robert C. Sheehan, Bar of the
City of New York) (“We find the [ex parte determination] provision abhorrent to basic concepts of due process, and
... there is a substantial possibility that it is unconstitutional, at least with respect to criminal proceedings.”); Foreign
Intelligence Surveillance Act: Hearing Before the Subcomm. on Courts, Civil Liberties, and the Administration of Justice
on the Comm. on the Judiciary, 95* Cong. 124 (1978) (statement of Rep. Allen Ertel) (“Why then do we even get the
court involved ... if really, the court is going to rely on affidavits from the Attorney General? He is going to say it is
sufficient ... so I don't understand why we even have the court putting its stamp of approval, or is it just a sham we are
exercising for the American people’s satisfaction?”).

Katz v. United States, 389 U.S. 347 (1967).
Olmstead v. United States, 277 U.S. 438, 466 (1928).
Katz, 389 U.S. at 353.

Id. at 356 (In the scheme the Court found unconstitutional, “restraint was imposed by the [law enforcement] agents
themselves, not by a judicial officer. They were not required, before commencing the search, to present their estimate
of probable cause for detached scrutiny by a neutral magistrate. They were not compelled, during the conduct of the
search itself, to observe precise limits established in advance by a specific court order. Nor were they directed, after the
search had been completed, to notify the authorizing magistrate in detail of all that had been seized.”).

Id. at 358 n.23. Justice Douglas, in a concurring opinion joined by Justice Brennan, decried this “wholly unwarranted
green light for the Executive Branch to resort to electronic eavesdropping without a warrant in cases which the Execu-
tive Branch itself labels ‘national security’ matters.” /d. at 359 (Douglas, J., concurring). He noted that the president
and the Attorney General are not neutral magistrates but rather interested parties in national security cases and that
the Fourth Amendment does not distinguish between various types of substantive offenses based on their seriousness
in a way that would suggest treating national security cases differently from other types of crime. /4. at 359-60.

Omnibus Crime Control and Safe Streets Act of 1968, Pub. L. No. 90-351, 82 Stat. 197 (codified as amended in
scattered sections of 5, 18, and 42 U.S.C.).

Id. at § 802. The Patriot Act expanded the list of criminal statues for which wiretaps can be ordered. Patriot Act, supra
note 1, at §§ 201-202 (codified as amended at 18 U.S.C. § 2516(1)-(2)).

Title III contained a few exceptions to this warrant requirement. The government could conduct warrantless surveil-
lance where one party to the communication consented; a specially designated enforcement officer was authorized
to wiretap without prior judicial approval in an “emergency situation”; and employees of communications providers
and the Federal Communications Commission could intercept communications in the course of their normal duties.

Omnibus Crime Control and Safe Streets Act § 802 (codified as amended at 18 U.S.C. §§ 2511(2), 2518(7)).
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Title IIT left untouched the President’s power to take measures that he deemed necessary “to protect the Nation against
actual or potential attack or other hostile acts of a foreign power, to obtain foreign intelligence information deemed
essential to the security of the United States, or to protect national security information against foreign intelligence
activities” and “to protect the United States against the overthrow of the Government by force or other unlawful
means, or against any other clear and present danger to the structure or existence of the Government.” Omnibus
Crime Control and Safe Streets Act § 802 (codified as amended at 18 U.S.C. § 2511(3)). This language was the subject
of significant controversy among lawmakers, in part because it seemed to imply that the president’s national security
warrantless wiretapping authority could extend to purely domestic security matters. Indeed, the Senate report that
accompanied the bill stated that it was not intended to limit the president’s power to obtain information to protect the
United States from foreign powers and foreign intelligence activities “or any other danger to the structure or existence
of the Government,” citing the domestic Communist party as an example. S. Rep. No. 90-1097, at 2182 (1968),
reprinted in 1968 U.S.C.C.A.N. 2112, 2182. The minority report took the view that the provision left too much
discretion to the executive branch, noting that: “Under Section 2511(3) a President on his own motion could declare
a militant right wing political group (i.e., the Minutemen) or left wing group (i.e., Black Nationalists), a national
labor dispute, a concerted tax avoidance campaign, draft protesters, the Mafia, civil rights demonstrations, a ‘clear and
present danger to the structure of the Government.” Such a declaration would allow unlimited unsupervised bugging
to certain crimes and places such eavesdropping under judicial supervision.” S. Rep. No. 90-1097, at 2235 (1968),
reprinted in 1968 U.S.C.C.A.N. 2112, 2235. The meaning of the exception was effectively decided in the subsequent
Keith case. United States v. U.S. Dist. Court for E. Dist. of Mich. (Keizh), 407 U.S. 297 (1972); see infra Part IL.A.2.

Keith, 407 U.S. at 323-24.

1d. at 300.

Id. at 309 (emphasis added). A domestic organization was defined as “a group or organization (whether formally or
informally constituted) composed of citizens of the United States and which has no significant connection with a
foreign power, its agents or agencies.” /d. at 309 n.8.

Id. at 308.

Id. at 313.

Id. at 317.

Id. at 323.

Id. at 322-23.

Id. at 325 (Douglas, J., concurring).

Id.

Id. at 327-28.

United States v. Truong Dinh Hung, 629 E2d 908, 913 (4" Cir. 1980); United States v. Brown, 484 E2d 418, 426
(5" Cir. 1973); United States v. Butenko, 494 F.2d 593, 604-05 (3 Cir. 1974) (en banc); United States v. Buck, 548
E2d 871, 875 (9th Cir. 1977).

Truong, 629 F2d at 913.

Id. at 915.

1d.

Id.
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Id. (emphasis added). The court concluded its discussion “by underscoring the limited nature of this foreign intelligence
exception to the warrant requirement which we recognize in the instant case. The exception applies only to foreign powers,
their agents, and their collaborators. Moreover, even these actors receive the protection of the warrant requirement if the
government is primarily attempting to put together a criminal prosecution. Thus, the executive can proceed without a war-
rant only if it is attempting primarily to obtain foreign intelligence from foreign powers or their assistants.” /. at 916.

United States v. Brown, 484 E2d 418, 427 (5* Cir. 1973) (Goldberg, ]., specially concurring) (“The judiciary must
not be astigmatic in the presence of warrantless surveillance; rather judges must microscopically examine the wiretaps
in order to determine whether they had their origin in foreign intelligence or were merely camouflaged domestic in-
trusions. The serious step of recognizing the legality of a warrantless wiretap can be justified only when, as in the case
before us, the foreign and sensitive nature of the government surveillance is crystal clear.”).

United States v. Butenko, 494 E2d 593, 606 (3d Cir. 1974) (en banc) (“Since the primary purpose of these searches
is to secure foreign intelligence information, a judge, when reviewing a particular search must, above all, be assured
that this was in fact its primary purpose and that the accumulation of evidence of criminal activity was incidental. If
the court, for example, finds that members of a domestic political organization were the subjects of wiretaps or that
the agents were looking for evidence of criminal conduct unrelated to the foreign affairs needs of a President, then he
would undoubtedly hold the surveillances to be illegal and take appropriate measures.”).

Zweibon v. Mitchell, 516 E2d 594 (1975).

1d. at 600.

Id. at 613-14.

United States v. Verdugo-Urquidez, 494 U.S. 259 (1990).

1Id. at 275-78 (Kennedy, J., concurring) (opining that the Constitution applies overseas as well as domestically, but that
requiring a warrant for an overseas search would be “impracticable and anomalous” and therefore not constitutionally
required); 7d. at 279 (Stevens, J., concurring) (opining that the Fourth Amendment applies when the government
searches the overseas property of a foreigner who has been arrested and brought to the U.S., but that no warrant is
required “because American magistrates have no power to authorize such searches”); id. at 279-97 (Brennan & Mar-
shall, JJ., dissenting) (opining that the Fourth Amendment requires the government to obtain a warrant to conduct
a search of a foreign criminal suspect’s property overseas); id. at 297-98 (Blackmun, J., dissenting) (opining that the
Fourth Amendment applies when the government searches a foreign criminal suspect’s property abroad; that a warrant
is not required because American magistrates lack the authority to issue a warrant for an overseas search; but that the
“reasonableness” requirement of the Fourth Amendment demands that probable cause for the search exist).

Carl Bernstein & Bob Woodward, FBI Finds Nixon Aides Sabotaged Democrats, WasH. Posr, Oct. 10, 1972, at A01,
available at http://www.washingtonpost.com/wp-srv/national/longterm/watergate/articles/101072-1.hetm.

Seymour M. Hersh, Huge C.I.A. Operation Reported In U.S. Against Antiwar Forces, Other Dissidents in Nixon Years,
N.Y. Times, Dec. 22, 1974, at Al,
available at http://s3.documentcloud.org/documents/238963/huge-c-i-a-operation-reported-in-u-s-against.pdf.

See David Rudgers, The Church Committee on Intelligence Activities Investigation, 1975-76, in CONGRESs IN-
VESTIGATES: A CriticaL AND DocuMmEeNTARY History 930 (Roger A. Bruns, David L. Hostetter & Ray-
mond W. Smock eds., Facts on File Inc. 2011) [hereinafter Rudgers: The Church Committee]; Seymour M.
Hersh, C.LA. Is Linked ro Strikes in Chile That Beset Allende, N.Y. TiMEs, Sept. 20, 1974, at 1, available ar
hetp://jfk.hood.edu/Collection/Weisberg%20Subject%20Index%20Files/ C%20Disk/CIA%20Chile/
Item%20015.pdf (detailing CIA involvement in overthrow of Chilean government); Troy Hooper, Op-
eration Midnight Climax: How the CIA Dosed S.E Citizens With LSD, S.F. Weekry (Mar. 14, 2012),
hetp:/ 'www.stweekly.com/sanfrancisco/operation-midnight-climax-how-the-cia-dosed-sf-citizens-with-Isd/Content?oid=2184385
(detailing the MK-ULTRA program’s impact in San Francisco, wherein a CIA covert operation illicitly dosed lysergic
acid diethylamide (LSD) on unwitting Americans between 1953-1964, and its public exposure in the 1970s).
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The eleven-member “Select Committee to Study Government Operations with Respect to Intelligence Activities” was
referred to as the “Church Committee” after its chairman, Sen. Frank Church (D-ID). Rudgers: The Church Commit-
tee, supra note 55, at 932.

Id. at 942.
1d.

See Nicholas M. Horrock, Ex-Officials Say EB.I. Harassed Dr. King to Stop His Criticism, N.Y.TIMES, Mar. 9, 1975, at 40,
available ar http://timesmachine.nytimes.com/timesmachine/1975/03/09/84996266.html?pageNumber=40;
Beverly Gage, What an Uncensored Letter to M.L.K. Reveals, N.Y. Times (Nov. 11, 2014),
hetp://www.nytimes.com/2014/11/16/magazine/what-an-uncensored-letter-to-mlk-reveals.html.

The watch list included a Democratic senator, the author John Steinbeck, the Ford and Rockefeller Foundations, and
Harvard University. Rudgers: The Church Committee, supra note 55, at 940.

Id.

The NSA was created by President Truman in 1952 as a continuation of surveillance efforts instituted by the Army
Security Agency during World War II. Project Shamrock actually predated the NSA, but was continued by the agency.
James BAMFORD, THE PuzzLE PALACE: INSIDE THE NATIONAL SECURITY AGENCY, AMERICA'S MOST SECRET INTELLI-
GENCE ORGANIZATION 302-315 (1st ed., 1983).

Id. at 459.

Meet the Press: U.S. Senator Frank Church (NBC News television broadcast Aug. 17, 1975), available at
hteps:/[www.youtube.com/watch?v=YAG1N4a84Dk.

Congress also was considering establishing a statutory charter for the FBI. In an effort to stave off these efforts, Attorney
General Edward Levi issued guidelines to govern the FBI's domestic intelligence activities based on recommendations
from the Church Committee’s investigations. The guidelines required a clear criminal nexus as a premise for domestic
security investigations, and demanded progressively higher standards and levels of review for more intrusive investigative
techniques. The guidelines issued by Levi led to a dramatic reduction in the number of domestic security investigations.
However, their strictures have been diluted over time, as successive sets of guidelines have loosened restrictions on FBI
operations. Se¢e EMILY BERMAN, BRENNAN CTR. FOR JUSTICE, DOMESTIC INTELLIGENCE: NEW PowERs, NEW Risks, 10-16
(2011), available at https:/ [www.brennancenter.org/sites/default/files/legacy/ AGGReportFINALed.pdf .

Indeed, lawmakers were so intent on ensuring that FISA Court orders could not be used to spy on purely domestic
groups that virtually every committee report on authorization for surveillance of agents of foreign powers included
statements that these orders did “not authorize electronic surveillance under any circumstances for the class of indi-
viduals included by the Supreme Court within the scope of the Keith decision requiring judicial warrants for alleged
threats to security of a domestic nature.” S. REp. No. 94-1035, at 22 (1976). See also S. REP. 94-1161, at 18 (1976).

S. 3197, 94th Cong. (1976). See generally The President’s Letter to the Speaker of the House and to the President of
the Senate Transmitting Proposed Legislation Concerning the Use of Electronic Surveillance in Obtaining Foreign
Intelligence Information, 1 Pus. PaPERs 793 (Mar. 23, 1976) (supporting introduction of S. 3197); 121 ConG. Rec.
S2069 (daily ed. Feb. 19, 1975) (statement of Sen. Gaylord Nelson) (introducing S. 3197 to Senate).

S. Rep. 94-1035, at 78 (1976) (“At most Curtiss-Wright, Waterman and similar cases merely underline the broad na-
ture of the President’s powers to protect the national interest from foreign threats ... including the implied power to
gather foreign intelligence. But the existence of such powers does not establish “inherent” authority to exercise them
in disregard of the fourth amendment.”). The Church Committee had also rejected the notion of an inherent author-
ity on the part of the president or intelligence agencies to “break the law” by engaging in activities such as warrantless
surveillance. S. Rep. No. 94-755, bk. 2, at 5 (1976).
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122 Cong. Rec. S3987 (daily ed. Mar. 23, 1976) (statement of Sen. Edward Kennedy) (“...the extent to which
surveillance will be authorized to investigate conduct which does not rise to the level of a Federal crime, is a matter
of great concern to me and others...”); Foreign Intelligence Surveillance Act of 1976: Hearing on S. 743, S. 1888, and
S. 3197 Before the Subcomm. on Criminal Laws and Procedures of the S. Comm. on the Judiciary, 94th Cong. 72 (1976)
(statement of Sen. Gaylord Nelson) (“The Government cannot invade an American citizen’s privacy without first ob-
taining a judicial warrant based on probable cause ... the ‘probable cause’ requirement must relate to the commission
of a crime.”). Sen. Joseph Biden expressed the views of several of his colleagues: “This bill is an attempt to regularize
national security electronic surveillance through a statutory warrant procedure. Unfortunately the emphasis in draft-
ing this procedure has been upon the first part of the Fourth Amendment, that is the warrant procedure, and not the
second, that there be probable cause that the search will seize particular evidence of specific crimes.... To my mind
both parts of the Fourth Amendment are of equal importance. After all it was the abuse of so-called ‘General warrants’
and “Writs of assistance’ in colonial America and 18th century England which led to the Fourth Amendment.” S. Rep.
No. 94-1161, at 71-72 (1976).

Foreign Intelligence Surveillance Act of 1977, S. 1566, 95" Cong. (1976) (enacted).

50 U.S.C. § 1801(f).

50 U.S.C. § 1801(a).

“U.S. persons” means citizens or legal permanent residents of the United States. 50 U.S.C. § 1801(i).

Specifically, U.S. persons qualify as agents of foreign powers if they (i) knowingly engage in clandestine intelligence
gathering for a foreign power, which involves or may involve a violation of U.S. criminal statutes; (ii) knowingly en-
gage in “any other clandestine intelligence activities” at the direction of a foreign intelligence service, if the activities
involve or are about to involve a violation of U.S. criminal statutes; (iii) knowingly engage in sabotage or terrorism
(or preparatory activities) for a foreign power; or (iv) knowingly aid, abet, or conspire with a person to do any of the
above. 50 U.S.C. § 1801(b)(2). A fifth category, “knowingly enter the U.S. using a false identity on behalf of a foreign
power” was added to this list in 1999. Intelligence Authorization Act for Fiscal Year 2000, Pub. L. No. 106-120, § 601
(codified as amended at 50 U.S.C. § 1801(b)(2)(D)).

Foreign Intelligence Surveillance Act of 1977, S. 1566, 95 Cong. § 2521(b)(2)(B) (as introduced May 18, 1977).

Foreign Intelligence Surveillance Act of 1978: Hearing on S. 1566 Before the Subcomm. on Intelligence and the Rights of
Americans of the S. Select Comm. on Intelligence, 95th Cong. 191 (1978) [hereinafter 1978 FISA Hearing] (statement
of Sen. Birch Bayh, Chairman, S. Select Comm. on Intelligence).

Foreign Intelligence Surveillance Act of 1977, S. 1566, 95* Cong. § 2521(b)(2)(B)(i) (emphasis added) (as introduced
Mar. 14, 1978). A Senate Intelligence Report from 1978 defines “clandestine intelligence gathering activities” as the
“collection or transmission of information or material that is not generally available to the public, or covert contacts
with an intelligence service or network by means of ‘drops” or other methods characteristic of foreign intelligence op-
erations.” It encompasses “activities that fall within the substantive statutory definition of spying,” as well as “activities
directly related to spying that may constitute violations of laws proscribing the aiding and abetting of spying, such as
maintaining a ‘safehouse’ for secret meetings, servicing ‘letter drops’ to facilitate covert transmission of instructions
or information, recruiting new agents, or infiltrating and exfiltrating agents under deep cover to and from the United
States.” S. Rep. No. 95-701, at 21-22 (1978) reprinted in 1978 U.S.C.C.A.N. 3973, 3990-91. The Senate also clarified
that “[lJobbying Congress or seeking to influence public opinion does not become clandestine intelligence activity
merely because the agent has failed to comply fully with the Foreign Agents Registration Act.” Id. at 29. Though
these definitions did not carry into the language of the 1978 bill, this remains one of the few existing definitions that
attempt to parse the term “clandestine intelligence activities” as it is used in FISA.

S. Rep. No. 95-701, at 21 (1978).
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1978 FISA Hearing, supra note 76, at 36-37 (statement of Sen. Birch Bayh) (“One of the things that makes me nervous
... we use the phrase ... ‘will involve a criminal violation’. There is no requirement that the violation is about to occur or
that it will soon occur.... It seems to me if we say ‘will involve’ that is sort of some nebulous time length there that could
reasonably be interpreted to be will involve crime maybe 10 years from now.”); 7. at 94 (statement of Christopher H.
Pyle) (“... The ‘will involve’ clause permits highly speculative judgments. The predicted violation of the criminal laws that
the government suspects ‘will’ occur may be no more than a technical violation of the extremely vague Foreign Agents
Registration Acts ... or of the equally vague criminal provisions of the Export Administration Act.”).

S. Rep. No. 95-604, pt. 1, at 23-24 (1978) (“[TThe word ‘involve’ ... is intended to encompass a violation of federal
law which is an integral part of the clandestine intelligence activity even though the clandestine intelligence activity
itself might fall between the cracks of the espionage laws. ... The phrase ‘will involve'... is likewise in no way intended
to diminish or dilute the nature of the criminal activity to be established. Its only purpose is to permit electronic
surveillance at some point prior to the time when the actual crime sought to be prevented ... actually occurs.”). This
understanding remained even after “will involve” was changed in the legislative drafting process to “may involve.” S.
1566, 95th Cong. § 2521(b)(2)(B) (1978) (enacted). The change was meant to address situations where the govern-
ment did not have sufficient knowledge to establish that a crime was involved or what specific crime was being com-
mitted. An example of such a situation is when federal agents witnessed meetings between a foreign intelligence officer
and an American who might have access to classified information but were unable to determine what information was
transmitted. In contrast, the Committee made clear that in a case where an informant claimed a target was under “deep
cover” for several years before commencing espionage activities, this would not have provided the requisite justification
under “may involve” to warrant surveillance for the period of “deep cover.” Legislators recognized that the formulation
could be interpreted as allowing long-term surveillance, but made clear that this was not the intention. S. Rer. No.
95-701, at 23 (1978) (“The committee recognizes that an argument can be made that a person could be surveilled for
an inordinate period of time. That is clearly not the intention.”).

S. Rep. No. 94-1161, at 18 (1976) (“In no event may mere sympathy for, or identity of interest with, the goals of a
foreign group or government be sufficient.”).

S. Rep. No. 95-604, pt. 1, at 29 (1977) (“An illustration of the knowing’ requirement is provided by the case of Dr.
Martin Luther King. Dr. King was subjected to electronic surveillance on ‘national security grounds’ when he continued
to associate with two advisers whom the Government had apprised him were suspected of being American Communist
party members and, by implication, agents of a foreign power. Dr. King’s mere continued association and consultation
with those advisers ... would clearly not have been a sufficient basis under this bill to target Dr. King as the subject of
electronic surveillance.”); S. Rep. No. 95-701, at 28 (1978) (also discussing the unwarranted surveillance of Dr. King).

S. Rer. No. 95-701, at 27-28 (1978) (“This (knowing) standard requires the Government to establish probable
cause that the prospective target knows both that the person with whom he is conspiring or whom he is aiding or
abetting is engaged in the described activities as an agent of a foreign power and that his own conduct is assisting or
furthering such activities. The innocent dupe who unwittingly aids a foreign intelligence officer cannot be targeted
under this provision.”).

Id. at 28. The Senate Committee report explained as follows: “For example, the advocacy of violence falling short of
incitement is protected by the first amendment, under the Supreme Court’s decision in Brandenburgv. Ohbio, 395 U.S.
444 (1969). Therefore, the pure advocacy of the commission of terrorist acts would not, in and of itself, be sufficient
to estabilsh [sic] probable cause that an individual may be preparing for the commission of such acts.” /d.

Foreign Intelligence Surveillance Act of 1976: Hearing on S. 743, S. 1888 and S. 3197 Before the Subcomm. on Criminal
Laws and Procedures of the S. Comm. on the Judiciary, 94th Cong. 77 (1976) (statement of Sen. Gaylord Nelson).

For example, in a January 1978 hearing before a House Intelligence Subcommittee, the Department of Defense’s
Deputy Under Secretary for Policy testified against the use of either “essential” or “necessary” in the definition of for-
eign intelligence, arguing that “frequently what you are going after is a very small piece which in itself, certainly isn’t
essential or necessary to national security, but in the context of other intelligence, or with the history of that same kind
of a surveillance, can well be essential or necessary.” Foreign Intelligence Electronic Surveillance: Hearings on H.R. 5794,
H.R 9745, H.R. 7308, and H.R. 5632 Before the Subcomm. on Legis. of the H. Permanent Select Comm. on Intelligence,
95th Cong. 63 (1978) (statement of Adm. Daniel J. Murphy, Deputy Under Secretary for Policy, Dep't of Def.).
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The Senate Committee (which had proposed tightening the definition by using “essential” instead of “relevant”) took
the view that the revised definition “would therefore not include information about the views or planned statements
or activities of Members of Congress, executive branch officials, or private citizens concerning the foreign affairs of the
United States.” S. Rep. No. 95-604, pt. 1, at 30-31 (1977). The formulation was intended to “require a showing that the
information is both important and required,” not simply “useful or convenient.” H.R. Rep. No. 95-1283, at 47 (1978).
H.R. Rep. No. 95-1283, at 47 (1978) (emphasis added).

Foreign Intelligence Surveillance Act of 1978, supra note 2, at § 101(e)(2) (codified at 50 U.S.C. § 1801(e)(2)).
Compare 50 U.S.C. § 1805 (FISA Court orders) wizh 18 U.S.C. § 2518 (Title III orders).

18 U.S.C. § 2518(3)(a).

50 U.S.C. § 1805(a)(2)(A) (relying on the definition of “agent of a foreign power” detailed in 50 U.S.C. §1801(2)
(A)).

See supra text accompanying notes 16-19.

Glenn Greenwald & Murtaza Hussein, Meet the Muslim-American Leaders the FBI and NSA Have Been Spying On, THE
INTERCEPT (July 9, 2014), https://firstlook.org/theintercept/2014/07/09/under-surveillance/.

18 U.S.C. § 2518(3)(b).

50 U.S.C. § 1804(a)(3)(B).

50 U.S.C. § 1805(a)(4).

H. R. Rep. No. 95-1283, at 80 (1978).

18 U.S.C. § 2518(8)(d).

50 U.S.C. § 1806(c).

See Adam Liptak, A Secret Surveillance Program Proves Challengeable in Theory Only, N.Y. TiMes
(July 15, 2013), http://www.nytimes.com/2013/07/16/us/double-secret-surveillance.html?pagewanted=all;
Charlie Savage, Door May Open for Challenge ro Secret Wireraps, N.Y. Times (Oct. 16, 2013),
hutp:/’www.nytimes.com/2013/10/17/us/politics/us-legal-shift-may-open-door-for-challenge-to-secret-wiretaps.html?pagewanted=all.
How Phones Work: The Basic Science Behind Telephony, TeLecomm. Hist. Grr., INc. (last visited Jan. 21, 2015),
heep://www.telcomhistory.org/vm/sciencePhonesWork.shtml (“From the beginning (or nearly the beginning) [of tele-
phony], copper wire has been the carrier of choice.”).

U.S. Orrice oF TecH. AssesSMENT, OTA-ISC-239, INTERNATIONAL COOPERATION AND COMPETITION IN CIVILIAN
Seace ActiviTies 147 (1985), available ar http://govinfo.library.unt.edu/ota/Ota_4/DATA/1985/8513.PDF
(“Approximately two-thirds of trans-oceanic international telecommunications now [in 1985] pass through satellites;
the remainder is carried via undersea cables.”).

Tom Hartis, How Wiretapping Works, How Sturr Works (May 8, 2001), http://people.howstuffworks.com/wiretapping.htm.
See generally WHITFIELD DIFFIE & SusaN LaNDAU, PRIvACY ON THE LINE 95-103 (updated and expanded ed. 2007);

Eur. Parr. Doc. (COM 264) 30-35 (2001), available at

hetp://www.europarl.europa.eu/sides/getDoc.do?type=REPORT &reference=A5-2001-0264&language=EN&format=PDE

Chenda Ngak, Cell Phone Turns 40: Martin Cooper’s First Call on the DynaTAC, C.B.S. News (Apr. 4, 2013, 5:02 PM),

http://www.cbsnews.com/news/cell-phone-turns-40-martin-coopers-first-call-on-the-dynatac/.
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Exhibits Online: Internet History 1962 to 1992, ComputerR History Museum (last visited Dec. 15, 2014),
heep://www.computerhistory.org/internet_history/index.html.

PresTON GRAaLLA, How THE INTERNET WORKS 13-14 (8th ed. 1999); Thomas B. Allen, 7he Future Is Calling, 200
Nar’t GEoGraPHIC 76 (2001).

See, e.g., Craig Timberg & Ellen Nakashima, Agreements with Private Companies Protect U.S. Access to Cables’ Data for
Surveillance, WasH. Post (July 6, 2013), http://wapo.st/180jsn9.

See Orin S. Kerr, Updating the Foreign Intelligence Surveillance Act, 75 U. CHI. L. Rev. 225, 234-35 (2008); David
Kris, Modernizing the Foreign Intelligence Surveillance Act 4 (Brookings Inst., Working Paper, 2007) [hereinafter Kris
Working Paper], available at
heep:/fwww.brookings.edu/~/media/research/files/papers/2007/11/15%20nationalsecurity%020kris/1115_nationalsecurity_kris.pdf.

LinpA BLAKE & Jim LanDE, FCC, TRENDs IN THE U.S. INTERNATIONAL TELECOMMUNICATIONS INDUSTRY tbl. 4
(1998) (showing 2,732,000,000 total international call minutes in the U.S. in 1980).

FCC, 2011 INTERNATIONAL TELECOMMUNICATIONS Data tbl. A4 (2013) (showing 89,591,887,346 total international
call minutes in the U.S. in 2011).

Justin  LEveENSTEIN, THE Rabpicart Gre., EmaiL Statistics Rerort, 2013-2017 4 (2014), available at
http://www.radicati.com/wp/wp-content/uploads/2013/04/Email-Statistics-Report-2013-2017-Executive-Summary.pdf.

Audrey Singer, Contemporary Immigrant Gateways in Historical Perspective, DAEDALUS, Summer 2013, at 79, available at

hetpr/Awwwbtookingsechy/-/mediaresearch/flesfarides 2013/09/05%20imimiggant%/620gpteways/620singsasinger?/62Oimmiggation?/620artide 6209513 pdf

A 1978 Boston Globe article estimated 1.5 million Americans living abroad and 23 million American tourists traveling
overseas annually. Raymond M. Lane, 7he Problem No One Likes to Think About, Bos. GLOBE, Aug. 27, 1978, at B11. A
2013 State Department estimate puts those numbers at 6.8 million American citizens living abroad and over 65 million
Americans traveling abroad annually. Bureau oF CoNsULAR ArraIRrs, U.S. DEPT. OF STATE, WHO WE ARE AND WHAT
WE Do: CoNsSULAR AFFAIRS BY THE NUMBERS (2013), available at http://travel.state.gov/content/dam/ca_fact_sheet.pdf.

Press Release, Instit. of Infl Educ., Open Doors 2013: International Students in the Unit-
ed States and Study Abroad by American Students Are at All-Time High (Nov. 11, 2013), available at
http://www.iie.org/ Who-We-Are/News-and-Events/Press-Center/Press-Releases/2013/2013-11-11-Open-Doors-Data.
[REDACTED], 2011 WL 10945618, at *10 (FISA Ct. Oct. 3, 2011) [hereinafter 2011Bates Decision].

Id. at *11.

Patriot Act, supra note 1.

Congress included a sunset for the bill’s major surveillance provisions to ensure that the legislation would be revisited
in less chaotic times. Id. § 224.

Intelligence Authorization Act for 1999, § 602, Pub. L. No. 105-272, 112 Stat. 2411 (1998) (current version at 50
U.S.C. § 1861).

50 U.S.C. § 1861(b)(2)(A). In addition, if directed at a U.S. person, the investigation could not be based solely on
that person’s First Amendment activities. 50 U.S.C. § 1861(a)(1).

Glenn Greenwald, NSA Collecting Phone Records of Millions of Verizon Customers Daily, GUARDIAN (June 6, 2013, 6:05
AM), http://www.theguardian.com/world/2013/jun/06/nsa-phone-records-verizon-court-order.

Leslie Cauley, NSA Has Massive Database of Americans’ Phone Calls, USA Topay (May 11, 2006, 10:38 AM),
hetp://usatoday30.usatoday.com/news/washington/2006-05-10-nsa_x.htm; James Risen & Eric Lichtblau,
Bush Lets U.S. Spy on Callers Without Courts, N.Y. Times (Dec. 16, 2005),
hetp://www.nytimes.com/2005/12/16/politics/16program.html?pagewanted=all&_r=1&.
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[REDACTED], No. PR/TT [REDACTED], at (FISA Ct. REDACTED), available at
heep://www.dni.gov/files/documents/1118/ CLEANEDPRTT%201.pdf.

Justice Department officials’ discomfort with the original version of the program led to the infamous show-down
between White House officials and James Comey, who was serving as Acting Attorney General while Attorney Gen-
eral John Ashcroft was suffering from pancreatitis, in Ashcroft’s hospital room. BArRToN W. GELLMAN, ANGLER: THE
CHENEY VICE-PRESIDENCY 294-97 (1st ed. 2008).

Office of the Director of National Intelligence, DNI Clapper Declassifies Additional Intelligence Community Documents
Regarding Collection Under Section 501 of the Foreign Intelligence Surveillance Act, 1IC oN THE REcorp (Nov. 18, 2013),
http://icontherecord.tumblr.com/post/67419963949/dni-clapper-declassifies-additional-intelligence.

In re Application of the Fed. Bureau of Investigation for an Order Requiring the Production of Tangible Things
from [REDACTED)], No. BR 13-109, at 18-23 (FISA Ct. 2013) [hereinafter 2013 FISA Ct. Opinion], available at
htep://www.uscourts.gov/uscourts/courts/fisc/br13-09-primary-order.pdf.

Id. at 20.
Id. at 22.

Id. at 5.

In re Application of the Federal Bureau of Investigation for an Order Requiring the Production of Tangible Things, No. BR 14-
01 6-9 (FISA Ct. Feb. 5,2014), available at http:/[www.uscourts.gov/uscourts/courts/fisc/br14-01-order. pdf; Joint Statement
by Attorney General Eric Holder and Director of National Intelligence James Clapper on the Declassification of Additional
Documents Regarding Collection Under Section 501 of the Foreign Intelligence Surveillance Act (Feb. 12, 2014), available ar
hetp:/fwww.justice.gov/opa/pr/joint-statement-attorney-general-eric-holder-and-director-national-intelligence-james-clapp-0.

Patriot Act, supra note 1, at § 218 (codified as amended at 50 U.S.C §§ 1804(2)(6)(B), 1823(a)(6)(B)).
Id. § 504,50 U.S.C. § 1806(k)(1).
United States v. Truong Dinh Hung, 629 F.2d 908, 915-16 (4th Cir. 1980).

Memorandum Re: Instructions on Separation of Certain Foreign Counterintelligence and Criminal Investigations,

from Jamie S. Gorelick, Deputy Att'y Gen., to Mary Jo White, U.S. Att’y, S.D.N.Y., Louis Freeh, Dir., FBL., & Richard
Scruggs, Counsel, Office of Intelligence Policy and Review (1995), available at
hetp://fas.org/irp/agency/doj/1995_wall.pdf; Memorandum Re: Procedures for Contracts Between the FBI and the
Criminal Division Concerning Foreign Intelligence and Foreign Counterintelligence Investigations, from Janet Reno,
Aty Gen., to Asst. Att’y Gen., Criminal Div., Dir. FBI., Counsel for Intelligence Police, U.S. Atc’ys (July 19, 1995)
[hereinafter Reno Memol], available at http://fas.org/irp/agency/doj/fisa/ 1995 procs.html; Memorandum to Recommend
that the Aty Gen. Authorize Certain Measures Regarding Intelligence Matters in Response to Recommendations
provided by Special Litigation Counsel Randy Bellows, from Gary G. Grindler, Principal Assoc. Deputy Att'y Gen. &
Jonathan D. Schwartz, Assoc. Deputy Att’y Gen., to Aty Gen. (Jan. 18, 2000), available ar
hetp://fas.org/irp/agency/doj/fisa/ag012100.html; Memorandum Re: Intelligence Sharing, from Larry D. Thompson, U.S.
Dept. of Justice, to Criminal Division, Office of Intelligence Policy and Review, and FBI. (August 6, 2001), available at
hetp://fas.org/irp/agency/doj/fisa/dag080601.heml.

In re All Matters Submitted to the Foreign Intelligence Surveillance Court, 218 E Supp.2d 611, 619 (FISA Ct. 2002)
[hereinafter 2002 FISA Ct. Opinion], revd, In re Sealed Case, 310 E3d 717 (FISA Ct. Rev. 2002). The procedures also
allowed the Criminal Division to give guidance to intelligence investigators aimed at preserving the option of criminal
prosecution and required the FBI to provide certain reports on FISA investigations to the Criminal Division. /.

Reno Memo, supra note 136. To ensure compliance with these requirements, attorneys from the Justice Department’s
Office of Intelligence Policy and Review (OIPR) were invited to meetings between intelligence and law enforcement
officials — what the government called the “chaperone” requirement. / re Sealed Case, 310 E3d 717, 720 (FISA Ct.
Rev. 2002).
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2002 FISA Ct. Opinion, supra note 137, at 619.
Id.

Ranpy L. Berrows, U.S. DerT. OF JUsTICE, ATTORNEY GENERAL’S REViIEw Team ON Tue Hanpring Or THE
Los ALaMos NATIONAL LABORATORY INVESTIGATION 721-34 (2000) [hereinafter BELLOws REPORT|, available at
heep:/[www.justice.gov/ag/attorney-generals-foia-reading-room-records-bellows-report.

U.S. GeN. AccounTING OFrricE, GAO-01-780, FBI INTELLIGENCE INVESTIGATIONS: COORDINATION WITHIN JUS-
TICE ON COUNTERINTELLIGENCE CRIMINAL MATTERS 1s LIMITED 3 (2001).

See generally JEROME P. BjeLoPERA, CONG. RESEARCH SERV., R41780, THE FEDERAL BUREAU OF INVESTIGATION AND
TeRRORISM INVESTIGATIONS (2013).

Patriot Act, supra note 1, at § 218, 504 (codified as amended at 50 U.S.C §§ 1804(a)(6)(B), 1806(k)(1), 1823(a)(6)
(B)).

See Nar'L ComM'N ON TERRORIST ATTACKS UPON THE U.S., THE 9/11 COMMISSION REPORT 266-72 (2004). On the
few occasions in which an analyst believed “the wall” prevented her from sharing information, the 9/11 Commission
concluded that “she appears to have misunderstood the complex rules that could apply to this situation,” and that no
actual such barrier existed. /4. at 271. See also James BamrorD, THE SHaADOW Factory 18-20 (First Anchor Books
2009) (2008) (describing one instance in which the CIA failed to share critical information about the hijackers with
the FBI because of a turf battle between the two organizations).

The FISA Court held that some of these limitations were required, not by the “primary purpose” test, but by FISA’s
minimization procedures; the FISA Court of Appeals reversed. /n re All Matters Submitted to Foreign Intelligence
Surveillance Court, 218 E Supp.2d 611, 623 (FISA Ct. 2002), revd, In re Sealed Case, 310 E 3d 717, 731 (FISA Ct.
Rev. 2002).

BeLrows REPORT, supra note 141, at 712.

Nar't CoMM'N oN TERRORIST ATTACKS UPON THE U.S., supra note 145, at 79 (noting that the use of the term “the
wall” to describe the Justice Department’s procedures is “misleading,” and that lack of coordination occurred because
these procedures “were almost immediately misunderstood and misapplied”); Kris & WILSON TREATISE, supra note
5, at § 10.8 (describing the development of Department of Justice FISA coordination procedures in 1995 and how
interpretations of these procedures limited coordination).

OFrFICES OF THE INSPECTORS GEN. OF THE DEP'T OF DEFENSE, DEP'T OF JUSTICE, CENT. INTELLIGENCE AGENCY, NAT'L
Sec. AGeNcy & OFFICE OF THE DIRECTOR OF NAT'L INTELLIGENCE, NO. 2009-0013-AS, UNCLASSIFIED REPORT ON
THE PRESIDENT’S SURVEILLANCE PROGRAM 1, 6 (2009), available at http://www.justice.gov/oig/special/s0907.pdf.

The 2009 report issued by several Inspectors General makes clear that the TSP was only one of many special surveil-
lance programs initiated under a claim of presidential authority. /4. at 6. It is unknown how many of these other pro-
grams remain classified and/or undisclosed; accordingly, the extent of warrantless surveillance undertaken after 9/11 is
still unknown.

DEeP’T OF JUSTICE, LEGAL AUTHORITIES SUPPORTING THE ACTIVITIES OF THE NATIONAL SECURITY AGENCY DESCRIBED
BY THE PRESIDENT 7-10 (2006), available at hteps://www.epic.org/privacy/terrorism/fisa/doj11906wp.pdf.
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For a brief period, the FISA Court agreed to authorize the surveillance under existing authorities, [z re Various Known
and Unkown Agents of [REDACTED)] Presumed United States Persons, at 7 (FISA Ct. Jan. 10, 2007), available at
hetp://www.dni.gov/files/documents/1212/FISC%200rder%2001%2010%2007%20-%2012-11%20-%20Redacted.pdf,
but in 2007, a judge refused to renew this authorization. /n Re [REDACTED], at 20 (FISA Ct. Apr. 3, 2007), available at
heep://www.dni.gov/files/documents/1212/CERTIFIED%20COPY%20-%200rder%20and %20
Memorandum%200pinion%2004%2003%2007%2012-11%20Redacted.pdf

See, e.g., Strengthening FISA: Does the Protect America Act Protect Americans' Civil Liberties and Enhance Security?:
Hearing Before the S. Comm. on the Judiciary, 110th Cong. 8 (2007) (statement of Michael ]J. McConnell, Director,
Office of National Intelligence); FISA Amendments Act of 2008: Hearing Before the Subcomm. on Crime, Terrorism, and
Homeland Security of the H. Comm. on the Judiciary, 112th Cong. 18 (2012) (statement of Kenneth Wainstein, Partner,
Cadwalder, Wickersham & Taft LLP).

Kris Working Paper, supra note 110, at 4.

In 1976, Attorney General Edward Levi, testifying in favor of a predecessor bill, hinted that there was a “sweeping”

NSA operation to intercept international radio communications. Foreign Intelligence Surveillance Act of 1976: Hearings
on S. 743, S. 1888 and S. 3197 Before the Subcomm. on Criminal Laws and Procedures of the S. Comm. on the Judiciary,

94th Cong. 15 (1976). See also Foreign Intelligence Surveillance Act: Hearings Before the Subcomm. on Courts, Civil
Liberties, & the Admin. of Justice of the H. Comm. on the Judiciary, 94th Cong. 98-99 (1976). Developing legislation

to regulate this program, he noted, would be a complex and difficult undertaking. Electronic Surveillance Within the
United States for Foreign Intelligence Purposes: Hearing on S. 3197 Before the Subcomm. on Intelligence and the Rights of
Ams. of the S. Comm. on Intelligence, 94th Cong. 80 (1976). Congress ultimately chose to leave the resolution of these

complexities to another day, rather than hold the rest of FISA hostage. The committee reports on the final legislation,

however, indicated that Congress was “concerned” about the matter and thought it would be “desirable” to develop

further legislation. S. Rep. No. 95-701, at 34 (1978), reprinted in 1978 U.S.C.C.A.N. 3973, 4003; S. Rep. No. 95-

604, pt. 1, at 34 (1978). The Attorney General pledged to assist. Foreign Intelligence Surveillance Act of 1978: Hearing
on S. 1566 Before the Subcomm. on Intelligence and the Rights of Ams. of the S. Select Comm. on Intelligence, 95th Cong.

16 (1977); Foreign Intelligence Surveillance Act: Hearings on H.R. 5794, H.R. 9745, H.R. 7308 and H.R. 5632 Before
the Subcomm. on Legis. of the H. Permanent Select Comm. on Intelligence, 95th Cong. 12 (1978).

S. Rer. No. 95-701, at 35 (1978), reprinted in 1978 U.S.C.C.A.N. 3973, 4004.

FISA Amendments Act of 2008: Hearing Before the Subcomm. on Crime, Terrorism, and Homeland Sec. of the H. Comm.
on the Judiciary, 112th Cong. 1 (2012) (statement of Rep. E James Sensenbrenner, Jr., Chairman, Subcomm. on
Crime, Terrorism, and Homeland Sec.).

As discussed previously, FISA regulates three basic types of surveillance: wiretapping, the interception of radio commu-
nications, and the “monitoring” of information through other electronic means — which, in 1978, referred primarily
to bugging. Although e-mails may be captured in transit by wiretapping or (for e-mails sent wirelessly) interception
of radio signals, once they are stored on a server, their acquisition is considered “monitoring.” Because FISA regulates
“monitoring” within the U.S. regardless of the nationality of the target, stored foreign-to-foreign e-mails come within
its ambit. Kr1s & WILSON TREATISE, supra note 5, at §$ 7.27, 16.6.

The government has argued that there is no perfectly tailored way to accomplish such a solution, as it lacks any
reliable way to sort foreign-to-foreign e-mails from other types of e-mails. Strengthening FISA: Does the Protect Amer-
ica Act Protect Americans’ Civil Liberties and Enhance Security?: Hearing Before the S. Comm. on the Judiciary 110th
Cong. (2007) (written statement of James Baker, former Counsel for Intelligence Policy, Dep't of Justice), available at
heep://www.judiciary.senate.gov/imo/media/doc/Baker%20Testimony%20092507.pdf. Even so, the solution that the
government sought in 2007 was far broader than necessary. Rather than dispensing with a warrant requirement for any
type of surveillance targeting non-U.S. persons, the government could have proposed allowing programmatic collec-
tion of stored e-mails using the best procedures available to try to target foreign-to-foreign communications, coupled
with strict minimization requirements for the incidentally-collected international and wholly domestic e-mails.

Protect America Act of 2007, Pub. L. No. 110-55, 121 Stat. 552 (2007) (expired 2008).
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Foreign Intelligence Surveillance Act of 1978 Amendments Act of 2008, Pub. L. No. 110-261, 122 Stat. 2435 (2008)
[hereinafter FAA].

Id. at § 101(a)(2) (codified as amended at 50 U.S.C. § 1881a) (creating Section 702 of FISA).
See supra Part I11.B.2.

50 U.S.C. § 1881a(d)(1)(A), 1881a(e)(1), 1801 (h)(1).

50 U.S.C. § 1881a(b)(2).

See, e.g., FISA Amendments Act Reauthorization: Hearing Before the H. Permanent Select Comm. on Intelligence,
112¢h Cong. 8 (2011), available at
hetp:/Awww.dni.gov/files/documents/Joint%20Statement%20FAA%20Reauthorization%20Hearing%20-%20December%20201 1.pdf
(joint statement of Lisa O. Monaco, Asst Att’y Gen., Nat'l Sec. Div., Dep't of Justice, et al.); PRivacy anp CrviL
LiBertiEs OVERSIGHT BD., REPORT ON THE SURVEILLANCE PROGRAM OPERATED PURSUANT TO SECTION 702 OF THE
FOREIGN INTELLIGENCE SURVEILLANCE AcT 11 (2014) [hereinafter PCLOB 702 ReroRT], available at
https://s3.amazonaws.com/s3.documentcloud.org/documents/1211947/pclob-section-702-report-pre-release. pdf;
Barack Obama, President, Address at the U.S. Department of Justice (Jan. 17, 2014), available at
http://wapo.st/1mgJ3wk.

See, e.g., FISA for the 21st Century: Hearing Before the S. Comm. on the Judiciary, 109th Cong. 9 (2006), available at
hetp://www.gpo.gov/fdsys/pkg/ CHRG-109shrg43453/pdf/CHRG-109shrg43453.pdf (statement of Michael Hayden,
Director, Nat'l Sec. Agency) (“[W]hy should our laws make it more difficult to target the al Qaeda communications
that are most important to us—those entering or leaving this country.”); see also Transcript of Privacy and Civil Liberties
Oversight Board Public Workshop, Workshop Regarding Surveillance Programs Operated Pursuant to Section 215 of
the USA PATRIOT Act and Section 702 of the Foreign Intelligence Surveillance Act 109 (July 9, 2013), available ar
hetp://www.pclob.gov/library/20130709-Transcript.pdf (statement of Steven G. Bradbury, Former Principal Deputy
Asst Att'y Gen., Dep't of Justice Office) (“But it is particularly focused on communications in and out of the United
States because . . . those are the most important communications you want to know about if you're talking about a
foreign terrorist suspect communicating to somebody you don’t know inside the United States.”). Indeed, when secking
these authorities from the FISA Court — unsuccessfully, which is why the executive branch turned to Congress —
officials described the purpose of the program as “establishing an early warning system . . . to alert the U.S. Government
to the presence of members and agents of these foreign powers and to aid in tracking such individuals within the
United States” Memorandum of Law in Support of Application for Authority to Conduct Electronic Surveillance of
[REDACTED] at 2, In Re [REDACTED], No. [REDACTED] (FISA Ct. Dec 13, 2006) (emphasis added), available at
hetp:/wwwdnigoviiles/documents/1212/Memo%200f620Law%202s%20fled%2012%2013%202006%20-%2012-11%20Redacted pdE

See, e.g., Statement of James R. Clapper, Director of National Intelligence, DNI Statement on Activities Authorized
Under Section 702 of FISA (June 6, 2013), available at http://www.dni.gov/index.php/newsroom/press-releases/191-
press-releases-2013/869-dni-statement-on-activities-authorized-under-section-702-of-fisa (“Section 702 is a provision
of FISA that is designed to facilitate the acquisition of foreign intelligence information concerning non-U.S. persons
located outside the United States. It cannot be used to intentionally target any U.S. citizen, any other U.S. person, or
anyone located within the United States.”); Interview by Charlie Rose with President Barack Obama (June 16, 2013),
available ar http://www.charlierose.com/watch/60230424 (President Barack Obama stated: “if you are a U.S. person,
the NSA cannot listen to your telephone calls, and the NSA cannot target your emails ... and have [sic] not”).

Letter from I. Charles McCullough, III, Inspector Gen., U.S. Intelligence Cmty., to Sen. Ron Wyden & Sen. Mark
Udall 1 (June 15, 2012), available at http://www.wired.com/images_blogs/dangerroom/2012/06/IC-1G-Letter.pdf.

2011 Bates Decision, supra note 117, at *9.

See generally Barton Gellman et al., In NSA-Intercepted Data, Those Not Targeted Far Outnumber the Foreigners Who Are,
WasH. Post (July 5, 2014), http://wapo.st/1xyyGZFE.

2011 Bates Decision, supra note 117, at *11.
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See supra Part 11.C.2.

50 U.S.C. § 1881a(i)(3)(A). After submitting proposed procedures to the court, the government need not wait for
the court’s approval before moving forward with surveillance, and if the court ultimately finds the procedures to
be legally deficient, the government may keep all the information it improperly collected in the interim period.
An amendment offered by Senator Feingold to impose certain limits on the use of such improperly collected
information was defeated by a vote of 40-56. The U.S. Congress Votes Database: S 2248, WasH. Post (Feb. 7, 2008),
htep://projects.washingtonpost.com/congress/110/senate/2/votes/11/.

50 U.S.C. § 1881a(g)(2)(A).

Exec. Order No. 12,333, 3 C.ER. 200 (1981).

An ACLU Freedom of Information Act request brought to light an internal surveillance manual from 2007, which
describes EO 12333 as “the primary source of NSA’s foreign intelligence-gathering authority.” Nat'l Sec. Agency,
Overview of Signals Intelligence Lessons 1-4 4 (Jan. 8, 2007) (released to ACLU in FOIA Case #70809), available at
hetps://www.aclu.org/files/assets/e012333/NSA/Overview%200{%20Signals%20Intelligence%20Authorities. pdf; see
generally Nat'l Sec. Agency, Legal Fact Sheet: Executive Order 12333 (Jun. 19, 2013) (released to ACLU in FOIA
Case #70809), available at

heeps://www.aclu.org/files/assets/e012333/NSA/Legal %20Fact%20Sheet%20Executive%200rder%2012333.pdf.
Office of the Director of National Intelligence, 2013 Transparency Report: Statistical Transparency Report Regarding Use
of National Security Authorities - Annual Statistics for Calendar Year 2013, IC oN THE RECORD (June 26, 2014), htep://
icontherecord.tumblr.com/transparency/odni_transparencyreport_cy2013 [hereinafter 2013 Transparency Report] (es-
timating that 89,138 “targets” were affected by section 702 in 2013); 2011 Bates Decision, supra note 117, at *9 (not-
ing that more than 250 million internet communications are obtained by the NSA under section 702 each year).

2013 FISA Ct. Opinion, supra note 128, at 2-3.

Massachusetts v. E.PA., 549 U.S. 497, 516 (2007) (quoting Flast v. Cohen, 392 U.S. 83, 95 (1968)) (internal quota-

tion marks omitted).

OLC Memo, supra note 12, at 26. See also supra text accompanying notes 18-19.
OLC Memo, supra note 12, at 28.

1d. at 29.

Transcript of Privacy and Civil Liberties Oversight Board Public Workshop, supra note 167, at 35 (statement of James
Robertson, former U.S. D. J. who served on the FISA Ct.).

Id. at 36.
1d.

2013 FISA Ct. Opinion, supra note 128, at 4.
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The Patriot Act’s changes to business records collection undermined the adversarial process in another way. Until then,
the government’s applications to obtain business records had to identify the subject of the records and demonstrate
that the subject was a foreign power or its agent. The Patriot Act dispensed with these requirements, replacing them
with a requirement that the records be relevant to an authorized investigation. By untethering the government’s
request from a particular subject or target, this change arguably eviscerated the “adversity in fact” — the existence of
specific parties with adverse interests — that Article III requires. For more on this aspect of the Article III adversity
requirement, see Marty Lederman & Steve Vladeck, 7he Constitutionality of a FISA “Special Advocate”, Just SECURITY
(Nov. 4, 2013, 1:34 PM), http://justsecurity.org/2873/fisa-special-advocate-constitution/ and Steve Vladeck,
Why a “Drone Court” Wont Work—But (Nominal) Damages Might..., Lawrare (Feb. 10, 2013, 5:12 PM),
http://www.lawfareblog.com/2013/02/why-a-drone-court-wont-work/.

2013 FISA Ct. Opinion, supra note 128. Similarly, it was not until December 2008 — two years after the FISA
Court approved bulk collection under Section 215 — that the court considered the fundamental question of
whether the program could be squared with the limitations contained in the Stored Communications Act.
See In Re Production of Tangible Things from [REDACTED)], No. BR 08-13 (FISA Ct. Dec 12, 2008), available ar
hetp://www.fas.org/irp/agency/doj/fisa/fisc-121208.pdf.

Alderman v. United States, 394 U.S. 165, 184 (1969).

See United Pub. Workers of Am. v. Mitchell, 330 U.S. 75, 89 (1947) (“For adjudication of constitutional issues ‘con-
crete legal issues, presented in actual cases, not abstractions’ are requisite.”); see also Colon v. Howard, 215 E 3d 227,
235 (2d Cir. 2000) (Walker, J., concurring) (noting that the judiciary “is entitled to decide constitutional issues only
when the facts of a particular case require their resolution for a just adjudication on the merits”) (quoting Desist v.

United States, 394 U.S. 244, 258 (1969) (Harlan, J., dissenting )).

For instance, pre-enforcement challenges — which contest an application of the law that has not yet occurred — are
often deemed non-justiciable because courts “possess no factual record of an actual or imminent application of [the
law] sufficient to present the constitutional issues in ‘clean-cut and concrete form.”” Renne v. Geary, 501 U.S. 313,
321-22 (1991) (quoting Rescue Army v. City of Los Angeles, 331 U.S. 549, 584 (1947)). The Supreme Court has
recognized that judicial review “is likely to stand on a much surer footing in the context of a specific application of
[the challenged] regulation than could be the case in the framework of the generalized challenge” made in a pre-
enforcement context. Toilet Goods Ass'n v. Gardner, 387 U.S. 158, 164 (1967). Similarly, when potential defendants
seek a declaratory judgment to clarify their rights or obligations under the law before taking action, courts must take
care to ensure that they are not engaging in a “determination of abstract questions.” Ashwander v. Tenn. Valley Auth.,
297 U.S. 288, 324 (1936). The Supreme Court thus deemed it inappropriate to adjudicate the constitutionality of
a law prohibiting executive branch employees from taking part in political campaigns, when the court could “only
speculate as to the kinds of political activity the appellants desire to engage in or as to the contents of their proposed
public statements or the circumstances of their publication.” United Pub. Workers of Am. v. Mitchell, 330 U.S. 75,
89 (1947). The Second Circuit cited Mitchell in refusing to issue a declaratory judgment on whether an obscenity law
could constitutionally be applied against a theater that hosted nude dance exhibitions. Noting that the dances could
vary from performance to performance, the court reasoned that the First Amendment values asserted could not be
“properly balance[d] ... without further factual specificity and concreteness.” EX. Maltz, Ltd. v. Morgenthau, 556
E2d 123, 125 (2d Cir. 1977).

OLC Memo, supra note 12, at 28. Courts similarly upheld the constitutionality of the FISA procedure against Article
III challenges on the ground that FISA applications “involve concrete questions respecting the application of the Act”
and thus may be analogized to warrants. United States v. Megahey, 553 E Supp. 1180, 1197 (E.D.N.Y. 1982). See also
United States v. Duggan, 743 F2d 59, 70-71 (2d Cir. 1984).

50 U.S.C. § 1881a(i)(3)(A).
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Sabri v. United States, 541 U.S. 600, 608-09 (2004); see also United States v. Raines, 362 U.S. 17, 22 (1960) (arguing
that exercising judicial restraint in a facial challenge “frees the Court . . . from premature interpretations of statutes in
areas where constitutional application might be cloudy”).

United States v. Salerno, 481 U.S. 739, 745 (1987).

See, e.g., Washington State Grange v. Washington State Republican Party, 552 U.S. 442, 457-458 (2008); Gonzales v.
Carhart, 550 U.S. 124, 167-168 (2007).

See, e..g., United States v. Martinez-Fuerte, 428 U.S. 543, 559 (1976) (observing, in upholding checkpoints near the
border to check for immigration papers, that “a claim that a particular exercise of discretion in locating or operating a
checkpoint is unreasonable is subject to post-stop judicial review”).

After all, ordinary criminal wiretaps under Title III, like electronic surveillance activities under FISA, require the
government to “minimize” the interception of communications not otherwise subject to interception. 18 U.S.C. §
2518(5). In the Title III context, however, there is no generalized court review of minimization procedures analogous
to the FISA Court’s review — presumably because such review may occur on a case-by-case basis. See, e.g., United
States v. Hoffman, 832 E2d 1299, 1307 (Ist Cir. 1987); United States v. Lopez, 300 E3d 46, 57 (1st Cir. 2002);
United States v. Bennett, 219 E3d 1117, 1123-24 (9th Cir. 2000).

Massachusetts v. E.PA., 549 U.S. 497, 516 (2007) (quoting Flast v. Cohen, 392 U.S. 83, 95 (1968)).

Eric. H. HorpEer, Jr, U.S DerT OF JusTiCE, PROCEDURES USED BY THE NATIONAL SECURITY AGENCY FOR
TarRGETING NoN-UNITED STATES PERSONS ReasonaBry Berievep 1O BE Locatep OutsipE THE UNITED
STATES TO ACQUIRE FOREIGN INTELLIGENCE INFORMATION PURSUANT TO SECTION 702 OF THE FOREIGN
INTELLIGENCE SURVEILLANCE ACT OF 1978, As AMENDED 1-2 (2009) (emphasis added), available at
https://s3.amazonaws.com/s3.documentcloud.org/documents/716633/exhibit-a. pdf.

50 U.S.C. § 1810.

See Clapper v. Amnesty Int’l USA, 133 S. Ct. 1138, 1140 (2013); ACLU v. NSA, 493 F.3d 644, 648 (6th Cir. 2007).
Moreover, the Ninth Circuit Court of Appeals has held that this provision is not a waiver of sovereign immunity and
thus authorizes lawsuits against private parties but not the government. Al-Haramain Islamic Found., Inc. v. Obama,

705 E3d 845, 848 (9th Cir. 2012).

50 U.S.C. §§ 1806(c), 1806(e), 1881e(a).

See Brief for Appellant at Argument I1.3, [n 7e Sealed Case, 310 E3d 717 (FISA Ct. Rev. 2002) (No. 02-001) (quoting
H.R Rer. 95-1283, at 24 n.14 (1978)), available ar http://www2.gwu.edu/-nsarchiv/INSAEBB/NSAEBB178/surv23.pdf
(“[TThe 1978 legislative history [of FISA] correctly predicts that ‘prosecution is rarely the objective or the result’ of FISA

surveillance . . ..”).

Charlie Savage, Door May Open for Challenge to Secrer Wiretaps, N.Y. Times (Oct. 16, 2013), available at hetp:/[www.
nytimes.com/2013/10/17/us/politics/us-legal-shift-may-open-door-for-challenge-to-secret-wiretaps.heml?_r=28&.

See, e.g., John Shiffman & Kristina Cooke, Exclusive: U.S. Directs Agents to Cover up Program Used to Investigate Americans,
ReuTERs (Aug. 5,2013, 3:25 PM), http://www.reuters.com/article/2013/08/05/us-dea-sod-idUSBRE97409R20130805.

50 U.S.C. § 1806(f); see also United States v. Daoud, 761 E3d 678, 678 (7th Cir. 2014) (reversing district court’s decision

ordering the government to provide defense counsel with the materials on which the FISA application was based).

50 U.S.C. §§ 1803(e), 1881a(h)(4).
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Spencer Ackerman, FISA Court: No Telecoms Company Has Ever Challenged Phone Records Orders, GuarRDIAN (Sept
17, 2013, 6:29 PM), http://www.theguardian.com/law/2013/sep/17/fisa-court-bulk-phone-records-collection.
In 2010, Sprint threatened to bring a challenge if the government did not share its legal rationale for the program,
but after the government shared the documents, Sprint agreed to provide the records. See Ellen Nakashima,
U.S. Revealed Secret Legal Basis for NSA Program to Sprint, Declassified Files Show, WasH. Post (May 14, 2014),
hetp://wapo.st/1sOPUj4. After the bulk collection program was revealed and one district court judge ruled
it unconstitutional, Verizon, having received its periodic production order issued by the FISA Court, filed
a motion with the FISA Court asking whether it had considered the district court opinion. Verizon did not
challenge the order, however (although some reports described its motion as a “challenge”). See Evan Hill,
Telecom Firm Fails in First Known FISA Court Surveillance Challenge, AL JazEERA AM. (Apr. 25, 2014, 6:30 PM),
http://america.aljazeera.com/articles/2014/4/25/only-telecom-to-challengesurveillancefailsinfisacourt.heml.

Conor Friedersdorf, FISA Court Orders Are Rarely Challenged, Presiding Judge Says, AtLanTic (July 30, 2013, 8:09 AM),
hetp://www.theatlantic.com/politics/archive/2013/07/fisa-court-orders-are-rarely-challenged-presiding-judge-says/278200/.

See Jennifer Granick, FISA Amendments Act Is Way Worse for Privacy than Title III, CENTER FOR INTERNET AND SOCIETY
(Nov 13, 2012, 2:35 PM), http://cyberlaw.stanford.edu/blog/2012/11/fisa-amendments-act-way-worse-privacy-title-
iii (comparing minimization requirements); Brief for Appellant at Argument I, I re Sealed Case, 310 E3d 717 (FISA
Ct. Rev. 2002) (No. 02-001) (noting that “FISA’s minimization standards are more generous than those in Title III”).

In re Directives Pursuant to Section 105B of Foreign Intelligence Surveillance Act, 551 F.3d 1004, 1011 (FISA Ct.
Rev. 2008). The challenge was brought by a communications service provider.

Camara v. Municipal Court of S.E, 387 U.S. 523, 534-37 (1967).
New Jersey v. T.L.O., 469 U.S. 325, 326 (1985).
Griffin v. Wisconsin, 483 U.S. 868, 868 (1987).

Skinner v. Railway Labor Executives’ Assoc., 489 U.S. 602, 602 (1989); see also National Treasury Employees Union
v. Von Rabb, 489 U.S. 656, 671 (1989).

In re Directives Pursuant to Section 105B of Foreign Intelligence Surveillance Act, 551 F.3d 1004, 1011 (FISA Ct.
Rev. 2008).

The FISA Appeals Court used the “totality of circumstances” test articulated by the Supreme Court for cases in which
warrants are not required. /. at 1012.

1d.
Id. at 1016.

New Jersey v. TL.O., 469 U.S. 325, 351 (1985) (Blackmun, J., concurring) (noting that a warrant may not be
required when “special needs, beyond the normal need for law enforcement, make the warrant and probable-cause
requirement impracticable”).

United States v. Truong Dinh Hung, 629 E2d 908, 913 (4th Cir. 1980) (quoting United States v. United States Dis-
trict Court, 407 U.S. 297, 315 (1972)) (holding that a warrant requirement would “unduly frustrate” the president’s
exercise of his foreign affairs authority).

See supra text accompanying note 40.
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Zweibon v. Mitchell, 516 E2d 594, 642 (1975). Two other arguments put forward by the government were not directly
relevant to the issue of whether a warrant was impracticable. First, the argument that foreign security wiretaps were likely
to be aimed at collecting and maintaining “strategic” intelligence information, making criminal prosecutions less likely and
Fourth Amendment protections less essential, relates to the harm caused by surveillance rather than the effect of requiring
a warrant. [d. at 648. As Justice Douglas explained in his opinion in the Keith case, however, open-ended and unfocused
national security investigations risk becoming the type of general warrants that are forbidden by the Fourth Amendment. See
supra text accompanying notes 37-39. Second, the argument that a warrant requirement would place an enormous admin-
istrative burden on the executive branch and courts is “grounded in expediency,” not the ability of the government to carry
out surveillance, and, in any event, could not serve as a basis for resolving a constitutional inquiry. Zweibon, 516 E2d at 651.

United States v. U.S. Dist. Court for E. Dist. of Mich. (Keith), 407 U.S. 297 (1972).

Zweibon, 516 F.2d at 647 (noting that “[s]ince the warrant proceeding is conducted ex parte, disclosure of information
can be restricted to the judge; administrative personnel can be provided by the Government should he require clerical
or other assistance”).

This argument was also rejected by the D.C. Circuit. /4. at 649-50. In In re Directives Pursuant to Section 105B of
Foreign Intelligence Surveillance Act, 551 E3d 1004, 1010 (FISA Ct. Rev. 2008), however, the FISA Appeals Court
accepted that this delay would “materially interfere” with the collection of foreign intelligence.

Zweibon, 516 F.2d at 649-50.

Id. at 646.

Id.

United States v. Karo, 468 U.S. 705, 718 (1984); see also Zweibon, 516 F.2d at 636.

See Foreign Intelligence Surveillance Act Court Orders 1979-2014, Erec. Privacy Inro. Crr. (May 1, 2014),
hreps://epic.org/privacy/wiretap/stats/fisa_stats.html.

Calculated from the Administrative Office of the U.S. Courts’ Wiretap Reports from the years 2013 and 2002, showing
35,200 total intercept applications requested and 35,189 authorized from 1996 - 2013. ApmIN. OFrFICE OF THE U.S.
Courts, WIRETAP REPORT 2013 tbl. 7 (2013), available at

htep://www.uscourts.gov/Statistics/ WiretapReports/wiretap-report-2013.aspx#sal;

ApMiN. Orrice oF THE U.S. Courts, WIRETAP REPORT 2002 tbl. 7 (2002), available at
htep://www.uscourts.gov/Statistics/ WiretapReports/ WiretapReport2002.aspx.

Camara v. Municipal Court of S.E, 387 U.S. 523, 538 (1967).

Orin Kerr, “Special Needs” and the NSA Surveillance Program, VoLoku Conspiracy (Feb. 13, 2006, 2:54 PM),
http://volokh.com/2006/02/13/special-needs-and-the-nsa-surveillance-program/.

In United States v. Brignoni-Ponce, the Court invalidated roving patrols near the international border that were justified
as necessary to interdict illegal aliens and prevent smuggling. 422 U.S. 873, 881 (1975). In Delaware v. Prouse, the
Court struck down discretionary spot checks for driver’s licenses and registration that were justified as part of the state’s
effort to promote public safety on the road. 440 U.S. 648, 648 (1979); see also MacWade v. Kelly, 460 E3d 260, 265
(2d Cir. 2006) (noting, in upholding random searches of backpacks and other containers on the New York subway
system, that “[o]fficers exercise virtually no discretion in determining whom to search”).

Delaware v. Prouse, 440 U.S. 648, 654 (1979) (quoting Terry v. Ohio, 392 U.S. 1, 21 (1968)).
See 2011 Bates Decision, supra note 117, at *27 (“The [FISA Appeals Court] and this Court have recognized that the

procedures governing retention, use, and dissemination bear on the reasonableness under the Fourth Amendment of
a program for collecting foreign intelligence information.”).
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Eric H. HoLDER, Jr. U.S. DEP’T OF JUSTICE, MINIMIZATION PROCEDURES USED BY THE NATIONAL SECURITY AGENCY
In CONNECTION WITH ACQUISITIONS OF FOREIGN INTELLIGENCE INFORMATION PURSUANT TO SECTION 702 OF THE
FOREIGN INTELLIGENCE SURVEILLANCE ACT OF 1978, As AMENDED 7, 9 (2011), available ar htep://www.dni.gov/files/
documents/Minimization%20Procedures%20used%20by%20NSA%20in%20Connection%20with%20FISA%20
SECT%20702.pdf.

See Gellman et al., supra note 171.

50 U.S.C. §§ 1881a(b)(2), 1881a(g)(2)(A)(vii).

Eric H. Horper, Jr. U.S. DEPT OF JUSTICE, MINIMIZATION PROCEDURES USED BY THE NATIONAL SECURITY
AGeNncY IN CONNECTION WITH ACQUISITIONS OF FOREIGN INTELLIGENCE INFORMATION PURSUANT TO SECTION
702 OF THE FOREIGN INTELLIGENCE SURVEILLANCE AcCT OF 1978, As AMENDED § 3(b) (2009), available at
heep://www.theguardian.com/world/interactive/2013/jun/20/exhibit-b-nsa-procedures-document.

2011 Bates Decision, supra note 117, at *13 (FISA Ct. Oct. 3, 2011).

PCLOB 702 RePORT, supra note 166, at 55-60.

50 U.S.C. § 1804.

PCLOB 702 REPORT, supra note 166, at 59.

MicuatL B. Mukasey, U.S. Dep'r OF JusTice, THE ATTORNEY GENERAL'S GUIDELINES FOR DoMEsTtic FBI OperaTIONS §
II(B)(4)(2) (D) (Sept. 29, 2008), available at http://www.justice.gov/sites/default/files/ag/legacy/2008/10/03/guidelines. pdf.

See, e.g., United States v. Duggan, 743 F.2d 59, 78 (2d Cir. 1984); United States v. Pelton, 835 E2d 1067, 1075-76
(4th Cir. 1987).

In re All Matters Submitted to Foreign Intelligence Surveillance Court, 218 E Supp.2d 611, 623 (FISA Ct. 2002),
revd, In re Sealed Case, 310 E3d 717 (FISA Ct. Rev. 2002).

In re Sealed Case, 310 E3d 717, 743 (FISA Ct. Rev. 2002).
Id. at 744-45.

Ferguson v. City of Charleston, 532 U.S. 67, 68 (2001).
Id.

Even if a court may ascertain, on its own, that the facts set forth in an application for a FISA order support the neces-
sary finding of probable cause, there remains the possibility that those facts are untrue. In many cases, only the defen-
dant will have information necessary to disprove an application’s veracity. The Fourth Amendment’s Warrant Clause
requires that a defendant have the opportunity to seek an evidentiary hearing on this point, known as a “Franks hear-
ing.” Franks v. Delaware, 438 U.S. 154, 164-65, 168 (1978). As one federal appellate judge recently noted, however,
barring a defendant from seeing the FISA application effectively prevents him from making the showing necessary to
trigger a Franks hearing — which means the court never even hears the relevant evidence. United States v. Daoud, 755

E3d 479, 486 (7 Circ. 2014) (Rovner, J., concurring).
United States v. Brown, 484 E2d 418, 427 (5th Cir. 1973) (Goldberg, J., concurring) (“The judiciary must not be
astigmatic in the presence of warrantless surveillance; rather judges must microscopically examine the wiretaps in order

to determine whether they had their origin in foreign intelligence or were merely camouflaged domestic intrusions.”).

United States v. Truong Dinh Hung, 629 F2d 908, 915 (4th Cir. 1980) (citation omitted).
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PCLOB 702 RePORT, supra note 166, at 7.
50 U.S.C. § 1801(e).

See supra text accompanying note 175.
Truong, 629 F2d at 915.

In re DNI/AG Certification [REDACTED], No. 702(i)-08-01, at 40-41 (FISA Ct. Sept. 4, 2008), available at heeps://
www.efl.org/files/2015/03/02/fisc_opinion_and_order_september_4_2008.pdf.

50 U.S.C. § 1801(h)(1).
Smith v. Maryland, 442 U.S. 735, 735 (1979).

See, e.g., 2013 FISC Opinion, supra note 128, at 6-9; United States v. Reed, 575 E3d 900, 914 (9th Cir. 2009); U.S.
Telecom Ass’'n v. FCC, 227 E3d 450, 454 (D.C. Cir. 2000).

Lee Ferran, Ex-NSA Chief: ‘We Kill People Based on Metadata,” ABC News (May 12, 2014, 12:59 PM),
htep://abecnews.go.com/blogs/headlines/2014/05/ex-nsa-chief-we-kill-people-based-on-metadata/.

See, e.g., Declaration of Prof. Edward W. Felten at 13-22, ACLU v. Clapper, 133 S.Ct. 1138 (2013) (No. 13-cv-
03994).

United States v. Warshak, 631 F3d 266, 286-87 (6th Cir. 2010).
Riley v. California, 134 S.Ct. 2473, 2490 (2014).
United States v. Jones, 132 S.Ct. 945, 957 (2012) (Sotomayer, J., concurring).

This regime should not look identical to FISA as it stood before 2007, however. Outdated aspects of FISA — includ-
ing its reliance on geography as a proxy for nationality and its differential treatment of wire and satellite communica-
tions — should be jettisoned. A court order should be required to obtain communications involving U.S. persons,
regardless of where or how the person is communicating or the means by which the communication is intercepted.
Wiretapping of communications involving Americans that takes place abroad, for instance, should not be exempt
from FISA’s reach; nor should domestically intercepted radio transmissions (e.g., from cell phone calls) be exempt
simply because one party to the call is overseas.

See FISA Court Reform Act of 2013, S. 1467, 113th Cong. § 3 (2013); U.S.A. FREEDOM Act, H.R. 3361,
113th Cong. § 401 (2013); Privacy anp Crvie LiBerties OVERSIGHT Bp., ReporT ON THE TELEPHONE RE-
corps ProGrRaM ConDUCTED UNDER SeCTION 215 OF THE USA PATRIOT Acrt anD onN THE OPERATIONS OF
THE FOREIGN INTELLIGENCE SURVEILLANCE Courr 184 (2014) [hereinafter PCLOB 215 RErorrt|, available at
hetp:/fwww.pclob.gov/library/215-Report_on_the_Telephone_Records_Program.pdf; PRresiDENTS ReviEw GRp. ON INTEL-
LIGENCE AND COMMUNICATIONS TECHNOLOGIES, LIBERTY AND SECURITY IN A CHANGING WORLD 203-04 (2013) [hereinafter
Review Grour RepoRT], available ar http://www.whitehouse.govi/sites/default/files/docs/2013-12-12_rg_final_report.pdf.

Barack Obama, President, Address at the U.S. Department of Justice, supra note 166; James G. Carr, Op-Ed., 4
Better Secret Court, N.Y Times, July 22, 2013, at A21, available at
http://www.nytimes.com/2013/07/23/opinion/a-better-secret-court.heml?_r=18&; Stephen Braun, Former Judge
Admirts Flaws in Secret Court, Yanoo News (July 9, 2013, 3:25 PM),
hetp://news.yahoo.com/former-judge-admits-flaws-secret-court-145541583.html. Buz see Comments of the Judiciary
on Proposals Regarding the Foreign Intelligence Surveillance Act (Jan. 10, 2014), available at
heep://www.lawfareblog.com/wp-content/uploads/2014/01/1-10-2014-Enclosure-re-FISA.pdf (presenting one
former FISA Court judge’s view that the participation of a privacy advocate in FISA proceedings would be
unnecessary and counterproductive).
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See FISA Improvements Act of 2013, S. 1631, 113th Cong. § 4 (2013); Ensuring Adversarial Process in the FISA
Court Act, H.R. 3159, 113th Cong. § 2(b)(5) (2013).

See ANDREw NOLAN & RicHARD M. THompsoN, CoNG. RESEARCH SERv., R43362, REFORM OF THE FOREIGN
INTELLIGENCE SURVEILLANCE COURTS: PROCEDURAL AND OPERATIONAL CHALLENGES 9-10 (2014), available at
hetp://www.fas.org/sgp/crs/intel/R43362.pdf; PCLOB 215 REPORT, supra note 272, at 184.

The known instances of amicus participation occurred in the rare instances in which FISA matters were proceeding
publicly and outside parties requested permission to file briefs. See, e.g., Order Granting Leave for Center for National
Security Studies to File Brief of Amicus Curiae Not Exceeding 7000 Words, /n re Application of the FBI for an
Order Requiring the Production of Tangible Things, No. BR 14-01 (FISA Ct. Mar. 20, 2014), available at
htep://www.fisc.uscourts.gov/sites/default/files/Misc%2014-01%200rder-1.pdf; Motion of the Reporters Committee for
Freedom of the Press, ABC, Inc., the Associated Press, Bloomberg L., Dow Jones & Company, Inc., Gannett Co., Inc., Los
Angeles Times, the Mcclatchy Company, National Public Radio, Inc., the New York Times Company, the New Yorker, the
Newsweek/Daily Beast Company LLC, Reuters America LLC, Tribune Company, and the Washington Post for Leave to File
Brief'as Amici Curiae in Support of the Motion for the Release of Court Records and the Motions for Declaratory Judgment,
InreOrders of this Court Interpreting Section 215 of the PATRIOT Act, No. Misc. 13-02 (FISA Ct. Aug. 7, 2014), available at
htep://www.fisc.uscourts.gov/sites/default/files/Misc%2013-02%20Motion-4.pdf; Brief for National Association of Criminal
Defense Lawyersas Amici Curiaein Supportof Affirmance, /nreSealed Case, 310E3d 717,719 (FISACt. Rev. 2002), availableat
heep://www.nacdl.org/WorkArea/linkit.aspx?LinkIdentifier=id&ItemID=16211&1ibID=16181.
If the ability of an outside party to request amicus participation were to become routine rather than exceptional, there s little
reason to expect that the FISA Court would grant such requests liberally.

See JARED P. CoLE & ANDREW NoLAN, CONG. RESEARCH SERV., R43451, REFORM OF THE FOREIGN INTELLIGENCE
SURVEILLANCE COURTS: A BRIEF OVERVIEW §-8 (2014), available at http://fas.org/sgp/crs/intel/R43451 . pdf.

See Lederman & Vladeck, supra note 188.

See Ending Secret Law Act, S. 1130, 113th Cong. (2013); U.S.A. FREEDOM Act, H.R. 3361, 113th Cong. (2013);
USA FREEDOM Act of 2014, S. 2685, 113th Cong. (2014); Intelligence Oversight and Surveillance Reform Act,
S. 1551, 113th Cong. (2013); FISA Court Reform Act of 2013, S. 1467, 113th Cong. (2013); LIBERT-E Act, H.R.
2399, 113th Cong. (2013); FISA Court in the Sunshine Act of 2013, H.R. 2440, 113th Cong. (2013); Ending Secret
Law Act, H.R. 2475, 113th Cong. (2013).

Classified Information Procedures Act of 1980, 18 U.S.C. app. § 3.

For more on this argument, see Beryl A. Howell & Dana J. Lesemann, FISA’s Fruits in Criminal Cases: An Opportunity
Jfor Improved Accountability, 12 UCLA J. INT'L L. & ForeieN Arr. 145, 155-62 (2007).

See Clapper v. Amnesty Int’l USA, 133 S. Ct. 1138, 1145 (2013).
See Al-Haramain Islamic Found., Inc. v. Obama, 705 E3d 845, 848 (9th Cir. 2012).
50 U.S.C. § 1801(c)(1).

Exec. OFFICE OF THE PRESIDENT, PRESIDENTIAL Poricy Directive/PPD-28, at 4 (2014), available at
hetp://www.lawfareblog.com/wp-content/uploads/2014/01/2014sigint.mem_.ppd_.rel_.pdf.
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If these criteria were adopted, it would be critical to define “cybersecurity threats” in a manner that does
not sweep too broadly. Recent cybersecurity legislation contains an overbroad definition that would encom-
pass various types of online mischief that in no way constitute national security threats, and may even en-
compass the activities of whistleblowers in disclosing government fraud, waste, or abuse. See Cybersecu-
rity Information Sharing Act of 2014, S. 2588, 113* Cong. (2014); Letter from ACLU et al. to Sen. Harry
Reid, Sen. Mitch McConnell, Sen. Dianne Feinstein, Sen. Saxby Chambliss 1 (June 26, 2014), available ar
https://www.aclu.org/sites/default/files/assets/6-26-14_--_cisa_sign-on_letter_final.pdf (citing “the discussion draft au-
thored by Senate Select Intelligence Committee (“SSCI”) Chairman Dianne Feinstein (D-CA) and Vice Chairman
Saxby Chambliss (R-GA) and released earlier [in June 2014]”). Other terms within these six criteria could conceivably
benefit from a more detailed definition as well, and much would depend on how the government and the FISA Court
interpreted them. Ensuring a level of transparency in FISA Court rulings should allow lawmakers and the public to
assess whether further definition-tightening is necessary.

United States v. Brown, 484 E2d 418, 427 (5th Cir. 1973) (Goldberg, J., concurring).

It is less likely that programmatic collection of Americans telephone records will continue, given the clear tension
between the program and the text of Section 215, as well as President Obama’s stated intent to end the program. In the
event that bulk collection does continue, however, Congress should codify the current practice of requiring the FISA
Court to pre-approve any searches of the data.

To the extent targeting procedures could, in some of their particulars, reveal specific capabilities that depend on secrecy
for their effectiveness, they cannot be spelled out by Congress. However, many of the targeting procedures contained
in the now-public 2009 document clearly did not require classification. For instance, whether any doubt about a
target’s nationality or location should be resolved in the government’s favor is a question that can be openly debated
and answered by Congress. See HOLDER, supra note 201, at 4. Congress also could specify that the government must
undertake many of the inquiries that the government may take under the current procedures — such as identifying
the country code of a telephone number it plans to surveil, or comparing phone numbers or e-mail accounts against
information in NSA’s existing databases. See HOLDER, supra note 201, at 2-3. As for minimization procedures, there is
simply no justification for concealing the steps that the government takes to effectuate Congress’s command to “mini-
mize” the acquisition, retention, and dissemination of U.S. person information. There is no manner in which a target
could use this information to avoid collection, as minimization — in practice, even if not in theory — imposes no
limits at the collection stage. Moreover, a target by definition must be a non-U.S. person, and minimization require-
ments apply only to U.S. person information. The specifics of how minimization is accomplished thus offer no hints
to a target about how his own information may be acquired, retained, or disseminated.

Advocates for greater oversight might argue that a clear error review — on a matter in which the judiciary already
is inclined to be deferential to the executive’s judgments — would accomplish little. In fact, however, the require-
ment would serve an important checking function. By forcing the government to articulate the factual basis for
choosing selectors, it would create an incentive for self-restraint at the front end of the process. While it is unlikely
that the FISA Court would reject any of the selectors that the government submitted to it, it is quite likely that
the list of selectors presented to the court would be smaller and better justified than would otherwise be the case.
On the flip side, the government would no doubt argue that this proposal represents an unworkable burden on the
executive branch and the FISA Court. If the government’s scope of collection remained as broad as it is now, that
argument might hold some weight. However, the burden stemming from this proposal should be greatly diminished
by the reinstatement of the “agent of a foreign power” and “primary purpose” criteria, as well as the narrowing of the
definition of “foreign intelligence information.” Following these changes, the number of targets for whom selection
terms must be presented to the court — while no doubt large — should be nowhere near the reported 89,000 targets
today. 2013 Transparency Report, supra note 178 (estimating that 89,138 targets were affected by Section 702 in 2013).
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