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created hastily as part of the sweeping U.S. response
to the terrorist attacks of September 11, 2001. With
some 260,000 full-time employees and an annual budget
of $103 billion, the sprawling agency is a ubiquitous facet

T he Department of Homeland Security (DHS) was

of American life. As the Brennan Center demonstrates in
its DHS at 20: An Agenda for Reform series, which builds
on years of research on terrorism prevention, social media
monitoring, and surveillance, the department’s programs
are plagued by an overbroad mandate that gives its agents
huge latitude and scant guidance. Previous reports in this
series have advised focusing DHS’s work and strengthen-
ing safeguards against overreach.! This report details the
internal oversight reforms that must accompany these
changes.

Congress has codified the protection of civil rights, civil
liberties, and privacy as departmental obligations. DHS’s
mission statement espouses a commitment to American
values, which it does not define but which presumably
reflect these protections.? Several headquarters oversight
offices within DHS are meant to uphold these responsibil-
ities, including the Office for Civil Rights and Civil Liberties
(CRCL), the Privacy Office, and the Office of Inspector

General (OIG). Certain headquarters operational divisions,
such as the Office of Intelligence and Analysis (I&A), and
subdivisions within DHS components also perform over-
sight, liaise with headquarters oversight offices, and
conduct internal affairs inquiries. Finally, the Privacy and
Civil Liberties Oversight Board (PCLOB), an independent
executive agency that reviews government counter-
terrorism activities and advises the president, has jurisdic-
tion over DHS.

Yet the existing mechanisms for oversight and account-
ability are too weak to check the department’s expansive
authorities and operations. They have proved ineffective
to protect the values that DHS purports to uphold. By
ceding to law enforcement operations and priorities, they
have paved the way for the excessive surveillance and
aggressive counterterrorism practices that DHS has
become notorious for.

The various oversight offices within DHS have two roles
to play. First, they must effectively advise operational and
policy decision-makers before the department takes any
action. They must determine whether a proposed initiative
should be modified or even abandoned to avoid potential
civil rights, civil liberties, or privacy harms. Oversight
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offices must set meaningful guardrails, determine how to
implement them, and communicate them clearly both
internally and to the public. This work must be robust and
uncompromising.

Second, effective oversight offices must investigate errors
and reported abuses, issue corrective action, and hold DHS
accountable to the people it has harmed. When the depart-
ment oversteps its bounds, its oversight offices should
systematically determine what went wrong, who was
harmed, and how it happened. They should then explain
publicly what happened, determine and communicate
appropriate changes going forward, and offer meaningful
redress to affected individuals for the damages they suffered.

Today, oversight at DHS falls far short in both of these
essential roles. Oversight offices have limited access to
records. They lack independence and standing in the
department’s political structure. And they struggle with
transparency. Headquarters oversight lacks leverage in
component oversight offices, which are all woefully under-
staffed relative to DHS’s immense operational workforce.
Furthermore, the reporting lines at those component
offices sideline CRCL and the Privacy Office.

Remedies designed to make whole the people harmed
by DHS activities are also weak. No cause of action against
federal officials exists for civil rights violations, and money
damages are rarely available for such harms. The judiciary,
meanwhile, has chiseled away at First, Fourth, Fifth, and
Sixth Amendment protections.

But there is a way forward.

First, the DHS secretary should increase the promi-
nence, independence, and access of CRCL and the Privacy
Office. Whereas the Privacy Office is already authorized
by statute, CRCL'’s oversight authorities must be strength-
ened (including in statute by Congress), and both offices
need a stronger presence throughout DHS, not just at
headquarters.

Second, the secretary should direct and empower CRCL
and the Privacy Office to step up their reporting on how
the department affects Americans. CRCL should release
public assessments of proposed operations, and the Privacy
Office should revise its current assessment program to
ensure that its reports present clear, relevant, and up-to-
date information. The status quo serves to obfuscate, not
illuminate, DHS programs impacting the American public.

Third, while conducting its programmatic and criminal
inquiries, OIG should scrutinize the department’s claims
about program effectiveness and determine whether DHS
activities violate civil rights, civil liberties, and privacy. It
also should report on its investigations and their outcomes
publicly and in greater detail.

Fourth, the PCLOB should perform an in-depth review
of DHS’s oversight framework — its successes, failures,
and missed opportunities — and offer recommendations
to bolster its regulatory functions. Several of the board’s
ongoing inquiries relate to DHS programs, but their results

likely will not be released publicly because they were initi-
ated by the department as requests for advice. As much
information as possible from these inquiries should be
made available to the public.

Finally, Congress should codify improved oversight
structures within the department and conduct regular
public hearings and investigations into DHS oversight. It
must also strengthen remedies available to members of
the public for abuse by federal agents, including by recog-
nizing constitutional tort claims in statute.

Existing Oversight
Weaknesses

DHS oversight has three tiers: CRCL and the Privacy
Office at headquarters; various civil rights, civil liberties,
privacy, and internal affairs offices in the components; and
OIG, which has broad statutory oversight responsibilities
and reports to the secretary of homeland security.

Weak authorities impede these offices.® In particular,
component civil rights and privacy officers report to
component operational leadership, creating a fundamental
conflict of interest and a lack of authority and control by
headquarters oversight. Functions and jurisdictions also
overlap among the various offices. Component agencies
handle civil rights, civil liberties, and privacy oversight
internally and in conjunction with CRCL and the Privacy
Office, which causes confusion and allows complaints to
fall through bureaucratic gaps.

This section outlines the three levels of DHS oversight,
the respective entities’ responsibilities, and gaps and
opportunities for improvement. Its assessment is based on
limited publicly available information, which is especially
scarce for component oversight offices. Interviews with
former and current DHS officials and civil society engage-
ments with DHS oversight offices involving the Brennan
Center supplement the underlying research.

CRCL

DHS’s founding statute established an officer for civil rights
and civil liberties, a presidentially appointed position
charged with ensuring that DHS respects the civil rights
and liberties of people affected by departmental activities
and programs.* The officer advises the DHS secretary on
incorporating civil rights and civil liberties protections into
the department’s activities and investigates possible
abuses, such as profiling by DHS employees. The officer
also reports updates to Congress and oversees compliance
with constitutional, statutory, and other civil rights and
liberties requirements.® This officer directs CRCL.— which
itself is not explicitly authorized by statute — and its
115-person staff (based on a 2022 count).® That such a
small office could effectively oversee and curtail the civil
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rights and liberties harms of the massive, globally dispersed
DHS workforce is dubious. Unsurprisingly, CRCL has
struggled to do so.

CRCL staff reviews draft policies and intelligence
products, carries out trainings, and provides advice to
government employees — mostly DHS officers but also state
and local partners.” CRCL’s formal mechanism of pre-
operational review is to conduct impact assessments, which
analyze the potential effects of DHS programs, policies, and
activities on individuals’ civil rights and civil liberties. Some
assessments are directed by Congress, such as reviews of
information-sharing coordination and rail screening, and
others are directed by the secretary. Department leadership
may request reviews as well, and the CRCL officer can initi-
ate them?

These assessments are the office’s most comprehensive
reviews, but they sometimes overlook obvious civil rights
and civil liberties gaps, in effect sanctioning continued
harm by the department.® For instance, in a 2013 review of
invasive electronic device searches at the U.S. border, CRCL
found that Customs and Border Protection (CBP) and
Immigration and Customs Enforcement (ICE) operations
do not violate the First or Fourth Amendments. According
to the assessment, imposing a “reasonable suspicion” stan-
dard on DHS’s otherwise total discretion would be “oper-
ationally harmful” with no civil rights or civil liberties
benefits.® Yet in the years since CRCL issued this assess-
ment, CBP has targeted Americans at the border for activ-
ities protected by the First Amendment, undermining at a
minimum the ongoing accuracy of CRCL’s representations
to the public.t

CRCL’s assessments are also infrequent and rarely
public: DHS’s website lists only eight CRCL impact assess-
ments, few of which are available online. The latest assess-
ment listed is dated 2013.22 Moreover, the absence of a
compliance mechanism limits the power of impact assess-
ments — and of oversight more broadly. Former DHS offi-
cials have noted that components can choose to ignore
CRCL recommendations without fear of reprisal.’3
Noncompliance is not reported to Congress or the public;
no accounting procedures exist to document how often
components disregard CRCL input.

CRCL does participate in various deliberative forums on
the potential civil rights and civil liberties effects of proposed
DHS operations. For example, the department maintains a
data access review council that lets CRCL and other over-
sight offices provide input on data-sharing agreements with
national security agencies.** The council also oversees [&A’s
creation of “data analysis tools” for the department, which
I&A is supposed to memorialize in written documents
reviewed by the council. Neither the data-sharing agree-
ments nor these operational documents are available to the
public, and available privacy documentation provides little
insight.’® Accordingly, it is difficult to assess these programs
and whether the council provides meaningful oversight.’®

DHS officials claim that working closely with oversight
offices ensures that the department does not violate
constitutional protections,” but the influence of these
internal advice functions is unclear. Case in point is CRCL’s
sidelined involvement in reviewing intelligence reports,
including those about sensitive topics that involve Ameri-
can citizens.’® [&A successfully appealed to DHS senior
officials to remove CRCL from its review process, presum-
ably because [&A found CRCL input an impediment to its
freewheeling approach to intelligence activities.”® While
CRCL’s exact role today is unknown, the fact that CRCL
could be deliberately removed from the review process
underscores its weak authority.

DHS Intelligence Oversight

>> Chronic abuses plague I&A, the headquarters
office that conducts domestic intelligence activities and
oversees many other DHS intelligence functions. I&A's
intelligence oversight branch is tasked with ensuring that
the office’s activities comply with guidelines for the
collection and dissemination of information about
Americans.?° However, I&A's oversight personnel lack
independent authority; they are subordinate to the
officials they oversee and have no recourse when the
office’s lead official or another senior employee disre-
gards their advice.?! These dynamics impede intelligence
oversight, limiting oversight officers’ ability to enforce
guidance.

Arecent I&A reorganization did little to address these
shortcomings and nothing to address the inherent
structural obstacles.?? The I&A undersecretary announced
in May 2023 that oversight and compliance roles
previously dispersed around the organization had been
centralized and elevated, but the person responsible for
oversight still reports to an officer who reports to the
undersecretary — keeping the new unit subordinate to the
office it oversees.?® I&A's authorities remain “vague,” as the
undersecretary noted at a September 2023 public event;
the reorganization amounted to scarcely more than
renaming |&A's subdivisions and shuffling functions and
personnel, all of which future leadership can easily undo.?*

DHS components execute intelligence operations as
well. CBP and ICE officers have conducted extensive
surveillance of activists across the political spectrum,
including those who oppose their operations. ICE also
purchases location information from data brokers, a
practice that evades Fourth Amendment protections.?®
These intelligence-gathering activities threaten the
rights of U.S. citizens, immigrants, and travelers, yet
they go almost entirely without oversight.
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At the component level, smaller oversight offices
perform tasks analogous to those executed by CRCL, but
they report to their component heads, not to headquar-
ters.?® Although this arrangement may foster trust in
component oversight officers, it undermines CRCL’s
autonomy, authority, and relative independence and risks
that operational officers may too easily override issues
flagged by their oversight personnel.Z

Additionally, CRCL is mandated to review complaints
filed by members of the public about alleged civil rights
and civil liberties abuses that the DHS inspector general
has declined to investigate.?® The number of such
complaints has risen steadily over the last eight years.?
Yet the office declines to investigate roughly 70 percent
of complaints.3® CRCL may also choose to refer them to
the relevant components for investigation and then
review their findings. A review of available statistics
suggests CRCL generally retains investigations related to
immigration and detention, while allegations regarding
discrimination, use of force, First and Fourth Amendment
abuses, and other rights violations are referred to OIG,
which usually investigates about 20 referred complaints
of the hundreds received by CRCL annually.*

The complaints process aims primarily to inform
CRCL’s “proactive policy advice” to DHS leadership. The
office states that it does not provide injured persons with
any “rights or remedies,”*? nor does it provide any redress
or relief to anyone filing complaints.®® The weight of
CRCL’s insight into complaints about DHS leadership is
unknown. Civil society organizations have cited these
factors as reasons to pursue alternate routes such as liti-
gation to remedy abuses.®* And the complaint process
itself is confusing, opaque, and wrought with deficien-
cies.® CRCL lacks authority to subpoena the department
for necessary documents, hampering its ability to access
information that is essential to investigations. How many
complaints slip through the cracks, as has occurred in the
past, is anyone’s guess.3®

CRCLissues annual reports to Congress that, while help-
ful, lack detail, especially as to the findings of its inquiries.*”
The reports are filled with self-serving metrics and superficial
and conclusory information but little demonstrated value,
reflecting a missed opportunity for meaningful transparency.
The 95-page fiscal year 2021 report, for instance, allocated
only a single paragraph to CRCL'’s involvement in Operation
Allies Welcome, a government-wide initiative to resettle
Afghan refugees in the United States that involved national
security and counterterrorism considerations and potentially
implicated concerns such as profiling based on national
origin.® The report described how CRCL held listening
sessions, visited military facilities resettling refugees, and
developed guidance. It said nothing, however, about the
content of any of the guidance or listening sessions, how
these activities affected refugees’ rights or well-being, or
how CRCL influenced department operations.

The public does not know the full extent of CRCL's influ-
ence or lack thereof mainly because DHS limits the trans-
parency of the office’s work. Reports to Congress must be
approved by department leadership, which affects the tenor
of criticism and discourages any mention of instances
when CRCL advice was “disregarded or excluded from
policy development,” as recognized by at least one former
CRCL official.* CRCL provides only vague information in
its public reports about complaint investigations, largely
describing them only in number and not in terms specific
to civil rights and liberties concerns.

The proposed CRCL Authorization Act would
strengthen the office’s standing in the department and
give it stronger investigative powers akin to those of the
Privacy Office.*® Passing this legislation is a necessary first
step toward preventing DHS operations from encroaching
on Americans’ civil rights and civil liberties.

Privacy Office

The Privacy Office, whose head officer reports to the DHS
secretary, is charged with ensuring that the department’s
systems, technologies, forms, and programs comply with
privacy protections for personal information. The office
also investigates possible privacy violations and abuses in
DHS programs and operations, develops and reviews
departmental privacy rules and policies, submits reports
to Congress and the public on its findings, and trains DHS
operational personnel and partners.*

The Privacy Office’s authorizing statute gives it access
to any DHS records and personnel it requires, along with
the authority to subpoena files and testimony and to inter-
view any person under oath — all stronger investigative
powers than those wielded by CRCL.* Its statutory author-
ities include broad jurisdiction for privacy oversight and
compliance, and the office must document the effects of
DHS programs on personal privacy via its privacy threshold
analyses (PTAs) and privacy impact assessments (PIAs).*3
Operational offices are required to submit PTAs to the
Privacy Office prior to implementing or updating a system
or program. In turn, the office determines whether further
consideration regarding privacy impact is required; if so, it
conducts a more in-depth PIA. The office usually posts PIAs
on the DHS website, but not the more numerous PTAs.**

Owing to its statutory authority, the Privacy Office
enjoys considerably more access throughout the depart-
ment than CRCL. Privacy officers placed in each compo-
nent are required to identify and address privacy issues.
However, these component-level officers do not report
directly to the Privacy Office.*® Although they ultimately
submit PIAs to the chief privacy officer at headquarters for
approval,* like their CRCL counterparts they report first
to their component supervisors. As a result, component
leadership can easily sideline the chief privacy officer.

Moreover, notwithstanding its wider access and stronger
position within DHS, the Privacy Office has not fully used
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its broad investigative authorities to conduct effective
departmental oversight. According to a 2020 OIG audit, for
example, the office neglected to perform periodic reviews
of existing information technology systems for new or evolv-
ing privacy risks. The audit also found that the office failed
to monitor completion of privacy trainings: over the two-year
period covered by the audit, approximately half of all head-
quarters staff had not completed mandatory trainings.*

A recent OIG report on DHS noncompliance with privacy
requirements — and the Privacy Office’s failure to enforce
them — illustrates these problems. DHS’s law enforcement
components use “commercial telemetry data,” material
purchased from private companies that includes cell phone
location data and device information.*® The privacy impli-
cations of these purchases are numerous, as the data can
be analyzed to track individual people, ascertain personal
relationships, and paint a full picture of a person’s activities
based on phone locations over time.* Indeed, as the
Supreme Court recognized in Carpenter v. United States,
comprehensive location data can reveal “the privacies of life”

(i.e., the details of our associations and activities).?® Even
more troubling, simply by paying large sums of money, agen-
cies can make these location data purchases — voluntary
contractual arrangements with data brokers — that evade
the warrant requirement of compelled disclosures.>
Location data is an incredibly powerful tool for investiga-
tors and intelligence analysts, yet OIG found in September
2023 that three DHS operational agencies — CBP, ICE, and
the Secret Service — failed to fulfill the department’s basic
privacy obligations. Although CBP and ICE submitted initial
PTAs, the agencies used location data before more fulsome
PIAs had been completed. The Secret Service completed no
privacy documentation at all. OIG also found that compo-
nents failed to fill the policy gap themselves: the Secret
Service developed no rules for using this data, and CBP and
ICE failed to establish oversight and compliance practices
to enforce the rules they did develop. Similarly, OIG found
that the Privacy Office failed to fulfill its own obligations,
allowing components to operationalize this sensitive infor-
mation without required documentation in place.>

The Lawyers’ Role

>> Attorneys at DHS, as at other agencies, both advise
decision-makers about the scope of their legal authority and
defend agency action against challenges. Attorneys do not
conduct oversight, but they are crucial in interpreting the
legal contours of programs and thus setting the limits of
agency work.%3 DHS attorneys take an aggressive approach to
the department’s already broad authorities. In one particular-
ly egregious example, the department issued legal guidance
concluding that surveillance of demonstrators who threat-
ened (or appeared to threaten) to vandalize public monu-
ments was a legitimate homeland security mission.>* The
guidance relied on a politicized executive order by then-
President Donald Trump decrying “anarchists and left-wing
extremists,” issued in response to racial justice demonstra-
tions at which some participants defaced Confederate
monuments.® Although DHS withdrew the specific memo-
randum authorizing these efforts, the department never
disavowed the underlying legal interpretation (and indeed
defended it), which may facilitate future surveillance of First
Amendment—protected activity well beyond the plausible
scope of DHS's purpose.®®

At the same time, DHS attorneys have often adopted a
narrow interpretation of safeguards that could otherwise
constrain the department. For instance, the guidelines that
apply to 1&A's domestic intelligence work — approved by the
attorney general and subject to interpretation by DHS

attorneys — contain a permissive provision that allows I&A to
surveil Americans for their constitutionally protected speech
and activities when officers assert that doing so furthers one
or more of the office’s extremely broad mandates.®” Those
guidelines have also provided support for expansive legal
interpretations of terrorism and homeland security threats
generally, as demonstrated by I&A's intrusion into local
controversies over public monuments.® Likewise, at U.S.
borders and ports of entry, customs officers and Border
Patrol agents invoke the department’s excessively broad
definition of the U.S. border zone (which construes it to
extend 100 miles into the country) to search and seize
property such as cellular phones and laptops — and thus
the data on those devices — without probable cause.®®
These policies too have been sanctioned and defended
by DHS attorneys.®®

These powerful legal interpretations are expounded in
undisclosed documents. The American public has little
understanding of how the government discerns the applica-
tion of law and the Constitution with respect to DHS opera-
tions. At the very least, DHS should make its interpretations
of legal authorities and institutional guardrails public so that
Americans can understand the department’s claims to
execute the law on their behalf. And Congress should clarify
and better delineate DHS's overly permissive authorities that
can and have fostered abuse.
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These shortcomings are not merely technical; they can
have serious consequences. For instance, U.S. Citizenship
and Immigration Services (USCIS) broadly monitors social
media to vet people like refugees — and scoop up informa-
tion about Americans they know — in programs that have
proved minimally effective. On at least one occasion, one
of USCIS’s divisions ignored the Privacy Office’s recommen-
dation to update its PIA to address how it collects social
media data to inform the Deferred Action for Childhood
Arrival program, keeping Americans in the dark about these
operations and how they infringe on privacy.®* Outdated
and inaccurate assessments contravene DHS’s obligation
to inform the public.

While the Privacy Office does issue PIAs, it does not
appear to have a process to advise the department on
whether a given program should be undertaken or technol-
ogy purchased.®? It has approved a wide range of programs
and technologies and addressed procedural and training
issues in its assessments, but it has stopped short of asking
whether projects violate personal privacy, far less rejecting
them when they do.®® Furthermore, PIAs provide a frag-
mented view of data systems, investigating them on an indi-
vidual basis and failing to account for the interconnected
nature of the 2,000-plus data sets that DHS maintains.®*

Like CRCIL, the size of the Privacy Office relative to the
department’s operational workforce is trivial: in 2022, 49
of DHS’s some 260,000 full-time personnel worked at the
headquarters Privacy Office. Statistics on component
privacy officers are not available.®®* Regardless, it seems
unlikely that such a small office could effectively coordinate
with and oversee reviews by privacy staff embedded across
the department.

Component-Specific Oversight

Oversight frameworks differ across DHS components. Each
component has a dedicated privacy office to facilitate the
assessment of operational effects on privacy, yet only some
have offices dedicated to civil rights and civil liberties.®® The
disability and multicultural affairs branches at the Transpor-
tation Security Administration (TSA) conduct investigations
into civil rights and civil liberties complaints.®” The Federal
Emergency Management Agency (FEMA) has a multi-
faceted civil rights program that addresses civil rights issues
specific to disaster response, facilitates access to benefits,
and investigates civil rights complaints about denial of bene-
fits.®® CBP has an Office of Professional Responsibility
(OPR) that handles both violations of internal policy and
operational effects on the public.

However, systemic problems limit these programs’ effec-
tiveness.®® For one, component oversight offices struggle
with conflicts of interest due to their reporting structures,
which also breed a lack of visibility on the part of head-
quarters oversight offices and can serve to sideline CRCL
and the Privacy Office. Additionally, component oversight
offices fail to provide effective complaint processes and

remedies, in part because their limited resources are directed
toward internal matters rather than assessing how their
programs affect the public.”® The complaint processes that
do exist tend to be disorganized and confusing as a result.

Offices within the DHS components that work on issues
related to civil rights and liberties, privacy, and account-
ability do not report to headquarters oversight offices.
Instead, theyreport to their respective agency heads, work-
ing at best in liaison or coordination roles with CRCL and
the Privacy Office. This dynamic can create conflicts of
interest and leave headquarters oversight in the dark.
Indeed, without embedded staff or at least a reporting line,
and with no coercive subpoena authority (as noted above),
CRCL in particular is quite limited in its ability to oversee
DHS components.

Component-based rights and privacy offices are meant
to safeguard constitutional rights, but like their head-
quarters counterparts, they are subject to the will of opera-
tional leadership. For example, CBP’s Privacy and Diversity
Office (PDO) consults with CBP offices to determine
whether recommendations from CRCL investigations can
be fully or partially implemented, then notifies CRCL of
concurrence or nonconcurrence for each item. The CBP
directive governing these activities offers no standard for
agency personnel to determine that a recommendation can
or cannot be implemented, which essentially gives its lead-
ership unreviewable discretion to disregard CRCL guidance.
PDO’s responsibility for signaling the component’s disagree-
ment with CRCL points to its conflicting roles as both
enforcer of compliance and shield from oversight.”

Components are responsible for implementing the over-
sight and policy rules developed by DHS headquarters
offices. Yet implementation is often inconsistent or
perfunctory, leaving many DHS operations uncovered. For
instance, in 2019, the DHS secretary issued a short memo-
randum that prohibited collecting or using information
about First Amendment-protected activities, but the
memo contained a broad exemption for information “rele-
vant to a criminal, civil, or administrative activity relating
to” the multitude of laws that DHS enforces. Although the
memo directed CRCL and the Privacy Office to assist with
implementation across components,” no public informa-
tion suggests that such implementation has ever occurred.
In the case of CBP, there appear to be no publicly available
PDO-issued directives guaranteeing compliance with
headquarters CRCL policy, despite the office’s mandate to
follow CRCL’s guidance.”

Moreover, much like CRCL, component oversight offices
offer few remedies for people whose rights have been
violated. Instead, the component offices typically focus
their limited resources on internal matters — employee
discipline, diversity, hiring, and labor protection — rather
than on how their activities affect the public. Naturally,
when offices intended to protect civil rights focus only or
primarily on internal affairs, their capacity to adequately
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address public complaints diminishes, thereby demonstrat-
ing where the component’s priorities lie.

The Civil Rights Division of the U.S. Coast Guard, for
example, has no public-facing role.” Its five-year civil rights
strategic plan aims to improve equal employment oppor-
tunity in the agency but makes no mention of operational
effects on the public,” though it interacts with Americans
daily and has even perpetrated human rights abuses: since
at least 2016, the Coast Guard has detained thousands of
low-level drug smugglers at sea for weeks or months, in
deplorable conditions and without access to assistance,
sometimes with no evidence that their drugs were headed
for U.S. shores.” This practice presents a clear opportunity
forrights-focused offices — or the inspector general, who has
a mandate to root out abusive practices — to intervene.

Other agencies have faced scrutiny as well. The Cyber-
security and Infrastructure Security Agency (CISA) has an
Office of Equity, Diversity, Inclusion and Accessibility but
no civil rights office.”” Yet CISA’s activities — including
tracking political activities as part of its mandate to
address threats to critical infrastructure — can easily
infringe on people’s civil rights.”®

Furthermore, complaint and recourse procedures
among the component agencies are fraught. FEMA allows
members of the public to file complaints and claims to
facilitate dispute resolution, but it provides no information
publicly on the efficacy of this process.” TSA’s disability
unit reviews and investigates civil rights complaints; it does
offer the agency corrective advice, but surveys of its work
suggest that the unit does not provide a remedy to people
who have been harmed.®

Because there is no centralized oversight process,
complainants frequently experience uncertainty over who
in the department can investigate cases or answer questions.
Inquiries may be shuttled between CRCL, OIG, and various
component investigative bodies.®' For instance, while CBP’s
Office of Professional Responsibility may decide to investi-
gate certain civil rights and civil liberties complaints, it can
also assign investigations or inquiries back to the program
office that carried out the activity.#2 This procedural maze
has led to years of mishandling the reunifications of thou-
sands of migrant children and their families separated under
the Trump administration’s “zero tolerance” policy, including
cases that remain unresolved.®

DHS created the Joint Intake Center (JIC) around 2011
(possibly earlier) to deal with misconduct allegations involv-
ing CBP employees, but this effort too seems to have fallen
short.8 Advocates who frequently represent complainants
along the southern border have found that “these mecha-
nisms routinely fail to provide accountability or redress for
well-documented examples of abuse of migrants.” An anal-
ysis by a nonprofit that helps migrants file CBP complaints
found that many of the organization’s submitted complaints
were sent to field offices, including several that CRCL, the
DHS inspector general, or CBP’s OPR were better suited to

investigate.®® The JIC has struggled to manage this process.
After the nonprofit requested that CRCL conduct investi-
gations into family separation incidents, CBP could not find
documents previously submitted to the intake center, requir-
ing resubmission. And a 2016 Government Accountability
Office report found that the JIC’s tracking system for
complaints related to immigrant holding facilities did not
include crucial categories for facility and issue types, a short-
coming that remains unresolved.#” The inability to search
across locations and problems makes it impossible for
component-level oversight agencies to observe patterns of
abuse, limiting them to addressing individual cases.

CBP’s Office of Professional
Responsibility

>> Some components combine internal affairs and
public impact oversight in one office. For example, CBP's
Office of Professional Responsibility is charged with the
agency's internal oversight: ensuring compliance with
misconduct and corruption policies, screening employ-
ees for suitability, and investigating allegations of
employee malfeasance, including use of force incidents,
about which it publishes annual reports that shed some
light on the issue.®®

In the past, OPR has struggled to exercise its authority
and exert influence over major CBP missteps. In 2016,
current and former Border Patrol agents posted images
of deceased migrants to a Facebook group alongside
xenophobic and sexist comments, including vulgar
illustrations of members of congress.° It took two years for
the office to respond, even though a senior CBP official was
notified as early as 2016 about the issue. In the end, OPR
issued social media guidance and conducted trainings for
field agents in one sector, but its staff members were
“discouraged” to see agents “treat [the trainings] as a
joke”?° CBP has also handed disciplinary decision-making
authority to a human resources component that can
merely suggest appropriate disciplinary measures to field
office directors, leaving punishment in the hands of the
managers who permitted the infractions in the first place.®
And while OPR has recently become better resourced,
many agents come from Border Patrol incident teams
plagued by evidence tampering and obstruction of
investigations.®?

While a component office like OPR has the potential to
combine access with subject matter expertise to address
harms, OPR’s struggles to be effective highlight the need
for a stronger DHS headquarters presence in the compo-
nents to foster relatively independent oversight and
accountability.
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In sum, the absence of a coherent, DHS-wide oversight
structure and procedure gives headquarters offices weak
insight into sprawling component operations. The end
results are poorly aligned component oversight, a failure
to facilitate meaningful review processes and remedies,
and a persistent focus on overseeing internal matters
rather than activities that directly affect the public. These
limitations cause confusion, undermine credibility and
accountability, and hinder efforts to protect civil rights,
civil liberties, and privacy.

Office of Inspector General

DHS’s inspector general, who is appointed by the president
and is subject to Senate confirmation, enjoys far more
autonomy than the heads of CRCL or the Privacy Office.
Although OIG is subordinate to the DHS secretary, the
long-standing tradition of independent inspector general
oversight — including the office’s ability to issue reports
directly to Congress — affords it considerable influence.®

The office performs four types of inquiries: audits,
inspections, evaluations, and investigations of specific inci-
dents of alleged malfeasance. OIG has the right of first
refusal over many inquiries; it can assume responsibility
for investigating misconduct allegations or hand matters
over to another departmental oversight body.** DHS
employees must refer allegations fitting a wide array of
categories to OIG, including criminal misconduct by a DHS
employee, wrongdoing by senior personnel, and serious
but noncriminal misconduct by a law enforcement officer.
OIG also investigates allegations that “reflect systemic
violations,” such as abuses of civil rights and civil liberties
or racial or ethnic profiling.®® And while the office could
theoretically refer criminal inquiries to the Department of
Justice, publicly available material suggests that it has never
done so.

Notwithstanding this broad investigative authority, OIG
has chosen to maintain a limited scope of inquiry. Most of
the complaints it fields relate to detentions at the southern
border, whereas major concerns related to watch lists and
biased profiling by CBP and ICE receive less scrutiny.®
Similarly, OIG leaders rejected proposals to investigate the
use of force by Secret Service agents during the 2020 racial
justice protests in Washington, DC.*” And many OIG
reports dwell on technical matters — such as employee use
of agency credit cards, potential fraud in Covid-19 funeral
assistance programs, or component cybersecurity
measures — rather than how DHS operations harm the
public.®® Certainly, assessing internal security matters has
value, but inquiries like these consume resources at the
cost of fostering transparency and accountability in matters
that directly affect Americans.

When OIG does investigate DHS operations and
misdeeds, the office often defers to the department’s repre-
sentation of the nature or efficacy of its operations. For

instance, in one recent report assessing I[&A’s open-source
collection program, OIG did not scrutinize the assump-
tions underlying the intelligence office’s social media moni-
toring work. I&A officers reach broad conclusions about
Americans’ exercise of their First Amendment rights based
on ambiguous social media posts that they struggle to
interpret.®® Yet in its review of [&A’s work, OIG instead
dwelled on technical benchmarks like recordkeeping and
the steps to produce intelligence reports, failing to consider
the accuracy or reliability of those reports or their potential
to cause harm.!?° In another inquiry, OIG appeared to take
at face value and even applaud I&A’s claim that it had devel-
oped a domestic terrorism incident tracker, avoiding any
attempt to scrutinize the accuracy or reliability of such an
undertaking, despite the troubled history of how the
department construes terrorism.’®* And in its recent report
on DHS components’ failures to comply with privacy
requirements when purchasing and using Americans’ elec-
tronic location data, OIG focused only on questions of
policy documentation, ignoring more fundamental
concerns about the constitutionality and efficacy of the
programs.l® This is despite the fact that these programs
raise clear constitutional questions about the government’s
ability to uncover intimate details of people’s lives that in
other circumstances would require a warrant.

Political infighting and management issues in OIG have
also seriously undermined employee trust, and with it the
office’s ability to fulfill its oversight mandate. In February
2021, an OIG investigation revealed that a senior OIG official
had used the whistleblowing process to pressure the inspec-
tor general to resign, then attempted to take his job.1®® The
incident “exacerbated an atmosphere of mistrust . .. to the
detriment of the agency and its mission.”* A 2022 survey
of OIG personnel affirmed this conclusion: respondents in
several offices working with OIG senior leaders or on sensi-
tive matters reported that they did not think that leadership
maintained high standards of honesty and integrity.’*

Members of Congress and civil society groups have
expressed deep concerns about the behavior of the current
inspector general, Joseph Cuffari. Most notoriously, Cuffari
chose not to notify Congress about the Secret Service’s
deletion of texts relating to the storming of the Capitol on
January 6, 2021, ignoring advice from his staff that the
office was legally obligated to do so0.1°® He had previously
violated federal ethics regulations while overseeing a DOJ
inspector general field office in Arizona, including using
his public office for private gain.’’

OIG remains a missed opportunity for meaningful, inde-
pendent executive branch oversight of the department.
Rather than embracing a broad mandate and confronting
DHS’s fundamental issues, OIG has chosen a narrow scope
of inquiry and often defers to DHS accounts and assertions.
Personnel and leadership crises have further marred the
office’s standing within the department.
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Recommendations

Other reports in our DHS at 20 series recommend that
the department and Congress constrain overbroad
mandates and unfettered discretion. Even with such restric-
tions, DHS requires stronger and more independent over-
sight. The secretary of homeland security has the statutory
reorganization authority to centralize and standardize over-
sight across the department, including by giving headquar-
ters offices a mandate to manage staff in each component.1®®
And Congress can pass legislation codifying stronger over-
sight practices within DHS while giving entities like CRCL
authority over components and enhanced ability to access
records. Congress should also create a statutory right to sue
federal officials for civil rights violations and reinvigorate its
own supervision of the department’s oversight functions
through regular hearings and demands for public reporting.

Secretary of Homeland Security and

Other DHS Officials

The secretary is responsible for ensuring that DHS opera-
tions comply with law and do not encroach on Americans’
civil rights, civil liberties, and privacy. The following steps
to strengthen protections across the department are criti-
cal; the secretary has the power and statutory authority to
make these changes immediately.

>> Support the CRCL Authorization Act.
CRCL’s lack of statutory authorization has limited its
influence within DHS headquarters. The office also lacks
clear jurisdiction across the department, along with the
subpoena power it needs to conduct effective investiga-
tions. Legislation expressly authorizing CRCL has been
introduced but has never passed. The CRCL Authoriza-
tion Act would require integration of civil rights and civil
liberties protections into all DHS programs, mandate
regular CRCL impact assessments, give subpoena powers
to the office’s investigators, and ultimately better serve
people and communities whose rights the department
has potentially violated.1®

While the bill does not contain everything needed for
stronger oversight at DHS; codification of CRCL’s author-
ities — especially its investigative powers — would greatly
improve the office’s ability to access the information it
needs and hold sway over the department. By putting
DHS'’s full weight behind this legislative effort, the secre-
tary can uphold the Biden administration’s commitment
to protect civil rights in matters of law enforcement and
national security.1°

>> Solidify oversight independence and reach.

Headquarters oversight offices such as CRCL and the
Privacy Office lack a meaningful presence in the compo-
nents. Although components do have privacy offices and

some have other entities that perform civil rights investi-
gations, these activities are inconsistent and uncoordinated
across the department.™ Similarly, component privacy
personnel do not consistently report to senior officers in
the Privacy Office."?

CRCL and Privacy Office personnel often have limited
access to departmental information — which is frequently
filtered through operational offices rather than directly
obtained — or no access at all. CRCL’s lack of subpoena
power to demand the documents it requires from compo-
nents exacerbates its disadvantage. DHS must do more to
strengthen the independence and reach of CRCL and the
Privacy Office.

Both offices should have teams embedded in each
component that report back to their respective headquar-
ters office. These personnel should be charged not only
with conducting audits and inquiries but also with
supporting components by ensuring that they adequately
consider civil rights, civil liberties, and privacy interests,
and by helping them navigate the headquarters bureau-
cracy and processes. In addition, because many of the
department’s activities occur far from Washington, CRCL
and the Privacy Office should each have field officers
embedded in components operating in those areas — for
example, at Border Patrol sector offices and Homeland
Security Investigations field offices.

The secretary should significantly increase hiring to
support this expanded footprint based on the size and
complexity of DHS operations that an office oversees. The
new hires should be selected primarily for their expertise
in civil rights, civil liberties, and privacy considerations
rather than their familiarity with the departmental oper-
ations — and for their commitment to protecting those
values. Prior work experience, publications, and writing
exercises may help illustrate that expertise and
commitment.

The secretary should also direct component and head-
quarters offices to open their books to CRCL and the
Privacy Office and to make their personnel available, even
when a request may not be enforceable by subpoena. The
secretary must ensure that headquarters oversight offi-
cers can obtain the information they need to do their jobs.

CRCL’s public and congressional reporting is superfi-
cial and full of busywork metrics. The secretary should
direct both CRCL and the Privacy Office to conduct more
frequent public reporting — ideally on a quarterly basis,
along with ad hoc reporting as issues arise — that prior-
itizes the substance of rights and privacy harms, recom-
mendations, and remediations above training benchmarks
and inquiry findings. The secretary should staff new divi-
sions within CRCL and the Privacy Office committed to
public transparency so that these reporting responsibili-
ties do not burden already busy offices doing important
programmatic advising.
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Finally, the secretary must address the department’s
nebulous and convoluted complaint procedures. DHS
should create centralized complaint intake and tracking
procedures for headquarters and component activities to
replace the subpar process currently provided by the Joint
Intake Center and other ad hoc methods.

>> Improve Privacy Office engagement.

Impact assessments and related materials issued by the
Privacy Office inform the public about new programs and
organizational structures and how particular initiatives
implicate privacy concerns. Yet they do not provide an
adequate understanding of how different systems within
the DHS machinery interact. They also fail to relay the
sources of supposedly sensitive information or to commu-
nicate potential biases in data sets or the tools used to
analyze them.

The Privacy Office should fix these flaws in its previous
assessments and issue sufficiently transparent reports
going forward. Further, the office conducts many more
privacy threshold analyses than it does in-depth impact
assessments. These PTAs typically remain nonpublic, but
they could provide greater insight — both into DHS oper-
ations and into what the department views as potentially
affecting privacy interests. DHS should release completed
and future PTAs.

In addition, based on a review of public privacy docu-
mentation, the office apparently declines to weigh in on
whether the department should undertake certain initia-
tives or adopt new technologies, opting instead simply to
present risks and offer suggestions for mitigating them.
Meaningful privacy analysis would influence decisions to
proceed with novel undertakings — an especially import-
ant angle as DHS expands its vast data repositories,
including its stock of biometric information, and increas-
ingly seeks to rely on automation and artificial intelligence
(AD in its analysis."® The Privacy Office must assess both
how to implement programs and whether their benefits
outweigh the risks to Americans’ privacy. It should issue
formal privacy opinions and hold veto power over
proposed operations or data systems on the basis of harm
to privacy interests, appealable to the deputy secretary.

>> Require civil rights and civil liberties
assessments.
CRCL too should substantially improve and expand on
its programmatic assessments to determine how
proposed DHS programs and operations, along with the
department’s technology systems, analytical tools, and
data sharing, could affect civil rights and liberties.

The effects of DHS programs often extend beyond
a narrow set of unlawful harms. Counterterrorism
programs can stigmatize entire communities without
concretely harming a would-be plaintiff in a legally recog-
nized way. They can massively shift societal values around

electronic privacy and profiling, as various government
programs in the wake of September 11 bear witness to.
And they can chill people’s willingness to speak critically
of the government or on social issues, associate with
others for political purposes, or participate in religious
activities.

CRCL’s assessments must consider the full gamut of
potential harms engendered by the department’s activities.
The office should start by evaluating new DHS programs,
but it should also retrospectively assess existing programs.
The secretary should mandate DHS-wide compliance with
its assessments, which Congress should codify.

>> Foster technological competence.
DHS has numerous data systems that interact in complex
and evolving ways to serve the department’s risk assess-
ment, screening, vetting, watch-listing, information-
sharing, and intelligence-gathering functions.** Offices
throughout DHS are exploring how to use Al to boost
these activities — in manners that are opaque and may
evade scrutiny. Additionally, entities such as the Office of
the Chief Information Officer and I&A constantly develop
new technical architecture to share information across
department systems and support their hundreds of thou-
sands of users. These systems connect with other federal,
state, local, and private-sector data networks to amass
large (and at times unvalidated) data sets and store huge
amounts of sensitive information about Americans.
DHS oversight staff must be equipped to handle the
complexities of this technical framework. Other DHS
offices offer bonus pay and specialized growth opportu-
nities to tech-savvy personnel through the DHS Cyber-
security Service program.'’® The secretary should extend
this program to oversight personnel who work on cyber
and technology initiatives. Such an expansion would not
only help find and retain staff but also send a message
about the importance of overseeing an increasingly
complex, technology-driven environment.

>> Reform component oversight.

DHS component oversight offices should function as a
microcosm of headquarters oversight. The secretary
should direct several changes to this effect.

The head of each component oversight office should
report to the head of the component for administrative
purposes and to the head of CRCL or the Privacy Office
(as appropriate depending on jurisdiction) for operational
purposes.’® Alternative arrangements that give headquar-
ters visibility into and control over component oversight
functions may also be appropriate.

The component oversight structure should be clearly
delineated on the DHS website and the secretary should
standardize accountability offices across the department.
To the extent possible, this standardization should include
office structure, internal affairs functions, complaint
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intake methods, guidelines for inquiries, reporting, and
communication with the public.

Component oversight offices should publicly report their
oversight activities — including detailed information about
inquiries, recommendations, and resolutions. Offices
should provide periodic updates to complainants and
notify them of their findings. Overlapping, fragmented
authority, such as which office handles inquiries into
potential civil rights violations caused by component
personnel, should be clarified and managed consistently.

>> Empower the Office of Inspector General.

Like the Privacy Office, OIG produces reports that offer
insight into the department’s activities and potential
abuses. But it could do more. First, OIG reports rarely
assess how operations affect civil rights, civil liberties, and
privacy. Understanding these effects is vital to preventing
mistakes and abuses. OIG should hire experts in these
topics or detail personnel from CRCL and the Privacy
Office to investigative teams, which would also cultivate a
more interconnected DHS oversight regime. And it should
directly and consistently assess civil rights, civil liberties,
and privacy implications in every report it produces.

Second, OIG frequently defers to departmental claims
about the merits, values, and goals of the programs that it
audits or investigates. As an oversight entity charged with
preventing wasteful and abusive practices, OIG should
assess and, where appropriate, question the underlying
assumptions of DHS programs, particularly when perform-
ing broader programmatic audits.

Third, although OIG does not release reports of investi-
gations into allegations of misconduct — and likely would
not, due to typical investigative and prosecutorial consid-
erations — these investigations demonstrate not just the
department’s missteps but also its successes in correcting
and preventing wrongdoing. To the fullest extent possible,
OIG should release reports addressing how its investigative
findings and recommendations to remediate policy and
operational concerns affect DHS programs. These reports
would offer insight into instances wherein the department
has overstepped its legal bounds, with a twofold benefit:
educating the public about the department’s work on its
behalf and pushing the government and Congress to hold
DHS accountable.

>> Promote legal transparency.
DHS’s broad mandates and weak safeguards foster unac-
countable discretion, leading to abuse and harm. The
Office of the General Counsel is tasked with performing
legal assessments for various DHS operational, immigra-
tion, and intelligence functions, evaluating how those func-
tions affect constitutional rights, and determining their
litigation risk. Its legal memoranda are rarely made public.
The department must promote transparency and public
access to legal interpretations, not secrecy. Accordingly,

the secretary should direct the public release of all DHS
legal memoranda authored or reviewed at the associate
general counsel level, the component equivalent, or higher
(with any sensitive operational information redacted).’
For any classified legal memos, the secretary should imme-
diately release the unclassified portions (with classified
information redacted) and vigorously pursue a declassifi-
cation review of the remaining material. This practice
should apply to any future legal analysis issued by the
department.

>> Strengthen oversight of practices susceptible
to abuse.
Earlier reports in the DHS at 20 series outline how certain
DHS activities — including domestic intelligence, profiling,
and some collaborations with state and local agencies —
are susceptible to abuse. These reports call for widespread
changes to enhance oversight of these riskier practices.
As this report details, the existing DHS intelligence over-
sight structure is inadequate. The Brennan Center previ-
ouslyrecommended developing an independent, politically
empowered office with jurisdiction across the entire
department and provided a roadmap that the secretary
should implement immediately."*® Such an office would be
able to oversee component intelligence activities that are
currently subject to a patchwork of oversight at best.
DHS and its partners have a history of stereotyping
groups of Americans and using bias and presumption in lieu
of facts to drive decisions. The department should adopt a
better anti-profiling framework, which CRCL and OIG
should enforce, as proposed in another report in this series.°
In addition, DHS oversight of fusion centers — home-
land security intelligence-sharing hubs run by state and
local governments with federal support — is remarkably
lax. The department should support the creation of a
special inspector general and a standing independent over-
sight entity for fusion centers.!?°

Privacy and Civil Liberties Oversight Board

>> Reexamine DHS oversight framework.
The PCLOB has broad jurisdiction to advise on how the
government’s counterterrorism efforts affect Americans’
civil rights, civil liberties, and privacy. The board conducts
inquiries into government activities, collaborates with
academics and civil society experts, and issues findings and
advice on these sensitive matters. It currently examines
operations related to domestic terrorism, watch listing,
facial recognition and biometric technology in aviation
security, and airline passenger data, among other topics.
Several of these areas concern DHS oversight, but some
important department oversight matters are not covered by
the board.

The PCLOB should initiate a new, overarching inquiry
into the oversight framework at DHS to assess its effec-
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tiveness, challenges, independence (or lack thereof), and
potential improvements. The board should make any
resulting report and recommendations available to the
president, the secretary, Congress, and the public.

Congress

>> Fix departmental structures.

Congress should cement better oversight at DHS by codi-
fying a stronger CRCL, Privacy Office, and intelligence
oversight structure as reflected in this report’s recommen-
dations to DHS officials. Congress should also pass the
CRCL Authorization Act, require CRCL to report annually
and publicly on its plans for and execution of its impact
assessments, and expand (and fund) programs to help
CRCL and the Privacy Office hire and retain capable cyber
professionals. Congress should tie appropriations to
compliance with oversight transparency obligations,
meaning that if DHS or its components disregard their
oversight duties or undermine oversight offices, theyrisk
compromising their budgets.

>> Routinely monitor oversight offices.

Congress typically only involves itself with DHS oversight
issues on an ad hoc basis as problems arise. At the same
time, it calls regularly on DHS operational leaders to tout
accomplishments or brief the public.!? Congress’s home-
land security committees should call routine public over-
sight hearings in which they question the heads of CRCL,
the Privacy Office, component offices, and the proposed
intelligence oversight office about recent inquiries and
reporting. These hearings should be public and should aim
to shed light not just on the department’s scandals but also
on its routine oversight functions.

>> Expand remedies.

Even if DHS’s internal oversight functioned properly,
people harmed by the department’s operations would still
have little access to actual remedies. CRCL, for instance,
can do nothing for those whose rights the department
has violated. The office reports its findings and recom-
mendations to DHS leadership and sends letters to

complainants, but those letters do not result in restitution.
Similarly, research suggests that OIG has never made a
criminal referral to the Department of Justice — which is
not to say that even a criminal conviction would offer
those harmed much by way of comfort or remedy.

The government must provide adequate remedies for the
many people whose rights and liberties the department’s
activities have violated. Congress should expand the exist-
ing cause of action that authorizes lawsuits against state
government officials for civil rights violations, referred to
as Section 1983 claims, to federal officials. The Bivens Act
of 2021, introduced in the House last term, would have
created a statutory right to sue and recover damages from
federal officials for deprivation of rights.!?2 Congress should
reintroduce the bill and pass it promptly. Congress should
then assess the challenges faced by victims of clear govern-
ment overreach and shore up constitutional rights by
providing clear statutory remedies tailored to specific
contexts, such as for individuals affected by intrusive surveil-
lance, invasive border searches, and physical harm caused
by officials.

Conclusion

Given DHS’s vast legal authorities and discretion and
two decades of missteps, stronger oversight is long over-
due. Structural flaws and weak standing in the department
have crippled the offices charged with protecting civil
rights, civil liberties, and privacy. As a result, programs
evade assessment and abuses slip through the cracks.

The secretary must modernize and expand the reach of
CRCL and the Privacy Office while synchronizing compo-
nent oversight. OIG should embrace a more critical
approach to its work. The PCLOB should conduct a thor-
ough inquiry of existing oversight programs, highlighting
shortcomings and recommending solutions. And Congress
should codify structural changes, buttress remedies, and
bolster its oversight of the department. Without these over-
hauls, DHS officials will continue to overstep, evade mean-
ingful accountability, and leave the American public in
the dark.
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