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to terrorist or criminal activity and flag for scrutiny indi-
viduals whose activity matches those patterns.

Fundamental defects plague each of these types of 
programs. Vague standards draw in people with no 
connection to terrorism — overwhelmingly Muslims, 
people of color, and persons of Middle Eastern and 
South Asian descent. Records are riddled with factual 
errors. The programs operate without adequate privacy, 
civil rights, and civil liberties protections and have been 
used to target political activities protected by the First 
Amendment. Compounding these problems, the govern-
ment’s attempts to assess their efficacy have been super-
ficial at best. 

As it enters its third decade, DHS, along with other 
agencies and Congress, must evaluate how these 
programs function, determine whether they contribute 
measurably to national security, reckon with their effects 
on marginalized communities, tailor them to meet 
objective standards, and demonstrate empirical proof 

The Department of Homeland Security (DHS) 
touches the lives of all Americans — U.S. citizens 
and lawful permanent residents — who board a 

plane, cross the border into Canada or Mexico, or seek a 
visa for a loved one to visit the United States.1 DHS is likely 
the largest single U.S. government consumer — and 
creator — of detailed, often intimate information about 
individuals’ lives. It stores the data it amasses in vast, 
interlocking databases to be recycled for purposes far 
beyond those for which it is initially collected.2 The 
systems that house and analyze this data largely deter-
mine who is allowed to travel into and out of the country 
and how they are treated when they arrive. 

This report addresses two categories of screening, 
vetting, and risk assessment efforts.3 The first comprises 
programs that check travelers against watch lists and 
other databases of individualized, assertedly derogatory 
information.4 The second consists of programs that iden-
tify travel patterns and other behaviors ostensibly related 
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phone or laptop to an “advanced search,” which involves 
reviewing, copying, and analyzing the device’s contents.17

Local sheriff’s offices and police departments may use 
TSDB data as well in determining whom to stop, and data 
is routinely shared with — and received from — foreign 
partners.18 The process for populating the TSDB and its 
subsidiary lists and the ways the lists have been deployed 
raise a host of concerns.

Slippery Standards and Inadequate Vetting 
To start, the category of “suspected terrorist” is nebulous 
and susceptible to broad interpretation based on subjec-
tive judgments. A suspected terrorist is defined as some-
one who is “reasonably suspected to be engaging in, has 
engaged in, or intends to engage in conduct” that consti-
tutes terrorist activity or that is “in preparation for, in aid 
of, or related to” terrorist activity.19 As a Virginia federal 
district court observed, because the NCTC guidance does 
not articulate what kind of conduct is “in aid of” or 
“related to” terrorism, it is “not difficult to imagine 
completely innocent conduct” forming the basis for “a 
string of subjective, speculative inferences that result in 
a person’s inclusion” in the database. Such conduct could 
include a journalist reporting on terrorism, a devout 
Muslim “providing financial support to a charitable orga-
nization,” or even a graduate student studying Arabic 
abroad.20

Furthermore, the multiple layers of review in the nomi-
nation process offer a “veneer of objectivity” that lends 
the watch lists greater credibility than is warranted.21 The 
NCTC largely defers to nominating agencies’ designa-
tions,22 and the TSC has historically accepted nearly every 
nomination it receives from the NCTC and the FBI.23 The 
nominating agencies are required to annually review their 
nominations of Americans to the TSDB, and the TSC is 
required to biannually review all Americans on the TSDB, 
the No Fly List, and the Selectee List. Details about the 
depth or scope of these reviews are not publicly available, 
however.24 Overall, it seems that the TSC mainly confirms 
that procedural steps have been followed rather than 
assessing the accuracy of the underlying information or 
judgments.25 And DHS’s Office of Intelligence and Anal-
ysis (I&A), which formally serves as the department’s 
watch-listing lead, has weak leverage over the other DHS 
monitoring components, increasing the risk that the 
components may not comply with the guidance in 
practice.26

This diffusion of responsibility means that no agency 
is held accountable for the rigor of nominations. Mean-
while, the various agencies have explicit and implicit 
reward systems for making nominations as well as insti-
tutional interests in emphasizing the prevalence of 
national security threats to ensure an ever-expanding flow 
of resources.27 Taken together, this structure has created 
what a former director of the NCTC’s Directorate of 

of success commensurate with the resources poured 
into them. Otherwise, they will continue to operate in a 
faulty and discriminatory manner that undermines core 
American values, with scant evidence that they contrib-
ute substantially to national security.

Watch Lists
The Terrorist Screening Database (TSDB), often 
referred to simply as the terrorist watch list, has served 
since 2004 as the government’s main repository of infor-
mation about individuals categorized as known or 
suspected terrorists.5 As of June 2017, about 1.2 million 
individuals — including 4,600 Americans — were on the 
TSDB.6 

Although the TSDB is maintained by the Threat Screen-
ing Center (TSC),7 which is managed by the FBI and 
comprises multiple federal agencies, DHS uses the data-
base as a cornerstone of its screening and vetting efforts. 
Federal law enforcement and intelligence agencies nomi-
nate individuals to the watch list on the basis of nonpublic 
watch-listing guidance.8 Nominations must include infor-
mation sufficient to identify the person being nominated 
and a minimum level of derogatory information to explain 
why they are being nominated.9 For individuals with an 
asserted connection to international terrorism, agencies 
across the federal government send nominations to the 
National Counterterrorism Center (NCTC), an entity 
within the Office of the Director of National Intelligence.10 
For individuals asserted to have links solely to domestic 
terrorism, the FBI manages the nomination process.11 All 
nominations are sent to the TSC, which accepts almost 
every nomination, inscribing the person in the TSDB.12 

The Transportation Security Administration (TSA), a DHS 
component, manages and implements lists derived from 
the TSDB, including the No Fly and Selectee Lists, which it 
uses to screen airline passengers.13 As the name suggests, 
people on the No Fly List are barred from flying to or from 
the United States, as well as over U.S. airspace or on U.S. 
airline carriers. People on the Selectee List are permitted to 
fly but are subjected to enhanced screening before boarding 
an aircraft, which may include physical searches of the trav-
eler and their luggage and chemical tests for traces of explo-
sive residue.14  

Customs and Border Protection (CBP), another DHS 
component, also uses the TSDB to facilitate screening 
and vetting of travelers by analysts at its National Target-
ing Center (NTC) and by CBP Officers at ports of entry 
who may refer watch-listed individuals to secondary 
inspection.15 During secondary inspection, agents may pull 
people aside for intrusive questioning, search their luggage, 
seize their phones or computers, or download and analyze 
data from their electronic devices.16 A traveler’s presence on 
the watch list is automatically grounds to subject their 
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on the No Fly List, evidently due in part to her relationship 
with Maniar, and other watch listees have alleged that 
their family members and associates have been placed on 
the watch list or subjected to additional scrutiny because 
of their associations.38

Religious Targeting
The watch lists disproportionately harm Muslims, includ-
ing U.S. citizens.39 While nominations are not supposed 
to be based solely on a candidate’s race, ethnicity, reli-
gious affiliation, national origin, or First Amendment–
protected activity, this sensitive information can be used 
if accompanied by other factors.40 The Council on Amer-
ican-Islamic Relations (CAIR) analyzed the leaked 2019 
No Fly and Selectee Lists and concluded that nearly 100 
percent of the records on both lists corresponded to 
Muslim names,41 with more than 10 percent of the records 
on the No Fly List containing the name Muhammad.42 It 
appears that the list triggered the Secret Service to deny 
Mohamed Khairullah, a Muslim American citizen and the 
long-time mayor of Prospect Park, New Jersey, entrance 
to a 2023 Eid dinner at the White House.43 

Being on a watch list can also trigger invasive question-
ing during travel, including about religious practices and 
other constitutionally protected matters. In March 2022, 
together with 20 other American Muslims, Abdirahman 
Aden Kariye, the imam at a Minnesota mosque, filed suit 
against DHS challenging their treatment at the border. 
Although Kariye, who became a U.S. citizen after fleeing 
Somalia as a child, does not know with certainty whether 
he is on one of the watch lists, his treatment every time he 
flies has led him to suspect that he is. This treatment has 
included being referred to secondary inspection and being 
subjected to questions by CBP officers about his religious 
beliefs and practices, such as “What type of Muslim are 
you?” and “What type of Islamic lectures do you give?”44 

Naidal El-Takach, a U.S. citizen who joined Khairullah 
in a September 2023 lawsuit challenging the watch list, 
has experienced similar questioning. CBP and FBI officials 
at airports reportedly questioned El-Takach about his reli-
gious beliefs, including “whether he is Sunni or Shia 
Muslim, whether his wife wears hijab, whether he attends 
Islamic religious ceremonies, whether he performs daily 
prayers, and whether he attends Friday Jumu’ah services 
at his local mosque.”45 As a result, he stopped attending 
religious services.46 

These allegations echo complaints lodged a decade 
earlier with DHS’s Office for Civil Rights and Civil Liber-
ties (CRCL) charging that CBP officers had “engaged in 
inappropriate questioning about religious affiliation and 
practices during border screening.”47 CRCL opened an 
investigation in 2011 but suspended it the following year 
when the CAIR Michigan chapter brought suit on behalf 
of different plaintiffs challenging the religious question-
ing of Muslims at the border.48 

Terrorist Identities has called a “zero-tolerance approach” 
by which the TSDB grows ever larger for fear of missing 
a potential risk, no matter how slight.28 

Errors and Bloat
What scarce information has been released about the 
TSDB and its subsidiary lists portrays a system rife with 
inaccuracies. A 2007 audit by the Department of Justice’s 
inspector general found that nearly 40 percent of the 
records examined contained “errors or inconsistencies.”29 
A report two years later echoed those findings, determin-
ing that 35 percent of watch list records contained 
outdated information and that the FBI sometimes failed 
to remove people from the TSDB as required by its own 
policy.30 A 2014 report — the last publicly available review 
of the TSDB — found that after the attempted “underwear 
bombing” in 2009, the TSC had added people to the list 
in bulk because of their connections to five undisclosed 
countries without meeting the required standard of indi-
vidualized suspicion.31 While the FBI bears responsibility 
for these failures, DHS agents routinely act on the infor-
mation that resulted. 

Furthermore, leaked versions of the TSDB and the No 
Fly and Selectee Lists show that they have swelled to a size 
that calls into question whether they are reasonably 
tailored to national security risks. In 2023, a Swiss hacker 
group obtained a 2019 version of the No Fly List that 
contained more than 1.5 million entries (likely representing 
fewer individuals in light of aliases and spelling permuta-
tions), along with a version of the Selectee List from the 
same year with more than 250,000 entries.32 Data exposed 
online in 2021 contained 1.9 million records that appeared 
to be compiled from the TSDB.33 A bloated watch list 
produces far more alerts than agents can respond to, accus-
toming them to false alarms and reducing the likelihood 
that they will recognize genuine threats.34 

Mistaken nominations propagate through government 
databases, making the errors almost impossible to 
correct. In 2014, a federal judge found that a Malaysian 
PhD candidate at Stanford University had been put on the 
No Fly List erroneously and that the error had been repli-
cated across multiple databases, resulting in the revoca-
tion of her visa. The court ordered the government to 
strike her from the list.35 In 2017, FBI agents surveilled and 
raided the home of Ashraf Maniar, a U.S. citizen born and 
raised in California. Maniar had been subjected to 
enhanced inspection at airports and barred from boarding 
flights for years because of his friendship with a woman 
whom British police had arrested on terrorism charges 
and his humanitarian efforts in war-torn Syria.36 Even 
after he succeeded in getting his name removed from the 
No Fly List, he apparently remained on the TSDB, which 
led to four days of detention and interrogation by Paki-
stan’s Inter-Services Intelligence agency when he visited 
family in Karachi in 2020.37 Maniar’s wife was also placed 
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ment has never tested the validity of the various indica-
tors that suffice to place someone on the No Fly List 
— or, by extension, the TSDB.65 The Privacy and Civil 
Liberties Oversight Board (PCLOB) — an independent 
agency within the executive branch charged with 
conducting oversight and advising the president — is 
currently reviewing the TSDB, including the standards 
for inclusion and procedures to nominate and remove 
individuals from the list.66 The PCLOB has not revealed, 
however, whether its review will include an assessment 
of watch list efficacy and accuracy. 

Inadequate Redress Procedures 
No real avenue exists to contest placement on a watch 
list. U.S. citizens and lawful permanent residents can 
submit a complaint about travel-related harms — but not 
about the myriad non-travel-related impacts of being 
placed on a watch list — through DHS’s Traveler Redress 
Inquiry Program (TRIP).67 Only Americans on the No Fly 
List are eligible to receive information about their status. 
Even then, the program’s scope and utility are limited. 

When a traveler submits an inquiry through TRIP, TSA 
and the TSC review the complaint and examine the rele-
vant records. If the traveler is not on the No Fly List, the 
government provides only a form letter that neither 
confirms nor denies their status on any other watch list, 

No Proof of Effectiveness
Given these problems, a full assessment of the watch lists’ 
value is overdue. Any such assessment would need to 
comprehensively evaluate the watch lists’ efficacy and the 
accuracy of the government’s designations. Such an 
inquiry would align with a 2012 recommendation from 
the Government Accountability Office (GAO) to conduct 
routine assessments that “could help decision makers and 
Congress determine if the watchlist is achieving its 
intended outcomes and help inform[] future efforts.”60 

Doing so will be no easy task. Determining with confi-
dence whether someone poses a terrorism risk is close 
to impossible because “behavioral indicators cannot reli-
ably be used to predict whether an individual will carry 
out an act of terrorism.”61 Even an individual who may 
have the “propensity to commit a violent act is still quite 
likely never to do so.”62 Moreover, because terrorist acts 
are so infrequent, even a near-perfect tool would misiden-
tify an astounding number of innocent people as would-be 
terrorists.63 The reasonable suspicion standard for watch 
list nominations compounds this situation, as it requires 
only that a nominator (or reviewer) thinks the candidate 
“might meet the criteria, even if the nominators think they 
probably do not.”64

Whether for those reasons or others, as a former CIA 
agent and expert on terrorism has noted, the govern-

Downstream Consequences of the TSDB

>> The TSDB is used for purposes beyond border 
security. Agencies throughout the federal government 
share information from the database among themselves 
and with thousands of state and local police depart-
ments, which then feed information back into it.49 
Enlisting police in gathering personal information 
encourages pretextual stops and unwarranted surveil-
lance. Government documents also indicate that of the 
interactions that local police report as being with 
watch-listed individuals, only a small fraction actually 
involve people on the watch list, suggesting a high rate of 
erroneous matches.50 Saadiq Long, a U.S. Air Force 
veteran with no criminal record, sued the Oklahoma City 
Police Department in January 2023 after he was repeat-
edly pulled over within several months’ time, “interrogat-
ed, handcuffed twice, and arrested at gunpoint.”51 One 
officer who stopped Long had received an automatic 
license plate alert that Long’s vehicle was “under 
suspicion for a terrorist watchlist.”52 In response to the 
lawsuit, the department in 2023 instructed its officers not 
to use watch list status as the sole basis for stopping 
motorists.53 Yet that directive seems unlikely to end 
Long’s troubles: his watch list status has already impeded 

him from flying to visit his ailing mother or obtaining a 
truck driving license, and it led to his detention by Turkish 
officials.54

Identifying information from watch lists is apparently 
widely distributed beyond law enforcement as well. People 
who suspect that they are on a watch list have reported 
significant interference with basic financial transactions, 
including banking and money transfer services.55 One U.S. 
citizen, Ibrahim Awad, was informed in 2016 by a sales 
associate at a car dealership that his name appeared on a 
watch list and that he had to be cleared by the FBI before he 
could test-drive a car.56 Periodic leaks of watch list data and 
other sensitive information also demonstrate that the 
federal government struggles with confining disclosures to 
permitted recipients.57 And watch-listed individuals have 
reported that the FBI has coercively offered to remove them 
from the list if they become informants and report on 
members of their communities.58 The acknowledgment by a 
federal district court judge in 2017 that dissemination “may 
be so widespread that it is tantamount to public disclosure” 
and the observation by a former FBI special agent in 2014 
that the watch-listing system was “revving out of control” 
thus remain salient today.59 
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know whether these systems have contributed to the 
rarity of terrorist attacks in the United States since 
September 11.

Powerful Data Collection and Analysis
At the heart of this risk assessment regime sits the Auto-
mated Targeting System (ATS), a massive CBP-owned data 
repository and analysis tool. ATS was authorized in the 
years after 9/11 as a means of screening cargo.76 DHS soon 
expanded it to include passenger screening,77 a move that 
drew a rebuke from the chair of the House Homeland 
Security Committee.78 The congressional appropriations 
committees eventually supported this expansion of the 
system,79 but despite the higher stakes of using data- 
mining tools to target people, DHS has never disclosed 
its legal justification for doing so.80 

ATS ingests information pulled from dozens of govern-
ment databases and other sources, including a DHS data-
base for sharing border information,81 airline records,82 
searches of electronic devices at the border,83 department 
of motor vehicle (DMV) registrations,84 and criminal 
records from the FBI, along with social media data and 
other information compiled and sold by commercial 
aggregators.85 DHS components compare information 
available about travelers through ATS against watch lists, 
criminal records, warrants, and “patterns of suspicious 
activity.”86 

For example, if CBP obtains intelligence, either directly 
or through a partner agency, indicating that people who 
have spent time in a particular region present an elevated 
risk of committing a terrorist act, it could likely create a 
rule within ATS that flags pieces of data in its stockpile 
indicating travel in that region, such as departure and 
arrival records, information from nonimmigrant visa 
applications, and information uncovered through prior 
interrogations.87 When travelers match this rule, an 
analyst can consult additional records and instruct offi-
cers at ports of entry to inspect or question the individu-
als. Publicly available materials provide only superficial 
information about how this process works. 

Lack of Evaluation
As with the watch lists, DHS has never conducted a 
public empirical evaluation of ATS’s effectiveness or of 
the relative value of the risk assessments it enables, nor 
has the department weighed its benefits against risks to 
Americans’ privacy. This remains the case despite multi-
ple GAO reviews urging the department to establish 
measures to evaluate the performance of its screening 
programs.88 

DHS does share anecdotes about ATS’s execution  
in the data-mining reports that it sends annually to 
Congress. These reports, which have been required by 
statute since 2007, describe the department’s analysis of 
government data to unearth patterns ostensibly related 

including the TSDB.68 Complainants are notified if they 
are on the No Fly List, but those notifications generally 
include little explanatory information. Travelers can 
request an unclassified summary of evidence that landed 
them on the list, but the government can invoke national 
security or law enforcement interests to block access to 
that evidence. When a complainant does receive a 
response about the basis for inclusion on the list, the 
information may be almost meaningless. One American 
Civil Liberties Union (ACLU) client was told only that he 
was barred from boarding because “he traveled to a partic-
ular country in a particular year.”69 

Although the TRIP process can result in removal from 
the No Fly List or TSDB, no mechanism exists to formally 
appeal placement on the No Fly List. The head of TSA 
makes the ultimate determination on TRIP complaints, 
guided by recommendations from the TSC.70 Affected 
travelers may provide additional information to the TSC, 
but with little explanation as to why they were listed in 
the first place, they cannot be certain what information 
might be relevant or persuasive. Travelers dissatisfied with 
DHS’s and the TSC’s internal processes have no recourse 
other than lengthy and expensive legal battles, leaving 
affected U.S. citizens and lawful permanent residents in 
a legal limbo that undermines their constitutional rights 
to travel and due process.71 And, as Ashraf Maniar expe-
rienced, even complainants who do successfully challenge 
their placement on the No Fly List may remain on the 
TSDB and other watch lists.

Pattern-Based Profiling
DHS also targets people who are not on any watch list, 
using opaque programs that, like the watch lists them-
selves, have effectively been exempted from efforts to 
systematically assess their effects and their efficacy. 
Drawing on law enforcement data, classified intelli-
gence, and “patterns of suspicious activity,” CBP and 
TSA attempt to identify patterns of behavior or charac-
teristics ostensibly associated with a range of criminal 
offenses, from importation of banned agricultural items 
to human trafficking to terrorism.72 All travelers, includ-
ing U.S. citizens and lawful permanent residents, are 
compared against the resulting rules to gauge whether 
they pose an elevated risk of committing such offenses. 
Passengers identified as matching a rule are subjected 
to increased scrutiny, whether by analysts who conduct 
additional vetting in databases or by agents who scruti-
nize travelers and their belongings before they board a 
plane or upon arrival at a U.S. port of entry.73 

CBP performs predictive threat modeling using histor-
ical data as well.74 The technical jargon in DHS’s public 
disclosures does not reveal how this process works.75 In 
the absence of additional information, it is impossible to 
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ATS’s uses. Regardless, their haphazard nature highlights 
the absence of any comprehensive data with which to 
evaluate the system’s usefulness. DHS also does not 
disclose how many people flagged as high-risk did not go 
on to commit a criminal or terrorist act, or how many 
people were not flagged but nevertheless went on to 
commit a crime for which ATS purports to screen. Nor is 
there any information about the quality and accuracy of 
the data in ATS, although DHS’s inspector general recently 
urged the department to shore up a far-reaching TSA 
program, Quiet Skies, that relies heavily on ATS, including 
by instituting performance measures and ensuring the 
reliability of Quiet Skies data (which would include data 
from ATS).93 In short, DHS has not publicly shown that 
ATS’s value justifies its scale and cost. And one former 
DHS official’s observation that “rule-sets in the passenger 
environment outperform random inspection, but not 
always by much” underscores the fact that effectiveness 
cannot be taken for granted.94

to criminal or terrorist activity.89 ATS has been included 
in every data-mining report since their inception. A Bren-
nan Center review of every published report revealed few 
meaningful successes. 

In its 14 published reports,90 presumably covering tens 
of millions of screening events, DHS described 29 cases in 
which ATS assisted CBP officers in identifying people for 
increased scrutiny, leading to their apprehension or denial 
of entry into the country.91 Of these, only nine involved 
further CBP inspection of a traveler based expressly on 
ATS’s assessment of risk. In one instance, ATS prompted 
the National Targeting Center to vet a traveler whom 
analysts categorized as “a possible affiliate of a person 
listed in the TSDB.”92 The remainder of the risk-related case 
studies feature situations in which ATS helped identify 
people who were involved in drug trafficking and traveled 
with doctored documents. None of the case studies show-
case ATS’s predictive modeling capabilities. 

These anecdotes may not represent the full universe of 

Tactical Terrorism Response Teams

>> Tactical Terrorism Response Teams (TTRTs) are 
composed of CBP officers and Border Patrol agents trained 
to conduct counterterrorism investigations. They work 
closely with and are overseen by the NTC.95 Created in 2015, 
TTRTs are stationed at ports of entry throughout the country 
to examine travelers who are watch-listed or “suspected of 
having a nexus to terrorist activity,” though their mission has 
expanded to include counterintelligence, transnational 
organized crime, and biological threats.96 Between 2017 and 
2019, TTRTs detained and interrogated more than 600,000 
travelers — including 180,000 U.S. citizens — and even 
denied some Americans entry into the country.97 

TTRTs were created in part to leverage officers’ “instincts” 
to identify people who are not on the watch lists but who 
may nevertheless pose threats — an open invitation for 
pretextual targeting and discriminatory profiling.98 TTRT 
officers may carry out an “intensive secondary inspection, 
document review, interview/questioning, and examination” 
to uncover information from and about people they deem 
suspicious, and funnel their findings back to the NTC.99 This 
information then flows into ATS.100 

In several well-documented cases, TTRT officers have 
used their authority to launch fishing expeditions targeting 
Americans’ First Amendment–protected activity. In 
February 2017, the NTC directed TTRT officers to interrogate 
Aaron Gach, an activist sculptor and art professor, when he 
returned to San Francisco from an art show in Belgium.101 
Gach is the founder of the Center for Tactical Magic, a 
nonprofit arts collective that creates provocative exhibits 
critiquing U.S. policing and surveillance policies. Officers 

questioned Gach about his art practice, the Belgian 
exhibition, and his contacts abroad and prohibited him from 
leaving until he unlocked his cell phone. The following year, 
TTRT officers subjected Andreas Gal to a similar interroga-
tion, also in San Francisco. Gal, an Apple technologist and 
the former chief technology officer of Mozilla, had been 
outspoken on social media about his support for online 
privacy and his opposition to the Trump administration’s 
immigration policies. A complaint letter from the ACLU to 
DHS alleges that Gal was “questioned about his travel plans, 
his work at Apple, his employment history, and his electron-
ic devices,” including detailed questions about his activities 
at Mozilla. He asked to consult with a lawyer before 
providing the passwords to his employer-provided electron-
ic devices, which contained confidential and proprietary 
information. In response, TTRT officers threatened him with 
criminal prosecution and confiscated his Global Entry 
membership card, warning that he would be removed from 
the program.102

In April 2022, DHS’s Office for Civil Rights and Civil 
Liberties initiated an investigation after it received at least 11 
complaints that TTRT officers had questioned travelers 
about their religious beliefs and practices, used First 
Amendment–protected information as the basis for 
denying them entry into the United States, and unjustifiably 
seized or searched their electronic devices, among other 
allegations. Eight of the complaints involved U.S. citizens, 
and most of the complainants were Muslim or of Middle 
Eastern descent.103 The results of CRCL’s investigation have 
not yet been published. 
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oversights could have allowed CBP agents to access 
emails, social media data, and other data that travelers 
had taken care to transfer from their device’s local stor-
age to cloud or other remote storage, all of which the 
policy prohibits border officers from accessing during 
routine searches.106

The NTC, which produces CBP’s intelligence-based 
rules, has itself abused its authority in ways that under-
mine First Amendment protections. One officer at a 
secretive entity within the NTC, the Counter Network 
Division, exploited his access to TECS, ATS, and other 
government databases to investigate journalists, govern-
ment officials, lawmakers, and congressional staff as 
part of a leak investigation.107 A follow-up investigation 
found that the division was monitoring Americans to 
uncover information about protests marking the 
one-year anniversary of the January 6 insurrection and 
opposing President Joe Biden’s inauguration — matters 
that extend far beyond the bounds of CBP’s border secu-
rity mandate.108 

Intrusive Inspections and  
First Amendment Violations
Once a traveler is flagged for scrutiny, CBP officers have 
wide latitude to conduct a secondary inspection that can 
produce a wealth of information about First Amend-
ment–protected activity. This includes interrogation 
notes, documentation of materials in travelers’ luggage, 
or data obtained through electronic device searches.104 
Individuals who have received their ATS files through 
Privacy Act requests have even found officers’ notes 
about books they carried and conferences they attended.105 
Searches of electronic devices are particularly concern-
ing given the volume and personal nature of informa-
tion stored on laptops and cell phones. The DHS 
inspector general has twice criticized CBP for failing to 
comply with its own policy on device searches. The 
inspector general’s reports from 2018 and 2021 revealed 
that agents had neglected to document their searches 
and failed to disable devices’ network connections to 
prevent access to information stored remotely. These 

TECS Database

>> DHS agents rely on the TECS database to collect 
data about travelers and screen people at ports of entry.109 
TECS, which CBP maintains, contains individualized records 
that are created before travelers arrive at a port of entry and 
during transit, as well as when travelers are referred from 
primary to secondary inspection. A secondary inspection 
may be triggered by a match against a watch list or a rule or 
because an event occurs to flag the traveler as warranting 
additional scrutiny.110 TECS allows its more than 85,000 
users to screen people against a huge repository of data 
that includes travel and border crossing records, the TSDB, 
and civil and criminal records from the FBI’s centralized 
records database.111 Law enforcement agents also use TECS 
to place “lookouts,” which alert border officers that flagged 
individuals have arrived at a port of entry so they can be 
stopped and inspected.112 

TECS has been abused to target travelers for political 
reasons. During the Trump administration, CBP used TECS 
to place lookouts on U.S. citizens — including journalists, 
activists, humanitarian workers, and even a pastor — in 
retaliation for their support of a migrant caravan approach-
ing the southern border. These lookouts led to lengthy 
secondary inspections that discouraged their subjects’ 

peaceful, constitutionally protected work.113 Pastor Kaji 
Douša, whom CBP targeted for ministering to migrants, 
sued DHS after her name was put in a TECS lookout and a 
CBP officer requested that Mexico deport her on grounds 
that he later admitted were invented. In 2023, a federal 
district court ruled that DHS’s actions amounted to 
retaliation in violation of Douša’s First Amendment rights.114 

TECS was also used during the Obama administration to 
target David House, a computer programmer who cofound-
ed the legal defense fund for U.S. Army whistleblower 
Chelsea Manning. On his return from a trip to Mexico in 
2010, border agents stopped House and interrogated him 
about his political activities and beliefs, seizing his electron-
ic devices, including his laptop, and copying and analyzing 
their data.115 Documents revealed after House filed suit 
showed that agents from Immigration and Customs 
Enforcement (ICE), another DHS agency, had placed a TECS 
lookout on his name. ICE ultimately concluded that none of 
the data indicated criminal activity. Nevertheless, TECS’s 
long retention period permits storage of this information for 
up to 75 years, a policy that compounds First Amendment 
harms by enabling border officers to repeatedly view 
sensitive details.116
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commission or a time-limited special inspector general 
to undertake this task.119 

This investigative body must have the authority and 
clearance to review classified intelligence and access to 
all existing reviews of and complaints about the programs, 
whether previously published or not. It should also have 
staff expertise in empirical methodologies for program 
evaluation and in privacy, civil rights, and civil liberties 
concerns, and it should provide a means to solicit and 
consider public input. Existing work in the field, including 
frameworks for managing risk in artificial intelligence (AI) 
systems and recent executive branch guidance on equity 
in AI-driven programs, should inform its efforts.120 Inves-
tigators should prioritize the following: 

	� examining ATS, including the processes within TSA 
and CBP to propose and oversee risk-based rules incor-
porated into ATS, how ATS matches individuals against 
risk-based rules, and how it makes pattern-based 
predictions;

	� establishing evaluation metrics for the TSDB and its 
downstream watch lists, as well as for the department’s 
risk-based rules and predictive analytics programs, 
including defining what constitutes success for each 
program, articulating and instituting mechanisms to 
measure success, assessing bias, identifying any addi-
tional data that should be collected to assist in measur-
ing the programs’ accuracy, and implementing an 
empirical evaluation protocol; and

	� assessing whether adequate protections are in place 
to prevent misuse of TECS to target activity related to 
religious, political, or other expression, and whether 
TECS’s scope and retention period could be narrowed 
without compromising DHS’s counterterrorism and 
public safety missions.

At the close of its work, the reviewing entity should 
inform Congress, the FBI, and DHS of its findings and 
issue public reports detailing its conclusions. Along with 
their findings, the reports should articulate the investiga-
tive methodology and any recommendations regarding 
continued evaluation and oversight of each of the above-
mentioned priorities. The recommendations should 
include concrete steps for the agencies and relevant 
components to evaluate both data quality and program 
efficacy.

The reports should be drafted with a presumption in 
favor of public disclosure; and any classified annexes 
should be summarized in a public format. In addition, 
Congress should hold regular hearings with both public 
and (where necessary) classified components to assess 
the agencies’ compliance with the recommended 
measures and to facilitate the implementation of lessons 

Recommendations
In the two decades since its founding, DHS has insti-
tutionalized a vast architecture to collect and analyze 
data about hundreds of millions of Americans and 
non-Americans alike. Any discussion about these systems 
must confront the question of whether resources should 
continue to flow to government programs that are entirely 
unproven — indeed, programs designed in part to predict 
events so rare that they are likely unsusceptible to predic-
tive analysis. These recommendations focus on crucial 
steps that would begin to ameliorate the problems iden-
tified in this report and elicit the information necessary 
to determine the programs’ future viability. 

>> Disclose additional information  
about risk-related programs. 
There is a woeful lack of publicly available information 
about the government’s risk analysis and prevention 
systems — both the TSDB and its subsidiary lists and 
DHS’s pattern-based programs. The department should 
disclose (and where necessary declassify) consequential 
materials, prioritizing the following: 

	� reports, policies, and similar documents that describe, 
explain, or govern the relevant systems and how they 
operate; 

	� documentation that addresses DHS’s legal justification 
for its expansion of ATS; and

	� agreements with private companies relating to 
purchases of or subscriptions to data or analytic tools.117 

Similar efforts by the FBI and the Office of the Director 
of National Intelligence with respect to the TSDB and its 
ancillary watch lists should accompany these disclosures. 
For one, the TSC or the NCTC should publicly clarify the 
date of the current watch-listing guidance and disclose 
the legal standard used to designate people as known or 
suspected terrorists and place them on the TSDB, the No 
Fly List, or the Selectee List. In addition, the FBI should 
disclose the identities of nonfederal recipients of the 
TSDB. 

>> Evaluate risk assessment programs  
and watch lists. 
An independent, rigorous investigation and evaluation 
of the government’s risk assessment regime, from the 
FBI’s watch lists (the TSDB, the No Fly List, and the 
Selectee List) to DHS’s rules-based and algorithm-driven 
screening programs, is long overdue.118 The PCLOB is 
already examining the TSDB, and its mission and legal 
authorities position it well to expand the scope of that 
inquiry. Alternatively, Congress could create a special 



9 Brennan Center for Justice Overdue Scrutiny for Watch Listing and Risk Prediction

tions process to ensure that nominations are supported 
by sufficient information and meet the relevant standards. 
That process frequently falls short, owing in part to I&A’s 
inability to compel the components to comply with its 
directives. The involvement of multiple agencies compli-
cates the matter. 

In consultation with DHS and the FBI, the Office of the 
Director of National Intelligence (under which the National 
Counterterrorism Center operates) should audit a repre-
sentative sample of the nominations accepted to the TSDB, 
assessing the quality of the underlying derogatory data 
alongside any potential countervailing data. The office 
should issue a public report on the audit’s findings and 
recommendations. It should then make recommendations 
regarding the nominations process that I&A could help 
implement, focusing on substantially reducing the size of 
the watch lists considering the issues articulated in this 
report. The secretary of homeland security should direct 
DHS components to follow I&A’s guidance. 

Conclusion
DHS’s interlocking data holdings and risk assessment 
programs have far too often been deployed in discrimi-
natory ways that stretch beyond their original purposes 
and violate Americans’ constitutional rights and civil 
liberties. DHS and its partners in these efforts have failed 
to institute any systematic mechanisms to test their effi-
cacy, nor have they defined success or articulated what 
costs are justified. This report’s recommendations, if 
adopted, would better align DHS’s risk assessment regime 
with key American values and priorities, including 
protecting constitutional rights, ensuring that govern-
ment resources are expended for programs that actually 
work, and safeguarding national security.

learned, including steps to narrow the programs or 
discontinue aspects of them. 

>> Bolster the redress process for those on  
the TSDB and the No Fly List.
DHS should provide U.S. citizens and lawful permanent 
residents with robust mechanisms to elicit information 
about and challenge their placement on the watch lists 
without having to pursue expensive and time-consuming 
litigation.121 For the No Fly List, DHS should adopt an 
approach similar to the Canadian model and affirmatively 
inform individuals of their status when they are conclu-
sively determined to be ineligible for boarding, rather than 
requiring them to file a complaint. In addition, affected 
travelers should receive information that is sufficient to 
allow them to challenge their presence on a watch list, 
whether directly or through a bar of attorneys cleared to 
view relevant classified information. 

Outside the No Fly List context, DHS has asserted that 
notifying complainants of their TSDB status is too risky 
because terrorist groups could use the complaint process 
to assess which of their members are not on the watch 
list. Absent any empirical evaluation of the lists and their 
effectiveness, the credibility or significance of this 
concern remains a matter of conjecture. The government 
has justified other programs on the basis of acute national 
security concerns that ultimately proved to be unsup-
ported by evidence.122 Additional fact-finding is thus 
needed to substantiate the department’s claim. Regard-
less, U.S. citizens and lawful permanent residents should 
have an avenue to challenge their placement on the TSDB. 

>> Evaluate the integrity of the TSDB  
nomination process.
As DHS’s watch-listing lead, I&A is responsible for offer-
ing guidance to DHS components on the TSDB nomina-
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was not released publicly. National Counterterrorism Center 
(hereinafter NCTC), Watchlisting Guidance, March 2013, https://
www.aclu.org/wp-content/uploads/legal-documents/March%20
2013%20Watchlist%20Guidance.pdf. The government has 
represented in court filings that similar (though not identical) 
guidance was issued in 2015, superseding the 2013 guidance. 
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government. Terrorist Screening Center, Overview of the U.S. 
Government’s Watchlisting Process and Procedures, April 27, 2018 
(hereinafter TSC, Watchlisting Process and Procedures), 3, https://
www.aclu.org/sites/default/files/field_document/ex._7_elhady_-_
overview_of_watchlisting_system_-_4-27-18_cover.pdf. Updated 
guidance may also have been issued in 2018. Brief of Amicus Curiae 
Council on American-Islamic Relations (hereinafter CAIR) in Support 
of Petitioner’s Writ of Certiorari at 10n12, Americans for Prosperity 
Foundation v. Bonta, 141 S. Ct. 2373 (2021), https://www.
supremecourt.gov/DocketPDF/19/19-251/169893/ 
20210224161321178_CAIR%20AFP%20Amicus%20File%20
Version.pdf (originally argued as Americans for Prosperity 
Foundation v. Becerra).

9  TSC, Watchlisting Process and Procedures, 3. 
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central repository of information about alleged international 
terrorists.

11  TSC, Watchlisting Process and Procedures, 3 (stating that 
nominating agencies “provide identities” to the FBI when they have “a 
nexus to domestic terrorism”); and Jerome Bjelopera, Bart Elias, and 
Alison Siskin, The Terrorist Screening Database and Preventing 
Terrorist Travel, Congressional Research Service, November 7, 2016, 
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policy of a government by intimidation or coercion; or to affect the 
conduct of a government by mass destruction, assassination, or 
kidnapping.” 18 U.S.C. § 2331(5) (2004).

12  See Complaint at ¶ 85, Chebli v. Kable, No. 21CV00937 (D.D.C. 
April 6, 2021), https://www.aclu.org/cases/chebli-v-kable-lawsuit-
challenging-placement-no-fly-list?document=chebli-v-kable-
complaint#legal-documents (noting that from 2008 to 2017, the TSC 
rejected just 1.4 percent of the more than 1.1 million TSDB 
nominations that it received).

13  A person may be added to the No Fly List if they are reasonably 
suspected to pose a threat of committing a terrorist act aboard an 
aircraft or against any U.S. government facility (abroad or within U.S. 
territory), or if they represent a threat of “engaging in or conducting a 
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TSC, Watchlisting Process and Procedures, 4; and Brief of Amicus 
Curiae Jeffrey Khan in Support of Respondents at 12–13, Tanzin v. 
Tanvir, 141 S. Ct. 486 (2020), https://scholar.smu.edu/cgi/
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