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Introduction

America’s intelligence agencies have unanimously concluded that possible cyberattacks on election infrastructure 
pose a clear and present danger — one that is likely to grow.1 The intelligence community is also unanimous in 
their conclusion that Moscow was behind a coordinated infiltration of America’s election infrastructure in 2016. 

“These actions are persistent, they’re pervasive, and they are meant to undermine America’s democracy on a daily basis, 
regardless of whether it is election time or not,”2 said Dan Coats, Director of National Intelligence. Republican Senator 
James Lankford of Oklahoma summed up this new reality for election officials by noting that “we must proactively work 
to ensure the security of our election infrastructure for the possibility of interference from not just Russia, but possibly 
another adversary like Iran or North Korea or a hacktivist group.”3 

While there are many options to improve overall election security through the use of paper-based voting equipment, 
risk-limiting audits, and other crucial steps, they might not happen before November. Efforts to prevent attacks in the 
first place are, of course, critical. But in the months remaining before the election, it is at least equally important to 
ensure adequate preparations are in place to quickly and effectively recover if prevention efforts are unsuccessful.

Election officials have long been focused on creating contingency plans ahead of Election Day, creating battle plans that 
are a source of strength as our elections face new security threats.4 The Senate Intelligence Committee recently reviewed 
security planning by state and local election officials as part of its investigation into foreign interference in the 2016 
election and concluded “that U.S. election infrastructure is fundamentally resilient.”5 Nevertheless, in light of the 
evolving nature of cyber threats, it is critical that officials constantly examine and work to improve our systems’ prepared-
ness, particularly related to election technology. 

This document seeks to assist election officials as they revise and expand existing plans to counter cybersecurity risks. Many 
existing plans focus on physical or structural failures; the Brennan Center’s recommendations spotlight preventing and recover-
ing from technological errors, failures, or attacks. Advocates and policy makers working to ensure election offices are prepared 
for technology issues should review these steps and discuss them with local and state election officials. Effective contingency 
plans will ensure that eligible voters are able to exercise their right to vote and have those votes accurately counted.

Prevent and Recover from 
Electronic Pollbook Failures  
and Outages

Electronic pollbooks, or e-pollbooks, are laptops or tablets 
that poll workers use instead of paper lists to look up 
voters. E-pollbooks expedite the administration process, 
shorten lines, lower staffing needs, and save money. Most 
e-pollbooks can communicate with other e-pollbooks in 
the same polling location to share real-time voter check-in 
updates. They may also be able to communicate directly 
with a local election office or with other locations, such as 
vote centers, via physical connections or wireless networks. 

There are no national standards for e-pollbook operations 
or security. E-pollbooks present unique challenges because 
they need to maintain updated information across 
numerous devices and locations. Additionally, many 
modern devices that may be used as electronic pollbooks 
do not have the ability to connect via physical networks 
and require some type of wireless communication to 
connect and communicate important information.

Election officials should consider the following security 
recommendations when using electronic pollbooks: 

Limit or eliminate connectivity to wireless networks 
whenever possible. E-pollbooks used in polling places on 
Election Day for voter check-in purposes generally do not 
need wireless connections. Officials who operate pre-
cinct-based voting on Election Day should opt for 
e-pollbook options that utilize hardwired connections to 
share voter information in real-time across units to 
complete the voter check-in process. This provides the 
greatest level of security. Bluetooth is not an acceptable 
alternative to other wireless network connectivity; 
researchers have found security vulnerabilities that risk the 
spread of malware like BlueBorne between Bluetooth-con-
nected devices.6 

Implement proper security protocols when wireless 
connectivity is required. Election officials using vote cen-
ters and multiple early voting locations may require some 
network connectivity to share voter check-in information 
across several locations. Additionally, some e-pollbooks 
may not fully function if the wireless connections within 
the systems are eliminated or disabled. For example, 

https://www.cnet.com/news/bluetooth-devices-vulnerable-to-hack-blueborne-armis-labs/
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certain e-pollbooks use Apple iPads that rely solely on 
wireless connectivity for communication. If wireless net-
works must be used, officials should implement security 
protocols, including utilizing encrypted communica-
tion between e-pollbooks and strong passwords that are 
changed after every election.

Ensure systems are properly patched as part of Election 
Day preparations. E-pollbooks must receive appropriate 
operating system updates and software patches in advance 
of every election to protect against known cyber vulnera-
bilities. A good place to start is reviewing any guidelines 
or requirements created by state or local government IT 
agencies. States and localities may develop their state  
cybersecurity requirements based on the National 
Institute of Standards and Technology’s cybersecurity 
framework.7 Adhering to these requirements will ensure 
that election officials are using best practices for securing 
election systems, protecting the personally identifiable 
information (PII) of voters, and ensuring the integrity of 
voter data used on Election Day. 

Keep paper backup of electronic pollbooks in the 
polling place. Paper backups of e-pollbooks are the best 
form of reinforcement in the event of an e-pollbook 
failure. They allow poll workers to continue confirm-
ing eligibility of voters, minimize the potential for long 
lines, and may minimize the need to issue provisional 
ballots. While jurisdictions in 34 states use e-pollbooks, 
at least 11 of those states do not require paper backup of 
e-pollbooks on Election Day.8 Durham County, North 
Carolina, experienced a significant failure of e-pollbooks 
in November 2016, when voters appeared at the polls 
on Election Day but were marked on the e-pollbooks 
as already having voted or were improperly marked as 
needing to provide additional identification.9 Voting 
was delayed for more than an hour and a half while the 
county printed paper pollbooks and managed deliv-
ery logistics.10 This delay could have been avoided by 
preemptively sending printed paper pollbooks with other 
polling place materials ahead of time. Sending paper 
backup of e-pollbooks to polling places obviates the need 
for detailed logistics to deliver paper pollbooks in case 
of e-pollbook failure. Jurisdictions should evaluate their 
recovery procedures to ensure they will be easy for poll 
workers to follow and will not introduce new obstacles to 
allowing voters to cast ballots quickly. Vote centers and 
early voting locations may need to consider other backup 
options, such as a nonnetworked device containing the 
entire list of registered voters for a jurisdiction.

Provide sufficient provisional ballots and materials for 
two to three hours of peak voting. A key backup measure 
for Election Day system failures is a supply of sufficient 

provisional ballots and provisional balloting materials. It 
is preferable to issue regular ballots to eligible voters if the 
e-pollbook system fails. However, it may not be possible 
to determine voter eligibility in the event of e-pollbook 
failure, especially if backup paper pollbooks are unavailable 
or are found to contain errors. Provisional ballots ensure 
individuals can cast a ballot, while providing election offi-
cials additional time to determine their eligibility. Having 
sufficient provisional ballots to account for two to three 
hours of peak voting activity will allow voting to continue 
in the event of system failures.11 This will not be enough to 
deal with an all-day problem, but it will provide sufficient 
time for other measures to be implemented or additional 
ballots and materials to be delivered. The contingency plan 
must include plans to deliver additional materials if the 
problem cannot be resolved.

Provide training for poll workers on implementing 
pollbook contingencies. Improper or insufficient train-
ing of poll workers can lead to voters being turned away, 
long lines, and ineligible individuals being allowed to cast 
a ballot. Poll worker instructions for managing provi-
sional ballots must include e-pollbook failure as a reason 
for issuing provisional ballots.12 The EAC’s list of ideal 
standards provides a list of items that poll workers should 
know about issuing provisional ballots as well as some 
best practices for poll worker accountability. Provisional 
ballot forms must make the sections each person uses 
clear, so voters, poll workers, and all election staff know 
what they need to do. It is also important to provide a 
clear list of when to use the provisional ballot envelopes, 
including on the envelope itself. Virginia recently adopted 
new provisional ballot materials created in coordination 
with the Center for Civic Design that illustrate these best 
practices.13

M O R E  R E S O U R C E S

Center for Internet Security Handbook 
www.cisecurity.org/wp-content/uploads/2018/02/ 
CIS-Elections-eBook-15-Feb.pdf

Belfer Center Cybersecurity Playbook 
www.belfercenter.org/publication/state-and-local- 
election-cybersecurity-playbook#voterreg

Pew e-pollbook Database 
www.pewtrusts.org/en/multimedia/data- 
visualizations/2017/a-look-at-how-and-how-many- 
states-adopt-electronic-poll-books

NCSL page on e-pollbooks 
www.ncsl.org/research/elections-and-campaigns/ 
electronic-pollbooks.aspx

http://www.pewtrusts.org/en/multimedia/data-visualizations/2017/a-look-at-how-and-how-many-states-adopt-electronic-poll-books
https://www.eac.gov/research-and-data/provisional-voting/
https://www.cisecurity.org/wp-content/uploads/2018/02/CIS-Elections-eBook-15-Feb.pdf
https://www.cisecurity.org/wp-content/uploads/2018/02/CIS-Elections-eBook-15-Feb.pdf
https://www.cisecurity.org/wp-content/uploads/2018/02/CIS-Elections-eBook-15-Feb.pdf
https://www.belfercenter.org/publication/state-and-local-election-cybersecurity-playbook#voterreg
https://www.belfercenter.org/publication/state-and-local-election-cybersecurity-playbook#voterreg
http://www.pewtrusts.org/en/multimedia/data-visualizations/2017/a-look-at-how-and-how-many-states-adopt-electronic-poll-books
http://www.pewtrusts.org/en/multimedia/data-visualizations/2017/a-look-at-how-and-how-many-states-adopt-electronic-poll-books
http://www.pewtrusts.org/en/multimedia/data-visualizations/2017/a-look-at-how-and-how-many-states-adopt-electronic-poll-books
http://www.pewtrusts.org/en/multimedia/data-visualizations/2017/a-look-at-how-and-how-many-states-adopt-electronic-poll-books
http://www.ncsl.org/research/elections-and-campaigns/electronic-pollbooks.aspx
http://www.ncsl.org/research/elections-and-campaigns/electronic-pollbooks.aspx
http://www.ncsl.org/research/elections-and-campaigns/electronic-pollbooks.aspx
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EAC standards for poll workers 
www.eac.gov/research-and-data/provisional-voting/

Center for Civic Design on provisional ballots 
www.civicdesign.org/you-see-a-provisional-ballot-voters-
see-their-ballot/

Prevent and Recover from Voting 
Equipment Failures 

Even under the best of circumstances, equipment failures 
occur. For digital or optical-scan voting systems, recovery 
in case of an equipment failure can be much faster as 
ballots are already printed and voting can continue while 
the tabulator issue is resolved. As a Brennan Center report 
on voting machines notes, direct-recording electron-
ic (“DRE”) machines can cause more problems at the 
polls in the event of a failure as “voters may have to wait 
in long lines while election workers scramble to repair 
them.”14 These machines — used by 21 states as primary 
polling place equipment in at least some jurisdictions 15— 
will not function until repaired or replaced, and jurisdic-
tions using them will need to print ballots in advance of 
the election to allow voting to continue. Election officials 
should conduct logic and accuracy testing on 100 percent 
of voting equipment prior to every election to minimize 
the chance of unforeseen equipment failures on Election 
Day. In a recent report, the Center for American Prog-
ress gave four states — Hawaii, Indiana, Tennessee, and 
Virginia — a score of “unsatisfactory” for not requiring 
election officials to perform preelection logic and accuracy 
testing of all voting machines to be used in an election, 
though the Virginia Department of Elections Handbook 
states that all machines must be tested before being used 
in any election.16 

If still using DREs, print backup emergency paper 
ballots for two to three hours of peak voting activity. 
DRE voting systems directly record, in electronic form, 
the voters’ selections in each race or contest on the ballot. 
Typical DRE machines have flat panel display screens 
with touch-screen input, although other input technolo-
gies have been used, such as push-button. Election juris-
dictions that rely solely on DREs for voting should print 
emergency paper ballots that can be hand-counted or 
tabulated by the jurisdiction’s vote-by-mail voting equip-
ment to use in case of equipment failure. Yet among the 
states that use DREs as the principal polling place equip-
ment in at least some jurisdictions, at least eight states do 
not mandate that paper ballots be made available in the 
event of DRE failure.17 Emergency ballots are provided 

to voters who are identified as qualified and meeting all 
the requirements for voting pursuant to state law but who 
are unable to vote due to a voting machine malfunction. 
Emergency ballots are different than provisional ballots 
that are provided to voters when their eligibility is unclear. 
Emergency ballots should be counted after the election 
without any additional scrutiny of voter qualifications, 
unlike provisional ballots that require research of voter 
eligibility. As with provisional ballots, printing enough 
ballots for two to three hours of peak voting activity 
allows voting to continue until paperless DRE equipment 
can be repaired or replaced, or until additional emergency 
paper ballots can be delivered to a polling place.

Print sufficient ballots for 100 percent of registered 
voters if using paper-based voting systems. Many elec-
tion officials using paper-based voting systems choose to 
use formulas based on registered voters and prior election 
turnout information when deciding how many ballots to 
print. However, this approach can result in ballot short-
ages when turnout for an election is higher than historical 
data suggests, such as in Lynchburg, Virginia, during a 
special election in January 2017. Many expect higher 
turnout this November compared to recent midterm 
elections.18

Develop procedures to deal with equipment failure. 
Poll workers should provide information to voters about 
how their ballot will be counted if equipment is not 
working while they are voting. Training should ensure 
that poll workers understand the process for counting 
ballots, including potential hand counting ballots, if an 
equipment failure cannot be resolved before voting ends. 
Poll workers should remind voters to check their ballots to 
prevent over votes, which occur when voters vote for more 
than the maximum candidates allowed. Recalibration of 
DRE touchscreens and any other necessary voting equip-
ment repairs should be done in full view of observers. 
Preprinted signage to inform voters of equipment failures 
allows poll workers to communicate consistently with vot-
ers with messaging approved by the election office. This 
signage can be sent with other polling place materials, and 
training should include instructions for when to post the 
signage.

Take steps to prevent late polling place openings. Poll 
workers should be trained for dealing with equipment 
failures on Election Day morning. Voters should be 
allowed to vote using emergency paper ballots or paper 
ballots that will be scanned later in the day. Inoperable 
voting equipment should not prevent the timely opening 
of a polling place. Late polling place openings can lead to 
long lines and voters leaving without an opportunity to 
cast a ballot.19

https://www.eac.gov/research-and-data/provisional-voting/
https://www.eac.gov/research-and-data/provisional-voting/
https://civicdesign.org/you-see-a-provisional-ballot-voters-see-their-ballot/
https://civicdesign.org/you-see-a-provisional-ballot-voters-see-their-ballot/
https://civicdesign.org/you-see-a-provisional-ballot-voters-see-their-ballot/
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Plan to assist voters with disabilities if voting machines 
fail. If accessible voting machines fail, disabled voters 
may not be able to vote privately and independently on 
paper ballots. If jurisdictions have sufficient resources, 
they should have backup accessible voting equipment, 
with all ballot styles available (similar to what would be 
used in a central voting site for early voting), in geograph-
ically dispersed areas so that it can be rapidly delivered 
to any polling place where the accessible equipment has 
failed. Longer term, jurisdictions might want to consider 
providing each polling place with accessible tablets and 
printers to be used for voters with disabilities in the event 
of voting-equipment failure.20 

M O R E  R E S O U R C E S

Brennan Center’s Voting Machines at Risk: An Update 
www.brennancenter.org/analysis/americas-voting- 
machines-risk-an-update

Brennan Center’s Voting Equipment Overview 
www.brennancenter.org/analysis/overview-voting- 
equipment

Verified Voting Verifier 
www.verifiedvoting.org/verifier/

 

Prevent and Recover from  
Voter Registration System  
Failures/Outages 

The voter registration system maintains the official list 
of registered voters, including all the voter information 
and district assignment information. The statewide voter 
registration system usually serves additional election- 
management purposes, such as processing absentee ballots 
and other election-management processes. A failure of 
the registration system on or near Election Day can cause 
problems in producing files for paper voter rosters or 
e-pollbooks, using voter information lookup tools, or vali-
dating provisional ballots immediately after the election.

Establish a 60-day preelection blackout window for 
all noncritical updates and patches. These windows 
increase the likelihood that any programming errors, 
viruses, or other problems will be discovered in a timely 
manner prior to Election Day. Coordinating with state 
and local technology staff is imperative to determine 
effective and reasonable blackout windows. Sixty days 
provides sufficient time before the close of voter registra-
tion and the start of absentee voting to identify if installed 

patches or updates created unintended system issues. 
Even updates not affiliated with the voter registration 
database, such as server patching, networking equipment 
upgrades, and locality telecommunication system changes, 
may impact a local election official’s ability to access the 
state voter registration database, so it is critical that these 
blackout dates be established and communicated with 
the relevant staff to prevent potential issues on or shortly 
before Election Day. The plan should include a process 
for emergency updates during the blackout window, indi-
cating who will authorize the emergency update and how 
it will be tested prior to rollout.

Subject the system to independent vulnerability testing 
on a periodic basis. States can either partner with the 
U.S. Department of Homeland Security or engage outside 
cybersecurity consultants to test the system for vulnera-
bilities on a periodic basis. Vulnerability testing should 
be conducted well in advance of an election, on at least a 
quarterly basis, to provide sufficient time to resolve any 
potential vulnerabilities that are discovered. While specific 
results of vulnerability testing should not be released so as 
to maintain system security, officials should be transparent 
about what entity is conducting the testing and what stan-
dards are being used to conduct the review.

Maintain backup copies of digital records offline in 
case online access is limited. In the lead-up to the elec-
tion, local officials should download an electronic copy of 
voter information on a daily basis and store it securely so 
they have the most recent information in case the voter 
registration system becomes unavailable. This can be 
used to conduct research for provisional ballots after the 
election.

Provide tools to voters for looking up their voter 
registration status online and conduct outreach to urge 
voters to use the tool in advance of any registration 
deadline. Voters who check their registration can provide 
crucial insights about undesired changes to their regis-
tration, including address changes they did not request 
or other problems, serving as an early warning system 
for possible breach. Encouraging voters to check before 
a deadline ensures problems can be resolved in a timely 
fashion so that they can participate and may reduce pres-
sure on poll workers on Election Day.

Provide tools to voters to look up their polling place 
information online and have alternative links available. 
In case of a voter lookup tool failure, election officials 
should be prepared to provide links to other polling place 
lookup tools, such as the Voter Information Project  
(VIP).21 New Jersey successfully used VIP to provide 
information to voters after Hurricane Sandy made state 

https://www.brennancenter.org/analysis/americas-voting-machines-risk-an-update
https://www.brennancenter.org/analysis/americas-voting-machines-risk-an-update
https://www.brennancenter.org/analysis/americas-voting-machines-risk-an-update
https://www.brennancenter.org/analysis/overview-voting-equipment
https://www.brennancenter.org/analysis/overview-voting-equipment
https://www.brennancenter.org/analysis/overview-voting-equipment
https://www.verifiedvoting.org/verifier/
https://www.verifiedvoting.org/verifier/
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systems unavailable and prompted a large number of poll-
ing place changes in advance of the 2012 election.22 Using 
tools such as VIP for polling place lookups instead of sites 
that depend on the statewide registration system also re-
duces the load on servers at busy times in the election sea-
son. This requires providing accurate polling place data to 
the backup site in advance of the election and confirming 
that the backup site is working correctly. VIP expects to 
have polling place data from all 50 states and the District 
of Columbia for the November 2018 general election, and 
so it is a backup option available to all states.23

M O R E  R E S O U R C E S

EAC Deep Dive: Election Technology 
www.eac.gov/documents/2018/05/01/eavs-deep-dive- 
election-technology/

Pew project on Upgrading Voter Registration 
www.pewtrusts.org/en/projects/election-initiatives/about/
upgrading-voter-registration

EAC Checklist for Securing Voter Registration Data 
www.eac.gov/documents/2017/10/23/checklist-for- 
securing-voter-registration-data/

Prevent and Recover from  
Election Night Reporting System 
Failures/Outages

Officials usually post unofficial results on election night 
at the local and state level. While this information does 
not reflect the certified results, large changes between  
unofficial election night results and the final outcome 
can create questions for voters about the accuracy of the 
process. Election night reporting sites are prime targets 
for denial of service (DoS) attacks because it is known 
when the high-use period will be on the site, and pre-
venting access to unofficial results can create negative  
media attention about the process. In addition to  
purposeful DoS attacks, a hotly contested race can  
increase interest in the election results and create the 
same issue of a large increase in visitors to the site in a 
short period of time. 

Establish redundancies. Several states, including Arizona 
and Virginia, experienced election night reporting failures 
in the 2014 midterm elections.24 In making changes after 
the election to address the system failures, several states 
focused on establishing a redundant system that could be 
made available if the main system failed.25

Do not connect election night reporting systems to 
voting systems or the statewide registration system. 
Election night reporting systems (“ENRs”) are attractive 
targets for cybercriminals, including foreign nation-states. 
Bad actors have successfully attacked ENRs around the 
world, including in Ukraine and Bulgaria, and more 
recently, here in the United States. By publishing unof-
ficial results through an unconnected system, election 
officials can minimize the potential that a targeted attack 
on the reporting system will have any lasting impact. 
Knox County, Tennessee, experienced a DoS attack linked 
to foreign IP addresses during the May 1, 2018, primary 
elections. The Knox County, Tennessee, deputy director 
of IT noted that the county’s reporting system is “not con-
nected to any live databases…. It’s a repository for being 
able to report to the public, and we have intentionally 
kept any primary data extremely isolated.”26 

M O R E  R E S O U R C E S

EAC Checklist for Securing Election Night  
Reporting Systems 
www.eac.gov/documents/2017/10/23/checklist-for- 
securing-election-night-reporting-systems-data- 
election-administration-security/

Communication Strategy
All good contingency plans include a communication 
plan. At its core, a communication plan is intended to  
assist election officials in distributing essential informa-
tion in a timely manner and retaining public confidence 
in the election administration system. Communication 
plans are important in all unexpected situations, from 
equipment failure to potential cyberattacks to uninten-
tional errors. 

Election officials should draft, review, and approve a 
communication plan prior to a negative development 
on Election Day. Keeping voters, poll workers, and oth-
ers informed minimizes the negative impact of issues that 
arise on Election Day. The most basic communication 
plan includes key staff and contacts. A more detailed com-
munication strategy may include various response options 
to different potential problems and more long-term con-
siderations, such as notification requirements in the event 
personal voter information has been leaked. 

Provide a public site for emergency communications. 
Officials should have a well-publicized link where emer-
gency information will be posted on Election Day. This 
will provide an official source where voters, candidates, 

https://www.eac.gov/documents/2018/05/01/eavs-deep-dive-election-technology/
https://www.eac.gov/documents/2018/05/01/eavs-deep-dive-election-technology/
https://www.eac.gov/documents/2018/05/01/eavs-deep-dive-election-technology/
http://www.pewtrusts.org/en/projects/election-initiatives/about/upgrading-voter-registration
http://www.pewtrusts.org/en/projects/election-initiatives/about/upgrading-voter-registration
http://www.pewtrusts.org/en/projects/election-initiatives/about/upgrading-voter-registration
https://www.eac.gov/documents/2017/10/23/checklist-for-securing-voter-registration-data/
https://www.eac.gov/documents/2017/10/23/checklist-for-securing-voter-registration-data/
https://www.eac.gov/documents/2017/10/23/checklist-for-securing-voter-registration-data/
https://www.eac.gov/documents/2017/10/23/checklist-for-securing-election-night-reporting-systems-data-election-administration-security/
https://www.eac.gov/documents/2017/10/23/checklist-for-securing-election-night-reporting-systems-data-election-administration-security/
https://www.eac.gov/documents/2017/10/23/checklist-for-securing-election-night-reporting-systems-data-election-administration-security/
https://www.eac.gov/documents/2017/10/23/checklist-for-securing-election-night-reporting-systems-data-election-administration-security/
https://www.eac.gov/documents/2017/10/23/checklist-for-securing-election-night-reporting-systems-data-election-administration-security/
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media, and advocacy organizations can go to find infor-
mation regarding extended polling place hours, emergency 
polling place relocations, and other emergency informa-
tion. Publishing a link in advance of the election will make 
emergency communications easier for election officials.

Be transparent but careful, as the Belfer Center 
suggests. “Transparent communication builds trust, but 
in a cyber incident you will have few facts at  
hand, especially at the outset. Public comments should 
demonstrate that you are taking the issue seriously, 
but avoid providing any details that may change as the 
investigation progresses, so you don’t have to correct 
yourself down the line. Avoid speculation on the 
perpetrator of the incident.”27

M O R E  R E S O U R C E S

Belfer Center Cybersecurity Playbook 
www.belfercenter.org/publication/state-and-local- 
election-cybersecurity-playbook#voterreg

https://www.belfercenter.org/publication/election-cyber-incident-communications-coordination-guide
https://www.belfercenter.org/publication/state-and-local-election-cybersecurity-playbook#voterreg
https://www.belfercenter.org/publication/state-and-local-election-cybersecurity-playbook#voterreg
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