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ince the “sweeping and systematic” efforts to interfere in the 2016 presidential

election, Russia and other authoritarian actors like China are continuing to

undermine American democracy through a variety of tools and tactics.! Senior
members of the Trump administration have warned that these regimes will again seek
to interfere in U.S. elections using cyberattacks and information operations.? Securing
the integrity of the electoral process will therefore continue to be a critical component
of a governmental strategy to deter foreign attacks against our democracy.

State and local election officials in recent years have faced
sophisticated cyberthreats from rival nation-states and
others seeking to undermine our democracy. In 2016,
Russian hackers penetrated election computer networks
in two Florida counties® and successfully accessed Illi-
nois’s voter registration database? yet their ambitions
ranged even wider: a recent Department of Homeland
Security report concluded that “Russian government
cyber actors probably conducted research and reconnais-
sance against all US states’ election networks.” Thank-
fully, officials “have not seen any evidence” that hackers
changed vote tallies or manipulated voter information
during the last presidential election®; but the threat that
someone might try to do so in the future remains.

The United States has made important progress in
securing our elections over the past few years. In 2018,
Congress appropriated $380 million in Help America
Vote Act (“HAVA”) grants to bolster state election security

efforts. States have allocated the vast majority of those
funds to strengthen cybersecurity defenses, purchase
new voting equipment, and improve post-election audits.’
According to the Election Assistance Commission, 85%
of this money will be spent by the 2020 presidential
election.®

But even after these funds have been spent, many elec-
tion security needs will remain unmet at the state and
local level. Most states are using voting machines that are
over a decade old and have not been certified to current
security standards.® This includes eleven states that still
use paperless voting machines, which are vulnerable to
hacking and fail to provide a paper record officials can
use to detect and recover from a cyberattack.l® More than
half of states do not require post-election audits of all
votes before certification of election results, a key security
recommendation from experts.!! And many election offi-
cials have stated that they need to upgrade or replace anti-
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quated state and local voter registration databases as well;
as of May 2017, 41 states were still using systems created
over a decade ago.’? Malicious actors could manipulate
vulnerable registration databases to interfere with the
ability of voters to cast ballots on Election Day, leading
to chaos at polling places and degrading confidence in
the integrity of election results.

The accompanying report, which represents the
consensus of members from a bipartisan group of orga-
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nizations (the Alliance for Securing Democracy, the Bren-
nan Center, Pitt Cyber and R Street Institute), details how
six states — Alabama, Arizona, Illinois, Louisiana, Okla-
homa, and Pennsylvania — are spending their portions of
the $380 million HAVA appropriation and the unfunded
security needs that remain. Taken together, these six case
studies provide a broad range of the ongoing election
security challenges faced by jurisdictions nationwide.
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