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Introduction

hat are the gravest threats to the security and integrity of U.S. elections?
Over the past decade, the answer to that question has evolved. In addition to
foreign cyberattacks and influence campaigns, dangers such as intimidation
of election workers and conspiracy theorists assuming election administration
positions now put U.S. democracy at risk. In the lead-up to the next presidential
election, the United States must adjust to this changed landscape and ensure that
the democratic process is protected when the nation goes to the polls.

In 2016, Russian cyberattacks on election infrastructure
highlighted the need to strengthen the resilience of U.S.
election systems. As a result, the Department of Home-
land Security (DHS) designated election systems as criti-
cal infrastructure,! and federal, state, and local officials
worked together to reinforce them against cyberattacks.
New threats, largely stemming from amplified efforts to
fuel distrust in U.S. elections via the spread of election
falsehoods, must be met with the same urgency.

The deliberate spread of election falsehoods — including
denial of the 2020 presidential election results — culmi-
nated in the attack on the U.S. Capitol in 2021 that Pres-
ident Donald Trump instigated in an attempt to overturn
a free and fair election. It has also led to serious challenges
to the integrity of future elections, including partisan
interference in election processes, intimidation and
violence against election workers, and the risk of insider
attacks in which the very government workers tasked
with administering U.S. elections directly endanger elec-
tion security. Since the 2020 election, advances in artifi-
cial intelligence (AI) have made it possible to produce vast
volumes of text peppered with falsehoods; generate
convincing deceptive images, video, and audio; and
distort public figures’ words and actions at a previously
unseen scale. These threats are likely to grow ahead of
2024. Powerful politicians, including presidential candi-
dates, and national pundits continue to encourage disrup-
tion of the election process and cast doubt on results.

Abroad, U.S. elections have become a battlefield in the
conflict over the global order. Heightened stakes in Ukraine
and other flash points have increased the motives for
powerful countries to interfere in future contests. The
Office of the Director of National Intelligence recently
warned that the Russian government “views U.S. elections
as opportunities for malign influence as part of its larger
foreign policy strategy,” and the Kremlin continues to look
for ways to undermine American democracy.?

Not only have foreign and domestic threats to Ameri-
can elections evolved and metastasized but they also fuel
one another. In 2020, election falsehoods were mostly
spread by domestic political actors, who used tactics simi-
lar to those that Russia exercised four years earlier, while
Russian agents amplified these lies.? After the election,

[ranian operatives drew on the anger some Americans felt
about the outcome to incite violence against election offi-
cials.* Even if foreign cyberattacks are not technically
successful, they can still exacerbate domestic distrust of
elections.? In fact, foreign actors do not even need to
attempt a cyberattack to cast doubt on election security,
as [ranian operatives demonstrated in 2020 with a video
that created the illusion that someone had hacked a state
voter registration system.®

Taken together, these trends have rendered U.S. election
systems increasingly vulnerable. Over the next 18 months,
policymakers must address four overlapping threats to
election security: the spread of false information to under-
mine election results and prevent citizens from voting;
harassment, intimidation, and physical violence against
election workers and officials; insider attacks; and cyber-
attacks against election infrastructure.

These challenges require a whole-of-government
response. At the federal level, DHS — in particular, its Cyber-
security and Infrastructure Security Agency (CISA), which
defends and secures the nation’s critical infrastructure —
along with the Election Assistance Commission (EAC), the
FBI, and other federal agencies should direct more resources
to combat these threats. Additionally, the Department of
Justice (DOJ), via its task force on election threats, should
bolster its relationships with and provide further guidance
to local law enforcement and election officials.

State legislatures should make it easier for officials to
combat election lies, protect election workers, prevent
insider attacks, and guard against cyber threats. New laws
should give election officials more flexibility to count
ballots faster, expand protections for elections workers,
and outline restrictions to safeguard election systems
from tampering and unauthorized access.

Finally, state and local election officials should expand
their efforts to protect elections, including preempting
misinformation with official web pages that disprove
rumors about election systems; adopting measures to
prevent, detect, and respond to insider threats; and creat-
ing contingency and communications plans in the event
of a cyberattack.

The time is now to defend the election process against
future threats. American democracy depends on it.
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TABLE 1

Key Recommendations for the Federal Government, State Legislatures,

and State and Local Election Officials

FEDERAL
THREATS

GOVERNMENT

Spread of false = CISA should share best practices for

information strengthening societal resilience to
the spread of false election informa-
tion — including falsehoods
generated by Al — and promote the
dissemination of accurate informa-
tion from election officials, including
through public-private partnerships.

®  CISA should escalate efforts to help
local officials adopt and transition to
.gov domains for election websites.

®  The EAC, working with CISA, should
build public awareness and confi-
dence in voting system security.

Harassment ®  CISA should increase resources to

and threats protect election workers and sites,

of physical including by establishing regional

violence election leads and increasing the
number of protective security
advisers (PSAs).

®  DHS should continue to require
states to spend a portion of home-
land security grants on election
security, as it did in 2023.

®  DQJ’s election threats task force
should expand coordination with
local election officials and law
enforcement and reduce barriers for
reporting threats.

STATE
LEGISLATURES

Mandate that local
election offices use .gov
domains.

Prohibit the spread of
materially false informa-
tion concerning the time,
place, or manner of
voting with the intent to
prevent voters from
exercising their right to
vote.

Allow earlier processing
and counting of mail
ballots.

Fund physical security
protections and training.

Allow election workers to
protect personally
identifiable information.

Prohibit intimidation and
doxing of election
workers and ensure that
all workers receive
protection throughout
the entire election
process.

STATE AND LOCAL
ELECTION OFFICIALS

Dedicate resources to
anticipate and refute
false election informa-
tion through public
outreach.

Direct federal grant
funding to physical
security needs.

Improve election
workers' access to
address confidentiality
programs.

Provide training on

protecting personal
information.

Continued on next page

4 Brennan Center for Justice

Securing the 2024 Election



Continued from previous page

FEDERAL STATE STATE AND LOCAL
THREATS GOVERNMENT LEGISLATURES ELECTION OFFICIALS
Insider threats = CISA should expand its insider threat ® | imit access to critical = Develop regulations,
services by creating additional best election infrastructure to protocols, and training to
practice checklists, developing officials and others prevent, detect, and
self-assessment tools, and training needed to ensure that respond to insider
PSAs on these materials. those systems function. attacks.

®  Establish authority to
prohibit individuals who
violate election laws
from administering
elections and to
decommission jeopar-
dized equipment.

®  Require election officials
to use voting machines
for initial ballot counts in
all but the smallest
jurisdictions, followed by
bipartisan hand-count

audits.

Cyberattacks ®  DHS should ensure that a portion of ®  Fund the replacement of = Adopt backup systems
State and Local Cybersecurity Grant outdated election that allow voting to
Program funding is set aside for systems. continue in the event of
election security. technical failures or

®  Mandate robust resource shortages.
®  CISA should increase resources to postelection audits.
protect election systems, including = Develop and promote
by establishing regional election ® | aunch cyber navigator resources to improve the
leads and hiring additional cyber- programs to help local implementation of
security advisers (CSAs). jurisdictions defend contingency plans.

against cyberattacks.
= DHS, DOJ, CISA, and the EAC should
educate election officials on federal
grant opportunities and help direct
funding to the areas of greatest need.
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I. Combat Election Falsehoods

fter the 2020 election, then President Trump and other prominent politicians

and public figures conducted a sustained campaign to attack the bedrock of

democracy by promoting false election claims, which were then amplified by
foreign adversaries looking to damage confidence in American elections.’

These deceptions contributed to plunging levels of trust in
elections, extraordinary threats against election officials,
and a flood of election worker exits.? Lies propagated by
President Trump and other high-profile election deniers
precipitated an insurrection attempt at the U.S. Capitol on
January 6, 2021. Looking forward, advances in Al technol-
ogy could be weaponized to produce deceptive social
media posts, messages, images, and videos on a more
massive scale and with a greater level of ostensible credi-
bility in the 2024 election. Falsehoods about the election
process intended to trick people out of voting — unfortu-
nately a long-standing feature of the U.S. election land-
scape — compound the dangers of election denialism.

While the pall on democracy cast by election lies may
seem like an intractable problem, all levels of government
can take proactive steps to curtail the harm. Among other
efforts, federal and state governments can work together
to encourage local election offices to use .gov domains so
the public can easily distinguish official election websites
from spoofed ones. State legislatures can pass laws to
reduce the spread of false claims about the election process
that threaten to suppress the vote, and they can accelerate
mail ballot counts to limit rumors from spreading in the
uncertain period before election results are certified. And
federal agencies, election officials, and civic groups can
build the public’s resilience by taking action to anticipate
and rebut common false narratives about elections.

Curb Deceptive Practices

Lies about how, when, and where to vote — often targeted
particularly at Black and Latino voters — have long been
used to trick Americans out of voting, especially in the
final days leading up to an election.® These falsehoods
have historically circulated through flyers, phone calls,
and other means; in recent years, social media and meth-
ods of digital deception, such as the hacking and spoofing
of official election websites and accounts, have greatly
expanded their reach. These methods are bound to
become more sophisticated over time.

>> With federal and state assistance,

election offices should transition their

websites to .gov domains.

Election websites give voters essential information on voter
registration, mail ballot requests and processing, residency

and ID requirements, polling site locations and hours, and
other election issues. Fake election websites intended to
deceive and disenfranchise voters use broadly available
.com or .org domains that appear to represent local election
offices.’® During the 2020 election, the FBI identified
dozens of duplicitous websites mimicking federal and state
election domains.* The FBI and CISA have specifically
warned that foreign adversaries use spoofed websites as a
tool to spread and amplify false claims about elections.?

To guard against spoofing and interference, federal and
state governments should work together to ensure that
election offices adopt .gov domains — which only verified
U.S.-based government entities can use — for their websites.
When users see .gov in a website URL, they can be sure that
they are visiting a trusted government source.®* Adopting
.gov domains would allow users to differentiate more easily
between real and fake election office websites. Only one in
four election websites currently uses a .gov domain.*

CISA, which administers .gov domains, should stress
the government domain’s national security importance
in its messaging to election offices. It should also conduct
more outreach to election officials through the Elections
Infrastructure Information Sharing and Analysis Center
(EI-ISAQC), an organization that shares election-related
cyber defense resources among election officials and
cybersecurity professionals.

States should require local election offices to use .gov
domains, either by statute or, where authorized, by regula-
tion or directive (as Ohio Secretary of State Frank LaRose
did in 2019).”* Doing so would facilitate the transition for
election officials who do not control their own websites and
are dependent on their counties or municipalities for [T
support. Registration for .gov domains is now free for elec-
tion offices verified by CISA.*® And states and localities can
use federal funds from DHS’s newly launched State and
Local Cybersecurity Grant Program (SLCGP) for other costs
associated with transitioning to new domains. In creating
the grant program, Congress explicitly referred to “the deliv-
ery of safe, recognizable, and trustworthy online services...
including through the use of the .gov internet domain.””

>> State legislatures should pass laws

to curb the spread of materially false

information intended to disenfranchise voters.
States should pass laws to prohibit individuals from
disseminating materially false information regarding the
time, place, or manner of an election or the qualifications
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for voter eligibility with knowledge that the information
is false and with intent to prevent or deter a voter from
exercising their right to vote. Such laws should cover the
immediate window before an election — such as within
90 days of Election Day — and be narrowly tailored to
address deliberate lying about voter eligibility or voting
locations, methods, and times with the intent to disen-
franchise voters.

States should also create a private right of action that
allows affected voters and other aggrieved parties to sue
individuals who violate this prohibition for preventive
relief against ongoing efforts to deliberately spread elec-
tion falsehoods. The laws should further authorize state
attorneys general to bring civil enforcement actions
against violators to prevent the continuing spread of
false election information. To help provide more imme-
diate relief, state laws should allow members of the
public to report violations to the state attorney general
and should require the attorney general to take reason-
able steps to correct the materially false information if
the office receives a credible report that an individual or
entity has violated the law. The corrective actions should
include, where appropriate, written and electronic
communications, public statements, and the use of
emergency alert systems that reach those exposed to
deceptive claims.!®

Some states have passed or are considering bills that
would target deceptive election practices. Kansas, Minne-
sota, and Virginia already bar the knowing spread of mate-
rially false election information about the time, place, and

FIGURE 1

manner of elections that is intended to block votes.?®
Mississippi, Minnesota, and New York have considered
bills for the 2023 legislative session that would further
hinder specious election claims, and Michigan legislators
have plans to introduce a bill with similar provisions.?°

Speed the Counting
of Mail Ballots

When the demand for accurate information on an election
topic outpaces the supply — as can happen when the public
needs to wait for ballots to be counted to learn the outcome
of an election — false narratives can seep in and fill the
resulting information vacuum. After many states expanded
mail voting access in 2020 due to the Covid-19 pandemic,
then President Trump and other prominent election deniers
exploited an underinformed public by attacking the mail
voting process and sowing election lies in the fertile ground
of uncertainty.2 With Republicans urging voters not to vote
by mail, mail ballots skewed Democratic; as a result, the slow
count of mail ballots superficially seemed to change the
direction of race outcomes — an especially strong focal
point of election conspiracies.

>> State legislatures should allow and
expand preprocessing of mail ballots.
This lengthy delay in result reporting and consequent
cycle of mistrust is not inevitable. Ahead of Election Day,

States That Do Not Allow Any Preprocessing of Mail Ballots

Before Election Day

me '

Source: National Conference of State Legislatures.

7
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most states allow election officials to preprocess mail
ballots by verifying voters’ identities, opening ballot
envelopes, and scanning ballots into tabulators so that
absentee ballot results can be obtained as soon as polls
close. But some states — Alabama, Mississippi, New
Hampshire, South Carolina, South Dakota, West Virginia,
and the key battlegrounds of Pennsylvania and Wiscon-
sin — do not allow any preprocessing of mail ballots
before Election Day (see figure 1).22 Those states should
act to allow and encourage election officials to preprocess
mail ballots ahead of Election Day.2® And even states that
allow some preprocessing before Election Day should
increase the time period permitted. For example, while
the Michigan legislature last year authorized election offi-
cials to preprocess mail ballots two days ahead of Elec-
tion Day for some elections, the secretary of state and
many election officials argued that a period of seven days
is needed.®

For the 2023 legislative session, West Virginia and New
Hampshire are each considering bills with provisions that
would make it faster to count mail ballots.?> The Maryland
legislature, meanwhile, has passed a bill that will require
mail ballot preprocessing to start ahead of Election Day.?6

Build Resilience to
False Election Claims

In the battle to stave off election disinformation, false-
hoods have a particular edge: they swiftly emerge and
proliferate, and there is inevitably a lag before officials
can correct misperceptions. But recent studies offer
insights into how to better combat election misinfor-
mation by building greater resilience ahead of time and,
where possible, anticipating and preempting false
narratives that will likely recur across different election
contexts.

Indeed, election deniers rely on core deceptions that
surface repeatedly.?” Across major social media plat-
forms during the 2022 midterms, these persistent tropes
included stories assailing the integrity of mail ballots
and voting machines, lies exploiting confusion about the
vote counting timeline, and baseless accusations of
noncitizens using names of the deceased to cast fraud-
ulent ballots.?® Additionally, when glitches occur on Elec-
tion Day — typically innocuous mistakes that are quickly
resolved — election deniers immediately spin stories that
trade on these timeworn fabrications.®

The recurrent nature of deceptive election tropes means
that election officials, public leaders, and civic organiza-
tions can prepare for the false claims that election deniers
may make by educating voters to identify misinformation,
providing facts to refute persistent falsehoods, and guiding
the public toward reliable sources of information.

>> CISA and state and local election
officials should develop and promote
rumor control resources.
CISA’s rumor control web page resource, Election Security
Rumor vs. Reality, offers a good example of how officials
can refute recurring election falsehoods by providing
factual information geared toward the general public in a
centralized location.?® Many states — including Connecti-
cut, Kentucky, and Ohio — have launched similar efforts,
managing their own rumor control pages, hiring dedicated
staff to organize and share factual information with voters,
and publishing explainers that highlight the many steps
election officials take to keep elections secure and
accurate.®

Public officials at all levels must do more to expand
these initiatives: CISA should augment its existing rumor
control program by updating resources and ensuring
broad dissemination, including to civil society organiza-
tions best equipped to amplify accurate information to
groups targeted by disinformation campaigns. More
states and local jurisdictions should also launch their own
efforts with these same goals.

>>The EAC should undertake a broad
communications effort to build public awareness
and confidence in voting system security.

As previously discussed, spurious claims about the integ-
rity of the nation’s voting machines will likely be a core
false narrative in the lead-up to the 2024 election. The
EAC plays a crucial role in bolstering voting system secu-
rity through its development and maintenance of the
Voluntary Voting System Guidelines (VVSG), a national
voting system testing and certification program that inde-
pendently verifies voting system compliance with secu-
rity, accessibility, and usability best practices.® As the
EAC implements the latest version of the VVSG, adopted
in 2021, the agency has produced essential guidance and
resources to help election officials explain these new stan-
dards to voters and counter anticipated disinformation
about the legal and practical implications of this
transition.?

While the existing guidance and resources are an excel-
lent step, the EAC should also work closely with CISA to
proactively rebut election falsehoods by launching a broad
communications and outreach effort to raise public aware-
ness of the VVSG, how these standards protect election
security, and what additional steps states can and will take
to protect voting systems. As an independent, bipartisan
federal agency with voting system expertise, the EAC is
uniquely well-suited to push back on disinformation and
build stronger public confidence in these systems.

In addition to creating templates and resources for elec-
tion officials to adopt, the EAC should do more to reach
the communities where deceptive rumors are likely to
gain traction. Such efforts should include strengthening
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connections with government agencies, nonprofits,
community organizations, and other entities that are
positioned to reach various segments of the American
public and preparing tailored resources and information
that these groups can convey to their audiences.

>> States should conduct targeted voter
education and outreach efforts to preempt

false election information.

As part of outreach efforts to curb election falsehoods,
election officials and government agencies should educate
voters about the timeline for counting votes and certifying
election results. They should also explain existing security
safeguards that preserve the integrity of voting, the vote-
by-mail process, and vote counting machines. In past elec-
tion cycles, various election offices have created videos to
clarify how mail ballots are processed and counted, posted
Election Day infographics to social media to explain the
expected timeline for election results, and invited the public
to participate in supervised tests of voting machines.?*
State legislatures should devote adequate funding to elec-
tion offices for voter education and outreach efforts that
help mitigate the spread of false election claims.

>> CISA should encourage public-private
partnerships and share best practices with a
wider network to build societal and institutional
resilience to online disinformation.
Disinformation campaigns are likely to become increasingly
sophisticated, persuasive, and widespread with continuing
advances in Al and other emerging technologies. Beyond
trying to get ahead of specific false claims, steps must be
taken to build resilience to disinformation by improving digi-
tal and information literacy and increasing public under-
standing of election security. There is near universal
agreement among election officials about how important
this work is: in a 2023 Brennan Center for Justice Survey of
local election officials, 85 percent stated that they believe it
is beneficial for CISA to dispel falsehoods about elections
by promoting accurate information about election admin-
istration and technology.?® Building resilience to election
disinformation also helps protect against foreign adversaries
that seek to exploit election denialism to their own advan-
tages. CISA and the executive branch as a whole must
expand their roles in guarding against election falsehoods.
CISA should implement many of the suggestions that
its Cybersecurity Advisory Committee (CSAC), an inde-
pendent body that provides strategic recommendations
to the agency’s director, called for in its 2022 report
“Protecting Critical Infrastructure from Misinformation
and Disinformation.”? In particular, CISA should

® build societal resilience to mis- and disinformation
through broad public awareness campaigns, heightened
information literacy, and civics education;

® convene government agencies, social media platforms,
traditional media, researchers, businesses, faith and
community organizations, and election officials to plan
for expected threats during the 2024 election cycle;
and

= promote information from firsthand sources of facts,
such as election officials and .gov election office
websites.

Over the last few years, CISA has created or facilitated
the creation of numerous publications intended to build
societal resistance to disinformation and assist state and
local jurisdictions to prepare for, identify, and combat
disinformation. One example is its Tactics of Disinfor-
mation series, which provides real-world examples of
disinformation campaigns by foreign governments as
well as actions that state and local governments can take
to limit the effects of similar campaigns. CISA has also
encouraged parallel efforts through a working group led
by state and local election officials alongside represen-
tatives from federal agencies, law enforcement, and elec-
tion security industry partners. The group has supplied
multilingual and accessible media resources to help
election officials prepare for and respond effectively to
falsehoods “that may impact the ability to conduct
elections.”®

CISA must continue to grow this work. The agency
and the working group should expand the reach of their
public-private partnerships, remaining closely connected
and responsive to the current needs of stakeholders at
the local and state levels. CISA and the working group
should also continue to expand the existing mis-, dis-,
and malinformation resource library with updated,
multilingual, and multimedia resources and information
on best practices to help election officials boost digital
literacy around existing election security safeguards,
improve access to accurate election information in their
communities, and combat election falsehoods.?® The
agency should also provide election offices with
resources to address the proliferation of rumors due to
rapidly advancing generative Al capabilities.

Finally, CISA should expand its efforts to include
broader networks to prepare for and build resilience to
false election narratives ahead of the 2024 election.
Specifically, CISA should enlist

= governmental associations such as the EAC, the
National Association of Counties, the National Confer-
ence of State Legislatures, the National Governors
Association, the National League of Cities, and the U.S.
Conference of Mayors;

® chambers of commerce and other business associa-
tions; and
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® community-based organizations, “especially organiza- These networks will help build institutional resilience
tions in specifically targeted communities, including to disinformation campaigns and bolster the dissemi-
veterans, faith communities, the Black and Latino nation of accurate election information to all voters.
communities, [and] immigrant communities,” as CSAC
recommends.*°
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II. Protect Election Workers

he people who run U.S. elections have become a target for those seeking to

undermine American democracy.” The 2023 Brennan Center survey found

that nearly one in three local election officials had faced harassment, abuse,
or threats, and almost half were concerned about their colleagues’ safety in future
elections.” During the 2022 midterms, an election official in Arizona was forced into
hiding for fear of his safety. And in 2023, authorities arrested a losing candidate in
New Mexico in connection with shootings at the homes of elected officials whom
he had previously approached with false allegations of election fraud.=

This disturbing trend is taking a toll on election officials,
and many have left their jobs as a result. Indeed, 12 percent
of election officials who responded to the survey began
their positions after the 2020 election, and 11 percent say
they are unlikely to continue to serve in the 2024 presi-
dential election.** The loss of institutional knowledge that
accompanies this turnover can lead to more administra-
tive mistakes, which in turn fuel further conspiracy theo-
ries, distrust in the electoral process, and threats — or
worse — against election workers.

The vicious cycle must be stopped. Although the United
States avoided widespread violence in 2022, the 2024
election will bring more division and heightened tensions.
More sophisticated and easily accessible Al tools could
result in a rise of deepfakes — manipulated images, video,
and audio used to misrepresent election officials and
exacerbate threats against them. Now is the time to take
action to protect election workers — and, ultimately, the
electoral process.

Among other things, the federal government and the
states must equip election officials with the resources
theyneed to protect themselves and their staffs by provid-
ing additional funding opportunities and better commu-
nication as to how to access such funds. State lawmakers
must also protect election workers proactively through
greater privacy safeguards and updated laws that guaran-
tee adequate protections not just at the polling place but
in other locations where they are increasingly threatened,
including at ballot tabulation centers and at home. Finally,
federal, state, and local law enforcement must work
together with election officials to ensure accountability
for those who carry out attacks on democracy.

Increase Federal Support
to Election Officials

The Russian cyberattacks in 2016 were met with a
massive, coordinated federal response. DHS began by
designating election systems as critical infrastructure.

CISA followed by augmenting agency capabilities and
establishing consistent, regular communication and infor-
mation sharing with election officials. U.S. election infra-
structure has faced unprecedented pressures and
skepticism in the years since, but the system has been
resilient in large part because of these federal efforts.

As threats have expanded from infrastructure to elec-
tion workers, however, the federal government has failed
to respond with the same level of investment or coordi-
nation. And election officials have noticed: in the Brennan
Center’s survey, nearly three in four election officials said
that the federal government is either doing nothing to
support them or not doing enough.*®* These agencies and
departments must be proactive to protect election work-
ers and demonstrate to the people running elections that
the federal government has their back.

>> CISA should increase physical security
guidance and resources for election workers

and utilize regional election leads to coordinate
outreach to election officials.

Amid heightened international and domestic conflict and
ahead of a likely contentious presidential race in 2024, CISA
must expand its work with local election offices over the
next 18 months, and it must be given the resources it needs
to do so. In the Brennan Center’s Survey, only 31 percent of
local election officials said that they were aware of CISA’s
physical security assessments, and just 20 percent of those
who were aware availed themselves of this free service.*

CISA should increase the number of protective security
advisers (PSAs) — experts in critical infrastructure who
are trusted partners of government officials — available
to assist local election offices with physical security
assessments (and, as discussed in the next section of this
report, offer insider threat guidance). The agency should
also establish regional election leads to coordinate PSA
outreach to election officials.

CISA should also release an election security strategic
plan ahead of 2024, as it did before the 2020 election.”’
Such a plan is an opportunity to highlight physical secu-
rity guidance and outreach along with other election
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security priorities. Releasing and publicly promoting a
strategic plan will help public officials and civil society
understand what the most pressing challenges are, where
to deployresources, and what gaps need to be filled in the
run-up to the presidential election.

>> DOJ should expand engagement with

local election officials and law enforcement

and reduce barriers to reporting threats.

In 2021, DOJ announced an election threats task force “to
address the rise in threats against election workers, admin-
istrators, officials, and others associated with the electoral
process.”® In the years since, the task force has made only
limited progress. Some critics point to the limited number
of prosecutions since the task force launched: as of August
2022, DOJ had only charged eight cases out of more than
a thousand reported threats, and only one had led to a
conviction.*® But frustration has also stemmed from a lack
of information sharing between the federal effort and local
officials — including both election officials, who are unsure
how to report threats or whom to report them to, and local
law enforcement, who receive incident reports from elec-
tion officials but lack the resources and national context
available at the federal level. The Brennan Center’s survey
found that 83 percent of local election officials have a
specific point of contact with local law enforcement
compared to just 5 percent who have a point of contact
with federal law enforcement, and that election officials
who faced threats were seven times more likely to report
those threats to local law enforcement than they were to
federal law enforcement.*®®

DOJ can take several steps to improve coordination and
information sharing with these groups. First, the election
threats task force should develop stronger partnerships,
both formal and informal, with law enforcement at the
local and state levels. DOJ could expand the task force
through an enhanced collaborative model or by forming
an advisory board of representatives from local and state
law enforcement.

DOJ should also hire a senior adviser who has existing
relationships with election officials to support and expand
the department’s outreach capacity. When CISA made a
similar hire following the 2017 designation of election
systems as critical infrastructure, the agency greatly
improved both trust and collaboration with state and local
election offices.” The Brennan Center’s survey suggests
that a DOJ hire could have the same impact — 89 percent
of election officials said that hiring a staff member with
experience and connections in the election community
would increase their willingness to work with and trust
DOJ.%2 The department has recently taken what may be a
positive step in this direction, posting for a new “election
community liaison position,” but it remains to be seen who
will be hired for this position and whether their previous
work will garner the election community’s trust.>

Finally, DOJ should reduce barriers for election officials
to report threats or harassment. Enabling individuals
making reports on the FBI's website to simultaneously
upload supporting materials, including pictures, audio
recordings, and screenshots of threatening messages, is
one way to do so. DOJ representatives should also encour-
age greater reporting in public messaging with election
officials by highlighting how reports — even those that
do not result in charges being filed — are used in investi-
gations, tracked, and included in systems for future inves-
tigative work.

Provide Funding for
Physical Security

When conspiracy-driven protesters showed up to election
offices in the aftermath of the 2020 election, they brought
more than signs, megaphones, and cameras. Many carried
guns. Armed individuals showed up in front of vote count-
ing locations in Arizona, Michigan, Nevada, and Pennsyl-
vania.>* Guns also feature prominently in the threats that
election officials receive: in Oregon, an election official
looked down from her office to see the words “Vote don’t
work. Next time bullets.” painted in large white letters in
the parking lot below.%

State and local election officials need funding to bolster
physical security at their offices and, when necessary,
their homes. The needed security improvements — which
include door locks, bulletproof doors and windows, panic
alarm systems, key card access controls, exterior and
parking lot lighting, security gates and fencing, commu-
nications systems, personal security training, and personal
information protection services — would come at a signif-
icant cost: as much as $300 million nationally.’® While
some election offices have been able to upgrade their
security, many more under-resourced offices have been
unable to address even the most basic physical security
vulnerabilities. Among the 54 local election officials inter-
viewed by the Brennan Center who had received a CISA
physical security assessment, insufficient funding was by
far the number one reason cited for not implementing all
the recommended improvements.>’

>> DHS, DOJ, CISA, and the EAC should promote
federal grant opportunities and help direct
available funding to the areas of greatest need.
Existing federal grant programs can provide funding for
physical security. DHS recently announced that state
recipients of Homeland Security Grant Program (HSGP)
funding will be required to spend at least 3 percent of
received grants on election security needs in 2023 and to
consult with their chief state election officials on how the
funds should be used.?® This change will result in around
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$30 million in new funding for election security, including
physical security improvements to protect election work-
ers. DOJ also announced in 2022 that funds from the
Edward Byrne Memorial Justice Assistance Grant (JAG)
program could be used to protect election workers.
However, to date, very little of this funding has made its
way to election offices.>

Federal agencies and departments should increase
outreach to state and local election officials to spread
awareness of all federal funding opportunities that can be
used to improve election workers’ safety and security. CISA
is particularly well-suited to coordinate and conduct this
outreach, because of the relationships and trust the agency
has built in the election community and its cyber and phys-
ical security expertise. CISA should develop a comprehen-
sive communications plan for new regional election leads
with the goal of proactively promoting federal funding
opportunities and offering guidance on the most effective
uses for available funding. Through EI-ISAC, CISA should
also raise awareness of the new HSGP election security
requirement, as well as SLCGP funding opportunities. And
it should continue outreach and briefings on spending
requirements with election officials and state administra-
tive agencies that plan grant spending.

In addition, DOJ should urge state administrative agen-
cies that plan JAG grant spending to prioritize election
security needs and promote funding availability. The EAC
can also play a role in educating election officials about
the full suite of federal resources available to them.

FIGURE 2

>> State and local officials should make more
funding available for physical security needs.
Federal grant funding alone will not be enough to address
the physical security challenge. Yet despite the threats
facing election officials and the rapid turnover of elections
staff, few states have dedicated new funding to help elec-
tion officials better protect themselves, their staffs, and
their voters. State and local officials must direct funding
toward augmenting the security of election offices, poll-
ing places, and counting facilities.

Protect Personally
Identifiable Information

Threats to election officials and workers have not been
contained to their offices; election officials have also been
harassed and intimidated at their homes. Their parents,
children, and other loved ones have been targeted as well.®
Following the 2020 election, dozens of armed individuals
stood outside Michigan Secretary of State Jocelyn Benson’s
home “shouting obscenities and chanting into bullhorns”
as she was decorating her house for Christmas with her
four-year-old child.®* An election official in Milwaukee
received a letter at her home calling her “a traitorous c***”
prompting her to leave the state with her children for 10
days.®2 Many more officials have had their home addresses
and phone numbers shared on the internet.®®

States That Have Passed Laws Since 2020 to Help Election
Workers Protect Personal Information

S

Source: Cal. S.B. 1131 (2022); Colo. H.B. 22-1273 (2022); Nev. A.B. 321 (2022); Or. H.B. 4144 (2022); and

Wash. S.B. 5628 (2022).
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While election officials hold public-facing positions and
must be accessible to their communities, this cannot
mean that they forfeit all personal safety and security or
the safety of their loved ones. Election workers need
reasonable protections to keep their personal information
private and help them feel safer in their jobs. In the wake
of Congress’s recent failure to act on proposed protec-
tions, states must lead the way.®*

>> State legislatures should pass laws

that allow election workers to protect

their personal information.

In 2022, several states passed laws that make it easier for
election officials to keep their home addresses private
(see figure 2). Oregon enacted legislation that allows elec-
tion officials to have their addresses exempted from
disclosure by county clerks as public records.®® Colorado
passed a bill allowing election officials at the state, county,
and local levels to file a request with a government entity
to remove personal information from online records.%
California and Washington opened their address confi-
dentiality programs to election workers who are targeted
with threats or harassment.®” Nevada allowed election
officials to request a court order requiring their personal
information to be kept confidential.®® All states should
implement similar protections.

Address confidentiality programs, which many states
have already established, present an existing solution.
These programs can offer substitute addresses to quali-
fying election workers who fear for their safety or the
safety of their families, mitigating the risk that hostile
individuals will target their homes or use their personal
information to threaten them. State legislatures should
pass laws that specifically permit election workers to qual-
ify for these programs.

>> State officials should make address
confidentiality programs more accessible

to election workers.

In some states, election workers who have faced threats
or fear for their safety may already be eligible for existing
address confidentiality programs, even without legislative
changes. In these cases, the official who oversees the
address confidentiality program — often the secretary of
state or attorney general — should conduct outreach and
issue guidance to make it easier for election workers to
avail themselves of such programs’ benefits. These offi-
cials should take the following steps:

»  (Clarify that election workers do not have to move from
their current residence to qualify for the program’s bene-
fits, as guidance for some address confidentiality
programs currently asserts. Although these requirements
may make sense for certain applicants who are survivors
of domestic violence or stalking, they create unnecessary

hurdles when the risk of harm does not stem from a
single identifiable person. Election workers can still
benefit from having their addresses less visible in public
sources even if they remain at their current addresses.

= Train local election officials on how to assist workers
in their offices with applications for address confiden-
tiality programs.

= Assure that election workers need only assert in good
faith that they meet the qualification standards for the
program, such as being a target of ongoing threats or
having a reasonable fear for safety, as applicable to the
state’s statute.

>> State legislatures should fund training

and services to help election workers better
protect their personal information online.

While laws extending personal information protection to
election workers are much needed, they are not sufficient.
States should supplement these protections with funding
for personal information protection and online safety
training. Such training could cover how election workers
can avoid revealing their and their families’ personal infor-
mation or location, including turning off location tags in
social media posts, asking websites to remove personal
information, and avoiding posts that might inadvertently
reveal locations of schools and homes. Grant funding
could also pay for services from outside providers that
help scrub personally identifying information for officials,
conduct monthly checks to prevent information from
becoming public again, and offer tailored guidance on
how to protect personal information in the future.

Update Laws on
Threatening and Doxing
Election Workers

Although some states have advanced bills that would add
new criminal penalties for threatening election workers,
federal and state laws already on the books would cover
most violent threats. Yet perpetrators have largely avoided
accountability because too often these laws have not been
enforced or incidents have not been fully investigated
under the statutes. Federal, state, and local law enforce-
ment must take these threats against election officials
seriously and improve systems for reporting and investi-
gating improper conduct.

State legislatures can encourage a more robust response
by making sure that these existing laws reflect changing
election systems and clarifying that intimidating an elec-
tion worker because of their job is not protected speech.
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>> State legislatures should ensure that

laws that prohibit threatening election workers
apply to all election workers throughout the
entire election process.

As voting options have expanded in recent decades, elec-
tion workers now serve in a broader variety of roles and
interact with the public during a longer period — not just
at polling places on Election Day but also at election
offices, early voting locations, ballot drop boxes, and
canvassing facilities. And individuals who seek to disrupt
elections do so not just through intimidation at polling
places but more generally with threats against those who
administer elections wherever they are, before, during,
and after Election Day.

States should ensure that existing laws prohibiting
threats, harassment, and intimidation apply to all election
workers performing election administration responsibil-
ities, regardless of where the incident occurs. New Mexico
recently expanded a law that previously only covered
intimidation of poll workers, voters, and poll watchers to
also include the secretary of state, county or municipal
clerks, and any employees of these offices.®® A bill in
Virginia would amend a law that currently only covers
threats at polling places to cover all threats against elec-
tion workers intended to prevent them from administer-
ing elections.”®

>> State legislatures should pass laws that
prohibit doxing election workers.

States should also update or pass laws to prohibit doxing
of election workers — the publication of an election work-
er’s personal information with the intent to threaten their
safety or with knowledge that the information will be
used to facilitate threats against them. Colorado passed
a bill in 2022 making it illegal for someone to intention-
ally share personal information about an election official
or their immediate family on the internet if the sharing of

that information creates an immediate and serious threat
to their safety and the person sharing the information
knows or should know about that danger.” Maryland is
considering a bill with similar language.” A bill introduced
in Oklahoma would add election officials to an existing
anti-doxing statute that already covers state government
officials.”

Such bills help to establish accountability for threats in
which an election worker’s personal address, telephone
number, or other information is shared alongside direct calls
for violence, putting their and their families’ safety at risk.

>> State legislatures should provide state
attorneys general and election workers

with tools to bring civil actions against

those making illegal threats.

Civil actions are a potential pathway to enforce prohibi-
tions on threatening or intimidating election workers.
State attorneys general and affected election workers
themselves should be allowed to seek civil relief against
someone making illegal threats, including by seeking a
restraining order to prevent ongoing harm.

The federal Voting Rights Act offers a model for this
kind of law. It prohibits individuals from intimidating or
threatening any person for “voting or attempting to vote”
or “for urging or aiding any person to vote or attempt to
vote.””*If an individual violates this prohibition, or if there
is reason to believe that someone is going to violate this
provision, federal law authorizes the U.S. attorney general
and other covered persons to sue in court for a temporary
or permanent injunction, restraining order, or other equi-
table relief to prevent ongoing harm.

States should enact similar provisions to protect elec-
tion workers. In doing so, state legislatures should
expressly state that the law prohibits intimidation or
threats against all election workers performing election
administration duties.
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III. Defend Against Insider Threats

Imost one-third of Americans still believe the false narrative that Joe Biden

won the 2020 presidential election due to fraud.” Unsurprisingly, some of

the more than 8,000 local election officials — along with tens of thousands
of public- and private-sector employees who support their work — also buy into
this conspiracy theory. Even on a very small scale, the endorsement of election
misinformation by individuals charged with administering elections is a particularly

dangerous threat to democracy.

Throughout and since the 2020 election, election officials
and workers who support election falsehoods have
attempted to use their access to voting systems or posi-
tions of power in a manner that undermines election
security. These insider threats include sharing access to
critical election systems with election deniers, spreading
false information about the security of elections and elec-
tion equipment, attempting to replace voting systems
with less accurate and less secure methods for counting
ballots, and refusing to perform mandated responsibili-
ties, such as certifying election results.

In 2022, election deniers running for office in battle-
ground secretary of state contests were roundly rejected.
But in other states, election deniers won those races.”®
And across the country, many more won contests or were
appointed at the local level, where ballots are counted and
election operations are run.”” As election deniers continue
to influence or replace election workers, the risk of insider
threats will grow.

Accordingly, officials at all levels of government must
blunt efforts to improperly access or misuse critical elec-
tion infrastructure. They must also implement policies
that make it more difficult for a rogue election adminis-
trator or worker to disrupt processes in a way that
confuses or delays certification of accurate election
results.

Set Access Restrictions

Since 2020, there have been at least 17 reported incidents
in which election deniers have gained or attempted to
gain access to voting systems, often in coordination with
an election official or worker.”

In one such occurrence, a county clerk in Colorado with
connections to prominent election conspiracy theorists
gave unauthorized individuals access to the county’s
voting system, allowing them to copy the hard drives of
the voting equipment.’”® The information obtained was
later shared online, resulting in a state investigation,
which found that the county clerk had given an unautho-
rized person a key card and turned off video surveillance
of the voting machines.®

To prepare for similar future attempts, states must have
protocols in place not only to prevent unauthorized access
to critical election systems but also to detect and respond
to such access if these preventive measures fail.

>> State legislatures should pass laws

to limit access to election infrastructure

and ensure that election offices can catch

any unauthorized actions.

State legislators should set broad, baseline requirements
for election system access in state law, including rules for
monitoring and storing voting machines, which have
been the most frequent target of election deniers. Follow-
ing the breach in Colorado, the state legislature passed a
law requiring election offices to keep all voting systems
in a location monitored by 24/7 video surveillance and
secured by a key card access system that logs the name,
date, and time of each entrance.®

When determining the baseline requirements to set in
statute, state legislatures must avoid standards that are so
rigid that they cannot be updated as technology and security
concerns evolve. Rather than dictating specific technology
or security systems, legislation should focus on the outcome
of such protections — for example, by requiring local elec-
tion offices to have a system that can keep unauthorized
individuals out of voting system storage and automatically
produce a log of all entrances rather than mandating a
particular system that would accomplish this task.

To ensure conformance with the latest cyber and phys-
ical security best practices, state legislatures should direct
the chief state election official to issue and regularly update
more detailed regulations and guidance on voting system
access. States can also include this direction within a
broader mandate that the chief election official produce a
complete, enforceable election procedures manual. Legis-
lators in Nevada have introduced a bill that would require
the secretary of state to produce such a guide.®2

>> State legislatures should prohibit

tampering with or facilitating unauthorized
access to voting equipment.

State legislators should pass laws that prohibit anyone
from tampering with voting equipment, accessing such
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equipment without authorization, or facilitating access
for an individual who is not an authorized election worker
or voting system vendor. Lawmakers in Kansas and
Minnesota introduced bills with such provisions in 2023,
and Colorado passed a similar prohibition in 2022.83
These bills also contain specific prohibitions on publicly
sharing passwords for voting systems and imaging hard
drives of voting equipment.

Such laws should include exceptions to allow for legiti-
mate security research. For instance, a chief state election
official should be able to approve one-time access to an
outside researcher on request by a local election official.
State law should specify exemption conditions that protect
the security of equipment, such as requiring the researcher
to complete a background check. When the chief state
election official approves a request, the law should require
the office to publish the approval, along with the reason
for granting access and any conditions tied to it.

>> State and local election officials should
develop detailed standards to regulate who

can access election infrastructure and how

that access can occur.

State and local election officials should exercise their regu-
latory and guidance authority to set standards that will
help prevent, detect, and respond to insider threats. The
specifics of these standards may vary depending on the
systems in use and the size and structure of election offices
throughout the state. The following is a list of standards
that states have set to safeguard election systems:

= Requiring election offices to keep all voting system
components and ballots in a secure location with access
controls, alarm systems, and procedures to log every
entry.8

= Monitoring voting equipment storage areas with video
surveillance.®

= Requiring all election workers and voting system
vendors to complete background checks before allow-
ing access to voting systems.%¢

= Requiring two employees to be present whenever voting
equipment is accessed or transported, and at least one
election worker to be present with voting system
vendors while the vendor is on-site.#’

= Requiring that election offices create an individual user
account for each person who is authorized to access
election systems and prohibiting users from sharing
account or password information.8

= Limiting election system access privileges to election
officials and workers whose responsibilities require access

to these systems, only permitting access to the extent
necessary for the performance of these job functions, and
capping the number of user accounts that jurisdictions
can offer access privileges to without state approval &

®  Requiring all users with access to election systems to sign
an acceptable use policy agreement provided by the state.*

= Disabling election system access accounts immediately
for users who are no longer employed by the election
office or who are no longer in roles that require access
to that system.>!

In developing access restrictions, election officials must
balance security with appropriate flexibility to make sure
that limited authorization does not slow operations or
prevent election offices from responding to emergencies
or other issues that necessitate a rapid response.

To ensure accountability when handling sensitive
systems and materials, state and local election officials
should also add requirements for bipartisan or two-person
teams to perform vital election administration responsi-
bilities where possible.

>> State and local legislatures should fund
infrastructure to prevent insider threats.
A 2022 Brennan Center analysis found that upgrades to
protect against insider threats could cost up to $316
million nationwide.®? State and local legislators should
provide funding for election officials to purchase the
systems and equipment necessary to comply with any
new state requirements and more generally to safeguard
against insider threat risks. In Colorado, when the state
legislature passed its recent bill to protect against insider
threats, it established a $1 million grant fund to assist
counties in complying with the new security require-
ments, including to purchase key card access systems and
video surveillance.®* Other states should follow that lead.
States should also look to federal grants to help fund
these improvements, including DHS’s HSGP and SLCGP.

Improve Training
and Guidance

As local election offices across the country experience
turnover, some states, including Colorado and Nevada,
have considered or passed bills to expand training and
certification requirements for election officials.
Comprehensive training does more than just ensure that
election officials are aware of and prepared to implement
all protocols needed to keep election infrastructure secure;
it also facilitates relationships and information sharing
between newer and more experienced election officials.
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>> State legislatures should mandate regular,
comprehensive training for all election officials.
State law should require, at a minimum, all local election
officials to attend biennial training on election adminis-
tration procedures. New local election officials should be
required to attend training before administering any state
or federal election, if possible. Municipal clerks in Minne-
sota who have taken office less than six months before
an election must complete two hours of emergency train-
ing from their home county auditor or secretary of state
before administering the election.®® State legislatures
could also designate — or allow the chief state election
official to designate — additional individuals who must
attend training, including state election office employees
and other local election workers who have access to crit-
ical election systems.

State lawmakers can also prevent election officials who
do not complete training requirements from accessing
critical election systems or from performing certain
responsibilities. A recent law in Colorado established the
role of “designated election official” — the official or
employee in each county who oversees access to election
systems — and prohibits individuals from performing this
role unless they have been certified as having completed
training requirements.%’

State legislators should provide funding to reimburse
local election officials for the cost of attending training.

>> CISA should develop additional insider threat
best practices and self-assessment tools and
train protective security advisers to offer insider
threat mitigation guidance.
In 2022, CISA released an “Election Infrastructure
Insider Threat Mitigation Guide,” which advised election
officials on how to respond to the rising risk of insider
threats by adopting standard operating procedures,
access controls, zero-trust security, and chain-of-custody
measures.?® Ahead of the 2024 presidential election,
CISA should expand its insider threat services by creat-
ing additional best practice checklists, using them to
develop self-assessment tools for officials, and training
PSAs on these materials and practices so that they can
offer insider threat guidance to election officials around
the country. In developing these additional resources,
CISA should consult with other federal partners, includ-
ing the Federal Emergency Management Agency
(FEMA), the Office of the Director of National Intelli-
gence, and the National Insider Threat Task Force, each
of which has its own expertise on this topic.®

Ideally, PSAs would provide hands-on guidance and
scenario-based training on how to

® establish a formal insider threat program, including an
organizational structure and confidential processes
that are easy to understand and use;!°

= jdentify and protect critical assets;

® recognize suspicious behavior and other threat indica-
tors; and

= take appropriate actions to mitigate potential insider
threats.1%

Finally, CISA should utilize the local and state election
official networks of the EI-ISAC, the National Association
of Secretaries of State, the National Association of State
Election Directors, and the Election Center (the National
Association of Election Officials) to ensure that its
resources on insider threats are reaching as wide an audi-
ence as possible.

>> DOJ should reissue guidance to remind
election officials of requirements to preserve
election records.

After public officials in Arizona and other states turned
election records, materials, and equipment over to unqual-
ified outside parties in 2021, DO]J issued guidance to elec-
tion officials on their duty under federal law to safeguard
and preserve federal records.!? Ahead of the 2024 elec-
tion, DOJ should issue a reminder of this duty and reiter-
ate that the obligation to preserve records remains on
election officials, even if they turn those materials and
records over to a third party. Releasing and publicizing
this guidance can support election officials looking to
resist political interference and deter those who may be
susceptible to outside pressure.

Establish Authority to
Remediate Risks

State legislators must ensure that, if an insider threat does
impact election systems, state officials can respond
quickly and effectively to remediate any potential security
risks that may affect an election.

>> State legislatures should establish clear
authority to prohibit individuals who violate
election laws from administering elections and to
decommission equipment when a breach occurs.
State legislators should authorize state election officials
to prevent any individual who has shown a serious or
patterned failure to comply with security requirements
found in state law from administering elections or from
performing certain responsibilities such as accessing
the voter registration system. The Colorado secretary
of state successfully sued the county clerk who permit-
ted unauthorized access to voting systems to prevent
her from overseeing elections in 2022.1% Similarly, the
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Michigan secretary of state directed a township clerk
to refrain from overseeing an election after the clerk
refused to allow routine and required maintenance on
voting equipment.’®4

CISA has noted that if critical systems have been compro-
mised, “the safest practice is to decommission and replace
those systems.”® That being the case, state legislatures
should also authorize state election officials to investigate
any system or equipment breach and to decommission and
order the removal and replacement of specific equipment
if necessary. Since 2020, officials in Arizona, Colorado,
Georgia, Michigan, and Pennsylvania have all acted to
decommission election systems that were tampered with
or accessed without proper authorization (see figure 3).106

While these remedies are necessary to address ongoing
threats to election security, state legislatures must carefully
define the authority to prevent abuse by future officials.

Use Voting Machines
for Initial Ballot Counts
and Pair with Robust
Postelection Audits

Spurred by false information about the security and reli-
ability of electronic voting machines, election deniers
across the country have pushed election officials to aban-
don secure and proven technology for counting ballots and

FIGURE 3

instead count all ballots solely by hand. Hand-counting
procedures play an important role in verifying election
outcomes through postelection audits that election offi-
cials conduct in addition to voting system tabulation. But
such audits hand-count only a few races on a random
sample of ballots after results produced by voting systems
have already been collected and reported.

Counting every race on every ballot by hand to determine
the initial vote count in anywhere but the smallest jurisdic-
tions is impractical and often inaccurate. When election
workers need to count everyrace on a large number of ballots,
hand-counting consistently produces more errors than
machine tabulation” When a Nevada county attempted to
conduct a hand-count during the 2022 election, the county
clerk estimated that there was a 25 percent error rate among
the election volunteers counting ballots in the first day.’® Full
hand-counts are also much slower than machine counts,
leading to significant delays in producing election results,
conducting necessary audits or recounts, resolving any elec-
tion disputes, and finalizing election results.

Left unchecked, hand-counting could lead to serious
accuracy concerns, disinformation, and uncertainty in the
days and weeks after Election Day.

>> State legislatures should require election
officials to use machines for initial ballot counts
in all but the smallest jurisdictions.

State legislators should require election officials to use
voting tabulation systems for initial counts, with limited
exceptions for very small jurisdictions. States should pair

States Where Officials Have Decommissioned Election Equipment

Following a Physical Breach

Source: Brennan Center.
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voting system counts with robust postelection audits, in
which officials hand-count small samples of ballots to
verify machine-tallied results.

Small jurisdictions with few registered voters may be
able to produce a final count that is comparably accurate
to what tabulation equipment would produce in a similar
time frame. But these jurisdictions are very much the
exception — most places that hand-count ballots today are
small towns with fewer than 1,000 voters. Just 0.6 percent
of all registered voters live in such jurisdictions.!®®

Make It More
Difficult to Refuse
to Certify Elections

Insider threat risks extend beyond access to systems.
Election officials can also jeopardize election security
and integrity by abusing their authority to oversee crucial
steps in the election process, including the certification
of election results.

>> State legislatures should create a mandatory
duty to certify election results and a legal remedy
to address refusals to do so.

Fortunately, in states where rogue officials have refused
to certify election results, state leadership has been able
to step in and quickly address the issue. In New Mexico,
the secretary of state immediately sued and obtained a
court order against a county that refused to certify
primary election results in 2022, forcing the county to
reverse course.'® All states must ensure that they can act
with similar speed if an issue arises in their own elections.
Even if these abuses are unlikely to change election
outcomes, delays in addressing the matter lend support
to false election narratives and cast more doubt on elec-
tion results.

Ahead of 2024, state legislatures should streamline
processes in their statutory frameworks for election
results certification to address refusals to certify elections.
In particular, legislators should ensure that state law
establishes

® amandatory, nondiscretionary duty to certify election
results by a stated deadline;

® a cause of action that a state official or candidate can
bring in court against an official who refuses to certify
election results without sufficient cause; and

= aremedy that allows a court to compel the official to
certify results within a short time span.
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IV. Ensure Technical Resilience

ompared to 2016, the U.S. election system today is far more resilient to attacks.

This strengthened position is due to public officials’ contributions at every level:

state and local election officials adopted cybersecurity best practices in their
daily operations; federal, state, and local officials improved resource and information
sharing; and Congress provided meaningful federal funding in 2018 and 2019 to help
states upgrade election systems and safeguard against cyberattacks. The 2020 election
was called the “most secure in American history” because of these combined efforts.u2

But cybersecurity is a race without a finish line. Even with
substantial investment leading up to the 2020 presidential
election, 31 states today will be using voting equipment for
the 2024 election that is at least a decade old (see figure
4)13 These outdated machines are not only more vulnera-
ble than machines manufactured to the latest security stan-
dards but also far more likely to cause problems on Election
Day.!* At the same time, election offices are seeing high
staff turnover and risk losing the considerable institutional
knowledge that has helped election workers more effec-
tively mitigate and respond to vulnerabilities.

Cybersecurity pressures have not subsided. Foreign
adversaries continue to meddle in U.S. elections, including
during the 2022 midterms."® The United States cannot
afford to lose ground and let election systems slip back
into a vulnerable position.

Federal, state, and local governments must invest in
election infrastructure by providing adequate resources

FIGURE 4

to replace and upgrade outdated systems and to defend
those systems. Election officials must meanwhile put in
place protections to prevent and recover from any cyber-
attacks or equipment failures. They should do so by devel-
oping contingency plans around things that may go
wrong during the voting period and by implementing
robust postelection audits to confirm election outcomes.

Fund the Replacement of
Outdated Infrastructure

One of the most important election security measures is
the use of paper ballots. When voters record selections
on paper, they can easily verify that their ballots accu-
rately reflect their choices. Election officials can also
check paper ballots against electronic vote totals after

States Using Principal Voting Equipment That Will Be at Least
10 Years Old in 2024
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Source: Brennan Center analysis of Verified Voting data, as of April 7, 2023.
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an election to confirm that voting machines are working
as intended.

>> State legislatures should require voting
systems with paper records and fund the
transition to and upkeep of this equipment.

Since 2016, states have made significant progress in
adopting paper ballots. In 2020, an estimated 93 percent
of all votes cast in the presidential election had a paper
record — up from 82 percent four years earlier.'*6

Many states that use paperless voting systems are
aiming to replace these systems in the coming years.
Since 2020, Indiana, Mississippi, Tennessee, and Texas
have all either passed laws requiring voting systems to
produce a paper record of every vote or moved up the
deadline for doing so.” But these transitions will only be
realized if election officials have the resources needed to
purchase new equipment that complies with these laws.
New Jersey serves as a cautionary tale: state law has
required paper voting systems for more than a decade,
but counties remain out of compliance with the law in
part due to inadequate funding for upgrades.''®

In the 2024 election, 100 percent of all votes can and
should be cast on paper.

Still, even paper-based voting systems risk becoming
less secure and less reliable as the equipment ages and
maintenance becomes more difficult and costly. State
legislators must provide sufficient funding to upgrade
equipment and outfit election systems with the latest
security protections.

>> Congress should provide steady funding to
help election officials upgrade and maintain
election infrastructure.

Election offices need reliable and meaningful federal fund-
ing for substantial technological investments and for the
upkeep that those systems will require in years to come.
After providing $805 million in election security funding
leading up to the 2020 election, Congress has since provided
just $150 million in irregular bouts of funding.® States need
more and consistent funding to upgrade voting machines
and registration systems, hire additional cybersecurity
support, and implement thorough postelection audits.’?

Plan for Things
That Can Go Wrong

Online voter registration has made it easier for eligible
voters to add their names to the voter rolls and for election
officials to keep voter rolls up-to-date.!? Electronic poll-
books have expedited check-in processes and shortened
lines at polling places.!?? And electronic tabulators have led
to more accurate and timely vote counts.!?® Election offi-

cials can and should use all of this technology in the elec-
tion process, but increased technological dependence
requires careful planning to guarantee election resilience.

>> State and local election officials should
improve measures to recover from technical
failures and resource shortages.
Election officials must ensure that they have measures in
place to prevent and recover from cyberattacks, technical
failures, and resource shortages so that no error or mishap
will prevent a voter from casting their ballot or having their
vote counted.’?* Election offices should conduct compre-
hensive reviews of their election processes and develop
contingency plans for any potential technical failure on
Election Day. Should an issue arise, officials should ensure
that they have enough backup materials to keep polling
places operational for the two to three busiest hours of the
day, buying time until the issue can be resolved.

States should adopt the following resilience measures:

= Requiring polling places to have a paper backup list of
voters or a voter list on a nonnetworked alternative
device in case of electronic pollbook failure.

= Requiring polling places to have an adequate supply of
provisional ballots and envelopes in case of errors in
the registration database.

= Requiring polling places to have emergency paper
ballots that can be hand-marked and cast into a scan-
ner or stored to be centrally counted later in case of
ballot marking device or direct recording electronic
voting machine failure.

Many states have codified expanded voting options that
became popular during the pandemic.’?® As states continue
to make voting more accessible to more voters, election
officials should ensure that existing resilience measures
are still adequate. If a state uses vote centers and networked
electronic pollbooks for early or Election Day voting, a
nonnetworked alternative device may be better equipped
than a paper backup to hold a larger voter list and more
easily update inoperative electronic pollbooks once they
are working again. If a state offers active same-day voting
registration or adopts early voting yet has insufficient time
to reallocate ballots to Election Day poll sites, jurisdictions
may need to print more than enough ballots for all regis-
tered voters heading into the voting period.

>> State and local election officials should
develop resources to help implement contingency
plans and communicate these measures to

the public.

Resilience measures are effective only if the relevant
workers know how to implement them when needed.
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State and local election officials should incorporate
contingency plans into poll worker training and create
short, easy-to-locate, and easy-to-follow guides for poll
workers to turn to if needed on Election Day. Election
officials should also consider how to communicate
backup measures to voters and reassure them that their
votes will still be counted. Officials should prepare
explainer videos, signs, and other materials in advance
for contingency plans that are regularly relied on, such as
the use of emergency auxiliary bins on scanners.

Conduct Robust
Postelection Audits

The security benefits of paper ballots are fully realized
only when election officials routinely review the indepen-
dent paper record to confirm that the voting system deter-
mined the correct outcome. Most states now require
election officials to conduct postelection audits, which
typically involve hand-counting a portion of the paper
records and comparing them to the electronic counts
produced by voting machines after scanning the same
ballots.’?® The most common form of postelection audit
is a traditional audit, in which election officials count a
fixed percentage of all ballots cast in each election. States
that use traditional postelection audits could improve
their procedures to better assure voters that their ballots
have been counted correctly.

FIGURE 5

>> States should adopt and
implement risk-limiting audits.
A risk-limiting audit (RLA) operates similarly to a traditional
postelection audit, in that both require election workers to
hand-count a sample of ballots and compare the results to
the machine count. But a traditional postelection audit
provides confirmation that individual voting machines are
accurately tabulating votes, whereas an RLA relies on statis-
tical principles to determine the random sample of ballots
that needs to be counted and provides evidence that election
outcomes are accurate, including for statewide races.
States should require RLAs after every election, follow-
ing an appropriate transition period for election officials
to learn proper procedures and ensure that they have the
systems in place to carry out the process. Five states
currently require RLAs (see figure 5). Where RLAs are not
obligatory, state and local election officials should
consider piloting RLAs as state law permits, in addition
to any required postelection audits.

Increase Support for
Under-resourced Local
Election Offices

In the decentralized U.S. election system, “target rich,
resource poor” local jurisdictions with limited capacity
to address cybersecurity issues present one of the most

States That Require Risk-Limiting Audits

Source: Data from Verified Voting, as of April 7,2023.
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concerning vulnerabilities.’? These election offices have
little or no dedicated cybersecurity expertise and are
often dependent on other offices in their county or
municipality for [T support. In fact, nearly half of all elec-
tion offices operate with one or fewer full-time employ-
ees, and nearly a third operate with no full-time staff at
all.’2 Yet election officials who serve these offices are
given the monumental task of being frontline national
security figures. They need help.

>> State legislatures should provide funding

to launch cyber navigator programs.

States should hire cyber navigators — trained cybersecu-
rity and election administration professionals who work
closely with local election officials to assess the security
of their systems, identify potential vulnerabilities, and
develop tailored strategies to mitigate risk. Several states,
including Florida, lllinois, lowa, Massachusetts, Michigan,
Minnesota, and Ohio, have deployed cyber navigator
programs already.!?® Other states should follow suit.

>> DHS, CISA, and FEMA should elevate
cybersecurity funding opportunities

for election security and prioritize

outreach to election officials.

Existing federal grant programs can improve the cyber-
security capacity of local election offices; the new SLCGP
alone will provide $1 billion for cybersecurity needs over
the next four years.’* As with HSGP grants, DHS should
require states to spend a portion of SLCGP funding on
election cybersecurity needs and consult with chief state
election officials on election security priorities. CISA and
FEMA should also promote federal funding opportunities
to state and local officials, raise awareness of the HSGP
minimum spending requirement, and encourage spend-
ing on election security needs.

Finally, CISA should direct PSAs and cybersecurity
advisers (CSAs) — trained cybersecurity experts who can
assist state and local officials — to prioritize outreach
to under-resourced local election offices and use regional
election leads to coordinate outreach with these offi-
cials. In the Brennan Center’s 2023 survey, only 29
percent of local election officials said that they were
aware of CISA’s cybersecurity vulnerability scan, and just
20 percent of those who were aware availed themselves
of this free service.r*!
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Conclusion

he evolving threats to American democracy over the last decade have resulted in

massive changes to the way elections are seen as well as the way they are

administered. Although the last few years in particular have witnessed
successful efforts to make the system more resilient, more needs to be done.

For the most part, the American public did its part in 2022,
soundly rejecting election deniers who sought influence
over elections in crucial battleground states like Arizona,
Georgia, Michigan, Nevada, and Pennsylvania. Elected lead-
ers and public officials at the federal, state, and local levels
must act with similar urgency ahead of 2024.
Substantial work needs to be done to protect the

people, systems, and infrastructure necessary for voters
to cast their ballots and have their votes counted. But
there is still time. Past success in strengthening U.S.
infrastructure against cyberattacks and the renewed call
by voters to defend democracy should give every Amer-
ican the hope and expectation that their leaders will rise
to the challenge.
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